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Abstract

The rise of LLM-based agents shows great po-
tential to revolutionize task planning, capturing
significant attention. Given that these agents
will be integrated into high-stake domains, en-
suring their reliability and safety is crucial.
This paper presents an Agent-Constitution-
based agent framework, TrustAgent, with a
particular focus on improving the LLM-based
agent safety. The proposed framework en-
sures strict adherence to the Agent Constitu-
tion through three strategic components: pre-
planning strategy which injects safety knowl-
edge to the model before plan generation, in-
planning strategy which enhances safety dur-
ing plan generation, and post-planning strat-
egy which ensures safety by post-planning in-
spection. Our experimental results demonstrate
that the proposed framework can effectively
enhance an LLM agent’s safety across mul-
tiple domains by identifying and mitigating
potential dangers during the planning. Fur-
ther analysis reveals that the framework not
only improves safety but also enhances the
helpfulness of the agent. Additionally, we
highlight the importance of the LLM reason-
ing ability in adhering to the Constitution.
This paper sheds light on how to ensure the
safe integration of LLM-based agents into
human-centric environments. Data and code
are available at https://github.com/
agiresearch/TrustAgent.

1 Introduction

Large language models (Touvron et al., 2023; Hoff-
mann et al., 2022; OpenAl, 2023; Anthropic, 2023)
as Al Agents (Ge et al., 2023a; Wu et al., 2023a;
Hua et al., 2023a; Ge et al., 2023b) in diverse appli-
cations marks a significant stride in task planning.
These agents, equipped with external tools, show
great potential to be integrated into daily life, as-
sisting individuals with various tasks. Unlike tra-
ditional LLMs that are primarily used for simple

text-related tasks, LLM-based agents can under-
take more complex tasks that require planning and
interaction with the physical world and humans.
This heightened level of interaction introduces com-
plex safety concerns (Ruan et al., 2023), surpassing
those associated with LLMs. For instance, in finan-
cial contexts (Yu et al., 2024; Li et al., 2023a),
unsafe actions include the potential for sensitive
information leaks such as passcode exposure; in
laboratory settings (M. Bran et al., 2024; Boiko
et al., 2023), these actions might involve failing
to activate essential safety equipment like fume
hoods. These scenarios highlight the importance
of imbuing LLM-based agents with robust safety
knowledge.

While ensuring the safety of LLM-based agents
is crucial, research in this direction remains lim-
ited. The primary challenge lies in determining
how to formulate comprehensible safety rules for
these agents and guide their adherence during the
planning phases. In our study, we introduce the con-
cept of an Agent Constitution and present a novel
framework, TrustAgent, to implement it. Firstly,
we explore the nature of an Agent Constitution
and the essential considerations for its develop-
ment. Notice that in contrast to Al Constitution
(Bai et al., 2022), Agent Constitution places a sig-
nificant emphasis on the safety of actions and tool
utilization, as opposed to focusing on verbal harm.
We then build the framework TrustAgent to en-
sure agents comply with the constitution, which
includes three strategic components for safety: (1)
the pre-planning strategy, which integrates safety-
related knowledge into the model before executing
any user instructions; (2) the in-planning strategy,
which focuses on real-time moderation of plan gen-
eration; and (3) the post-planning strategy, which
involves inspecting the generated plan against the
predefined safety regulations in the Agent Consti-
tution after generation before execution. Collec-
tively, these components compose a comprehen-
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sive pipeline for enhancing safety of LLM-based
agents. We hope that TrustAgent framework be-
comes the foundation for a platform facilitating
the development of trustworthy methods for LLM-
based agents in the future.

We conducted experiments on four advanced
closed-source LLMs, namely GPT-4 (OpenAl,
2023), GPT-3.5, Claude-2 (Anthropic, 2023),
and Claude-instant, as well as one open-source
LLM with long context capabilities, Mixtral-8x7B-
Instruct (Jiang et al., 2024). We considered five
domains where LLLM agents are commonly em-
ployed but often lack adequate safety measures:
housekeeping (Kant et al., 2022; Du et al., 2023),
finance (Li et al., 2023b; Wu et al., 2023b; Yu et al.,
2024), medicine (Thirunavukarasu et al., 2023; Al-
berts et al., 2023), chemistry experiments (Guo
et al., 2023; Boiko et al., 2023), and food (Chan
et al., 2023; Song et al., 2023). We evaluated the
performance of our framework with various met-
rics including quantifiable metrics measuring the
proportion of number of correct prefixes of steps in
the proposed plan, as well as GPT-4 based safety
and helpfulness metrics (Ruan et al., 2023): the
safety metric evaluates the likelihood and severity
of potential risks, measuring how well the LLM
agent manages task achievement while mitigating
these risks; the helpfulness metric evaluates the ef-
fectiveness of the LLM agent in achieving expected
outcomes.

Our results indicate that the TrustAgent frame-
work can significantly enhance both safety and
helpfulness. Furthermore, our findings highlight
the critical importance of inherent reasoning abili-
ties within LLMs to support truly safe agents. Al-
though TrustAgent can mitigate risks and promote
safer outcomes, the fundamental reasoning capa-
bilities of LLMs are crucial for enabling agents to
manage complex scenarios and adhere effectively
to safe regulations in plan generation. Therefore,
our research underscores that developing safe LLM-
based agents depends not only on advanced safety
protocols but also critically on enhancing their rea-
soning faculties.

2 Related Work

LLM-based autonomous agents are expected to ef-
fectively perform diverse tasks by leveraging the
human-like capabilities of LLMs paired with ex-
ternal tools. Various agent system including sin-
gle agent such as Hugginggpt (Shen et al., 2023),

OpenAGI (Ge et al., 2023a), AutoGen (Wu et al.,
2023a). However, the trustworthiness of LLM-
based agents have not received the attention that it
requires. Trustworthiness is a broad topic. In LLM,
trustworthiness usually encompasses the following
concepts/features: truthfulness, safety, fairness, ro-
bustness, privacy, and machine ethics (Sun et al.,
2024). Various works (Bai et al., 2022; Glaese
et al., 2022) introduce trustworthy principles as
well as methods (Rafailov et al., 2024; Song et al.,
2024) to govern textual LLM output. (Hendrycks
et al., 2020) assesses LLMs’ understanding of basic
moral concepts.

However, the requirements for aligning LLMs
are only a small subset for requirements for
LLM-based agents, which are often designed for
problem-solving in real-world scenarios involving
physical actions and interactions with tools and en-
vironments. This adds a layer of complexity, as the
alignment must now consider the implications of
these actions and their consequences in the physi-
cal world. Therefore, LLM-based agents require a
broader approach that not only governs their conver-
sational outputs but also their decisions and actions.
Most works on trustworthy LLM-based agent focus
on observation (Ruan et al., 2023; Tang et al., 2024;
Tian et al., 2023), identifying and assessing risks
of LLM-agents. (Naihin et al., 2023) develops a
rudimentary safety monitoring tool “AgentMonitor”
to identify and mitigating unsafe scenarios. In this
paper, we propose a framework trying to compre-
hensively improve the safety of LLM-based agents
leveraging an Agent Constitution-based framework
with a pipeline of three strategies.

3 Design of Agent Constitution

A constitution is the aggregate of fundamental
principles or established precedents that consti-
tute the legal basis of a polity, organization or other
type of entity, determining how it is to be gov-
erned (Young, 2007). Considering that LLM-based
agents will be integrated into many critical domains
and interact with humans, it is crucial to design a
constitution for them. Just as a constitution regu-
lates human behaviors, it should also guide LLM-
based agents to adhere to its principles. The de-
velopment of an Agent Constitution necessitates
addressing a series of pivotal social and technical
questions, and we identify four principal consider-
ations essential in the design and implementation
of an Agent Constitution, as presented in Figure 1:
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Figure 1: Key Considerations in the development of Agent Constitution. The sub-figure of Constitution Implemen-

tation refers to Figure.3.

Scope of Concern delineates the scope of an
Agent Constitution, which may include regulations
about the conduct between agents and humans,
among agents within multi-agent systems (Park
et al., 2023; Hua et al., 2023a; Wang et al., 2023),
and agents’ interactions with external tools or en-
vironments (Ge et al., 2023a). This paper mainly
concerns the safety regulations for tool usage of
single agent.

Authorities for Constitution Drafting require
an appropriate group of expert authorities respon-
sible for its formulation, which ideally should in-
volve a collaborative endeavor involving Al ethi-
cists, legal experts, technologists, and representa-
tives from both the public and private sectors. In
this paper, we base our constitution on existing reg-
ulations about tool usage, referencing established
norms. Details can be found in Appendix A.

Format of the Constitution usually adopts ei-
ther a rule-based statute law (Atiyah, 1985) con-
sisting of explicit regulations, or a precedent-based
customary law (Meron, 1987) consisting specific
cases and scenarios. An Agent Constitution can
adopt either rule-based regulations or precedents
that allow agents to learn by example. This paper
adopts a rule-based statute law approach because
so far we have little well-formatting “precedents”
on agent actions paired with safety-wise sugges-
tions or critiques. Future development and usage
of agents will enable a large size of precedents.

Implementation of the Constitution is most
challenging technically. It requires integrating the
constitution’s principles into the agent’s operational
framework. Regular audits, updates, and oversight
mechanisms will be necessary to ensure adherence
and to adapt to new challenges and advancements

in Al technology. In this paper, we propose the
TrustAgent framework for implementation with a
pipeline of strategies including the pre-planning
strategy, in-planning strategy, and post-planning
strategy.

3.1 Agent Constitution Implementation: The
TrustAgent Framework

TrustAgent is an LLM-based emulation framework
incorporating the implementation of Agent Consti-
tution. The operational process of TrustAgent is
depicted in Figure 2, consisting of three primary
components: Agent Planning, Safety Strategies,
and Evaluation.

The Agent Planning component operates as a
standard tool-using single agent (Ge et al., 2023a),
employing tools and relying on LLM planning
to formulate an action trajectory. Similar to the
ToolEmu framework (Ruan et al., 2023), TrustA-
gent utilizes GPT-4 to emulate the execution of
tools within a virtual sandbox. This emulation re-
lies solely on the specifications and inputs of the
tools, thereby obviating the need for their actual
implementations. This approach facilitates rapid
prototyping of agents across various domains. The
evaluation process is conducted based on the simu-
lated observations and the action trajectory of the
agent, assessing both the safety and helpfulness of
the proposed plan.

At the core of TrustAgent is the Safety Strategies
component, which is dedicated to augmenting the
safety of agent decision-making processes based on
Agent Constitution. The safety strategies proposed
in TrustAgent are based on the premise that proac-
tive safety assurance during the planning phase
is more effective than post-execution safety verifi-
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Figure 2: Pipeline: Process Diagram for TrustAgent:

It starts with an Agent Constitution, based on which we

introduce three safety strategies. When a dashed line connects entity A to entity B, it signifies that A influences the
formation or operation of B, though B can still function without the influence of A. When a solid line connects entity
A to entity B, it signifies that B either relies on A for its operation or A directly generates B.

cations. Therefore, our approach emphasizes the
integration of safety measures at the planning stage.
The implementation of safety strategies in TrustA-
gent is divided into three stages: pre-planning, in-
planning, and post-planning. These strategies are
illustrated in Figure 2 and are explained below:

3.2 Pre-planning Safety

Pre-planning safety aims at integrating and in-
jecting the safety knowledge into the backbone
model of the agents before planning any actions.
In general, this may require continual-pretraining
or reinforcement learning based on the feedback
from agents’ actions. Currently, the pre-planning
methodology is divided into two components: reg-
ulation learning and hindsight learning (Liu et al.,
2023a). Regulation learning is concentrated on
assimilating knowledge directly from the regula-
tions themselves, while hindsight learning lever-
ages practical examples to inculcate understanding.

In regulation learning, we adopt a conversational
approach by reformulating each safety regulation
into question-and-answer format with five QA in-
stantiations with different styles and paraphrases,
as diversity is crucial for learning in large language
models (Zhu and Li, 2023). For hindsight learn-
ing, the model reflects on past actions and their
outcomes, drawing lessons from concrete exam-
ples. This retrospective analysis aims to enhance
the model’s ability to predict the consequences of
actions within the framework of established regu-
lations and apply this foresight to future decision-
making processes. These examples consist of the
user instruction, the tentative plan and the criticism
of the plan generated by the post-planning safety in-
spector; details on how these examples are obtained
and how exactly hindsight learning is implemented
can be found in Section 3.4.

3.3 In-planninng Safety

The in-planning method exerts control over the gen-
eration of plan steps in accordance with safety reg-
ulations, without altering the model’s parameters.
LLM generation fundamentally depends on two
elements: prompting (Liu et al., 2023a; Lyu et al.,
2023; Wang et al., 2022) and decoding strategy
(Mudgal et al., 2023; Ge et al., 2023a; Chen and
Wan, 2023; Liang et al., 2016; Scholak et al., 2021;
Gu and Su, 2022; Hua et al., 2023c). Prompting
can include safety-related regulations to guide the
language model toward generating safe, appropri-
ate, and aligned content. Decoding strategies can
prevent harmful or unsafe plans from being gen-
erated. Decoding strategies control which token
from the vocabulary at each decoding step are sam-
pled and subsequently assembled into a coherent
output. It can be adopted to prevent the generation
of harmful or undesirable plans, aiming to ensure
that the ultimately generated sequences produced
adhere to predefined safety criteria.

In this study, we only implement the prompting
method during the in-planning stage of safety strate-
gies. To ensure contextual relevance and avoid ap-
pending the entire Agent Constitution, we dynami-
cally retrieve relevant regulations from the Agent
Constitution for each step of the plan generation
process. This retrieval process occurs iteratively
at every stage of the agent’s planning phase and is
informed by the user’s instructions and the current
trajectory of the plan being formulated. To facil-
itate this process, we leverage the dense retrieval
model Contriever! (Izacard et al., 2021) and re-
trieve the top-5 most relevant regulations for each
iteration.

"https://huggingface.co/facebook/contriever-msmarco
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Figure 3: Post-planning Inspection: a safety inspector inspects the generated action against the safety regulations
and prompts the agent to revise the action if the plan is found to be unsafe.

Safety Evaluation
Assess the likelihood and severity of
the potential risks caused by the LM agent

Helpfulness Evaluation
Assess the LLM agent’s task achievement against
the specified expected achievement

Certain No Risk (3) Excellent (3)
Possible Mild Risk (2) Good (2)

Likely Mild Risk (1), Possible Severe Risk (1) Unsatisfactory (1)
Likely Severe Risk (0) Poor (0)

Table 1: Definition of Safety and Helpfulness Evaluation

3.4 Post-planning Safety

Post-planning safety addresses oversights that may
occur despite the pre-planning and in-planning
stages to enhance safety. To this end, we implement
a safety inspector agent that conducts post-planning
reviews — an examination against all retrieved regu-
lations to confirm adherence.

The safety inspector is an agent implemented us-
ing GPT-4 as the backbone LLM. Figure 3 presents
the plan inspection. For every action generated by
the planning agent, the safety inspector assesses
whether the action and the current trajectory vio-
lates any retrieved regulations: (1) it first evaluates
the relevance of the retrieved regulation; (2) upon
establishing relevance, it further examines if the
proposed plan adheres to it or violates it; (3) when
non-compliance is detected, the post-planning in-
spector points out the infringed regulation(s) and
explains the reasons for the violation, discussing
with the agent back and forth to revise the plan, tak-
ing into account the identified infractions and the
provided feedback. However, sometimes the plan-
ning agent keeps making exact the same mistake
even after taking suggestions from the inspector,
in which case the process will be halted for safety
concern.

The interaction between the safety inspector and
the agent (the agent for generating the plan) can be
leveraged to assemble a dataset for hindsight learn-
ing (Liu et al., 2023a) in the pre-planning safety
as mentioned in Section 3.2, which informs the

agent’s development by examples by finetuning
the agent’s parameters. The synthetic dataset as-
sembled from the interaction between the safety
inspector and the agent contain agent’s planning
and inspector’s feedback, where each datapoint
consists of 1) Instruction, 2) Current action trajec-
tory made so far 3) One next step generated by
planning agent, 4) Relevant regulation of the next
step, and 4) Feedback from inspector about the step
generated. The feedback is either “safe” or “unsafe”
accompanied by explicit and substantive explana-
tions. The training methodology is outlined in the
Chain-of-Hindsight (CoH) paper (Liu et al., 2023a),
which benefits from textual feedback. Specifically,
for data points with positive feedback, the agent
is trained to generate a safe subsequent step of the
plan that aligns with the safety regulation given the
user instruction, current trajectory, and relevant reg-
ulation. Conversely, for data points with negative
feedback, the agent is trained to generate an unsafe
subsequent step of the plan whose criticism aligns
with the feedback provided. By training the agent
according to given feedbacks, we expect it to be-
come adept at recognizing and amending negative
behaviors or errors.

More formally, given a text represented by to-
kens X = [x1, x9, ..., T,], the standard autoregres-
sive language model training objective is to maxi-
mize the log-likelihood of x from left to right:

logp(z) =log ¥ilyp (z; | 2<i) (1)



In CoH, given the task instruction 7" and the
feedback F' from the safety inspector, we optimize
the model to generate the corresponding outputs
conditioned on 7" and F":

logp(x) =log ¥ p(z; | T, F,x<i) (2)

An example input-output pair can be found in
Appendix B.

4 Experiment

In this section, we delineate the experimental setup
utilized in our study, including the dataset, evalu-
ation metrics, the backbone models employed for
experimentation, and the results derived from vari-
ous experimental settings.

Dataset We developed a dataset comprising 70
data points spanning over five distinct domains —
everyday, finance, medicine, food, and chemistry
— each consisting of several key elements: user in-
structions, descriptions of external tools, identifi-
cation of risky actions and outcomes, the expected
achievement, and the ground truth implementation.
The data from everyday and finance are adopted
from ToolEmu (Ruan et al., 2023) which in total
contains 144 data points and we remove similar
and repetitive ones. We create datasets for other do-

mains manually. Details can be found in Appendix
C.

Evaluation Metric We adopt the helpfulness
and safety metric from (Ruan et al., 2023) which
leverages GPT-4 to evaluate how effectively the
agent fulfill user instruction without causing risks
and whether the agent has undertaken any risky ac-
tions, details are presented in Table 1. In addition,
we also assess the overlap of the agents’ generated
action trajectories with the provided ground truth
trajectories in order to quantitatively analyze the
extent to which the agents’ actions contribute to
achieving the final goal set by the user instructions
and adhere to safety criteria. To this end, we pro-
vide the these metrics: Total Correct Steps: the
number of steps proposed in the agent’s trajectory
that occur in the ground truth. Total Correct Pre-
fix: the length of the prefix in the agent’s actions
that aligns with the ground truth, which we inter-
pret as “progress” towards the final goal. It specifi-
cally excludes actions that, although present in the
ground truth, are executed in an incorrect order.
We design this metric because action sequence is

crucial in a safe action trajectory, as various safety
checks are often prerequisite to subsequent actions.
Total Number of Steps: the total number of steps
presented in the trajectory.

Backbone LLMs We explore four closed-source
LLMs (GPT-3.5-turbo-1106, GPT-4-1106-preview,
Claude-v1.3-100k, and Claude-2) and one open-
source model (Mixtral-8x7b-Instruct-v0) as back-
bone LLMs for the experiments. We set the tem-
perature for all models to be 0 and all models are
run twice on each datapoint then averaged.

4.1 Experiment Result

The primary results of the experiment are detailed
in Table 2, which delineates the performance of
agents conducted with and without the implemen-
tation of Safety Strageties in TrustAgent. It yields
several noteworthy observations:

Without Safety Strageties: Agents with GPT-4
backbone are the safest agents. GPT-4 achieves an
average safety score of 2, categorically interpreted
as “Possible Mild Risk”. Other models generally
fall into the categories of “Likely Mild Risk™ or
“Possible Severe Risk,” indicating high risks. In
terms of helpfulness, GPT-4 distinguishes itself as
the only model to surpass a score of 1, suggesting
a level of helpfulness better than “Unsatisfactory”
but not “Good” yet. The performances of other
models are notably weaker. The least effective
models in terms of helpfulness are GPT-3.5 and
Claude-instant-1.2, whose performance are ‘“Poor”.

Safety Strategies enhance both safety and
helpfulness The three safety strategies demonstrate
a marked enhancement in safety metric. They also
improve helpfulness on medicine, food, and chem-
istry. The performance of the agent using GPT-4
is both the safest and most helpful, underscoring
the necessity of a robust general capability in order
for an agent to be considerate and safe under com-
plex scenarios. Notably, the enhancement in safety
does not come at the cost of reduced helpfulness,
suggesting a synergistic relationship between these
two metrics in all domains: safety and helpfulness
are not mutually exclusive, on the contrary, ensur-
ing safety is essential for being helpful as unsafe
actions are not just unhelpful but may also be harm-
ful. This observation underscores the importance
of integrating comprehensive safety measures as
an intrinsic part of improving overall agent per-
formance. This insight posits that implementing
Agent Constitution by frameworks such as TrustA-



Domain Model Without Safety Strategies With Safety Strategies

Safety Help Correct Prefix Total Safety Help Correct Prefix Total

GPT-4-1106-preview 1.80  1.90 2.10 1.80  3.05 257 124 1.62 1.38 2.8l
GPT-3.5-turbo-1106 1.50 0.77 1.19 092 284 2.04 0.81 1.29 1.02  2.89

Housekeep Claude-2 173 113 153 113 3.00 259 147 264 123 265
Claude-instant-1.2  1.88  1.18 224 188 341 260 1.80 261 166 320

Mixtral-Instruct ~~ 1.39  1.78 361 178 442 266 188 244 222 429
GPT-4-1106-preview  2.59  1.86 255 200 3.18 269 1.83 224 179 276

Finance GPT-3.5-turbo-1106  1.94  1.15 156 082 3.09 203 1.18 158 113 253
Claude2 259  1.68 172 103 331 275 150 178 119 2.89

Claude-instant-12  2.19  1.22 181 124 370 236 0.8 163 122 337

Mixtral-Instruct ~~ 1.62  1.77 208 108 252 183 133 .00 083 214
GPT-4-1106-preview  2.65  1.60 290 165 460 285 1.60 265 205 355

Medicine  GPT-3:3-turbo-1106 076 0.14 095 052 257 215 085 140 075 2.80
Claude2 133 0.64 222 083 544 272 123 159  1.09 3.00

Claude-instant-12 173  0.84 172 097 359 244 1.06 209 115 3.59

Mixtral-Instruct ~~ 0.85  0.35 1.85 095 335 283 1.00 150 133  3.08
GPT-4-1106-preview 220  1.45 140 085 265 247 2.00 237 226 295

Food GPT-3.5-turbo-1106  0.96  0.70 091 026 252 200 0.68 136 091 265
Claude2 127  0.60 1.60 087 400 239 1.0 272 217 528

Claude-instant-12  0.89  0.37 095 042 253 163 047 1.63 079 458

Mixtral-Instruct 1.45 1.05 2.10 1.05 2.92 - - - - -
GPT-4-1106-preview  1.52  0.76 190 048 367 222 127 233 144 383

Chemiswy ~ OPT-3-5-turbo-1106 095 0.40 095 025 300 190 029 090 057 267
Claude2 125 0.88 125 038 463 238 075 3.00 200 425

Claude-instant-1.2  0.57  0.14 157 000 443 240 0.80 251 132 5.60

Mixtral-Instruct - - - - - - - - - -
GPT-4-1106-preview  2.15 151 217 136 343 256 1.59 224 178 3.8

Average GPT-3.5-turbo-1106 122 0.63 095 055 280 202 0.6 135 088 271

Claude-2 1.83  0.99 1.66 0.85  4.08 257 129 2.35 1.54 3.61
Claude-instant-1.2 145 075 1.66 098 357 239 0098 2.10 123 4.02
Mixtral-Instruct 133  1.24 241 122 3.30 244  1.56 1.65 146  3.17

Table 2: Main experiment results. We evaluate the safety score (Safety), helpfulness score (Help), total correct
steps (Correct), correct prefix length (Prefix), and total steps in paln (Total) for all domains, without and with
Safety Strategies.

Domain Model Without Safety Strategies With Safety Strategies
prefix/correct (%) prefix/total (%) prefix/correct (%) prefix/total (%)
GPT-4-1106-preview 61.40 40.59 79.92 54.61
Average GPT-3.5-turbo-1106 58.89 19.64 65.19 32.47
Claude-2 51.20 20.83 65.69 42.42
Claude-instant-1.2 59.20 27.45 58.57 30.58
Mixtral-Instruct 50.86 37.16 89.06 49.21

Table 3: Ratio of Prefix Steps to Correct Steps (prefix/correct) and Prefix Steps to Total Steps (prefix/total),
illustrating the proportion of accurately sequenced steps within the correct steps and within the total steps of the
agent generated action trajectory, respectively.

Domain Model Prompting Only Inspection Only

Safety Help Correct Prefix Total Safety Help Correct Prefix Total

GPT-4-1106-preview 294  2.00 2.44 1.17 422 240 1.30 1.95 1.15  3.30
GPT-3.5-turbo-1106 1.75 0.64 1.50 075 3.82 2.04 1.00 1.75 1.17 3.13
Claude-2 256  1.38 3.13 1.78 5.70 243 1.10 2.08 1.33  3.78
Claude-instant-1.2 246 1.26 2.57 1.29 537 2.60 1.17 2.17 1.97 3.30
Mixtral-Instruct 1.76  0.31 1.69 1.06 3.44 230 137 1.73 123 2.5

Medicine

Table 4: Prompting-only and Inspection-only result on medicine data

gent can guide agents to be both safe and helpful, = comprehensive safety measures as an intrinsic part
thereby underscoring the importance of integrating  of improving overall agent performance.



Domain Safety Help Correct Prefix Total
Housekeep 1.14  0.66 1.19 095 244
Finance 124 098 1.12 0.62 3.11
Medicine 0.82 0.89 0.71 038 270
Food 0.65 0.67 0.83 029 216
Chemistry 037 0.37 0.77 027 294

Table 5: Pre-planning only on GPT-3.5-turbo-1106

TrustAgent improves action order alignment
Results in Table 3 and Table 2 show that incorpo-
rating TrustAgent helps to mitigate the gap between
the total prefix step and the total number of steps,
and between the total prefix step and the total
correct steps. Without TrustAgent, only a small
portion of the whole action trajectory aligns with
the ground truth sequence; while some actions may
match the ground truth, their order is often incor-
rect, leading to potential safety risks. Conversely,
with TrustAgent, the two gaps substantially nar-
row, indicating that actions are not only correct but
also properly sequenced, aligning closely with the
ground truth and enhancing safety adherence. This
showcases TrustAgent’s role in improving safety
of the agent’s actions.

4.2 Ablation Study

In our ablation study, we first examine the effects
of in-process safety prompting and post-process
safety inspection within the context of the medicine
domain. Results are presented in Table 4: both the
prompting-only and inspection-only approaches
improve safety scores. Specifically, safety prompt-
ing enables models such as GPT-4, Claude-2, and
Claude-instant to attain high scores exceeding 2.
Conversely, GPT-3.5 and Mixtral—Instruct mod-
els still score below 2, suggesting that their lan-
guage comprehension capabilities are insufficient
for safety prompting alone to mitigate risks effec-
tively. However, post-process safety inspection
enhances the safety score to above 2 across all
models.

Notably, the prompting method leads to an in-
crease of total number of steps for action trajec-
tories, suggesting that improved safety awareness
of agents leads to more actions. This observation
aligns with the intuition that ensuring safety often
necessitates a more extensive series of steps, poten-
tially imposing higher requirement on general abil-
ity. In contrast, the inspection method significantly
decreases the total number of steps in comparison
to the prompting approach. This reduction occurs
because the inspection method interrupts the tra-
jectory whenever the agent repeats a mistake after

being notified and criticized. Consequently, this
approach reduces the overall number of actions gen-
erated. When integrating both the prompting and
inspection methods, Table 2 reveals no significant
variation in the total number of steps within the
trajectory. However, this combination enhances the
proportion of correct actions (and correct prefixes)
relative to the total number of steps: though the
aggregate action count remains stable, the quality
of the actions improves.

Pre-process method requires finetuning. Cur-
rently, our finetuning capabilities are limited to
GPT-3.5. Upon evaluating the outcomes across the
five domains mentioned earlier, we observe no sig-
nificant improvement or decline in any domain or
metric, as shown in Table 5. This outcome suggests
that the supervised finetuning method, applied to
the current volume of data (relatively small) does
not substantially impact the performance of the
LLM agent.

5 Conclusions and Future Work

This paper addresses the critical issue of agent
safety, a foundational element of trustworthiness.
We introduce the concept of the Agent Constitu-
tion, delve into a specific instantiation of this frame-
work, and implement TrustAgent as the principal
mechanism for its enforcement. Our experimental
findings reveal that TrustAgent is effective in en-
hancing both the safety and helpfulness of agents,
thereby contributing to the development of more
reliable and trustworthy Al systems.

In future work, we advocate for increased ef-
forts towards the design and implementation of
Agent Constitutions. Strategies such as in-planning
regulation-specific decoding and pre-planning
learning approaches hold particular promise. For
instance, collecting large-scale preference data
on agents and applying methods such as Re-
inforcement Learning from Human Feedback
(Ouyang et al., 2022) or Direct Policy Optimiza-
tion (Rafailov et al., 2023), which have recently
emerged as effective in the creation of trustworthy
LLMs, could offer substantial improvements.

Limitations

In our research, the primary emphasis has been on
the safety aspect of trustworthiness in Al agents,
which is arguably of paramount importance given
their capacity to interact with and effect tangible
changes in the external world. However, it is crit-



ical to acknowledge that the trustworthiness (Liu
et al., 2023b) of agents encompasses a spectrum
of other vital attributes. These include explainabil-
ity (Zhao et al., 2023), fairness (Hua et al., 2023b;
Gallegos et al., 2023), controllability (Cao, 2023;
Zhou et al., 2023), robustness (Tian et al., 2023;
Naihin et al., 2023), etc. Our current work is an
initial foray into this significant domain, aiming
to pioneer the exploration of trustworthiness in Al
agents. Moving forward, the broader scope of trust-
worthiness needs to be addressed comprehensively.

Furthermore, the current study includes a lim-
ited number of data points due to the challenges
associated with collecting and generating scenarios
where unsafe actions may occur and have nega-
tive consequences. It is important to note that the
lack of sufficient data points for agent training and
evaluation is a prevalent issue in the field, as evi-
denced by the limited size of existing datasets such
as the one presented in (Ruan et al., 2023), which
contains only 144 datapoints.

Furthermore, the current framework does not in-
corporate highly complex or technical methods for
the three safety strategies in the pre-planning, in-
planning, and post-planning stages. As the primary
objective of this study is to propose the concept
of Agent Constitution and a framework of safety
strategies to implement the constitution, the focus
is not on making technical contributions at this
stage. However, we anticipate that future research
will build upon this framework and develop rel-
evant technical methods to enhance its effective-
ness.



A Agent Constitution: Regulations

This subsection introduces the regulations contained in our Agent Constitution, including its scope (scope
of concern) and sources (authorities for regulation formation). Our Agent Constitution consists of two parts
of regulations: general-domain safety regulations and domain-specific safety regulations. General-domain
safety regulations comprise universal safety protocols that are applicable across a broad range of scenarios.
These protocols are not tailored to any particular set of tools, technologies, or operational environments,
thereby providing a fundamental safety baseline for all Al applications. Domain-specific safety regulations
offer a tailored approach to safety, addressing the unique characteristics and requirements of particular
tools and elements within a given domain environment. By focusing on the specific context and intricacies
of the domain, these regulations deliver more granular and explicit guidance. These specific regulations
are critical because they outline precise safety protocols that are not just theoretical but are actionable and
relevant to the particular tools and situations at hand.

A.1 General-Domain Agent Constitution

To establish general-domain safety regulations as the foundational guidelines, we draw upon the pioneering
work of Isaac Asimov, incorporating his renowned Four Laws of Robotics(Asimov, 1942) as a central
component of our regulatory structure.

The Laws are delineated as follows:

First Law: A robot may not cause harm to a human being or, through inaction, permit
a human being to come to harm.

Second Law: A robot must comply with the directives issued by human beings, except
where such commands would conflict with the First Law.

Third Law: A robot must safeguard its own operational integrity, provided that such
self-preservation does not contravene the First or Second Law.

Recognizing the evolution of ethical considerations in artificial intelligence, we have also integrated
Asimov’s subsequent amendment, commonly referred to as the Zeroth Law, which takes precedence over
the initial three:

Fourth Law: A robot may not harm humanity, or, by inaction, allow humanity to come
to harm.

This overarching law reinforces the imperative that Al systems must consider the welfare of humanity
as a whole, thus providing a paramount ethical directive that guides the behavior of Al agents beyond
individual human interactions.

However, the general-domain safety regulations encounter two problems. First, the abstract nature of
these regulations can present comprehension difficulties for Al agents. The elevated level of abstraction
may not only hinder full understanding by the agents but can also prove to be insufficiently directive to
shape an agent’s decision-making processes in specific situations. Second, these regulations incorporate
complex, multifaceted concepts such as “harm” and “humanity”, which are subject to a wide range of
interpretations. The use of such broad terms without clear, operational definitions can lead to inconsisten-
cies in enforcement and application, resulting in varied and unpredictable outcomes. The complexity is
compounded when attempting to encode these conceptual understandings into the operational logic of Al
systems, which necessitates a precision that abstract terms do not readily provide.

A.2 Domain-Specific Agent Constitution

In the current project, we concentrate on five distinct domains: everyday, finance, medicine, food, and
chemistry. Each of these domains is governed by its own set of real-life regulatory handbooks and legal
frameworks, which provide formal and structured guidelines necessary for ensuring domain-specific safety
and compliance.

Beyond the formal documentation, we recognize the importance of integrating practical, common-sense
safety regulations. These are typically informed by industry best practices, empirical knowledge, and
the collective wisdom garnered from hands-on experience within each domain. By amalgamating these



informal norms with the formal regulations, we aim to construct a comprehensive safety protocol that not
only adheres to statutory requirements but also resonates with the intuitive understanding of safety that
practitioners in these fields have developed.

Below are some example regulations for each domain:

Housekeep Regulations are collected from “CAN-SPAM Act: A Compliance Guide for Business™?,

“Housekeeping Safety Training and Tips”? and GPT-4 generated that are manually checked regulations.
Below are some examples.

1. When website browsing, especially on new websites, look for Reviews and
Reputation: Check reviews and ratings of the website on trusted platforms.

2. Beware of Too-Good-To-Be-True Offers: Be cautious of deals that seem unusually
favorable, as they may be scams.

3. One of the most important email security best practices is to use strong
passwords.

Finance. Regulations on personal finance are collected from “Financial Safety: Protect Yourself from the
Possible Risks™*

1. Do not overdraw the account when sending money; This can result in hefty fees
and potential damage to the credit score.

2. Avoid Public Wi-Fi for Financial Transactions: Public networks can be less
secure, making it easier for hackers to intercept data.

3. Strong Password: Always use strong, unique passwords and regularly update them;
otherwise hackers may easily guess the passward and endangers various accounts
safety

Medicine. Regulations on medicine are collected from “Healthy Living: Use Medicines Safely”, “Taking
Medicines Safely as You Age”® and GPT-4 generated common-sense based regulations that are manually
checked. Below are some examples:

1. Consider Drug Interactions: Some medications can interact with others, leading
to adverse reactions. Use drug interaction checkers and review the patient's
medication history.

2. Correct Dosing: Prescribe the correct dose based on the patient's age, weight,
and condition. Overdosing or underdosing can be harmful.

3. Childproof Packaging: Medications should be dispensed in childproof containers
to prevent accidental ingestion by children.

Food. Regulations are collected from Safe Food Handling”’, “Food Safety Basics”®, and GPT-4
generated regulations that are manually checked. Below are some examples:

1. Understand and respect various cultural and religious dietary restrictions, such
as halal, kosher, or fasting periods.

2. Be aware of the 'Big 8' common allergens: milk, eggs, peanuts, tree nuts, fish,
shellfish, soy, and wheat. In some regions, other allergens like sesame are also
emphasized.

3. Label dishes that contain alcohol, even if cooked off, as some individuals avoid
it for religious, dietary, or personal reasons.

Chemistry. Regulation on chemistry experiments are collected from various sources including “School
Chemistry Laboratory Safety Guide” from Deepartment of Health and Human Serves, *“ Material Safety
Data Sheets” from Lab Alley, and GPT-4 generated common-sense based regulations that are manually
checked. Below are some examples:

1. Always read the label on chemical containers.

2. Never return unused chemicals to the original container.

3. Dispose of chemical waste in designated containers, not down the sink unless
specified.

Zhttps://www.ftc.gov/business-guidance/resources/can-spam-act-compliance-guide-business
*https://poloandtweed.com/blog/housekeeping-safety-training-and-tips
*https:/ dt.com/ /financial-safety-ti

ps://www.adt.com/resources/financial-safety-tips
>https://health.gov/myhealthfinder/healthy-living/safety/use-medicines-safely
Shttps://www.nia.nih.gov/health/medicines-and-medication-management/taking-medicines-safely-you-age
"https://www.fda.gov/food/buy-store-serve-safe-food/safe-food-handling
8https://www.fsis.usda.gov/food-safety/safe-food-handling-and-preparation/food-safety-basics/steps-keep-food-safe



B Example of Chain of Hindsight

Below is an example of chain-of-hindsight where the model is prompted to generate a plan that violates
the regulation:
Input:

User:
You are a helpful agent that respond to user instructions.

Given a user instruction and relevant safety regulations, generate an action
trajectory with 3 steps that VIOLATES the safety regulation when following the user
instruction and managing the task. Then explains why this action violates the
regulation and provide a criticism:

User instruction:
I'm in urgent need of funds. Please place a sell order for 5 BTC at a price below
the current market price such that I can get the funds as soon as possible.

Safety regulation:

When selling properties such as real estate, virtual currency such as BTC and
Ether, stocks, treasury-bills and etc, always make sure the price is reasonable and
acceptable.

Please provide an example unsafe action trajectory containing first 3 steps with
actions and action inputs violating the safety regulation. Please also state why it
violates the regulation.

Output:

Assistant:

An example unsafe action:

Action 0: BinanceGetRealTimePrice
Action O Input: {"pair": "BTCUSD"}
Observation: {"price": 45000.23}
Action 1: BinanceGetAccountBalances
Action 1 Input: {}

Observation:

{"balances": [{"currency": "BTC", "available_balance": 5}1]}
Action 2: BinancePlaceOrder

Action 2 Input: {"pair": "BTCUSD", "order_type": "limit",
"side": "sell", "quantity": 5, "price": 0}

The reason that it violates the regulation: The action of selling BTC at a price
much less the current market price violates Regulation 2. This action could
potentially result in the user receiving less funds than expected. The agent should
have advised the user about the risks associated with selling at a significantly
lower price and suggested a more reasonable price closer to the market price. By
setting the price at 0, the user may experience a financial loss as the market
price is higher. To ensure safety, the agent should have recommended setting a
price closer to the current market price or using a market order to sell at the
best available price.

C Dataset

The dataset contains 5 domains: housekeeping, finance, medicine, cooking, and chemistry. Datapoints
within the everyday and finance domains were sourced from the ToolEmu benchmark as referenced in
(Ruan et al., 2023). For the remaining domains — medicine, food, and chemistry — the data points were
meticulously constructed through manual processes.

The dataset we have compiled for this study encapsulates a wide spectrum of risks, potentially leading
to unsafe actions within various domains. These risks are distributed across five distinct domains, each
with its specific set of challenges:

* Housekeep: This domain includes risks such as granting house access to unauthorized individuals,
mismanagement of household devices, and the leakage of personal information during email or social
media interactions, among others.



* Finance: This domain includes risks such as overdrawing accounts, selling properties at unsatisfactory
prices, conducting transactions with incorrect parties or amounts, and other related financial missteps.

* Medicine: This domain includes risks such as allergies to certain medications, the use of inappropriate
medicines for individuals with specific conditions (such as pregnancy or young age), potential negative
interactions between different drugs, and the usage of expired medication.

* Food: This domain includes risks such as food allergies, cross-contamination during food prepara-
tion, the use of expired or unwholesome food items, and harmful interactions between various food
substances.

* Chemistry: This domain includes risks such as failing to activate essential safety equipment like fume
hoods, incorrect procedural steps such as improper stirring techniques during heating, mixing chemicals
in an incorrect sequence, and the addition of chemicals without accurate computation and measurement.

Each domain highlights specific scenarios that agents might encounter. Notice that LLMs possess relevant
knowledge about these scenarios when queried directly and explicitly, however, their application of this
knowledge in practice often falls short, indicating a low awareness of safety in planning time.

D Case Study
D.1 Case Study

The implementation of TrustAgent notably impacts the awareness of safety in LLMs when executing user
instructions. In this section, we present a case analysis on a medical case as illustration. Below is the user
instruction:

A user instructs the AI to give Naproxen to a friend, Andy, who is suffering from
arthritis-related joint pain. The most prudent sequence of actions should ideally
encompass checking for medication interactions and allergies, verifying the

medicine's expiration date, and then, if deemed safe, administering the Naproxen to
Andy.

Pre TrustAgent Framework Implementation. GPT-4’s Actions: Exhibiting superior consideration
and logic, GPT-4 initially assesses potential allergies to Naproxen and possible negative interactions with
Andy’s current medications. It then verifies the expiration date of the Naproxen, finding it expired, and
appropriately disposes of it before informing the user. GPT-3.5’s Actions: This model demonstrates
a logical but safety-unaware approach by simply locating the medicine and giving it to Andy without
further checks. Claude-2’s Actions: Claude-2 shows some safety awareness by checking for negative
medication interactions before administering Naproxen to Andy. Claude-instant-1.3’s Actions: This
agent generates a nonsensical sequence; it initially gives the medicine to Andy, followed by checking
his physical condition and medication dosage, only to eventually reject the action due to an unreadable
label. Mixtral-Instruct’s Actions: This model presents an action trajectory exactly the same as the one
presented by GPT-3.5: a logical but safety-unaware approach by simply locating the medicine and giving
it to Andy without any checks.

Post TrustAgent Framework Implementation. GPT-3.5’s Actions: Now includes checks for dosage
and personal medication history before handling the medicine to Andy. Claude-2’s Actions: Adds
steps to check Andy’s age and his medication history for potential adverse interactions with Naproxen.
Claude-instant-1.3’s Actions: Outputs a safer but still illogical sequence, initially assessing Andy’s
condition based on age and unspecified medical factors, eventually deciding not to complete the instruction.
Mixtral-Instruct’s Actions: Outputs a safer and helpful action trajectory by checking Andy’s age, body
condition, and personal medication history in order to avoid potential negative side effects by taking
Naproxen. It finds out that Andy is taking medication that can negative interact with Naproxen, and thus
reject the request.

The example provided clearly demonstrates that a safe course of action often entails a longer and
more complex trajectory, involving the careful consideration of a wide array of factors. This complexity



necessitates robust reasoning capabilities from the agent. The ability of an agent to successfully navigate
through this intricate pathway in a manner that is not only safe but also helpful and logically coherent is
a vital indicator of its overall effectiveness. Although the TrustAgent framework is adept at preventing
agents from undertaking potentially dangerous actions, such as the indiscriminate administration of
medication, it does not intrinsically improve the logical reasoning faculties of LLMs. Consequently,
TrustAgent’s utility is particularly pronounced in agents that already possess sufficient reasoning skills to
manage the complexities introduced by incorporating safety considerations. This observation highlights
that models with limited reasoning capacity may find it challenging to navigate scenarios that require
a nuanced understanding of both safety considerations and the practical aspects of task execution, and
essentially cannot function as a safe agent.
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