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I. Welcome

ClarkConnect is a powerful yet easy-to-use software solution for deploying and managing dedicated servers and Internet gateways.
This installation and quick start guide describes how to install and begin managing your ClarkConnect server through the web-based,

Graphical User Interface (GUI). Users should have some familiarity with installing computer software and basic knowledge of computer

networking.

II. ISO Download & CD-ROM Burn

If you received a bootable CD from Point Clark Networks with this guide, you can skip this step and go directly to “Installing the
Software”. For those who purchased a software-only license and for those using the free “Home Edition”, you will first need to download
the software available from the ClarkConnect FTP servers. Downloads for specific platforms can be found at:

@ http://www.clarkconnect.com/downloads/ I

The ISO image file is anywhere from 250MB to 400MB depending on the platform so downloading will take some time, even on a
broadband connection. Once you have downloaded the CD ISO image, it is always a good idea to check the integrity of the file by
calculating the MDS5 sum and comparing it to the checksum posted on the ClarkConnect website.

Numerous tools exist to burn the ISO image to CD-ROM. An ISO image is a compressed archive of the directories and files. One
common error is to copy the single ISO file to CD using the burning software's “Create data CD” option. A CD containing just the .iso
file image will not boot from your CD-ROM drive. Instead, use an options like “Burn Image to Disk™ which will decompress the .iso
archive and automatically create the directory structure and file system that will allow you to boot from the CD. A flash tutorial is

available online using Nero (one of the more popular CD burn software packages for Windows) at:

@ http://www .clarkconnect.com/help/flash.php I

If you are using Linux, you can burn an image using the command:

ﬁ cdrecord -v -pad speed=1 dev=0,0,0 <filename>.iso I

III. Installing the Software

The destination system must support booting from the CD-ROM drive. You may have to enable this option in your computer's BIOS.

Warning! Installing this software will overwrite all data on all
harddisks available to the server.

The following steps will take you through a standard installation configuration. You will need a monitor and a keyboard connected to
your server during the install process. Once complete, however, ClarkConnect does require these peripherals as all configuration is done
remotely from the web browser of a PC connecting to the server using standard client-server protocols.
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First Stage Installer

1. Insert the bootable CD in the CD-ROM drive of
the target computer/server and power up (or
reboot). The display of ClarkConnect's splash
screen will indicate you have successfully
booted from the CD-ROM.

2. A greeting and prompt will be displayed asking
you what you want to do. For a new install or to ch!rz Eﬁgﬂnnea
upgrade an older version, type “linux”.

The “rescue” command is only used in the event
an existing installation fails to boot properly (ie.
Due to harddisk malfunction etc.).
ClarkConmect Home Edition 3.2
To ins ; e, tyupe

To run

wot @ 1inus

:lcome to ClarkConnmect Home Edition

3. Once you have started your install by typing the
confirmation word 'linux', you will be prompted
to select your language preference.
ClarkConnect supports over a dozen

languages/locale. The language you select here What language would you Like to use
during the installation process?

Danish

German 1
English [
Spanish

Finmish
French

Hungarian

will also become your default locale for the
web-based User Interface once you begin using
ClarkConnect's 'webconfig'.

{Tab>+<Alt-Tabh> between elementz | {Spaced zelects | (F12» nwext screen
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:lcome to ClarkC ect Home Edition

4. Select a keyboard type to match your locale.

What type of keyboard do you have?

sg-latind
sk-querty
= lovene

su-latinl

ua-utf
uk

{Tab>+<Alt-Tab> between elementz | (Spaced zelectz | (F12» nwext screen

1. You will now be asked to select an installation elcome to Clarktonnect Home Edition

method. Selecting “Local CDROM” will
continue to use the CD-ROM that you have
booted from. In some instances, you may want
to use FTP:

Installation Method

* PXE installation What type of media contains the
packages to be installed?

*  Accessing up-to-date RPMs if there are
newer revisions published since the time
the CD was made

{Tab>~<Alt-Tab* between elements | <Space? selects | <{F12% next screen
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At this point, you have one final remaining
opportunity to abort before any existing data on
the destination harddisk is erased.

Please note...this warning includes all drives —
even those configured as slaves to the primary
master.

If you are using your ClarkConnect server as an
'edge device', you will want to select “Gateway
Mode”. An 'edge device' is one that provides
the gateway (or access point) to your Internet
connection via your broadband ISP. A
minimum of two network cards are required for
this configuration — one for the external
interface connecting you to your ISP — and one
internal interface for your trusted Local Area
Network (LAN).

If you are using your ClarkConnect server as an
application server behind a firewall, select the
“Standalone mode”. Only one network card is
required in the case. Examples of applications

you might want to run physically separated from

your firewall are web, FTP, print, file sharing
and/or proxy services.

lcome to ClarkConnect Home Edition

Please be careful...
You are about to erase EVERYTHING on ALL

your hard dizsks?! To proceed with the
installation, type “'1inux"”.

Delete & Install @ [FTCEEEES

eloome to ClarkComnect Home Edition

1 System Mode |
Select the system mode.

You can install your system in one of two wodes. In “gateway” mode,
your system acts as a firewall and server on your local network.
Two network cards are required for this sode.

In “standalone” mode, your system is a server on your local network.
Only one network card is required for this mode,

Standalone mode

<Tabr~<Alt-Tab> between elements H {:Ei]_:lrjl_:r_:} selects | <F12* wext screen
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ClarkConnect natively supports five broadband
connections types:

* Ethernet

e Cable

e DSL - Standard

* DSL - PPPoE

* Telstra Big Pond (specific to Australia)

Keep in mind, broadband Internet Service
Providers using satellite, Wireless, WiMax or

other medium may inherently be supported if the

connection conforms to the Ethernet standard —
which many do.

ClarkConnect does not support dial-up
connections.

If you selected DSL or Telstra as your ISP type,
you will be prompted for the username and
password information that is required in order to
connect. This information is supplied by your
ISP (and is usually provided on your install
worksheet).

At this stage, the installer needs to know a little
bit about the external interface (Internet Service
Provider settings) . In most cases, you can leave
the default setting (Use dynamic IP
configuration selected) and continue. If your
ISP assigns you a static IP, you will need to get
these settings from your ISP (they are normally
provided to you by the network installer on an
invoice or account information sheet).

:lcome o ClarkConnect Home Edition

| Ci tion Type |

Select your Internet conmection type.

Please select your Internet connection type from the list below.
FFPOE and non-standard connections are only supported with
CDROM-bazed installations.

Cable - Standard
DSL - Standard

DSL - PFFoE
Telstra - Big Pond fustralia

i <F12» nex

zelects

:lcome to ClarkConnect Home Edition

| Conf igure TCP-IF |
Specify Internct IP address.

IF Addresses -- Each item should be entered in dotted-decimal
notation (for example, 1.2.3.4).

[=] Use dynomic IF configuration (BOOTF.-DHCEF)

IP address:
Hetmask:
Default gateway C(IP):

Primary nameseruer:

Alt-Tab> hetween elements

i <Spacer zelects | (F12> nex
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Similarly, the following step requires AT DA ST L

information about your internal interface (Local
Area Network settings). If you are new to
networking, you would be advised to leave the
default settings in place. { Configure TCP/IF
Specify LAN IF address.

IP Addresses -- Each item should be entered in dotted-decimal
notation (for example, 1.2.3.4).

<Tab»<<Alt-Tab?> between elements § <Spacer selects | <FI12> next s

. . . y > larkComni 1 itim
The hostname is a unique name by which the Jo Aot oD S k]

internal network can identify the ClarkConnect

server.
| Hostname |

Some services on a ClarkConnect server require Specify the hostname.
a fully qualified domain name (FQDN) in order The hostname and domain are used for networking, log files and some
to run. If you have a domain that will be Ll sk
associated with this server, you can enter the If you use your system os a gateway, then “gatewoy™ is a good choice

. . . . for hostname. If you do not own your own domain name then use a
FQDN in the “Domain” field. If you do not, add <pick sowethings.lan for your domain.

a domain like “1234broadway.lan”. This
internal domain will be mapped to your
ClarkConnect server's internal IP address
(provided by you in the previous step)
automatically by ClarkConnect's internal DNS

service.

(Tab>s<Alt-Tab> between elements | <Space> selects | <(F12> next screen
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Allows you to select a timezone to match your AE S e =R R TS

geographic location in the world.

I Ti

Select a timezone.

Select a timezone from the list. Amer icasHerida
There are nearly 488 timezones Amer icaMexico_City
lizted by continent or ocean. fmer icasMiguelon
Aamer icasMonterrey
TIP: fmer ica-Montevideo
fimer ica-Montreal
Uze the "Page Up™ and "Page Dowm™  America-Montszerrat
keys for for faster scrolling. fimer ica-Hassan

fimer i casHew York

{Tah>s<Alt-Tah> between elementsz | (Space: = wt SCorEEn

. , , lcome to ClarkComnect Home Editi
The system password is your 'root' account's SRS At LS RLONIEL - e et

password — the highest level of permission/

access to the server. It is strongly

recommended to use a strong password,

meaning a set of characters, numbers and

punctuation (no spaces) that could not be Use a good password! We stromgly suggest that you use
R . numbers, funny characters, and mixed-case (no spaces?).
guessed or be subject to a brute force attack. Do not forget your password... you will need it later.

Password :
Verify:

<Tab>/¢Alt-Tah> betuesn elements w3 Telects {F12> next Sereen
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10. ClarkConnect offers an automatic harddisk lcowe to ClarkConnect Howe Edition

partitioning option for users who do not have
experience in harddisk setup. { Partitioning |

Select a disk partition scheme.

Most advanced users will want to customize the
ost advanced users will want to customiz v s anly)

harddisk partitions and/or setup software RAID
The installer will autosatically partition your hard disk for you.

over multiple disks. This can be done by However, if you wish to configure this yourself, change the settings
i “T wi itonine” below. HNOTE: the Advanced Partitioning screen appears MUCH LATER in

sclc.CImg the “T will d.0.1n3f own partitioning the fnstall N A TeCRE

option from the “Partitioning” screen menu. If

selected, access to partitioning configuration Do you wish to specify custos

will become available later on in the installation. portitionsy | will do my own partitioning

]

{Tah>-<Alt-Tabh> between elements | {Space? selects | <F12% next screen

11. ClarkConnect modules are packages (RPMs) lcowe: to Clar ect Howe Edition

designed to provide a specific feature or

function (for example, running a web server). { Standard Modules |
They are available and maintained in s e i e [ T )
ClarkConnect's APT repository along with

packages that the RPM is dependent on.

Modules are designed around one or more Open
Source Software (OSS) projects and selected
based on security, stability, licensing, feature-set
and ease of integration. There are currently over
50 ClarkConnect modules available to select
from.

<Tab»<<Alt-Tab> between elements
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. slcom: to ClarkConnect Home Edition
12. Modules can always be installed once your womes e L larklommest Toms RAition

server is up and running using the UI or through

a command line process.

Select sof tware modules. 3System services are enabled online.

Sguirrelmail s LEm
fi in for mail servers

age cont

ty alerts

pment tool

Lo

=
FoPToP' = PC-to-server UPN
Free5WN network-to-netwrk UPH
rdian smart content ©ilter

#¢Alt-Tah? between elementz | Spaced selects | (F123 next screen

: - e loome to ClarkC c = Editi
13. At this stage, you are asked to confirm your feoms to ClarkConnect Home EATEion

configuration settings and move on to the
second stage installer. This is the last
opportunity to abort the install and retain any
data on the destination harddisks.

Are you sure about your conf iguration
gettings? This iz your last chance to
go back and make changes.

fAlt-Tab> between elements | <Space? selects | (F12» next screen
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Second Stage Installer

C i = diti (C) 2885 i E L He =3
14. The second Std(‘e installer takes between 5 and ClarkConnect Home Edition (C) 2885 Point Clark Hetwork:

30 minutes depending on the modules you've
selected to install by default and your server's

hardware specifications. Package Installation

. . . . . Hame  : glibc-common-2.3.4-2.13- 1366
At this stage, there is no user-interaction until Size : 222452k

the completion of the install. Y blnasiestand loceladetaitoe]ylilc

Jalt-Tab> between =lements i «Epacer zelects i «F12» next screen

. . TS " dition (C1 2 i lark tuorEs

15. Upon completion, you will be asked to remove ' ect Home Idition (0) 2065 Foint Clark Hetworks
any CD-ROMs and reboot.

Congratulations - your ClarkConnect server

installation is complete. | Complete |

Congratulations, your ClarkComect Home Edition
installation iz complete.

Remove any installation media (diskettes or CD-ROMs)
used during the installation process and press
<Enter?> to reboot your system.

=)

£Enter? to reboot
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IV. First Time Bootup

1.

After rebooting your system (and provided you
still have the monitor attached) you will be
presented with a very basic console tool. Info

This console should only be used if you cannot
connect to the web-based User Interface from a
PC on the LAN. One common connection Login
problem is that ClarkConnect's DHCP server is
disabled by default.

A DHCP server provides required configuration
information to any computer (client) that wants
to participate on the network. Commercial and
residential routers often have a DHCP server
enabled by default. Since having more than one
active DHCP service on any given network
causes serious connection problems on a
network, ClarkConnect ships with its own
DHCP server disabled.

If you want to start ClarkConnect's DHCP
server, login with 'root' as the username and
your root password that you provided during the
install process. Select “Configure DHCP

Netwark

Server” from the menu by using the down arrow
key until this menu is highlighted. Hit 'Enter' on
your keyboard.

Interface
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3. Arrow down until “Enable” is highlighted and
click “Enter”. The DHCP server will then
become active, allowing PCs on the LAN to
request and obtain lease information to join the Canfigure Global DHCP Settings
network.

4. You will be presented with a screen similar to
the one on the right showing a running DHCP
server along with some additional network

information. Configure Global DHCP Settings

Edit Subnet

V. Configuring PC's to Use ClarkConnect as the Internet Gateway

If you've enabled ClarkConnect's DHCP server, you should be able to Shared Printer

connect to the network using the DHCP setting on your PC. If you will
configuring PC's on the LAN with static IP addresses, you'll need to
provide the network information appropriate to your set-up.

A very simple network diagram to the right shows how one might setup C} e

1
the Local Area Network. One interface (designated external) on the Intemet Modem i
ClarkConnect is connected to the Ethernet connection originating from “.I:.larltnnnul i
you ISP (usually via a DSL/Cable modem provided by your ISP). The L-- ‘A
second network card (designated internal) will connect the rest of your Mac-1

network to the ClarkConnect server. A switch (or router running in
switch mode) is used to connect multiple PC's to the LAN or provide a wireless access point.
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VI. Using ClarkConnect's Webconfig

If you've made it to this point, the hard part is behind you! Congratulations.. The ClarkConnect web-based interface is one of the simplest
User Interfaces available to manage a Linux-based server. A web-based User Interface - often referred to as 'webconfig' - allows you to
use any PC (running any operating system) on your LAN to configure and manage your server. By making adjustments in your firewall,
this functionality can be extended to a computer located anywhere on the planet, provided the user has been allowed access using a secret
username/password.

Webconfig listens for client requests on a non-standard port [port 81]. This means you'll need to add the port identifier in your browser.
In general, the URL that will provide you with initial access to the webconfig pages is:

@ https://192.168.1.1:81/admin/ I

Note the protocol uses HTTPS which means communication between the client and server uses 128bit encryption at all times. The use of
this protocol allows secure remote management or a server from a PC outside the LAN, however, when not being used, it is a good idea to
keep this port (81) closed.

The address or domain name comes after the protocol. In this example, 192.168.1.1 is the internal IP address of the ClarkConnect server.
You set-up may differ depending on what you entered in step 6 of the installation notes above. If you are using the DNS caching
nameserver, you can also use the server's domain name set in step 8 which is a little easier to remember.

Next in the URL is the port specifier. This isn't usually required in your day-to-day browsing of websites on the Internet, but because we
use a non-standard port, it must be provided. In this case, you will add “:81” to specify the request be made to port 81.

Finally, the folder location is specified. The administration area requiring 'root' privileges is located in the 'admin’ directory.

Provided your PC is setup on the network correctly, enter the above URL (modified for your custom settings) into any client browser.

Your browser will issue an "Invalid Certificate" message when you
access the site. Your connection is still secure and encrypted, but
your server certificate is not official. A valid certificate costs over

$100 a year to maintain and is not necessary for the web-based
administration tool.

Next, your browser will pop-up an authentication dialog window requesting a username and password. Enter:
Username: root
Password: <your system password entered in step 9 of the installation notes above>

The system 'Dashboard' — an overview page — will be displayed similar to the screenshot on the following page. From this page, you will
see group headings along the top and a sub-menu displayed down the left hand navigation bar that will guide you through the various
configuration and reporting features of ClarkConnect.
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VII. Conclusion

We hope this quick start guide has assisted you through the installation and initial configuration phase of your ClarkConnect server.
Whether you are protecting your home network or using ClarkConnect as a firewall and application server for your business, school or

organization, you can be assured that a properly configured ClarkConnect server will provide network security, high reliability and ease of
use for years to come.

Thank you for choosing ClarkConnect.

The ClarkConnect Team

Péxl)\lT CLARK
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