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R-Vision Vulnerability Database ( [f§ VD ) — 370 6a3a AaHHbIX 06 YSA3BUMOCTSIX, B
KOTOPOW exxeHEeBHO CObMpaeTcs W arpervpyetca nHpopmaums 06 ya3BMMOCTAX N3
6onee yem 300 UICTOYHUKOB, BKJ1HOYAA:

« © OdwvumanbHble 6a3sbl yassumocTen (NVD 1 B4Y ®CTIK Poccum)

+ 88 BronneteHn 6e3onacHOCTH NponaBoanTeneit Mo

« NN OT4yeTbl ccnegoBaTenemn

« @ [pyrue oTKpbITbIE 1 3aKPbLITHIE UCTOYHMKM
Kaxable 8 4acoB Mbl aKTyanusvpyem faHHble B 6ase, NpefoCTaBnsas MOb30BaTENAM CBEXYO U
JIOCTOBEPHYHO MH(MOPMAaLMIO 06 YA3BUMOCTAX:

« & Moapo6Hoe onucaHye yasBUMOCTE, BKIKOYas MHPOPMALIMIO Ha PYCCKOM A3bike

« [l PekoMeHAaLnm No YCTPAHEHWNIO U CHUXKEHWIO PUCKOB (MUTUraLmmn) ysa3BnuMocTei

« /Y CoBCTBEHHYIO SKCMepTH3y MO TPEHA0BbLIM YASBUMOCTAM

o W JaHHble n3 BY ®CTIK Poccum

« [lil Ouerky BeposiTHOCTU akcrnyaTaumm (EPSS)

« A\N MNpucyTCcTBME B KaTanore 3BeCTHbIX aKCrayaTupyembix ysassumocTeit (CISA KEV)

« $% IHDOPMALMIO O HANMYMM SKCMONTOB

« & CTaTyc okoHYaHus noaaepxku Mo (EOL n EOS)

WHdopmaLus No NoOKpbITUIO U pefin3am

Ecnu B Halei 6a3e OTCYTCTBYIOT AaHHble 06 YA3BUMOCTAX AN Hy>XHOro Bam 10 mnu
o 060pYy0BaHMA, Bbl MOXETE HanpaB1Tb HaM 3anpoc Ha AobaBneHne NOAAEPXKKN AaHHbIX
NPOAYKTOB MO 3/IEKTPOHHOM noyTe: rvd@rvision.ru

« [Tpogunb "Monck ysaasumocTen”
* [Ipounb "TecTupoBaHme Ha MPOHUKHOBEHME"
« [Tpogunb 'TipoBepKa cTaHAapToB"

» Penin3bl 6a3bl ysi3BUMOCTEN


mailto:rvdb@rvision.ru?subject=RVD:%20Поддержка%20нового%20источника

Penusbl 6a3bl yasBuMocTei

Mbl Ha perynspHor ocHoBe Ao6aBnsieM noaaep>kky Hoebix OC, M0, CYB/, ACO, Ana KOTOpbIX MOXHO
onpefensiTb yA3BUMOCTU B PA3/IMYHbBIX PEXMMAX CKaHMPOBaHUA.

I'Io;:lpo6Hee O HOBbIX NICTOYHMKAX, YTyHLWEHNAX N NCMNPaBJIEHNAX Bbl MOXETE Y3HATb HVXKE!

2026

« [release:rvdb-rn-39-05022026::]]
o [release:rvdb-rn-38-22012026::]

2025

« [release:rvdb-rn-37-25122025::]
« [release:rvdb-rn-36-11122025::]
o [release:rvdb-rn-35-27112025::]
o [release:rvdb-rn-34-13112025::]]
« [release:rvdb-rn-33-30102025::]
e [release:rvdb-rn-32-16102025::]
o [release:rvdb-rn-31-02102025::]
« [release:rvdb-rn-30-18092025::]
« [release:rvdb-rn-29-04092025::]
« [release:rvdb-rn-28-21082025::]
« [release:rvdb-rn-27-06082025::]]
« [release:rvdb-rn-26-24072025::]
o [release:rvdb-rn-25-10072025::]
o [release:rvdb-rn-24-26062025::]
o [release:rvdb-rn-23-11062025::]
« [release:rvdb-rn-22-05062025::]
« [release:rvdb-rn-21-29052025::]
« [release:rvdb-rn-20-15052025::]]
« [release:rvdb-rn-19-29042025::]
« [release:rvdb-rn-18-17042025::]
o [release:rvdb-rn-17-03042025::]
o [release:rvdb-rn-16-20032025::]
« [release:rvdb-rn-15-05032025::]
« [release:rvdb-rn-14-22022025::]



o [release:rvdb-rn-13-07022025::]
o [release:rvdb-rn-12-13012025::]

2024

« [release:rvdb-rn-11-26122024::]
« [release:rvdb-rn-10-03122024::]]
o [release:rvdb-rn-09-20112024::]
+ [release:rvdb-rn-08-29102024::]
o [release:rvdb-rn-07-17102024::]
o [release:rvdb-rn-06-20082024::]]
« [release:rvdb-rn-05-06082024::]]
« [release:rvdb-rn-04-23072024::]
« [release:rvdb-rn-03-01072024::]



Mpodunb "Touck yassumocrten"

Ecnu Bbl He 06Hapy>Xnnu B cnucke Hy>kHble Bam OC, MO nnu gpyroe obopyoBaHne, TO
o Bbl BCerga MOXeTe HamnpaBUTb HaM MOXKeaHue Ha ero NoAAEepPXKKY CO CTOPOHbI basbl

YA3BMMOCTEWN.

<br>

CTtonbeL, Tabnuubl YTto oTobparkaeT

PekomeHaauum Hannune pekoMeHAaLMn MO OBHOBAEHNSM /1A KaXKA0ro NpoayKTa B 6a3e

YA3BMMOCTEW
EolL Hanunune yaszBuMOCTeN 4119 YCTapeBLUNX BEPCUA UICTOYHUKOB, JOCTULLINX

KOHLa »M3HeHHoro umkna (Eol)

« OnepauroHHble CUCTEMDI
» CTOpOHHee 10

» Cuctembl yrnpaBneHna Hazamu OaHHbIX

CeTeBoe 0bopyoBaHmMe

OnepauuoHHble cucTemMbl

Moppep>xuBaembie Bepcumn Microsoft Windows

Mopaepxxveaemble Bepcun Windows npefctasieHbl B TaBNMLE HUXE.

HanmeHoBaHue Bepcus PekomeHpgauumn EoL
Microsoft Windows 7, 8,8.1,10, 11 v 4
Desktop
Microsoft Windows 2008 R2, 2012,2012 Vv 4
Server R2,2016, 2019,

2022,2025

Mopaep)xuBaemble Bepcum Linux

MopaepxxvBaemble Bepcum Linux npeacTaBneHbl B TabnLe HXKE.

HaunmeHoBaHue Bepcus PekomeHpgauumn EoL
PE[ OC 7.3 v

AlmalLinux 8—10 v

Alpine Linux 3.2—3.23 v 4

KommeHTapui

CKkaHunpoBaHue
BO3MOXHO TOJIbKO C
MCMNOSIb30BaHNEM
WinRM

CkaHupoBaHue
BO3MOXHO TOJbKO C
MCMNONb30BaHNEM
WIinRM

KommeHTapui



HaumeHoBaHue

ALT Linux

Astra Linux

CentOS Linux
CentOS Stream

Debian

FreeBSD

macOS

Bepcus

AnbT  CepBep
10,11

AnbT  Pabo4as
cTaHumsa 10, 11

AnbT
O6pa3zoBaHune
10,11

AnbT  CepBep
BupTyanusaumn
10 Simply Linux
10

AnbT  CepBep
9.x

AnbT  CepBep
BupTtyanusauuu
9.X

AnbT
ObpasoBaHne
9.x

AnbT Pabouyasd
CTaHums 9.x

AnbT  Pa6ouyasd
cTaHuma K 9.x
Simply Linux 9.x
AnbT 8 CI1

AnbT 8  CIl
penns 10

1.7-1.8

2.12.45—
2.12.46

6—8

8—10

7—=13

6—7,10—14

10.10.x—=15.%,26.x

PekomeHpgauumn

v

EoL

KommeHTapuii

EolL

NoAAEPIKNBAEMbIX

BepCUit

Mopoaep>xka
OOCTyNHa Ans
areHTCKoro
CKaHMpPOBaHMNSA



HaumeHoBaHue

Oracle Enterprise
Linux

Oracle Solaris

Platform V

SberLinux OS Server

Red Hat Enterprise
Linux

Rocky Linux
SUSE Linux
Ubuntu

Bepcus

6—10

10—11.4
8—9

6—10

8—10
11,712,715

« 14, 16, 18, 20—

25 (X.04)
. 21,22, 24 (X.10)

CtopoHHee 10

Moaaep>xvBaeMoe nNporpaMmMHoe o6ecredeHmne NpeacTaBeHo B TabNnLIE HUXE.

HaumeHoBaHue

1C:TpeanpuaTure

1C-butpuke
YnpaBneHue
canTom

butpunkc24

[fanaktuka ERP

KpunTtollpo CSP
Anaekc bpaysep
7-Zip

ABBYY FineReader
Adobe Acrobat

Adobe Acrobat
Reader

Adobe ColdFusion

Bepcus

no 8.x

no 23.x

no 22.1800.300

3—9.x

no 24.7.1.380
3—24.x

no 15.x
10—24.x
10—24.x

2016—2023.x

PekomeHpgauumn

v

PekomeHpgauumn

v

<< << < X

EoL

EoL

KommeHTapuii

KomMmmeHTapui

Moaaep>ka
NCTOYHMKA TOSIbKO
Ha OC Windows

MMoogep»xka
NCTOYHMKAE TOBbKO
Ha OC Linux

Moaaep>xka
NCTOYHMKA TONbKO
Ha OC Linux

MMooaep>ka
NCTOYHUKA TOMTbKO
Ans x32

MMooaep>ka
NCTOYHMKA TOBKO
Ha OC Windows



HaumeHoBaHue

Adobe Digital
Editions

Adobe Flash Player

Ansible Tower

AnyDesk

Apache HTTP
Server

Apache Struts
Apache Tomcat
Apache ZooKeeper

Atlassian
Confluence

AutoCAD
Avast Free Antivirus

Avast Premium
Security

AVG AntiVirus Free
Chrome Plugins

Cisco AnyConnect
Secure Mobility
Client

Citrix Virtual Apps
and Desktops

Citrix XenApp Server
Citrix XenDesktop
Docker Compose
Docker Desktop
Docker Engine
Elastic Beats

Elastic Logstash

Bepcus

no 4.x

no 32.x

3.X

Bce Bepcun

1—2.x

2—6.X
3—11
no 3.x

3—9.X

2019—2025
Bce Bepcun

Bce Bepcum

Bce Bepcum
Bce Bepcum

Bce Bepcun

Bce Bepcum

no12.1

Bce Bepcun
Bce Bepcum
no 4.34.2
1.0.0—20.10.3
no 8.11.x

Bce Bepcum

PekomeHpgauumn

v

<< << X

<

<< < < < < X

EoL

<< < S

KommeHTapuii

[Moaaep»ka
NCTOYHMKA TOIbKO
Ha OC Windows

Moaooep»xka
NCTOYHMKA TOSIbKO
Ha OC Linux

[Moaaep»ka
NCTOYHNKA TOSIbKO
Ha OC Linux



HaumeHoBaHue

Far Manager

Filezilla Client
FileZilla Server

Flash Player for
Microsoft Internet
Explorer

FortiClient

Foxit PDF Reader
Git

GitLab

Go

Google Chrome
Grafana

iCloud

Intel Chipset Device
Software

IrfanView

iTunes

Java Platform
(Oracle)

Jenkins
JetBrains Rider

Jira Service
Management

Jira Software Data
Center

Kaspersky Anti-
Virus

Kaspersky Endpoint
Security

Kaspersky Security
Center

Bepcus

1.X

Bce Bepcum
Bce Bepcum

no 32.x

6—7.x
1—2024 x
2.14.6—2.48.1
Bce Bepcum
Bce Bepcum
Bce Bepcun
Bce Bepcum

5—12.x

no 10.1.19444.8378

1—4.x

12.X

9—23.x

Bce Bepcum
Bce Bepcum

Bce Bepcun

Bce Bepcun

no 23.x

no 12.x

no 12.x

PekomeHpauum EoL
V4

<

<< << < < < X

KommeHTapuii

Moaaep>ka
NCTOYHMKA TOSIbKO
Ha OC Windows

Takxxe n3BecTeH
Kak ActiveX

Moaaep>xka
NCTOYHMKA TOSIbKO
Ha OC Windows

Moaaep>xka
NCTOYHMKA TOSIbKO
Ha OC Windows

10



HaumeHoBaHue
KeePass

Kibana
Kubernetes

LibreOffice

Microsoft NET
Framework

Microsoft .NET

Microsoft Edge

Microsoft Edge

Microsoft Excel

Microsoft Excel
Viewer

Bepcus
Bce Bepcun
Bce Bepcun
no 1.x

no 24.x

Bce Bepcum

Bce Bepcun

Bce Bepcun

Bce Bepcum

Bce Bepcun

Bce Bepcun

Microsoft Exchange 2013—2019

Server

Microsoft Internet

Explorer
Microsoft Lync
Microsoft Office
Microsoft Office

Compatibility Pack
Microsoft OneDrive
Microsoft OneNote
Microsoft Outlook

Microsoft Power Bl

Report Server

Microsoft
PowerPoint

Microsoft

PowerPoint Viewer

Microsoft
PowerShell

Microsoft
PowerShell Core

Bce Bepcum

Bce Bepcun
Bce Bepcun

Bce Bepcun

no 23.x
Bce Bepcum
Bce Bepcun

Bce Bepcum

2007-2016

Bce Bepcum

Bce Bepcum

no 7.x

PekomeHpgauumn

v

4
4
4

<

SN N NN

EoL

KommeHTapuii

MMooaep»xka

NCTOYHMKA TOJIbKO

Ha OC Windows

MMoaaep>ka
peaxkLumm
EdgeHTML

[Mopgep»xka
pefaxkLumm
Chromium

11



HaumeHoBaHue

Microsoft Pragmatic
General Multicast

Microsoft Project
Microsoft Publisher

Microsoft Remote
Desktop Connection
Client

Microsoft
SharePoint Services

Microsoft Silverlight

Microsoft SQL
Server

Microsoft SQL
Server Management
Studio

Microsoft Teams

Microsoft Terminal
Services (Remote
Desktop Service)

Microsoft Visio

Microsoft Visio
Viewer

Microsoft Visual
Studio

Microsoft Visual
Studio Code

Microsoft Windows
Media Player

Microsoft Windows
Remote
Management

Microsoft Word

Microsoft Word
Viewer

Microsoft XML Core
Services

Bepcus

Bce Bepcun

Bce Bepcum
2007—2016
1—10.x

Bce Bepcun

2—5.x

2008, 2008 R2,
2012,2014, 2016,
2017,2019, 2022,

2025

Bce Bepcun

1—7.%

Bce Bepcum

2007-2016

2007-2016

2010—2022

1.X

Bce Bepcum

no 2.x

2007—-2016

Bce Bepcun

3

PekomeHpgauumn

v

EoL KommeHTapuii

Moaaep>ka
NCTOYHMKA TOSIbKO
Ha OC Windows

MMooaep»xka
NCTOYHUKA TONBbKO
Ha OC Windows

Moaaep>xka
NCTOYHMKA TOSIbKO
Ha OC Windows

12



HaumeHoBaHue
Mozilla Firefox
Mozilla Thunderbird

Nginx

Notepad++
NVIDIA GPU Driver
OpenOffice
OpenSSL

OpenSSH

OpenVPN

OpenVPN Access
Server

OpenVPN
Community

OpenVPN Connect
Open VM Tools

Opera Web Browser

Oracle GraalVM
Enterprise

PHP

PUuTTY
Puppet Agent
Puppet Server
Python

QuickTime

Ruby

Bepcus
Bce Bepcun
Bce Bepcun

no 1.x

no 8.x
Bce Bepcum
no 4.x

no 3.x

Bce Bepcum

2.X, 3.

no 2.x

2.X

3.x
Bce Bepcun

no 36.x

Bce Bepcum

no 8.x
Bce Bepcun
Bce Bepcun
Bce Bepcum
no 3.x

Bce Bepcum

no 3.x

PekomeHpauuu EoL
4 4
4

4

4

4 v
4

4 V4
4

4 v
4 v
V4 v4
4 V4
4

4

4

4

4

4

4 v
4 v
v

4 V4

KommeHTapuii

[Moaaep»ka
NCTOYHUKA TOMTbKO
Ha OC Linux

[onoNHNTENBHO
BbISABNAIOTCS
YyA3BUMOCTM
nakeToB libssl,
libcrypto B cocTaBe
CTOPOHHero M0

Moaaep>xka
NCTOYHMKA TOSIbKO
Ha OC Windows

MMoaaep»ka
NCTOYHMKA TONbKO
Ha OC Windows

[Mopaep»xka
NCTOYHUKA TONBbKO
Ha OC Windows

[Mopgep»xka
NCTOYHUKA TONBbKO
Ha OC Windows

13



HaumeHoBaHue

Safari

Secret Net Studio
Skype for Windows
SolidWorks

Symantec Endpoint
Protection

Telegram Desktop

TightVNC Server
TightVNC Viewer
Total Commander
TrueConf Server

UltraVNC

Veeam Backup

vGate

Vim

ViPNet Client
VirtualBox

VLC Media Player

VMware Horizon
Clients

VMware Player
VMware Tools

VMware
Workstation

WhatsApp
Windows Defender

Windows Media
Center

Winlogbeat

Bepcus

Bce Bepcun

no 8.x
Bce Bepcum
2021—2025

no 14.x

Bce Bepcun

Bce Bepcum
Bce Bepcun
Bce Bepcum
no 5.x

Bce Bepcun

Bce Bepcum

Bce Bepcum

Bce Bepcun
no 4.x

Bce Bepcum
Bce Bepcum

4—5x

no 7.x
Bce Bepcun

Bce Bepcun

no 2.x
Bce Bepcum

Bce Bepcum

Bce Bepcum

PekomeHpauum EoL
V4

SN N NN

DN N N NN DNEEN DN N NN
< <

<

KommeHTapuii

Moaaep>ka
NCTOYHMKA TOSIbKO
Ha macOS

Moaaep>xka
NCTOYHMKA TOSIbKO
Ha OC Windows

MMoaaep>ka
ncTovYHmKka Ha OC
Windows 1 macOS

Mooaep>ka
NCTOYHMKA TOSIbKO
Ha OC Windows

[Mopaepxka
NCTOYHWKA TOSIbKO
Ha OC Windows

14



HanmeHoBaHue Bepcus PekomeHpgauumn EoL KommeHTapum

WinPcap Bce Bepcum 4
WInRAR 2—6.X v
WinSCP Bce Bepcum v
Wireshark Bce Bepcum 4 4
WordPress - v v MNoaaepxka
MCTOYHMKE TOMbKO
Ha OC Linux
Zabbix Agent no 7.x v
Zabbix Agent 2 Bce Bepcun v
Zabbix Server no 7.x v v
Zoom Desktop Bce Bepcum 4
Cuctembl ynpaBJ/ieHus 6a3samu AdHHDbIX
MoaaepBaeMble 6a3bl AaHHbIX MPEACTAB/IEHbI B TABINLE HUXKE.
HaumeHoBaHue Bepcum PekomeHpauumn EoL KommeHTapum
ClickHouse 23.8,24.2,24.3,24.4 v
MariaDB « 51-55 v
« 10.0—10.11
« 11.0—11.7
Microsoft Access ~ 2007—2024 v
Microsoft SQL 2008, 2008 R2, v v
Server 2012,2014, 2016,
2017,2019, 2022
MongoDB 3.4—-506 v v
MySQL Bce Bepcun v 4
Oracle Database 11,12,18,19,21,23 v v
Platform V Pangolin  5.2.0—6.4.1 v
DB
PostgreSQL 9-17 v 4
SAP HANA 1.X, 2.X 4 Mposepka

OCyLLeCTBNAETCS C
nomMolLbto sudo

CeTeBoe o6opypoBaHue

[Mooaep>xMBaemMoe ceTeBoe o6opyuoeaHme npeacTtaB/ieHO B Tabnuue Hmxe.

15



BeHpop
CheckPoint

Cisco Systems

Cisco Systems

Cisco Systems

Cisco Systems

Cisco Systems
Fortinet

Huawei

Palo Alto Networks

MpopykT Bepcus
Gaia ¢ R54—R56.x
+ R60—R62.x
« R65—R68.x
¢ R70—R73.x
¢ R75—R77.x
+ R80—R81.x
Cisco ASA ¢ /—9.x
« 100.x
Cisco I0S ¢ 12.x
¢ 15
Cisco I0S XE ¢ 3.X
e 16—17.x
Cisco IOS XR ¢ 1.x—8x
¢ 12.x
« 15
o 24X
Cisco Nexus 4—=10.x
FortiOS 4—7.X
Versatile Routing -
Platform
PAN-OS 3-11.x

PekomeHgauumn

KommeHTapuii

16



Mpodunb "TecTupoBaHne Ha NPOHUKHOBEHMUE"

<br>

CTtonbew, Tabnuubl

O6Hapy>xeHre npoayKTa

[MoncK yA3BMMOCTEN Mo BEPCUU
C60p AONOAHUTENBHON MHMOPMaLINK
Moaodop y4eTHbIX AaHHbIX

SKCI'IJ'IyaTaLLI/IOHHoe TEeCTpOBaHMe

« OnepaumMOHHble CUCTEMDI

» CTOpOHHee 10

Cucrembl yrnpaBieHnaA 6asamu OaHHbIX

« CeTeBoe 060pya0BaHME

OnepayuoHHble CUCTEeMbI

Ecnm Bbl He o6Hapy>+<va B CIUCKE HY)XXHble BaM 0C, npunoXXewne win apyroe
o6opyp,OBaH|/|e, TO Bbl BCErda MOXXETE HarnpaBUTb HaM MOXXeNaHne Ha ero rnogaepixky.

YT0 oTO6paXkaeT

BO3MOXHOCTb IeTEKTUPOBaHKS cepBuca, 10, OC
nnu obopyaoBaHus

BO3MOXXHOCTb onpeneneHnd yFIBBI/IMOCTeI7I TOJIbKO
Nno HaMMeHOBaHMIO NPOAYKTa N ero BEPCUN

BO3MOXXHOCTb NMOIy4YeHUs AOMNONHUTENBHOM
NHhOPMaLMK NyTEM B3aUMOAENCTBIUA C MPOAYKTOM

Bo3MOXHOCTb Noa6opa cTaHAapTHbIX MK
NOMYNSIPHBIX YYETHbIX AaHHbIX

BO3MOXHOCTb NMpoBepKK nprumeHmnmocT CVE n
9KCM/IONTOB

Moaaep>xvBaemble onepaLyoHHble CUCTEMbI MPeACTaB/eHbl B TAOMLIE HUXE.

MOTYT He onpeaenmTbCA.

<br>

HaumeHoBaHue O6Hapy)xeHue [Mouck
npoAykKTa yA3BUMOCTEM

no Bepcum

Apple MacOS v 4

Canonical v v

Ubuntu

Debian v 4

FreeBSD v

IBM AIX v v

Mpu ncnonb3oBaHun Npoduna "TecTupoBaHMe Ha MpoHMKHOBeHME" OC 1 nx Bepcumn

Céop Mop6op AKkcnnyaTauuoH
AOMNONHUTENIbHO YYETHbIX Hoe
" MHpopMaLUM  faHHbIX TecTUpoBaHue

17



HaumeHoBaHue O6HapyxeHne [Mouck Céop Mop6op AKcnnyaTauuoH
npoaykTa YyA3BMMOCTE  [OMOJIHUTENIbHO YYEeTHbIX Hoe
no Bepcum ! UHpopMaLUM  AAHHbIX TecTUpoBaHue
Microsoft v v v 4 4
Windows
Desktop
Microsoft 4 4 4 v 4
Windows Server
Oracle Solaris v 4
Red Hat v v
Enterprise Linux
CtopoHHee 10
Moaaep>xvBaeMble NPUNOXKEHNS NpeACcTaBNeHbl B TabNMLE HXKE.
o Mpn ncnonb3oBaHKMK Npodunia "TecTMpoBaHMe Ha MPOHWKHOBeHKME" O 1 ero Bepcumn
MOryT He ONpeaennTbCS.
<br>
HaumeHoBaHue O6HapyxeHue [Mouck Céop Moa6op dkcnnyaTauuoH
npoaykTa YyA3BMMOCTE  [JOMOJIHUTENIbHO YYeTHbIX Hoe
no Bepcuun M MHpopMaLMKN  AaHHbIX TecTUpoBaHue
1CBitrixCMS v v v v
1C:Bitrix24 v 4 v
1C:Mpegnpuatn v 4 4 4
e
Acunetix v
Adminer v 4 4
Adobe 4 4 4
ColdFusion
Aerospike v 4 v
Alertmanager v v
Angular v v
Ansible Tower v 4
AnyDesk v
Apache 4 4 4
ActiveMQ
Apache Airflow v v 4 4
Apache Druid 4 4

18



HaumeHoBaHue

Apache Flink

Apache Hive

Apache HTTPD

Apache OFBiz

Apache
RocketMQ

Apache Solr
Apache Spark
Apache Struts

Apache Superset

Apache Tomcat

Argo CD
Artifactory
Asterisk

Atlassian
Bamboo

Bitbucket
Cacti
Caddy
Centrifugo
Confluence
Consul
DefectDojo
Django
Docker
Drupal
Elasticsearch
Envoy
Etcd

Exim
FastAPI
Flowise

GeoServer

O6Hapy)xeHue
npoaykTa

DN N NN

<< < < < < < X X

< < 1 XXX

Mouck Cé6op Moa6op
YyA3BMMOCTE  [OMOJIHUTENIbHO YYEeTHbIX
no Bepcum " nidpopmauum  paHHbIX
v
V4
V4
v
v
v
V4 V4
V4
v
V4 V4
V4 V4
v
V4 v
V4
v
v
v
V4
V4 V4
v
Vv
V4 V4
v
V4
V4

dkcnnyaTaunoH

Hoe
TecTupoeaHue

v

<< < < < <
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HaumeHoBaHue O6Hapy)xeHue

Gitea
GitLab
Grafana
Graylog
GreenPlum
HAProxy
Harbor
IBM MQ
InfluxDB
Jaeger

Jboss
Application
Server

Jenkins
Jetty
Jira

Jira Service

Management

Joomlal!
jQuery
Kaspersky

Security Center

Keycloak

Kibana

Kubernetes API

Server

Kubernetes
Kubelet

Lighttpd
Logstash
Loki
Memcached
Metabase

Microsoft
Exchange

npoAyKTa

<X < < < X

DU N NN

<

v

<< << < X

Mowuck

ysAi3BUMOCTEN

no Bepcum

<O X< < X

D NN NN

<

<< << <X

Cé6op Moa6op
AOMNMONHUTENBbHO YYEeTHbIX
" nidpopmauum  paHHbIX

4

v

dkcnnyaTaunoH

Hoe
TecTupoeaHue
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HaumeHoBaHue O6Hapy)xeHue

Microsoft IS

Microsoft
SharePoint

MinlO
MLflow

MongoDB Ops
Manager

n8n
Nessus
Next.js
Nextcloud

Nexus
Repository

Nginx

NodeJS
OpenSSH
OpenTelemetry

OpenVPN

Oracle WebLogic

Passwork
PHP
PhpMyAdmin
Podman
Portainer
Prometheus
Promtail
Puppet
RabbitMQ
React
Redmine

Roundcube
Webmail

Rsync

Qdrant

npoAyKTa

4

v

<

<< << <

< < 1 1 KX

<

Mouck
ysAi3BUMOCTEN
no Bepcum

Cé6op Moa6op
AOMNMONHUTENBbHO YYEeTHbIX
" nidpopmauum  paHHbIX

v

4

<< X X < < X

dkcnnyaTaunoH

Hoe
TecTupoeaHue

v
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HaumeHoBaHue O6Hapy)xeHue

SaltStack Salt
Samba

SAP NetWeaver
Sentry
SonarQube
Splunk

Squid
Supermicro IPMI
Svelte
Tarantool
TeamCity

TiDB

Tinyproxy
Traefik
TrueConf Server
Vault

Veeam Backup
Enterprise
Manager

VictoriaMetrics
VMWare ESXi
VMWare vCenter

VMWare
VRealize
Operation

Webmin
WhatsUp Gold
WordPress
XWiki
YouTrack
Zabbix
Zimbra

PEO ALOM

npoAyKTa

D N N N N N N N N N N N N NN

SN N NN

<< << < < X X

Mouck
ysAi3BUMOCTEN
no Bepcum

<< << X X

<O << < X

<

<< < < < < X

Cé6op Moa6op
AOMNMONHUTENBbHO YYEeTHbIX
" nidpopmauum  paHHbIX

dkcnnyaTaunoH

Hoe
TecTupoeaHue

v

v

<< < < <
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Cucrtembl ynpasJiieHus 6a3ammu AadHHDbIX

Moaaep>xmBaemble 6a3bl JaHHbIX NPeACTaBEeHb! B TAbIMLE HNXKE.

<br>

HaunmeHoBaHue

Apache
Cassandra

Apache
CouchDB

Apache Hadoop
Apache HBase

Apache
HugeGraph

Apache Kafka

Apache
Zookeeper

ClickHouse
IBM DB2
MariaDB

Microsoft SQL
Server

MongoDB
MySQL
OpenSearch
Oracle DB
PostgreSQL
Redis

O6Hapy)xeHue
npoaykTa

v

<

SN N NN

<< < < X

Mouck
ysAA3BUMOCTEMN
no Bepcum

v

S N NN

<< << < X

CeTeBoe o6opypoBaHue

HonnepmmaaeMoeceTeBoeo6opyaoaaHmenpeﬂCTaBneHoB1e6nmuemee.

Mpu
060pyA0BaHMNE 1 ero BEPCUM MOMYT He OnpeaennTbCs.

NCMOJIb30BaHNM

npohuns

Céop

v

"TecTnpoBaHmne

Mop6op
AOMONIHUTENIbHO YYETHbIX
! UHpopMaLUM  AAHHbIX

4

Ha

MPOHWKHOBEHME"

Mpw ncnonb3oBaHuK Npoduns "TecTMpoBaHMe Ha NpoHWKHOBeHWEe" CYB/[l n nx Bepcum
MOTYT He OnpeaennTbCs.

ceTeBoe

dkcnnyaTaumoH
Hoe
TecTUpOBaHUe
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<br>

HaumeHoBaHue O6HapyxeHne [Mouck Céop Moa6op 9KkcnnyaTayuoH
npoaykra YASBUMOCTEN  [OMOJIHUTENIbHO YYETHbIX Hoe
no Bepcum  MHOPMaLUMKM  AaHHbIX TecTUpoBaHue
Check Point v v 4
GAIA
Cisco ASA v 4 4
Cisco 10S v 4
Cisco I0S XE v 4 4
Cisco I0S XR v v
Cisco Nexus v v
FortiAnalyzer v
Fortinet v
FortiGate
Huawei Firewall v 4
NetScaler ADC & vV 4 4
Gateway
Palo Alto v v 4
Networks PAN-
0S
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NMpodunb "lMpoBepka ctaHaapToB"

Ecnu Bbl He 06Hapy>Xnnu B cnucke Hy>kHble Bam OC, MO nnu gpyroe obopyoBaHne, TO
Bbl BCErga MOXeTe HarnpaBuTb HaM MOXXeNaHWe Ha ero NoAdep>xKy CO CTOPOHbl basbl

NPOBEPOK.

» OnepaLmrOoOHHble CUCTEMDI
» CTOpOHHee 10
« CucTeMbl ynpaBaeHns 6asamm JaHHbIX

« CeTeBoe 060py0oBaHMe

OnepayuoHHble CUCTEMbI

Mopaepxueaemble Bepcun Microsoft Windows

I'Io;:mep>+<|/|BaeMb|e Bepcun Windows npeacrtaB/ieHbl B Ta6n|/1ue HWXE.

HaumeHoBaHue Bepcus
Microsoft Windows Server « 2016 (1607)
+ 2019 (1809)
e 2022
« 2025
Microsoft Windows Desktop

10 (21H2), 10 (22H2)

11 (22H2), 11 (23H2), 11 (24H2)

Moapep>xuBaemMble Bepcum Linux

Mopaep>xvBaemble Bepcumn Linux npeacTaBneHbl B TabnnLe HKe.

HaunmeHoBaHue Bepcus
AlmaLinux 8—9
Astra Linux « 1.7

« 212
CentOS Linux 7
Debian 12
Platform V SberLinux OS Server 8—9
Red Hat Enterprise Linux 8—9
Rocky Linux 8—9
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HaumeHoBaHue Bepcus

Ubuntu « 20.04
e 22.04
« 2404

PE/Z10C 7-8

CtopoHHee 10

Moadep>xvBaeMoe NporpaMMHoe obecrnedeHmne NpeacTaBIeHo B TabnnLEe HUXE.

HaumeHoBaHue Bepcus
Apache HTTP Server 2.4

Apache Tomcat 9—11

BIND 9.x

Docker Bce Bepcun
FreelPA Bce Bepcun
Google Chrome Bce Bepcum
Kubernetes Bce Bepcun
Microsoft Edge Bce Bepcun
Microsoft Exchange Server 2019
Microsoft Internet Information 10

Services

Mozilla Firefox ESR Bce Bepcun
Nginx 1.X

oVirt Bce Bepcum
zVirt Bce Bepcun

CucTtembl ynpaBneHus 6a3aMm JaHHbIX

Mopaep>xuBaemble 6a3bl JaHHbIX NPeACTaBNeHb! B TabMLE HUXKE.

KomMmmeHTapwuii

[Mooaep>kka cTaHdapTa TOJIbKO
ana OC Linux

[Mooaep>xka cTaHAapTa TOJIbKO
ana OC Linux

[TpoBepKa OCYLLECTBIAETCA C
nomolpbro Sudo

Moaaep>kka cTaHAapTa TOSIbKO
ans OC Linux

Moaaepykka cTaHAgapTa TObKO
ana OC Windows

[Mopaep>xka cTaHdapTa TOJIbKO
ans OC Linux

[Mooaep>ka cTaHAapTa TOJIbKO
ana OC Windows

[Mopaep>xka cTaHdapTa TOSIbKO
ans OC Linux
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HaumeHoBaHue

ClickHouse

Microsoft SQL Server

MySQL

Oracle Database

PostgreSQL

Bepcun

Bce Bepcun

2016—2022

8.0,84

19¢

13—=17

CeTeBoe 06opyaoBaHue

KommeHTapwuii

[NpoBepKa OCYLLEeCTBIAETCA MO
npotokony SSH Ha OC Linux

[NpoBepKa OCYLLECTBIAETCA MO
npotokony WinRM ansa OC
Windows, a Takxxe JDBC gns
nogkntodeHns K CYB/]

[MpoBepKa OCYLLECTBNAETCS MO
npotokony SSH Ha OC Linux

[MpoBepKa OCyLLEeCTBIAETCA MO
npotokony WinRM ansa OC
Windows, no npotokony SSH ans
OC Linux, a Takxke JDBC gns
noaxatodeHna K CYB /] Ha obeunx
nnaTdopmax

[MpoBepKa OCYLLEeCTBIAETCA MO
npotokony SSH Ha OC Linux, a
Tarkxxe JDBC anga nogkatoveHmns K
Cyb/[

MoafepyknsaemMoe ceTeBoe 060pyA0BaHMe NPeACTaBIeHO B TaBINLIE HUXKE.

BeHnpop
Cisco Systems

Cisco Systems

Cisco Systems
Cisco Systems
Cisco Systems
CheckPoint

Huawei

MpopaykT
Cisco ASA
Cisco 10S

Cisco Nexus
Cisco I0S XE
Cisco IOS XR
Gaia

Versatile Routing Platform

Bepcus
9.x

¢ 12

« 15
10.x
16—17.x
7.X
R75—R80

¢ 5

¢ 8
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