Dejavu Engine Installation Guide - VMware ESXi



Once download is Completed , extract both the files ( “Console_VMDK.zip” & “Engine_VMDK.zip")

“ v N > ThisPC > Downloads » Dejavu
Name . Date moedified Type Size

3¢ Quick access

, Console_VMDK 7/5/2021 8:13 PM File folder
Desktop - e —— :
Engine_VMDK 7/5/2021 8:13 PM File folder
¥ Downloads ! Console_VMDK 7/5/20218:01PM  Compressed (zipp... 10,803,542 .
= Documents ! Engine_VMDK 7/5/20217:53PM  Compressed (zipp... 10,494,446 ..

= Pictures




Now Open VMware ESXi Web Ul with “root” login Credentials to upload DejaVu console
and DejaVu engine VMDK files into Data Store

— C @ O & https;//10.10.0.25/ui/#/login &

User name

vmware: ESXi

Password




Create two directories:

1. DejaVu Console 2.0 — Upload Extracted DejaVu Console_ VMDK_2.0.vmdk File in Dejavu_Console
2. DejaVu Engine 2.0 - Upload Extracted DejaVu Engine2.0.vmdk File in Dejavu_Engine

. Datastore browser

i Upload

vSphere-HA

# Shared_DS02 @ Dejavu_Console_10.0 {————
Dejavu_Engine_10.0 { ——

v

3 [Shared_DS02] Dejavu_Conscle_10.0




Now create the new virtual machine

%11 New virtual machine I
v (EIETTTN  Select creation type

2 Select a name and guest O

How would you like to create a Virtual Machine?
3 Select storage

4 Customize setti

Createanewvmua|mach,ne R I T I LS
E : machine. You will be able to customize processors, memory,
Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a

guest operating system after creation.
Register an existing virtual machine

Back || Next ] Finish || Cancel ]




(

Set desired name - | have set it as “Dejavu_Console_Server’

791 New virtual machine - Dejavu_Engine_Server (ESXi 6.5 virtual machine)

¥ 1 Select creation type Select a name and guest OS

2 Select a name and guest Specify a unique name and OS
oS

3 Select storage N
ame

4 Customize settings
5 Ready to complete

I Dejavu_Engine_Server

Virtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the sppropriate defaults for the opersating
system installation.

——
Compatibility ESXi 6.5 virtual machine

Guest OS family e— Cther

Guest OS version —— Other (84-bit)

Finish Cancel |




Select your data store to DejaVu VMDK file

?jf] New virtual machine - Dejavu_Engine_Server (ESXi 6.5 virtual machine)

v 1 Select creation type
v 2 Select a name and guest
oS
8 = Seicotstorage
4 Customize settings
5 Ready to complete

Select storage

Select the storage type and dsatastore

Standard Persistent M

Select a datastore for the virtual machine’s configuration files and all of its’ virtusl disks.

Shared_DS02

VMFS5

Supported

Single

3 items

Datastore



Virtual Machine hardware Configuration for DejaVu engine server
.4 Core CPU
.32 GB RAM

Note : Delete the exiting hard disk and attach that VMDK as a hard disk

?jfl New virtual machine - Dejavu_Engine_Server (ESXi 6.5 virtual machine)

" 1 Select creation type Customize settings

¥ 2 Select a name and guest Configure the virtual machine hardware and virtual machine additional options

oS

+" 3 Select storage

- s ™ -
ad 4 Customize settings [ I l ROt ons

5 Ready to complete - Add hard disk MM Add network adapter S Add other device

» | cPU A\

» @& Memory /)

* = Hard disk 1 /)

> SCSI Controller O
E= SATA Controller O
USB controller 1

* Ml Network Adapter 1

» =y CD/DVD Drive 1

» @ video Card

=4 Core CPU

32 GB RAM

LS| Logic Parallel

uUsB 2.0
VCSA-Network Connect

Host device Connect

Specify custom settings




To add hard Disk, click on “Add hard disk“

741 New virtual machine - Dejavu_Engine_Server (ESXi 6.5 virtual machine)

+ 1 Select creation type Customize settings

¥ 2 Select a name and guest Configure the virtual machine hardware and virtual machine additional options
oS
" 3 Select storage

Oy [T | v otions

5 Ready to complete 2B Add hard disk | W@ Add network adapter & Add other device

> &d CPU /) s v | @

,
e

» K3 sCsI Controller 0 LSI Logic Parallel
Ea SATA Controller O
B USB controller 1 USBE 2.0
¥ Network Adapter 1 VCSA-Network Connect

“y CD/DVD Drive 1 Host device Connect

@ video Card Specify custom settings




After you click on Add hard disk, select “Existing hard disk“

?il New virtual machine - Dejavu_Engine_Server (ESXi 6.5 virtual machine)

+" 1 Select creation type

+ 2 Select a name and guest
oS

+ 3 Select storage

ad 4 Customize settings

5 Ready to complete

Customize settings

Configure the virtual machine hardware and virtual machine additional options

| Virtusl Hardware | VM Options

— Add hard disk l MW Add network adapter S Add other device

| New standard hard disk

— Existing hard disk

LS| Legic Parallel

B2 SATA Controller 0
E3 USB controller 1 USE 2.0

* Bl Network Adapter 1 VCSA-Network Connect

* %y CD/DVD Drive 1 Host device Connect

e " Video Card Specify custom settings

Finish




Once you Click on Existing hard disk, go to the datastore where you have uploaded that DejaVu Engine VMDK file & select the VMDK File

./ Datastore browser

& Upload Viow y Copy [*] Create directory S Refresh
o L ] y Y

A 3 Engine.vmds — Dejavu Engine Vmdk File
3

& Shared_DS02 Dejavu_Console_10.0

Dejavu_Console_S

#w Dejavu_Engine_10.0

Data Store
1

w
4 [Shared_DS02] Dejavu_Engine_10.0

Cancel




Now, go to the controller location and select the “IDE Controller 0” instead of “SCSI controller 0”

tj:l New virtual machine - Dejavu_Engine_Server (ESXi 6.5 virtual machine)

¥ 1 Select creation type Customize settings
v
2 Select a name and guest Configure the virtual machine hardware and virtual machine additional options
oS
+" 3 Select storage

il 4 Customize settings -
> @K Memory /i),

5 Ready to complete

~ = New Hard disk /)

Maximum Size 3.947TB

Type Thick provisioned, lazily zeroed

Disk File [Shared_DS02] Dejavu_Engine_10.0/Engine.vmdk
Shares Normal

Limit - IOPs Unlimited

Controller location IDE controller O Master

Disk mode IDE controller O
IDE controller 1
Sharing SCSI controller O

SATA controller O

Finish




Two network cards are required for the Dejavu Engine. As shown in the screenshot below, click Add Network Adapter and then add another
Network Adapter.

Note : Network Adapter 1 is the default, while Network Adapter 1 is a new one that we've added.

791 New virtual machine - Dejavu_Engine_Server (ESXi 6.5 virtual machine)

¥ 1 Select creation type Customize settings

v
2 Select a name and guest Configure the virtual machine hardware and virtual machine additionsal options
oS

v 3 Select storage

V ) Add hard disk | MM Add network adapter g Add other device

5 Ready to complete )
dy e » @ cPU 4\ s v | ©

:[.
» #R Memory /i) a2

* = New Hard disk /)
SCSI Controller 0 LS| Logic Parsllel
&= SATA Controller 0

USB controller 1 USB 2.0

#H Network Adapter 1 CSA-Network Connect

M8 New Network Adapter CSA-Network Connect

2y CD/DVD Drive 1 Host device Connect

Finish | Cancsl




After configuring RAM, CPU and Hard disk Settings, click on Next

Note : Remove CD/DVD Drive 1 From Virtual Machine Configuration

?jl New virtual machine - Dejavu_Engine_Server (ESXi 6.5 virtual machine)

v 1 Select creation type Customize settings

o
2 Select a name and guest Configure the virtual machine hardware and virtual machine additional options
os
+ 3 Select storage

pdl 4 Customize settings .3 Add hard disk M Add network adapter & Add other device

5 Ready to complete

» | cPU 4\ a v | @

e

* = New Hard disk /)

- SCSI Controller 0 LSI Logic Parsllel

S SATA Controller O
USB controller 1 USB 2.0

» M Network Adapter 1 VCSA-Network Connect

» Ml New Network Adapter VCSA-Network Connect

" Video Card Specify custom settings




Virtual machine Configuration is done, click Finish. Power on the Virtual machine and DejaVu Engine should be running.

741 New virtual machine - Dejavu_Engine_Server (ESXi 6.5 virtual machine)
¥ 1 Select creation type Ready to complete L
2 (S)eslect a name and guest Review your settings selection before finishing the wizard
¥ 3 Select storage
V' 4 Customize seftings Name Dejavu_Engine_Server
e Datastore Shared_DS02
Guest OS name Other (84-bit)
Compatibility ESXi 8.5 virtual machine
vCPUs 4
Memory 32 GB
Network adapters 2
Network adapter 1 network VCSA-Network
Network adapter 1 type E1000e
Network adapter 2 network VCSA-Network
Network adapter 2 type E1000e
IDE controller 0 IDEO
IDE controller 1 IDE 1
SCSI controller 0 LS| Logic Parsllel
SATA controller 0 New SATA controller
1




If you see this, then we are good.

DejaVu Engine is booting. DejaVu Engine is up.

1

@ Dejavu_Engine_Server - @ Dejavu_Engine_Server

GNU/Linux 3 De
exception Emas
BMOMA stat (x24
tailed command:

m a/00:08:00:08:4




Dejavu Engine Default IP Address is : 192.168.56.102
Access URL : https://192.168.56.102

Default username : Set your username here
Default password is : Set your password here

« > C @ O & httpsi//192.168.56.102/Decoify/setupView.php 5 @ I

NOTE: System will reboot to reflect the changes.



Once you enter the credentials, click on “ Configure Management Interface” Tab and set up the IP Address
reachable by Dejavu Console Server

@

O & o hp

5://192.168.56.102/Decoify/setupView.php

DejaVu | Engine Initial

User Information

adimin

Setup

@
(]

NOTE: System will reboot to reflect the changes.

w n =

Don’t Click on Submit With
Out Apply IP Address Settings




Server will reboot to reflect the Changes after submitting the information.

Note : DejaVu Engine and Console management IP should be reachable by each other.

O G © htips://192.168.56.102/Decoify/setupView.php

10.10.0.251

255.255.252.0

10.10.0.254

NOTE: System will reboot to reflect the changes.




You should be able to access the Engine on the new IP

¢« C

O & o hitps

10.10.0.251/Decoify/loginVie

DejaVu | Engine

Signin

admin DA

©

I




If you get to this page, Vyuha engine installation is task is completed

C @

DejaVu | Engine

Admin
@® Online

Decoy Management

Manage Decoys
Add Server Decoy

Add Client Decoy

N/W and File Managment

Breadbcrumbs

Settings

O & httpsy//10.10.0.251/Decoify

New Server Decoy

@ Console Connection

& Home

B w

©F DejaVu Console ()

Decoy Management

Q

©

Add Serve

i

Sign Out

r Decoys

New Decoy

Physical Interface

ethl v

Decoy Name

Network Location

Decoy Type

Internal Decoy v




For Engine to authenticate Console, copy the Auth Key from the Console and use this key in Engine to establish connection.

< C @ O G https://10.10.0.250/Decoify/list-key.php o @ InNn =

DejaVu | Console

A Active Attacks (0) @ Sign Out

dmi
e Key Management Key List @ Home ~ KeyManagement - Auth key
@ Online
S J Q
Name Update Date Reset key
MAIN NAVIGATION
Auth Key 95ba37ae5el2ce2c6882f5c38100f2f42e724703dac7aedaa 2021-07-06 12:11:18 o
@ Key Management <
L1 Threat Analysis <

£ Settings <



On Engine, enter “DejaVu Console Server IP”, “Auth Key”

< C @ O & nttps://10.10.0.251/Decoify/cloudSettings.php#api-connection-check B &% @ In
MAIN NAVIGATION API Connection Check
@ Decoy Management < API Connection Failed! Check API KEY and ensure connection to DejaVu Console!

N/W and File Managment <
#32 Breadbcrumbs <

Update API Key
# Settings <
95ba37ae5el2ce2c6882f5c38100f2f42e72¢ K¢
O Device Settings
I O Connection & Logging I

O Backup & Upgrade

Update DejaVu Console IP

10.10.0.250 N

o L

IP Address OF DejaVu Console Server




If you added correct IP Address and Auth key, then connection will be established.

Click on “ Test Connection” and you will Get "API Connection Successful”

C @

DejaVu | Engine

Admin
@ Online

MAIN NAVIGATION

=

0 0O

Decoy Management

N/W and File Managment

Breadbcrumbs

Settings

Device Settings
Connection & Logging

Backup & Upgrade

O G

Dashboard Connection & Logging

https://10.10.0.251 /Decoify/cloudSettings.php?key=success

I @ Console Connection

& Home

B8 «

L DejaVu Console (0)

©

I

Sign Out

Dashboard Connection & Logging

APl Connection Check

I —u —
« API Connection Sucessful I

i Test Connection "

Update APl Key

DejaVu Console API Key

Update DejaVu Console IP

10.10.0.250



