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IFnun dational Characteristics Shaping the Comprehensive Program

We summarized and gensralized the good practices ol sach lram existing cybersecurity asesment rmodels, and synthesized the objectives of this project

to arrive at the follawing:

Structure

Category-Element-
Aspect-Indicator-
Checklist

Tre Five-layer struchare is the
basis for the developenent af
this Frogram, and the disisicn
srwl dismisambdy al sack laper
makes the Program more
speciic and comprehiensive.

Generic and Scenario-
based Assessment

Both generic and scenario-
speecific elernents s used a3
part of the Program, a T L]
address the customieation for tha
intreasingly changing
tybersecurity prwiranment

Questionnaire
Granularity Design

Binary Answer with
Evidence Collection

Binary responses are used 1o
determine if the indicator
reguirements are satefied inthe
chedlist. And checklists are with
samphes of materials that can be
pronicied a2 suppating
documentation for the

ind kators.

Introduction to Category - Summary

Assessment Method

Self-assessment and
Cooperation

Flexibbe assesiment methads
incorporating Self-assessment
and eooperation, cambined
with essy-10-understand
checklists, increase the fexibiliny
of Program assessmants.

Maturity Lewvel,
Heatmap and Radar
Chart

Thue Brogiram provides  magre
intuitive representation of
riatunity level resdts through
the three charts mentianed
absree, which asdist i making
decisions, which is.8 rare
represendation of exiting
raadils in the markag

The categoried CIDSMM include all aiseismeant cantant ol thege 5 imd s try-renawned models

CIDSMM Categories

Category 1. Policy and Strategy

Definiiion: This categary axplares the natianal capacity ba develap sod delrer eyborseiurity strstegy and erhanie il cyberseiurily redibence adile maintaining the
benefits of cyberspace wtal for government, internatianal business, and society.

Category 2. Legal ard Regulatory

Diefiniition: This categary relers o the cipscily of the poverrenant 16 develop and eract national begislaticsy directly ar indractly related 1@ cyberscurily, indud@ng
primarily the capacity of law enforcement, prasecution, regulatory agencies, and courts.

Category 1. Standard, Organization and Technology

Difirittion: This category examinees the ceveloponent and innplementation of cyberseounity standards and best practices, the establishment of oybersecurnity agencies and
machanisms, as wel as the implementglicn af processes and technical contreds in erder b redude cybersecopnty risks,

Category 4. Culture and Knowledge

Definithon: This category explones the creation aof a strong cultune of cybersecurity far the population, the pulblic and private sectors, which will kead to Inoreased
mavareness of cyberseourity, the develapment of professicrals, and the scoumulation af research stcames in the field af crbersecanity

Category 5. Commeercal Gain and Cooperation

Diefinition: This category examines the growti and development af the cybersecusrity Industrg, as well as the mali-dimensional cooperation approach afgnunmmcnt
organizations, public waelfare Instibaticns, and enterprises



