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Abstract. Generative models now produce images with such stun-
ning realism that they can easily deceive the human eye. While this
progress unlocks vast creative potential, it also presents significant
risks, such as the spread of misinformation. Consequently, detect-
ing generated images has become a critical research challenge. How-
ever, current detection methods are often plagued by low accuracy
and poor generalization. In this paper, to address these limitations
and enhance the detection of generated images, we propose a novel
representation, DIFFUSION NOISE FEATURE (DNF). Derived from
the inverse process of diffusion models, DNF effectively amplifies
the subtle, high-frequency artifacts that act as fingerprints of artifi-
cial generation. Our key insight is that real and generated images
exhibit distinct DNF signatures, providing a robust basis for differ-
entiation. By training a simple classifier such as ResNet-50 on DNF,
our approach achieves remarkable accuracy, robustness, and gener-
alization in detecting generated images, including those from unseen
generators or with novel content. Extensive experiments across four
training datasets and five test sets confirm that DNF establishes a new
state-of-the-art in generated image detection. The code is available at
https://github.com/YichiCS/Diffusion-Noise-Feature.

1 Introduction

In recent years, deep generative models have revolutionized vi-
sual content synthesis through several seminal frameworks: varia-
tional autoencoders (VAEs) [20], generative adversarial networks
(GANSs) [12], and diffusion models (DMs) [15]. These architec-
tures have fundamentally reshaped the landscape of image gen-
eration through distinct yet complementary approaches. The VAE
framework established a principled probabilistic foundation for la-
tent representation learning, while GAN variants [2, 16, 17, 54, 6]
demonstrated remarkable quality in adversarial synthesis through
innovative network designs and training strategies. Most recently,
diffusion-based approaches [9, 38] have emerged as the state-of-the-
art paradigm, achieving unprecedented photorealism through pro-
gressive denoising processes. This evolution of generative architec-
tures has not only expanded the theoretical understanding of data dis-
tributions but also enabled practical applications ranging from artistic
creation to visual content augmentation.

The unprecedented capabilities of modern generative models have
simultaneously raised critical ethical dilemmas and societal safety
concerns. The proliferation of multimodal architectures now en-
ables open-ended text-to-image synthesis through natural language
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prompts, effectively democratizing visual content creation. Particu-
larly concerning is the emergence of DeepFake technologies [50],
which achieves imperceptible facial identity replacement not only
in recorded videos but also real-time video streams. Malicious ac-
tors can weaponize these generative capabilities to orchestrate so-
phisticated attacks spanning privacy violations [28], financial ex-
tortion [46], and identity theft through synthetic media imperson-
ation [34, 11]. These social problems create a pressing need for reli-
able forensic methods to distinguish synthetic from authentic media.
Such methods must not only detect subtle generation artifacts but
also evolve alongside sophisticated new algorithms, thus safeguard-
ing digital trust in the generative Al era.

Significant research efforts have been dedicated to developing ro-
bust frameworks for detecting Al-generated visual content. Current
methodologies rely on analyzing post-processing artifacts [48], ex-
amining spectral discrepancies in the frequency domain [35], and
employing reconstruction-based forensic techniques [49]. These ap-
proaches have proven effective at distinguishing synthetic outputs
from conventional generative models such as VAEs and GANs [40,
44], while also capturing manipulation traces from image enhance-
ment pipelines like deblurring [53], denoising [10], super-resolution,
and facial manipulation [42, 37]. However, the proliferation of diffu-
sion models poses an unprecedented challenge to detection. Modern
text-to-image systems like DALL-E [1], Stable Diffusion [38] (SD),
and Midjourney [27] produce more photorealistic outputs with fewer
spectral artifacts than prior models. This realism cripples traditional
artifact-based detectors, causing critical failures in accuracy and gen-
eralization, especially for high-resolution images.

To address these challenges, we introduce the Diffusion Noise
Feature (DNF), a novel representation designed to capture the intrin-
sic distinctions between real and generated images. Unlike conven-
tional approaches that directly analyze pixel or frequency domains,
our method extracts DNF from the estimated noise sequence gener-
ated by a pretrained DM during the inverse diffusion process. Train-
ing a classifier on DNF easily yields a generated image detector with
improved detection performance, generalization, and robustness.

Our method is inspired by the unique training and inference mech-
anisms of DMs. Through the iterative process of adding and remov-
ing noise from images, DMs develop exceptional sensitivity to high-
frequency image components. This property manifests distinctively
during the inverse diffusion process, where the inverse diffusion pro-
cess in a pre-trained DM can disrupt high-frequency details in the
image by adding estimated noise, transforming them into a unified
noise distribution. Crucially, the intrinsic distributional differences
between real and generated images become amplified in these esti-
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Figure 1. Visualizations of DNF on real and generated images from eight generators.

mated noises, as evidenced in Figure 6. The estimated noise from real
images typically exhibits chaotic patterns, while that from generated
images demonstrates characteristic high-frequency details, grid-like
artifacts, or residual high-frequency components from the original
image. This distinctive phenomenon enables the construction of ef-
fective estimated-noise-based representations for discriminating gen-
erated images. More importantly, we observe that this phenomenon
is not limited to images generated by DMs, but is prevalent across all
types of generated images. In other words, DMs can accurately cap-
ture the generative fingerprints of an image by perturbing its high-
frequency details in the inverse diffusion process.

To operationalize this insight, we employ a pre-trained and con-
verged DM to process input images for detection. We utilize this
DM to apply the inverse diffusion process to the image, progressively
transforming it into pure Gaussian noise while collecting estimated
noises generated at each step. Subsequently, we employ a tailored
feature fusion strategy to construct DNF from the noise sequence.
This method effectively channels the DM’s inherent sensitivity to
high-frequency image information into the classifier trained on DNF,
ensuring the detection’s accuracy, generalization, and robustness.

Extensive experiments across four training datasets and five test
benchmarks validate the state-of-the-art performance of the classifier
trained on DNF in generated image detection: (1) Our DNF classifier
achieves 99.8% accuracy in evaluation across the five test datasets,
significantly outperforming the 87.7% average of all baseline meth-
ods [48, 10, 4, 41, 49] compared to their 87.7% mean accuracy.
(2) The classifier maintains remarkable robustness against com-
mon image perturbations, retaining 99.2% accuracy under Gaussian
blur or JPEG compression, which represents a huge improvement
over the best-performing baseline. (3) The DNF classifier exhibits
strong cross-dataset and cross-generator generalization capabil-
ities, achieving high accuracy on detecting images from different
datasets (e.g., LSUN-Bedroom [52], ImageNet [8] or CelebA [25])
and across various generators (e.g., GANs, DMs), even when trained
on only a limited variety of generators.

In summary, our main contributions are as follows:

e We introduce a novel image representation, DNF, which pioneers
the use of estimated noise from the inverse diffusion process to
construct image representations for generated image detection.

e We conducted comprehensive experiments to prove classifier
trained on DNF achieves state-of-the-art performance in generated
image detection, significantly outperforming existing baselines.

e We develop a rigorous evaluation methodology for real-world de-
tection scenarios, explicitly incorporating assessment of cross-
domain generalization across diverse generators and datasets.

2 Related Work
2.1 Generative Models: GANs and DMs

GANSs [12] establish an unsupervised adversarial learning paradigm
that progressively refines synthesized images toward photoreal-
ism through discriminator-guided generator optimization. Uncondi-
tional architectures exemplified by BigGAN [2] and StyleGAN se-
ries [17, 18, 19] model high-dimensional latent distributions of au-
thentic data, enabling the generation of high-fidelity visual content.
Conditional variants extend this paradigm by incorporating cross-
modal constraints. Representative models like CycleGAN [54] and
StarGAN [6] explicitly design cyclic consistency losses and domain
adaptation modules, respectively, achieving state-of-the-art perfor-
mance in image-to-image translation tasks.

DMs [14, 33, 22, 32] operate through iterative denoising processes
that progressively transform random noise into coherent images, es-
tablishing new frontiers in generative modeling. DDPM [15] uses
a forward-backward Markov chain to progressively corrupt images
with Gaussian noise and then reverse the process via conditional de-
noising, thereby optimizing a variational lower bound on the data
likelihood. DDIM [43] reparameterizes the diffusion trajectory as a
non-Markovian process to enable deterministic sampling via learned
ODEs, preserving generation quality while drastically reducing in-
ference steps. Text-to-image DMs like Stable Diffusions [38] and
Midjourney [27] achieve remarkable image generation by perform-
ing diffusion in latent space and training on large-scale datasets.

2.2 Generated Image Detection

To mitigate potential risks associated with generated images, re-
searchers are gradually paying attention to generated image detec-
tion [42, 44, 4, 7, 3]. CNNDetection [48] has discovered artifacts in
the frequency domain of CNN-generated images, making detection
of generated images feasible. It has constructed the first universal
CNN-generated image detector through post-processing of images.
Similarly, FrequencyDetection [35] classifies generated and real im-
ages by observing features presented after discrete cosine transfor-
mation. DisGRL [40] incorporates three proposed components to
learn both forgery-sensitive and genuine compact visual patterns.
DIRE [49] utilizes the DM to reconstruct images and observes the
differences between the original and reconstructed images for im-
age detection. LaRE? [26] performs detection by reconstructing the
image error in the latent space. DRCT [5] proposes utilizing high-
quality diffusion reconstruction to generate hard samples and em-
ploys contrastive training to guide the learning of diffusion artifacts.



3 Method

In this section, we introduce DIFFUSION NOISE FEATURE, and
present the motivation behind its design, the process of feature ex-
traction, and its application to generated image detection.

3.1 Motivation

Generative models aim to learn a model distribution pgen(x) that ac-
curately approximates the data distribution pgaa(x). When the sta-
tistical discrepancy between these distributions falls below percep-
tibility thresholds, synthetic samples become indistinguishable from
real images to both human observers and automated detectors. For-
mally, this condition can be characterized by the KL divergence cri-
terion Dy (Paata || Peen) < €, Where e denotes the perceptual indistin-
guishability bound. Our objective is to find a discriminative feature
mapping f : X — Z that induces maximally separable distribu-
tions in the new feature space. Let Ggua(2z) and geen(z) denote the
feature-space distributions of real and generated images respectively.
The transformation should satisfy Dki.(qdaa || geen) > 0 >> €, where
o represents an amplified discriminability threshold.

We naturally consider employing DMs to disentangle the two data
distributions pgen(x) and pgaa(x), primarily motivated by two in-
sights: (1) While existing generative models exhibit remarkable ac-
curacy in synthesizing low-frequency characteristics that closely re-
semble real images, they still struggle to capture high-frequency pat-
terns. Assuming our target mapping f operates as a high-pass filter
to preserve high-frequency components, we observe its partial effec-
tiveness in distribution separation, though insufficient to guarantee
& > e. Conversely, DMs inherently perform iterative denoising to
progressively reconstruct images from noise, making them particu-
larly adept at capturing and amplifying fine-grained details through
this multi-stage refinement process. (2) Generative architectures with
different inductive biases tend to converge to similar image distri-
butions under identical pretraining protocols. This similarity makes
DMs more effective at disrupting high-frequency artifacts in syn-
thetic images while posing greater challenges when altering high-
frequency content in real images. Consequently, the estimated noise
distributions for generated versus authentic images exhibit distinct
characteristics, as visualized in Figure 6, reflecting their fundamen-
tally different responses to the diffusion process.

Overall, our method consists of three stages: Estimated
Noise Extraction, Feature Fusion, and Classifier
Training. In the following sections, we will provide detailed im-
plementation and design principles.

3.2 Estimated Noise Extraction

In this stage, we aim to obtain the estimated noise sequence {e;}
from the input image . Within the framework of DDIM [43], ;—1
can be sampled from x; via:

T 1 = ®t — Vl_afeét>(mt)>
t1—m< Ja

+ /1= a1 — o2 el (x0) + over. €8]

where €; ~ N(0,I) represents Gaussian noise independent of @,
eét)(wt) represents the estimated noise output by the DM Ngir
with parameter 6. t denotes the time step, « is a hyperparame-
ter, and o controls the diffusion process. Specifically, when o =

Algorithm 1 Obtaining Estimated Noise Sequence f
Input: Image @, DM N, Dataset Dpre
Parameter: Step T, hyper-parameter «, sub-Step {7; }
Output: Noise Sequence {¢; }
: 0 = PreTrain (N, Dpre)
EN-Seq <+ {}, &, <
: for 7; € {ms} do
7 (@r,) + Natr(@r,, 75;0)
EN-Seq - EN-Seq + eé”)(m-ri)
&0 ¢ (@r, —T—ar, € (r,)) /[ far,
Lriyq — \/047"'4,@0 +1—ax 61(9Ti>(w‘ri)
end for
: {€&;} « EN-Seq
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\/(1 —a—1)/(1 — ) \/1 — ot /a1, the process corresponds to
the sampling process in DDPM [15]. In DDIM, setting o = 0 allows
the process to be determined by @; and xo. Thus, the Equation 1 can
be rewritten as:

Tl Ty 1—oai1 1—ar) (v

\/m = \/OTt + <\/ s — \/ o > € (mt) 2)
We need to reverse this process, which differs from how DMs are

typically applied in practice. Next, we will demonstrate that restor-

ing an image to pure noise through the inverse diffusion process is

reasonable. Typically, when the total diffusion steps 7' of a DM is

a sufficiently large number, such as 1000, Equation 2 can be inter-

preted as an Euler method for integrating ordinary differential aligns
(ODESs). Therefore, it can be rewritten as:

Tt At _ Tt + \/1 — %At \/1 — et (wt) 3)
VOt—At Vo Qt— At Qi ¢ '

Defining A, =+/(1— o) /ou, y, = /+/a,, the corresponding ODE

is then reformulated as:

(t)( Y

dyt =€ )\%+1)dAt. (4’)

Thus, we can reverse the align and execute the reverse diffusion pro-
cess starting from ¢ = 0, that is

Tl Tt 1— o1 \/1 — ot ) (1)

— = + — € (x). (5
Vairn  Jar <\/ Qi w ) @) O
Specifically, to accelerate this process, we select a subsequence

{7} from the time steps {0, 1, ..., T'—1}. Therefore, the final inverse
diffusion process can be written as:

T, - l1-ar, 1—an, -
it1 _ Txy + +1 Oy Eé 1')(9371-)- (6)
VAT VA Qrigq Qr;

In the actual implementation, we first train the DM N to con-
vergence with parameters 6 on the dataset Dy.. Then, for image x
to be detected, we repeatedly apply the inverse diffusion process as
described in Equation 5. We collect the estimated noise Eén) (z+;)
generated at each step 7; and integrate it into an estimated noise se-
quence {¢; }. We denote this algorithm as f : @ — {e; }. The detailed
algorithm is presented in Algorithm 1.




Table 1.

Generated image detection performance of DNF and baselines on the LSUN-Bedroom split of the DiffusionForensics.

Method Testing Generators Total
ADMT DDPM iDDPMT LDM PNDM' SD-v2 VQ-D DALL-E 2 IF Midjourney Avg.
CNNDet. 50.1/63.5  50.2/79.4  50.2/78.0  50.1/61.4  50.1/60.3  50.8/80.7  50.1/70.8  52.8/87.4  51.3/79.9 50.9/58.5 50.6/71.9
Patchfor. 50.2/67.4  53.2/742  51.2/634 56.7/89.1  56.5/72.4  54.2/7277 87.2/95.4  50.1/68.9  50.0/56.3 56.1/57.2 56.5/71.7
SBI 53.4/60.8 56.9/50.8 58.4/56.2 83.4/90.2 73.1/95.6  59.2/70.9 56.2/742  51.2/564 = 61.3/72.3 52.3/87.9 60.5/71.5
DIRE 94.7/99.7  92.6/99.6  94.6/99.7  94.6/99.5  94.3/99.1  94.6/99.7 94.6/99.8  89.5/99.5  94.6/99.7 92.1/98.0 93.6/99.4
NPR 88.7/99.1  99.9/100  91.2/99.7  100/100  92.3/100  94.5/100  96.3/98.2  94.4/99.8  83.2/97.8 82.1/98.1 92.3/99.3
LaRE? 08.4/99.6  92.3/98.4  96.5/99.4  86.4/92.1 95.4/989  89.9/98.2 91.2/99.2  84.4/90.5  72.2/93.6 76.3/88.2 88.3/95.8
FatFormer 08.3/99.8  91.2/98.2  95.2/99.4  96.6/99.1 94.5/99.2 93.2/98.6  99.1/100 78.6/88.2  82.1/90.3 72.6/85.5 90.1/95.8
F3Net* 91.2/97.8 90.7/98.5 89.9/99.2  98.1/100  92.3/97.2  81.1/904  92.4/97.3  78.1/86.2  73.6/82.2 75.9/81.1 86.3/92.9
Patchfor.* 94.1/99.8  72.9/98.2  95.2/99.4  97.2/100  94.2/100  74.5/90.2  95.4/100 85.2/98.2  65.4/82.3 53.2/88.6 83.7/95.7
CNNDet.* 08.8/99.9  98.5/99.9  99.1/99.9  97.9/99.8  99.1/99.9  80.4/93.5 78.8/94.6  94.5/98.5  80.3/94.0 53.4/58.1 88.1/93.8
DNF (Ours)  100/100  99.7/100 100/100 100/100 100/100 100/100  99.8/100 100/100 99.9/100 98.9/99.9 99.8/99.9

3.3 Feature Fusion

Feature fusion serves as a pivotal step in transforming the esti-
mated noise sequence & = {e; }; ' € RYV*H*W>into an image
representation & € R *#>WX*C for training generated image clas-
sifiers. This process aims to seek a fusion operation g : £ — & while
preserving dimensional consistency with the original images a. The
transformation needs to carefully handle both changes over time in
the estimated noise and the preservation of important visual details,
which means combining information from different time steps while
keeping the overall image structure intact.

First Noise Strategy directly utilizes the initial estimated
noise eém) () as the feature representation. Since 6270) () is derived
directly from the original image @ and serves as a direct estimation of
its high-frequency details, it effectively encodes critical visual cues
essential for generated image detection.

& =g()=£0,::,:] =eo 7

However, this approach may neglect complementary information
contained in subsequent steps of the inverse diffusion process.

Mean Noise Strategy comprehensively leverages informa-
tion across the entire inverse diffusion process by computing tempo-
ral averaging over the estimated noise sequence £. During the inverse
diffusion process, the DM progressively transforms the data distribu-
tion p(a) toward a standard normal prior. Each noise estimate e;
captures the distinct distributional discrepancy between the current
state @+ and the target distribution p(@:—1|x+).
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Since the temporal aggregation operation captures the divergence be-
tween the data distribution and the target prior, & becomes a powerful
representation for detecting generated images.

Convolutional Strategy introduces a learnable transfor-
mation via 3D convolution Conv3D(E; ©) to achieve adaptive fu-
sion of spatiotemporal patterns in noise sequences. We connect this
convolutional layer before the classifier and train it end-to-end.

z =g(€;0®) = Conv3D(E; O), ©)

where the convolutional kernel ® operates across temporal, spatial,
and channel dimensions to enable joint modeling of evolving patterns
in the estimated noise sequence.

The selection of the three fusion strategies is driven by the trade-
off between computational efficiency and detection accuracy. We
evaluate their performance through extensive experiments to deter-
mine the optimal strategy under varying scenarios.

3.4 Classifier Training & Inference

Following the estimated noise sequence extraction f and feature fu-

sion g, the input image x is progressively transformed into its DNF

&, retaining identical spatial dimensions (H x W x C') to the original

input. This transformation is formally defined as:
gof s

r——— &,
Niitt s Dpre

10)

where Ngg denotes the architecture of the pre-trained diffusion
model, and D, represents the dataset used for its pretraining. The
composite operation g o f first extracts the noise sequence £ =
{e:}N-)" through f, then fuses it into & via g. Let A'c denote
the generated image classifier. The end-to-end inference pipeline in
Equation 11lintegrates both DNF extraction and classification stages,
where the output {0, 1} indicates whether @ is a generated image.

N(x) = Nc (g o f(z; Nairr)) — {0,1}. an

4 Experiments

In this section, we provide extensive experiments to demonstrate that
our method outperforms other baselines in terms of generated im-
age detection performance. Our experiments include baseline evalua-
tions, generalization evaluation (which cover both model and dataset
generalization), and perturbation robustness evaluation. Addition-
ally, we conduct ablation studies to investigate the impact of various
components on the effectiveness of our approach.

4.1 Experimental Setup

Datasets. To ensure a fair comparison with baselines, we conducted
our experiments on three widely used datasets, DiffusionForen-
sics [49], CNNSpot [48] and GenImage [55], which contain authen-
tic images from sources such as ImageNet [8], LSUN-Bedroom [52],
and CelebA [25], as well as images generated by various types of
generative models, e.g., GANs, DMs. These datasets are diverse and
large-scale to enable comprehensive evaluation of generated image
detection methods under real-world conditions. Concurrently, cross
symbols (1) are introduced in result tables to explicitly denote gener-
ator categories included in the training set.

Baselines. We select CNNDetection [48], SBI [41], PatchForen-
sics [4], F3Net [35], NPR [45], LaRE? [26], FatFormer [23] and
DIRE [49] as baselines, covering a range of approaches including im-
age post-processing, frequency domain analysis, image reconstruc-
tion, and DeepFake detection. In our experiments, we make every



Table 2. Generalization performance of DNF, DIRE, and CNNDetection across four training sets and five test sets

Method Training DF ImageNet Genlmage DF CelebA Total
Dataset ADMT SD-v1 SD-v1.4 SD-v1.5 Glide wukong SD-v2f Mid. DALL-E 2 IF Avg.
LSUN-B.  63.6/80.6  53.3/63.8 52.8/55.0 53.0/56.0  78.3/88.1 50.8/51.8 12.9/9.8 11.8/7.7 49.0/49.4 12.8/9.6 43.8/47.2
CNNDet ImageNet  71.6/79.8 51.0/51.2 41.3/40.9 40.6/40.5 60.5/63.4 45.9/48.9 37.0/41.6 48.4/49.1 54.2/52.2 36.5/41.2 48.7/50.9
: CelebA 51.0/58.8 52.6/68.0 51.1/50.3 52.9/57.5 50.5/50.0 53.1/57.1 78.4/69.9 73.6/67.7 54.2/52.2 53.6/53.9 57.1/58.5
CNNSpot  51.2/82.0 50.5/69.5 50.4/59.4 50.6/60.1 52.4/68.6 50.6/59.0 52.8/87.4 54.9/90.1 53.8/87.9 50.3/61.3 51.8/72.5
LSUN-B.  99.8/99.8  99.1/99.9 91.2/98.6 91.6/98.8  92.4/99.5 90.1/98.3 49.9/49.9  50.4/50.2 50.4/50.2 50.3/50.2 76.5/79.5
DIRE ImageNet ~ 99.8/99.9  98.2/99.9 95.4/99.7 96.3/99.9  67.2/73.1 52.8/63.8 50.0/50.0  50.0/50.0 50.0/50.0 50.0/50.0 71.0/73.6
CelebA 99.8/99.9  58.2/66.2 53.4/62.1 55.8/67.8  63.1/71.5 66.8/78.8 96.7/100 95.0/100 93.4/100 96.8/100 77.9/84.6
CNNSpot ~ 72.8/83.4  50.1/50.1 51.2/53.6 49.8/50.1  73.4/76.8  58.6/61.2 50.1/50.2  58.2/62.9 67.2/75.3 52.1/53.3 58.4/61.7
LSUN-B.  98.0/100 96.3/100 98.6/99.9 98.6/99.9 99.9/100 99.7/100 75.5/99.8  97.5/99.9 100/100 100/100 96.4/99.9
DNF (Ours) ImageNet 100/100 98.9/99.9 100/100 100/100 100/100 100/100 98.7/100 99.0/100 100/100 100/100 99.9/99.9
CelebA 100/100 98.9/100 99.7/99.9 99.8/100  99.7/99.9 99.8/100 100/100 100/100 100/100 100/100 99.7/99.9
CNNSpot  86.9/100 77.7/100 77.5/99.1 77.8/99.1 79.2/96.6 80.3/98.7 60.6/99.1 86.1/99.7 85.0/99.7 75.8/99.6 78.7/99.5
Method Training DF LSUN-Bedroom Total
Dataset ADMT DDPM iDDPMT LDM PNDMT SD-v2 VQ-D  DALL-E2 IF Mid. Avg.
LSUN-B.  98.8/99.9  98.5/99.9 99.1/99.9 97.9/99.8  99.1/99.9 80.4/93.5 78.8/94.6  94.5/98.5 80.3/94.0 53.4/58.1 88.1/93.8
CNNDet ImageNet  72.4/74.1 71.2/65.7 76.8/80.8 64.0/60.1 76.7/85.8 67.4/61.3 78.4/93.1 77.2/80.4 72.1/69.1 70.1/73.8 72.6/81.8
: CelebA 55.1/63.3 49.1/48.3 51.9/69.0 56.6/64.8 45.9/34.0 83.7/92.9 52.1/60.9 50.0/51.3 55.1/69.0 50.9/60.3 55.0/61.4
CNNSpot  50.1/63.5 50.2/79.4 50.2/78.0 50.1/61.4 50.1/60.3 50.8/80.7 50.1/70.8 52.8/87.4 51.3/79.9 50.9/58.5 50.6/71.9
LSUN-B.  94.7/99.7  92.6/99.6 94.6/99.7 94.6/99.5  94.3/99.1 94.6/99.7 94.6/99.8  89.5/99.5 94.6/99.7 82.1/98.0 92.6/99.4
DIRE ImageNet  60.2/91.3 54.9/86.8 60.3/91.7 57.9/89.1  57.6/79.6  58.9/90.5 57.5/94.0  40.6/64.2 47.6/66.1 28.2/61.3 52.3/81.5
CelebA 67.8/82.7  62.6/62.9 62.4/67.1 75.3/97.9  57.4/68.0  74.3/93.0  75.2/95.0 = 67.1/93.7 78.3/97.0 54.8/39.9 67.5/79.7
CNNSpot ~ 74.8/86.9  72.3/86.3 65.4/81.3 66.1/75.2  52.1/56.8  50.1/52.1 55.4/589  72.9/78.3 53.6/65.2 61.3/64.9 62.4/70.6
LSUN-B. 100/100 99.7/100 100/100 100/100 100/100 100/100 99.8/100 100/100 99.9/100 98.9/99.9 99.8/99.9
DNF (Ours) ImageNet 100/100 100/100 100/100 99.9/100 100/100 100/100 100/100 100/100 98.8/99.2 100/100 99.9/99.9
CelebA 100/100 99.2/100 100/100 99.2/99.9 100/100 100/100 100/100 98.6/99.9 100/100 98.1/99.3 99.5/99.9
CNNSpot  99.7/99.7  97.7/99.7 99.9/99.7 99.9/99.7  97.7/99.7 82.6/99.5 99.9/99.7  90.9/99.6 97.5/99.7 99.7/99.7 96.5/99.7
Method Training CNNSpot Total
Dataset ProGANT  StyleGAN  StyleGAN2  StarGAN3  BigGAN  CycleGAN  GuaGAN StarGAN ProjGAN  Diff-ProjGAN Avg.
LSUN-B.  68.6/89.7  71.1/88.5 65.8/83.2 97.9/99.8  58.3/89.7  54.9/60.3 64.8/74.4  75.5/86.1 74.1/91.4 68.3/88.6 69.9/85.2
CNNDet ImageNet 84.4/92.8 82.8/88.8 84.3/89.2 50.1/61.4 80.3/86.4 57.4/53.9 75.3/84.1 94.5/98.8 63.3/62.2 59.2/56.8 73.2/77.4
) CelebA 50.3/51.6 54.3/62.2 53.7/70.4 97.9/99.8 51.1/53.2 50.0/48.4 52.3/59.3 50.0/44.0 51.8/52.8 52.4/55.3 56.4/59.7
CNNSpot 100/100 73.4/98.5 68.4/97.9 50.1/61.4 59.0/88.2 80.7/96.8 79.2/98.1 80.9/95.4 52.8/90.0 52.0/88.3 69.7/91.5
LSUN-B.  52.8/58.8  51.1/56.7 51.7/58.0 84.6/99.6  49.7/46.9  49.6/50.1 51.3/47.4  47.8/40.7 84.6/99.6 84.6/99.5 60.8/65.7
DIRE ImageNet  51.6/56.2  52.3/58.9 50.1/50.3 67.5/78.9  66.9/73.2  53.3/60.1 51.2/65.8  88.2/95.7 56.2/62.1 54.9/60.2 59.2/66.1
CelebA 62.1/75.2 66.3/69.3 50.1/56.2 53.2/62.1 52.1/53.2 56.8/52.1 51.3/56.3 52.1/56.3 63.2/71.2 66.6/73.2 57.4/62.5
CNNSpot  95.2/99.3 82.5/93.2 74.8/88.9 82.1/91.2 72.1/78.9 72.9/80.1 65.8/73.5 96.7/99.6 67.2/76.9 67.8/76.8 77.7/85.8
LSUN-B.  99.9/100 99.3/100 97.8/100 99.3/100 100/100 100/100 100/100 100/100 99.9/100 99.9/100 99.6/100
DNF (Ours) ImageNet 100/100 98.6/99.7 99.9/100 99.9/100 100/100 100/100 99.9/100 100/100 100/100 100/100 99.8/99.9
CelebA 100/100 100/100 99.8/100 100/100 99.9/100 100/100 98.3/100 100/100 100/100 100/100 99.8/100
CNNSpot 100/100 99.6/100 97.2/100 97.7/99.7 90.5/100 78.8/100 85.5/100 100/100 99.8/99.7 99.8/99.7 94.9/99.9

effort to use the open-source code and models provided by their au-
thors. We re-train these methods on our training dataset to ensure
optimal performance. The re-trained approaches are denoted with an
asterisk (*) in the experimental results.

Training Details. Before training, we preprocess the images follow-
ing the widely adopted training settings used in CNNDetection and
DIRE for training our ResNet50 classifier. First, all images are re-
sized to a uniform size of 256x256. During training, we apply a ran-
dom vertical flip to each image with a probability of 30%. We use
the Adam optimizer [21] with parameters 51 = 0.9, B2 = 0.999, a
batch size of 64, and an initial learning rate of 10~%. The learning
rate is reduced by a factor of 10 if the validation accuracy does not
increase by 0.1% after 5 epochs, and training is terminated when the
learning rate reaches 10~°.

Metrics. We primarily evaluate our model using two metrics: Accu-
racy and Average Precision (AP). These are two commonly used and
effective metrics in generated image detection [48, 49]. In the tables,
we report the results in terms of Accuracy / AP.

4.2 Baseline Comparison

We conduct a rigorous benchmark evaluation of the DNF classifier
against detection baselines on the DiffusionForensics [49]. To en-

sure fair comparison, we made every effort to utilize official im-
plementations and pretrained models for baseline methods during
testing. Furthermore, we retrained CNNDetection [48], Patchforen-
sics [4], and F3Net [10] with the same settings as the DNF classifier
to demonstrate DNF classifier’s superior performance compared to
these methods when using the same dataset. Comprehensive evalua-
tion results are summarized in Table 1.

Our experiments reveal some critical findings. Detection base-
lines including CNNDetection, PatchForensics, and SBI [41] exhibit
fundamental limitations in identifying DM-generated content. While
achieving high accuracy on GAN-generated images [48], these meth-
ods suffer severe performance degradation when tested against gen-
erators outside the training set, with accuracy plunging to 55.8% and
AP dropping to 71.7%.

After retraining CNNDetection, F3Net, and Patchforensics on the
LSUN-Bedroom Split of DiffusionForensics, we found that these
methods indeed exhibit good detection performance for images gen-
erated by DMs, achieving average accuracy of 86.0% and average
AP of 94.1%. However, this detection performance seems to not gen-
eralize to generator unseen during training. While achieving average
accuracy of 94.8% and average AP of 99.2% on seen generators, they
only achieve average accuracy of 82.2% and average AP of 91.9% on
generators not in training datasets.

The most outstanding baselines is DIRE, reaching accuracy of
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Figure 2. Robustness of DNF and baseline methods to Gaussian blur and JPEG compression.

Table 3. Robustness of DNF to image crop, resize and rotation.

Perturbation ADM iDDPM LDM SD v2

None 100/100 100/100 100/100 100/100
Crop 64 92.1/98.7 91.7/98.8  93.4/99.8  87.2/88.2
Crop 224 99.9/100 100/100 100/100 100/100
Resize 128 98.2/99.6  99.9/100  95.2/99.9 100/100
Resize 1024 99.8/100 99.9/100 100/100 99.9/100
Rotation 7 /2 100/100 99.9/100 99.9/100 100/100
Rotation 99.9/100 99.7/100 100/100 99.8/100

92.6% and average AP of 99.4%, and it can generalize detection ca-
pability to the vast majority of generators. Our method, the detector
trained on DNF achieves remarkably impressive performance, sur-
passing all previous methods on this dataset, achieving 99.8% accu-
racy and 99.9% average AP.

4.3  Generalization Capability

In generalization capability evaluation, we selected the best-
performing CNNDetection [48] after retraining and the overall best-
performing DIRE [49] to conduct a generalization evaluation ex-
periment with our DNF. In this experiment, each method will be
retrained on three training splits of DiffusionForensics [49] and
CNNSpot [48] and tested on five test set from DiffusionForensics,
CNNSpot and Genlmage [55] to assess the methods’ cross-dataset
and cross-generator generalization capabilities. The evaluation re-
sults across multiple datasets can be found in the Table 2. To address
overlapping generator categories (e.g., Midjourney, ADM, VQDM,
BigGAN) between Genlmage and other datasets, we systematically
consolidate redundant results into non-Genlmage benchmark splits
for streamlined presentation.

4.3.1 Cross-dataset Generalization

When the training and testing datasets contain similar image content,
all three methods perform excellently. Taking DIRE as an example,
the DIRE detector trained on the LSUN-Bedroom Split or CelebA
Split achieves accuracies of 92.6% and 95.4%, respectively, on the

corresponding test sets. However, when the test set contains differ-
ent content, the performance of the baseline methods drops signif-
icantly. Specifically, the accuracy of DIRE in cross-validation be-
tween LSUN-Bedroom Split and CelebA Split drops to 50.2% and
67.5%, respectively. In contrast, DNF exhibits excellent cross-dataset
generalization by capturing the universal gap between real and gener-
ated images. It achieves an average accuracy of 96.2% and an average
AP of 99.8% in cross-dataset validation.

4.3.2 Cross-generator Generalization

Another important metric for evaluating generated image detection
is the ability to detect images generated by unknown generators not
included in the training set. CNNDetection trained on CNNSpot can
detect images generated by ProGAN [16] with 100% accuracy, but
when detecting other generators such as StyleGAN [17], the accu-
racy drops to 66.3%. DIRE trained on the ImageNet Split achieves
a 99.8% accuracy in detecting images generated by ADM [9], and
96.6% accuracy in Stable Diffusions, but when detecting images
from other generators, e.g., Glide, wukong, it only achieves an 60.0%
accuracy. Meanwhile, DNF achieves detection accuracies for unseen
generators of 96.2%, 99.8%, 99.6%, and 78.7% across these three
test sets. Crucially, according to the comprehensive result in supple-
mentary material, DNF can even generalize between generators with
different principles.

4.4 Perturbation Robustness

When images are shared on social networks, they often undergo per-
turbations such as Gaussian blur or JPEG compression, resulting in
the loss of image details. This loss significantly impacts the perfor-
mance of generated image detection. We designed robustness exper-
iments to evaluate the robustness of various methods under such per-
turbations. We applied varying degrees of perturbation to the images,
including Gaussian blur with ¢ € {0, 1, 2, 3} and JPEG compres-
sion with Quality € {100, 65, 30}, to explore the performance fluc-
tuations of different methods as perturbation intensity increases. In
Figure 2, as the perturbation intensifies, the detailed information in
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Figure 3. Visualization of a sequence of estimated noises generated by a diffusion model in the inverse diffusion process.

Table 4. Ablation studies on the impact of diffusion model Ngis under different model architectures A" and pretraining datasets Dpre.

Diffusion Pretrain DF LSUN-Bedroom Total
Model N Data Dpe ~ ADMT DDPM  iDDPMT LDM PNDMT SD-v2 VQ-D  DALL-E2 IF Midjourney Avg.
DDIM LSUN-B.  100/100  99.7/100  100/100  100/100  100/100  100/100  99.8/100  100/100  99.9/100  98.9/99.9  99.8/99.9
ImageNet  100/100  99.2/100  100/100  100/100  100/100  99.6/99.9  100/100  100/100  99.6/100 100/100 99.8/99.9
ADM LSUN-B.  100/100  100/100  100/100  99.8/100  100/100  99.1/100  100/100  98.9/99.4  100/100  99.2/99.9  99.7/99.9
ImageNet  100/100  100/100  100/100  97.2/98.9  100/100  99.2/99.9  100/100  99.8/100  99.7/100 100/100 99.5/99.8

Table 5. Ablation studies on impact of feature fusion g.

Method ADM iDDPM LDM StyleGAN SD-v1 Avg.

FIRST 100/100 100/100 100/100 99.3/100  96.3/100  99.1/100
MEAN 98.2/99.9  99.1/7100  97.5/100  98.2/99.9  98.2/100  98.2/99.9
CONV 100/100 100/100  99.7/99.9  99.6/99.9 100/100  99.8/99.9

Table 6. Ablation study on the impact of different image storage formats.

Original PNG JPEG
Original 98.6/99.9 93.1/98.2 95.7/99.7
PNG 96.4/99.9 98.9/99.9 94.3/99.7
JPEG 94.3/99.6 86.9/92.5 96.1/99.9

the images becomes less distinct, making detection more challeng-
ing. DNF, with its inherent ability to enhance image details, ensures
that even weakened details remain effective for image generation de-
tection. As a result, DNF showed minimal performance degradation,
consistently achieving detection accuracy above 99.2%.

Additionally, we assessed the robustness of our method against
disturbances such as resizing, cropping, and rotation to evaluate their
impact on DNF’s performance. We present the results in Table 3.
Since these transformations are common both in image transmis-
sion and data augmentation, they did not significantly degrade most
methods’ performance. However, excessive cropping of image con-
tent caused a noticeable performance drop in DNF.

4.5 Ablation Studies

Impact of DM. Algorithm 1 requires a pre-trained DM Nt to gen-
erate estimate noise. Different DM structures [43, 9] and pre-training
datasets [25, 8] may affect the final DNF. To investigate this impact,
we design experiments, and the results are presented in Table 4. We
observed that DM N with different structures A or pre-training on
different datasets Dy does not significantly impact the DNF. How-
ever, based on the design principles of DNF and issues observed in
the experiments, we emphasize that Ny should be pre-trained until
it sufficiently converges to capture high-frequency details in the im-
ages. Inadequate pre-training of the Ny results in a homogeneous
pure noise output, which fails to reflect the gap between different
data distributions.

Impact of Fusion Strategy. How the estimated noise sequence {¢; }
is processed fundamentally impacts the performance of the DNF. In
this study, we investigate the effect of different feature fusion strate-
gies g on DNF performance. The experimental results are presented
in Table 4.3. Notably, the MEAN strategy shows a slight performance
drop compared to FIRST. In Figure 3, we visualize an estimated
noise sequence, where later estimates are closer to pure noise. The
simple averaging in the MEAN strategy may introduce unnecessary
interference. The CONV strategy achieves the best performance, as
convolution better captures the varying features throughout the se-
quence. Additionally, although FIRST performs slightly worse, it
offers superior overall inference speed due to requiring fewer com-
putations to estimate the noise.

Impact of Image Format. Prior research [13] has demonstrated that
image storage formats may introduce unintended biases to classi-
fiers. In our format-ablation experiments, we trained classifiers on
LSUN-Bedroom splits saved as either JPEG or PNG and evaluated
them on ImageNet and CelebA. We observed that matching train/test
formats improved accuracy, confirming that image formats introduce
bias. To mitigate this, we standardized training data by converting all
originals to PNG before DNF generation, while leaving test images
in their native formats. Despite format variations, our classifier main-
tained strong performance, indicating minimal format-induced bias.
The preprocessing strategy effectively decouples data format from
authenticity, ensuring fair evaluation.

5 Conclusion

In this paper, for the first time, we leverage estimated noises in the in-
verse diffusion process to design a novel image representation, DNF,
specifically for detecting generated images. The classifiers trained
on DNF exhibit significantly improved detection performance, en-
hanced generalization, and greater robustness to perturbations, sur-
passing baseline methods. Our approach provides a more effective
solution for identifying generated images. We believe our method
can serve as a valuable contribution to addressing the emerging risks
associated with generated images, enabling more proactive and effi-
cient safeguards in practical applications.
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A Discussion
A.l1 Frequency Analysis of DNF

From a frequency-domain perspective, DNF amplifies the gap be-
tween real and generated images. We demonstrate this by visualizing
the frequency-domain features of images from different sources. In
the frequency-domain analysis, we randomly selected 1,000 images
generated by each type of generator, all depicting the "Bedroom"
scene, and applied Fourier Transform to them. We then computed
the mean of the transformed images and visualized the results in Fig-
ure 4. This approach allows us to capture and compare the global
spectral patterns introduced by different generative models.

Our findings reveal significant differences in the frequency do-
mains of DNF across different data sources, with a clear distinction
between real and generated images. The frequency components of
real images are more evenly distributed and natural, while those of
generated images exhibit periodic artifacts. This result provides an
additional explanation for the strong performance of DNF, highlight-
ing its ability to distinguish between real and generated images based
on their frequency-domain characteristics. These observations con-
firm that frequency-domain cues, though often overlooked, can serve
as reliable signals for detecting generative artifacts.

A.2 High-Dimensional Representation Visualization

We used t-SNE [47] to visualize the high-dimensional representa-
tions learned by the classifier, thereby demonstrating the superior-
ity of DNF as a classification feature. As shown in Table 5, in the
binary classification task between real and generated images, the
high-dimensional latent representations of real and generated sam-
ples were clearly separated. This indicates that DNF effectively cap-
tures distinguishing features between these two classes. In the multi-
class data source classification task, we observed that samples from
different data sources were also clearly distinguishable, which can
be attributed to the unique features exhibited by DNF across various
data sources. This result further highlights the capability of DNF to
differentiate images from diverse origins.

In contrast, features generated by other methods [48, 49] for clas-
sification were only able to roughly separate real and fake samples,
failing to achieve the same level of distinction. This visualization

Table 7. The dataset composition of CNNSpot.

Category Generator Image Source # Images
ProGAN LSUN 8.0k
Unconditional GAN  StyleGAN LSUN 12.0k
BigGAN ImageNet 8.0k
CycleGAN  Style/Object tansfer 2.6k
Conditional GAN StarGAN CelebA 4.0k
GauGAN COCO 10.0k

Table 8. The dataset composition of DiffusionForensics.

Image Source Category Generator # Images
Real None 4.2k

ADM 4.2k

Unconditional DDPM 4.2k

iDDPM 4.2k

PNDM 4.2k

LSUN-Bedroom LDM 42K
SD-v1 4.2k

SD-v2 4.2k

Text2Image VQ-Diffusion 4.2k

IF 1.0k

DALL-E 2 0.5k

Midjourney 0.1k

Real None 5.0k

ImageNet Unconditional ~ADM 5.0k
Text2Image SD-vl1 5.0k

Real None 4.2k

CelebA SD-v2 4.2k
Tex21 IF 1.0k

CXISMARE  DALLE?2 0.5k

Midjourney 0.1k

provides strong evidence of the effectiveness of DNF in distinguish-
ing between different types of images and data sources.

B Experimental Setup Details
B.1 Dataset

We will introduce the three datasets used in our experiments,
CNNSpot [48], DiffusionForensics [49] and GenImage [55]. These
are widely recognized datasets in generated image detection.

CNNSpot is a comprehensive dataset that features a multitude
of images generated by various CNN-based architectures, predom-
inantly GANSs. It encompasses three leading unconditional GANs:
ProGAN [16], StyleGAN [17, 18, 19], and BigGAN [2], each
trained on either the LSUN or ImageNet datasets. These models ex-
hibit distinct network structures and training methodologies. Pro-
GAN and StyleGAN are designed to handle different categories,
with StyleGAN incorporating substantial per-pixel noise to en-
hance high-frequency details. BigGAN, on the other hand, adopts
a unified, class-conditional framework, is optimized with very large
batch sizes, and incorporates self-attention mechanisms. Addition-
ally, CNNSpot includes three conditional GANs: GauGAN [31], a
state-of-the-art image-to-image translation tool; CycleGAN [54], a
popular method for unpaired image translation; and StarGAN [6],
another well-regarded approach for similar tasks.
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DiffusionForensics is a collection of images generated by a va-
riety of diffusion models, including ADM [9], DDPM [15], iD-
DPM [30], PNDM [24], LDM [38], Stable Diffusions [38], VQ-
Diffusion [14], IF [39], DALL-E 2 [36] and Midjourney [27], de-
signed for comprehensive experimentation. They can be broadly cat-
egorized into three splits based on their source: the LSUN-Bedroom,
the ImageNet dataset, and the CelebA.

GenlImage is a comprehensive dataset comprising 1.3 million im-
ages, generated using the latest state-of-the-art Diffusion and GAN
models. This collection matches the number of real images in Im-
ageNet, leveraging 1000 class labels from the dataset. The aim of

e  CelebA Fake +  ImageNet Fake LSUN Fake

t-SNE visualization of DNF, DIRE, CNNDetection features, and original images.

Genlmage is to tackle the challenge of detecting synthetic images
produced by current top-tier generators. To achieve this, it employs
eight distinct generative models, including BigGAN, GLIDE [29],
VQDM, Stable Diffusion v1.4, Stable Diffusion v1.5, ADM, Mid-
journey, and Wukong [51].

B.2 Baselines

We will introduce baselines in our experiments, CNNDetection [48],
SBI [41], Patchforensics [4], F3Net [35], and DIRE [49].
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Table 9. The test dataset composition of GenImage.

Image Source  Category Generator # Images
Real None 5.0k

. BigGAN 6.0k

Unconditional ADM 6.0k

ImageNet SD-v1.4 6.0k
SD-v1.5 8.0k

VQ-Diffusion 6.0k

Tex2Image G pg 6.0k

wukong 6.0k

Midjourney 6.0k

CNNDetection introduced a detection model trained to distin-
guish images generated by CNN-base models. However, this model
exhibits strong generalization ability, meaning it can effectively de-
tect images generated by various CNN models, not just the one it was
trained on.

SBI is a method applied for DeepFake detection. It trains a uni-
versal generated image detector by blending fake source images with
target images derived from a single original image. This approach en-
ables the detector to learn and recognize synthetic images, regardless
of the specific source or target images used in the blending process.

Patchforensics utilizes a patch-wise classifier, which has been re-
ported to outperform simple classifiers in detecting fake images. In-
stead of analyzing entire images, Patchforensics focuses on exam-
ining smaller patches within an image to identify inconsistencies or
anomalies that indicate image manipulation or forgery.

F3Net emphasizes the significance of frequency information in
detecting generated images. By analyzing the frequency components
of an image, F3Net can identify discrepancies or irregularities that
are indicative of image tampering or generation.

DIRE utilizes diffusion models to reconstruct images and uses the
difference between the original image and the reconstructed image as
the feature for classification. By comparing the differences between
the features of real images and generated images, excellent perfor-
mance in generated image detection can be achieved.

C Overview

The overall DNF workflow is illustrated in Figure 6 to provide read-
ers with a clearer understanding of our method.



