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Abstract. We introduce Abstract Lipschitz Continuity (ALC), an ex-
tensional (i.e., input/output) property that ensures proportionally bound-
ed differences in the semantic approximations of the output of a func-
tion (e.g., a program semantics) when the semantic approzimations of
the input differ slightly. ALC explicitly discerns between two comple-
mentary notions of approximation: quantitative differences, expressed via
pre-metrics, and qualitative (or semantic) differences, captured through
upper closure operators. This explicit separation of approximations has
two main advantages. First, it enables ALC to be related to other im-
portant extensional program properties, including partial abstract non-
interference in language-based security, partial completeness in abstract
interpretation, and abstract robustness in machine learning. Second,
ALC enables reasoning about its validity for programs through inductive
reasoning on their syntax and on the chosen semantic abstractions. To
this end, we propose a sound deductive system, parameterized by the
quantitative and semantic approximations of interest, for proving ALC
of programs. This proof system makes explicit the assumptions required
for ALC, thereby ensuring a compositional proof approach.

Keywords: Abstract Lipschitz Continuity, Abstract Interpretation, Partial Ab-
stract Non-Interference, Partial Completeness, Abstract Robustness

1 Introduction

Lipschitz continuity (LC) is a fundamental property in calculus and computa-
tional analysis, providing a strong guarantee: A Lipschitz continuous function is
one whose output changes at most linearly with respect to changes in its input.
Its utility is wide-ranging, serving as a cornerstone for convergence guarantees in
optimization [46] and a key tool for analyzing robustness and stability in machine
learning and program analysis, particularly in adversarial settings [21,30,31,56].
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When reasoning about software programs, LC provides an essential measure of
program robustness for code operating on uncertain input [10,11,12].

The standard definition of LC elegantly captures variations through metrics
or other weaker forms of distances on the raw input and output spaces. In this
work, we argue that making the semantic dimension of data explicit provides
a natural and complementary perspective. Indeed, in complex systems such as
machine learning models or programs, small changes in the syntactic representa-
tion of data (e.g., quantitative differences such as raw bit flips) may correspond
to negligible or irrelevant semantic differences. By reasoning directly in terms of
semantic properties, we can capture robustness and stability in a way that more
closely aligns with the intended behavior of such systems. This enriched view
of LC opens new possibilities for applications in areas ranging from program
verification [16,25,52,53] to machine learning robustness [1,26,32].

For instance, in the context of security, there are several areas of application,
such as code/SQL injection or file integrity, that motivate such explicit discrim-
ination between quantitative and semantic properties of data. More concretely,
SQL injection vulnerabilities arise from an unchecked interaction between un-
trusted input and the execution of a SQL query, allowing an attacker to execute
arbitrary queries on the database. A trivial example is given on the left of Fig. 1
where the attacker is able to dump the whole users table by injecting the value
"3 OR 1 = 1" in the (unsanitized) input argv[0], forcing the query g condition
into a tautology. In such a scenario, we could require that strings with a sim-
ilar number of boolean operators do not yield a difference in the number of
selected tuples. In other words, we aim at checking the distance between prop-
erties of inputs and outputs, rather than between concrete values. As another
example, consider the scenario of malware detection, where detection tools typi-
cally aim to locate malicious patterns (e.g., signatures or byte sequences) in the
files under inspection, or identify pattern presence to pinpoint potential mal-
ware infections in the files. A simple example is given by the code on the right
of Fig. 1, which counts the occurrences of “a”, e.g., representing a malicious pat-
tern, in a file. In this context, we could be interested in an integrity check: small
changes in file dimension yield proportionally small changes in “a” (the pattern)
count range, consistent with controlled, non-malicious file modifications. Dually,
a small change in file dimension that yields a large change in the number of pat-
terns, potentially out of the allowed range, may indicate a malicious infection in
the file. Thus, we again need to compare distances between properties of data,
rather than distances of data. Ordinary LC does not suit these scenarios, as dis-
tance metrics (e.g., the Levenshtein string distance) can only model quantitative
data variations. One could define a tailored distance function that operates di-
rectly on semantic properties; however, this approach would embed the semantic
abstraction within the distance calculation itself, making the resulting property
less comparable with other established notions in the literature.

We introduce Abstract Lipschitz Continuity (ALC for short), a novel prop-
erty that generalizes the notion of LC to the semantic domain (Sec. 3). ALC
formally ensures that differences in the semantic approximations of inputs lead
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<?php int count-a(FILE *F) {
int ¢, nc = H
$id = $argv[0]; while ((c=fgetc(F)) != EOF) {
$q = "SELECT * FROM users WHERE id = $id;"; if (c == ’a’) nc++;
$result = pg_query($conn, $q); ¥

return nc;
7> ¥

Fig. 1: Example of SQL injection (left) and counting pattern program (right).

to proportionally bounded differences in the semantic approzimations of outputs.
In other words, ALC represents a generalized continuity-like requirement that
explicitly incorporates semantic approximations of input and output spaces.

Our formalization is grounded in the theory of abstract interpretation [14,15].
We thus model semantic (or qualitative) approximations using upper closure op-
erators, which effectively abstract concrete values (such as a string) to sets of
values sharing a common property (e.g., all strings having the same length). ALC
is defined by combining these semantic approximations with quantitative approx-
imations via a distance function over a pre-metric space. Unlike the definition of
LC, the definition of ALC is parametrized by these two forms of approximations.

Thanks to this explicit and parametrized distinction of approximations, we
establish a formal correlation between ALC in the context of program semantics,
and other foundational program properties (Sec. 4). We show how ALC relates
to (partial) completeness [5,9,27] in abstract interpretation, a property essential
for bounding imprecision in static analysis. By connecting quantitative stabil-
ity to qualitative precision, we provide new insights into the interplay between
these domains. For instance, we prove that, by fixing a program semantics of
interest, any ALC program admits a complete best correct approximation over
the abstract domain corresponding to the semantic approximation, when the
chosen distance satisfies a structural property. Similarly, we demonstrate the
utility of ALC in machine learning by relating it to (abstract) robustness [26,36],
where ALC provides a stronger, quantified measure of semantic stability, gen-
eralizing simple qualitative robustness guarantees, but also in language-based
security by relating ALC to (partial) abstract non-interference [8,25]. Overall,
these results demonstrate that ALC is a stronger quantitative program prop-
erty than the notions considered above. Properties such as abstract robustness
are weaker as they can capture quantitative behaviors beyond those enforced
by continuity-like properties; conversely, ALC excludes functions that satisfy
quantitative constraints only in a weaker, non-continuous sense.

Finally, we propose a novel sound deductive system for verifying ALC for
programs through inductive reasoning on their syntax (Sec. 5). Our system is
parametric with respect to the chosen input and output semantic approximations
and distance functions. It is designed to make explicit the assumptions required
for ALC, thereby ensuring a compositional proof approach.

Related Work. We formally discuss the relationship between ALC and (partial)
abstract non-interference [8,28,25] or approximate non-interference [48], (par-
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def

Stm > cu=skip |z :=a | b? [P1; P2]le = [P2] o[P1]c
Prog>P:u=c|P;P|P®P|P* [P1 ® P2]c = [Pi]c V [Pa]c
a € AExp, z € X, b € BExp [P*Tc= V{[P]"c| n € N}

Fig.2: Syntax (left) and semantics (right) of Prog.

tial) completeness [5,9,27], and (abstract) robustness [26,36] in Sec. 4. The idea
of software doping, technically introduced in [17], looks for a similar effect as
ALC with the aim to detect intentionally developed ill-programs. The authors
propose a Lipschitz-style condition for defining software doping which is tailored
to the Hausdorff lifting. This is then further generalized via a functional modu-
lus of continuity. Their work, like ours, discerns a property of interest, expressed
through the Hausdorff lifting, while, in our approach, we are discerning a seman-
tic property that can be formalized as a closure operator (or Galois connection).
Other potential related works are cited in Sec. 6, since a better understanding
of the relation with ALC deserves further research.

Our deductive system for verifying ALC in Sec. 5 generalizes and extends the
one proposed by Chaudhuri et al. [11,12] for proving program robustness [26].
Specifically, when the semantic approximations are the identity function (namely,
no semantic approximation is involved), our system recovers (an extension, due
to the corresponding (star) rule, of) the deductive system in [11].

2 Background

In the following, we introduce the relevant background on programs, as well as
approximations for simplifying reasoning about properties of their semantics.

2.1 Program Syntax and Semantics

We consider programs written in the language Prog of regular commands [4,47],
which encompasses deterministic as well as non-deterministic and probabilistic
computations. The syntax of Prog is on the left of Fig. 2, where & denotes non-
deterministic choice and * is the Kleene closure. For our purposes, we instantiate
the basic commands ¢ € Stm with skip, variable assignments, and Boolean tests.
We assume a standard grammar for arithmetic expressions in AExp and Boolean
expressions in BExp. Variables range from a denumerable set X while values
range from a denumerable set V (e.g., integer or natural numbers).

Suppose we have a semantics [c]: C — C for basic commands ¢ € Stm on
a complete lattice (C, =<, V, A, T, L), where =< is the partial order, V is the least
upper bound, A the greatest lower bound, T is the supremum of C and L
is the infimum of C. Then, the semantics for programs [-]: Prog = C — C is
inductively defined on program syntax as on the right of Fig 2.
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A notable instance of such concrete semantics is the collecting semantics,
central in abstract interpretation [14,15], expressing the set of all possible pro-
gram states that could occur at each program point. Formally, consider a com-
plete lattice (p(M), C,U,N, M, &) of program memories, where m € M maps vari-
ables to values, namely m: X — V. We can define a collecting big-step semantics
[P]: (M) — p(M) for a program P € Prog as the standard predicate transformer
semantics on sets of program memories (M), collecting all possible program
memories that reach the end of the program. Assume a big-step evaluation se-
mantics |}, for arithmetic expressions and |}, for Boolean expressions. Given
S € p(M), the semantics of basic commands is defined as:

[skip]S= S [z:=a]SZE{mz o] |meSAMY,v} [b[SE{mecS|mlptt}
The collecting semantics for basic commands is monotone by construction on the
powerset lattice of program memories, and so [P] is also monotone for any pro-
gram in Prog. We will extensively use this semantics in the examples of Sec. 4, 5.

2.2 Abstractions and Distances

In program analysis approximations are fundamental for simplifying reasoning
while preserving essential properties. Following [8], we consider qualitative or se-
mantic approximations, formalized by upper closure operators, and quantitative
approximations, formalized by pre-metrics. Their combination yields a general
approximation parametrized by both an abstraction and a distance.

Semantic Approximations via Upper Closure Operators. Qualitative or
semantic approximations preserve certain semantic properties of the approxi-
mated data. Semantics approximations are at the hearth of abstract interpre-
tation for approximating computations by evaluating functions (e.g., program
semantics) over an abstract domain—a partially ordered set (poset, for short)—
(A, <4) instead of the concrete domain (C, <¢). A (monotone) concretization
function «v: A — C relates abstract elements to their concrete counterparts,
preserving the (partial) ordering of information. When paired with a (mono-
tone) abstraction function a: ¢ — A such that a(c) <4 a & ¢ ¢ y(a), Va € A
and Ve € C, the pair forms a Galois Connection (GC) between the two domains.
A GC is a Galois Insertion (GI) when « oy = id, where id = \z. z.

Given a concrete domain (C, <¢), GIs can be equivalently formulated in terms
of upper closure operators [15] (ucos or closures, for short), namely a function
p: C — C with the following properties V¢, ¢/ € C: monotonicity (¢ <¢ ¢’ =
p(c) Zc p(c)), extensivity (¢ <¢ p(c)), idempotence (p(p(c)) = p(c)). Ucos are
uniquely determined by the set of their fixpoints: p(C) = {c € C | p(c) = c}.
For instance, the composition yoa is an uco of C'. In the following, we will often
write pf for the composition of any two functions p o f. The set of all ucos on
a poset C' is denoted by uco(C'). As an example, the closure Sign € uco(p(Z))
abstracts a set of integers by discarding all information except the sign of its
values, unless the set contains only the value 0. The closure is defined by the set
of fixpoints Sign(p(Z)) £ {2,{0},{z €Z | 2<0},{z€Z | z>0},Z}.



6 M. Campion et al.

pre- quasipseudo- quasisemi- semi- quasi- pseudo- metric

(if-identity) v v v v v v
(iff-identity) X X v v/ v X v
(symmetry) X X X v X v 4
triangle-inequality X X X
l l v v v v
Example 5'g"t 0c Osizs O, 0- [
Reference Ex. 5 Ex. 3 Ex. 2,6, 11

Fig. 3: Metrics and their weakenings.

Definition 1 (Semantic Approximation [8]). Given a poset (C, =¢) and an
uco p € uco(C), an element z € C is semantically approximated by p(z).

Ezample 1. Let Int € uco(p(Z)) be the interval abstraction [13|, mapping a set
of integers S € p(Z) to the smallest interval [I,u] = {i € Z | | < < u} such that
S C [l, u], where | € ZU {—o0}, u € ZU {400} and I < u. The set of integers
{0,1,4} can be semantically approximated by the interval [0,4] through Int.
Moreover, the set {{0,4}, {0,1,4}, {0,2,4}, {0,3,4}, {0,1,2,4}, {0,2,3,4}, {0,1,3,4},
{0,1,2,3,4}} contains all sets of integers S such that Int(S) = [0, 4]. |

Quantitative Approximations via Pre-Metrics. Quantitative approxima-
tions preserve closeness of the approximated data, here measured through a
distance function between elements of a poset. We model distance functions us-
ing (pre-)metrics. Let R® £ R U {oo} such that for all » € R, 7 < oo, and let
R>( be the restriction of R to values greater or equal to 0.

Definition 2 (Pre-Metric [9]). Given a non-empty set L, a pre-metric is a
binary function §: L x L — RSy satisfying the only aziom:

(if-identity) Vz,y € L.x =y = 0(z,y) =0.
The pair (L, 0) is called a pre-metric space.

We will occasionally use the subscript §p in cases where the set L may not
be immediately clear from the context. The same convention will be adopted for
orderings <. Pre-metrics are among the less restrictive formal notion of distances.
On the other hand, metrics could be considered as very restrictive formal notion
of distance, since they further satisfy the following axioms:

(iff-identity) z =y < o(z,y) = 0;
(symmetry) 6(z,y) = (y, z);
(triangle-inequality) 0(z,y) < §(z,2) + 0(z, y).
A classic example of metric is the Euclidean distance d,(z, y) £ |z —y|. Fig. 3
summarizes other distance notions lying between pre-metrics and metrics in

terms of the properties that they satisfy. The last two rows display the distance
symbol and the example in which the distance is defined and used for the first
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time. Understanding the type of distance function we are manipulating is essen-
tial for proving some implications between properties of programs (cf. Sec. 4).
From this point forward, whenever we say that a function ¢ is a distance, we
assume that it satisfies, at least, the axiom of a pre-metric.

Def. 2 is general enough to be instantiated with several practical notions of
distance proposed in the abstract interpretation literature (e.g., [5,33,34,49,54]).
The following examples illustrate two of these notions, used extensively through-
out the rest of the paper. For additional examples of pre-metrics and their appli-
cations in domains used within the context of program analysis, we refer to [9].

Ezample 2 (Size Distance). Consider the powerset p(L) of a set L. We write
size(S) for the number of elements in S € p(L). We define the size distance
8t 9(L)xp(L) — R, between two sets Sy, Sy € p(L) as follows: d,;, (51, S2) = 0
if S; = Sy, 8,,,(S1,52) = |size(Sy) — size(S))| otherwise where |oo — co| = oo.
In other words, ¢,;, calculates the absolute value of the difference in their size.
Note that ¢,,, is a pseudo-metric: two sets may have the same size yet being
different. In program analysis, J,,, could be used to count, for instance, the
number of spurious elements added by an abstract computation with respect
to the abstraction of a concrete computation. For instance, if [0,0] is the (in-
terval abstraction of the) strongest numerical invariant of a program variable z
at certain program point, while [0, 10] is the abstract invariant generated by an
abstract interpretation over Int, then ¢, ({0}, {0,1,...,10}) = 10 indicates that
the abstract interpretation added 10 more spurious values with respect to the
(interval abstraction of the) concrete execution. ]

Ezample 3 (Inclusion Distance). Given a poset (p(Z), C), we define the inclusion
distance 0. : p(Z) x p(Z) — N> such that 6-(S;, S2) = k with k € N if S; C Sy
and S, has k more elements than S;. For all other cases, the distance is oo.
For instance, &-({0,1,4},{0,1,4,10}) = 1 while 6-({0,1,4},{1,4,10}) = o0
because {0,1,4} € {1,4,10}. This is another distance, like d,;,, that could be
used in program analysis to count the number of spurious elements added by an
abstract computation with respect to the abstraction of the concrete execution.
Note that - may differ from ¢,;, even between comparable sets: 4 (Zs0,Z>0) =
1 # 00 = 4,;,(Z~0,Z>0). The pair (p(Z),d-) forms a quasi-metric space. It is
not a metric space because & does not satisfy (symmetry). ]

Definition 3 (Quantitative Approximation [8]). Given a pre-metric space
(C,0) and a fized constant e € R0, an element x € C' is quantitatively approx-
imated by any element y € C' such that §(z,y) < e.

Ezample 4. Continuing Ex. 1, we may approximate sets of integer numbers by
the size distance d,;, defined in Ex. 2. For instance, {0, 1,4} can be quantitatively
approximated by any set of integers whose maximum distance from it is at most
e = 1. Examples of such approximations include sets {0, 1} and {5,6,8,10}. =

Here, the admitted noise concerns elements that are “close”, according to the
chosen 9§, to the original one but that may share no semantic property.
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Combining Semantic and Quantitative Approximations. By combining
the two forms of approximation, we obtain a general approximation that incor-
porates a quantitative error within a qualitative abstraction. Given p € uco(C)
and a pre-metric space (C, ), we define the distance 6”: C' x C' — RZ, as

8°(z,y) = 6(p(z), p(y))

which calculates the distance between the semantic approximations of z and y.

Definition 4 (General Approximation [8]). Let (C, <) be a poset and (C, §)
be a pre-metric space, and let p € uco(C). An element x € C is semantically
approzimated with p and quantitatively approzimated up to € € RE, by 4, by any
element y € C such that 6°(z,y) < e. -

Ezample 5. By counsidering the interval abstraction Int € uco(p(Z)), we can
combine the two forms of approximation, namely §- and Int, into §": this new
distance calculates the number of more elements between two comparable inter-
val abstractions rather than considering the original input sets. Note that &
loses the (iff-identity) axiom as one interval might represent more than one set

in p(Z), thus (p(Z),8") forms a quasipseudo-metric space.
Continuing Ex. 3, the set {0,1,4} can be semantically and quantitatively
approximated by ™ and ¢ = 1 in any set in {S € p(Z) | 4({0, 1,4}, 9) < 1}.
|

3 Abstract Lipschitz Continuity

In mathematical analysis and calculus, Lipschitz continuity is a strong form
of uniform continuity of functions that establishes a quantitative relationship
between changes to the input of a function and the resulting changes in its
output. Specifically, it imposes that perturbations to the input of a function lead
to at most linear changes to its output. Lipschitz continuity is usually defined
assuming that the input and output domains coincide and that both are metric
spaces. In our setting, we allow for distinct pre-metric input and output spaces.

Definition 5 (Lipschitz Continuity). Let (C,dc) and (D,dp) be pre-metric
spaces. Let k € R>o. A function f : C — D satisfies k-Lipschitz continuity
(k-LC for short) w.r.t. (0c,dp) if and only if:

A function f satisfies Lipschitz continuity (LC) w.r.t. (dc,0p) if and only if there
exists k € R>o such that f satisfies k-Lipschitz continuity w.r.t. (dc, dp).

The Lipschitz constant & provides an upper bound on the rate of change for
the output of the function f, i.e., % (®).f(¥))/ss(x,y) < k. Note that, k-Lipschitz
continuity can be equivalently formulated as follows:

Va,y € C.Ve' >0.6c(z,y) <& = o(f(z),f(y)) < ke’



Relating Distances and Abstractions 9

INPUT OurpuT INPUT OurpuT
(a) Controlled input/output approximations. (b) Suppression of input approximation.

Fig.4: Abstract Lipschitz Continuity.

When approximations are introduced to the input of a function, they prop-
agate through its computations, affecting the output. Understanding how ap-
proximations evolve during computations provides insight into the behavior of
the function and, consequently, into program executions when the function rep-
resents program semantics [10,11,57,35,7].

In this work, we generalize the definition of Lipschitz continuity (Def. 5),
which relies on quantitative approximations (Def. 3), to work with general ap-
proximations (Def. 4), explicitly discerning semantic approzimations (i.e., ucos)
from quantitative approzimations (i.e., distances). This yields the novel notion
of abstract Lipschitz continuity, which enforces a controlled (linear) error propa-
gation from a general approzimation of the input to a gemeral approximation of
the output of a function computation (Fig. 4a).

Definition 6 (Abstract Lipschitz Continuity). Let (C, =<c) and (D, =p) be
posets, (C,d¢) and (D, dp) be pre-metric spaces, and let n € uco(C), p € uco(D),
and k € R>o. A function f: C — D satisfies Abstract k-Lipschitz Continuity
(k-ALC, for short) w.r.t. (5],065) when:

Vz,y € C.o65(f(2),f(y) < kég(z,y)

A function [ satisfies Abstract Lipschitz Continuity (ALC) if and only if there
exists k € R>o such that f satisfies abstract k-Lipschitz continuity.

In other words, f satisfies ALC when it satisfies LC w.r.t. (6¢,d5). When k-
ALC holds, k will be called the abstract Lipschitz constant. 0-ALC represents a
special case in which the function computation completely suppresses the input
semantic approximation (Fig. 4b).

It is worth remarking that Def. 5 can be instantiated to model Def. 6 by
incorporating the distance calculus between semantic approximations within d¢
and dp. However, explicitly discerning semantic approximations (i.e., ucos) from
quantitative approximations (i.e., distances) as in Def. 6, has two main advan-
tages. First it allows us to relate ALC to other extensional program properties
(i.e., relative to the input/output behavior of programs) studied in the program
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analysis literature (Sec. 4). Second, it allows reasoning on its validity over pro-
grams by an inductive reasoning on their syntax and on the chosen ucos (Sec. 5).
Similarly to k-LC, k-ALC can be equivalently reformulated as follows:

Proposition 1. Consider the premises of Def. 6. A function f: C — D satisfies
k-ALC w.r.t. (6¢,65) if and only if:

Vo, y € C.Ve' >0.60(z,y) <& = 05(f(z),f(y)) < ke

Ezample 6. Consider the fragment of C code in Fig. 1 (on the right), which
counts the occurrences of “a” in a file ' € FILES. Let [count-a] denote its se-
mantics. As described in the introduction, “a” could stand for a specific malicious
pattern (e.g., signature or byte sequence) that a malware detection tool may look
for. In this context, ALC could serve as an integrity check: small changes in file
dimension yield proportionally small changes in the “a” (pattern) count range,
consistent with controlled, non-malicious modifications. On the other hand, it is
suspicious if a small change in file dimension causes a big change in the number
of patterns. More formally, let DIM(F'): FILES — N be the function extracting
the dimension of a file F € FILES. We define an (input) abstraction n by ad-
ditive lift to sets of files: n = A\F. {F’ | DiM(F) = Dm(F')}. Moreover, given
sets of files F,F’, we define the pseudo-metric oy, (F,F?’) = |max{DmM(F) | F €
F} —max{DIM(F) | F' € F’}|, measuring the difference between file dimensions.
Finally, we define an (output) abstraction p that only keeps track of reasonable
output values, say, between —1000 and 1000 pattern occurrences: p = An. n if
—1000 < n < 1000, and p = An. T otherwise. We formalize our integrity property
of interest using ALC:

VF1, Fy. d3(p[count-a](Fy), p[count-a](F2)) < kdp.(n(F1),n(F2))

where d2 is the Euclidean distance. Now, if a slight change in the file dimension
caused a non-linear increase of “a”, i.e., if 3F, Fp € FILES, and € € R>( such
that dp.(n(F1),n(F2)) < € but d2(p[count-a](F1), p[count-a]|(Fz)) £ ke, then
something suspicious has happened, e.g., a malware attack transforming file F}
into file F5 by replicating the malicious pattern “a”. ]

4 ALC and Other Extensional Program Properties

If we consider the set of all programs whose semantics (to be specified) satisfy
Def. 6, then, ALC represents an extensional property of programs, i.e., relative
to their input/output behavior. By explicitly discerning the role of qualitative
and quantitative approximations in its definition, we can relate ALC to other
important extensional properties in the literature that capture input/output re-
lations in comparable yet distinct ways: partial abstract non-interference (Eq. 1),
partial completeness (Eq. 2), and abstract robustness (Eq. 3).
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Partial Abstract Non-Interference. Partial Abstract Non-Interference [8]
(PANT for short) is a relaxation of (abstract) non-interference [28,25] that com-
bines both semantic and quantitative approximations on the output of a func-
tion computation. This notion can be seen as a generalization of approximate
non-interference [48], originally introduced in a probabilistic process algebra,
requiring the observable behaviors of two agents to be under a similarity thresh-
old e. Specifically, PANI observes indistinguishable (distance-wise) properties
of input data, while allowing a bounded distance between the observed output
properties. This enables a more nuanced treatment of security policies, especially
when small, bounded differences in outputs are tolerable. In the same premises
of Def. 6, e-PANI[6{, 65] has been formalized as [8]:

Vz,y € C.o0d(x,y) =0 = &5(f(2).f(y)) <¢ (1)

Given inputs with zero property distance under d¢, e-PANI[d, 6] allows the
function to produce different outputs, potentially with different properties under
85, as long as the variation remains bounded, i.e., not exceeding the threshold .

It turns out that ALC is a strictly stronger property than PANI, as stated
by the following theorem.

Theorem 1. Let (C,d¢) and (D, dp) be pre-metric spaces. If f: C — D satisfies
ALC w.r.t. (6,05), then, for any € € R>o, f also satisfies e-PANI3¢, 6b].

In the context of programs where f represents the semantics [P] of a program
P, requiring [P] to satisfy ALC is a stronger condition than requiring e-PANI.

Ezample 7. Let R=(z >07; 2 : =2 —1)® (z < 0?; z := 2 + 1) be a program
which increments all non-negative values by 1 and decrements all non-positive
values by 1. Let us consider the pseudo-metric space (p(Z),d,;,) as the input
and output domain, and the interval closure Int € uco(p(Z)). The collecting
semantics [R*] : p(Z) — p(Z) of the Kleene closure of R, R*, satisfies 1-ALC
w.r.t. (6! 6"t Indeed, [R*] is monotone by definition, thus preserving the
inclusion relation, and either reduces the distance of input intervals or leaves
them unchanged. For instance:

5sIant(IIR*]]([276D7 [[R*]]([Ov 7])) = &!?:([076]7 [05 7]) =1<3= 6;?;([276]7 [07 7})
& (IRT([=5,-2]), [R']([=7,0])) = &k ([=5,1], [7,1]) = 2 < 5 = &% ([=5, —2], [-7,0])
(SSILnZt(IIR*]]([727 3})7 [[R*ﬂ([,& 3])) = 5;:‘;([72’ 3]7 [757 3}) =3<3= 5::;([727 3]7 [757 3])

By Thm. 1, the program semantics [R*] of R* also satisfies 0-PANI[4!", 5!"t]. m

As a corollary result, when dp additionally satisfies the (iff-identity), ALC
implies the Abstract Non-Interference (ANI) property, where distances are con-
verted as equality requirements [25]: Va,y € C. n(z) = n(y) = pf(z) = pf(v).

Corollary 1. Let (C,dc) and (D, dp) be quasisemi-metric spaces. If f: C — D
satisfies ALC w.r.t. (6¢,05), then f satisfies also ANI.



12 M. Campion et al.

Partial Completeness. Partial completeness [5,9] is a weakening of the stan-
dard notion of completeness in abstract interpretation. In the classical abstract
interpretation framework [14], the computation of a concrete (possibly uncom-
putable) monotone function f: C — C over a poset (C,=c) is replaced by an
abstract (possibly computable) sound computation f%: p(C) — p(C) over an ab-
stract domain p(C'), where p € uco(C). For example, if P is a program with a sin-
gle variable then f could be the collecting big-step semantics [P]: p(Z) — o(Z2)
defined in Sec. 2.1 over (p(Z),C), p = Int the interval abstract domain (Ex. 1)
and [P]%: Int(p(M)) — Int(p(M)) is the abstract interval semantics soundly
computed on intervals. An abstract function f%: p(C) — p(C) is sound when
of =c fip, and is said to be complete when pf = fip, i.e., f% coincides with
the best correct approzimation (bca) [15] f = pfp of f. Completeness is the best
possible scenario where no imprecision is introduced by the abstract computa-
tion of f. In practice, however, completeness is rarely achieved. For this reason,
Campion et al. [5,9] introduced a weaker notion of completeness, called e-partial
completeness which allows some degree of imprecision limited by . This impreci-
sion is measured by pre-metrics d,(c): p(C)xp(C) — R, that are <¢-compatible
with the abstract domain, i.e., pre-metrics additionally satisfying [9]:

T2y ¢z = dy0)(T,y) < dpc)(T,2) A dpc) (Y 2) < dpc)(z,2)

Partial completeness was originally defined as a local property (namely, de-
fined on a strict subset of the input domain) [5]. Here, for our purposes, we
consider a global version of e-partial completeness:

Va € C. 8pc)(pf (), fip(z)) < e (2)

To relate ALC w.r.t. (65,05) for a monotone function f: C' — C, to partial
completeness, we observe that, given a pre-metric <c-compatible d¢ defined over
C, since p(C) C C we can always restrict d¢ to elements of p(C), i.e., Vz,y €
p(C): dpc)(z,y) = §¢(, y) without losing the <c-compatible property.

Theorem 2. Let (C,dc) be a =c-compatible pre-metric space. If f: C — C
satisfies ALC w.r.t. (68,08), then the bea f of [ satisfies e-partial completeness
w.r.t. f for any € € R>o.

Corollary 2. Let 5p(C) be a quasisemi-metric. If f: C — C satisfies ALC w.r.t.
(68,68), then the bea f of f satisfies completeness w.r.t. f.

Thm. 2 and Cor. 2 reveal a novel relationship between the ALC of a function
f and the partial completeness of its bca, particularly in the context of program
analysis where f represents a (monotone) semantics [P] of a given program P.
Notably, a proof of ALC of [P] w.r.t. the distance §5 implies that the impre-
cision introduced by approximating [P] with its bca p[P]p is bounded by any
constant factor. Consequently, p[P]p also satisfies O-partial completeness, namely
no imprecision is generated by the bea according to éc. Thus, ALC of a program
[P] ensures the existence of an abstract interpreter capable of approximating the
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computation of [P] over p(C) with no imprecision according to the imprecision
measured by dc. Furthermore, when the distance d,(c) is a quasisemi-metric, then
the bea p[P]p is guaranteed to satisfy completeness, namely, no imprecision is
generated by the beca. Another way to interpret Cor. 2 (and, analogously, Thm. 2)
is as follows: if a program [P] does not admit a complete bea p[P]p, then [P]
cannot satisfy ALC for any quasisemi-metric.

Ezample 8. Consider again the collecting semantics [R*] of Ex. 7 which has
been proved to satisfy 1-ALC w.r.t. (3", §n). It is easy to note that [R*] also
satisfies 1-ALC w.r.t. (6", &), where & is the quasi-metric defined in Ex. 3.
Then by Thm. 2, the bca Int[R*]Int also satisfies 0-partial completeness w.r.t.
it e, M([R]S, [R*]Int(S)) < 0, for any S € p(Z). Moreover, since 4. is also
a quasisemi-metric, we can conclude that Int[R*]Int is complete, namely it does
not add any imprecision when approximating [R*].
Consider instead the pseudo-metric space (p(Z),d,;,) and the semantics [R]
of program R. The bea Int[R]Int does not satisfy O-partial completeness w.r.t.
oIt given X = {—1,1}, we have that [R] cannot satisfy ALC for (5", §!"t) since

SIM([R]X, [R]Int(X)) = 8!"t([0,0],[0,1]) = 1 # 0. In fact, it is easy to note that

S12 512

[R] satisfies 1-partial completeness for all inputs. ]

Abstract Robustness. The idea of abstract robustness is to formally charac-
terize the amount of error that an analyst may tolerate in a machine learning
classification result [26]. This error, generated by an input perturbation, either
a semantic or a quantitative approximation [26], is modeled as a semantic ap-
proximation of the classification outcome, expressed through a uco p. Given an
admissible margin of error € € R>¢, and assuming f to be a classifier, abstract
robustness with a quantitative input perturbation is defined as [26]:

Ve, y € C.oc(z,y) <e = pf(z)=pf(y) (3)

If we look at this definition in terms of ALC, then we observe that this notion
requires that the error introduced by the perturbation of the input must be
neutralized, at least for the p observation of the output classification. In fact, if
we consider in output a quasi-metric the equality means distance smaller than
0, and this corresponds precisely to 0-ALC.

Theorem 3. Let (D,&) be a quasisemi-metric space. 0-ALC w.r.t. (5%, 58)
holds if and only if abstract robustness holds.

Setting the abstract Lipschitz constant to zero is necessary to stabilize the
output of the classifier under the same semantic abstraction p. The distance dp
must also be a quasisemi-metric to ensure that equal elements can be distin-
guished when the distance evaluates to zero. What is interesting in this result
is that abstract robustness, and therefore standard robustness, is a specific in-
stance of ALC, the one where the potential error in input does not affect in any
way the classification of the output (at least in the observed output property).
In this sense, ALC becomes a generalization of robustness by admitting an effect
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in the output, but this effect must be linearly bounded to the input error. From
this perspective, ALC serves as a model for further weakening robustness in ML,
enabling us to better adapt it to specific contexts or fields of application.

5 Proving ALC for Programs

Deductive systems for the verification of completeness [23], partial complete-
ness [7] and Lipschitz continuity [11,12] properties of programs have already
been formalized in the literature. In this section we introduce a novel deductive
system, inductively defined on the program’s syntax, that is able to soundly
prove the new ALC notion of a program semantics w.r.t. the input and out-
put abstractions (), p) and a given pre-metric . Our objective in designing this
deductive system is to identify and track the assumptions necessary to estab-
lish a proof of ALC. In a Hoare-style approach, the proof system also allows to
weaken or strengthen both the input and output abstractions when attempting
to complete a proof of ALC for a program. Soundness here means that when the
semantics [P]: C — C of a program P is typed as k-ALC w.r.t. (6", 6”) by the
deductive system, then [P] is certainly k-ALC for (67, 7).
Given k € RS, n,p € uco(C),d: C? — R, we introduce the following set

k-ALip(6",6°) £ {f € C = C | f is k-ALC w.r.t. (67,5°)}

of all abstract k-Lipschitz continuous functions on a complete lattice (C, <) for
(6™,67). In order to preserve the soundness of derivations in the proof system,
we allow k to take the value oo, since this is an admissible sound (albeit possibly
imprecise) result. Clearly, any function is co-ALC. The following lemma outlines
some basic properties of k-ALip(67, ) that will be later exploited.

Lemma 1. The following hold for all functions f € C — C, closures n,p €
uco(C), pre-metric 6 and k € RS-

(i) k>1 = pek-ALip(6*, ")
(ii) f is k-LP w.r.t. {§,8) & f € k-ALip(6*¢,5'd)
(iii) p € k-ALip(6°?,6%) < p € k-ALip(5*,°)

(i) states that, when considering the same input-output abstractions (i.e.
7 = p), then the abstraction function is k-ALC for any & > 1. Moreover, for
the statement (i), when both input-output abstractions are the identity func-
tion id, then the class k-ALip(5°®, ") corresponds precisely to the set of all
k-LP functions. Finally, (ii7) shows that, when a closure p satisfies ALC w.r.t.
(6, 6%) then p also satisfies k-ALC for (§°¢,§°), and vice-versa. This is due to
the idempotence property of closure operators.

From now on, we fix a program semantics of interest [-]: Prog — C' — C as
well as a complete lattice (C, <, V, A, T, 1), and we will also use the statement
“Pis k-ALC w.r.t. (6"7,6”)” to indicate that the semantics [P] is abstract k-
Lipschitz continuous w.r.t. (§",0), i.e. [P] € k-ALip(d",6”).
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[c] € k-ALip(d",6")

b
Frpe] (P
K E[§7|P[6”] K <k n €t-ALip(6",6") pe s-ALip(s”,5")
(weaken)
stk + [6"] P [6°]
ky b [6"P1[67] ko b [67]P2[6°] n € t-ALip(5°,6")
(seq)

kithy b [67] Py; Py [67)]

ki [0 P1[6°] k2 F [67] P2 [67]
k Wk F [(5"} P1® P2 [5%

(Join)

n € t-ALip(6*,0")
k07 P (6] p € v-ALip(s",8") +Bound(P*,m)
Ky F 67 P [57]

(bound-star)

k- [0"P[6°] n € t-ALip(6°,6") p € v-ALip(5",5)
Koo F [67] P* [67]

(star)

Fig.5: A deductive system for proving ALC for Prog.

The deductive rules are provided in Fig. 5. The judgments take the form:
k E[0"] P [67]

We will later show that deriving a judgment &k + [§7] P [§”] through the deductive
rules in Fig. 5, implies that [P] € k-ALip(6”,6”). Let us examine each rule and
provide an intuitive, informal explanation.

The (base) rule allows deriving the triple £ F [6"] ¢ [§”] for all basic com-
mands ¢ € Stm (i.e., for skip, assignments and Boolean guards) assuming that
we have a proof of k-ALC of them, encoded by the predicate [c] € k-ALip{§", 67).

The (weaken) rule allows weakening both the abstract Lipschitz constant
and the abstractions considered. In particular, when we are able to derive the k’-
ALC for program P w.r.t. (677/, (5"/), then we can always deduce a higher abstract
Lipschitz constant k& > k' without changing the validity of the triple. For the
input abstraction 7', we can consider a new input abstraction 1 whenever 7’ is
proved to be t-ALC w.r.t. (67, 5"'> with 77 as input abstraction. This weakening
comes at the cost of multiplying the already deduced constant k' with the new
constant t. This could happen, for instance, when 7 is in fact widening the dis-
tance (5’7l( ¢1, ¢2) between any two elements ¢, ¢co € C, by a constant factor of ¢,
namely by t67(c1, ¢z). On the other hand, we can weaken the output abstraction
P by a new abstraction p whenever p is proved to be ALC for <5p', 0”) namely
with p’ as input abstraction. Here p could represent a narrow output abstraction
in terms of distance § between elements in C' with respect to p’, namely having
distance 67(cy, ¢2) < s8¢ (¢1, ¢2) and thus introducing a new abstract Lipschitz
constant s. Note that (weaken) allows also for selecting which weakening we
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want to apply. For instance, if we want to weaken the abstract Lipschitz constant
k' only, then we can set n/ € 1-ALip(6",6") and p' € 1-ALip(6¢',5”") in the
premises as they always hold (by Lem. 1(7)) without modifying any abstraction.

Composition of programs is treated by the (seq) rule. Although it is well
known that composing two functions f; and fo which are k;-LP and k;-LP, re-
spectively, gives as result a new kjko-LP function f; o fi, this in general does
not always hold for ALC as abstractions come into play. However, when we
have a derivation for P; and Py with abstract Lipschitz constants k; and ko,
respectively, and we are able to prove that the input abstraction n is t-ALC
w.r.t. (0, 6"), then this is a sufficient condition for deriving the kytk;-ALC of
the composition Pq;Ps. Requiring n € t-ALip(6”,0") corresponds to require
0" (¢y, c2) < $6°(cq, c2), namely that we have a linear relation between their dis-
tances: when ¢ > 1 then p is widening the distance, while when 0 < ¢ < 1 then pis
narrowing their distances, both cases with a constant factor of ¢. Note that, when
the input and output abstractions coincide, i.e. n = p, then p € 1-ALip(5”, §7)
holds trivially (by Lem. 1(7)). As a consequence, for the case n = p, the ALC
property is closed under composition, analogously to the LP property.

The rule (join) involves the join operator. Similarly for the composition,
the join of two ALC functions is not necessarily ALC. The problem here stems
in the fact that the resulting abstract Lipschitz constant bound could not be
determined by knowing only the abstract Lipschitz constants of both P; and Ps.
This is because the distance between the execution of P; & Py and the join of the
two post-conditions, relies on the underlying structure of the input and output
abstractions considered. Our solution, inspired by [5,7], consists in parametrizing
the proof system with a binary operation & : RY, x RE, — RZ, called an @-
bound, which yields a new abstract Lipschitz constant. B

Definition 7 (@-Bound). Let & : RS, x RS, — RS be a binary operator such
that <R§07 W, ) forms a complete semiring, where - is the standard multiplication.
W is a ©-bound when the following holds for all P1, P2 € Prog and ki, k2 € RSy:

leﬂ S kl—ALip<5n,(5p> . n sp
and [[PQ]] c kQ—ALip<517,5p> = p[[P1]] \/p[[PQ]] ck W k’g-AL’Lp<5 ,(S >

Ezample 9. Consider the pseudo-metric space (p(Z),d,;,) and the collecting se-
mantics [-]. Let the input and output abstractions be p = 1 = Int. Then the
standard addition + is a @-bound. In other words, having an ALC proof for

both P; and Py, with abstract Lipschitz constants ki, ko, respectively, gives:

55iz((|nt[[P1]] \Y |r'lt[[P2]])Cl7 (Int[[Pl]] V |nt[[P2]])62) S
k16, (Int(cr), Int(ca)) + kady,;, (Int(cr), Int(e2)) = (k1 + k2)dy,, (Int(cr), Int(e2))

This is because, when considering J,,, as distance and Int as input and output
abstractions, the size of the join of two intervals can be over-approximated by the
sum of the number of the elements inside the two intervals. A similar reasoning

holds for the quasisemi-metric space (p(Z),d-) defined in Ex. 3. |
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The premise of the (join) rule asks for the validity of the following predicates:
assume we have an ALC derivation k; F [07] Py [67] for Py and ko + [67] P2 [67]
for P2, then we can soundly conclude that the join P1 & Ps is k1 W ky-ALC.

For the Kleene star operator, we introduce two rules: (bound-star) and
(star). Both rules require that the program P satisfies k-ALC w.r.t. (§",6").
Moreover, in order to compose programs, the input abstraction 7 is required to
satisfy t-ALC w.r.t. (6,0") (as required by (seq)). The additional requirement
p € v-ALip(6", ") enforces a linear relationship between n and p which is nec-
essary to handle the case of zero iterations. Note that these requirements are
trivially satisfied when n = p (by Lem. 1(¢)). The (bound-star) rule further
requires the validity of the assertion *-Bound(P*, m), with m € N, which holds
when [P*]c = V{[P]"c | n € N<,,} for any ¢ € C. In other words, given any
input ¢ € C, the result of [P*]c can be obtained by executing P at most m
times. (star) rule, instead, has no constraints on the number of iterations of P.
Rules (bound-star) and (star) rely on the following definitions:

n
Ky =0, KnngtﬂkitFl (n>1), Ko = sngn
=1 n20

where the supremum is with respect to the standard order induced by W (i.e.,
z Sw y iff zWy = y). For rule (star), the completeness of the semiring guarantees
that K., always exists and, depending on the definition of W, as well as the values
of k and t (see, e.g., Ex. 11), it is either a finite value in R>¢ or co.

The following theorem shows that our proposed deductive system is sound,
namely, if &£ + [6”] P [6”] can be derived by applying the rules of Fig. 5, then [P]
satisfies k-ALC w.r.t. (67, 6°).

Theorem 4 (Soundness). k + [0"]P[6°] = [P] € k-ALip(5",6”)

Ezample 10. Consider the program (z < 07; z := 0) ® (z > 07; skip) imple-
menting the ReLU function used in artificial neural networks [45], that filters
the input below 0. Consider the quasi-metric space (p(Z), &) and the input and
output abstraction 7 = p = Int. We want to prove that the collecting semantics
[ReLU] : p(Z) — p(Z) satisfies 1-ALC for (4", 3!'). Let us start by analyzing
the base commands on the left of @. Because the Boolean guard z < 07 is either
preserving or removing values from the input, by the (base) rule, we can derive
1 F[&") 2 < 07 [§']. The command z := 0 is neutralizing any distance between
input sets since §"([z := 0] Sy, [z := 0]S2) = 0 for any S1, Sy € p(Z). We can
derive 0 F [!"] z := 0 [5!"*] by the (base) rule. Since Int € 1-ALip(&"™, ") fol-
lows from Lem. 1, we can infer 0 I [§"]z < 07; z := 0[§™] by the (seq) rule.
For the base commands on the right of @, we get 1 I [ z > 07 [{"] with rule
(base). The skip command does not modify the distance of the input sets, so
1 F [6!"] skip [6"] can be derived by (base). Since Int € 1-A Lip (6™, ") holds,

the rule (seq) derives 1 F [§"] z > 07 ; skip [5&“]. Now for the @ operation, we

consider W = + (as in Ex. 9), thus guaranteeing a sound upper bound for the
abstract Lipschitz constants on the program join. By the two derivations on the
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left and right parts of @, we can conclude by the (join) rule: 1 F [§"] ReLU [§].

By Thm. 4, [ReLU] satisfies 1-ALC for (6, 4). -

Ezample 11. Consider the program F: (z > 0?7 z := z/4) & (z < 0?7;z := 0)
corresponding to ReLU with a scaling factor of i, and the psueudo-metric space
<p(R), 57>, where (57(51, SQ) = 0 if Sl = SQ, (57(5'17 Sg) = |(max(32) - HllIl(Sg)) —
(max(S1) — min(S1))| otherwise. Let 7 = p = Int. Intuitively, when calculating
the distance d- over two sets in Int(p(R)), the distance returns the absolute
value of the difference between the length of the two intervals. We derive the
abstract Lipschitz constant of the collecting semantics [F*]: p(R) — p(R). By
following derivations similar to those in Ex. 10, we derive 1 + [6"] F [§'"] for F.
To apply rule (star), we consider the valid premises Int € 1-ALip (6", §'") and
Int € 1-ALip(5™, 6'"), and we choose W = + as a valid @-bound. Then, K, turns
into the infinite series 1+ Y ; ()" which is a geometric series converging to <.
Thus, by rule (star), we derive the judgment % - [6'"] F* [6"] and, by Thm. 4,
we can conclude [F*] € I-ALip(s™, §'"). Note that (bound-star) cannot by
applied since there is no m such that *-Bound(F*, m) holds. ]

As a direct consequence of Thm. 4, if we instantiate the abstractions with
1 = p = id, then the deductive rules of Fig. 5 derive judgments for the LP of
programs (Def. 5). This is because all the predicates on abstractions, such as
n € t-ALip(6?,6"), becomes trivially true by Lem. 1.

Corollary 3. k + [0 P [§"] = [P] is k-LP w.r.t. (6,0)

6 Conclusion

Our work is not the first to adapt the LC notion to specific user-needs. For
instance, e-sensitivity [51] can be seen as the probabilistic counterpart of LC,
requiring an e-bounded maximum divergence of output distributions for proba-
bilistic functions. Sensitivity allows to model and reason about security-relevant
properties like e-differential privacy [20], while it does not suite more complex
scenarios, like (e, d)-differential privacy [19], requiring distance metrics not sat-
isfying the triangle inequality. Thus, de Amorin et al. [18] proposed a cate-
gorical framework to encode relational properties, like (e, §)-differential privacy,
into equivalent sensitivity-like properties over a suitable metric space. In other
words, the framework lifts sensitivity from the standard Max Divergence metric
to more complex, non-metric divergences like Skew Divergence. These general-
izations account for probabilistic computations but not for qualitative aspects
of (deterministic) computations like ALC. Qualitative aspects are considered by
Bonchi et al. [2], who proved the soundness of up-to techniques [50] from the
qualitative bisimilarity setting to the quantitative metric setting. Specifically,
the paper gives sufficient conditions for the soundness of the quantitative ver-
sion of up-to contexts in systems that have a (co-)algebraic structure (e.g., a
bialgebra). That is, contexts are non-expansive with respect to the behavioral
metric, which is the quantitative analogue of behavioral equivalence being a
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congruence. This mixed qualitative and quantitative formalization is obtained
by adopting quantale-based metric spaces, thus generalizing the ordinary LC
setting. Still, non-expansiveness requires a non-increasing distance change, thus
potentially generalizing LLC only when & = 1. We plan to formally investigate
the relation between ALC and the aforementioned approaches as a future work.

As stated in Sec. 2.1, basic commands could be instantiated differently, for
instance with probabilistic or nondeterministic assignments. In this work we con-
sidered only deterministic assignments and @ is defined simply as the semantic
join. Extending ALC to a richer probabilistic language is an interesting direc-
tion, and suitable adjustments to the join rule should make this possible. In this
context we would expect standard metrics for probabilistic programs (e.g., the
total variation or Kantorovich metrics) to work as well.

The proposed ALC notion is a global property, in the sense that it is univer-
sally quantified over all inputs. As a future work, we plan to formalize its local
version, namely requiring ALC over a strict subset of inputs, and study its rela-
tion with other local properties in the context of abstract interpretation [3,4,6].
Dropping the universal quantification may invalidate the correlation already es-
tablished between the global counterparts. Also, reasoning about local properties
may be more challenging, as the proposed deductive system requires nontrivial
modifications to be used for proving ALC on a subset of executions.

Another interesting future direction consists in considering weaker abstrac-
tion notions able to formalize properties that do not necessarily admit a best
abstraction function, such as the domain of convex polyhedra [29], and more gen-
erally, as the weak closures defined in [41]. Finally, in [41] it is proved that, under
certain assumptions, there is a correspondence between the completeness prop-
erty in abstract interpretation and ANT in language-based security [24,25,37,22].
Such a connection suggests a potential relation between ALC and ANI, as well as
to other quantitative program properties [38,39,40,42,43,44,55], which deserves
further investigation in several directions, both theoretical and practical.

Finally, in Thm. 4, we proved that the proof system presented in Fig. 5
is sound. However, in its current form, the proof system is incomplete. As a
consequence, the tightest Lipschitz constant derivable may be strictly greater
than the actual one. The main source of this limitation lies in the treatment of
the Kleene star when the body of a program P is not contracting (i.e., when
k > 1). In such cases, even the (bound-star) rule may be ineffective, since the
x-Bound predicate is not guaranteed to hold (see, e.g., Ex. 11). A more thorough
investigation is required and we leave it for a future extension of this work.
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