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Abstract. This paper presents a family of representations of elemen-
tary vectors, which covers existing representations as special cases. We
make use of the family of representations to reduce signature size of
existing signature schemes based on the VOLE-in-the-head framework.
In particular, we use new representations to build modelings for the
regular syndrome decoding problem in Fs, which is used in the post-
quantum signature scheme SDith, and for the permuted kernel prob-
lem in characteristic-2 fields, which is used in a post-quantum signature
scheme recently proposed by Bettaieb, Bidoux, Gaborit, and Kulkarni.
For the “short” parameter sets of SDith, which are designed for minimiz-
ing signature size, we achieve a size reduction of 3.6% to 4.2%. For pa-
rameter sets of the Bettaieb-Bidoux-Gaborit-Kulkarni signature scheme,
we achieve a size reduction of 9% to 12%.

Keywords: post-quantum signature schemes, VOLE-in-the-head, regu-
lar syndrome decoding, permuted kernel problem

1 Introduction

In the future, large-scale quantum computers are expected to break traditional
public-key schemes such as RSA [9] and schemes based on the elliptic curve
discrete log problem (ECDLP). In order to collect, evaluate, and standardize
existing post-quantum cryptographic schemes, a competition was initialized by
NIST in 2017, which is known as the NIST post-quantum cryptography stan-
dardization process. In 2022, NIST selected 3 signature schemes along with 1
key encapsulation mechanism for standardization. In 2025, NIST selected an-
other key encapsulation mechanism for standardization.

In 2023, NIST initilaized another branch of the competition, which is ded-
icated for post-quantum signature schemes. Since there are already some stan-
dardized signature schemes, candidates in this branch are considered as “addi-
tional signatures” by NIST. A promising class of candidates in the competition
for additional signatures is the “MPC-in-the-head” schemes. The second-round
MPC-in-the-head candidates are Mirath [2], MQOM [5], PERK [I], RYDE [3],
and SDith [8]. These schemes feature pretty compact public keys. Their signa-
tures, however, are not as compact as public keys. For example, the parameter
set SDitH2-L1-gf2-short of SDith has public key size of only 70 bytes and
signature size of 3705 bytes.



In MPC-in-the-head schemes, some existing frameworks are used to turn
the hard problems into zero-knowledge proofs. In the zero-knowledge proofs,
each witness is divided into multiple shares. The prover runs a multi-party-
computation-like process “in the head”, where each party holds one of the shares.
Once the zero-knowledge proof is constructed, the Fiat-Shamir transform [7] is
applied to turn the zero-knowledge proofs to signature schemes.

VOLE-in-the-head (VOLEith) [4], introduced in 2023, is one of these frame-
works. Compared to other frameworks, VOLEith often allows pretty competitive
signature size, so it has been adopted by several signature schemes including
SDith. To make use of VOLEith, an instance of the hard problem is usually
expressed as a system of polynomial equations over Fy, such that knowledge
of a solution of the polynomial system implies knowledge of a solution to the
problem, and vise versa. The polynomial system is often called the “modeling”.
Different modelings can often lead to different signature size. Thus, it is nat-
ural to consider whether/how signature size can be improved by using better
modelings.

1.1 The Regular Syndrome Decoding and Permuted Pernel
Problems

The regular syndrome decoding problem (RSD) is defined as follows.

Problem 1 (RSD). Given a parity-check matrix H € ]FEJ""C)X” and s € F;”k,
find e € Fy such that

— s= He, and
— e is the result of concatenating w elementary vectors of length n/w.

The permuted kernel problem (PKP) is defined as follows.

Problem 2 (PKP). Given H € F;**" and x € Fy, find permutation matrix
P e Fy*" such that 0 = HPz.

The RSD problem with ¢ = 2 is used in the post-quantum signature scheme
SDith [8], which is a candidate in NIST’s competition for additional signatures.
PKP is used in

— PERK [1], which is another candidate in NIST’s competition for additional
signature schemes, and

— a post-quantum signature scheme described in [6], which we call “PKPith”
in this paper for convenience. E|

Signature size of PKPith is much smaller than that of PERK. In PKPith, IF, is
always a characteristic-2 field, while in PERK ¢ is an odd prime. Both SDith
(the 2nd-round version) and PKPith are constructed by using the VOLEith
framework. The current version of PERK, however, is not constructed by using
VOLEith.

! The authors of [6] did not give a name to the scheme.



In either SDith or PKPith, signature size increases if any of the two pa-
rameters increases: The witness size |wit|, which is essentially the number of
variables, and the degree d of polynomial equations in the modeling. To be more
precice, the formula for signature size is of the form X - |wit|+Y -d+ Z, where
X and Y are positive values. The values of X, Y, and Z only depend on other
parameters such as the number of rounds, which can be chosen independently
of lwit| and d.

A solution e of an instance of RSD consists of w elementary vectors of length
n/w. Similarly, each row in a solution P of an instance of PKP is an elementary
vector of length n. The modelings of SDith and PKPith highly depend on how
these elementary vectors are represented. This paper discusses how to improve
the modelings by using new representations of elementary vectors. As the result,
we manage to reduce signature size of both SDith and PKPith. For SDith, the
size reduction is achieved by reducing |wit| while keeping the same d. For PKP-
ith, the size reduction is achieved by reducing d by a large factor while increasing
|wit| by a relatively small factor.

1.2 Limitation

Different modelings can also lead to different computation costs. This paper
focuses solely on reducing signature size with new modelings. Their impact on
computation cost is considered out of scope.

1.3 Organization

Section [2| introduces notations used in this paper. Section [3| reviews how RSD is
modeled in SDith. Section @ reviews how PKP is modeled in PKPith. Section Gl
presents the main ideas of the paper, including a family of representations of
elementary vectors, and how to use new representations to reduce signature
size of SDith and PKPith. Section [ compares signature size under different
modelings.

2 Notations

For any positive integer n, [n] denotes the set {1,2,...,n}. By default, vectors
are considered as column vectors. For any vector v, wt(v) denotes the Hamming
weight of v. reg,(w, /) denotes the set of vectors in Fy* that can be obtained
by concatenating w elementary vectors of length £. For any v € reg,(w, (), v®
denotes the vector

(Vi—1)e41, - - - > Vie) € FL.

£(¢) denotes the set of all elementary vectors in 5. £;(¢) denotes the set of all
weight-d vectors in F5. For any matrix H, H|[i] denotes column i of H.
Let (¢ : d) denote (fl). Given S = (S1,...,S5q)) satisfying

— S; C{1,...,¢} and |S;| = d for each i, and



—i#Fi = S # Sy,
and a length-¢ vector v, prodj(v) is defined as
(H Uy, H Vj.nny H ’Uj).
JES JES2 JES(e:a)

In the remainder of this paper, how S is defined exactly does not really matter,
so it will be omitted from the notation.

3 How RSD is modeled in SDith

Let e € reg,(w,n/w) be a solution of an instance defined by (s, H) of RSD.
In SDith, each e(®) is considered as a tensor product of ¢ elementary vectors.

That is, given p1, ..., s such that n/w = [, pi,

6(0‘) — 'U(a’l) ® 'U(a’2) ® e ® v(a’t)7
where (v 0@0) € E(ur) x- - xE (). We define v(®) as v( @D || .- [|vt),
Each entry of e(® can be written as [, v, where (ji,...,jt) € [pa] X - X [pe].
In this way, any vector in £(n/w) can be represented by a unique element in
E(p1) x -+ x E(uy), and any element in E(uq) X -+ - x E(ue) represents a unique

vector in €(n/w).
When e(®) is not known, it can be written naturally as

(@) = ) g @) g g )

where each v(®%) is a length-; vector in which entries are variables in a mul-

tivariate polynomial ring over Fo. We define v(®) as v(@1) || ... || p(®) If there
are w vectors €V ... ™) there will be w > 1t; variables.
Let e = €M || e®) || --- || ™). Now, s = He immediately gives n — k degree-t

polynomial equations in the variables:
n
Si:ZHiJ'Ej,?::l,...,’ﬂ*k. (1)
j=1

We call these equations the instance-dependent equations, as they depend on the
RSD instance (s, H). Knowledge of a vector e € reg,(w,n/w) such that s = He
implies knowledge of a solution v = v || ... || v(**) of the instance-dependent
equations. However, a solution v = v || - - - || v(®?) of the instance-dependent
equations can contain v(®% ¢ &(y;). To make use of VOLEith, we need a system
of equations, such that knowledge of a solution v = vV |- - -|[v(**)) to the system

2 I8] simply uses d to indicate the number of vectors v(®"’s for each «, which is
reasonable as the number happens to be the same as the degree d in the modeling.
We use t here because the remainder of the paper shows modelings where the number
of vectors v(®9’s can be different from the degree d.



also implies knowledge of a vector e € reg,(w,n/w) such that s = He. In order
to achieve this, in addition to the instance-dependent equations, some instance-
independent equations are included in [8], such that the solution space of the
instance-independent equations is basically (E(p1) x -+ x E(pe))™.

To ensure that wt(v(®?) < 1 for any (a,i), all polynomials equations of

(a,i) VJ(:J,i)

the form v; = 0,7 < j' are included in the set of instance-independent

equations. To ensure that each v(®?% has weight 1 instead of 0, one can add linear
(eny9)

equations of the form ;v; = 1to the system of equations. In SDith, the lin-

ear equations are not included. Instead, each V,(L?’Z) is replaced by 251:—11 Z/J(-O"Z) +1,
which is equivalent to adding the linear equations.

The modeling above gives |wit| = w- ) .(u; —1) and d = t. As a concrete
example, in SDitH2-L1-gf2, n/w = 185 and d =t = 4. (u1, o, i3, 44) is set to

(4,4,4,3), s0 lwit| = (4 +4+4+3) — 4w = 11lw.

Remark 1. The reader might have noticed that n/w < [, u; in SDitH2-L1-gf2
(and actually in all other parameter sets of SDith), so the modeling above does
not directly apply. We did not find how this issue is handled exactly in the
specification. Our understanding is that [8) Section 2.2], which describes the
modeling of SDith, is written under the assumption that [ [, ; = n/w. To derive
the signature size, however, [8, Section 4.2] clearly uses d = t and |wit| =
w- Y, (u; — 1), so it is reasonable to believe that the modeling above is tweaked
in a way that does not affect the witness size and d. The framework described
in Section [5| covers the modeling above as a special case, and it works when

n/w <T; pi.

4 How PKP is Modeled in PKPith

To understand how PKP is modeled in [6], consider the following two problems.

Problem 3. Given H € F**" and z € Fy, find e € reg (n,n) such that i #
i = e £ () and 0,...,0)7 = He , where H € IFZ"’an is the matrix
——

(x1H]--- 2, H1] x1H[2] - 2, H[2] ----- z1Hn) -+ z,Hn]).

Problem 4. Given H € F**™ and x € Fy and let

T I:I (m+n)xn?
H_<]n...[n)€Fq )

find e = e || --- || ™ such that each e ¢ [y is either an elementary vector
or a zero vector, and

s:=1(0,...,0,1,...,1)" = He. (2)



We show that PKP is equivalent to each of the two problems by proving the
following theorems.

Theorem 1. PKP is equivalent to Problem[3

Proof. Let P € Fy*™ be a solution of a PKP instance defined by (H,z). Let

e € reg,(n,n) be the vector obtained by setting each egi) to P; ;. Since P is

a permutation matrix, i 7# i = e £ e(). For i = 1,...,n, let j; be the
integer such that egz) =1 (or equivalently, P; ;, = 1). Then

He=Y u;Hli|=HPz=(0,...,0)",
i=1

m

which shows that e is a solution of the instance defined by (H,x) of Problem

A very similar proof can be written to show that if e is a solution of an
instance defined by (H, z) of Problem [3| then P, obtained by setting P; ; = eg-z),
is a solution of the PKP instance defined by (H,x).

Theorem 2. Problem[3 is equivalent to Problem [

Proof. Let e be a solution of an instance (H,z) of Problem [3| That is, e €
reg,(n,n), i #1i = el £ el and (0,...,0)T = He. To verify that e is also
a solution of the instance (H,x) of Problem [4] it suffices to verify that

(17---71)T:(In“.In)e:i:Zle(i)’ (3)

n

which holds as e € reg,(n,n) and i # i’ —> e(¥) # el
Now let e be a solution of an instance (H,z) of Problem |4l That is,

0,...,0,1,....,1)T = H e,
—— ——

m n

and each e is either an elementary vector or a zero vector. To verify the
e is a solution to the instance (H,e) of Problem 3| it suffices to verify that
e € reg,(n,n) and i # i’ = e £ ¢(). Suppose there exists i such that
wt(e) = 0, we must have wt(}_;e?) < n, which implies that Equation
does not hold. Suppose there exist 7,7 such that i # ¢ and e® = () we
must also have wt(3"; e(¥) < n. Therefore, by contradiction, e € reg,(n,n) and

i£i = e® £l O

Let ¢ be a power of 2 as in [6]. When entries in s and H are viewed as column
vectors over Fy, and when entries of e are viewed as elements in Fy, Equation
becomes a linear system over Fa of (m+n) log, ¢ equations, which can be reduced
to mlog, ¢ + n linear equations if redundant equations of the form 0 = 0 are



removed. Now it is clear that an instance of PKP can be transformed into an
instance of RSD.

The modeling for PKP in PKPith is similar to the result of applying the
modeling in Section [3] to Problem [4 The difference is that in PKPith, each
elementary vector is represented as a truncated tensor product. That is,

@ — M. (@) @ @2 g g D),

where M = (I, 0) € IF;IXH"' “and (v L w@D) € E(uy) x - - x E (). In this
way, each vector in £(n) is represented by a unique element in £ (1) x - - - X E ().
PKPith also sets the following rules on parameters:

— d=1t=[logyn], and
— p; = 2 for each 1.

In this way, |wit] =n - [logyn](2 — 1) = n[logyn].

When n = [, pi, given any (o@D .. v@Y) € E(ug) x -+ x (), the
truncated tensor product will always be an elementary vector. However, when
n < [, pi, there exists (v ... o(@D) € E(uy) x -+ x E(py) such that the
truncated tensor product becomes a zero vector. The proof of Theorem [2| has
implicitly shown that it is impossible to have a solution v (of the system consist-
ing of instance-dependent and instance-independent equations) which contains
v(® such that the truncated tensor product is a zero vector. Each solution v will
lead to wt(e(®)) =1 for all a.

As a concrete example, the NIST-I parameter set in [6, Table 5] has n = 64.
As the result, d = t = [log, 64] = 6, and |wit| = n[log,n] = 6n. In this case,
n =[], ti, so there is no need to truncate tensor products (we have M = I,,).
However, the NIST-V parameter set has n = 109, in which case truncation is
required.

Remark 2. [6] does not use Problemto explain its modeling. We use Problem
to explain the modeling because this allows us to consider an instance of PKP
as an instance of RSD, which make it easier to present our main ideas in the
remainder of the paper.

5 A Family of Representations of Elementary Vectors

The ways elementary vectors are represented in Section [3| and Section {4| can be

considered as special cases of a family of representations. Let £, d, 4 be positive

integers satisfying ¢ < (g‘) In this family of modelings, an elementary vector

u € E(¥) is represented by vectors v € Es(u) such that

u = M - prod(v), (4)

Y/ M
where M € IFQX(‘;) is chosen under the constraints

— wt(M]i]) € {0,1} for all 4, and



— M has no zero rows (or equivalently, the rank of M is ¢).

Each entry u; is thus

Y (prod;(v));.

M[i,j]=1

In this way, any u € £(¢) can be represented by one or more vectors v € Es(u)
such that w = M - prods(v). A vector v € Es(u), however, might lead to 0 = M -
prod;(v). If necessary, v can be partitioned into ¢ vectors v} € £(uy),...,v® €
().

The matrix M indicates the set of vectors v € E5(u) such that M -prods(v) =
u € E(F): Let ¢ be the integer such that u; = 1; The set can be written as

Vi = {v € &) | (prody(v)); = 1, M[i, j] = 1}.

The matrix M also indicates the set of vector v € &s(u) such that 0 = M -
prod;(v), which can be written as

{v € &) | (prods(v); = 1,we(M[j]) = 0}.

Following the discussion in Section [3] to model RSD, for each a we need a
set of instance-independent equations such that the solution space is | J, V;. This
can be translated into two constraints on v:

— wt(v) = 4§ and
— wt(M - prods(v)) = 1.

We call the two constraints the default constraint and the additional constraint,
respectively. Note that the additional constraint is only meaningful when there
is at least one zero column in M. If there are no zero columns, the default
constraint implies the additional constraint.

To model PKP using problem it is fine if the solution space contains
weight-§ vectors v’s such that wt(M - prods(v)) = 0, for reasons discussed in
Section [4] The important thing is that the solution space is a superset of |J, V;
and a subset of Es(u). Therefore, each of the following three cases will lead to a
valid modeling.

— Adopting both constraints, under which the solution space is | J; V;.
— Adopting only the default constraint, under which the solution space is E5(u).
— Something in between.

The three cases can lead to modelings that differ in |wit| and d. In the remainder
of this section, we always choose the first case.

Similar to that in Section @ a variable v; is introduced for each entry v; of
v. If necessary, v can be partitioned into ¢ vectors v € (1), ..., v®" € E(uy).
The default constraint wt(v) = ¢ can be ensured by all polynomial equations of
the form

le".l/j5+1:O7 j1<...<j5+1, (5)



along with

J1<<Js

The additional constraint, under the default constraint, can be expressed as
wt(M[j]) =0 = (prods(v)); =0,

which turns out to be equivalent to

S (prody(v)); = 0.

wt(M[4])=0

Therefore, the additional constraint can be ensured by adding the polynomial
equation

S (prod,(v)), = 0.

wt(M[5])=0

The default constraint wt(v) = ¢ implies that ) . v; = ¢ (6 should be consid-
ered as an element in Fy). Therefore, a simple optimization is to replace v, by
E;le v; + 0, which is equivalent to adding the equation ), v; = 4.

The discussion above shows a generic way to design instance-independent
equations when each elementary vector is represented in the way shown in Equa-
tion 4} The complete modeling for RSD/PKP has d = § + 1, as Equations [5| are
of degree § + 1. Note that the instance-dependent equations are of degree only
4.

Interestingly, as we will show in the remainder of this section, by choosing M
and prod;(+) in a clever way, it is possible to reduce the degree d to §. This can be
achieved if the default and additional constraints together can be represented as
a set of polynomial equations of degree at most 6. A good choice of (M, prod(-))
can also lead to linear equations other than ), v; = ¢, allowing further reduction
in the number of variables.

Finally, we show that the representations of Section [3]and Section [ fall into
the family of representations. For both sections, v is considered as the result of
concatenating t vectors v(1) € E(uy), ..., v € E(uy), and § is set to t. For the
representation of Section 3] M and prodg(-) are chosen such that

wt(M[j]) =1 < 3(1,--.,Jt) € [11] X -+ X [11¢] such that

1 2
(prod;(v)); = vy, v v},

so M has exactly n/w = [][, #; non-zero columns. For the representation of
Section [4] M and prodg(-) are chosen such that

wt(M[j]) =1 = 3(j1,...,J¢) € [pa] x -+ X [p] such that

1 2
(prods(v)); = vi v )1

and M has exactly n < Hi 1; non-zero columns.



Remark 3. To be more precise, we briefly discuss how the complete modeling for
RSD looks like. Let ¢(®) := M - prods(v(®)), where v(®) is a length-u vector of
variables. Let € := (M) || - - - || ). Then the instance-dependent equations can be
written as Equations [I} For each « there will be a set of instance-independent
equations, of which the solution space is | J, V;.

Remark 4. The complete modeling for PKP also includes a set of instance-
independent equations for each «a, of which the solution space is | J, V;. Following
the previous remark, there will be another m log, ¢ + n equations, which come
from Equation [2| From the point of view of RSD, these mlog, ¢ + n equations
are all instance-dependent equations. However, from the point of view of PKP, it
can be seen that only the first mlog, ¢ equations depend on the PKP instance,
while the last n equations (which come from Equations [3) are independent of
the PKP instance.

5.1 A New Modeling for SDitH2-L1-gf2

Let t =2, ug = g =6 (so p = p1 + p2 = 12), and § = 4. In this modeling,
each e(®) € £(n/w) is represented by one or more vectors v(®) € E5(u) such that
wt(v(@D) = wt(v(®?) = 2, and any vector v(®) € E5(u) such that wt(v(®D) =
wt(v(®2) = 2 represents a unique element in £(n/w). To achieve this, M and
prods(-) are chosen such that

wt(M[j]) =1 = (prods(vV)); € T,

T = { (1) (al) ](2042) a2)| 1<]1<J1<M171<J2<32<N2}

. 2 o .
As a sanity check, |T| = (g) = 225 > 185 = n/w, so it is possible to choose
such an M. Now it remains to show a set of instance-indenpendent polynomial
equations w.r.t. any specific «, such that its solution space is

PO = {u@ e &(u) | w(eD) = ur(*?) =2},

We propose to include all polynomial equations of the form

(oz z) (a z) (a i)

v vy, =0, T< g < jga <z < iy 1€ {1,2} (6)

along with two equations

STl e = i=1,2, (7)

J1<Jj2

The first type of equations ensures that wt(v(®%) < 3. The second type of
equations then ensures that wt(v(o"i)) = 2. In conclusion, the solution space of
the polynomial system consisting of Equations |§| and [7]is exactly P(®).

The instance-indenpendent equations above for o = 1,...,w are of degrees
at most 3. Since the instance-dependent equations have degree § = 4, we have

10



d = § = 4. In order to reduce the number of variables, each 1/;(”’ D s replaced

by > fo‘ . which is allowed because > vj(a ) = 92 =0 € F,. In this way,
the Wltness size can be reduced to (6 + 6 — 2)w = 10w < 11w, which leads to

reduction in signature size.

5.2 Another New Modeling for SDitH2-L1-gf2

Now let t =2, 3 = 2 =5 (s0 u = p1 + po = 10), and § = 4. In this modeling,
each e(®) € £(n/w) is represented by one or more vectors v(® € Es(u) such that
(wt (v @), wt(v(@2))) € {(1,3),(2,2),(3,1)}, and any vector v(®) € E5(u) such
that (wt(v(@D) wt(v(®2)) € {(1,3),(2,2),(3,1)} represents a unique vector in
E(n/w). To achieve this, M and prodg(-) are chosen such that

wt(M[j]) =1 = (prody(v¥)); € T,

T = { (1) (fél) j(;w) (az)| 1<]1<J1<N1,1<]2<32<N2}U

{V(. Dy let)y (o), (0‘ V1< <ji<fl<m,1<jp< pa} U

J1 71 i
,1 ,2 2
(DD, (a V1< S, 1< g < b < G5 < o)

As a sanity check, |T| = (g) +2- (g) (‘;’) = 200 > 185 = n/w, so it is possible

to choose such an M. Now it remains to show a set of instance-indenpendent
polynomial equations w.r.t. any specific «, such that the solution space is

P = Lo e g(u) | (we(0), we(v®)) € {(1,3),(2.2), 3, )} )

We propose to first include all polynomial equations of the form

Dyl e D — 001 <y < gy < s < ja < gy i€ {1,2), (8)

Jl J2 J3
equations
Z (Vg('la’l) .yj(j,z) ) V](?’Z)) n Z (Vj(_ix,z) v (cyi) Z (ei) _ — 1 i=1,2, (9)
J1<42<J3 J1<j2
equation

Z Vj(a’l) + Z VJ(Q’Q) =§=0, (10)
J J

and equation
N K o, 1
> (=3 om " ()
i#1’,j1<j2
Equations [§ I ensure that wt(v(®?) < 4 for each i. Equatlons |§| ensure that
wt(v(®) € {1,2,3} for each i. Equatlonthen ensures that

{wt (v @), we (o)} e {{1,1},{1,3}, {2, 2}, {3,3}}.

It might be hard to see the effect of Equations It turns out that whether
the left-hand side is equal to the right-hand side depends on what {wt(v(®1),
wt(v(®?)} is, as summarized in the following table.

11



{wt(v@D) wt(v(®?)} LHS RHS

{1,1} 0 1
{1,3} 11
{2.2} 0 0
{3,3} 0 1

Therefore, Equation [L1| further ensures that

{wt (v @), we (0>} € {{1,3},{2,2}}.

In conclusion, the solution space of the polynomial system consisting of Equa-

tions @ is exactly P,

The instance-indenpendent equations above for « = 1, ..., w are of degrees at

most 4. Since the instance-dependent equations also have degree § = 4, we have
d = § = 4. In order to reduce the number of variables, each V“‘;’m is replaced
by >0, j(a by P ! (O‘ 2 which is allowed because of Equation [10l In this
way, the witness size can be reduced to (5+5— 1)w = 9w < 11w, which leads

to even more reduction in signature size.

5.3 A New Modeling for the NIST-I Parameter Set of PKPith

Recall that in the parameter set, n is set to 64. Let ¢t = 2, (u1, u2) = (4,5), and
6 = 3. In this modeling, each e("‘) € £(n) is represented by one or more vectors
v(®) € &5 () such that {wt(v(® 1)) wt(v(“ 2} = {1,2}, and any vector v(®) €
Es(p) such that {wt(v(®D) wt(v(®2)} = {1,2} represents a unique element in
E(n). To achieve this, M and prody(-) are chosen such that

wt(M[j]) = 1 <= (prod;(v*))); € T,

T = {(al) al) O62)|1<]1<‘71<,ul,1<32<,u2}U

{ 5?1)V§32) (a2)| 1<ji <, 1<jo<jy <ol

As a sanity check, |T| = (‘11) () + (g) (3) = 70 > 64 = n, so such a martix

M exists. Now it remains to show a set of instance-independent polynomial
equations w.r.t. any specific a, such that the solution space is

P = {u@ € E5(u) | {ut(u@), (D)} = {1,2}}.

We propose to include all equations of the form

V(oz,i) . V(a,z) (e,2)

feth e et = 0,1 <y < g < s <, i € {1,2), (12)

equations

Z((az) ocz +Z (a,2) —1, 1,2, (13)

Jj1<g2
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and equation

)RR G Y (14)

J J

Equations [12] ensure that wt(v(®?) < 3 for each a. Equations |13| ensure that
wt(v(@?) € {1,2} for each a. Equationensures that {wt(v(®D), wt(v(®2))} =
{1,2}. In conclusion, the solution space of the polynomial system consisting of
Equations and [14] is exactly P(*).

Let F(®) be the set consisting of Equations and for a specific a.
As mentioned in Remark {4, equations in (J, F (@) are not the only equations
that are indenpendent of the PKP instance. There will be another n instance-
indenpendent equations

1= M -prod, (™)), j=1,...,n,
prods J

[e3%

which come from Equations[3] The polynomial system consisting of all instance-
independent equations has a solution space

{Uu) [ [[v™ | 0@ e P vaq,

a#a = M-prod;(vl®) # M- prog; (™))}

The instance-indenpendent equations above are of degrees at most 3. Since
the instance-dependent equations also have degree § = 3, degree d is reduced

from 6 to 3. In order to reduce the number of variables, each 1/,32"2) is replaced

by 27;1 V](»a’l) + Z;‘i}l VJ(»O"Q) + 1, which is allowed because of Equation In
this way, the witness size becomes (4 +5 — 1)n = 8n > 6n.

Even though d is reduced from 6 to 3, as |wit| increases from 6n to 8n, it is
not obvious whether the signature size can be reduced. Recall that the formula
for signature size is of the form X - [wit|+Y -d+ Z. It turnsout X -6n <Y -6
for the parameter set, which leads to

(X -8n)+ (Y -3)+Z < (X -6n)+ (Y -6)+ Z.

The exact values of X,Y, and Z can be derived from numbers shown in the next
section.

6 Comparisons of Signature Size

Table [I| summarizes signature size (in bytes) of SDitH2-L1-gf2, SDitH2-L3-gf2
and SDitH2-L5-gf2 when different modelings are used. The numbers of bytes
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are derived using the formula for the number of bits

3

+(r=1) (lwitlza + (d — DA+ (A + B))
+ (A + B)

+ |wit|

+d- A

+ X Topen + 7+ (2X) 4 32,

which can be found in [8, page 37]. In the formula, |wit|s is defined as

8- [lwit]/8] =8 [(w-) (i —1))/8].

%

In Table [1} |o| is the signature size when the modeling of SDith is used.
SDith always sets d = 4 regardless of the parameter set, and (u1,...,pus) is
set to (4,4,4,3), (4,4,4,4), and (4, 4,4, 3) for SDitH2-L1-gf2, SDitH2-L3-gf2,
and SDitH2-L5-gf2, respectively. For SDitH2-L1-gf2 and SDitH2-L5-gf2, |o’|
is the signature when the modeling in Section is used, while |o”| is the
signature size when the modeling in Section [5.2]is used. Similar modelings are
also used for SDitH2-L3-gf2: The modeling used for |o’| is essentially the same
as the one in Section [5.1] except that (pi1, p2) is set to (6,7), while the modeling
used for |0”] is essentially the same as the one in Section [5.2] except that (u1, ui2)
is set to (5,6).

parameter set nfw w X T Topen B o] o'l |o”
SDitH2-L1-gf2-short 185 56 198 11 107 16| 3705 3628 3551
SDitH2-L1-gf2-fast 16 101 16| 4484 4372 4260
SDitH2-L3-gf2-short 252 73 192 16 157 16 7964 7820 7676
SDitH2-L3-gf2-fast 24 153 16| 9916 9700 9484
SDitH2-L5-gf2-short 191 104 256 21 216 16| 14121 13848 13575
SDitH2-L5-gf2-fast 32 207 16| 17540 17124 16708

Table 1. Signature size in bytes of parameter sets of SDith under different modelings.

Tablesummarizes signature size (in bytes) of the parameter sets in [6], Table
5], when different modelings are used. The numbers of bytes are derived using
the formula for the number of bits

AN+ (1= 1) (|wit| 4+ (d = 1) - k7 + (k7 + B)) + (k7 + B)
+wit| +d- KT+ A Topen + 7 - 2,

which can be found in [0, page 18]. |o| is the signature size when modeling of
PKPith (described in Section [4) is used. For NIST-I, |o’| is the signature size

14



when the modeling in Section is used. For NIST-V, the modeling used for
|o’| is essentially the same as the one in Section except that (p1, pe) is set
to (5,6).

parameter set n A T K Topen B lo| Ed
NIST-I 64 128 11 11 100 16 3580 3257
NIST-V 109 256 23 11 214 16| 15811 13842

Table 2. Signature size in bytes of parameter sets (shown in [6] Table 5]) of PKPith
under different modelings.
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