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ycnoBusa ncnonb30BAHUA OTAENbHbLIX CEPBUCOB:
rPYMMNA YCNYT “OBNIAYHASA NIAT®OPMA”"

Bepcusi om 29 dekabps 2025 e.,
ecmyriaem 8 cusy ¢ 29 Oekabpsi 2025 e.

Hactosiwime ycnoBusi  MCMNOMb30BaHUSA  OTAENbHbIX CEPBMCOB  («YCNoBusi») SABMASOTCA
HeoTbemnemon 4actbto [lonb3oBatenbckoro cornawenusa («CornaweHune»). TepMuHbl C
NPONUCHOW BYKBbI, KOTOPbIE NCMOMNb3YKTCH, HO HE OMnpegeneHbl B HACTOALWMX YCNOBUSIX, UMEIOT
3HayeHue, NpMcBoeHHoe nm B CornatueHuu.

TEPMUHbI N ONPEOENEHNA

ATTEeCTOBaHHbIA CermMeHT ob6nadyHon nnarPopMbl — CErmMeHT obnayHonm nnaTtdopmsbl,
TEXHWYECKNe CpeacTBa KOTOPOro pasMellalTcs B Myne gis, Ans KOTOporo nposedeHa
npoueaypa arrectaumm B cooTBeTCcTBMM ¢ TpeboaHuamu Mpukasza PCTIOK Poceun Ne77 ot 29
anpena 2021 rogpa «O6 yTtBepxaeHun [lopsgka opraHu3auum M npoBefeHus paboT no
atrectaumm 0O6bLEKTOB MHOpPMAaTU3auMnm Ha COOTBETCTBME TpeboBaHuAM O 3awuTe
MHGOpPMaLUUKN OrpaHMYeHHOoro JOCTyNa, He COCTaBNAOLEN rOCYAapCTBEHHYHO TalHy».

BupTtyanbHas wMawwumHa — BUPTYyanu3MpPOBaHHLIN CepBep, CO34aHHbIA Ha TEXHUYECKOW
nnowagke NcnonHuTens v npeaoCcTaBnaioLWMN BbIYMCAUTENbHbIE pecypCbl 3aKas4yuky.

MpepbiBaemas BupTtyanbHas MmawuHa - BupTyanbHasa MalmHa, wucnornb3yemas ans
MacwTabupoBaHusa MHPaCTPYKTYpPbl B CUCTEMAX, aBTOMAaTUYECKU pacnpeaensowmnx Harpy3ky
no BupTtyansHbiM mawwmHam. MNpepbiBaemas BupTyanbHas mawmnHa paboTaeTr HenpepbiBHO He
bonee 24 yvacoB M MOXeT ObiTb B mnbOM MOMEHT ocTaHoBreHa Wcnonuutenem. Ha
MpepbiBaemyto BupTyanbHyto MaluvMHy He pacnpocTpaHsetca SLA v He npepocTaBnsieTcs
KOMMeHcauus Npyu HegoCTyNMHOCTH.

Myn — yacTb MHMPACTPYKTYPbl HA OAHOMN TexHUYecKon nroLwiagke, B TOM Ynucne gis.

BupTyanbHbIl OUCK — BblOENEHHbIN 06beM AOMCKOBOrO MPOCTPAHCTBA, pasmellaembli Ha
TexHuyeckon nnowagke icnonHutens.

BupTyanbHasi ceTb — M30/IMPOBaHHbIN BUPTYasibHbIi KOMMYTATOP, K KOTOPOMY MOAKM0Ya0TCS
BupTyarbHble MalnHbl 3akasyuka.

MNonb3oBaTtenb — napa WMsA-Naporb, onpedensawllas Brnagenbla o06bekTos. Nonb3osaTtenu
co3aaloTca 3akasyuMkoM B pamkax JoMeHa.

MpoeKkT — nornyeckn n3onupoBaHHasa rpynna PecypcoB, K KOTOPOM MOXET MMETb A0CTyn
Monb3oBatenb. [lepsBbit  [lpoekT co3gaeTca aBTOMaTUYECKUM Mocre 3akasa  Ycnyru,
nocnegyowune 3aka3qnky HeobxogmMmMo co3aaBaTb CaMOCTOATENBHO.

Pecypc — atomapHas eauHuua, npeacTaenswpowas cobor 4vacTb pecypcoB U3NYECKOro
(obnayvHoro) cepeepa, MMO0 MUHUMANbHO BO3MOXHYH YacTb NpeaoCcTaBnsieMon YCnyriu.

Pecypchbl EgnHuua namepexHus
INpoueccopHbie gapa LLTykn

OnepaTtnBHas NaMsTb wrabant

basoBbIi anck lwrabant

BbICTpbIV ANCK M'rabant

1

B cqu-(baKType, aKTe 00 OKa3aHHbIX ycnyrax wunu YNO B 3aBMCMMOCTM OT 3aKasa YKa3blBarOTCA ycnyra

O6nayHble cepBepbl U/UNM KOHKPETHbIE 3aKa3aHHble pecypcbl U3 cnucka: ObnayHble 6a3bl AaHHbIX (Knactep

6a3 gaHHbIX)
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YHuBepcanbHbI ANCK M'rabant
JlokanbHbIV OUCK Mrabant
XpaHeHue Nosb3oBaTeNbCKMX 00pas3oB wrabant
padpmnueckun npoueccop (GPU) LUTykn
IMy6nnyHbin IP-agpec LUTyKK
IMpoueccopHble sapa, NnpepbiBaeMble LTykn
OnepaTtvBHas NamsaTb, NpepbiBaemas l'vrabant
padpmnueckun npoweccop (GPU), LWTykn
npepbiBaeMbIn

INybnuyHas nogcetsb |P-agpecos LLTykn
Bxogawmmn n ncxoadawmm tpaduk Mrabant
JlokanbHas ceTb MeXay perMoHamu LTykn
VRRP-noacetb LUTykn
BanaHCUPOBLLNKN Harpy3ku LUTyKK
bakan ['rabGant
darnoBoe xpaHunuuie, 6a3oBbIN AUCK Mirabant
darinoBoe XpaHunuilie, yHMBepCanbHbI lvwrabant
OVCK

darinoBoe xpaHunuuie, 6bICTPbIN ANCK M'rabanT
INpoueccopHbie gapa Ansa basbl AaHHbIX LLTykn
OnepaTtnBHas namsaTtb Ans basbl AaHHbIX MrabanT
JlokanbHbIN anck ans basbl AaHHbIX MrabanT
XpaHeHue pes3epBHbIX konui  basbl [MraGant
OaHHbIX

CHanwort ['raGant
MpueaTHbI DNS-pesonsep cetu LUTykm

Bakan — 310 Pecypc, no3BonstoLwmi npomsBogmTb KONMpoBaHWe N XxpaHeHue AaHHbIX basoBoro,
BbICTporo 1 YHneepcasnbHOro AUCKOB.

MpuBaTtHbin DNS-pesonBep cetn — 310 Pecypc, nosponsawowmn 3akasynky ycTaHaBnuBaTb
COOTBETCTBME MEXAY AOMEHHBIMW MMEeHaMW, OnpedenieHHbIMW BHYTPWU MpUBaTHbIX CETeW, U
IP-agpecamu.

Bbasa ApaHHbIX - COBOKYMNMHOCTb [AaHHbIX, XpaHUMbIX B COOTBETCTBUU CO CXEMOW [OaHHbIX,
MaHunynupoeaHme KOTOPbIMM  BbINONTHAKOT B COOTBETCTBMM C NpaBunamun CpeactB
MoaenmpoBaHUA AaHHbIX

Knactep 6a3bl AaHHbIX — OObLEKT, CO34aBaeMbli 3aKa34MKOM, COCTOSILLMN M3 O4HOM WUin
HEeCKOmMbKUX BupTyanbHbIX MalWH, C YyCTaHOBMeHHOW bason AaHHbIX, Mexay KOTopbiMU
HacTpoeHa pennukauus.

OTtkasoycTonumBbin Knactep 6a3bl gaHHbIX - Knactep 6a3bl JaHHbIX, KOTOPbIA COCTOUT U3
Heckomnbkux Ba3 gaHHbIX, CO34aloLWMXCs pacnpeaeneHHo Ha pasHblX BupTyanbHbix MawmHax,
MEXAY KOTOPbIMW HAcTpoeHa pennukaums AaHHbIX. [1py HegocTynHoCTW ogHow BupTtyanbHoi
MaLunHbl OTkasoycTonumBbIi Knactep 6a3bl AaHHbIX BygeT OCTyneH.

®dannoBoe xpaHunuuie Selectel (PanmnosBoe xpaHunuwe) - OTKa30yCcTOMYMBas
mMacwTabupyemasa dannoBass cuctema Ons  xpaHeHust Gonbwmnx 06bEMOB  AaHHbIX,
nogkrnovaemas no riokanbHON CETU.

JInmuT yyetHon 3anucun, JlumMut akkayHta — numuTt PecypcoB, koTopble MOryT ObiTb
MCMonb30BaHbl 451 CO34aHusa 06 bEKTOB B paMKax OAHOM YUYETHON 3anmcu.
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JInmuT npoekta — numnT PecypcoB, KOTOpble MOryT ObiTb MCMONb30OBaHbl AN CO34aHUs
0o0bekTOB B pamkax opHoro [Mpoekta. MoxeT ObITb M3MEHEH MO MHMuMaTuBe 3akasduka no
cornacoBaHuio ¢ VicnonHutenem B TUKeT-cUCTEME.

KBota (nonb3oBaTenbckas) — ycTaHaBnvBaemoe [lonb3oBatenemM OrpaHuYyeHne Ha
KonmyecTBo Pecypca, koTopoe MOXeT BbiTb UCMOMb30BaHO AN CO34aHMs OObEKTOB B pamMKkax
ogHoro lNMpoekTta. Mpu cosgaHun MNpoekta KBoTa Ha pecypc aBTOMaTUYECKN yCTaHaBMBaETCs
paBHon JlIumMnTy npoekTa npoekTta Ha Pecypc.

BHeWHAA naHenb ynpaBrieHUsl MPOEKTOM — OTAeflbHas MaHeslb YNpaBreHUs MPOeKTOM,
npefgocTaBnsiemMasl B pamkax ycryr. TpeTby nuua MoryT nory4vatb AocTyn K BHelwHein naHenu
ynpaBeneHns no mHuumatTuee 3akasvmka 6e3 3aBefeHuss OTAeNbHOM y4eTHOW 3anvcu B MaHenu
ynpaBrieHns y4eTHOW 3anucbto 3akasyuka.

YnpaBnsAwowas nNpocrnonka — COBOKYNHOCTb [laHenn ynpaBneHus Y4YeTHOM 3anucbio
3akasuuka, APl n BHelWHMX naHenen ynpaeneHns npoekTamm, co3gaHHbIX 3akasvymKkoMm.

API — nporpaMmmHbIN MHTEpPPENC ANa aBTOMaTU3NPOBAHHOIO YNpaBreHns YCryroun.
NPEOMET

WcnonHutene npepocTtaBnser 3akasyvMky QOCTYn K Yycriyram MO OpraHu3auuMm XOCTUHra
BMPTyanbHOW MHAPACTPYKTYpPbl, MPEAOCTaBNAA B pacnopsbkeHne 3akas3ynka 4yacTb pecypcoB
WHPACTPYKTYpbl, pa3MeliaemMon Ha TexHudeckon nnowagke WcnonHutens (panee —
«Ycnyra»). 3aka34nk npyuHUMaeT u onnadmeaet Yenyry Vcnonnurentio.

NOPAOOK NPEOOCTABIIEHUA YCITYTU
3akasuuk 3akasbiBaeT Ycnyry B [aHenu ynpaeneHus.

3akasumk BnpaBe 3akaszatb O6mnauvHbIn cepBep B ATTECTOBAHHOM CermMeHte obnadHomn
nnatcopmMbl BeiGpaB npu 3akase Ycnyrn “ObnadyHbii cepBep” nyn gis (TONbKO Ha TeppuTopun
P®). [ononHutenbHble xapaktepuctvkm OOnavHoro cepBepa B ATTECTOBAHHOM CErMEHTE
obnayHon nnatopMbl Yka3aHbl B pasgerne 7.

OkasaHune Ycnyrm HauuMHaeTcsi C MOMeHTa co3ganusa Pecypca BHyTpu lMpoekTa npu Hanuvuum
[0CTaTOYHOrMO KonuyecTsa cpedcTs Ha banaHce ycnyrm (unv BanaHce 3akasunka?) ons Havana
npeaocTaBneHns YCrnyru 1 BbIMONHEHUS ycrioBun n. 2.1.

3aka3unKk MOXET ocyLLecTBnsATb paboTy ¢ MpoekTom HenocpeacTBeHHO K3 MNaHenu ynpasneHnus
y4yeTHOlM 3anucbio 3akasumka, nNnbo npedocTaBUTb TPETbMM fMLaM CChlIKy Ha BHelHwo
naHesb yrnpaBrneHusi MPOEeKTOM.

IOna poctyna k [NpoekTy nocpeactBom BHellHel naHenu ynpaeneHusi NpoekTom Tpebyetcsi
npegsapuTensHO co3gaTth [lonb3oBaTtens n 3agaTtb AN HEro naporib, NOMb3ysiCb CPeACTBaAMU
MaHenu ynpaBneHus y4eTHON 3anucbto 3akasyuka.

3akasumk cosgaetr Pecypcbl B pamkax JIMMWUTOB y4é€THOM 3anucy n JIMMMTOB MpoekTa, unu
yKasaHHbIX 3akazunkom KBOT BO BHeLLHeN naHenn ynpaBrneHns NpoekToMm.

3akasumMk MOXeT co3gaBaTb BTOpow M nocnegyrowme [MpoekTbl B paMkax OrpaHuWyeHui Ha
MaKcUMarnbHOe KonmyecTBo NpoekToB, yCTaHOBMNEHHbIX cnonHuTenem.

2 3peck 1 ganee no TEKCTy npuw oTcyTeTBUM y 3akasunka B MaHenu ynpasnenns banaxca ycnyri nog TepMuHom “BanaHc
ycnyrn” noHnmaetca u banaHc 3akasuvka
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3aKka3umk CcaMOoCTOSITENbHO BbIGMpAeT KOHGUrypauuio BupTyanbHbIX MalivH, BupTyanbHbix
AVCKOB M BupTyanbHbIX ceTeli 3a WCKIOYEeHMEM CriydaeB, KOrga TaKoBble CO3[aloTcs B
aBTOMaTUYECKOM pexume VicnonHuTenem.

CepBep, Ha KOTOpPOM pasmellaeTcs BupTyanbHas mawmHa 3akasuuka, NMOOKMoYEH K CETM Ha
ckopoctn 10000 MO6uT/cek; gaHHas noroca pasgensieTcs Mmexay Bcemu BupTyanbHbimu
MalMHaMu, 3anyleHHbIMWU Ha cepBepe WcnonHutens. NoTpebneHHbii 3akaszyumkom Tpadmk
TapuduumpyeTcsi B COOTBETCTBUM C Tapudamu, yKasaHHbIMM Ha cante McnonmHuTtens wn/wnm
MaHenu ynpaBneHus y4eTHON 3anmcu 3akasyuka.

Tapuukauum nognexnT BXOAALWMIA N NCXoasawwmn Tpaduk B IHTepHeT. Tpadumk mexay ycnyron
“ObnayHbi cepeep” 1 crnegyowmmn yenyramm Vicnonnutens: “lNpenocTtaesneHne BoiaeneHHoro
cepBepa W BblgeneHHoro cepBepa nNpoOU3BONbHOM  koHurypaumn”, “lNpepoctaBneHne
00bekTHOro xpanumnuwa”, “lybnuyHoe obnako Ha 6ase VMware”, ecnn [P-agpeca
@HOHCWPYIOTCH M3 aBTOHOMHbIX CUCTEM VIcmonHnTens — He TapnuUMpPyeTcs.

Monoca nponyckaHus ans kaxgon BuptyanbHol mawwmnHbel orpaHndeHa 1000 MowuT/cek.
HocTyn B uHTEpHET Ans BupTyanbHbIX MalwmnH 3akasynka ocyLLeCTBNSETCS NOCPEACTBOM:
= [lybnunyHbix IP-agpecos;

= [lybnuyHbix nogceten n3 5 unm donee agpecos.

PacwupeHnue Jlumnta YdeTHom 3anucm Ha nogcetn IP-agpecoB npoucxoguT u3 pacyeta OAuH
IP- agpec Ha ogHo lMpoueccopHoe aapo.

JInmnt YyeTHOM 3anucu yctaHaenmuBaetrca McnonHUTenem aBTOMAaTUYECKM W MOXET ObiTb
M3MEHEH MO 3anpocy Npu HaNU4MmM TEXHNYECKON BO3MOXHOCTU.

JiumnT MpoekTa ycTaHaBnvMBaeTcst VicnonHuTeneM aBToMaTUYECKU U MOXKET ObiTb M3MEHEH Mo
3anpocy Npv HanU4YMM TEXHUYECKON BO3MOXHOCTU.

McnonHuTtens MOXeT B OAHOCTOPOHHEM MOPSAKe YMEHbLUUTb JIMMUT yyeTHon 3anucu, Jinmut
MpoekTta u/unu KeoTbl Ha oTgenbHble Pecypcbl. NcnonHUTENb MOXET paspelunTb 3akasvuky
ncnonb3oBaTb BblgeneHHble |P-agpeca npu ycnoBum omnnaTtbl BTOPOrO WM MOCMNEQyLWMUX
IP-agpecoB Ha ogHy BupTyanbHyt0 MaLLvHYy.

3akasumk MoXeT B nobo MOMeHT nameHuTb KBoTbl ntoboro MNpoekta co3gaHHOro B pamkax
JoMeHa 3akasyuka.

CornacoBaHue Ha Ucronb3oBaHWe BblaeneHHbIx |[P-agpecoB ocyLLecTBASEeTCs B COOTBETCTBMM
¢ CornatueHuem.

B uensix npegoTBpalleHns pacnpeneneHHbix atak oTkasa oT obcnyxunsanus (DDoS):

= obwasa nponyckHas cnocobHocTb ansa UDP-tpadwmka Ha noptbl 0, 16, 19, 53, 123, 1900
orpaHuymBaetcs o 500 Mout/cek;

= MpW NpeBbiWeHn 3akazymkom nopora B 150 ThicsY NakeToB B cekyHay McnonHuTens Bnpase
orpaHu4MTb nornocy nponyckaHus go 100 Mout/cek;

* HWcnonHutene BMpaBe OrpaHWyYnTb MOMOCY MPOMYCKaHUS CEpPBUCOB, KOTOpble MOTryT
ucnonb3oBatbcs Ana atak knacca UDP amplification unmM orpaHmunte BO3MOXHOCTb
NCMNONb30BaHUSA AaHHbIX CEPBMCOB, YyBEAOMUB 3aKasynka He MeHee YyeMm 3a 7 OHEN.
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3aKka3umMk CaMOCTOSITENIbHO OCYLLECTBRSIET 3KChfyaTaumio BupTyanbHbIX MawwvH —nyTem
yOaneHHoro 4ocTyna K HUM Mo CeTsiM CBsI3u obLiero nonb3oBaHus,Yepe3 BHelHow naHenb
ynpaBneHnss npoektoMm wnu [laHenb ynpaBrieHWsi, CaMOCTOSITENbHO YCTaHaBNMBaeT U
HacTpauBaeT Ha BupTyanbHbIX MallMHaX Hy)xHoe eMy nporpammHoe obecrneyeHue.

3akasumk BrpaBe 3agaTb pacnucaHme bakana ¢ gocTynHOM 4YacTotom co3ganusa Bakana.
3akasuuk BnpaBe 3agaTb HECKOMbKO pacnmucaHui bakana.

B pamkax Knactepa 6asbl AaHHbIX 3aka34Mk MOXET MCMONb30BaTh PE3ePBHOE KOMUPOBaHWE.
WcnonHutenb He oTBevyaeT 3a HEBO3MOXHOCTb KOPPEKTHOIO BOCCTAHOBIIEHUSI [OaHHbIX W3
pe3epBHOM KOMWM B criydyae €€ co3haHusi npu 3anofiHEHWM MOSIHOTO obbema [MCKOBOro
npocTpaHcTBa Knactepa 6a3bl AaHHbIX 3akasuuka.

OMNNATA YCIYTU

KoHeyHasd cToMmocCTb Ycnyrm paccyuTbiBaeTCd M3 AdaHHbiX O (PaKTUYeckn noTpebneHHbIX
Pecypcax. Tapudbl Ha Pecypcbl YycTaHoOBReHbl 3a onpegeneHHyo McnonHutenem
MUHUMarbHYI0 eauHnLy obbema notpebnsemoro Pecypca.

Onnate nognexut dakTtnyeckoe notpebrneHne PecypcoB [Mpoekta 3a nocnegHui yac Ao
BbIMOMHEHNSI O4EePEHOr0 CMUCAaHNS.

Mpn wucnonb3oBaHum [lpuBaTHoro DNS-pesonBepa ceTn TapuduKauum MNOLANEXUT KaKgoe
nogkrtoyeHue cetn Kk Pecypcy.

Onnarta npowusBoautca Mo akTy mcnonb3oBaHus PecypcoB 3akasyvMkom MnyTeM ChnncaHus
OeHeXxHbIX cpeacTB ¢ banaHca ycnyrm 1 pas B yac. Pasamep cnvcaHust 3a Kaxabld Yac MoXeT
MEHSITbCS B ClNy4ae naMmeHeHn 3aKkas3yvkom napameTpoB YCnyru.

OKOHYAHUE NPEOOCTABIEHUA YCIYTU

Mpun pgoctwkenum Hynesoro bamaHca ycnyrm wnm  GanaHca, HeQoCTaToO4HOro  Ans
OCYLLECTBIEHNS Cregyowero cnucaHusa 3a notpebnsemble Pecypchbl, oTknoveHne goctyna K
Ycnyre npowvicxoguT aBTomartudecku. McnonHuTtenb otnpasnsdeT 3akasquky yBegomrieHue o6
OTKITOMEHUM YCIyrn No 3fEKTPOHHOM MoYTe.

Ecnu npn ucnonb3oBaHum Pecypca “I'padmnuecknin npoueccop” banaHc ycnyrnm HegocTaTodeH
ONS OCYLLeCTBMNEHMS Cregylowero cnucaHus 3a notpebnsemble Pecypcbl B TeuyeHune 12
(oBeHapguaTn) Yacos, To McnonHuTene yganset Ha BupTtyansHon mawmvHe Takme Pecypchbl kak:
padpmnueckuin npoueccop, BuptyaneHbin npoueccop, OnepatuBHasi namMmaTb M JlokanbHbINA OUCK.
YnaneHue octanbHbIx PecypcoB npomcxoanT B ob6Llem nopsigke cornacHo n. 4.3 Ycnosui.

Mpn banaHce ycnyru, HeOOCTaTOMHOM [Afs OCYLECTBMEHUS Criedylowero cnucaHusa 3a
notpebnsemble Pecypcbl, B TeueHne 14 (4eTbipHaguaTu) KaneHgapHbiX AHew, WcnomHuTenb
BrpaBe yganutb BCce BupTyanbHble MawwuHbl, a Takke nobble gpyrme obbekTbl 3akasuuka,
co3faHHble B pamkax YCnyrm u xpaHsilumecs Ha obopyaoBaHumn VicnonHuTtens. YkasaHHbIA CPOK
MOXeET ObITb MpoASieH No cornatueHnio CTOpoH.

3akasumk MOXeT MpoJOoMMKWTb WMCMONb3oBaHWe Ycnyrn, npu ycroBuu nononHeHus banaHca
ycnyrm OO0 ucTtedeHus 14 (4eTbipHaguaTtn) KaneHgapHbiX AHEW C MOMEHTa NPUOCTaHOBKU
okasaHus Ycnyru. YoaneHHole cornacHo n. 4.2 Ycnosui PecypCbl BOCCTAHOBMEHWUIO He
noanexart U 3akasblBatoTCsl 3aHOBO M3 AOCTYMHbIX HA 3TOT MOMeEHT PecypcoB. Mpu nononHeHun
BanaHca ycnyrn B ykasaHHbIN CPOK NMpY Hannyum 3agormKeHHOCTU MO onnaTe Ycnyru B pasmepe
paHee wucnonb3oBaHHbIX PecypcoB, cymma 3agormkeHHocTu Oyger cnucaHa B MOMEHT
nononHexusa banaHca ycnyru.
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3agomkeHHoOCTb no onnate PecypcoB ans [MpoekToB, OTKMIOYEHHbIX 3a Heynnary,
dopmupyeTca Kak cymma CTOMMOCTM BCeX HeydaneHHblx PecypcoB [lpoekta 3a Bpewms, B
TeuyeHne KoToporo MNpoekT Bbin OTKMYEH.

B cnyyae otkasa 3akasumka OT Ycnyrn 3akasuuk BrnpaBe nepedncnntb cpeactBa ¢ banaHca
ycnyru Ha Jlnueson cueT 3akasumka.

TPEBOBAHUA NO 3AWLUTE UHPOPMALIUU

3aka3umk 00s13aH npecekaTb Crydanm HEeCaHKUMOHMPOBAHHOMO [JOCTyMa K MCMOoSib3yeMbiM
nporpaMMHbIM CPEeACTBaM UM He [OoMycKaTb MCMOSib30BaHUS CBOMX MNW MPedocTaBnsieMbiX
WNcnonHutenem pecypcoB Ans MOMbITOK HECAHKLMOHMPOBAHHOIO JOCTYNa K APYrMM pecypcam
cetn WHTepHeT. B 4yacTHOCTM, 3akasuuk [OSKEeH He [omnyckaTb Ha CBOMX BupTyanbHbIX
MalLMHaX criedyoLmx CUTyaLmWii;

= Cc BuptyanbHoM MawvHbl OTNPABASIOTCA COOOLLEHWSI SMEKTPOHHOM MOYTbl OT WUMEHU
afpecoB, He NpUHaanexawmx cetu (QomeHy) 3akasunka;

= nporpaMmMHoe oGecneveHne BupTyanbHOM MallMHbI MCMOMb3yeT Naponu, ycTaHaBnMBaeMble
Mo YMOJTHaHWIO;

= ¢ BupTtyanbHom MawwuHbl MCXOOAT MakeTbl C HEBEPHbIM agpecoM UcTodHuka (IP source
address);

= ¢ BuptyanbHOM MalLMHbI UCXOAAT nakeTbl Cnyx6bl AOMEeHHbIX MMeH (DNS) ¢ HamepeHHO
NCKaXXEHHBbIMU AaHHbIMU;

* Ha BupTyanbHoOI MalUMHe NPUCYTCTBYHOT BPEOOHOCHbIE NPOrpamMmMbl;

= Ha BwupTyanbHoM MalivMHe npuUCYTCTBYHOT W/MnM paboTaloT nporpammbl, creuvanbHo
npeaHasHa4YeHHble AN OCYLLECTBINEHNs HeCaHKLUMOHNUPOBAHHOMO AOCTYNa K MHdopMaLmn.

McnonHutens BnpaBe obecneunBaTb aBTOMATUMYECKYH unbTpauuio Tpaduka € Lenbio
GrnokmpoBaHusa OTrnpaBkK Tpaduka ¢ nogaenbHbIMU (He Ha3Ha4YeHHbIMU BUPTyarbHOW MallnHe)
IP n MAC-agpecamu.

YPOBEHb OKA3AHUA YCITYTU (SLA)

Lnsa Pecypcos, ecriu He yKa3aHO UHOe:

Tabnuua Ne 1

KomneHcupyembii npocTomn HekomneHcupyembiin npocTon

HepoctynHocTb BupTyanbHbIx MalwwuH | HepgocTynHoCcTb YnpasnstoLLen NpoCronku.
3akasunka Bcnefcteue cbos nHdppactpyktypsl | HegoctynHocTs PecypcoB NpepbiBaemon
WcnonHutens. [aHHbIN BUg npoctos | BupTyansHon MalUnHbI.

KOMMeHcupyeTcst cornacHo Pecypcam,
KOTOpble He MOrnu OblTb UCMNOMb30BaHbl BO
BpeMs npocros BCcreacTeue cbos
BupTyanbHOM MalMHbI, K HUM OTHOCATCS:
MpoueccopHble siapa, OnepaTuBHasi NaMsiTb,
basoBbii anck, bbicTpbid Auck, JlokanbHbIN
AOUCcK 1 YHuBepcanbHbli  guck, Painosoe
XpaHunuilie wucnonb3yemble MNocTpagasLuen
BupTyansHoN MaLlUHON.
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B cnyyae HepoctynHoctu bBanaHcupoBLmMKa Harpy3km (moTepsi  pabotocnocoOHOCTM
BanaHcupoBlmka Harpysku) no BuHe McnonHwuTtens, korga Bce BupTyanbHble MalUuvHBbI,
NOAKIMIOYEHHble K BanaHcupoBLUMKY Harpyskm Haxogdtcs B paboTocnocOBGHOM COCTOSHWUM
(ctatyc Online) n rotoBbl 06pabaTtbiBaTb MOCTYNaKwLWMe K HUM 3anpocbl, KOMMEHCUPYETCS
TONbKO CTOMMOCTb  BanaHcumpoBlMKa Harpyskun. He  KomneHcupyeTcda  BupTyarnbHas
MHpacTpykTypa (Pecypchl), Haxogswasacsa 3a banaHCMpPOBLLMKOM Harpysku.

Tabnuua Ne 2

FapaHTUpoBaHHass  AOCTYNHOCTb  (npu | 24x7x365 — 24 yaca B CyTKM,
ycrnosuu OTCYTCTBUSA npuynH | 7 gHen B Hegento, 365 gHen B rogy
HeAoCTYNHOCTN Ycnyru)

% (npoueHT) paboTocnocobHocTM 3a mecsy, | 99,98 %

KomneHcupyetca 0.5% ctoumocTtn Yenyrm 3akasyuka 3a kaxable 30 MUHYT KOMNEHCUpyemMon
HegocTynHocTu Yenyrm ao 100% ctonmocTtu Yenyru.

Lna Omkasoycmoltiqueozo Knacmepa 6a3bi 0aHHbIX:

Tabnuua Ne 1

KomneHcupyembin npocTtomn HekomneHcupyembiii npocTomn
HepocTynHocTb OTKka3oyCcTON4MBOro . HepoctynHocTb YnpasnsioLien
Knactepa 6a3bl AaHHbIX Ha onepaunuy YTeHne NPOCMOWKN;
n\unu 3anmnce BerieacTaune cbos . HepoctynHocTb OTkasoycTon4mBoro
WHPaCTPYKTYpbl cnonHutens. Knactepa 6a3bl gaHHbIX Ans onepaumu
3anncn B Cry4vae 3anorfiHeHWst MOSTHOro
obbema AVCKOBOIO npocTpaHcTBa
BupTyanbHON MaLUWHBI.
. HepoctynHocTb OTkasoycTon4mBoro

Knactepa basbl gaHHbIX gns onepauumn
3anucu " yTeHue B cnyyae
BOCCTa@HOBMEHUS [OaHHbIX U3 pe3epBHOW
konuwn, npoBegeHus  [lonb3oBatenem
onepauuu mMacLTabuposaHus n
OoBHOBNEHMS.

. HepoctynHocTb Knactepa 6asbl AaHHbIX
He ABMSAIOLLIErocs 0TKa3oyCTONYMBbLIM

Tabnuua Ne 2

MapaHTMpoBaHHasa pocTynHocTb (nNpwu | 24x7x365 — 24 yaca B CyTKH,
ycnosuu OTCYTCTBMUA NPUWYKMH | 7 gHen B Hegento, 365 AHen B roay
HeaoCTYNnHoOCTU Ycnyru)

% (npoueHT) pabotocnocobHocTn 3a | 99,95 %
Mecsly Ans onepauunM 3anucu B ba3sy
AaHHbIX
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% (npoueHT) paborocnoco6HocTn 3a | 99,99 %
Mecsil, Ans onepauuni uYteHue u3 basbl
AaHHbIX

KomneHncupyetcsa 0.5% ctonmoctn OTkasoyctonymeoro Knacrtepa 6asbl AaHHbIX 3a kaxable 30
MUWHYT KOMMNEHcMpyemon HegocTynHocTu. OO6ulas komneHcauus He moxeT npesbiwaTte 30%
CTOMMOCTH 3a MecsiL,.

[ns bakanos:

Tabnuua Ne 1

KomneHcupyembii npocTomn HekomneHcupyembiin npocTon

HeBO3MOXHOCTb KOppekTHoro | HepgocTynHocTb YnpasnstoLLen NpoCrionku.
BOCCTa@HOBIIEHNSI KOMUW B CBA3W C NOTEpPen
BCEX OaHHbIXx Bakana unu ux yactm no BUHE
WcnonHutens.

Ons nonyyeHus komneHcaumm 3aka3uuk obsi3aH npegoctaBuTb McnonHuTento B TukeT-cucteme
NOATBEPXKOEHNE  HEKOPPEKTHOCTM  BOCCTAHOBIIEHHOW  KOMWM UM HEBO3MOXHOCTU
BOCCTaHOBIIEHUS KOMUN.

KomneHcupyetcsa 100% ctoumocTn HepaboTocnocobHoro bakana.

Hns ycnyeu lMNpusamHbit DNS-pe3oneepa cemu:

Tabnuua Ne 1

KomMmneHcupyembiii npocton HekomneHcupyembIiii NpocTon

HepoctynHocte [NpuBatHoro DNS-pesonsepa
ceTn BcreacteBue cbos  mHGpacTpykTypbl | HegocTynHOCTb MpuBaTHoro
WcnonHutens npu ycnoBun  koppektHon | DNS-pesonBepa cetn, ecnu 3akasyunk He
KoHdwmrypauumn 3akasuukom AByx IP-agpecoB | ykasan npegocTtaBneHHole |P-agpeca B
pesonBepoB B MNOACETAX €ro WMHCTaHCOB, | HacTporikax DNS BupTyanbHbIX MaLUuH.
NoATBEPXAEHHAs OTCYTCTBMEM OTKNMKa C
obounx IP-agpecos napebl. HepocTynHoCTb MpusaTHOrO
DNS-pesonsepa cetn B cny4vae
HEKOPPEKTHOM  KOHurypauum  ceTeBbiX
HacTpoek 3akasymka WM HegoCTYNHOCTU
NHON UHPACTPYKTYpbl 3akas3ynka.

KomneHcupyetca 0.5% crtoumoctu lNMpueatHoro DNS- pesonsepa cetu 3a kaxable 30 MUHYT
KomneHcupyemon HegoctynHoctn Ycnyru go 100% croumoctn Ycnyrun. CTOMMOCTb WHbIX
PecypcoB 3akasunka koMneHcaumm He NoaNexuT.

Ecnn He ykasaHoO uHOe, HegocTynHocTb Ycnyrm u PecypcoB (npocTon) onpegensercd kak
WHTEpBarn BPeMeHM MeXay MOMEHTOM OTMpaBKW COOBLUEHUA nocpeacTBOM TUKET-CUCTEMbI B
cnyx6y nogdepxkn WcnonHutens M MOMEHTOM 3aBepLleHMsi BOCCTaHOBUTEMbHbIX paboT
WcnonHutenem.

KomneHcauus onpegensieTca Kak Cpeactsa, nepedyncrnisiemble VcnonHuTenem UCKMYMTENbHO
Ha BoHycHbI GanaHc B crnyyae HeQoOCTYNHOCTWM ycnyri, B COOTBETCTBUM ¢ Tabnuuen Ne 1.
MMepeuncneHve ocywecTBnaeTcd B TevyeHWe nepBblX 7 (cemu) paboumx OHen Mecsua,
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cnepytoLero 3a Mecsilem, B KOTopoMm Ycrniyra Obina HedocTynHa, npu Hanmumuu coobLieHus,
OTNPAaBMNEHHOIO C MOMOLLUbD TUKET-CUCTEMBbI, O MPOCTOe M TpeboBaHMsS 06 OCyLLEeCTBNEHUU
komneHcaumn. CpeactBa ¢ BoHycHoro GamnaHca MoOryT Ucnonb3oBaTbCs TOMbKO ANs onnathbl
Yenyrn. KomneHcauusi OCyLLECTBRSIETCS MCKIMOYMTENBHO MyTEM 3a4MCIEeHUsI CPEACTB Ha
BoHycHbIN B6anaHc.

lMpu pacyete KOMNEHCAUMM HE YYUTbIBAKOTCH CPEACTBa, HauncneHHble VcnonHutenem paHee
Ha bBoHycHbIn 6GanaHCc (B pamkax pekramMHbIX akuuin WM 3a HapylleHue  YCIToBWUWA
MCMNONb30BaHMs OTAEmNbHbIX CEPBUCOB), cnuncaHHble WcnonHutenem ¢ BoHycHoro 6anaHca B
cyeT onnatbl Yenyru.

Ecnun Wcnonuutens pacnonaraet co6CTBEHHbIMM AAHHBIMM O Havarne npocTost, yKasbiBatoLUMm
Ha 6onee paHee BpeMsl Hayana MPOCTOSA, YeM BPEMs OTNpaBKX COOBLIEeHUs 4epes
TukeT-ccTeMy 3akasurkoM, OH MOXET WUCMOoMNb30BaTb OTW AaHHble. PasHornacusi o BpeMeHu
NpoCTosA pa3speLuatoTcs nyTeM neperosopos CTopoH B Tuket-cucteme.

Pabounm BpemeHeM cumTaeTcs Bpemsi ¢ 8 oo 23 yacos no pabounm gHam, ¢ 11 go 22 yacoe B
BbIXOAHbIE U NpasgHUYHble aHU. OcTanbHoe BpemMsi cumTaeTcs Hepaboumm.

B cnyyae oOTCyTCTBUA COOGLUEHUS,, OTMPABMIEHHOrO MOCPEACTBOM TUKET-CUCTEMbI, U
COOGCTBEHHbIX AaHHbIX WcnonHutensi o Hadane npocTtos, Ycnyra cuuTaeTcss OOCTYMHOW, a
KOMMeHcauus He BbinadyvMBaeTcs.

YyeT Begetcs pasgenbHo ang kaxgon BupTtyanbHonm maiumHbl, OTkasoyctonumeoro Knacrepa
6a3bl gaHHblX, bakana, ®annoBoro xpaHunuwia. TOYHOCTb Yy4Yé€Ta MPOCTOS COCTaBNSET He
meHee 1 MuHyTbl. ECnv mepuoa nNpocTos MpuMxogamMTCst Ha MOMHOYb MEXAY KOHLOM W Havyarom
Mecsiua, TO NPOCTOM MOMHOCTBI OTHOCUTCA K TOMY Mecsuy, B KOTOPbIM Mpulinacbk 6onblias
YacTb NPOCTOS.

He noanexunt KomneHcauum nNpocTon, CBA3AHHbIA C 0OCTOATENBLCTBAMU HEMPEOAONTMMON CUIbI
N UHbIMKM oBCTOsITENBCTBAMM, NpomM3oLledWMMN He No BuHe WcnonHutens. He nopnexut
KOMMeHcauun NpoCTON, Bbl3BaHHbIN AeAcTBUAMU (6e3genctenem) 3akasvmka.

YyeT HegOCTYNHOCTY YCyrn U pacyeT KOMNeHcaumnn ocyLLecTBNAETCA aBTOMaTUYECKN.

MHBIE YCNoBUA [OnNA OBJIAMHOIO CEPBEPA B ATTECTOBAHHOM CEIMMEHTE
OBJTAYHOM MNAT®OPMbI

Ha ocHoBaHuMM BblgaHHOro ATTecTata COOTBETCTBUS ATTECTOBaHHbLIA CErMeHT obnayHomn
nnatcopMbl COOTBETCTBYET TPebOBaHUAM, NPEABLABISEMbIM K:

locymapcTBeHHbIM MHOPMaUMOHHBIM cuctemam 1 (mepBoro) knacca sawmweHHoctn (K1) B
COOTBETCTBUM C « TpeboBaHMsIMM O 3aLmUTe MHAOPMALMKN, HE COCTaBNSAOLWEN rOCy4apCTBEHHYHO
TanHy, copepxXalencs B rocygapCTBEHHbIX MHMOPMAaLMOHHBLIX CUCTEMAX»,yTBEePKAEHHbIMM
npukaszom OCTIK Poccum ot 11 cbeBpansa 2013 r. Ne17;

NHdopmaLumoHHbiM cuctemam 1 (NepBOro) ypoBHSA 3aLLMLLEHHOCTU MNEPCOHAnbHbIX AaHHbIX
(Y31) B cootBeTcTBUM C « TpeboBaHNSAMM K 3aLUMTE NEPCOHANbHbIX AaHHbLIX MpU nx o6paboTke B
WMH(OPMALMOHHBLIX CUCTEMAX MEepPCOHarbHbIX AaHHbIX», YTBEPXOEHHbIMU [lOoCTaHOBNEHWEM
MpaButensctBa PO ot 01 Hos6ps 2012 . Ne1119;

MHdopMaLMoHHBIM cucTeMaM knacca 3awmuieHHoctn 10 B cooTBeTcTBUM C PyKOBOASALLMM
OOKYMEHTOM «ABTOMAaTU3MpOBaHHbIE CUCTEMbI. 3alimTa OT HECaHKLUMOHNPOBAHHOIO AOCTyna K
uHcpopmaumn. Knaccudpmkaumss aBTOMaTU3MpoOBaHHLIX CUCTEM W TpeboBaHMA No 3awmTe
MHGOpMaUuny», YTBEPXAEHHbIM pelleHneM npegcepatens [ocyqapCTBEHHOW TeXHUYEeCKOWn
komuceun npu MNpesmgeHTte Poccuinckon ®epepaumm ot 30 mapta 1992 r.
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7.2. ATTECTOBaHHbIA CerMeHT obnayHon nnaTtgopmbl pasmMellaeTca Ha TexHOnorn4eckon
nnowagke VcnonHutens Ha Tepputopun PO.

7.3. B cooteetcTtBUM ¢ n.2.11. MeTogudeckoro fokymeHTa «MeToamka oueHkn yrpo3 6esonacHocTm
nHpopmauuny, yteepxaeHHoro ®CTIK Poccumn 5 depans 2021 r., no 3anpocy 3akasdvka B
TukeTt-cncteme Wcnonuutene npegocTaBnsAeT pesynbTatbl OUEHKM yrpo3 6esonacHocTu
MHopmauum ansa ATTECTOBAHHOIO cermMeHta obnadyHon nnaTopmbl, a Takke nepeyeHb
BbIMOMHSAEMbIX MEP U MPUMEHSIEMbIX CPEACTB 3alUThl B 30HE OTBETCTBEHHOCTU VcnonHutens.

7.4, KnacTtep 6a3bl gaHHbix 1 Knactep Kubernetes B pamkax O6nadHoro cepeepa B ATTECTOBAHHOM
cermeHTe obnayHon nnatopMbl HE NPefOCTaABMNATCS.

8. Ecnn He ykasaHo wuHoe, k O6nadHomy cepBepy B ATTECTOBAHHOM CErmMeHTe obnayHom
nraTgopMbl MPUMEHSAIOTCSA BCE NOSTOXKEHNS HACTOALLMX YCITOBUMN.
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