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ABSTRACT

After more than 30 years of research, there is a solid understanding
of the consistency guarantees given by CPU systems. Unfortunately,
the same is not yet true for GPUs. The growing popularity of general
purpose GPU programming has been a call for action which indus-
try players like Nvipia and KaroNos have answered by formalizing
their PTx and VULKAN consistency models. These models give pre-
cise answers to questions about program’s correctness. However,
interpreting them still requires a level of expertise that escapes
most developers, and the current tool support is insufficient.

To remedy this, we translated and integrated the PTx and VuLkaN
models into the DARTAGNAN verification tool. This makes DARTAG-
NAN the first analysis tool for multiple GPU consistency models that
can analyze real GPU code. During the validation of the translated
models, we discovered two bugs in the original PTx and VULKAN
consistency models.
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1 INTRODUCTION

Since the early 2000s, GPUs have become popular for accelerating
compute-intensive applications due to the massive parallelism they
provide. To achieve high performance, hardware architects have
opted for weak consistency models [14, 33, 37, 48, 49]. However,
only recently, significant progress has been made in formalizing
consistency guarantees of GPUs [12, 47, 48], other accelerators [40],
and heterogeneous computing systems [35].

While there are frameworks to assist in verifying and optimizing
concurrent libraries for CPUs [53, 63, 64], we lack similar tools for
the GPU models. There are prototypes, built on top of the ALLoy
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__kernel void xf_barrier(global atomic_uint *flag, global uint* in, global uint* out) {

in[get_global_id(@)] = 1;

if (get_group_id(@) == 0) {
if (get_local_id(0) + 1 < get_num_groups(0)) {
while (atomic_load(&flagl[get_local_id(0) + 1) == 0);

}
barrier (CLK_GLOBAL_ _MEM_FENCE);
if (get_local id(0) + 1 < get_num_groups(0)) {
atomic_store(&flaglget_local_id(0) + 11, 0);
)
} else {
barrier (CLK_GLOBAL_MEM_FENCE);
if (get_local_id(0) == @) {
atomic_store(&flaglget_group_id(0)1, 1);
while (atomic_load(&flaglget_group_id(0)1) == 1);
)
barrier (CLK_GLOBAL MEM_FENCE);
¥
for (unsigned int i = @; i < get_global_size(0); i++) {
out[get_global_id (@)1 += in[il;
3}

// assert(out[get_global_id(0)] == get_global_size(0));

Figure 1: A kernel using the portable version [60] of the XF-
barrier [66] to synchronize different workgroups.

tool [41], allowing to reason about GPU consistency models [3, 12].
However, these tools are limited to a single model, they do not
support real GPU programming APIs (just straight line pseudo-
assembly with no control flow instructions), they are not able to
reason about liveness properties, and cannot be applied to programs
with more than a few instructions due to limited scalability.

Consider the XF inter-workgroup barrier in Figure 1, written in
OrENCL and adapted from [60]. The barrier should prevent data
races and guarantee that each thread observes (line 23) correct
values written (line 3) by all other threads. Threads in workgroup
zero act as leaders for the other workgroups. The remaining work-
groups contain followers. In each follower workgroup, the thread
with local id zero is a representative of the workgroup.

The barrier works as follows. First, each follower thread synchro-
nizes (line 14) with all other followers from the same workgroup.
After that, the representative thread sets a flag (line 16) indicat-
ing that all workgroup threads have arrived to the barrier. Then,
the representative thread spins (line 17) waiting for a flag from
its leader. The other followers wait for their representative on a
control barrier (line 19).

In the leaders workgroup, each thread spins (line 7) waiting for
a flag from the representative of its followers. After receiving the
flag, the thread waits for the other leaders on the control barrier
(line 9). When all leaders have synchronized, each leader sets a
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flag (on line 11) signaling to its followers that they can proceed.
This allows the representative to exit the spinloop and execute the
control barrier (on line 19), thus unblocking all other followers.

The original implementation of the algorithm [66] uses plain
accesses instead of the atomic ones shown in Figure 1. As noted
in [60], this makes the code not portable across different GPUs: the
code can hang and contains data races. It was empirically shown
in [60] that these problems disappear if release-acquire semantics
are used. However, previous to our work, no automatic tool could
verify this code under weak consistency. In Section 6 we formally
and automatically prove, for the first time, that the code using
atomics is correct and that the release-acquire semantics cannot be
relaxed without introducing bugs.

In this work, we focus on the consistency models of two popular
GPU programming APIs: Nvipia Ptx [47, 48] (the low level ISA
used by Cupa) and KHRONOS VULKAN [12]. We formalize both
models in the . cat domain specific language [13, 15, 21], extending
it with previously unsupported GPU specific features. We integrate
these models into DARTAGNAN, a scalable tool for weak consistency
models. DARTAGNAN helps developers of concurrency primitives
and compiler engineers to analyze and optimize their code under
different consistency models. It also helps porting concurrency
primitives across different GPU architectures, and to uncover bugs
in existing algorithm implementations.

Concretely, we make the following contributions:

e Enhance .cat with new GPU specific features.

e Provide formal models, written in . cat, for PTX (versions 6.0
and 7.5) and VULKAN.

e Extend the DARTAGNAN verification tool! with support for
GPU consistency.

o Addto DARTAGNAN three new front-ends: two for the pseudo-
assembly-like syntax used in our examples (one for PTx
and one for VULKAN), and one for a subset of real SPIr-V
assembly [9].

e Discuss similarities and differences between PTx and VULKAN
consistency, and how they affect portability of GPU algo-
rithms.

2 BACKGROUND

This section introduces the language we use to formalize consis-
tency models and our approach to automatically analyse programs
with respect to these models.

2.1 Consistency Models

We consider consistency models written in the .cat language [13,
15, 21], whose core part is given in Figure 2. A consistency model is
defined in .cat via memory event tags (s), relations over memory
events (r), and axioms (emptiness, irreflexivity, and acyclicity) over
those relations (axm).

Base event tags (¢) are derived from the semantics of program
instructions, e.g., writes W, reads R, fences F, control barriers B,
and writes populating initial memory values I. Other base event
tags can be used to enforce special semantics, such as the memory
order of atomic accesses. New event tags (s) can be derived using
union (s U s), intersection (s N s), and set difference (s \ s).

!https://github.com/hernanponcedeleon/Dat3M
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Figure 2: The .cat language for consistency models [15].

Base relations () describe the static semantics of the program
and its dynamic behavior. Program order po is the order of events
in a thread. Read-from rf relates a write event with a read event that
loads the value stored by the first. Coherence order co represents
the order of writes to a memory location. Relation loc matches all
accesses to the same shared memory location. New relations (r) can
be derived using union (r U r), intersection (r N r), difference (r \ r),
relation composition (r; r), and relation inverse (r~!). Derived sets
and relations can be given a name using the let keyword.

2.2 Programs and Behaviours

To have a common program syntax for different architectures,
throughout the rest of the paper, we give code snippets in the
form of litmus tests. Figure 3 shows a simplified version of the
original XF-barrier (which contrary to Figure 1, uses non-atomic
accesses). Columns in the litmus syntax represent threads (e.g., P0).
The first line specifies where in the GPUs hierarchy the thread
lives, e.g., which workgroup the thread belongs to (see Section 3.1
for more details). The remaining lines are the sequence of thread
instructions, e.g., reading from (1d) and writing to (st) memory,
labels (LC@0), conditional (bne) and unconditional (goto) jumps, or
control barriers (cbar). A litmus test ends with an exists or forall
safety condition.

A weak behavior of a concurrent program is defined by the values
that threads write to and read from the shared memory. Formally,
a behavior is a tuple (X, rf, co) of executed events, the read-from
relation, and the coherence order relation. Behaviors must be well-
defined: (i) events should represent valid control flows, (ii) every
read must obtain its value from some write, (iii) rf and co can only
relate events accessing the same location, (iv) writes in I come first
in co order, and (v) when projected to a single location, co is a total
order (with the exception of PTx, see Section 4.1). A behavior is
allowed by a consistency model if it satisfies all axioms of the model,
otherwise it is forbidden. The set of allowed behaviors defines the
semantics of the program with respect to the consistency model.

A behavior can be visualised as an execution graph. The nodes
(called events) are derived from executed instructions (memory
accesses, fences and barriers) and the edges are relations over those
events. Events are annotated with the thread identifier, the corre-
sponding line of code, the instruction type, and additional data.
Additional data can contain the variable name, the stored or ob-
served value, or the barrier identifier. Figure 3 shows an execution
graph where 650 reads from the initial write e;n;;. Write eg T over-
rides the initial value of f, which is represented by the co edge.
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Figure 3: A data race in the original XF-barrier from [66].

The po edges show program order of each thread. This behaviour
is consistent according to the VULKAN model in Figure 8, but it
contains a data race.

2.3 Bounded Model Checking

It is possible to encode the semantics of a program w.r.t. a .cat
model as a SAT modulo theories (SMT) formula. Then, Bounded
Model Checking (BMC) can be used to find violations of safety,
liveness, or data race freedom (DRF) [18, 29]. In its most naive form,
the encoding uses one Boolean variable for each combination of a
relation and an event pair. If the variable is set, then the pair belongs
to the relation. The encoding of base relations must ensure that
behaviors are well-defined. For most derived relations, the encoding
is straightforward, e.g., union between relations corresponds to a
disjunction between variables. Recursively defined relations require
to compute fix-points and are the hardest to handle. There are
several tricks (which the DARTAGNAN tool uses) to alleviate the
problem [29, 30].

This naive encoding generates a large formula and verification
does not scale well. For a more compact encoding, DARTAGNAN
employs static analysis techniques to compute lower and upper
bounds for the relations [34]. For example, alias analysis can identify
pairs that do not access the same location in any execution, allowing
us to remove these pairs from the upper bounds of the rf and
co relations. Removing such pairs decreases the number of SMT
variables needed to encode these relations. Lower bounds can also
simplify the encoding [36]. For example, for events within the same
control flow block, the encoding of the po relation can be replaced
by the encoding of whether both events have been executed. These
techniques are not only applied to derive bounds for base relations,
but also to compute bounds for all derived relations.

3 GPU CONSISTENCY

Extensive research has been devoted to clarify and formalize CPU
memory consistency [16, 17, 32, 50, 54-57]. However, these ap-
proaches do not directly apply to other types of processing units,
such as GPUs, due to their distinct architectural characteristics [39,
47, 52]. This section provides an overview of these GPU-specific
characteristics. Section 4 shows how they are formalized within
the PTx and VULKAN consistency models.

3.1 Memory Scopes

To achieve high parallelism, modern GPUs utilize numerous pro-
cessing cores to execute a massive number of threads in parallel.
These threads can communicate via the GPU’s global memory and
through a shared memory segment provided by the host CPU. How-
ever, in both cases, the latency is typically high. To mitigate the
latency, modern GPUs have a hierarchical memory system. A level
of this hierarchy is referred to as a scope. Each scope is accessible
by a different set of threads. The lowest scope may be accessible by
e.g., those threads inside the same workgroup or the same compute
thread array. The global memory of a GPU device forms another
scope, accessible by all threads running on the GPU. Intermediate
scopes may exist for subsets of threads of different sizes. Finally,
the largest scope encompasses the memory of the host shared with
one or more accelerators in the heterogeneous system.

The concept of a memory scope has been introduced by the
model of Sequential Consistency for Heterogeneous-Race-Free
(HRF) [37] and later extended to support relaxed atomics by the
HRF-relaxed model [33]. Modern GPU consistency models opted
for using scopes. However, there is an alternative model [58], which
defines the semantics of heterogeneous systems without the no-
tion of scopes, aiming to reduce the complexity for programmers.
Nevertheless, the alternative model has not been widely adopted in
practice.

Both PTx and VuLkaN models employ scopes similar to those in
the HRF-relaxed model [33]. The PTx model [3] defines three scopes:
CTA (compute thread array), GPU (global memory of a device), and
SYS (the memory shared between all processing units in the system).
The VuLraN model [12] specifies four scopes: Subgroup, Workgroup,
Queue family, and Device. VULKAN does not specify a scope for the
shared memory of the entire system, but it expresses this concept
through the notion of system-synchronizes-with.

3.2 Memory Fences and Control Barriers

GPUs offer fine-grained synchronization mechanisms via memory
fences and control barriers. Similar to CPU fences, a GPU memory
fence can be used to synchronize accesses to shared memory. In
both PTx and VULKAN models, besides a memory ordering, the
semantics of a fence includes the scope at which the memory should
be synchronized.

While fences synchronize memory accesses, a control barrier
synchronizes the execution of threads. In particular, it ensures
that all threads within a specified scope reach the barrier before
any of them can proceed further. In most architectures, the scope
of control barrier synchronization is limited to a workgroup [60].
In VULKAN, a control barrier can have both control and memory
ordering semantics.



The litmus format distinguishes between different control barri-
ers via an identifier. Synchronization is only effective for barriers
with the same identifier.

3.3 Address Spaces

State-of-art GPUs use specialized accelerators with their dedicated
caches to boost performance [3]. Notable examples include Nvipia’s
acceleration of surface and texture graphics operations [47], AMD’s
texture filtering logic [39], and INTEL’s texture sampler unit [43].
Compared to the generic memory paths, such specialized caches
often provide weaker coherence guarantees. Moreover, the same
memory address can be accessed via the conventional memory
path and via a specialized cache. In the following, we outline how
specialized caches are represented in GPU consistency models.

Proxies. PTx introduced the notion of proxies to handle special-
ized accelerators with non-coherent cache hierarchies [47]. The
model distinguishes between four proxies: GEN (generic proxy),
TEX (texture proxy), SUR (surface proxy), and CON (constant proxy).
A generic proxy represents the conventional path to the memory.
Texture and surface proxies describe the dedicated caches for graph-
ics workloads. A constant proxy represents a special memory for
storing constant values, e.g., kernel launch parameters. Note that
constant proxy should be included into a consistency model, be-
cause constant memory can be updated by a host during the exe-
cution of a kernel [47]. When two instructions access a memory
address via the same proxy (and via the same reference), then they
are said to be accessing the same virtual memory location. For
a generic proxy, it means that the instructions are subject to the
consistency guarantees of the core PTx model.

Additional proxy fences may be required to synchronize memory
accesses via different proxies. The PTx model defines four proxy
fences: alias-proxy, texture-proxy, surface-proxy, and constant-
proxy. The alias-proxy fence reestablishes the ordering of memory
accesses to the same location via different proxies. The texture-
proxy, surface-proxy, and constant-proxy fences synchronize the
respective specialized cache with the generic proxy.

Storage Classes. VULKAN uses the concept of storage classes to
represent memory accesses via different cache types. The formal
model does not explicitly list all storage classes, but uses two ab-
stract definitions: sc@ and sc1. All memory operations have an
associated storage class, the one of the corresponding memory
object reference.

In addition to storage classes, the model uses the notion of stor-
age class semantics. The latter can be specified for atomic memory
operations and memory barriers used for synchronization. It de-
fines which storage class the synchronization should be applied to.
One instruction can combine multiple storage class semantics. The
formal model uses abstract definition of storage class semantics:
semsc@ and semscl.

Similar to PTx, VULKAN has a concept of two operations ac-
cessing the same memory location via the same reference. In the
VuLkAN model, this concept is referred to as using the same refer-
ence. We will use the PTx terminology of same virtual address for
both models.

3.4 Availability and Visibility

In PTX, the release-acquire semantics is generally strong enough
to make sure that one thread observes a value stored by another
thread. In VuLkaN however, this alone might not be sufficient. To
provide more fine-grained synchronisation, VULKAN introduces the
concepts of availability and visibility. Availability means making a
stored value accessible in a particular cache. Visibility means that
a thread observes a value available in a cache. Thus, availability
is only relevant for writes, and visibility is only relevant for reads.
Atomic memory accesses are available or visible by default. How-
ever, non-atomic accesses may require additional availability and
visibility flags for proper synchronization.

We explain how availability can be enforced for writes. Enforc-
ing visibility for reads is symmetric. The value of a non-atomic
write can be made available using a successive memory fence or
atomic write. In VULKAN, memory fences and atomic writes can
have an availability semantics flag. If this flag is set, then preced-
ing writes will be made available if they have the same scope and
if their storage class matches the storage class semantics of the
current instruction. Alternatively, a non-atomic write may use an
availability flag to enforce the availability operation only for its
own value.

3.5 Data Races

Besides safety, DRF is an important property in the presence of
concurrency. Data races can introduce unpredictable and unin-
tended behaviors. In PTX, two memory operations accessing the
same location are considered a data race when they lack a causal
relationship and they are not morally strong. However, PTx does
not consider this to be undefined behavior since the consistency
model does not require DRF [48]. In VULKAN, a data race occurs
whenever two memory accesses (at least one being a write) with
overlapping sets of memory locations are neither mutually-ordered
atomic operations nor location-ordered. VULKAN considers data
races to be undefined behavior, and thus developers must ensure
their applications are DRF.

4 FORMAL MODELS FOR GPU CONSISTENCY

Several consistency models for heterogeneous architectures have
been formalized in the past. Those include HSA [51], OpENCL [26],
PTx [14, 47, 48, 65], VULKAN [12] and FPGAs [40]. The first models
were written in . cat. However, those only covered basic features of
GPUs and their tool support has been discontinued. The most recent
models are written in ArLoy [41]. Unfortunately, these models use
different representations of the same basic concepts, making it
difficult to distinguish between differences in their consistency
guarantees. Therefore, we opted to use .cat.

We describe the extensions made to the .cat grammar from Fig-
ure 2 to support all GPU features used by PTx and VULKAN models.
Concretely, we added the base relations described in Table 1, and
the event tags listed in Table 2. The rest of this section describes
the extensions in detail.

4.1 Ptx Consistency Model

The first formal analysis for a fragment of PTx was proposed
in [14]. However, it was not until ISA v6.0 that NvipIA provided



[ Relation [ Related events and semantics [ Model ]

o Write to the same location. Prx
Must be a partial order.

Same virtual address specified

vloc . PTx, VULKAN
in program source code.
sr Events within the same scope. Prx
scta Events within the same CTA scope. Prx
Events within the same subgroup,
ssg, swg, sqf VULKAN

workgroup, queue family.

Events from threads marked as
SSW X . VULKAN
system-synchronizes-with.

syncbar Barriers with same logical barrier id. VULKAN
svnc barrier Barriers with same logical barrier id. Prx
yne Must be a subset of scta.
sync_fence Morally strong SC fences. Prx

Must be a partial order.

Table 1: Semantics of new (or modified) base relations.

[ Set [ Contained Instructions [ Model ]
ACQ, Acquire or release atomic Prx,
REL memory accesses VULKAN
RLX Relaxed atomic memory accesses Prx
PRIV Thread-private memory accesses VULKAN
SG, WG, Memory accesses to subgroup, workgroup, VULKAN
QF, DV queue family, or device scope
GEN, SUR, Memory accesses through generic, Prx
TEX, CON surface, texture, or constant memory proxy
ALIAS Proxy felnces to synchAromzeA Prx
across to different generic proxies
SCo, Memory accesses to storage VULKAN
SC1 class 0 or storage class 1
SEMSCo, Atomic memory accesses or fences with VULKAN
SEMSC1 storage class semantic 0 or semantic 1
AV, VIS Memory accesses with availability or visibility flag | VULkaN
SEMAV, Atomic memory accesses or fences with VULKAN
SEMVIS availabiity or visibility semantic
AVDEVICE, Forcing availability or VULKAN
VISDEVICE visibility to device domain

Table 2: New event tags and the instructions they model.

a detailed description of its consistency model. This version was
formalized in [48] and then extended with proxies from v7.5 [47].
We formalized both v6.0 and v7.5 in the . cat language. Our model
is given in Figure 4. Due to the lack of space, we present only a part
of the model for v7.5.

Events within a reachable scope are related by relation sr from Ta-
ble 1. Relation scta is the subset of sr relating only events within
the same CTA, and where the instructions they model are tagged
by .cta. To model proxies, we follow [47] and use the new base
event tags from Table 2 to define the sameProxy relation on line 2.
The core idea (see lines 15-27) is that operations performed over
the same proxy give the same guarantees as generic memory op-
erations in PTx-v6.0. Supporting proxies only required adding to
.cat the tags GEN, SUR, TEX and CON and used them in events
modeling respectively .generic, .surface, .texture, and .constant
instructions.

Figure 5 shows a message passing (MP) pattern using proxies.
The prelude defines which address space the variables belong to
and which location they alias to. The surface store sust followed
by the fence in Po synchronizes s and x over the surface space.
Thread P1 first synchronizes x and y over the generic proxy (using
an alias fence) and then y and t over the texture space using a

(* Proxy *)
let sameProx = GEN * GEN | SUR * SUR | TEX * TEX | CON * CON
let povloc = po & vloc

let co = co+
let fr = rf*-1; co

(* Morally-strong *)

let ms1 = (po | po*-1) | ([strongOpl; sr; [strongOpl)
10 let ms2 = sameProx

let ms3 = ((M * M) & vloc) | ((_ * _) \ (M * M))

12 let ms = (ms1 & ms2 & ms3) \ id

N R NS N

—_
jo

14 (* Proxy-aware causality ordering x)
15 let pxyFM = [F]; (sameProx & scta); [M]
16 let proxyPreservedCauBase =

17 ( [GEN]; (vloc & cauBase); [GEN])

18 | ([M]; (sameProx & scta & vloc & cauBase); [M])

19 | vloc & (cauBase & (pxyFM*-1); cauBase; [GEN])

20 | vloc & ([GEN]; cauBase; cauBase & pxyFM)

21 | vloc & (cauBase & (pxyFM*-1); cauBase; cauBase & pxyFM)

22 | loc & (LGEN]; cauBase; [F & ALIAS]; cauBase; [GENI)

23 | loc & (cauBase & (pxyFM*-1); cauBase; [F & ALIAS]; cauBase; [GEN])
24 | loc & (LGEN]; cauBase; [F & ALIAS]; cauBase; cauBase & pxyFM)
25 | loc & (cauBase & (pxyFM*-1); cauBase;

26 [F & ALIAS]; cauBase; cauBase & pxyFM)

27 let cause = observation?; proxyPreservedCauBase

28

29 (* Axioms Coherence *)

30 empty ((([W]; cause; [W]) & loc) \ co)
empty (([W]; ms; [W]) & loc) \ (co | co*-1)
32 (* Axiom FenceSC *)

33 empty (([F & SC]; cause; [F & SC1) \ sync_fence)
34 (* Axiom Atomicity x)

35 empty (((ms & fr); (ms & co)) & rmw)

36 (x Axiom No-Thin-Air x)

37 let dep = addr | data | ctrl

acyclic (rf | dep)

39 (x Axiom Causality *)

40 irreflexive ((rf | fr); cause)

w
=

w
oo

Figure 4: (Part of) Nvipia PTx consistency model with mixed-
proxy extension [47] defined in .cat.

texture load t1d. Together with the release-acquire ordering over
flag, this guarantees that P1 observes the first write from P, thus,
the final ~ exists condition holds.

For CPU consistency models, coherence is a total order over
all writes to each address. This is part of the well-defined notion
introduced in Section 2.2. In PTx, however, coherence is a partial
(not necessary total) transitive order that relates writes to the same
location?, such that two events are related if they are morally strong
or if they are related in causality order. We relaxed the notion of
well-defined in . cat, for co not to be total for PTx. Transitivity is
guaranteed by line 5. The remaining semantics are enforced by the
axioms on lines 30-31. An example showing that coherence might
not be total is given in Figure 6. PTx allows threads P2 and P3 to ob-
serve contradicting values of x. If coherence were total, which could
be enforced by adding the axiom empty (((W * W) & loc) \ co),
or the writes would be atomic, the behavior would be forbidden.

The semantics of morally-strong are only informally discussed
in [47, 48]. We give a formal definition on lines 9-12. Two distinct
operations are morally-strong if they satisfy all the following: (ms1)
they are in program order or each operation is strong (i.e., a fence

The specification refers to "overlapping operations", but since we do not consider
mixed-size concurrency, we use "same location" instead.



3
4

1

2 y @ generic aliases x;
s @ surface aliases x;
t @ texture aliases y;

Po@cta 0,gpu @ |P1@cta @,gpu © B
sust.weak s, 1 |1d.acquire.cta ro, flag ;
8 fence.proxy.surface | fence.proxy.alias H
9 st.release.cta flag, 1 |fence.proxy.texture H
10 |tld.weak ri1, t H
11 ~exists

12 (P1:r@ == 1 /\ Pl:r1 !=1)

Figure 5: Message passing (MP) across different proxies.

Po@cta @,gpu @| Pl@cta @,gpu @| P2@cta 0,gpu @ | P3@cta @,gpu @

st.weak x, 1 | st.weak x, 2 | 1ld.acquire.sys ro@, x| ld.acquire.sys r2, x ;
| | 1d.acquire.sys r1, x| ld.acquire.sys r3, x ;

exists

(P2:r0 = 1 /\ P2:r1 =2 /\ P3:r2 = 2 /\ P3:r3 = 1)

Figure 6: Non-causal weak writes are not ordered by coher-
ence in PTx.

1 Poecta 0,gpu @ | Pl@cta @0,gpu @ | P2@cta @,gpu 0 ;
2 st.weak x, 1 | st.weak y, 1 | st.weak z, 1 ;
3 1d.weak r2, z | bar.cta.sync 1 |

4 bar.cta.sync r2 | 1ld.weak ri1, x
5 |

1d.weak ro, y |

6 forall
(PO:re == 1 \/ P1:r1 == 1)

Figure 7: Store buffering (SB) with dynamic control barrier.

or an atomic memory access) and they are related by sr, (msz) they
are in the same proxy, and (ms3) if both are memory operations,
then they overlap completely (i.e., they are related by vloc).

The final changes to .cat are related to synchronization via
fences and barriers. Relation sync_fence is a partial order (enforced
at runtime; see the SMT encoding in Section 6) that relates every
pair of morally strong fence. sc instructions. The axiom on line 33
states that sync_fence cannot contradict causality order. Relation
sync_barrier is the subset of scta relating control barriers sharing
the same id (whose value might be static or determined at runtime).
The store buffering (SB) pattern in Figure 7 shows an example using
control barriers. Since the load to r2 can read the initial value of z,
which litmus tests assume to be zero, it is not guaranteed for the
barrier in P@ to synchronize with the barrier in P1 having id=1, and
the forall condition can be violated.

4.2 VuLKAN Consistency Model

We added to .cat new new base relations in Table 1 and event
tags in Table 2 for scopes, control barriers, different address spaces,
cache control, and system level synchronization. Following the
Arroy model from [12], our .cat consistency model for VULKAN is
given in Figure 8.

While in PTx there is a single base relation for all scopes, VULKAN
defines one base relation for each of the inner scopes: same sub-
group (ssg), workgroup (swg) and queue family (sqf). It then de-
rives from them the definition of inscope on lines 11-13. To re-
strict to those instructions that have a large enough scope tag
and can synchronize, the model then intersects, e.g., swg with
(DV|QF|WG) * (DV|QF|WG). Restrictions to swg and sqf use sim-
ilar intersections (see lines 11-13).

(* Sets *)

let PRIV = (R | W) \ NONPRIV
let SEMSC@1 = SEMSC@ & SEMSC1
let AVSH = (AV | SEMAV) & DV

let VIWG = (VIS | SEMVIS) & (DV | QF | WG)
let AVSG = AV | SEMAV
let VISG = VIS | SEMVIS

O ® NG R W =

10 (* Static Relations *)

11 let inscope = (DV * DV) | (sqf & ((DV | QF) * (DV | QF)))

12 | (swg & ((DV | QF | WG) * (DV | QF | WG)))

13 | (ssg & ((DV | QF | WG | SG) * (DV | QF | WG | SG)))

14 let chains = ((M | F | CBAR | AVDEVICE | VISDEVICE) \ IW) =
15 ((M | F | CBAR | AVDEVICE | VISDEVICE) \ IW)

16 let moa = (loc & vloc & inscope & (A * A)) \ id \\ mutordatom

18 (* Dynamic Relations *)

19 let asmo = co & ((A | IW) * A)

20 let fr = (rf*-1; asmo) | (([IW]; rf)*-1; ((loc;[Wl) \ id))
21 let fre = fr & ext

22 let rs = [REL & Al; ((asmo \ (asmo; asmo+)); [RMW])*

23 let hypors = [W & Al; ((asmo \ (asmo; asmo+)); [RMW])*
24 let sw = inscope & \\ synchronizes-with

25 ( ([REL & Al; rs; (rf & moa); [ACQ & Al)

26 ...

27 | ([REL & F]; posemtosc; [A & W]; hypors; (rf & moa);
28 [A & R]; posctosem; [ACQ & F1)

29 | (CREL & F1; po?; [CBAR]; ((syncbar & inscope) \ id);
30 [CBAR]; po?; [ACQ & F1))

31 let ithbsemsc@ = (ssw | ([SEMSCQ]; sw; [SEMSC@I)

32 | ([SCo | SEMsC@]; po; [REL & SEMSCel)
33 | ([ACQ & SEMSC@]; po; [SC@ | SEMSCel))+
34

35 let hb = ithbsemsc@ | ithbsemscl | ithbsemsc@1 | po
36 let avwg = (chains & ([AVSG]; (hb & ssg & avinc))?); [AVWG]]

38 let vissh = [VISH]; (chains & (((hb & sqf & avinc); visqf)?;
39 ((hb & swg & avinc); viswg)?; ((hb & ssg & avinc); [VISG1)?))
40 let locord = loc & ((hb & int & vloc)

41 | (IR \ PRIV]; hb; [(R | W) \ PRIVI])

42 | ([R1; ssw+; [R | WI)

43 | (vloc & ([W \ PRIVI; (po? & avinc); [AVSGI; (hb & ssg);

44 [W \ PRIVD))

45 ...

46 | ([W1; (hb & avinc); [AVDEVICE]; hb; [VISDEVICE];

47 (hb & avinc); [RI))

49 (* Axiom Coherence *)
50 empty ([A & W]; moa; [A & W]) \ (asmo | asmo*-1)

52 (* Axiom Consistency Cycle *)
53 acyclic (locord | rf | fr | asmo)

55 (* Axiom Consistency Read-from x)
56 empty (rf; ([R \ AD)) & (([WI; locord); ([W]; locord)+)

58 ( *x Axiom Atomicity * )
59 empty rmw & (fre; (asmo & ext))

61 (* Axiom Location Order Complete *)

62 let non-rmw-reads = (R \ RMW) * (R \ RMW)

63 empty ((((locord | locord*-1) | moa) \ non-rmw-reads)
64 \ (loc \ id \ non-rmw-reads))

66 (* Data Races *)

67 let wm=(W*xW) | (WxR) | (R*xW)\ ((IW=*x_) |
68 let dr = loc & (wm \ moa \ id \ (locord | locord*-1))
69 flag ~empty dr

(- * IW)

Figure 8: (Part of) VULKAN consistency model [12] defined
in .cat.



Po@sg 0, wg @, qf @
st.av.wg.sc@ x, 1

| Plesg 1,wg @, qf @

| 1d.atom.acq.wg.scl.semsc@.semscl r@, y

| P2esg o,wg 1, qf @ ;
| 1d.atom.acq.dv.scl.semsc@.semscl r1, z ;

st.atom.rel.wg.scl.semsc@.semscl y, 1 | st.atom.rel.dv.scl.semsc@.semscl.semav z, 1 | 1ld.vis.dv.sc@ r2, x

1 filter
5 (P1:r@ == 1 /\ P2:r1 == 1)
6 exists

(P2:r2 == 0)

Figure 9: Non-transitivity of happens-before and HRF-indirect of VULKAN.

Address spaces and coherence are handled similarly to PTx. Stor-
age classes correspond to sets which are then used to define locord
(which is similar to proxyPreservedCauBase in P1x). The coher-
ence axiom on line 50 is defined analogously to the one in Ptx.
However, it refers to the scoped modification order asmo instead of
co. While Ptx allows weak stores to be unordered w.r.t. coherence,
VULKAN considers this a data race. The program in Figure 6 (as-
suming VULKAN’s instructions syntax) has a data race and thus its
behavior is undefined. This example shows GPU models can have
subtle differences developers should be aware of.

We show other peculiarities of VuLkaN using Figure 9. The
filter statement forces one to consider only behaviours where
acquire-reads get their values from release-writes. The use of .sco,
.sc1, .semsc@, and .semsc1 annotations guarantees (see lines 31-
35) the following happens-before chain

hb hb hb hb hb
650 —> 650 —> 651 g 651 e 652 e 652

Contrary to other consistency models (like C11), hb is not transitive
in VULKAN. This means those edges alone are not sufficient to
guarantee that eg’ 2 observes the value written by eg % We need
an availability-visibility chain as on lines 36-39 (which requires
annotating eg’ 1 with . semav). This example also shows that VuLkan
is similar to HRF-indirect models [33, 37] in which two threads can
synchronize indirectly through a third party, even if each of these
interactions uses a different scope.

We emphasize one difference between our .cat model and the
ArLoy one from [12]. In the later, read-modify-write (RMW) instruc-
tions are represented by a single event which is both a read and a
write. We model RMWs as a read-write pair. The axiom on line 59
(common to other consistency models) is required to guarantee
there are no context switches between the execution of the pair.

The VuLkaN model defines data races using the same approach
as language models like C11 [26] or Lkmm [19]. It flags as buggy
any behaviour where certain relation is not empty. In Figure 8, this
relation is defined on line 68. A behaviour having two different
accesses to the same location, where at least one is a write, and
which are not related by mutordatom or locord, is flagged and
considered a bug.

5 UNDERSTANDING THE FORMAL MODELS

This section presents several examples showing the need for formal
consistency models and explaining how to use them to decide if a
given behavior is allowed or not.

A compiler bug. Consider the example in Figure 10 with Pe and
P1 belonging to different workgroups (warps in Cupa terminology),
but sharing the same queue family zero (the default one in Vurkan
for compute). The scope of each instruction is device (.dv), which
includes workgroups and queue families, meaning both threads can

Poesg 0,wg 0, qf @
2 st.atom.dv.sc@ data, 1
5 membar.rel.dv.semsc@
4 st.atom.dv.sco flag, 1

P1esg o,wg 1, qf @

LCoO:

1d.atom.dv.sc@ ri1, flag H
membar.acq.dv.semsc@ «)
bne r1, 0, LCO1

goto LCo@

Lce1:

membar.acq.dv.semsc@ ) s
1d.atom.dv.sc@ r2, data
1d.sco r3, 1

11 exists
12 (P1:r3 == 1 /\ P1:r2 1= 1)

Figure 10: MP with a spinloop.

| Po@sg 0,wg 0, qf ©

2 st.atom.dv.sc@ data, 1
3 membar.rel.dv.semsc@
4 st.atom.dv.sco flag, 1
5 exists

6 (P1:r3 == 1 /\ Pl:r2 != 1)

P1esg o,wg 1, qf @
membar.acq.dv.semsc@ H
1d.atom.dv.sc@ r2, data ;

|
|
|
| 1d.sco r3, 1

Figure 11: Incorrect optimization by the NIR compiler [7].

synchronize using atomic instructions (.atom) and memory barriers
(membar).

Thread Po writes the data variable on line 2, does a release mem-
ory barrier on line 3, and then sets a flag variable on line 4 to
inform the data is ready for thread P1 to be read. Thread P1 spins
(lines 2-6) until it observes the flag being set. Now first consider a
version of the program where the line 8 marked with (+) would have
been commented out. The barrier inside the loop on line 4 of P1 and
the corresponding barrier on line 3 of Pe guarantee proper release-
acquire synchronization before P1 reads data on line 9. Finally, the
exists condition checks if P1 can observe stale data in those be-
haviours where P9 does not spin forever (termination is enforced
by P1:r3 == 1). According to VULKAN’s consistency model [12],
this behavior is forbidden due to the proper use of release-acquire
barriers (see lines 27-28 in Figure 8).

Since barriers are expensive in terms of performance, an opti-
mizing compiler might want move the acquire barrier outside of
the loop. We use (-) and (+) (remove line 4 from P1 and add line 8) to
distinguish the versions before and after this optimization. The opti-
mization is in fact sound according to VULKAN’s consistency model
and it is used, e.g., by the Boost library [11]. However, the NIR
compiler [5], seeing a spinloop on lines 2-6 without any memory
barriers, used to incorrectly apply further optimizations, resulting
in the unsound code given in Figure 11. The (incorrect) claim was
that relaxed reads cannot be expected to be relied upon for synchro-
nization and an infinite loop without any side effects could thus
be eliminated. After the (unsound) loop removal optimization, ob-
serving stale data is possible and the program incorrect. Agreeing
on the unsoundness of the optimization was not easy [7]. This was
partly because the consistency model was under-specified, but also



Po@cta 0,gpu @

2 st.relaxed.gpu d, 1

3 fence.sc.gpu

4 1d.weak r2, t

5 add r2, r2, 1

6 st.weak t, r2
exists

8 (P1:r@ == 1 /\ Pl:rl == 0)

Pl@cta 1,gpu @
1d.weak ro, t

beq ro, r3, LC0O
fence.sc.gpu B
ld.relaxed.gpu r1, d ;
LCOO: ;

Figure 12: Snippet of a work-stealing double-ended queue.

due to a misunderstanding by the compiler engineers about what
subtle guarantees are given by the VULKAN model.

A consistency bug in a work-stealing deque. Figure 12 (adapted
from [14] and written in the NvIDIA PTX assembly syntax of DARTAG-
NAN) shows a snippet of the ABP work-stealing deque [24] used in
the context of graphics processors [38]. Using NvIDIA terminology,
each compute thread array (CTA, also sometimes called a thread
block) owns a deque to push to and pop work from. If a CTA’s
deque is empty, it attempts to steal some work from another deque.
The deque is implemented as an array with two indexes. The push
operation increments the tail index t, while pop decrements it. The
head index (not shown in code the snippet) is incremented by steal
operations.

The original code had none of the fences (line 3 of Po and line 4
of P1 were missing) and it has been empirically shown to be buggy
without them [14]. Thread P@ pushes some work to its deque on
line 2 and increments the tail index t on lines 4-6. When P1 tries to
steal, it can observe the correct t index, but a stale value of the array.
The reason for this is that without the fences, the two writes by Po
are not ordered in the PTx consistency model. This is again the MP
pattern, showing that even well-known weak behaviors can elude
the developer understanding of the consistency guarantees. This
bug was found before NvIDIA released the first official PTx consis-
tency model [48]. Using the model, together with our DARTAGNAN
tool, we can automatically show that the buggy behavior is indeed
allowed when fences are not used, and forbidden when they are.

Unnecessary fences. Formally reasoning about consistency does
not only allow one to show the absence of errors, but also to opti-
mize code. Consider the libcu++ mutex implementation [2] in Fig-
ure 13 written in PTx assembly. Two threads try to acquire the
mutex by obtaining a unique ticket (lines 2-7). Uniqueness is guar-
anteed by an atomic increment to the variable in on line 2 in both
threads. The thread then spins on lines 3-6 until the currently served
ticket out matches its own. Once inside the critical section, it reads
the shared resource x and assigns a new value to it. The mutex
is then released by atomically incrementing the next ticket to be
served on line 10. The safety condition on line 12 checks if both
threads can succeed in acquiring the mutex (i.e., Po:r1 == P@:r2
/\ P1:r1 == P1:r2), but still both read the initial value of x, clearly
violating mutual exclusion.

This implementation guarantees mutual exclusion according to
PTx consistency model, and we can check this by running DARTAG-
NAN. However, it also contains an unnecessary barrier which de-
grades performance. The atomic increments on line 2 can be relaxed
from acquire (. acq) to relaxed (. r1x) without sacrificing correctness.
Developers tend to be cautious about manually doing such opti-
mizations due to the complexity of understanding all corner cases

Pl@cta 1,gpu @
atom.acq.gpu.add r1, in, 1
LC10:

1d.acq.gpu r2, out

beq r1, r2, LC11

goto LC10

LETTs

1d.weak r3, x

st.weak x, 2
atom.rel.gpu.add r4, out, 1 ;

1 Po@cta 0,gpu @
) atom.acq.gpu.add r1, in, 1
LCoO:
4 1d.acq.gpu r2, out
5 beq r1, r2, LCO1
6 goto LCoQ
LCoT:
8 1d.weak r3, x
st.weak x, 1
10 atom.rel.gpu.add r4, out, 1
11 exists
(PO:r1 == P@:r2 /\ P1:r1 == P1:r2 /\ PO:r3 == 0@ /\ P1:r3 == 0)

Figure 13: Ticket mutex from libcu++ [2].

of the underlying consistency model. DARTAGNAN can be used to
find such optimization possibilities in the code.

6 UNIFIED ANALYSIS OF GPU CONSISTENCY

Formal models allow building tools to automatically reason about
the impact of weak behaviors on program correctness. Below we
describe the current limitations of state-of-the-art tools for GPU
consistency and how we address these limitations in our framework.

6.1 Tools for GPU Consistency

While there are prototypes for the ArLoy models of Ptx [3] and
VULKAN [12], they have several limitations.

(1) Program syntax and constructs: the ArLoy tools only
support pseudo-assembly syntax with no control flow in-
structions (i.e., just straight line code), making it impossible
to reason about real code or at least non-trivial examples
like those in Figures 10-13.

(2) Tool maturity: we found two bugs while using the PTx
v7.5 tool, one wrongly defining the morally strong rela-
tion [4], the other allowing out-of-thin-air behaviors even if
the model forbids them [6]. Additionally, the PTx v7.5 tool
lacks support for the constant proxy and control barriers.

(3) Incompatible models: the PTx v6.0 model does not have an

associated tool. The program parser of [3] is tightly coupled

with the PTx v7.5 model, making it hard to backport it to
the previous version. Similarly, we cannot use the same tool
for PTx and VULKAN, despite both models being written in

ALLOY.

Scalability: ArLoy-based tools for consistency models do

not scale for large number of events events [28, 48, 49, 65].

o

=

To address these limitations, we extended DARTAGNAN [31, 34],
an analysis tool for consistency models written in . cat, with support
for PTx v6.0, PTX v7.5, and VULKAN consistency models. In addition
to safety conditions, it can verify liveness (as defined in [44, 53]
and described in Section 6.4) and properties specified within a .cat
model. In particular, it can check for DRF according to the definition
in the VuLkAN model (see lines 66-69 from Figure 8).

DARTAGNAN encodes the program’s semantics defined by the
given consistency model into an SMT formula. Then it uses an
off-the-shelf solver to find violations of a given correctness speci-
fication. To achieve scalability, DARTAGNAN uses a static analysis
technique [34, 36] which derives lower and upper bounds for rela-
tions. These bounds drastically reduce the encoding size and speeds
up the verification times. To support GPU consistency models, we
have implemented (for each new base relation) bounds computation



RELATION LoweRr BounD

UPPER BOUND

Ssr

{(e1,e2) € X x X | thread(el) € scope(e2) A thread(e2) € scope(el)
A —mutExcl(eq, e;) A visibleFrom(thread(e,), thread(e;),scope(e;))}

Same as Lower Bound

r € {scta, ssg, swg, ssw}

{(e1,e2) € X x X | ~mutExcl(e,ez) A
visibleFrom(thread(e;), thread(ey),r)

Same as Lower Bound

syncbar {(e1,e2) € BXxB |id(e;) =id(ez) A ~mutExcl(ey,ez)}

Same as Lower Bound

sync_barrier

{(e1,e2) € BxB |id(e;) =id(ez) A ~mutExcl(ey, ez)
A sameCTA(thread(ey), thread(ez))}

{(e1,e2) € BXB | ~mutExcl(ey,ez)
A sameCTA(thread(ey), thread(e;))}

sync_fence 0

{(e1,e;) € FXF| memOrd(e;) = SC
A memOrd(e;) = SC A ~mutExcl(ey, e;)}

vloc

{(e1,e2) € M X M | mustAlias(e, ez) A
sameVirtual (e, e;) AN ~mutExcl(ei, e;)}

{(e1,e2) € M x M | mayAlias(ey, ez) A
sameVirtual (e, e;) A —mutExcl(ej, e;)}

Table 3: Lower and upper bounds for new base relations.

e,ep€X
re{sr,scta,ssg,swg,sqf,ssw,synchar}

(exece; A exece,) < r(er,ez)

ep,ep€X

(exece; A exece, Aid(e1) =id(ez)) © sync_barrier(ey, ez2)

(e1.,e) €[F & SCJ;sr;[F & SC]

((exece, A exece,) © (sync_fence(es, e2) V sync_fence(ez, e1))
A (sync_fence(e, e;) = clke1

sync_fence < C[kseync_fence))

ep,ep€X

vloc(er, e2) = (exece; A exece, A addr(e;) = addr(ez))

ep,ep€X

co(er, e2) = (exece, A exece, A addr(e;) = addr(e;) A clkgy < c]kg‘;)

<o

Table 4: SMT encoding for new base relations. The encoding of co only affects PTx.

from Table 3 and SMT encoding from Table 4. For the new base tags,
the integration was simple. It only required making the program
parser to tag events according to the instructions they model.

We have added to DARTAGNAN three new frontends: two for
the litmus syntax used in our examples (one for PTx and one for
VULKAN), and one for a subset of real SPIR-V assembly. The former
allows us to validate our models w.r.t. the ALLOY ones, and the later
to apply our tool to real code. To the best of our knowledge, this
makes DARTAGNAN the first tool to analyze the effects of weak GPU
consistency on real code.

6.2 Relation Analysis

Relation analysis is an approach to reduce the size of the SMT
encoding for consistency models [34, 36]. It computes upper and
lower bounds for all relations. To make use of this analysis in the
context of GPU consistency, we compute bounds for all new base
relations. The analysis uses this information to calculate bounds
from every derived relation defined in the .cat model. The bounds
of the new base relations are given in Table 3. Notice that while we
adapted the semantics of co for PTx, bounds are just approximations
of the relation and they remain unchanged from [34, 36].

Relations sr, scta, ssg, swg, sqf, ssw and syncbar are static, mean-
ing they are fully computed from the source code of the program.
Lower and upper bounds of static relations coincide. For scope-
based relations sr, scta, ssg, swg, sqf, and ssw, the bounds contain
all non-mutually exclusive events where the scopes of the instruc-
tions match, and the corresponding threads are visible to each other
according to that scope. The later is covered by the predicate visi-
bleFrom. For syncbar, the bounds contain all pairs of non-mutually
exclusive barriers with matching identifiers (in the VULKAN model,
identifiers of control barriers are static).

For sync_barrier, the upper bound contains every pair of control
barriers in the same CTA (if they are not mutually exclusive). If

we can additionally guarantee that their ids coincide, we add the
pair to the lower bound. For sync_fence, we know nothing about
its lower bound. The upper bounds contains every non mutually
exclusive fences having SC as its memory ordering.

The bounds of vloc® contain all pairs of memory events that can
execute together and access the same virtual addresses. Moreover,
the addresses must (lower bound) or may (upper bound) point to
the same location. We use a field sensitive version of Andersen alias
analysis [22] to decide this.

6.3 SMT Encoding

Each base relation has its own semantics which needs to be encoded
into the SMT formula. Table 4 describes the encoding of the new
relations introduced in Table 1. We explain this encoding in the
following. Note that when encoding a relation, we only consider
pairs from the upper bounds computed by the relation analysis.

For the static relations sr, scta, ssg, swg, sqf, ssw and syncbar,
the encoding is simple. After parsing a program, we know whether
an event pair belongs to a relation (i.e., upper and lower bounds
coincide). We also encode vloc as a static relation. This is because,
at the moment, we only support static references in GPU code,
thus may and must alias analysis information coincide. Thus, we
encode that a relation holds for two events if both are executed.
For sync_barrier, the encoding is similar, except we additionally
require both barriers to have the same identifiers.

The sync_fence relation has more complex semantics. It is a par-
tial order of SC fences, while for each subset of fence events located
within the same CTA is a total order. Whether two fence events
belong to the same CTA is statically computed by the relation anal-
ysis and does not require encoding. To encode the partial and total
orders, we follow the approach of [29]. Specifically, we introduce

3The Arroy model of VULKAN calls this relation sref. It reflects what descriptor is used
to access memory.
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Figure 14: Liveness violation in XF-barrier from [66].

a clock variable for each fence event and enforce the ordering of
those clock variables.

For the VULKAN model, co is encoded as a total order of writes
to the same memory location, similar to the CPU memory models.
However, in PTx co is not total. Therefore, we do not enforce edges
between writes to the same address, but use clock variables to
enforce partial order.

6.4 Verification of Correctness Properties

While the ArLLoy-based tools check for safety and data races, DARTAG-
NAN also detects liveness violations as described in [44, 53]. The
approach works for spinloops (i.e., side-effect-free loops) under
the assumption that every thread has started and every enabled
instruction is eventually executed. This progress assumption is not
necessarily satisfied by GPUs [60] and thus, we cannot always claim
the absence of liveness bugs (see Section 8). However, under the
assumption that every thread is started, DARTAGNAN can find real
liveness violations.

Finding liveness violations works as follows. For each thread,
we start by detecting when a spinloop reads from the maximal
event in coherence order, and the read value does not break the
looping condition. Since a spinloop has no side-effects, the thread
cannot help the progress of other threads. When at least one thread
is spinning and all other threads cannot progress (they are either
spinning or terminated), a liveness violation has been found. The
co-maximality together with the fact other threads cannot progress
guarantee no other write could stop the spinning.

Figure 14 shows a behaviour of the XF-Barrier with only two
threads (one in each workgroup) and violating liveness. Event eg‘ L
reads from the co-maximal event e;’ 1. but reading value 1 does not

break the spinning. The problem is that egP % and eg 1 are non-atomic
and thus not ordered by asmo (despite being related by co). Making
ePO ePO eP1

4 2% 263
However, e ° and esP1 must have also release-acquire semantics to
avoid data races.

DARTAGNAN (as most model checking techniques) can only verify
the correctness of an algorithm with respect to a given test case.
For the one given in Figure 3 where only one thread writes before
the barrier and only one reads after this, having e9P % and eSP1 with
release-acquire semantics and the other synchronization instruction
as relaxed, is enough for correctness. However, since the barrier is

expected to make all threads synchronize, one would expect every

and 851 relaxed atomic removes the liveness violation.
PO
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TooL SAreTy LiveiNess DRF  #Tests TIME/TEST (Ms)
P1x v6.0
DARTAGNAN 106 73 0 179 797
ALLoy 0 0 0 0 0
Prx v7.5
DARTAGNAN 235 73 0 308 841
ALLoY 160 0 0 160 538
VULKAN
DARTAGNAN 110 73 106 289 932
ALLOY 101 0 82 183 3,464

Table 5: Comparing DARTAGNAN and ALLOY-based tools for
safety, liveness and DRF on litmus tests.

write before the barrier to be observable by all reads after it, as
shown in Figure 1. We do not explicitly state the memory order of
atomic instructions, but the compiler4 generates release stores and
acquire loads as in [60]. Table 7 shows that relaxing any of these
barriers result in a bug.

7 EVALUATION

We performed several experiments to validate our tool and models.
All experiments were conducted on an Ubuntu 22.04.4 LTS machine
equipped with an 11th Gen Intel(R) Core(TM) i5-1135G7 processor
(2.40 GHz, 8 cores) and 16 GB of RAM.

7.1 Model Validation

To validate our models, Table 5 compares DARTAGNAN and the
Arroy-based tools on several litmus test. Our test suite includes all
the original tests from [3, 12], papers formalizing PTX consistency
models [48, 49], all the examples in this paper, and other common
weak consistency patterns. We additionally ported 73 litmus test®
from the GPU Harbor project [45] for forward progress testing [62].
We use the latter to check for liveness. In total we collected 179
Prx tests without proxies, 129 PTX tests using proxies, and 289
VULKAN tests. Tests in the safety row contains exists or forall
conditions representing interesting final states. From 106 VULKAN
tests, we replace the exists with a filter and check for data races.
This matches the way of checking races with the ALLoy-based tool.
We run DARTAGNAN on 102 tests since the remaining 4 ones do not
have any consistent behaviour satisfying the filtering condition.
Table 5 shows that the tools based on ALLoY support around
one third of the tests. PTx v6.0 does not have an associated tool.
The missing safety tests in PTx v7.5 and VULKAN use control flow
instructions, control barriers or constant proxies. Neither this, nor
liveness, is supported by any of the ALLoy-based tools. For tests sup-
ported by both tools, all results match, giving us confidence to the
correctness of our models. For the liveness tests, DARTAGNAN does
not report any violation which is aligned with the results from [62]
under classic progress models (which DARTAGNAN assumes).

4We use cLspv to compile from OPENCL to the SPIR-V assembly that is then passed to
DARTAGNAN for the analysis.
5The remaining tests are unsupported by DARTAGNAN; see Section 8.
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Figure 15: Comparing the scalability of DaARTAGNAN and ALLOY-based tools

7.2 Scalability

To show that DARTAGNAN can scale better than ArrLoy-based tools,
we used four common weak consistency patterns (MP, SB, LB,
and IRIW) to generate a series of tests with increasing number of
threads. Figure 15 shows the number of threads used in each pattern
in the x-axis, and the running time (in logarithm scale) in the y-axis.
The running time for ArLoy-based tools increases exponentially.
Due to out-of-memory errors, we were unable to obtain results
for the ArLoY-PTX tool for benchmarks with more than 25 threads
(approximately 50 events), and for the ALLOY-VULKAN tool when the
number of threads exceeded 10 (approximately 20 events). However,
the running time of DARTAGNAN only grows linearly w.r.t. the
number of threads. Previous work has shown a similar performance
between DARTAGNAN and HERD7 [34]. Finally, as HERD7 is also 10x
faster than IsLa [23], it follows that DARTAGNAN outperforms all
those consistency model aware tools.

7.3 Tool Validation

To further validate our tool, we apply DARTAGNAN to the test suite of
GPUVERIFY, a static analyser for verifying DRF of GPU kernels [25,

27]. This test suite contains a large number of real-world kernels
from public and commercial sources, allowing us to asses how
much of a real GPU API is supported by DARTAGNAN. We tried to
compile the 486 OPENCL kernels in the test suite to SPIR-V using
the cLspv compiler [10]. Compilation fails for 225 tests. From the
remaining 261 tests, the compiler removes functions or loads in
84 tests due to unused returned or loaded values. These tests are
trivially race-free, and thus we removed them from our evaluation.
From the remaining 177 tests, DARTAGNAN can verify 66. The other
ones require yet unsupported features like floating point variables.

Table 6 compares the number of tests supported by DARTAGNAN
and GPUVERIFY and the average time per test. Despite the larger
search space for DARTAGNAN due to weak consistency behaviors, its
performance is competitive with GPUVERIFY. Verification results
of both tools agree on 59/66 of the kernels. We manually checked
the remaining ones. In 4/7 of the cases, GPUVERIFY contradicts
comments in the OPENCL source code about the expected result,
but DARTAGNAN matches them. For other 2/7 tests, GPUVERIFY
reports failures due to barrier divergence, a correctness property
that DARTAGNAN cannot yet verify. However, we believe the code
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Figure 16: A program showing a bug in the VuLkaN model.

TooL #TEsTs TIME/TEST (Ms)
VULKAN

DARTAGNAN 66 1679
OpPENCL

GPUVERIFY 177 1172

Table 6: Comparing DARTAGNAN and GPUVERIFY for DRF
on kernels from [25, 27].

is DRF as reported by DARTAGNAN. In the last 1/7 test DARTAGNAN
reports a race, but GPUVERIFY does not.

We show a simple variant of the test in Figure 16°. VULKAN
consistency model allows both RMW-operations to read the same
value, clearly violating atomicity. We explain why we believe this
to be a bug in the model.

(1) If one makes the store atomic, the behavior becomes for-
bidden. This suggests the non-atomic store is problematic
despite threads having the control barriers to synchronize.

(2) Replacing RMW-operations with atomic loads (while keep-

ing the store as non-atomic) shows that the control barriers

are sufficient to enforce the visibility of the store in both
threads.

Strengthening both atomic instructions to release-acquire

semantics (the strongest semantics since there is no sequen-

tially consistent memory order in VULKAN) is not sufficient to
prevent both RMW-operations from reading the same value.

Therefore, the problem is not the lack of memory ordering

in the test.

®)

We ported this test to ALLoY to validate that it also allows this
behavior. We reported the issue to the maintainers of the VuLkaN
model, which confirmed that the behaviour should be forbidden by
the model and their tool [8].

7.4 Verification of Real Code

To support our claim that DARTAGNAN can verify real code, we
implemented four synchronization primitives (caslock, ticketlock,
ttaslock and the XF-Barrier) and checked for safety, liveness and
DRF. These benchmarks use relaxed atomics, a relatively new, but
important feature of real GPU APIs. GPUVERIFY supports strong,
but not relaxed, atomics. However, it reports false positives even
when using strong accesses. For example, it finds a data race in the
critical section of caslock, even if all synchronization accesses are
marked as sequentially consistent [1].

©The SPIr-V test has a race involving indexes of an array. We use assertions on observed
values, because ALLOY-VULKAN doesn’t support arrays.

BENCHMARK Grip |T| |E| Correct TIME (MS)
caslock 2.3 6 99 v 23975
caslock-acq2rx 4.2 8 98 X 1728
caslock-rel2rx 4.2 8 98 X 1822
caslock-dv2wg 4.1 4 73 v 1994
caslock-dv2wg 4.2 8 109 X 2183
ticketlock 2.3 6 106 v 33651
ticketlock-acq2rx 4.2 8 123 X 1984
ticketlock-rel2rx 4.2 8 123 X 1918
ticketlock-dv2wg 4.1 4 78 v 1865
ticketlock-dv2wg 4.2 8 134 X 2083
ttaslock 2.2 4 105 v 65597
ttaslock-acq2rx 4.2 8 106 X 2179
ttaslock-rel2rx 4.2 8 106 X 1998
ttaslock-dv2wg 4.1 4 105 v 21893
ttaslock-dv2wg 4.2 8 117 X 2403
xf-barrier 3.3 9 457 v 13598
xf-barrier-acq2rx-1 2.2 4 192 X 2803
xf-barrier-acq2rx-2 2.2 4 192 X 2792
xf-barrier-rel2rx-1 2.2 4 192 X 2661
xf-barrier-rel2rx-2 2.2 4 192 X 2777

Table 7: Verification of synchronization primitives (with dif-
ferent barriers and scopes).

Table 7 shows the results of the verification of real kernels.
Columns Grip, |T| and |E| report respectively the thread organiza-
tion (a grid X.Y means “X threads per workgroup, and Y workgroups
per device"), number of threads and events. Benchmarks with a
postfix acq2rx (resp. rel2rx) mean an acquire (resp. release) barrier
was weakened to a relaxed one. Similarly, dv2wg means a device
scope was reduced to workgroup.

All three lock implementations use release-acquire barriers and
are correct. Relaxing any barrier results in a bug. If we keep the
correct memory orderings, but their scope is reduced from device to
workgroup, and threads belong to different workgroups (e.g., having
a 4.2 grid), then the code is also incorrect since the instructions
cannot be relied on for synchronization. Moving all threads to the
same workgroup restores correctness. The XF-Barrier requires at
least two workgroups, otherwise leaders in the first workgroup
would blocked waiting for non-existing followers. DARTAGNAN
shows that the code is correct with a 3.3. grid. Finally, relaxing any
barrier results in a bug.

In terms of scalability, DARTAGNAN can find violations in a frac-
tion of a second even if the benchmark has more than 100 events.
When the benchmark is correct, the SMT solver needs to explore
the whole search space and performance slows down. However,
verification time still remains below 5 minutes. This shows that
DARTAGNAN can handle much larger benchmarks that alloy-based
tools [28, 48, 49, 65].

8 DISCUSSION

We believe our work is a step forward in helping developers un-
derstand better the guarantees given by different GPU consistency
models. However, several problems remain open. This section dis-
cusses them and explains why they do not invalidate our results.



Progress guarantees. It is difficult to write correct GPU programs
where threads rely on each another for making progress [59]. Com-
putations are split into sub-tasks and then assigned to workgroups.
Not all workgroups might execute concurrently (e.g., if they exceed
the available resources), meaning the scheduler might delay execu-
tion of some workgroups until others have finished. If the spinning
condition of a thread from an early workgroup depends on a thread
from a later, delayed, workgroup, this will lead to starvation and
execution will not terminate.

Even if most GPU specifications do not commit to any kind
of progress guarantees, it has been empirically shown that most
implementations provide some sort of progress between work-
groups [60, 61]. Because of this, several progress models have
been rigorously described [62]. In this paper we assume a forward
progress model where whenever a thread becomes enabled, it will
eventually be scheduled. The limitation of this is that DARTAGNAN
might report false negatives about liveness violations, i.e., a safe
result cannot be trusted.

Liveness definition. While DRF is encoded in the .cat model,
safety and liveness are directly implemented as part of the SMT
encoding phase of DARTAGNAN. The liveness encoding makes use
of the co relation and does not consider scopes. Coherence not
being total in PTx is not a problem. This is because the SMT solver
can still find a co-maximal event to falsify the liveness property.
Using co instead of asmo in VULKAN is neither a problem. If two
writes are related by co, but not asmo, the program has a data race
bug that DARTAGNAN can detect. The example in Figure 14 fits in
this category.

The lack of consideration for scopes in the liveness encoding is
more problematic. In its current form, a spinloop reading-from a co-
maximal event which is not in scope is considered a bug. However,
these operations should not be allowed to synchronize. None of the
litmus test used in our validation has this problem. In the future,
we plan to solve this by moving the definition of liveness to the
.cat model instead of directly encoding it in the SMT formula. This
requires further extensions to .cat.

Models and tool validation. Section 7 includes not only all tests
previously used to validate both the PTx [3] and VULKkAN [12] mod-
els, but also other interesting tests collected from the GPU consis-
tency literature. However, it falls short w.r.t. validation approaches
for CPU consistency [16, 20, 21, 42] or early GPU models [14]. Un-
fortunately, the online companion material for [14] is not accessible
anymore. Additionally, HERD7 (and its associated tool for system-
atically generating litmus tests) discontinued the support for Ptx.
While there are recent approaches deploying large testing cam-
paigns to check conformance of GPU consistency models [45, 46],
they focus on a small set of common weak behaviors (and their
mutants) instead of targeting GPU-specific features like address
spaces, virtual aliasing and cache control. Extending frameworks
to generate litmus tests using GPU-specific features is future work.

Table 5 contains some of, but not all, the tests used to validate
progress models [62]. We excluded tests making use of exchange
operations in spinloops (however, DARTAGNAN handles compare-
and-swap). The reason is that the exchange of each iteration creates
a new write event, making co not prefix-finite, which is a require-
ment to check for liveness in axiomatic consistency models [44].

Supporting those instructions requires extending the underlying
theory of liveness. We see this as an interesting open problem.
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A ARTIFACT APPENDIX
A.1 Abstract

This work is accompanied by an artifact which contains the DARTAG-
NAN verification tool, and the cat models for PTx-v6.0, PTX-v7.5
and VULKAN. It also contains all benchmarks and the other tools
discussed in the paper. Note that the results obtained for the same
benchmarks by the open-source version of DARTAGNAN might differ
in the future, as the tool will evolve.

A.2 Artifact Checklist (Meta-information)

e Algorithm: DARTAGNAN, a model-checking algorithm for weak
consistency models.

e Program: The DARTAGNAN verification tool. Tests and bench-
marks in the format of litmus tests, disassembled SPIR-V kernels,
and OPENCL kernels.

o Transformations: The docker image contains the CLsPV com-
piler v19.0.0git to generate SPIR-V tests and SpIRv-TooLs v2024.1-0-
g04896c46 to generate SPIR-V tests.

e Run-time environment: A container engine supporting docker
images is required to run the artifact container. The docker image
contains openjre-17 to run DARTAGNAN and the ALLoY-based tools.

e Metrics: Execution time.

e Output: Console, tables, and graphs.

Experiments: The artifact contains ready scripts to reproduce

results in the paper.

o How much disk space required (approximately)?: About 4 GB
to store a ready image and run a container.

e How much time is needed to complete experiments (approxi-
mately)?: About two hours.

o Publicly available?: Yes.

o Code licenses (if publicly available)?: See the webpage of DARTAG-

NAN https://github.com/hernanponcedeleon/Dat3M.

Data licenses (if publicly available)?: All benchmarks to be run

with DARTAGNAN are under MIT license. Litmus tests to be run with

the VuLkAN ArLoY-based tool are under CC 4.0 license. Litmus tests
to be run with the PTx ArLoy-based tool are under BSD-3 license.

OPENCL tests to be run with GPUVERIFY are under Microsoft Public

License (Ms-PL).

Archived (provide DOI)?: https://doi.org/10.5281/zenodo.12516539.

A.3 Description

A.3.1 How to Access. The artifact (available on Zenodo) consists
of a docker image with all tools and benchmarks that are required
to validate the claims made in the paper.

A.3.2  Software Dependencies. Docker https://docs.docker.com/get-
docker/.


https://github.com/hernanponcedeleon/Dat3M
https://doi.org/10.5281/zenodo.12516539
https://docs.docker.com/get-docker/
https://docs.docker.com/get-docker/

A.3.3  Hardware Dependencies. Depending on your operating sys-
tem, Docker might impose some extra hardware restrictions.

A.4 Installation

To load the docker image, run

> docker load < dat3m-gpu-artifact
Start a docker container:

> docker run -it --rm dat3m-gpu-artifact

A.5 Experiment Workflow and Expected
Results

The artifact provides scripts to automatically generate results shown

in Table 5, Table 6, Table 7 and Figure 15. The consistency models

written in .cat ( Figure 4 and Figure 8) are located in:

/home/Dat3M/cat/ptx-v6.0.cat
/home/Dat3M/cat/ptx-v7.5.cat
/home/Dat3M/cat/spriv.cat

Experimental Setup: The evaluation was done on an Ubuntu
22.04.4 LTS machine with an 11th Gen Intel(R) Core(TM) i5-1135G7
@ 2.40GHz (8 cores) and 16GB of RAM.

A.5.1 Model Validation. Table 5 compares the number of sup-
ported tests by DARTAGNAN and the ALLoYy-based tools. Tests in
the litmus format supported by DARTAGNAN are located in:

/home/Dat3M/litmus/PTX
/home/Dat3M/litmus/VULKAN

For ALLOY-PTX, the tests are located in:
/home/mixedproxy/tests

The tests for ALLOY-VULKAN are can be found in:
/home/Vulkan-MemoryModel/alloy/tests

To automatically generate all results in Table 5 run:

> python3 /home/scripts/generate-table-5.py

This will display the table in the console and generate a table5.csv
file.

Expected execution time: 20 minutes.

A.5.2  Tool Validation. Table 6 compares the number of supported
tests and the verification time of DARTAGNAN and GPUVerify. Both
tools have been used to verify data race freedom of OPENCL pro-
grams in the test suite of GPUVerify.

For GPUVerify, we used the latest release of the tool (2018-03-22)
along with the most recent OPENCL test suite from their GitHub
repository, which can be found in

/home/gpuverify-release/latest_benchmarks/opencl

To execute the same benchmarks with DARTAGNAN, we compiled
the OPENCL kernels into SPIR-V using the cLspv compiler and then
disassembled the compiled files using Spirv-TooLs. The artifact
includes precompiled and disassembled files located in

/home/Dat3M/dartagnan/src/test/resources/spirv/gpuverify
To automatically generate all results in Table 6 run:
> python3 /home/scripts/generate-table-6.py

This will display the table in the console and generate a table6.csv
file.

Expected execution time: 10 minutes.

A.5.3  Verification of Real Code. Table 7 shows verification times

of DARTAGNAN for a set of synchronization primitives. These syn-

chronization primitives had been initially implemented in OPENCL,

and then compiled to SpIr-V assembly. The artifact includes pre-

compiled and disassembled benchmarks located in
/home/benchmarks/spirv

To automatically generate all results in Table 7 run:

> python3 /home/scripts/generate-table-7.py

This will display the table in the console and generate a table7.csv
file.

Expected execution time: 5 minutes.

A.54  Scalability. Figure 15 supports our claim that DARTAGNAN
can be an order of magnitude faster than ArLoy-based tools. To
automatically generate the plots showing this, run:

> python3 /home/scripts/generate-plots.py

This will generate several data files (MP.csv, SB.csv, LB.csv, IRIW.csv)
and plot files (MP.png, SB.png, LB.png, IRIW.png)in the
/home/scripts/output directory. The folder /home/output can be
copied to the host machine using the following command:

> docker cp <containerId>:/home/output/ .

Expected execution time: 60 minutes.

A.6 Experiment Customization

This section describes how to execute individual tests.

A.6.1 Running a litmus test with DARTAGNAN. To run an individual
test, use the following command:

> cd /home/Dat3M && \
java -jar dartagnan/target/dartagnan.jar \
<path/to/test.litmus> \
cat/<ptx-v6.0.cat|ptx-v7.5.cat|spirv.cat> \
--property=<program_spec|cat_spec|liveness> \
--target=<ptx|vulkan> \
--method=assume

The litmus tests used in the experiments are located respectively
in:

/home/Dat3M/litmus/PTX

/home/Dat3M/litmus/VULKAN
/home/benchmarks/dat3m_ptx
/home/benchmarks/dat3m_vkn

A.6.2  Running a Spir-V test with DARTAGNAN. To run a single SPIR-
V test with DARTAGNAN, use the following command:

> cd /home/Dat3M && \
java -jar dartagnan/target/dartagnan.jar \
<path/to/test.spv.dis> \
cat/spirv.cat \
--property=<program_spec|cat_spec|liveness> \
--bound=<loop-bound> \
--target=vulkan \
--encoding.integers=true \
--method=assume

The tests used in the experiments are located respectively in:

/home/Dat3M/dartagnan/src/test/resources/spirv
/home/benchmarks/spirv
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