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Halting in code-based game-playing proofs

abort(x)

abort(true)

abort(false)

Adversary:

• Adversary halts immediately

• Adversary returns x

Security game:

• Game halts immediately

• Game returns true or false
or
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Example: abort(false) in multi-key reduction

Strong security notion (e.g. AE)

where adversary has access to oracle:

Weaker security notion (e.g. IND-CPA, KR, or OW)

where adversary has access to oracle:

Equivalent

Equivalent

Birthday bound

Free transition

Rely on unique keys for 

other proof steps
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Example: abort(false) in PRP-PRF switch

Random permutation 

(lazy sampling)

G4 – random permutation

G5 – random function

G9 – random function

G10 – random permutation

Rely on random function to prove 

IND$ security of a block cipher mode 

of operation (e.g. AES-CBC)



Example: abort(false) is useful beyond switching back and forth

Game 19 for the proof of 

Telegram’s variant of OAEP+ 
scheme.

(e.g. SHA-256 is used in 

different contexts, with no 

domain separation.)



Caution: use with care 

Adv := Pr[Game => true] (e.g. for search games).

When abort(false) is used, advantage might no 

longer be well-defined.



An alternative to abort(false)?



Thank you!


