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Code-Based Game-Playing Proofs
and the Security of Triple Encryption
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Adversary: Security game:

abort(true)
* Adversary halts immediately or e Game halts immediately

* Adversary returns x  Game returns true or false
abort(false)

abort(x)




Example: abort(false) in multi-key reduction

Strong security notion (e.g. AE)
where adversary has access to oracle:

NEWGROUP(g)

require K[g] = L
Klg] = {0, 1}7=

A

Weaker security notion (e.g. IND-CPA, KR, or OW)
where adversary has access to oracle:

NEWGROUP(g)

require Klg] = L
Klg] <= {0, 1}"=~
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Example: abort(false) in multi-key reduction

Strong security notion (e.g. AE) Equivalent

where adversary has access to oracle:

NEWGROUP(g)

require K[g] = L
Klg] = {0, 1}7=

v

Weaker security notion (e.g. IND-CPA, KR, or OW)
where adversary has access to oracle:

NEWGROUP(g)

require Klg] = L
Klg] <= {0, 1}"=~

NEWGROUP(g)

require K[g] = L

K[g] s {0, 1}NEX

If K[g] € S then
bad < true

S +— SU{K|g]}
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Example: abort(false) in multi-key reduction Symmetric Signeryption and

E2EE Group Messaging in Keybase

Strong secu rity notion (e,g, AE) EqUivaIent Joseph Jaeger! "), Akshaya Kumar! */, and Igors Stepanovs?

where adversary has access to oracle:

NEWGROUP(g)

require K[g] = L
Klg] = {0, 1}7=

v

Weaker security notion (e.g. IND-CPA, KR, or OW)
where adversary has access to oracle:

NEWGROUP(g)

require Klg] = L
Klg] <= {0, 1}"=~

NEWGROUP(g)

Birthday bound
require K[g] = L \
K[g] g {0’ 1}NE.kI NEWGROUP(Q)

If K[g] € S then require Klg] = L
bad < true Klg] s {0, 1}"=X
S «— SU{K[g]} If Klg| € S then
bad < true

Klg] +s {0, 1}NEHN\ S
S «— SU{K]g]}



Example: abort(false) in multi-key reduction Symmetric Signeryption and

E2EE Group Messaging in Keybase

Strong secu rity notion (e,g, AE) EqUivaIent Joseph Jaeger! "), Akshaya Kumar! */, and Igors Stepanovs?

where adversary has access to oracle:

NEWGROUP(g)

require Klg] = L
Klg] ¢=s {0, 1}

v

Weaker security notion (e.g. IND-CPA, KR, or OW)
where adversary has access to oracle:

NEWGROUP(g)

require Klg] = L
Klg] <= {0, 117

NEWGROUP(g)

Birthday bound
require K[g] = L \
K[g] «s {0, 1}NE NEWGROUP(g)

/

If K[g] € S then / require K|g| :NJE_kI
bad < true /0 Klg]+s{0,1}"™
S+ SU{Klgl]} If Klg| € S then
Vi bad « true
Birthday bound ,,"/ Klg] s {0, 1}NE'kI \ S
4 S« SU{K|gl}
NEWGROUP(g)

require K[g] = L
K[g] 3 {O, 1}NE.kI
If K[g] € S then
bad < true
S+ SU{Klgl}



Example: abort(false) in multi-key reduction Symmetric Signeryption and

E2EE Group Messaging in Keybase

Strong secu rity nhotion (e,g, AE) EqUivaIent Joseph Jaeger! "), Akshaya Kumar! */, and Igors Stepanovs?

where adversary has access to oracle:

NEWGROUP(g)

require Klg] = L
Klg] ¢=s {0, 1}

v

Weaker security notion (e.g. IND-CPA, KR, or OW)
where adversary has access to oracle:

NEWGROUP(g)

require Klg] = L
Klg] <= {0, 117

NEWGROUP(g)

Birthday bound
require K[g] = L \
K[g] «s {0, 1}NE NEWGROUP(g)

/

If K[g] € S then / require Klg] = L
bad < true Klg] <3 {0, 1}NE'kI
S «— SU{K[g]} If Klg| € S then
’ bad < true

Klg] +s {0, 1}NEHN\ S

Birthday bound ,/'/
/ S «+— SU{K]|g]}

/
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NEWGROUP(g)
require K[g] = L
K[g] <=5 {0, 1}™*

If K[g] c S then Rely on unique keys for
other proof steps
bad < true

S+ SU{K|gl}




Example: abort(false) in multi-key reduction Symmetric Signeryption and

E2EE Group Messaging in Keybase

Strong Security notion (e,g, AE) EqUivaIent Joseph Jaeger! "), Akshaya Kumar! */, and Igors Stepanovs?
where adversary has access to oracle:
NEWGROUP(Q) NEWGROUP(Q) Birthday bound
: require Klg] = L \
require K[g] — | K[g] P {0, 1}NE.kI NEWGROUP(Q)
K[g] s {0, 1}1NEX If K[g] € S then /. require K[g] :NJE_kI
bad < true 7 Klgl {0, 1}
S «+ S U {K[g]} If Klg] € S then
’ bad < true

Klg] +s {0, 1}NEHN\ S
S «— SU{K]g]}

: Birthday bound ,/',
v %

Weaker security notion (e.g. IND-CPA, KR, or OW) <+—— NEWGROUP(g)

where adversary has access to oracle: Equivalent require K[g] = L
NEWGROUP(g) K[g] s {0, 1}NEX
_ Rely on unique keys for
require K[g] = 1 It K[g] € 5 then other proof steps
K[g] s {0, 1}NEH bad < true

S+ SU{K|g]}



Example: abort(false) in multi-key reduction Symmetric Signeryption and

E2EE Group Messaging in Keybase

Strong Security notion (e,g, AE) EqUivaIent Joseph Jaeger! "), Akshaya Kumar! */, and Igors Stepanovs?
where adversary has access to oracle:
NEWGROUP(Q) NEWGROUP(Q) Birthday bound
: require K[g] = L NEWG
require K[g] = L K s £0. 1 \NE-K EWGROUP(g)
NE K 9] <=5 {0,1} , _
Klg] <=5 40,1}7 If K[g] € S then / require Klg] = L
bad < true S Klgl < {0,1}™
S+ SU{Kg]} / If K[g] € S then
bad < true
: Free transition abort(false)
v " S« SU{K[g]}

Weaker security notion (e.g. IND-CPA, KR, or OW) <+—— NEWGROUP(g)

where adversary has access to oracle: Equivalent require K[g] = L
NEWGROUP(g) K[g] s {0, 1}NEX
_ Rely on unique keys for
require K[g] = 1 It K[g] € 5 then other proof steps
K[g] s {0, 1}NEH bad < true

S+ SU{K|g]}



Example: abort(false) in PRP-PRF switch

X(u) // ju=128

10 ifAfu] = L:

2:  Alu] +s{0,1}1%\ A
3: B[A[u]] + u

4: return Alu]

Random permutation
(lazy sampling)
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Example: abort(false) in PRP-PRF switch

X(u) /) |u=128
X (1 // ul = 128 1: (AT =N

( ) - 4 2:  Afu] s {0,1}'%8

1: ifAful = L: 3:  ifAul eR:

7 - Alul «s 0,1 128 Y — p L bad; + true

I | {0 1HA 5 : Alu] s {0,118\ R / GG,

3: B A[u]] —u 6 abort(false) //Gs

4: return Alu] 7:  B[A[u]] < u
8: D« DU{u}; R+ RU{A[u]}
9: return Afu]

Random permutation G, — random permutation
(lazy sampling) G; — random function

Pr[Gy] — Pr[Gs] < Pr[bady"]
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Example: abort(false) in PRP-PRF switch

X(u) /) |u=128
X (1 // ul = 128 1: (AT =N

( ) - 4 2:  Afu] s {0,1}'%8

1: ifAfu] = L: 3:  ifAfu] e R:

7 - Alul «s 0,1 128 Y — p L bad; + true

I | {0,117 5 : ARSI R / cG:

3: B A[u]] —u 6 : abort(false) //Gs

4: return Alu] 7:  B[A[u]] < u
8: D« DU{u}; R+ RU{A[u]}
9: return Afu]

Random permutation G, — random permutation
(lazy sampling) G; — random function

Pr[Gy] — Pr[Gs] < Pr[bady"]
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o ~ o i

X(u) /) |jul=128
B MEAN =l
3% Alu] <—5{U,1}128
3 if Alu] e R:
g7 abort(false) // Ge-Go

Alu] 5 {0,1}'*\R  // Gu-Gu
BA[u]] + u
D+ DuU{u}; R+ RU{A[u]}

return Alu|

Gy — random function
G,, — random permutation

Pr[Gg| — Pr[Gyg] < 0.



Example: abort(false) in PRP-PRF switch

X(u) // ju=128

1:

2:
3:

if Alu] = L :
Alu] <5 {0,1}128\ A
BIA[u]] < u

return Alu]

Random permutation
(lazy sampling)

X(u)

/|u =128

= v = N = S | " R o

. if Afu] = L:
Alu] s {0,112
if Alul e R:
bad, < true
Alu] 3 {0,128\ R // GG,
abort(false) //Gs
B[A[u]] + u
D« DU{u}; R+ RU{A[u]}
: return Afu|

G, — random permutation
G; — random function

Pr[Ga] — Pr[Gs] < Pr[bads?]

Analysis of the Telegram Key Exchange*

Martin R. Albrecht!, Lenka Marekova?®, Kenneth G. Paterson?®, Eyal Ronen®®, and Igors Stepanovs

J |ul =128

= W P2

o ~ o i

if Afu] = L:
Alu] «s {0,1}'%8
if Alu] e R:
abort(false) // Ge-Go
APPSR  / GG
BA[u]] + u
D+ DuU{u}; R+ RU{A[u]}

return Alu|

Gy — random function
G,, — random permutation

Pr[Gg| — Pr[Gyg] < 0.

Rely on random function to prove

4

INDS security of a block cipher mode
of operation (e.g. AES-CBC)



Example: abort(false) is useful beyond switching back and forth

Oracle ENC(myg, m)

1:

—_ e e e e
= W M~ = o

O N o U = W

require (clzy = L) A (|mo] = |my])
require mgy, m; € M

attempt < 1

Prsa <9 {0’1}2048

Z 4 Prsa  // Parse pis, as an integer.

1 || Cige <= Prsa /] st |r| =256, |cige| = 1792.

if T[cige] # L : pbort(false)
if ige-ciphertext-to-key-map|[cige| # L :
abort (false)
K <5 {0,1}%°

ige-ciphertext-to-key-map|cjge] < (7, K)
if K € Sic:|abort(false)
if ige-key-to-data-map[K]| # L :
abort (false)

15 :
16 :
17 :
18 :
19 :
20 :
21:
22 :
23
24 :
25:
26 .
27 :
28 :

pad +-s {0,115
Mpadded < my H Pad

if Cige = K H Mpadded * abort(false)

h + H(K || Mpadded)
Pige < reverse(MMpadded) || 7
ige-key-to-data-map|[K] < (pige, Cige )
ifz g Zy:

attempt < attempt + 1

if attempt > max-attempts:
abort(false)
goto line 4

Crea < z° mod N
* . *
return c;,

Game 19 for the proof of
Telegram’s variant of OAEP+
scheme.

(e.g. SHA-256 is used in
different contexts, with no
domain separation.)

Analysis of the Telegram Key Exchange*
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Caution: use with care Code-Based Game-Playing Proofs

and the Security of Triple Encryption
Adv := Pr[Game => true] (e.g. for search games).

MIHIR BELLARE * PHILLIP ROGAWAY |
When abort(false) is used, advantage might no

longer be well-defined.

procedure Initialize procedure P, procedure P, procedure Finalize

outcome

»

I Va—

procedure Adversary
\_ np out

N

A




An alternative to abort(false)? Hardening Signature Schemes via

Derive-then-Derandomize:
Stronger Security Proofs for EADSA

MIHIR BELLARE! HANNAH DAvIs? Zuing Dr?
Game Ga, | G3 S[H](Y,G):
1 (y,m)«Y
Fin(c'): 2 if 3z such that (y,z,m) € G.edges
1 0f bad then return 0 3 return z

!
2 return c

>

M <+ G.FindPath(IV,y)

5 Mall «— gall.FindPath(IV, ’y)
o 6 if M # 1 and unpad(M ||m) # L then
: 1
- 7  if Th[Y, M] # L then z < Th[Y, M]
PRIV(X): 8 else z +s Out ' (H(unpad(M || m)))
9

To[Y, M] « 2

10 else if Th[Y] # L then z « Ty[Y]

11 else z +s {0,1}%%; Ty[Y] « 2

12 if (2 € Gar1.nodes and (y, 2z, m) & Ga11.edges)
13 or M # M.,
14 bad < true

1 w <+ F[S[H](-, Ga11)](X)

2 return w

15 add (y, z,m) to G.edges
16 add (y, z,m) to Ga1.edges

17 return z




Thank youl



