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1.0 Version History

Send feedback @ www.profinetcommander.com

Version 5.2.0.2

PN Stack Update to V3.2

Byte swap now possible with echo functions
Updated License manager for easier usability

Version 5.2.0.1

Recommended to update (Sept 1, 2024)

Fixed issue with device number and diagnostics if the number was changed

Started adding maintenance info alarm processing and will improve in upcoming versions

Version 5.2.0.0 (June 18, 2024)

Recommended to update

PN Stack Update to V3.1

Npcap Update to 1.79 OEM (bugs fixed for fast update rates)

New Feature - Controller supports setup of PN Security class 1 features (GSX package, DCP Read Only, SNMP disable/enable, see section
5.13 for further details)

Fixed TIA Portal (17,18,19) GSD error text scanning

Fix for File cancel bug where device offline would be cleared

Version 5.1.0.9 (August 9, 2023)

Recommended to update

PN Stack update (better performance for XML parsing, communication)

Npcap update to 1.76 OEM (better performance)

New feature, Can adjust row height for device panel in options, column width still WIP and disabled
New feature, Can set for decimal input for R/W records dialog

New Mod Diff Block decrypt to alarms window

Fixed Network adapters to allow only valid cards and provide status / refresh option

Fixed Echo input/output

Fixed XML lockups

For auto update functions (bitwalk, increment, decrement, randomize) if the data is > 8 bytes, all bytes will be affected simultaneously
Fixed Diagnostic window if multiple issues are present

Other various fixes

Version 5.1.0.8 (August 19, 2022)

Windows 11 (32/64 bit) support added

WPcap has been replaced with Npcap - NOTE that WPcap will be removed with installer and NPcap loaded (silent install)
Minor fixes (GUI) for License manager, records

License status is now displayed in License management window

Fixed import of certain I-device configurations (Siemens 1200/1500)

Version 5.1.0 7 (Apr 4, 2022)
Updated PN Stack
Minor fixes to GUI

Version 5.1.0.6 (Mar 14, 2022)

New feature, license management (online / offline activation),

New feature, can download latest Manufacturer ID table from options
fixes to installer, minor fixes

Version 5.1.0.5 (Apr 10, 2021)

New feature - Echo inputs to outputs, see details in manual

New feature — VLAN tag can be removed from DCP Browser messages
Added new MAU types

Fixed submodule memory crash

Manual and installer update about Npcap (not supported yet)/ Wireshark
Updated License manager

Version 5.1.0.4 (Oct 31, 2019)

Fixed Input Data Element record

Fixed Column Display (Browser)

Fixed max 10 submodule issue

Fixed fragmented record data if > 1400 bytes
Fixed adapter issue if >= 10 adapters in system

Version 5.1.0.3 (May 2, 2019)

New - PN Stack Update

Fixed AR breakdown after moderate TCP netload
Fixed output randomizer (support all bytes)
Added Reset to Factory mode details to manual
Fix for PDev Record

Fix for MRP Check


http://www.profinetcommander.com/

2.0 Introduction

With PROFINET Commander, users such as engineers, sales, maintenance personnel, integrators, and developers
can test and build a PROFINET network and the IO Devices connected to it quickly and without PLC programming.
PROFINET Commander runs as a PROFINET 1O controller on a PC with an easy-to-use graphical user interface
which displays the following information:

Configuration information

I/O data

Parameters

Diagnostics and alarms

In addition the user can:

Read inputs from the devices.

Change the output data to the IO devices.

Get alarms and diagnostics from the device(s) and network components (switch also PN 10 device)

Send read and write record calls to the 10 devices.

Browse the network, set names, IP addresses, flash LEDs and reset to factory settings

Users gain the ability to test and set up a PROFINET IO Device or system from their PC before putting it into
production. For developers of PROFINET IO devices, the added benefit of using the tool is simple testing of their
product for correct operation and diagnostic functionality prior to PROFINET certification testing and final product
release.

‘e ProfinetCommander - C:\PNDriverTe

File Edit Tools Help

T o Device Diagnostic‘ |

L y Read .: R/W Data Configure | MICSelection: [3_Network adapter ‘Intel(R) 82574L Gigabit Netwc |
wal| 'mpoet a Ee l+ Diagnostic Record(s) Controller Device Offline
Select Mode: ‘ Operate ° Offline @ Run
9 Stop

Navigation

=78 PN Driver_1 Device Name Input Status Output Status I
& 8 (01) Switch 1

Devices

switch-1
| @B Suitch 1 et200sp 04 GOOD 0074 GOOD
= ' (02) ET200SP
= 8 (0) ET200SP
& (1)IM155-6 PN ST V1.0
& (32768) PN-I0
.84 (32769) Port 1
¥ (32770) Port 2
= B (1) DI 8x24VDC HF V1.0_1
<4 (1) DI 8x24VDC HF V1.0
= 8 (2) DQ 16x24VDC/0.5A ST V1.0_1
4 (1) DQ 16x24VDC/0.5A ST V1.0
Properties
Property Name Property Value
PROFINET Controller Name pnxadriverxb10fd5
: | 1P Address 172.16.1.253
Subnet Mask 255.255.0.0
Router 0.0.0.0
ion and Alarms

12/05/14 13:05:15 Please select NIC to use from dropdown list

12/05/14 13:05:15 NIC - 1 Network adapter 'VMware Virtual Ethernet Adapter’ on local host

12/05/14 13:05:15 NIC - 2 Network adapter 'Intel(R) 82574L Gigabit Network Connection’ on local host
12/05/14 13:05:15 NIC - 3 Network adapter 'VMware Virtual Ethernet Adapter’ on local host

12/05/14 13:05:15 NIC - 4 Network adapter 'Intel(R) 82579LM Gigabit Network Connection’ on local host
12/05/14 13:05:23 Using card with MAC ID 00:19:99:D4:00:B9

12/05/14 13:05:23 File Import was successful, click operate to start controller

12/05/14 13:05:29 Controller is in OPERATE mode

12/05/14 13:05:33 Device 2 is online
12/05/14 13:05:34 Device 1 is online
12/05/14 13:06:26 Device 2, diagnostic at slot 1, subslot 1, Channel Diagnostic,

12NS/1A 120696 Channal Mimbar A Crear 17 0
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Hardware and Software Requirements

The following items are required for the PROFINET Commander application to operate correctly

e PC with Ethernet port, dual core processor, 2GB ram
e Supported OS (Windows 7 Home Premium/Professional/Enterprise/Ultimate SP 1 (32 Bit), Windows 7
Home Premium/ Professional/Enterprise/Ultimate SP1 (64 Bit), Windows 8.1 Professional/Enterprise),
both 32 / 64 bit, Windows 10 Home / Professional, both 32 and 64 bit., Windows 11 Home /
Professional both 32 / 64 bit.
e TIA Portal V20 update 1 Professional or higher (trial version available online, does not require a
separate license for configuration with PRO version),V19, V18, V17, V16, V15.1, V14 is also supported
with limitations (No PN Security class 1 configuration, bytes cannot be above 254 per subslot, may
need to install a hardware support package HSP, etc.)
o TIA V20 can be obtained here. Only the DVD1 Setup files are required (double-check this is
the latest version prior to download and download updates)
o Next download the latest (step 7) update from here.
Npcap 1.79 OEM (bundled and loaded with installer if needed) or higher
Visual C++ V2017 Redistributable (bundled and loaded with installer if needed)
Visual C++ V2013 Redistributable (bundled and loaded with installer if needed)
Visual C++ 2010 SP1 Redistributable (bundled and loaded with installer if needed)
.NET 4.8 or higher (bundled and loaded with installer if needed)
This is only necessary if using PROFINET security class 1 and PRO version with TIA V19, there is a
hardware support package (HSP) that needs to be installed in TIA Portal V19 included under
application directory -> HSP Install TIA-V19 (HSP_V19 0444 001 _Other_PNDriver_3.1.isp19), see
here for details on how to install under TIA with menu command “Options > Support packages”.

3.0 Installation

For installation, make sure you have administrative rights on the PC. In some cases, the installer will start another
install (Ex Npcap, C++ runtimes). Make sure to complete the main installer once the other installers have finished.
A note on display settings, it is best to keep display scaling on Windows at 100 as bigger scaling may cause
graphical glitches.

3.1 Software updates

If your PC has an internet connection, you will be notified if there is a software update available which you can
apply. You can also check manually by using the updater in the taskbar if needed or for other options right click on
the updater.

4.0Configuring the PROFINET IO Controller and the Network Overview

Warning: If you have an antivirus scanner / firewall / malware scanner installed on your PC, it may block
the PN 10 communications on the Ethernet port. In this case PROFINET Commander will not be able to
communicate with the PNIO devices. You may need to disable the firewall or antivirus / malware scanner (or set
exceptions of possible) to run PROFINET Commander. If this is not possible, another option is to run PROFINET
Commander on another PC that does not have a firewall / antivirus / malware scanner.

Before using PROFINET Commander as an 10 Controller, the following configuration steps must be performed:

e Select the IP addresses for the PROFINET Commander tool and the connected PROFINET 10
devices.

e Use TIA Portal configuration tool to configure the PROFINET Commander controller and devices.

e Save and compile the controller configuration to create a configuration .XML file.

e Download the device names to the PROFINET IO devices (either in the configuration tool (accessible
nodes functions) or in the PROFINET Commander DCP Browser).

e Import the configuration . XML into PROFINET Commander
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https://support.industry.siemens.com/cs/us/en/view/109963850
https://support.industry.siemens.com/cs/us/en/view/109963850
https://support.industry.siemens.com/cs/us/en/view/109963851
https://support.industry.siemens.com/cs/ww/en/view/54163658

4.1Select the IP Addresses

Before starting the configuration process, you should select the IP addresses for the PROFINET Commander tool
and the PROFINET 10 devices that will be connected so that they are all on the same network and have the same
subnet mask. For example:

IP Address Subnet Mask | Type

PROFINET Commander | 192.168.0.60 | 255.255.255.0 | PROFINET IO

tool Controller

IODevicel 192.168.0.61 | 255.255.255.0 | ET 200SP / 10
Device

IODevice2 192.168.0.62 | 255.255.255.0 | Network Switch / 10
Device

PC IP address 192.168.0.254 | 255.255.255.0 | PC IP / Different
than PNCI!

If the Ethernet port on your PC is connected to a corporate network, it would be advisable to keep the PROFINET
network separate. Some options are:
1. Use the existing Ethernet port:
e Disconnect the PC from the corporate network and connect it to the PROFINET network.
e Run PROFINET Commander software.
e When finished, connect the PC back to the corporate network.
2. Add a second Ethernet NIC (USB) to the PC.:
e Connect it to the PROFINET network
e Run PROFINET Commander software.

The setting of the IP address for the PROFINET Commander (PNC) controller is set in the TIA Portal software
configuration and is separate and different from the Windows IP address (it also does not even need to be on
the same subnet as the PC, but should if you are using other tools / want to access device webpage, etc). If you
already have IP settings on your Windows adapter make sure that they do not conflict.

In some rare cases it may be necessary to adjust your network adapter settings and under properties of your
adapter deselect all protocols so this does not interfere with the software temporarily.



4.2 Configuration
4.2.1 Configure the PROFINET Commander IO Controller and network

a) Start TIA Portal.

Create a new project with Start->Create New Project->Create

b) Click open the project view

c) Double click on the left “devices and networks”

d) Under the catalog on the right hand side select PC Systems\Communication modules\PROFINET\PN
Driver\<part #> (ex: 6ES7 195-3AA00-0YA1) V3.1 (see notes in install section if you do not see the object),
then drag and drop the object into the network view window. Note that V2.2 / 6ES7 195-3AA01-0YAO will
also work for most situations and is compatible. Older projects based on this object should also work with
the latest version of PROFINET Commander.

) PROFINET Certification Class V20 Test - VMware Workstation
Fle Edit View VM Tbs Hep | | - & © @ @ [0 O O I 71 ~

Library x

P Typehereto search v

(T2 PROFINET Certification Cla... * || [[jj Windows 10 x64 (dean) (i win11
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EC'%YP(;;F“’:‘;CWM 4y || Froiect Edic View insert onlne Options Tooks  Wndow rielp Totally Integrated Automation

B i eta o | 1l swepoit 3 X 5 3 X O (2 50 G 2 R coonine o cocrine fr I 2 ) (11 1y PORTAL
|| Devices [ Piantobjects | | Topology view |y Network view |[f Device view || options
5] [E) 2 |ir® nenwork| | £ connections [ connecton BN T = | [ Networkoveni{ « | » |

R 10 system: PROFINET Driver_2.PROFINET Driver PROFINET I0-System (100) W2 Device ~ | catalog
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~ FROFNETDve. || | ) AT
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= odules

,,,,,,,,,,,,, PROFINET Driv.

Y Devices &networks
» [/ PROFINET Driver_2 [PR... PROFINET Driver i

» i Ungrouped devices
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» [ cP 1604
» g cP 1612 (A2)

» [ Cross-device functions.

» 4 Common dats » [ cP 1613 (32)
» (5] Documentation settings » (1@ CP 1616 onboard
» [@ Languages & resources » [ cP 1616
» [4 version control interiace » i cP 1623
» [ig Online access » [ CP 1625
» (5 Card Reader/USE memory » [ CP 1626

» b CP 1628
~ lig PROFINETDriver
Tl 6ES7 1953AA00-0VA0
Tl 6ES7 195-3A400-0VAT

| | [v]

5|+ | Information

100% Y v E N

[ Properties |, Info @ |2 DiagnosticsN\{

Drag and drop the
PROFINET Contro_ller
- into the network view

Device:

[ surppy @] seueiqn £ swsel G sieod sunuo =]

T \ N
\ = P o 1 5.08:27 At
1 ~ Hardware configuration P 0 1 9:06:27 AM
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e) Next, double click on the PN Controller object in the network view to open the device view
f)  Under communication modules\PROFINET\Interface Submodules double click the Windows object to add
the network interface of the controller.

T4 Siemens - C:\Users\PIC\Documents\utemation2\pnd31_testipnd31_test

Project Edit View Insert Online Options Tools Window Help

R sovepriet & X X 0 C4e G I G B Goomine o cootine s 81 3 L Drag and drop the interface submodule to [ FORTAL

pnd31_test » PROFINET Driver_2 [PROFINET Driver] the Open S|O'[ (Or jUSt dOU ble C“Ck W|ndOWS
Devices Plant objects ) s/
= = o
=] d# [PROFINET Driver_2 [PROFINET]¥] 5 % Device overview on rig ht from the catal Og) E;
2
2] [Module H
= J;”r“‘f‘“‘ = PROFINET Driver - PROFINETDriver 657 195. || | ey ]| 2
Add new device g
» PROFINETImterface PROFINETintertace  windows | cier  profle: [l [%) 2
r (m  [igj Communication modules 2
» &4 Ungrouped devices ~ [} PROFINETIEthemnet
b Eg Securitysettings PC station ~ [yg FROFINET Driver
» 138 Crossdevice functions B 6ES7 195-3AA00-0YAD °
» (g common data R 6ES7 195-3A400-0YAT =
+ 5] Documentation settings ~ [jg Interface submodules 2
g
» [@ Languages & resources. Rl CP1625 Host H
+ [ 4 Version control interface F# CP1625 Stand-alone E
» [i3j Online access B Linux =
» [5 Card Reader/USB memory R or20x0 5
— W Linux Native y
@ windows. T
Ll
=
<[] 100% A e & < I ] > | v[Information E
| = Properties |7 Info @ |2/ Diagnostics | Device: ial g
| General @[ Crossreferences | Compile | | |
[<] i 5 |[€53][2.]/@)] [show il messoges - 3
>
~ | Details view Compiling finished {errors: O; warnings: 1) =
! 2 I
Fath Description Goto Errors  Warnings | Time TR e 3
1~ PROFINETDriver 2 A 0 1 9:06:27 AM =
1 ~ Hardware configuration P -] 1 9:06:27 AM [
Neme 1 ~ PROFINET Driver_2 F 0 1 9:06:27 AM ke [Windows J
1 ~ PCstation ” o 1 9:06:27 AM e [vsa =
1 ~ PROFINET Driver P o 1 9:06:27 AM
1 ~ FROFINETinte... P o 1 9:06:27 AM Description:
1 The device replacement without exchangeable medium functi.. A ? 9:06:27 AM PROFINET controller with WinPcap, RT communication, Windows ||
(i} {The XML file for the configuration was generated under Cluse... A 9:06:27 AM f;i’;é‘:ﬁ;ﬁ:;l‘:’sgf;ﬂ“f e P () (T = 72
1 Compiling finished (errors: 0; warnings: 1) 9:06:28 AM

4 Portal view V' The project pnd3 ed succ..
WO Searchhere o @ wmA S0 @ 4 ° € BRI BROBEALYRBERE ey

g) Double-click on the interface module and then in the bottom window select Ethernet addresses. Click Add
new subnet. Then set the IP Address for the controller in the configuration (note again this will be
different than your Windows IP Address). Then uncheck the generate name automatically box and set
the PROFINET name to pncl

T4 Siemens - C:Wsers\PIC\Documents\Automation2\pnd31_testipnd31_test

Project Edit View Insert Online Options Tools Window Help
i [3 B save project HeEZx 9 S 0EER Fcoonine JFoootiine o [N 2 1] 115
pnd31_test » PROFINET Driver_2 [PROFINET Driver]

Devices | Plant objects | Topology view [k Network view |[f Device view || Options (

Totally Integrated Automation
PORTAL

[ ¢ [PROFINETDriver_2 [PROFINET| =] [zg] & Device overview g
¥ Module Rack |Slot |laddress |Q address |Type articlens. || Catalog
a be‘ﬂ‘_'ﬂl ~ PROFINET Driver 0 o PROFINET Driver 6Es7195.. | \@@
[ Add new device " "
» FROFINETinterface ) ox1 FROFINETinterace  Windows |Qcier  profie: [ [+

~ (i) Communication medules
[\ PROFINETIEthe rnet

» [l PROFINET Driver_2 [PR_..
» [ Ungrouped devices

» 5§ Securitysettings PC station
» |38 Crossdevice functions
» [g§ common data

Edit your IP addresses,

» [5]) Decumentation settings < 31 100% < m o d
b @ tonguager s o | L e - PROFINET name an
¥ [ 4 Version centrol interface | Properties |7, Info more un der th e ro ertIeS
= e [ General [ 10.tags | System comstants | Towis_| prop
» [ Cord Readeriuse memory Generol M Subnet: [ PHIE_1 in the device view
Ethemet addresses
» Advanced options
Internet protocol version 4 (IPv4)
(®) SetIP address in the project | Information
IPaddress: | 192 . 168 . 0 50| Bz =]
Subnet mosk:
g w D L [ use router
v | Details view i Routeraddress: [0_.0 .0 .0
u (O 1P address is set directlyat the device
» PROFINETinterface
PROFINET

P Article no.: [Windows ]

[] PROFINET device name is set directlyat the device T [vaa =

[ Generate PROFINET device name automatically

Description:
PROFINETdevice name: [pnc J PROFINET controller with WinPcap, RTcommunication, Windows ||
Converted name: |pncl ] operating system for demo applications, minimum update time
for PROFINET device 32 ms.
Device number: |0 =]

h) Click on the network view tab again or double-click on devices and networks.
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i) Install necessary PROFINET GSD files by clicking Options->Manage general station description files (GSD).
Ensure the file(s) installed correctly. The tool browses for a folder which could contain multiple files. Make
sure you include the .bmp file in the same folder if you wish to have a graphical picture of the device. The
catalog will update after installing the files and they will be stored under the “Other field devices\PROFINET
IO” category in the network view. The latest versions of TIA support GSD or GSX (signed GSD) packages.

My Siemens - C:Users\PIC\Documents\dutomation2\PNCV20Test\PNCV20Test

Project Edit View Insert Online | COptions |Tools Window Help

3 (% ] saveproject Sh M =) | T Settings ne
Support packages l
J Devices ” Plant objects | Manage geneal 5tti|:-r1 description files (GSD)
5 S5tart Autornation License Manager —
=] e

ﬂ Show reference text

LL| Glebal libraries J

I [r—

> ] PNCW20Test

Options

C
b | Catalog

|-:5earch::- |
[# Filter Profile:

r (i Other field devices
[ 3 r:[. Additional Ethernet devi...
+ [ FROFINETIO
vp_[. Drives
» E\_[. Siemens Aktienge...
» [l Encoders
vp_[. Gateway

~ [ Siemens Aktienge_.
» [ IEIASH LINK
> r:[. PMIPM Coupler

i

4.2.2 Configuring the Device(s)

The TIA Portal engineering tool supports two ways of device configuration depending on the device(s), either by
auto or manual configuration. Fixed or block devices with real modules / submodules can typically be done with the
method of choice, and the easiest is auto configuration. Some devices like proxies or gateways with ‘virtual or
dynamic modules’ may dynamically set the configuration at start time, and legacy devices may also not be auto
configurable.

4.2.2.1 — Auto device configuration

1. Prior to starting auto configuration make sure the correct GSD file for the device(s) has been installed
(see section ‘') and that the device is connected to the network

2. Go into the network view tab in the project you created with the controller



3. Next click online-> Hardware detection -> PROFINET Devices from network

Totally Integrated Automation
Gk e o Gosies i 8O0 X o ) Bi s PORTAL

& Topology view Jch Networkview |[f Desice view | | Options fes |
N Emusla 2 [ Netroricoveraa [+ -1R
10 ystemm: PROFINET Diver_2 PROFINET Drver PROFINET 0 System 100) |y o «[Catalog H
T ] prast e n - - POFINET Bive. s
W s e derice » momeTs. H
ﬁ =]
o
o g
="
+ information £
5 Devee ah
o 3 oo o <[ 5 &
= - |8 Proparties [ info. 0] & Diagnesties [3
| Details view General | 10 tags | System comtants | Texts | L E
] General HHOFHETDreer
tame orne: [FREFTET DS Arichenn: [GEST 1953AADOOTAL
I Autr: i B
Camment o|

el

4. In the next window select the correct network interface on your PC and click ‘Start search’

Hardware detection of PROFINET devices £

PGIPC interface: [ intel(R) 82579LM Gigsbit Network Connection |+ | (€[l

Accessible nodes of the selected interface: Stertsearch

FROFINET device name  Device series 1P address MAC address

I (=

Information: There is no checkif a device is already in the project. Every time a device s selected for detection, itis added to projecteven it
itis alreadyin the project.

Cancel

5. The devices should now appear in the window. Select the device(s) you want to add and click add
devices.

W of PROFINET devices X

Hardware dete

Type oithe PGIFCinterface:  [E_FHIE =]

PGIFCinteriace: (Il inteliR) 82579LM Gigsbit Network Connection |+ 66| 6l|

Accessible nodes of the selected interface: Startsearch

PROFINET device name Device series IP address MAC address
[ be SCALANCE %-200  1.1.12 00-QE-8C-8D-5E-4F
[ def ET200SP 1113 00-1B-1B-56-47-C2
[ scalancex208 INC 192.168.0.200 08-00-06-97-52-9E
Ma AXLF BK FN 1111 00-40-45-43-86-EC
u - [ :310te2 SCALANCE X-300  192.168.70.10 00-0E-BC-90-5A-AE

Information: There is no check ifa device is alreadyin the project. Everyime a device is selected for detection, itis added to project even if
itis alreadyin the project

-10 -



After a few moments the engineering tool will scan and attempt to add the devices to the project
including their head module and IO modules. The tool will inform whether it was successful or not (if a

problem occurs see the output log on the issue) In case of a problem device, we suggest a manual
setup (see section 4.2.2.2).

Once device information is read it will now show up to the network view. Make sure all the modules
have been setup and parameterized correctly also in the device view. Some devices may need a
parameter set(s), or there may be optional parameters like diagnostics, substitute values, etc.

Next, continue to item ' right after the manual device configuration section below (Back in the network
view,...)
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4.2.2.2 — Manual device configuration
Example Device configuration: Manual configuration of ET 200SP module

1. Drag and drop device from catalog under Other field devices->PROFINET |O->I/O->Siemens AG->ET
200SP->IM 155-6 PN ST V1.0 (GSD was already installed as mentioned in section 4.2.1/ step ")

T4 Siemens - Projectd —aX

Project Edit View Insert Online Options Tools Window Help Totally Integrated Automation

G Y seveproject @ ¥ 3 X 0 [ 5 M B R Y coonline F coofiine g B X ] PORTAL
Project4 » Devices & networks - X
Devices [; Topology view ”EE!\ Network view |lﬁ_' Device view ‘ Options (2]
. : —_— = o % — i
- ) = |leN Network) $¥ Connections [Hi connectic @ & [100% I~ = o|&
100% 1§ il e
S v l Catalog H
~ | ] Projectd. E [Searchs ‘ iy it :
¥ Add new device ; ==ty
iy Devices & networks Sty ET2005P a @F'l':’ _ g
» r—!] PN Driver_1 [PN Driver] PN Driver Station IM 155?6 PN ST... W » [l Remote access \Q; £4
» [ Unassigned devices Not assigned | » [m Detecting & Monitoring [ 1
» (4§ Common data L ~ [i§j Distributed Ii0 O]
~ M
» [5]) Documentation settings - » a ET2005P °
» [ Languages & resources » FI. ET200MP E
- o
» (i Online access > ‘41 ET200S 2
» [ Card Reader/USB memory » (meTzo0m s
» (g ET200isP ]
» [ ET200pr0 ]
» (5 ET200eco 15
\ » [ ET200eco PN 3._:'
< r » (@ ET200L 3
< i - B0 \
b) ASS|gn device = = - » (@ ET200R | |
to the Controller ||i"|“f° UHE Diagnostics ‘ [ Drive interfaces (]
1 =
General =
l
=S
a
No 'properties’ available.
No 'properties’ can be shown at the moment. There is either no object selected or the selected object does
not have any displayable properties.
» (1§ Gateway
~mio L
~ (@ Siemens AG =
~ [ ET200sP
Tl M 1556 PNSTV1.0
Y| Detalls view B M155-6 PNSTS VIO
Il m1556 PN STV

Il M 155-6 PN HF V2.0
Il 1M 1556 PNCHF V2.1
Il M 1556 PN HF V2.2
Il 1M155-6 PN HF V3.0

a.) Insert the device - :
U AT Industrial Automation
head module (fOI" [ PROFIBUS & PROFINET Internati...

Ident Systems.

modular device) e

ROFIBUS DP

Name

i ] \ﬂi

> | Information

4 Portal view £ i oject4 created

2. Click “not assigned” on the device picture and assign to the controller by selecting the controller name
and network name, once connected there should be a dashed green line between controller and
device.

ET2005F O

wissemsr. D
Nat mi?ne\d

3. Double click on the device to enter device view and configure the IP address (if needed) ,device name
(under properties->Ethernet addresses), and modules (in this case we have a modular device). We
have an input module, an output module and server module to configure in our sample.

General 10 tags | System constanis | Texts
Subner: | e 1 = [~

Internet protocol version 4 (IPv)

@ setiPadéress inthe project
Paddress: 192 168 015
Subnetmack: | 335 255 255 0
A Synchronize rauter serings with 0 conwoler

Cluse router
() address s zex drectly atthe device

PROFINET

) Generate PROANET device name sutamatically
PROINET device name: TSR]
Conwened name: | £12005p

Device number.:
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4. Drag and drop the modules under the module folder from the hardware catalog to match the device.

Slot 1 contains a 8DI HF V1.0 module -> select from Modules-> DI->DI 8x24VDC HF
Slot 2 contains a 16DQ ST V1.0 module -> select from Modules->DQ->DQ 16x24VDC/0.5A STV1.0
Slot 3 contains a server module -> select from Modules->Server Modules->Server module (0 bytes)

T4 Siemens - Projectd —_w X

Project Edit View Insert Online Options Tools Window Help Totally Integrated Automation

GF [ El saveproject & ¥ = B X e E: g MG E R Y coonline i ¥ Go offline &2 || e 400 PORTAL

U4 Siemens - Projectd

Project Edit View Insert Online Options Tools Window Help Totally Integrated Automation

)

k)

Cf i E saveproject @ ¥ F5 5 X D @: G G MG E R F coonline ¥ cooffiine B R X ]| PORTAL
.. PN Driver_1 [PN Driver] » Distributed /O » PROFINET I0-System (100): PN/IE_1 » ET200SP - 0 EX '_‘
Devices [E Topology view ||5& Network view Iﬁh‘ Device view | Options 2lg)
b - o T . . g
50 Q@ = | d ' = Device overview - 2
2
2] s
- — ¢ Module - |Rack Slot | address | Q address | Type ¥ l Catalog —
>} Projects : ’g v ET2005P o o IM1556 PN STV1.0 [ |[<Search> | iy | ]| 2
ﬂ-Add.new device = » PNAO 0 0 X1 ET200SP = E‘F”‘e’ E
g Devices & networks DI 8x24VDC HF V1.0_1 0 1 w0 DI 8x24VDC HF V1.0 ra g
» [ PN Driver_1 [PN Driv. ~ L@l Head module <
-a = DQ 16x24VDCI0.5A ST ... 0 2 DQ 16x24VDCI05... M
» [g§ Common data = M 155-6 PN STV1.0
o Server module (IM155.. 0 3 erver module (IM ... + [ Modul =
» 5[] Documentation setti... < o -!.r‘f ule Q)
» [@ Languages & resour... I~ 5 z ¥ -!IB‘ o
» [jgp Online access | & % » L DI 8:24VDC ST s
" o
» (53 Card Reader/USE me... W < = S E 4VDC HF =
DI 8x24 FV1.0 o
o 8 Il D1 8:24VDC HF V1.1 =
9 = Il D1 8x24VDC HF V1.2 e
9 10 » [ DI 4x120.230VAC ST =3
= : :; s Bl » r[m DI 16x24VDC ST 5,_;‘
7a F 1 = » @D 4VDC SRC BA o
<] 7[m] [>]& [<] i N\ | [>] - B ]
- » [ DI 8XNAMUR HF 4 |
|9,', Properties nfo i) ” %] Diadpostics | \ ~[@oQ E
I .
J General ” 10 tags ” System constants H Texts | 1§ » L@l DQ 4x24VDCI2A ST g
v General I \ 7 » [l DQ 8:24VDCI0.5A ST 3
Catalog information E > [m Do 8x24vDCI0.5A HE é‘
Identification & Maintenance \ L: G IRE 2 TE TS il |

Q 4x24.230VACI2AST

Inputs Name: \DI 8x24VDCHF V1.0_1 \

-
o
L
kS
<
=]
Q
5]
>
fa
Rl

» Module parameters N
10 addr:sses s | \‘ » [l RQ 4:2MUCI2A CO ST
= oF
Hardware identifier Comment: A 'l DQ 16x24VRCI0.5A ST
u DQ 16x24VDCI0.5ASTV1.0
| » [u DQ 8x24VDCI0.5A SNK BA
<[ w ] . 18]
o — Insert device 10 v
v I Details view st
Modules from the Back- [0 \

= device catalog g |

» [ Al 2x01 Ng-wire HF

Ao e — E— » (@ AQ
Description: |Digital input module DI8 x24VDC HF; channel- | A r

specific diagnostics; input delay 0 to 20ms; »im™

pulse stretching; supports hardware interrupts; » (mcm

supports PROFlenergy = [Zl SATUermoHiles

— Il server madule (1M 15346 PN STV 0)

[DI8x24vDC HF V1.0 |

5. Make sure to set any needed parameters for the modules under properties->module parameters (such
as power settings, diagnostics, etc.) For our particular setup we need to enable “New Potential Group”
parameter (under module parameters) on the DI module Potential group setting in order for the device
to work.

Back in the network view, make sure that the devices are attached to the controller by left clicking on “not
assigned” on the device and select the controller. Also double-check that all the modules have been setup
and parameterized correctly in the device view.

Click each PROFINET IO Device in the network (or device) view and go to properties->Ethernet addresses
to display its properties and set the Device Name. All PN devices must have a unique device name. The
device name must match the name in the physical device. Downloading a name to an 10 device is
described later.

Note: when the 10 controller starts communication with the 10 device, it will find the device by name and
then automatically set the IP address to this configured value using PROFINET DCP (Discovery and
Configuration Protocol), unless you disable automatic name setting via the controller. (some devices may
also support DHCP and allow an optional setting)
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m) A note on Update times — by default the minimum PROFINET update time for PROFINET Commander is
32 ms on Windows systems even though some IO devices might be able to go faster. In most cases the
update time should work at 32 ms, but in case of heavy system loading / running with a VM / or many

devices there could be an interruption of the 10 tasks causing the device to display IO device offline / online

continuously in the alarm display. The update time can be adjusted if necessary up to 512 ms for each
device under the properties of the device and advanced options -> real time settings -> 10 Cycle. Set to
“Can be set” and at the specified rate. Also note the 10 display update rate setting in the PROFINET
commander options screen (described later in the options section) should match or be higher than the

fastest device update time.

WMedia redundancy
¥ Real time settings
» Port1[X1F1R]

» Port2 [X1 P2 R]
Hardware identifier

Module parameters
Hardware identifier

identification & Maintenance |

Accepted update cycles without

DAdap( update time when send clock changes

Watchdog time

‘g Properties ||"jl|nfo ||ﬂ Diagnostics
J General H 10 tags || System constants H Texts
» General [~
« PROFINETinterface [X1] iz > l0ade
General Update time
Ethemnet addresses
« Advanced options ) Automatic I | m
Interface options @ Can be set ‘ =12.000 ‘v‘ S

10 data: |3

Wiatchdog time: [ 1536.000

n) Make sure to use correct device GSD files and the proper FW, SW revisions if needed for head modules and
modules, (some devices are not backwards compatible or can use substitute modules, check with vendor).

0) Save and compile the project HW configuration by selecting the Controller from the network view as shown. (If
there are errors, check the error log and troubleshooting section.) This will create a project configuration XML
file which will be used for import into PROFINET Commander. If you double click on the generated file from the
log window it will open the file location automatically in File Explorer. You can then copy the configuration file to

a location on your PC which is easy to find (ex: desktop or documents folder)

74 Siemens - Project4

Project

Edit View

Insert  Online

Options

Tools

Window Help

Cf i saveprojet & X E I X 9 (2 G BEEE

Project4 » Devices & networks

Goonline ¥ Gooffiine 8o [M [} > — ||

Devices |§ Topology view ||5§h Network view | [If Device v Comp||e
OO 2 |o¥ Newvork £¥ Connections [Hiic [~] % £ @ = [100% [+] =
R 10 system: Station_1.PROFINET I0-System (100) L
v ] Projectd
ih\dd new device |
sy Devices & networks Station_1 ET200SP |
e 3 % Se|eCt PN Driver Station IM 155-6 PN ST... m
» L/l PN Driver_1 [PN Driv... 3
» [g§ Common dats controller EHEDuvECY;
» [5]) Documentation setti...
» r@ Languages & resour...
» [} Online access fc{Station_1.PROFINET 10-Sy ...|-
» [ Card Reader/USB me...
General " Cross-references ” Compile
Compiling completed (errors: 0; warnings: 1)

! Path Description Goto | ? Errers  Warnings  Time
I~ PNDriver_1 0 1 3:19:16 PM
! w Hardware configuration Double click here to open 0 1 3:19:16 PM
! v Station_1 configuration file location 0 1 3:19:16 PM
1 v PCStation (2 0 1 3:19:16 PM
1 ~ PN Driver_1 A 0 1 3:19:16 PM
! v PROFINETinte... Pa 0 1 3:19:16 PM
! The device replace#ent without exchangeable medium functio. A ? o 1 3:19:16 PM

o Configuration XML file has been generated under ClUsersiPiCl.. A 0 0 3:19:16 PM
! Compiling completed (errors: 0; warnings: 1) 0 1 3:19:16 PM
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4.3 Set/Assign the PROFINET IO Device Names

For PROFINET communication to start properly, devices must have the configured device name written to them

as they are typically in a factory state.

To assign/set PROFINET IO device names, the PC and the 10 devices must be physically connected to the
PROFINET (Ethernet) network and powered on, in PROFINET mode (if you can’t find the device, some devices
may have to be set to proper communication mode -> PROFINET, via webpage, settings, etc). If you can see
them when browsing in the PN Browser you're good to go. In some cases, you might have to set the IP address
initially with PN Browser to get into a webpage / set configuration option, etc.

There are two main ways to set the device name(s). By either using the configuration tool or the PNBrowser

dialog in PROFINET Commander.

1. TIA Portal (see help for assigning PROFINET device names) , right click on the network in your project and

select “Assign device name”

In the device name dialog select the
device you wish to assign the name to
with the top dropdown button. Then
set the online access up to PN/IE and
correct network card. Next click
‘update list’ and uncheck all the
device filters. Once you are used to
the filters you can re-enable them.
Find the device in the list you wish to
set the name and highlight, then look
at device type, click flash LED or
check the MAC ID compared to the
device housing. Once you have
confirmed the right device, click the
assign name button to write the name
to the device. Now the device will
retain the name even after a power
cycle.

2. Use PROFINET Commander PN Browser
(see section 5.10)

Assign PROFINET device name.

X
Configured PROFINET device
FROFINET device name: | £12005p -
———— Device type:  [IM155-6 PN STV3.1 ]
Online access
Type of the PGIFC interface: 1L PNIE [+]
FGIFCinterface: (Wl Intel(R) 82574L Gigabit Network Connection | | @
f? Device filter
[T Only show devices of the same type
["] only show devices with bad parameter settings
["] only show devices without names
Accessible devices in the network:
IP address MAC address Device FROFINET device name  Status
0.0.0.0 00-18-185647-C2 ET200SP__ et200sp @ ok [~]
ml:l 161.21872.135 BO-CI6EF4-04-29 SIMATCPC tstpe2 €3 Device type is different =
16121872136 00-0C294A2565 SIMATICPC inttst160-w7-10 €3 Device type is different
16121872139 BO-C1-6EF4-03-87 SIMATICPC tstpct €33 Device type is different
[riash 161.218.72.142 00-0C29-57€4-4C  SIMATCPC  win-gg7h2ioad €3 Device type is different
Flash LED

161.21872.144 00-18-1B-C1-EB-81

SIMATIC-PC jocyst-pgd-pc

€2 Device type is different

[<] u

ol

Online status information:

€  searchcompleted. 0 of 33 devices were found.
@  searchcompleted. 1 0f 33 devices were found.
@  Seorchcompleied. 33 devices found.

[ Update list | [ Assignname |

[«] n

[>]

Close
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5.0 Using PROFINET Commander

5.1 Starting PROFINET Commander

% &

*
Start PROFINET Commander either from the Windows Desktop icon ! or by selecting
Start->Programs-> PROFINET Commander->PROFINET Commander.

The software is licensed per PC and comes in “unlicensed
mode”. In this mode, only the PN Browser will be fully
operational while other screens are in demo mode. A video is
available on YouTube showing all features. To unlock all
features please purchase a copy. The license is for one PC but
may be transferred if necessary to another machine.

PROFINET Commander can be ordered at the www.PROFINET
Commander.com web site.

5.1.1 License Management

Once purchased Open the license manager from Tools-
>License Management in PROFINET Commander.

You have two ways to license PROFINET Commander.

1.) Online Activation — upon purchase of the software you
will receive an activation key. If your PROFINET
Commander PC is directly connected to the Internet you
can activate the software online. Simply enter your
name, email, company, and activation key and hit the
“Activate License” button.

&2 PROFINET Commander Product Activation - Unlicensed

Thank you for choosing PROFINET Commander. To activate PRO features enter your key below.

If your computer is connected to the Internet:

Please enter yourfirst and last name. email address. company and Activation Key below. Then.
push the "Activate License” button. The Activation Key can be found with your order corfimmation.
Transfer License will put the key back on the server f you need to move it to a different system

First Name:* “

Last Name:* |

Company |

|
|
Email Address=* | |
|
|

Activation Key:* |

* Required

Transfer License Activate License

If you are not able to connect this computer to the Internet:

Please email the Registration D below slong with your name to:

customer service @profinetcommander com We will email you the License Key for you to enter
below and activate offine. Offine Transfer will let you move the key to a different system with copy
and paste operations between new system and old.

Registration ID: [DBS3AJIPALE34C7M |

Offline License: | |

Furchase License Offline Transfer License Offline Activate License

2.) Offline Registration — if it is not possible to put the PC online, then you will need to copy the Registration ID
from the dialog box and paste into an email, along with your business card information, to

customer.service@PROFINET Commander.com

to get a license key. After the license key is emailed to you, enter the information in the “Offline License
Key” field and select “Offline Activate License”. Note that Offline registrations will have the corresponding
online Accounts disabled, so you can use offline transfer to move the license or contact support to destroy
the license if you want to use online activation / transfers again.

Once the license is valid using either method, the license dialog will automatically close, and the main
dialog will show ‘licensed’. If you get an error, make sure you are using the correct input and button.

In addition, the license manager provides the ability to transfer the license to move to a different PC

1.) Online transfer — Puts the license back on the license server. Then you can install PROFINET Commander
on a different PC and then Activate your license again on that PC using your activation key. Both PCs

need Internet access.

2.) Offline Transfer Utility — The Offline Transfer utility allows the user to transfer the license between
machines offline. To transfer the license from one machine to another, run the Transfer utility on both
machines. Assume you want to transfer the license from machine A to B, the steps are described below.

a. Install the software and run the Transfer utility on machine B (new PC). The dialog box provides a

Registration ID.

b. Run the Transfer utility on machine A (old/existing PC). Then, enter the Registration ID provided by
machine B. In this step, the utility generates the License Key that encodes the current license

status and destroys the Key on the machine.

c. On machine B, enter the offline License Key provided by machine A and register. The license

transfer is complete.
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The license utilities may also be accessed via the app shortcuts PROFINET Commander -> License Utilities from
the desktop.

5.2 Opening the HW Configuration Export File

[k

-'p» Import

Select the Import button or File->Import function and then use the dialog to find and open the HW Configuration
export file that was previously generated in TIA for the 10 Controller in Section 4.2 (step 0). Or select the correct
NIC and file if using multiple NICs on the machine.

Select NIC and then select

configuration file or select Import

L if NIC is al ready correct NIC Selection: Il-Network adapter 'VMware Virtual Ethernet Adap;l @ Device Diagnostic
Device Offline

Select Mode: ‘ Operate o Offline @ Run

O Stop

s
S M |

File Edit Too

Organize v New folder =~ 0 @

¢ Favorites Name Date modified s

. e

B Desktop | Users 5/19/201410:36 AM  F
& Downloads 1. Windows 11/19/20141:03PM  F
%l Recent Places _ | Man_ID_Table - Copyxml 5/30/2014 11:57 AM )
| PNDriver_Demo.xml 5/29/2014 4:39PM
)
)

N

4 Libraries . PNDriverTestV13_wparams_diags.xml 11/20/2014 3:20 PM
E] Documents . Station_1.PN Driver_1.PNDriverConfiguration.xml 11/20/2014 3:58 PM

&' Music || Stationl.xml 10/21/2013 11:46 AM

[ Pictures || TestDupDevicelP.xml 11/6/2014 1111 AM )

B Videos || TestNoNetworkconnection.xml 11/6/201411:53 AM )

| Updshlcxml 12/1/201410:37 AM )

8 Computer | Updshlsxml 12/1/201410:37 AM )
£, Local Disk (C:) <] ]

File name: PNDriverTestV13_wparams_diags.xml v [Conﬁg Files

[ Open Iv] [ Cancel
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5.3 Configuration Display

With a valid import configuration file, PROFINET Commander reads the hardware configuration and displays the
configuration in a tree view in the Configuration window. The tree can be expanded to show all the configured items
(e.g., PN Controller, PNIO devices, 1/0 modules, PROFINET/PROFIBUS proxies, PROFIBUS slaves). When a tree
item is selected, its properties and I/O data are displayed as shown below.

File Edit Tools Help

L
™ fnpeet Q fo I+ Diagnostic

Navigation

Device Number

from Config NIC Selection: |3-Network adapter Intel(R) 82574L Gigabit Netwc v | g g:-ce ?;Ignost-c
= = ce ine

Select Mode: ‘ Operate ° Offline @ Run

@ Stop

Devices \

=78 PN Driver_ 1

& (1)IM 155-6 PN ST V1.0
- &3 (32768) PN-IO
& (32769) Port 1
& (32770) Port 2
) (1) DI 8x24VDC HF V1.0_1
-~ €3 (1) DI 8x24VDC HF V1.0
= 8 (2) DQ 16x24VDC/0.5A ST V1.0_1
L. 2% (1) DQ 16x24VDC/0.5A ST V1.0

Configuration
Window

: |IP Address 172.16.1.253

Device Name Input Status Output Status
switch-1
et200sp 04 GOOD 0074 GOOD

Devices
Window
Network card
selection

Properties
Property Name Property Value
PROFINET Controller Name pnxadriverxb10fds

Subnet Mask 255.255.0.0
Router 0.0.0.0

Properties

Information and Alarms

Window

12/05/14 13:05:15 Please select NIC to use from dropdown list

12/05/14 13:05:15 NIC - 1 Network adapter 'VMware Virtual Ethernet Adapter 0
12/05/14 13:05:15 NIC - 2 Network adapter 'Intel(R) 82574L Gigabit Network Connectlon on local host
12/05/14 13:05:15 NIC - 3 Network adapter 'VMware Virtual Ethernet Adapter’ on local host

12/05/14 13:05:15 NIC - 4 Network adapter 'Intel(R) 82579LM Gigabit Network Connection’ on local host
12/05/14 13:05:23 Using card with MAC ID 00:19:99:D4:00:B9

12/05/14 13:05:23 File Import was successful, click operate to start cO

12/05/14 13:05:29 Controller is in OPERATE mode

12/05/14 13:05:33 Device 2 is online

12/05/14 13:05:34 Device 1 is online

12/05/14 13:06:26 Device 2, diagnostic at slot 1, subslot 1, Channel Diagnostic,

10 NS /1A 12:NEDE rhannal AMuambar 0 Crear 17 0
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5.4 Setting the Run Mode to Operate

After clicking the “Operate” button, PROFINET Commander functions as a PNIO controller and establishes
communication with the PNIO devices. The Alarms window logs each device as it comes online. The I/O data and
status is displayed in the Devices window. Note that the 1/O data for all the modules under the selected tree item is
displayed. When in Operate or Clear mode, the I/O data and status, and the alarms, are updated based on the 10
display update (can be adjusted in options), the default is 64ms. You can change the display format for the 1/0O
using the radio buttons. An IO Status of “GOOD” indicates the module is good. If the status is “BAD” then check
the configuration of the modules online versus offline. Also check to make sure you are using the correct GSD file
for the device. One other thing to check is that you selected the right NIC to use with the software. Note that some
modules can be operating correctly while others might be marked “BAD” in some cases (module not plugged in a
slot, diagnostics present, mismatched module). The data will not be marked “GOOD” until a successful setup and
connection with the controller (after IO comes online and modules are correct and functioning).

NIC Selection and import
o . NIC Selection: [3-Network adapter Tntel(R) 82574L Gigabit Netwc | @ Device Diagnostic

L oy vV ») O g c
| Impoct Q Browse Jdl Diagnosti = Controller ‘ o @ Device Offline
J z o Run
Set Run Mode to Operate E Sy S @ stop

Navigation Sevices
=40 ENDivec? Device Name Input Status Output Status
- J8 (01) Switch_1 A
.. (0) Switch_1 et2005p o1 o — —
(02) ET200SP
i (0) ET200SP
&4 (1)IM 155-6 PN ST V1.0
4 (32768) PN-IO
- &4 (32769) Port 1
il Double-click cell to

El H (1) DI 8x24VDC HF V1.0_1
© L% (1) DIBx24VDC HF V1.0 I/0O Data and Status are Change Output Value

2 M (2) DQ 16x24VDC/0.5A ST V1.0_1 Displayed
..9% (1) DQ 16x24VDC/0.5A ST V1.0

Properties

Property Name Property Value

PROFINET Controller Name pnxadriverxb10fd5
P Address 172.16.1.253

Controller goes to 255.255.0.0

Operate Mode and 0.0.0.0
Devices come online

D

Infortmtion and Alarms

12/05/14 13:05:15 Please select NIC to use from dropdown list

12/05/14 13:05:15 NIC - 1 Network adapter 'VMware Virtual Ethernet Adapter' on local host

12/05/14 13:05:15 NIC - 2 Network adapter 'Intel(R) 82574L Gigabit Network Connection’ on local host
12/05/14 13:05:15 NIC - 3 Network adapter 'VMware Virtual Ethernet Adapter' on local host

12/05/14 13:05:15 NIC - 4 Network adapter 'Intel(R) 82579LM Gigabit Network Connection’ on local host
12/05/14 13:05:23 Using card with MAC ID 00:19:99:D4:00:B9

12/05/14 13:05:23 File Import was successful, click operate to start controller

12/05/14 13:05:29 Controller is in OPERATE mode

12/05/14 13:05:33 Device 2 is online

12/05/14 13:05:34 Device 1 is online

12/05/14 13:06:26 Device 2, diagnostic at slot 1, subslot 1, Channel Diagnostic,

10 INS /1A 12NEDE rhannal Muambar 0 Crear 17 0
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5.5 Setting 10 Device Outputs

As shown in the previous figure, double-click a cell in the Output column of the Devices window to change the
output. Note that a particular output can be selected from the tree view if there are multiple output modules. The
following dialog will appear. Enter a value in the edit window to send constant output values to the 10 device.
Select other auto output modes (increment to count up, decrement for count down, randomize for random number
generation, bit walk through each bit, all outputs on or all outputs off, echo for echo of input to an output) to make
the output change from its current value each 10 display rate cycle. The 10 display update rate can be adjusted on
the options screen from 32ms to 1 second and this is independent of the PROFINET IO device cycle. (Typically the
device update cycle should be faster or equal to the display rate) Note that there may be multiple output values in
the display separated by spaces. Each one can be edited for the Manual mode (leave the spaces between entries).
If auto modes are selected all of the outputs will be automatically cycled if the data is greater than 8 bytes (for
Increment, Decrement, Randomize, and Bit Walk Up).

Set Auto Output
modes here

Edit Outputs b
Auto Output functions
OK
" Increment (00..FF) " Randomize " All On
" Decrement (FF.00) " Bit Walk Up " All OFf Cancel

" Echo Input to Output [~ Enable 2nd Address group

Input Address 2nd Input Address
Output Address 2nd Output Address

[ [

Swap starting Swap starting 0
byte offset 0 byte offset

(* Manual Qutput Setting

00

Set manual output value,
here we are writing a byte
of zero, if we want to add

another byte put a space
For example 00 01 if it’s a
word

Further notes about Echo Input to Output —

Each input or output is assigned an 10 address when configuring the device(s) in TIA Portal. You can choose what
Input address (I) to send to the Output (Q). For example, we could send the input value starting with address 0 to
the output value starting with address 0. The data would fit as it is 2 words (4 bytes). If the data will not fit, it will be
truncated. For example, if we write the Input address 0 to Output address 4 only the first two bytes will be sent and
the last two bytes will be truncated. Inputs from a device can also be sent to outputs on a different device by
selecting the different device’s output. In some cases, the bytes may need to be swapped (word) for different
endianness.
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Address values from the configuration

J Device overview

ﬂ Madule - |Rack slot | address | Q address  Type Article number
* axl-fbk-pn 4] 0 AXL F BK PN TPS 2403869
P Interface o 0 x1 BXL-F-BIK-PMN-TPS
AXLFAIZ ADZ2 TH_1 o 1 0.3 0.3 AXLFAI2ZAD21H 2702072
AXLF D116 DO16(1 2H_1 o 2 4.5 4.5 AXLF DI16/1 DO16... 2702106
o 3
i 4

5.5.1 Setting IO Display Format

Change the 1/O display format between Hex (default), Binary or Decimal by clicking on the desired format in the
options menu under Tools->Options.

o — Set IO Display

/O Display Format: | Hex IO Display update rate (ms, 32-1000):| 32

Alternate configuration tool file location

Additional GSD folder location
CAProgramData\GSD

PN browser DCP timeout (ms, 1200-30000)
1500

[~ Skip DCP identify after set

v Save network interface selections on exit
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5.7 Displaying Diagnostic Alarms

When a diagnostic alarm is received from a PNIO Device, it is displayed in the Alarms window as shown below.
Examples of the diagnostic errors that can be reported are:

e Power supply voltage missing

o Wire break

e Shorted output
A diagnostic message contains a numeric error code without any textual explanation. The text for each error code
may be available in the GSD (General Station Description) file for each PROFINET device. This file is supplied by
the device manufacturer and is imported into the configuration tool. At startup, PROFINET Commander reads the
GSD files for all the devices to get text for the diagnostic error codes. The text for the diagnostic error is also
displayed if it is available. If not, consult the manufacturer’s documentation.
There will also be an indication of “device diagnostic” or “device offline” if a device has a diagnostic or isn’t coming
up properly.

@ Device Diagnostic - Device Diagnostic means the device is running with the controller but has signaled an issue.
@ Device Offiine Device offline means the device has not started communicating with the controller.
g:““ Run means the controller is running.

top Stop means the controller is in stop mode.

T e e S R

File Edit Tools Help

VI_ Import a Browee I+ RDeiad . I: R/W Data @l NIC Selection: |1.Ne1work adapter 'Intel(R) 82574L Gigabit Netwc j gxicegzsmmc I
agnostic Record(s) Controller ice ine
Select Mode: . Operate ° Offline @ run
@ Stop
Navigation Devices
E@ PN Driver 1 Device Name Input Status Output Status
: HH (01) Switch_1 switch-1
-l (02) ET2005P £t200sp 00 GOOD 0000 GOOD
Properties
Property Name Property Value
PROFINET Controller Name pnxadriverxb10fd5
: |IP Address 172.16.1.253
Subnet Mask 255.255.0.0
Router 0.0.0.0
Diagnostic Alarm 0:03 NIC - 3 Network adapter ‘Intel(R) 82579LM Gigabit Network Connection on local host -
2:33 Using card with MAC ID 00:19:99:D4:00:B9
;12:33 File Import was successful, click operate to start controller
BpController is in OPERATE mode | _
02/11/15 15:12:41 e is online
02/11/15 15:12:43 Device 1 is OTHag
02/11/15 15:12:47 Device 2, diagnostic at slot 1, subslot 1, Channel Diagnostic,
02/11/15 15:12:47  Channel Number: 0, Error: 17 [Senzar or load vaoltage mizsing) =
02/11/15 15:12:47 Device 2, diagnostic at slot 0, subslot 1, Manufacturer Specific Diagnostic,
02/11/15 15:12:47 00 01 00 00
02/11/15 15:12:47 Device 2, diagnostic at slot 2, subslot 1, Channel Diagnostic,
02/11/15 15:12:47  Channel Number: 32768, Error: 17 [Sensar or load voltage miszing) 4

Error Text from

GSD File (if it
exists )

-22 -



5.8 Reading Diagnostics

Read
I+ Diagnastic

A diagnostic alarm is sent from the 10 device to the controller when an error occurs. Once the controller
acknowledges the alarm, it is not sent again. The diagnostic information is stored in the 10 device and can still be
read until the error goes away. To read the diagnostic errors stored in the 10 devices, first select a Configuration
tree item. The diagnostics for all of the devices under the tree item selected will be read. Then select the “Read
Diagnostics” button.

File Edit Tools Help

8 Import a Brawsel Read t R/W Data Configure |  MNICSelection: {1 Network adapter ‘Intel(R) 82574L Gigabit Netw ~ | @ Device Diagnostic
b = Diagnostic Record(s) Controller o Device Offline
Select Mode: . Operate o Offline g Run
Stop
Navigation
: evice Name Input Status Output Status
8 (0f) Switch_1
“8|(®) Switeh_1 00 GOOD 0000 GOOD

& (1) Switch_1

&4 (32768) SCALANCE interface_1
&4 (32768) Port_1

& (32770) Port 2

& (32771) Port 3

&4 (32772) Port 4

2773) Port 5 Then Call Up Read
First Select 774) Port 6 Diagnostics Dialog
g P775) Port_7
Config Item b776) Port 8
(0) ET2005P Properties
@ (1)IM 155-6 PN ST V1.0 Property Mame Property Value
o (32768) PN-IO PROFINET Controller Name pnxadriverxb10fds
& (32769) Port 1 . |IP Address 172.16.1.253
& (32770) Port 2 Subnet Mask 255.255.0.0
(1) DI 8x24VDC HF V1.0_1 Router 0.0.0.0
----- & (1) DI 8x24VDC HF V1.0
(2) DQ 16x24VDC/05A STVIO 1
e 2 (1) DQ 16x24VDC/0.5A ST VLD
Information and Alarms

The Diagnostic dialog shown below appears. Select the “Read Diagnostics” button in this dialog each time you
want to read the diagnostics. The diagnostics have time stamps and are listed in reverse order, with the latest
message at the top. A blank line is inserted each time “Read Diagnostics” is selected.

Read Diagnostics
Stored in 10 Devices

03/17/15 10:40:41 Device 1, diagnostic at slot 2, subslot 1, Channel
Diagnostic, Channel Number: 32768, Error: 6 (Wire break, check /O
wiring)

03/17/15 10:40:36 Device 1, diagnostic at slot 0, subslot 1,
Manufacturer Specific Diagnostic, Channel Number: 1, Error: 16
(Parameter fault, Check for valid device parameters)

03/17/15 10:40:31 Device 1, diagnostic at slot 2, subslot 1, Channel
Diagnostic, Channel Number: 32768, Error: 6 (Wire break, check /O
wiring)
03/17/15 10:40:29 Device 1, diagnostic at slot 2, subslot 1, Channel
Diagnestic, Channel Number: 32768, Error: 6 (Wire break, check /O
wiring)
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5.9 Performing Acyclic Read/Write Record Calls

R/W Data

Record(s)
Read Record and Write Record calls can be sent to the 10 Devices. The Read/Write calls and their associated
contents are described in the PROFINET 1O Application Layer Protocol specification or vendor manual/tools. After
setting the run mode to Operate, select a device or I/O module in the Configuration window for which the read/write
call will be performed. The “Read/Write Record” button will be enabled only for the devices and modules that are
appropriate. Then select the “Read/Write Record” button. The location of the read / write call is important. Ex:
head module vs ports, vs modules / submodules. Depending on what record should be read or written to, click on
the appropriate location (slot, subslot) in the device (tree) prior to clicking the button.

- ProfinetCommander - C\PMNDriverTestV13_wparams_di: IEI&M

File Edit Tools Help

| 8 import & Brawse! Read I: R/W Data Configure | MNICSelection: [1.Network adapter ‘Intel(R) 82574L Gigabit Netwc ~ | @ Device Diagnostic
b po + Diagnostic Record(s) Controller ° Device Offline
Select Mode: . Operate o Offline © Run
@ Stop
Navigation
=78 PN Driver_1 Input Status Output Status

-8 (01) Switch_1
-]

b2772) Port_4
b2773) Port._S
b2774) Port_6 Click Read/Write

B2775) Port_7
Port & Data Record

First Select —
g roperties
Config Item P
55-5 PN ST V1.0 Property Name Property Value
@ (32768) PN-I0 Module Name Switch_1
& (32769) Port 1 i | Slot Number 0
& (32770) Port 2 Module Logical Address 259
(1) DI 8x24VDC HFV1.0_1
4 (1) DI 8x24VDC HF V1.0
L (2) DQ 16x24VDC/0.53A ST V1.0 1
L [1) DO 16:24VDC/0.5A ST VLD
Information and Alarms
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The Read/Write Record dialog shown below appears. The “Address” fields and the Input/Output buttons are filled in
with the information from the device configuration selected in the previous step. To do a read record, enter the
“Index” of the call to be made (in hexadecimal) or use the dropdown menu and then select the “Read Record”
button. Most PN related records are already in the drop-down list. It is also possible to read manufacturer specific
records (if supported).

In the example the index 0xF820 specifies the call “AR Data”. The data returned from the 10 device will then be
displayed in three windows. The data bytes are displayed in hexadecimal format in the window “Read Data (hex)”
and the character equivalents are displayed in the window “Read Data (chars)” - if any of the data is readable text,
it will show up in this window. Many of the read record responses are decoded by the software and show up in the
window “Read Data Description”.

If there is an error returned by the read record call, it is displayed in the “Read Data Description” window. For
example, if a particular index was not implemented in an 10 device, the response would be “Feature not supported”
or “Invalid Index”.

Sometimes a read record call is successful but a data length of zero is returned. For example, if a read diagnostics
call is made and there are none to report, the message “Zero length data returned” is displayed.

First Enter the Index for the

Read Record call

Address (decimal)
&l IFS20ARData
o] + Input .
I " Output Then Select the Read
Record button

a4
01 80 F7 92 45 2C 16 00 01 00 00 00 11 DE RO
00 &C 97 11 D1 82 71 00 64 00 08 00 2R 00
17

m | »

=
[

Hexadecimal Data Bytes [l Ll R (S
returned e A B EERCEEEERNRTEEEEEE

Text Version of Data

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Jeeeeenas awsawans
00 00 00 00 00 OO 00 00 00 00 00 OO0 00 00 00 00 = leeeavaes wansanss

Read Data Description

BlockType: 0x0018 (ARData), Length: 125, VersionHigh: 1, VersionLow: 0,
NumberOfARs: 1,

ARUUID: b6d2f8b1-0a7e-6440-9001-80f792452c16,

ARType: 0x0001 (IO Controller AR Single),

ARProperties: 0x0011 (Primary, Supervisor takeover not allowed, ParameterizationServer: CM Initiator, DataRate >= 100 MB/s, Only
submodules from ExpectedSubmoduleBlock are accessible, Single AR or second of companion pair, Mo companion AR or no
acknowledge of the companion AR required, PullModuleAlarmAllowed = 0: AlarmType(=Pull) shall signal pulling of submodule and
module),

CMInitiatorObjectUUID: deal0000-6c97-11d1-8271-00640008002a,

StationNamelLength: 17, CMInitiatorStationMame: pnxadriverxb10fd3,

NumberOfIOCRs: 2,

IOCRType: 0x0001 (Input), IOCRProperties: 0x00000002 (Real-Time Class 2), FramelD: 0xBB91, CycleCounter: 57344, DataStatus:
0x15 (Primary, Valid, Run, Problem), TransferStatus: 0x00 (QK), InitiatorUDPRTPort: 0x8892, ResponderUDPRTPort: 0x8892,

| »

m

— Address (decimal)
& Input

I 277
" Output

Write Data (hex) I Write Length (decimal)

Write Record

Data Description Decoded
by Software
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The read and write record indices are documented in tables in the PROFINET 10 Application Layer Protocol Spec.
The table titles are:
e Index (user specific)
Index (subslot specific)
Index (slot specific)
Index (AR specific)
Index (API specific)
The user (vendor/manufacturer) specific index range is 0 — OXx7FFF. For example, the index 1(check GSD) is
typically used for parameterization data that is sent to the device during startup using write record calls
The other index tables have pre-defined codes for record calls. A few examples are:
e 0x800C: Diagnosis, Maintenance, Qualified and Status for one subslot
0x8028: Read acyclic input object — read device input acyclically, select correct input before reading
0x8029: Read acyclic output object — read device output acyclically, select correct output before reading
0xCO0O0C: Diagnosis, Maintenance, Qualified and Status for one slot
OxXEOO0C: Diagnosis, Maintenance, Qualified and Status for one AR (whole device, all slots/subslots)
OXAFFO: Identification and Maintenance Data 0 (I&MO0) — Model #, Serial #, FW & HW revisions
OxAFF1: Identification and Maintenance Data 1 (I&M1) — Device function and location
OXAFF2: Identification and Maintenance Data 2 (I&M2) — Installation Date
OxAFF3: Identification and Maintenance Data 3 (I&M3) — Additional Information (who to contact, support)
O0xEO000: ExpectedldentificationData for one AR — Configuration data
O0xEO001: ReadldentificationData for one AR — actual device modules (should match expected)
0xE002: ModuleDiffBlock for one AR — if modules are different between real/expected it will be shown here
(see more in troubleshooting section)
e 0xF820: ARData for one APl — PROFINET Application relation data
e 0xF830: Loghook Data — information about any PROFINET related errors (watchdog timeout, etc.)
e 0xF841: PDRealData — select a Ethernet port on the device before reading this, returns port specific
information such as port info and peer information (neighbors connected and port status)

If data is displayed in the “Read Data (hex)” window but is not interpreted by the software in the “Read Data
Description” window, then you will have to decode it yourself. The read data always begins with a two-byte “Block
Type” field. In the example the block type 0x0010 is for a Diagnosis Data block. In the PNIO spec there is a table
entitled “BlockType” which lists the code for each block type. From there you would have to find the description of
the block and its contents in the spec.

In order to perform a write record call, enter the Index and the Write Data. Then select the “Write Record” button.
The software will calculate the number of bytes of data and put the value in the “Write Length” field. In the example
below the index 1 is defined in the GSD file for three bytes of parameterization data. Other examples might be to
write 1&M data with the fields, PROFIdrive parameters, or other records which are supported by the device.

Example 1: (Writing vendor / manufacturer specific parameter data to device Index 1, 3 bytes parameter data

First Enter the Index for the

Write Record call

Address (decimal)
* Input 0001 j Index (hex)  Write Record

27
" Qutput Plant Designation [I&M1): ‘

Location identifier 18&M1]: ‘

Installation Date H&M2]:|2[}16-10-13 j|1u:33

Third click the Write
Additional Information H&M3]I:| Record button

Signature ([[&M4): |

Write Manual Data (hex) Write Length (decimal):
01 RO C1

Second Enter the Data e




Example 2: (Writing Identification and Maintenance information — 1&M 1-3)
Note that each 1&M record set needs to be written separately. For example, Select I&M1, then fill out info, click
write record button. Select I&M2, fill out info, then click write record button and so on.

Write Record

First Enter the Data IAFF] I&M1 (Function and Location (writable))

Index (hex)

Function {I&Ml]:l Chiller Machine / chills drinks_ . ) ]
Third click the Write

Location tdentifier (I8&M 1):| My plant and location_ Record button

Installation Date (&M 2):| 2016-10-13 jl 12:53 ﬂ

Additional Information ({I8M 3):| This information is for maintenance or support

Signature {I&M4J:| This is signed and installed by me Second select 1&M record
number from the dropdown
Write Manual Data (hex) Write Lenath (decimall: (here I&M1 — device function

and location)

5.10 PN Browser

e Browse

The PN Browser (PROFINET browser) can be used to scan the PROFINET network for devices and get their DCP
(Discovery and basic Configuration Protocol) information. Set device names, set IP address, flash LEDs, reset a
device or devices to factory settings and copy and paste the DCP data. It will also allow setting temporary IP
addresses and names vs a permanent setting (which must be maintained after power cycle on the device).
(&4 PN Browser [E=HEE=s=,

_ Sec.ond, use DCP First, Select NIC for PN
identify all to get the Browser, Independent
PROFINET Device List PROFINET device of Main window

MAC Addr | Device Name list and info fnet Mask | Router VendorD (h... | DevicelD ... | Manufacturer

switch-1 SCALANCEX-200  172.16.01 255.255.0.0  172.16.0. 002a 0a01 SIEMENS AG
axl-pn-bk-me 172.16.03 255.255.0.0  172.16.03 0060 1000 Phoenix Contacl
172.16.0.2 002a

A73  nt100repns Default Station.Type  172.16.0.4 255.255.00  17216.0.4 0 010b Hilscher Gesellsc
00:19:99:D4:00:89  pic-hdev-pc SIMATIC-PC 160.2547422 25525500  0.000 002a SIEMENS AG

| DCP Identify Al |

Device Info —
Doubleclick to copy
data to function section
or select device

<

DCP Set Name IetEOOsp [~ Write Device Name Temporary DCP FU nCtionS

172 .

16 . 0 . 2 IPAddress [~ Write IP Settings Temporary

DCP 5et IP Params 255 . 255 . 0 . O Subnet Mask

172 .

16 .

Router

DCP Get Info Start LED Flash DCP Reset to Factory | [ Reset to Factory Mode (clear il default) | DCP Identify Specific r :S:MTE

Information Window

02/11/15 16:15:26 There were 3 NICs Found
02/11/15 16:15:26 Please select NIC to use from dropdown list

02/11/15 16:15:26 NIC - 1 Network adapter ‘Intel(R) 82574L Gigabit Network Connection’ on local host
02/11/15 16:15:26 NIC - 2 Network adapter "VMware Virtual Ethernet Adapter’ on local host

02/11/15 16:15:26 NIC - 3 Network adapter ‘Intel(R) 82579LM Gigabit Network Connection’ on local host
02/11/15 16:15:26 Select correct NIC and click DCP Identify All button to continue

02/11/15 16:17:46 Checking network for devices...

02/11/15 16:17:46 Listening on adapter..

02/11/15 16:17:46 Found 5 PN devices

Information Window
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PN Browser functions:
First select NIC and then click DCP Identify All to scan the system and build the PROFINET device list.
Double click on a device to move info to the function section for easy editing if needed.

DCP Identify All — Get all devices info and build device list. You can copy -> Paste from the device list into Excel or
other programs if you wish to save the device information.

DCP Identify Specific — Search for a device with a particular name (or alias hame).

DCP Set Name — Set the name on the device either permanent (default) or temporary. Permanent will be retained
after a device power cycle while temporary will not.

DCP Set IP Params — Set the IP on the device either permanent (default) or temporary.

DCP Get info — Get single device info or refresh

Start LED flash — Flash device LEDs if supported

DCP Factory Reset / Reset to Factory — Reset device to factory settings based on Mode (Mode 0 / default clears
all)

Factory Reset Modes —

Mode 1 Reset Application  Resets I&M data, SNMP writeable OIDs, and manufacturer specific record
data data objects

Mode 2 Reset Resets name of station "", IP to 0.0.0.0, DHCP (if available), all PDev
Communication parameters (topology, etc.), and SNMP writeable OIDs
parameter

Mode 3 Reset Engineering  Performs a Mode 1,2 reset + clears any engineering data (ex:
parameter configuration/parameters)

Mode 4 Reset All stored Performs a Mode 1, 2, & 3 reset
data

Mode 8 Reset device Performs a Mode 4 reset to all interfaces in case the device has multiple

interfaces

Mode 9 Reset and Restore  Same as mode 8 + resets installed software images back to factory
Data default

Mode 0 Factory Reset Factory Reset Performs mode 1/2 reset

(default)
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5.11 Configure Controller

Configure
2™ Controller

If the TIA Portal software is loaded on the same machine as PROFINET Commander this button or menu item can
be used to open the configuration tool. If the tool is not found, you can try using the alternate configuration tool file
location option from the options menu.

5.12 Options menu

The options menu lets you adjust some of the PROFINET Commander settings. Note that the tool needs admin
rights for settings to work (default).

1/0 Display Format: | Hex - 10 Display update rate (ms, 32-1000): 32

Alternate configuration tool file location

\ E

Additional GSD folder location

‘ Ci\ProgramData\GSD ‘u
PN browser DCP timeout (ms, 1200-30000) - Deyice Pane Row/Col adjustments
1500 Set Device Pane 355
[~ Skip DCP identify after set Row Height 300
[~ Save network interface selections on exit _
¥ Allow Decimal Input R/W Record 3660
Ji
Update Manufacturer 1D Table
Reset Row/Col Defaults
Canc

IO Display Format - 10 Display format can be changed between Hex (default), Decimal and Binary.

Alternate Configuration Tool File Location — Alternate location to look for TIA Portal configuration tool, or
different tool.

Additional GSD Folder Location — Tool will scan for GSD files in the TIA Portal default folder and PROFINET
Commander folder. If you have a different location, place it here.

PN Browser DCP Timeout (ms, 1200 -30000) — This is the time the PN Browser will listen for a DCP response
when using DCP commands like set name, identify, set ip, etc. Default is 1500 ms.

Skip DCP Identify after set — Normally the configuration tool will refresh the PN device list after a set or reset. If
you want to skip this (faster) then enable this setting.

Save Network interface selections on exit — The main commander and PN Browser NIC selections can be saved
on exit and are independent of each other.

Allow Decimal Input R/W Record - If this is selected then Decimal input can be used for reading and writing of
records in the R/W Dialog.

Update Manufacturer ID Table — This will attempt to download the latest manufacturer ID table used by the DCP
browser if you have a valid Internet connection, otherwise you can download manually and copy to the main app
folder from the https://www.profibus.com/IM/Man_ID_Table.xml website.

Device Pane Row Adjustment — Rows can be adjusted if the data is too big and does not fit

IO Display Update Rate -

The 10 display update rate for the 10 display pane can be adjusted between 32ms and 1 second for reading /
writing the 10. This is independent of the PROFINET 1O device update times and should be equal or slower than
your PROFINET device(s). If set at fast update rates it is possible there may be some screen flicker due to the
continuous updates of 10 data. The display can be slowed down to remove the flickering if needed.
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5.13 Configuring PROFINET Security Class 1

A new feature with PNC 5.2.0.0 and higher is the configuration of PROFINET security class 1. This requires TIA
V19 update 2 or higher and compatible device(s) which supportit. There are 3 main features with security class 1
which can be configured / adjusted in the engineering tool.

1. GSX (signed GSD) Packages — TIA V19 allows for GSX Package installation which are signed GSD
packages from the vendor, if the signature is not valid the file will be rejected. If valid, file will import
successfully. You import a GSX file similarly to a GSD file under Options -> Manage General Station
Description files from the main toolbar

2. DCP Read Only mode - DCP read only mode deactivates all DCP functions while the device is in
operation with the controller. See “Activate DCP write protection in the screenshot below” The only way to
get back into the DCP functions is to again disable and start the controller with a updated configuration.
This also applies to Factory reset.

3. SNMP Disabled by default — SNMP is disabled by default, but sometimes needs enabled (activated with
checkbox below in screenshot) for commissioning checks or testing, typically at factory start up. Read only
mode and other settings can be selected such as community strings. Read only mode would be
recommended after setting up the Sys name , contact, initially.

For DCP/SNMP settings go into the device PROFINET properties under “Advanced Configuration”

74 Siemens - C:Wsers\PICDocuments\Automation2\pnd31_testipnd31_test

Project Edit View Insert Online Options Tools Window Help Totally Integrated Automation
POR’

Ci Y seveprojet & X = X D2 0N E R ¥ coonline N cooifine 2 AW X 1] B2 £ TAL
pnd31_test » Devices & networks -0 X
Devices Plant objects | Topology view | Networkview |[If Device view || options
] =| B |k nework| L} connections T EEHEes = Network overvi{ ¢ | » =i
3 10 system: PROFINET Driver_2 PROFINET Driver PROFINET 10-System (100) w T ~ ‘ Catalog
= P CEL ~ PROFINET Drive. | iy (i)
B Add new device S e
; PROFINET Driv... “|@Fiker  Pprofile
: ~ ET2005Pstatio...| _ -
» ([l PROFINET Driver_2 [PR. CROBIETRREY g ] y 0 desiee 1 | T OETbUEd IO
» 2 Ungrouped devices E = ~ [m ET200sp
» 5% Security settings I ~ [ Interface modules
3 ss-device functions i ~ [ PROFINET

» [g# Common data » [ IM155-6 PN BA

PROFINET Driver_2 PROFI... | fommmmmm ey
» [£]) Documentation settings o S EBaGET

» [ Languages & resources Il sE57 155-6AU00-0BND
» L& Version control interface Il 5E57 155-6AU01-0BND

[l 5E57 155-6AU02-0BNO

+ [igi Online access.
» [ Card ReaderiUSE memery 10 device 1 » [ IM155-6 PN STSIPLUS
e » [ 1M 155-6 PN STSIPLUS RAIL
1M 155-6 PN ST =
» [ IM155-6 PN HF
PROFINET Driver b
e » (1§ IM155-6 PN HF SIFLUS.

» [l IM155-6 PN HF SIPLUS RAIL

[<] w 100% o e & (<[w] > » (1M 1556 PN HS [v|

y - - = - | Information
|2 Properties [* Info & | %/ Diagnostics |

Device (=~
[ General [ 101tags | Systemconstants | Texts |
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6.0 FAQ / Troubleshooting
As we get common questions, we will offer a FAQ and troubleshooting tips here:

TIA Configuration Software lists a “Compile Error” without any details — This usually means that the XML File
in use by PROFINET Commander can’t be overwritten. If you are compiling, shut down PROFINET Commander
prior to compile or copy the XML file to a different location each time (ex: Desktop)

When importing the XML file | get the error ‘invalid configuration’ or ‘invalid file argument’

This means that your TIA Portal configuration is invalid or you are using the wrong file type. Typical reasons
include not putting the device in the configuration and attaching to the controller, only the controller, Linux instead
of Windows config, wrong controller version, etc. Or another reason might be that you are importing the wrong file
(for example a device GSDML file) instead of an actual configuration file export. If you still have trouble after
checking these items see the manual for a configuration example or contact support.
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PROFINET Commander won’t start or immediately closes — Double-check the dependencies from the
installation section. Double-check for a valid license or if another window appears (license window). Make sure
you have selected the right network interface for the communications. Note Wireless and loopback adapters will
not work. If the error says Packet.dll missing, then check the Npcap installation under add/remove, uninstall
Npcap, then reinstall PNC. Check that the version of Npcap matches the hw requirement from readme/ manual. If
WinPcap (legacy) got loaded on your PC, this is not supported from V5.1.0.8 onwards.

Device isn’t coming up (always offline) - Make sure you have set the controller to operate mode. Check that the
name has been set on the device and you can see the device with the PN browser. Note that the configuration tool
“display” name and device name may not match. You can see what the actual name should be by clicking on the
device in commander and viewing its properties or looking in the engineering tool at the PROFINET device name
setting in the devices properties. Try to set the update time to the slowest value in the engineering tool (512ms).
Also ensure that there is no firewall/antivirus/malware scanner on the PC which could block the communications
(port 34964 and Ethertype 0x8892 should be possible). Check that you have selected the right network interface
for communications.

Device always shows a diagnostic or error — See if alarms window shows any information. Check that you have
configured the device and modules properly with the correct fw and revision. Highlight the device and under
read/write record read the diagnostics (0xF80C) to determine the error (or see alarm info). Also, you can see the
module diff block record (OXE002) to determine what modules might not be configured properly.

Device keeps going online then offline continuously — check the update time set on the device(s). As Windows
is not a real time OS, some other tasks could interrupt PROFINET communications at fast update times. Set the
device(s) to 512 ms and try again as a test, and then you can adjust down incrementally to see what works best on
your system to a minimum of 32 ms. You can also try to figure out what tasks are running simultaneously and
close other programs you don’t need to see if that helps.

Diagnostic LED in commander never turns off — this can happen if there was a preexisting diagnostic prior to
the startup on a device and is a known issue. Fix the diagnostic issue on the device and then stop and start the
controller again to clear it. We are planning a fix in a future version.

The diagnostic alarms from the device(s) are only showing a number, no text - This can happen if the GSD
files cannot be found on your system in the TIA GSD, PROFINET Commander GSD or user supplied (in options)
folders. Make sure the GSDs for the devices are located on your system and you are running the software with
Admin rights. Also make sure the GSD file name conventions are correct as it helps the tool find the correct GSDs.

The device keeps sending a remote mismatch error and clearing the error and it’s right beside the PC -
If you have configured a topology-based system for diagnostics testing or device replacement the device is
signaling an error because the PC is likely sending multiple LLDP messages (like Windows LLDP + PROFINET
info) and confusing the interface. Be sure to disable other LLDP protocols under your network adapter settings.
LLDP is already built into the PROFINET Commander driver.

Do I need a separate license for TIA Portal configuration tool? — No, PROFINET Commander only needs one
license because it uses the PN Driver object in TIA Portal. This is considered a “PC Station” and does not require
an additional license for TIA. TIA requires a license if programming Siemens PLC'’s (like S7 1500, 1200, 300 / 400,
etc.).

Will PROFINET Commander work while plugged into a switch monitor (mirror) port?

No, connecting to a monitoring port on a switch causes duplicate frames to be sent to the driver and this can cause
communication issues. A switch port monitor is not supported at the same time. Disable any monitor ports on the
switch prior to running PROFINET Commander.

When starting the controller (online/run) | get ModDiffBlock was detected?

A ModDiffBlock can mean multiple things. A mismatch between the actual device configuration and the offline configuration (fw
rev not matching, missing modules / submodules, wrong modules / submodules) and/or that the device is locked by another
controller / process and/or that there could be an active (in place) diagnostic. Select the device in question and enter the R/W
Record dialog. Read record OxE002 (Module Diff block for one AR) to see what modules / submodules have the issue and then
correct the underlying problem. A substitute module/submodule is usually OK (probably a firmware difference, check the GSD
file and versions) and the device will continue normal operation even with the ModDiffBlock; however, a wrong or missing
(unplugged) module will not work until corrected. Check your configuration if a wrong module and change the device
configuration or check real hardware if a module is missing, not plugged in. If a diagnostic is detected you can read diagnostics
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to attempt to get more info or check the alarms/info pane from the main window display. If the device is locked by another
controller it means that no more than one controller has access to the device at a time, check shared device settings if trying to
setup ‘shared device’ in the device configuration. Note that sometimes a ModDiffBlock may be incorrectly signaled with a device
under development if the modules are not plugged into the device firmware / stack correctly. Or sometimes this may happen
with gateways / proxies if they are using virtual modules or are not ready for startup.

The software keeps stating “not a valid adapter” or similar?

Make sure to select a valid adapter prior to importing and starting the controller or browsing the network. If network
adapters have changed in the meantime restart the software and try again. You can also try clicking the “Refresh
NICs” button from the main window, then close, restart DCP browser. If you are using a USB adapter this may
require restarting the Npcap service. Start a command prompt with admin rights and type net stop npcap then hit
enter. Then once the service stops type net start npcap and enter again. Then restart PROFINET commander and
try again. Make sure the adapter in question works with Wireshark as well. (also check the next tip if still not
working)

How to get the latest software updates? — To use the automatic update feature a license and Internet connection
is required. The software will check the server at startup if an update exists and notify the user if so with a dialog.
Another way to get the update is to manually download the latest (free) version from the website. Install the latest
free version and the license will be detected and all updates activated.

Oops, | loaded the latest PROFINET Commander version 5.1.0.8 or higher with Npcap, which deleted
WinPcap, but need compatibility on the same system with some older software based on WinPcap -

In this case you can go under the application directory (usually C:\Program Files (x86)\PROFINET Commander)
and Redistributable folder. In this folder you will find Version 5.1.0.7 which is the last version supporting WinPcap.
Simply install this and run the uninstall for PNC and Npcap during the process, then the installer will ask you to
install WinPcap and you'll be good to go.

Can PROFINET Commander run on a virtual machine?

Yes, PROFINET commander can run on a VM, however you must be careful and ensure the VM has enough
resources. At least a quad core or higher processor with enough ram. (sw crash may occur if not enough) In
addition since the VM is running Windows inside another Windows and both are not real time OS’s, you may need
to adjust the update time(s) of the device(s) to a higher value (Ex: 512ms).

7.0 Further support
If you need further information, have questions, or need technical support on PROFINET Networking Technology or
PROFINET Commander please visit the PROFINET Commander website at http://www.profinetcommander.com,
E-mail pic.industry@siemens.com or call +1-423-262-2576 and ask to speak with someone from the PROFI
Interface Center.

We can assist with most questions relating to PROFINET Commander and the configuration or inquiries
about PROFINET Networking technology or development. If you have product specific questions related to a
particular vendor’s product then contact their hotline or technical support personnel. We do not provide product
GSD files and these would need to be obtained from the vendor.

Finally, we also offer training classes in conjunction with Pl North America. The classes are vendor neutral, and
technology focused with a lot of hands on with real world experience and examples rolled in. During the class we
also use the PROFINET Commander PRO version for learning labs.
https://us.profinet.com/training/profinet-courses/

-32-


http://www.profinetcommander.com/
mailto:pic.industry@siemens.com
https://us.profinet.com/training/profinet-courses/

