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Abstract

The interactions at the boundary between hardware and software com-
ponents in modern computers are often a source of leakage. Side-channel
attacks leak private data such as passwords or web browsing behavior, e.g.,
via timing differences. Software-triggered hardware faults let attackers
elevate their privileges and fully subvert systems. Continuously smaller and
faster hardware increases the attack surface by undermining mitigation
efforts and introducing new vulnerabilities that can go unnoticed for years.

In this thesis, we significantly advance the understanding of the attack
surface at the hardware-software boundary and how defenses can constrain
it. In the direction of fault attacks, we show that DRAM disturbance
attacks, like Rowhammer, can exist for a long time before being fully
understood by discovering a link between effects observed in recent work
and our prior work from 2017. We also extend DRAM disturbance research
to new hardware by investigating how SSDs can be utilized in Rowhammer
attacks, finding lower bounds for SSD-based attacks. Both of these works
motivate principled mitigations against DRAM disturbance attacks that
are not tailored to specific attack patterns and targets. Hence, we present
a novel principled mitigation against DRAM disturbance attacks based on
a practical and efficient hardware-software co-design, exceeding the detec-
tion and correction capabilities of state-of-the-art solutions significantly.
Furthermore, we show that with a secure hardware-software co-design
against software-based fault attacks on the CPU, we can even reduce CPU
power consumption while increasing performance.

In the direction of side-channel attacks, we perform the first side-channel
analyses on modern commodity off-the-shelf SSDs. Even though SSDs are
widely used, they have not yet been studied as a source of side channels. We
close this research gap, by presenting two novel software-based timing side-
channel attacks on SSDs that leak sensitive user information, achieving
both, high temporal and spatial resolution.

This thesis consists of two parts. The first part contextualizes my contribu-
tions within the state of the art. The second part presents my unmodified1

first-author publications. All of these papers were anonymously peer-
reviewed and accepted at renowned international conferences.

1The content of the papers is unmodified from the camera-ready versions. The format
of the included papers was modified to fit the layout of this thesis.
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1
Introduction

Users store plenty of secret data on their computers, from secret keys and
passwords to private information like web browsing behavior. As users, we
have to trust the programs handling this information. But for programs
and the operating system to guarantee security, they themselves have to
trust the hardware. Leaky hardware, however, can expose secrets to an
attacker. This leakage can come in different forms, for instance, direct
information leakage through side channels, as well as software-based fault
attacks, like Rowhammer, introducing errors in the computer’s electronics,
i.e., faults, because of “leaking” stray electrons.

Electronics require specific environments to run in. If requirements are
violated, the electronic circuit can be disturbed, causing faults. These
requirements can be direct, like the supply voltage and maximum clock
frequencym or specifications on how the circuit must be operated, but also
outside factors, like temperature or the maximum strength of radiation
the circuit withstands. Faults in CPUs or microcontrollers can impact the
software running on them. When timed correctly or if the software state
is prepared properly, purposefully injected faults can predictably break
the software, undermining the system’s security [15, 25, 71, 229].

Until 2014, all fault attacks were performed with physical access to the
target device [14, 15, 71, 236]. The discovery that they can be caused only
by software has been more recent with Rowhammer [137] and overclocking
or undervolting attacks [179, 208, 243].

Rowhammer is a software-based fault attack affecting the DRAM [137]. It
was first identified as a potential security issue in 2014 [137], and only 9
months later, the first privilege escalation exploits were presented [229].
With the underlying effect being difficult to mitigate, seemingly every new
proposed mitigation [10, 30, 41, 45, 83, 145, 168, 171, 257] was defeated by
the new exploits and hammering techniques, published over the following
years [39, 52, 53, 74, 105, 125, 144, 156, 169, 190, 215, 216, 244, 245,
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1. Introduction

256, 288]. Proposed and implemented mitigations were broken mainly
for two reasons: a deficient implementation due to cost or optimistically
misconfigured threshold values due to lack of insights into RowHammer
vulnerability [39, 53, 74, 105, 144, 163, 188, 277]. For example, target row
refresh (TRR) was implemented insufficiently and could, therefore, be
tricked to protect the wrong rows [53, 105]. Additionally, the discovery
of Half-Double Rowhammer [144] showed that TRR could be used as a
confused deputy, breaking the mitigation in two different ways. Already
existing memory protection mechanisms like error correcting codes (ECC)
are also ineffective as they can only correct a single bit flip, which is
insufficient for targeted Rowhammer attacks [39].

The other group of previously exploited software-based fault attacks
includes overclocking and undervolting attacks [36, 130, 179, 208, 243].
These attacks are enabled by kernel-accessible hardware interfaces that
allow software to control the CPU clock frequency and CPU supply
voltage independently. These two values, clock frequency and supply
voltage, are dependent on each other, and can cause faults in the CPU
if misconfigured [82]. The faults manifest in a small number of CPU
instructions rarely outputting wrong computation results, which can be
used to corrupt cryptographic algorithms, but also program flow and array
accesses. These can be used to attack trusted execution environments
like ARM TrustZone [208, 243] or Intel SGX [36, 130, 179]. However, as
numerous publications show, undervolting also has a great potential to
save CPU power [11, 12, 68, 124, 146, 147, 172, 193, 194].

Side-channel leakage happens whenever a secret influences an unintended
physical property that an attacker can measure. Safe crackers can feel the
slightest manufacturing imperfections when turning locks [184], programs
influence the power consumption of CPUs [31, 141, 157], or take a different
amount of time based on the secret [19, 139]. Information can also leak
through the state of a system, like the state of a CPU cache, influenced by
the secret. The CPU cache can again be measured through a timing side
channel to reconstruct the secret [191, 199]. Side-channel attacks can be
divided into physical and software-based attacks. Physical side channels
include electromagnetic emissions, power consumption, acoustic emissions,
temperature, optical emissions, and vibrations, among others. An attacker
typically needs physical access or close proximity to the device to measure
the side channel signal [23, 80, 141]. Software-based side channels can be
measured from software, and while the underlying reason can be manifold,
they mainly cause variations in timing [19, 139, 191, 199].
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Figure 1.1.: Overview over all my contributions. My main contributions to this
thesis are highlighted in bold. Circles with red text define attacks
and triangles with blue text defenses or neutral work.

Due to their high spatial and temporal precision, CPU caches were the
main software-based side-channel attack target for many years [76, 77,
89, 139, 176, 191, 202, 204, 211, 279, 290]. More recently, research has
also looked into side channels in other CPU and computer components in
general. These components include random-number generation logic [50],
execution ports [4, 22], execution schedulers [57, 58], cache occupancy [233],
the PCIe bus [241], idle states [212, 283], operating system data struc-
tures [111, 164, 165], device sensors [174, 186, 231, 242], software-based
power measurements [143, 157, 186, 242], GPUs [3, 47, 66, 113, 183, 242,
262, 268], frequency scaling [143, 159, 263, 264], and hard-disk drives [23,
80, 128, 155]. These countless side channels were shown to leak not only
cryptographic keys but also private user data like browsing behavior and
user input, or secret kernel information like heap pointers and KASLR
offsets.
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1. Introduction

However, one component used in almost every modern computer is absent
from this list. Commercial off-the-shelf SSDs have seen only very little
research on their side channel behavior. While storage systems were already
identified as a means to construct covert channels in 1973 [150], only a
small body of work showed potential side channel leakage in smart SSDs
containing a programmable FPGA on the cloud [250, 251], and Liu et al.
[161] analyzed the now-discontinued Intel Optane persistent storage.

1.1. Main Contributions

This section introduces the first-authored papers included in this PhD
thesis. In total, I first-authored 7 papers, three of which were published at
top-tier conferences. Figure 1.1 gives an overview of all my contributions.
They range from a novel principled defense against Rowhammer [117];
a mitigation against privileged CPU undervolting attacks that does not
compromise on potential energy savings [116]; a study of the recently
discovered RowPress effect in light of our, in 2017 discovered, one-location
Rowhammer, including the first RowPress exploit [119]; two papers on
the security of the SSD host memory buffer feature, one analyzing its
vulnerability to Rowhammer [115] and one showing that the HMB causes
an exploitable timing side channel [121]; a comprehensive study on the
vulnerability of SSDs to a contention side-channel attack [120]; and, finally,
a virtual machine co-location detection method using the new secure TSC
feature of AMD [118].

CSI:Rowhammer – Cryptographic Security and Integrity against
Rowhammer [117]. With CSI:Rowhammer, we designed a principled
defense against Rowhammer that can be implemented with minimal hard-
ware changes and cannot be affected by an incomplete understanding of
the Rowhammer problem that broke earlier mitigations. CSI:Rowhammer
repurposed the additional memory used for ECCs to store a cryptographi-
cally secure message authentication code (MAC) computed over the data
stored in the DRAM. This code guarantees data integrity on every read,
completely independent of the cause of bit flips in the data. As MACs
are, by design, not invertible, they cannot correct bit flips in the data.
We show that bit flips can be corrected efficiently by search and that by
including the operating system into the correction effort, more advanced
corrections can be performed, e.g., by reloading corrupted data from the
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1.1. Main Contributions

disk. We evaluated the security guarantees and showed that on a system
that is not under attack, silent data corruption happens on average once
every 109 billion years. A very fortunate Rowhammer attacker has a
chance of 9.75 × 10−5 % to produce a second pre-image when causing bit
flips once every 128 ms for a year straight. We evaluated the performance
overhead with gem5, showing that it is only 0.74 % on average. This work
was published at the IEEE Symposium on Security & Privacy (S&P) in
2023 [117] in collaboration with Lukas Lamster, Andreas Kogler, Maria
Eichlseder, Moritz Lipp, and Daniel Gruss.

SUIT: Secure Undervolting with Instruction Traps [116].
The voltage requirement of a CMOS circuit cannot be defined exactly.
Many unpredictable environmental factors like process variation, tem-
perature, aging, or input voltage fluctuations do have an impact on the
propagation delay of a CMOS circuit at specific voltages [64, 148, 153]. If
the propagation delay is too high, undetectable faults can happen inside
a CPU [167, 192]. Prior work showed that these faults can be caused by
privileged software on ARM and Intel CPUs and used to attack trusted
execution environments [15, 36, 130, 179, 208, 243]. However, apart from
these faults, undervolting a CPU can significantly reduce power consump-
tion [11, 12, 68, 124, 146, 147, 172, 193, 194] and even increase performance
due to thermal and power throttling of CPUs [70, 197, 263]. With SUIT,
we show that CPU undervolting can be made secure and reliable by trap-
ping or slightly modifying a small subset of “faulting” instructions. With
SUIT’s modifications, the CPU only runs in an undervolted state with
these faulting instructions disabled. If the running program executes a
disabled instruction, the CPU traps, and the operating system increases
the voltage to guarantee successful execution. Handling the undervolting
state in software allows the operating system to optimize the CPU to the
currently running workload dynamically. With SUIT we can reduce the
power consumption by up to 20 % with a performance increase of over 3 %.
This work was published at the International Conference on Architectural
Support for Programming Languages and Operating Systems (ASPLOS)
in 2024 [116] in collaboration with Stepan Kalinin, Daniel Gruss, and
Frank Mueller.

Presshammer: Rowhammer and Rowpress without Physical Ad-
dress Information [119]. In 2018, we discovered one-location Rowham-
mer, a new hammer method that only accesses a single row in DRAM [74].
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1. Introduction

We explained the unexpected finding of one-location Rowhammer flipping
bits, with the memory controller employing a closed-row policy [74]. Five
years later, in 2023, Luo et al. [163] discovered a different DRAM read-
disturbance phenomenon, called Rowpress. Rowpress flips bits by keeping
a DRAM row open for long periods, unlike Rowhammer, which opens and
closes rows as quickly as possible [137, 163]. With single-row Rowpress
being almost identical to one-location Rowhammer, we revisited the latter,
analyzed it again, and compared it to Rowpress. In our work, we show
that one-location Rowhammer causes bit flips not only due to the memory
controller’s closed-row policy but also the Rowpress effect, coining the
term Presshammer. This finding shows that Rowhammer attacks can exist
for a long time before they are fully understood; only Luo et al. [163]
were able to actually realize the new underlying phenomenon. With our
new understanding of Rowpress, we built the first privilege escalation
exploit that uses timing side-channels to find the correct aggressor memory
locations for Rowpress. On our system, we were able to exploit Rowpress
in less than 10 minutes. This work was published at the Conference on
Detection of Intrusions and Malware & Vulnerability Assessment (DIMVA)
in 2024 [119] in collaboration with Sudheendra Raghav Neela, Martin
Heckel, Lukas Schwarz, Florian Adamsky, and Daniel Gruss.

An Analysis of HMB-based SSD Rowhammer [115]. Solid-state
drives can use a part of the main memory, called the host memory buffer
(HMB), to cache logical to physical storage address translations [185].
The HMB improves the SSD’s performance, as DMA accesses to the
main memory are faster than to the flash memory. In this work, we
analyze whether these DMA accesses can pose a security risk by causing
Rowhammer bit flips in the HMB. While we show that software-induced
bit flips in the HMB can cause denial of service, data loss, and even break
SSDs, the accesses from the SSD to the HMB are too infrequent to cause
actual Rowhammer bit flips. This work was published at the International
Conference on Applied Cryptography and Network Security (ACNS) in
2025 [115].

The HMB Timing Side Channel: Exploiting the SSD’s Host
Memory Buffer [121]. In our third work on SSDs, we again analyze the
host memory buffer, this time as a potential source of timing side-channel
leakage. We analyze four SSDs that use the HMB feature and reverse
engineer how they use the HMB and the cache replacement policies. We
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show that the HMB induces timing differences in SSD accesses, which are
clearly measurable from user space. We exploit this timing side channel in
four case studies: a covert channel between processes; with up to 8.3 kbit/s;
a UI redress attack that detects when the pkexec binary is executed; a
covert channel between virtual machines; and finally, a remote covert
channel exploiting a web server as a confused deputy to transmit data over
the network. This work was published at the Conference on Detection of
Intrusions and Malware & Vulnerability Assessment (DIMVA) in 2025 [121]
in collaboration with Hannes Weissteiner, Thomas Steinbauer, and Daniel
Gruss.

Secret Spilling Drive: Leaking User Behavior through SSD Con-
tention [120]. Hard disk drives (HDDs) have long been known to be a
source of side-channel leakage, including acoustic emanation [80], electro-
magnetic radiation [23], and timing variation [34, 155]. Chen et al. [34]
suggest that SSDs would mitigate certain HDD timing covert channels be-
cause transfer speeds and response times of modern SSDs are magnitudes
faster than HDD’s. In this work, we show that user space applications
can, nevertheless, mount contention side-channel attacks. We analyzed 12
different SSD models from 7 vendors, ranging from entry-level PCIe 3.0
SSDs without DRAM to the latest PCIe 4.0 SSDs with DRAM caches.
First, we showed that, although different SSDs exhibit very different con-
tention behavior, a covert channel between virtual machines can transmit
data with up to 1 503 bit/s. Second, we invade user privacy by leaking
websites currently visited by the victim. We exploit the fact that web
browsers cache assets of websites, like images and code, and retrieve them
from the disk on subsequent visits [177]. Since every website has a differ-
ent number of assets and loads them at different times, they create an
exact fingerprint. Using a machine learning model, we could fingerprint
100 websites in an open-world scenario with an F1 score of up to 97.0 %.
Both the covert channel and website fingerprinting are surprisingly noise
resilient. This work was published at the Network and Distributed System
Security (NDSS) Symposium in 2025 [120] in collaboration with Fabian
Rauscher, Giuseppe La Manna, and Daniel Gruss.

Not So Secure TSC [118]. In cloud computing, programs of many
different tenants are running on the same machine, each in its own virtual
machine or container. This sharing of physical resources leads to countless
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1. Introduction

different side-channel attacks [20, 101, 176, 240, 274, 285, 286, 290]. How-
ever, the attacker must be co-located on the same machine to exploit these
side channels [94, 289]. Distrusting the cloud provider or legal restrictions
can prevent tenants from moving to the cloud [201, 239]. AMD was the
first to introduce a confidential virtual machine CPU extension, SEV [127],
that isolates the virtual machine from the host. Recently, AMD added the
SecureTSC feature to SEV, which provides a fully trusted TSC timing
source for guests [5, 42]. Until then, the host could modify every timing
source inside virtual machines. In our work, we show that SecureTSC
can be used for reliable and fast co-location detection. It works because
every virtual machine can compute the exact uptime of the CPU it is
running on. Under the assumption that it is very unlikely for two CPUs to
share the exact same uptime, it can be used as a unique identifier. Using
one coordination server that collects and compares all uptimes, we can
detect co-location in a noisy environment in 0.13 seconds. Making use of
the birthday problem, an attacker only needs 480 virtual machines to co-
located at least two of them with a 90 % probability in a data center with
50 000 machines. This work was published at the International Conference
on Applied Cryptography and Network Security (ACNS) in 2025 [118] in
collaboration with Sudheendra Raghav Neela, and Daniel Gruss.

1.2. Other Contributions

This section briefly introduces the peer-reviewed papers I co-authored
during my PhD studies. I co-authored 10 papers, 6 of which were published
at top-tier conferences. These papers range from microarchitectural side-
channel attacks and defenses, to web- and kernel side-channel attacks, a
Rowhammer defense, and a software-based power-analysis attack.

Superscalar processors need a way to schedule ready instructions to the
many execution units efficiently. AMD uses a split scheduler design with
different schedulers for different execution units. In SQUIP [58], we show
that attackers can intentionally fill these schedulers to specific levels. If a
scheduler is full, this can cause a pipeline stall, which is measurable by the
attacker. Using this timing side channel, for example, the exact executions
of integer multiplications on the sibling SMT thread can be detected. We
exploit this side channel to leak an RSA private key and build a covert
channel. This work was published at the IEEE Symposium on Security
& Privacy (S&P) in 2023 [58] in collaboration with Stefan Gast, Martin
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1.2. Other Contributions

Schwarzl, Gururaj Saileshwar, Andreas Kogler, Simone Franza, Markus
Köstl, and Daniel Gruss.

Virtual memory page tables are an often-exploited target of Rowhammer
attacks, leading to privilege escalation [39, 53, 105, 125, 144, 229, 256,
288]. PT-Guard [224] is a defense that utilizes unused bits of page-table
entries to store a cryptographic MAC for integrity protection. This work
only requires hardware changes and no changes to the operating system
software. The performance overhead is only 0.2 % We performed a study
of page-table entries on real systems regarding their value continuity
within page tables and showed that most entries can easily be corrected.
This work was published at the IEEE/IFIP International Conference on
Dependable Systems and Networks in 2023 [224] in collaboration with
Anish Saxena, Gururaj Saileshwar, Andreas Kogler, Daniel Gruss, and
Moinuddin Qureshi.

Software-based power side-channel attacks exploit secret-dependent power
consumption of CPUs only from software [157, 263, 264]. This is possible
because older CPUs provide direct energy measurements to software [157]
and because energy consumption influences the CPU clock frequency, which
is measurable from user space [263]. However, all previous works only
attacked specific targets on the system, mainly cryptographic instructions
or code [157, 263, 264]. With Collide+Power [143], we are the first ones to
show that software-based power side-channel attacks can be used to leak
arbitrary data. We do this by “colliding” the secret data with known data
known to the attacker in the memory hierarchy to force Hamming weight
leakage. This work was published at the USENIX Security Symposium
in 2023 [143] in collaboration with Andreas Kogler, Lukas Giner, Lukas
Gerlach, Martin Schwarzl, Michael Schwarz, Daniel Gruss, and Stefan
Mangard.

Minimizing the energy consumption of CPUs has become a very high
priority in the current age of mobile computing. Intel introduced the
tpause instruction that allows unprivileged software to enter new shallow
idle states. In IdleLeak [212], we show that this instruction can be exploited
to build a covert channel, an inter-keystroke timing, as well as a website
and video fingerprinting attack. IdleLeak is based on the fact that the
paused SMT threat is woken up by interrupts to the sibling thread, which
makes it possible to get the exact timings of interrupts of the other thread.
This work was published at the Network and Distributed System Security
(NDSS) Symposium in 2024 [212] in collaboration with Fabian Rauscher,
Andreas Kogler, and Daniel Gruss

11



1. Introduction

Our work Remote Scheduler Contention Attacks [57] shows that the AMD
split scheduler design can be exploited not only with handcrafted assembly
but also from JavaScript. This greatly increases the attack surface as, for
example, malicious advertisements could distribute the attack all over
the World Wide Web. We analyzed all remaining schedulers, including
FPUs absent from the original SQUIP paper [58]. Due to the lack of high-
precision timers, we used a microarchitectural race condition to measure
scheduler occupancy. With it, we built a high-precision inter-keystroke
timing attack and a covert channel between browser windows. This work
was published at the International Conference on Financial Cryptography
and Data Security in 2024 [57] in collaboration with Stefan Gast, Lukas
Maar, Christoph Royer, Andreas Kogler, and Daniel Gruss.

SnailLoad [55] is a novel timing side channel exploiting buffer occupancy
between endpoints on the Internet. The victim connects and downloads
something from the attacker’s server, for example, an image in an ad-
vertisement. The attacker’s server sends the image very slowly, 400 B/s.
The round-trip time between each sent TCP packet and the returning
acknowledgment packet gives the attacker a very detailed picture of cur-
rent network utilization at the victim’s side. With SnailLoad, an attacker
is able to fingerprint the first 90 seconds of 10 videos with up to 98 %
accuracy and fingerprint 100 websites in an open-world scenario with
up to 63 % accuracy. This work was published at the USENIX Security
Symposium in 2024 [55] in collaboration with Stefan Gast, Roland Czerny,
Fabian Rauscher, Simone Franza, and Daniel Gruss.

KernelSnitch [165] is a novel generic timing side-channel attack exploiting
various buffers in the Linux kernel. By measuring hash collisions in specific
hash table buckets using timing differences of syscalls, addresses of kernel
objects can be leaked because they are used as a part of the hash function
input. Leaking kernel object pointers can make kernel exploitation more
stable. We also showed a covert channel and a website fingerprinting
attack. This work was published at the Network and Distributed System
Security (NDSS) Symposium in 2025 [165] in collaboration with Lukas
Maar, Thomas Steinbauer, Daniel Gruss, and Stefan Mangard.

In our real-world study of the security of educational test systems [56],
we evaluate the security of test systems from computer science university
classes and identify various security issues. In three case studies, we show
that security bypasses are possible. Finally, we perform a user study,
asking educators responsible for the test systems about the impact of
potential breaches. The breaches could compromise sensitive student

12



1.3. Outline

records, confidential research data, and in some cases even embargoed
vulnerabilities. This work was published at the Workshop on Operating
Systems and Virtualization Security in 2025 [56] in collaboration with
Stefan Gast, Sebastian Daniel Felix, Alexander Steinmaurer, and Daniel
Gruss.

SMTCache [67] is a new design for secure isolated L1 caches. SMTCache
has multiple L1 caches per core and uses only one L1 cache per security
domain. Therefore, different security domains cannot interfere with each
other. Because only one L1 cache is used at a time, this design does not
increase latency and increases power consumption only slightly. This work
was published at the International Conference on Availability, Reliability
and Security in 2025 [67] in collaboration with Lukas Giner, Roland Czerny,
Simon Lammer, Aaron Giner, Paul Gollob, and Daniel Gruss.

With TEEcorrelate [270], we show how performance counter values of a
confidential virtual machine guest can be made leakage-free, while still
preserving relevant information to the host. TEEcorrelate decorrelates
performance counter values using two components, aggregation of perfor-
mance counter values within configurable length windows, and deferred
and speculative performance counter increases within a configurable de-
viation range. We propose a window length of a few milliseconds and a
range of 1024 deviation. These values are enough to mitigate performance
counter attacks while the host can still perform load-balancing, accounting,
and detection of unusual or malicious activity. This work was published
at the USENIX Security Symposium in 2025 [270] in collaboration with
Hannes Weissteiner, Fabian Rauscher, Robin Leander Schröder, Stefan
Gast, Jan Wichelmann, Thomas Eisenbarth, and Daniel Gruss.

1.3. Outline

Chapter 2 provides background on digital circuits, CPUs, memory, solid
state disks, and confidential computing. Chapter 3 gives an overview of
the state-of-the-art Rowhammer attacks and mitigations, dynamic voltage-
and frequency-scaling studies and attacks, side-channel attacks, and cloud
co-location detection. Chapter 4 concludes Part I. Part II provides a
complete list of the first- and co-authored papers and the camera-ready
versions of the main contributions of this thesis in Chapters 5 to 11.
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2
Background

In this chapter, we provide background on relevant knowledge for this
thesis. First, we explain how digital circuits and their main building block,
MOSFET transistors, work and how supply voltage influences circuit
timing. Then, we provide background on the memory subsystem of a
computer, detailing virtual memory and DRAM. Finally, we give a short
background on solid state drives (SSDs).
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Combinational
Logic Circuit

Memory Clock

Input Output

Figure 2.1.: A synchronous sequential digital circuit. The combinational circuit
transforms the input and data stored in the memory into output and
data to store for the next clock cycle.

2.1. Digital Circuits

Strongly simplified, digital circuits are built using a large number of
connected transistors (electronic switches) to transform input to output
signals and store data [82, 148]. The transistors are connected to build
different basic building blocks [82, 148]. One large set of building blocks is
logical gates that perform a logical operation on their inputs and output
the results; another set is flip-flops, used as a memory to store a binary
value between clock cycles.

These logical gates are then connected to form combinational logical
circuits to perform, for example, mathematical operations like addition or
multiplication. The flip-flops are combined to build SRAM memory, storing
multiple bits, like registers or caches [82, 148]. Connecting a combinational
logical circuit with memory creates a sequential digital circuit, as shown in
Figure 2.1. The combinational circuit transforms an input and a previous
state into an output and values to store in the memory. On each clock
cycle, the memory stores the values at its inputs and outputs them until
the next clock cycle [82, 148].

2.1.1. Metal-Oxide-Semiconductor Field-Effect Transistor

Metal-Oxide-Semiconductor Field-Effect Transistors, short MOSFETs, are
the dominantly used type of transistors for digital circuits [82, 255]. Their
advantages are small static power consumption and size. Figure 2.2 shows
a section view of a planar n-channel MOSFET. The substrate is slightly
p-doped silicon, the drain and source contacts are n-doped. An insulator
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P-Substrate

Source Drain
Insulator

Gate
- +

(a) Open MOSFET, no current is
flowing between source and drain.

P-Substrate

Source Drain
Insulator

Gate
- ++

- - - - - -- - - - -- -

+ + + + + +
+ + + +

(b) Closed MOSFET, current is flow-
ing from the source to the drain.

Figure 2.2.: The structure of a planar N-channel MOSFET in silicon. The gate is
used to “open” and “close” the transistor. To “close” the transistor,
i.e., make it conductive between the source and the drain, a positive
charge is supplied to the gate. This attracts negative charges that
conduct current.

between the substrate and the gate prevents charges from flowing between
the two [82]. The substrate is not conductive.

If a positive charge is supplied to the gate, it attracts electrons from the
substrate, repulsing positive charges, i.e., holes. Because of the insulator
between the substrate and the gate, the electrons gather between the
drain and source as shown in Figure 2.2b. If enough electrons gather, the
MOSFET starts conducting between the drain and source1. When the
positive charge is removed from the gate, the electrons recombine with
the holes, making the substrate non-conductive again [82, 255].

P-channel MOSFETs work the same as n-channel MOSFETs, with silicon
dopings and charges reversed. N- and p-channel MOSFETs are used
together in pairs to build Complementary Metal-Oxide-Semiconductor
(CMOS) logic used in every modern digital circuit [82, 255].

2.1.2. Circuit Timing and Voltage Requirement

For a digital circuit to work correctly, it must adhere to circuit specific
timing and supply voltage limits. If these limits are not met, the circuit
can experience faults [68, 82]. For example, in the case of CPUs, the
integer multiplication unit can output wrong results, which can be used
to attack trusted execution environments [179], see Section 3.2.

1Drain and source are electrically identical. Per definition, the source is the connector
with a higher potential than the drain. The source is “emitting” positive charges.
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tP

(a) tP of an
inverter.

Time
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Input
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(b) Impact of the tP s on the
signal through an inverter.

Supply Voltage

t P

(c) Relationship between supply
voltage and tP .

Figure 2.3.: The impact of the propagation delay tP on the traveling through an
inverter and the relationship between supply voltage and tP .

As discussed in the previous section, MOSFETs are switched on and off by
attracting charge carriers to the gate, a process that takes time. The gate,
insulator, and substrate form a capacitor that must be charged2 to attract
enough charge carriers to create a conductive channel in the substrate [68,
187, 255]. The time it takes to charge a capacitor is a function of its
capacity and charging voltage. The capacity is defined by the dimensions
of the transistor [235], smaller transistors switch more quickly. This is also
the reason for smaller node size CPUs reaching higher frequencies with
smaller supply voltages.

These switching delays of transistors in a logical gate cause a so-called
propagation delay tP as shown for an inverter3 in Figure 2.3. The prop-
agation delay of a circuit is defined by the addition of the propagation
delays of all individual logic gates on the longest path, also called the
critical path [187]. For a synchronous sequential digital circuit as shown
in Figure 2.1, the clock frequency must not be higher than the inverse
of the propagation delay of the critical path in the combinational logic
circuit. Otherwise, the output or the values stored in the memory may
not be fully computed and wrong [82].

In a real environment, the voltage frequency dependency of CMOS circuits
is influenced by many internal and external factors [92, 187]. Process

2There are many additional parasitic capacitors in a MOSFET transistor, all influencing
switching time [255].

3Because of the slightly different physical properties of p-channel and n-channel
MOSFETs, there is a difference in the tP from high to low tP HL and low to high
tP LH .
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2.1. Digital Circuits

variation makes every transistor slightly different. Temperature greatly
influences the propagation delay of a circuit. Aging effects like hot-carrier
injection or bias temperature instability cause the propagation delay to
increase over time [227]. Additionally, sudden increases in current can
cause voltage droops. To counter all these effects, digital circuits are
supplied with a higher voltage than the absolute minimum required. This
additional voltage is called the guardband [92].
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Figure 2.4.: Memory organization in a modern computer. The further away a
memory is from the CPU core, the larger and slower it gets.

2.2. Computer Memory

A computer’s memory stores all the data the CPU needs during execution.
This includes the executed instruction stream as well as the data it
processes [259]. In all modern computers, DRAM is used as the main
memory because of its high density, low price, and low power consumption.
However, the DRAM is too slow to feed enough instructions and data
directly to the CPU, which is many magnitudes faster. Therefore, CPUs
contain multiple levels of caches that make recently executed instructions
and accessed data available with lower latency [237].

A logical layer, virtual memory, partitions the memory between all pro-
cesses and enables access rights and execution permission management.
It is configured with page tables that define to which physical address a
virtual address of a specific process is mapped to. The page tables are
set up by the operating system and used by the CPU to translate each
memory access [98].

2.2.1. Organization

Figure 2.4 shows memory organization from the registers, the memory
closest to the CPU, to the main memory, furthest away.

Registers are the memory closest to the CPU’s execution units, accessible
in a single clock cycle by CPU instructions. In the x86 architecture,
instructions can also directly address memory [97]. This is not possible
on ARM [9] or RISC-V [267], which have load and store instructions to
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2.2. Computer Memory

access the main memory. There are typically 16 to 32 general-purpose
registers. Microarchitecturally, register names are not mapped to fixed
locations but are dynamically allocated in the register file, which is usually
a few hundred registers large. Registers use static random access memory
(SRAM).

Between the CPU cores and the main memory are multiple SRAM cache
levels to make data accessible with lower latency. Caches store data that
has a high chance of being accessed in the near future. They work based
on the principle of locality, which states that recently accessed data or
data close by has a higher chance of being accessed again soon. There
are multiple cache levels with increasing size and latency. Modern Intel
and AMD x86 CPUs typically use three cache levels [6, 97]. The last-level
cache is shared between all cores but partitioned into slices. Each core
has one slice, and the slices are connected with a ring bus or a mesh [178].
Apart from a handful of exceptions, caches use SRAM [82, 232].

Apart from caches for instructions and data, CPUs also contain a cache
for virtual-to physical address mappings, called the translation lookaside
buffer, short TLB. It is also split into multiple levels and caches for
translations of different page sizes [96].

The main memory is the largest and slowest memory of a computer that is
directly accessible by CPU instructions. It uses DRAM technology for its
high density and low cost. The main memory is described in more detail
in Section 2.3.

2.2.2. Virtual Memory

Modern computers execute many processes simultaneously besides the
operating system. For stability and security reasons, these processes must
not access the memory of other processes running. All modern CPUs
implement a way to isolate processes called paging. On a system with
paging, a process never accesses the physical memory directly. Instead,
it works in its own private virtual memory space that is translated to
physical memory by the CPU.

Paging fragments the physical memory into pages, typically 4 kB large. A
set of page tables, unique per process, maps the process’s virtual memory
pages to physical memory pages. Page tables are managed in a tree
structure. The highest-level page table is unique per virtual memory space.
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Figure 2.5.: On systems with memory paging, the virtual address is a set of indices
into a tree of page tables. The lowest-level page table contains the
page frame number or address of the physical memory page.

On x86, the physical address of the highest-level page table is stored in
the CR3 register. Every page table has 512 entries pointing to a lower-level
page table. The lowest-level page table points to the mapped page in
physical memory. As shown in Figure 2.5, the virtual addresses the process
uses are actually only a set of indices into all levels of page tables and an
offset within the page.

The operating system is responsible for managing the page tables for
each process and itself. A process can only access the physical pages
that are mapped in its own page-table structure. Apart from page-frame
numbers pointing to the next lower-level page table, they also contain
various bits that control, for example, access rights, i.e., whether the
program is allowed to read, write, and execute memory pages, or the
cacheability of the mapped page. Therefore, it is crucial that only the
operating system has access to page-table pages and not the user space
process itself. Some Rowhammer exploits gain access to their own page
tables to escalate privileges [37, 39, 52, 53, 75, 119, 125, 144, 256, 275,
288], see Section 3.1.3.
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(b) The physical cell layout of modern 6F2 DRAM [88, 170]. The cells are arranged
slightly rotated to the word- and bitline grid for maximum density. Passing
gates exist because of the grid, but do not connect a bitline to a capacitor.

Figure 2.6.: The schematic and physical layout of DRAM cells and banks.

2.3. DRAM

Dynamic random access memory (DRAM) is a type of memory that is
characterized by its low price, low power consumption, and high density
compared to SRAM. These properties make it the practically exclusive
choice for the main memory of all computers, smartphones, and servers.
This makes the DRAM main memory the largest memory of a computer
directly accessible by CPU instructions.
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2. Background

2.3.1. DRAM Cell

Its high density and low power consumption in comparison to static random
access memory (SRAM) is possible because every bit is stored with only
two components, one transistor and one capacitor, also called a storage
node. Because these capacitors slowly discharge, they require periodic
refreshes not to lose any data, hence, the name dynamic RAM [107].

Figure 2.6 shows the schematic and the physical layout of DRAM cells. A
cell is connected to two signal lines, as shown in Figure 2.6a. The wordline
controls the gate of the transistor, connecting the storage capacitor to the
bitline. The charge in the capacitor is read and written through the bitline.
Cells are connected through the word- and bitlines in a grid. The ends of
the bitlines are connected to the row buffer. By activating a wordline, all
capacitors in its row are sensed by the row buffer. DRAM operation is
described in more detail in Section 2.3.3.

Figure 2.6b shows the physical cell layout of modern 6F2 DRAM [88].
Figure 2.6b1 shows how two capacitors (storage nodes) are connected to
a bitline through a MOSFET transistor each. As shown in Figure 2.6b1,
the active region (p-substrate) is shared by multiple transistors and their
capacitors. This shared active region, which allows electrons to travel
between storage nodes, is the reason for the Rowhammer disturbance
effect [137] described in detail in Section 3.1.1.

Figure 2.6b2 shows the 6F2 layout of the storage node grid in silicon [88].
It is optimized for maximum density by arranging the transistors and
capacitors interleaved. The cross section shown in Figure 2.6b1 is marked
in Figure 2.6b2 with the dotted line. In the 6F2 layout, not all parts of a
wordline sit in an active region connecting a capacitor to a bitline. One
example of this is marked by the orange-striped field in Figure 2.6b1, also
marked in Figure 2.6b2. These regions are no real transistor gates and
are, therefore, called passing gates. They are the reason for the passing
gate disturbance effect exploited by the Rowpress attack [163], described
in more detail in Section 3.1.2.

2.3.2. DRAM Structure and Addressing Functions

The individual DRAM cells are segmented into banks that work indepen-
dently and allow for parallelized accesses from the CPU. The memory
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Figure 2.7.: The DRAM addressing functions of an Intel Skylake CPU with two
DIMMs, one for each channel and two ranks per DIMM [200].

controller of the CPU applies functions, called the DRAM addressing
functions, on the physical address to select a specific bank for each access.

The grids of transistors and capacitors storing the individual bits are
split up into banks. Rows of this grid are typically 8 kB wide. There is
one row buffer per bank, connected to the rows through the bitlines. On
some DRAM modules, the row indexes, i.e., wordlines, are scrambled.
This is relevant for Rowhammer attacks, the reason for it, however, is
probably due to electrical engineering [244]. A DRAM DIMM contains
multiple banks, 16 on DDR4 and 32 on DDR5 per rank. Four banks each
are combined into a bank group [107, 108].

A DDR4 DRAM DIMM is connected to the memory controller over a
channel. Most consumer CPUs contain two memory controllers and have,
therefore, two independent DRAM channels. DDR5 DRAM DIMMs have
two independent channels, doubling the number of channels in most CPUs
for more parallelism [108]. As the number of physical connections between
CPU and DRAM are still approximately the same for DDR4 and DDR5,
DDR5 has a doubled burst length to be able to transmit one cache line
(64 B) in a single burst over the 32 bit wide channel [108].

Commands to the different independent banks can be interleaved, reducing
the overall time the memory controller has to wait for finished commands.
To make the best use of this bank-level parallelism, the memory controller
interleaves the banks [96] by applying DRAM addressing functions on
the physical address to compute the channel, rank, bank group, and bank
select bits. DRAM addressing functions were first reverse-engineered by
Pessl et al. [200]. The DRAM addressing functions of an Intel Skylake
CPU are shown in Figure 2.7. New research followed up with newer tools,
getting the functions for newer CPU generations [16, 53, 60, 85, 86, 106,
261]. Jung et al. [122] further reverse-engineered the physical DRAM
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mapping by using faults induced by targeted heating to get the on-chip
location of DRAM cells.

2.3.3. DRAM Operation

The DRAM protocol is asynchronous. This means that the CPU adheres
to specific timings when sending commands, and the DRAM guarantees
that every command is finished within that time.

Data Access. To access data on the DRAM, the CPU selects a rank,
bank, and row and opens the row to move the data of the row into the
row buffer. To do this, the bitlines of the bank must first be precharged
(PRE). The wordline is activated, connecting the capacitors of a row to the
precharged bitlines, slightly changing the voltage. The sense amplifiers
detect the voltage change and store the result in the row buffer. Physically,
the row buffer and sense amplifiers are one component [170]. This process
is destructive, and it removes all charge from the capacitors in the row.
Therefore, if there is already data in the row buffer, it must first be written
into the previously opened row.

The memory controller can then access the data in the row buffer. The
row buffer acts like an 8 kB large cache, decreasing the latency of accesses
to the currently opened row. This creates a timing side channel, which
was first reported by Pessl et al. [200].

Refresh. The memory controller is also responsible for the refreshes
of all cells in the DRAM. It does so by periodically sending refresh
commands to the DRAM. The DRAM itself keeps track of which rows
were least recently refreshed and can refresh multiple rows within one
refresh command window.

The asynchronous nature of DRAM became a problem for on-DRAM
Rowhammer mitigations like TRR (see Section 3.1.4), as they only have
limited time to perform mitigating refreshes additional to the normal
refreshes within a refresh command window. Therefore, the DDR5 standard
implements an “Alert Back-Off” (ABO) back channel from the DRAM to
the CPU that allows the DRAM to request additional refreshes from the
CPU [108].
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(a) An erased flash memory cell, stor-
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Figure 2.8.: A floating gate MOSFET. To program the cell, electrons are tunneled
into the isolated floating gate where they can stay for many years.

2.4. Solid-State Drives (SSDs)

Solid-state drives (SSDs) are storage devices that persistently store data
on integrated circuits, typically NAND flash memory. Because they do
not use any moving parts, they are faster than hard disk drives (HDDs).
Especially, the number of random input-output operations per second
(IOPS) is magnitudes higher on an SSD than on an HDD because of the
HDD’s required disk arm movements for random accesses.

2.4.1. Flash Memory

NAND flash memory is an integrated circuit solid-state memory [8, 280].
The storage of individual bits happens in floating-gate MOSFETs, as
shown in Figure 2.8. With a high voltage at the control gate, electrons can
be trapped in the floating gate (programming). These electrons increase
the threshold voltage of the transistor. The floating gate is fully isolated,
and the electrons stay there for many years. To erase a flash memory cell,
a voltage in the opposite direction is applied to the control gate to push
the electrons back out of the floating gate.

Due to the different high voltage required, NAND flash memory cannot be
written randomly, such as DRAM [8, 280]. However, data can be randomly
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Figure 2.9.: The flash translation layer (FTL) translates the logical address used
by the host operating system to the actual physical location of the
page in the NAND memory on each access.

read from every location. Erased NAND flash memory stores all 1’s, to
write data, specific bits are then set (programmed) to 0. Reprogramming
is possible as long as the new data is a subset with only 1 to 0 transitions.
Erasing NAND flash memory takes significantly longer than reading and
programming it. Additionally, the number of bits that must be read,
programmed or erased at once differs. Typically, the page size used for
reads and programming is 512 B, 2 048 B, or 4 096 B. Erasures happen in
blocks of 32, 64, or 128 pages.

The number of these program-erase cycles of flash memory is limited
because the insulation between the substrate and floating gate is slightly
damaged each time [8, 280]. To extend the lifetime of an SSD, the controller
counts the number of P/E cycles each flash memory block and dynamically
remaps data to wear out all blocks equally fast. This process is called
wear-leveling and is automatically performed by the SSD controller.

2.4.2. Flash Translation Layer

Wear-leveling, garbage collection, and hiding the erase-before-write limita-
tion of flash memory for performance causes the data on an SSD to be
scattered [8, 13, 99, 126, 129]. This makes a persistent translation layer
necessary that translates the ordered logical page addresses, accessed by
the operating system, to the actual physical locations of the data on the

28



2.4. Solid-State Drives (SSDs)

CPU System RAM

NVMe SSD

FTL Storage
on DRAM

PCIe

(a) SSD with DRAM.

CPU System RAM

NVMe SSD
FTL Caching

on System RAM

PCIe

(b) SSD with HMB.

Figure 2.10.: NVMe SSDs with the host memory buffer (HMB) feature can use a
part of the system RAM to cache FTL entries.

NAND flash chips. This flash translation layer (FTL) is also stored in the
flash memory itself, as it must be persistent.

On every read and write to the SSD, the memory controller must access
the FTL to either get the current translation or update it. Therefore,
accesses to the FTL must be fast. If the SSD controller were to access
the FTL in the flash memory for every read, each read would incur an
additional read, basically halving the IOPS. Therefore, SSD controllers
use caches for their FTL. Budget SSDs use a small on-chip cache in the
SSD controller that caches a small subset of the FTL. High-end “pro”-level
SSDs use a separate DRAM chip next to the memory controller that is
large enough to hold the entire FTL while the SSD is turned on. When
starting, the SSD copies the whole FTL into the DRAM and only reads
it from there, greatly increasing random IOPS. Most mid-range NVMe
SSDs can use a feature called Host Memory Buffer as a trade-off between
cost and performance.

2.4.3. Host Memory Buffer (HMB)

With the HMB feature, NVMe SSDs can request main memory from the
operating system that they then use to cache parts of the FTL [185], as
shown in Figure 2.10. The operating system can then reserve memory
for exclusive access from the SSD. The SSD accesses the HMB through
direct memory accesses (DMA) over PCIe. Kim et al. [133] were the first
to analyze the HMB usage of SSDs and found that the HMB memory is
mainly used to cache parts of the FTL. We found the same to be true [115,
121], see Chapter 8 and 9. Caching parts of the FTL has a performance
advantage over accessing the flash memory for each FTL entry, but is
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slower than accessing an integrated DRAM. As the HMB is typically not
large enough to store the whole FTL, only parts are stored, and different
eviction policies and prefetching define which parts [121].

2.4.4. HMB Prevalence

In our HMB side channel paper [121], we used TechPowerUp’s SSD
database [54] containing 869 SSDs from 109 manufacturers to understand
the prevalence of the HMB feature in SSDs. Of these 869 SSDs, 694 use
the PCIe interface. PCIe is a requirement of the HMB as SATA does not
support DMA accesses. 37 % or 255 of all PCIe SSDs do not have DRAM.
Of these DRAM-less PCIe SSDs, 97.6 % or 249 support the HMB feature.
This shows that the feature is very prevalent in DRAM-less SSDs, as it
enables a performance gain at almost no cost.
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State of the Art

This chapter discusses state-of-the-art DRAM disturbance attacks and
defenses, CPU undervolting, and side-channel attacks. We detail state-
of-the-art DRAM-disturbance exploit techniques and mitigations in Sec-
tion 3.1. Section 3.2, shows how CPU undervolting was used to attack
trusted-execution environments and its potentials. Finally, we provide an
overview of side-channel attacks in Section 3.3, ranging from contention
to storage side-channel attacks and cloud co-location detection.
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3.1. DRAM Disturbance Attacks

In this section, we discuss state-of-the-art software-based DRAM distur-
bance attacks and defenses. Software-based DRAM disturbance attacks al-
low an attacker to flip bits in the DRAM by only accessing it from software.
There are two DRAM disturbance phenomena: Rowhammer [137] and
Rowpress [163]. Rowhammer was identified as a potential security issue by
Kim et al. [137] in 2014. Since then, countless different Rowhammer meth-
ods [53, 74, 105, 144, 206, 229], see Section 3.1.1, exploit techniques [21,
26, 37, 39, 52, 53, 75, 103, 119, 125, 144, 149, 213, 215, 249, 256, 275, 288],
see Section 3.1.3, and also possible defenses [10, 18, 27, 30, 32, 33, 38,
41, 45, 51, 63, 72, 76, 83, 87, 88, 100, 102, 109, 114, 117, 123, 131, 137,
145, 151, 171, 189, 196, 198, 210, 221, 223, 224, 225, 230, 238, 253, 257,
258, 276, 281, 284], see Section 3.1.4, were published and implemented.
Rowpress is another software-based DRAM disturbance attack that was
only discovered recently by Luo et al. [163] in 2023, see Section 3.1.2.

In this section, we show that although more than ten years have passed
since the publication of Rowhammer, the problem still exists to this
day. A countless number of defenses were repeatedly broken by novel
Rowhammer patterns and exploit techniques [39, 53, 74, 105, 144]. With
this thesis, we concur with others that a full mitigation of Rowhammer is
only possible with full integrity protection of all data in the DRAM [51,
220]. We argue that the underlying problem is that academics, as well as
DRAM manufacturers, try to mitigate Rowhammer without it being fully
understood yet [74, 144, 163, 188, 277]. Our work, CSI:Rowhammer [117]
(Chapter 5) shows that the performance overhead of adding integrity
protection to all data in the DRAM is negligible. Integrity protection, in
addition to mitigations targeting Rowhammer more directly, could solve
the problem of DRAM disturbance attacks once and for all. In our works
Presshammer [119] (Chapter 7) and HMB Rowhammer [115] (Chapter 8)
we further the understanding of DRAM disturbance attacks.

3.1.1. Rowhammer

Rowhammer allows an attacker to flip bits in DRAM by frequently access-
ing (hammering) one or multiple rows adjacent to the victim row [137].
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the neighboring capacitor until the
stored bit flips.

Figure 3.1.: How the Rowhammer effect recombines charges in the victim capaci-
tor, flipping the stored bit [88, 137].

Root Cause. The underlying cause of Rowhammer is the shared sub-
strate in which multiple cells are embedded [88, 195, 219, 260, 278], as
we explained in Section 2.3.1. Figure 3.1 illustrates the physical cause of
the Rowhammer effect. When the wordline is on, the storage capacitor
is connected to the bitline, and electrons from the capacitor flow along
the transistor’s channel. After the wordline is turned off, the electrons
are no longer held to the transistor’s channel and spread out. Most are
injected back into the storage capacitor where they came from, as it is the
closest, but some electrons “leak” and are injected into other neighboring
storage capacitors. With each leaking electron, the charge in this storage
capacitor is depleted slightly. If the wordline is toggled often enough, the
charge depletes to a point below the threshold where the bit flips.
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(a) Double-Sided (b) One-Location (c) Multi-Sided (d) Half-Double

Figure 3.2.: Four hammer patterns. Double-sided Rowhammer [229] sandwiches
the victim (blue) between two attacker rows (red). One-location
Rowhammer [74] accesses only a single row in a bank. Multi-sided
Rowhammer patterns [53, 105] access additional dummy rows (or-
ange) to evade TRR mitigations. Half-double Rowhammer [144]
provokes mitigative TRR accesses (green) around the victim row to
flip bits.

Hammer Patterns. Figure 3.2 shows four different hammer patterns.
The hammering patterns describe which rows in the DRAM an attacker
accesses. Initially, Kim et al. [137] only hammered by frequently accessing
multiple single rows in a DRAM bank, i.e., single-sided Rowhammer. In
2015, Seaborn et al. [229] showed that Rowhammer can induce more bit
flips if not any two rows are hammered but two rows sandwiching the
victim rows, i.e., double-sided Rowhammer.

One-location Rowhammer only accesses a single row of the DRAM and
still causes bit flips [74]. This is unexpected because the memory controller
usually keeps the row open in the row buffer, serving the data from
there. This behavior of a memory controller, keeping the row open as long
as possible, is called the open-row policy. However, memory controllers
can also work with a closed-row policy where they close a row after
each access [74]. This can have performance benefits on highly multi-
threaded systems, where subsequent accesses are unlikely to go to the
same DRAM row. In Presshammer [119] (Chapter 7), we show that one-
location Rowhammer also causes bit flips due to the Rowpress effect that
was not yet known when one-location Rowhammer was found.

DRAM implementing the target row refresh (TRR) mitigation, see Sec-
tion 3.1.4, is not vulnerable to single- and double-sided Rowhammer [53,
83]. To evade TRR, Frigo et al. [53] included decoy accesses to their
multi-sided Rowhammer pattern. These decoy accesses are synchronized
to refresh commands and can confuse certain TRR implementations to
protect the wrong victim rows. Additionally, they can also cause too many
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potential victim rows, so that the DRAM is overwhelmed and cannot
refresh all of them in the time it has available during the periodic refreshes.
Their fuzzer was able to induce bit flips in 13 of 42 tested DDR4 modules.
With Blacksmith, Jattke et al. [105] describe the different decoy accesses
with a frequency, phase and amplitude and their fuzzer varies them to find
long and complex hammer patterns. Jattke et al. [105] were able to flip
bits in all of their 40 tested DDR4 modules. Gerlach et al. [61] reproduced
bit flips in 8 of 10 tested DDR4 modules using the Blacksmith fuzzer.

TRR can also be exploited as a confused deputy to aid Rowhammer
attacks. With Half-Double Rowhammer [144], we present a new physical
property of Rowhammer. When hammering one row further away from the
victim row (far aggressor), very infrequent accesses to the row neighboring
the victim row (near aggressors) are enough to “transport” the leaked
stray electrons to the victim row capacitors. This hammer pattern is shown
in Figure 3.2d. On DRAM that is protected with TRR, the accesses to
the near aggressor are caused by TRR, which tries to protect these rows
from the far aggressor. However, due to the half-double effect, these TRR
accesses cause the bit flips in the actual victim row. We were able to flip
bits on 5 out of 7 mobile devices with LPDDR4x DRAM [144].

3.1.2. Rowpress

Rowpress also allows an attacker to flip bits in DRAM. Instead of opening
and closing a row as quickly as possible, Rowpress keeps (presses) one or
multiple rows adjacent to the victim row open for as long as possible [163].
Rowpress is caused by the passing-gate effect and affects different cells
than Rowhammer [163]. Figure 3.3 shows how the passing-gate effect
causes bits to flip in the DRAM. Due to the physical layout of a modern
6F2 DRAM cell, not all gates on a wordline connect a storage node to a
bitline. This is shown in Figure 2.6b in Section 2.3. When a wordline is
activated, these so-called passing gates on this wordline attract electrons
from the storage node. The longer the wordline is active, the more electrons
are attracted. When the wordline is turned off, most electrons return to
the storage node they came from, but some “leak” further out into the
substrate to another capacitor. This reduces the charge in this neighboring
capacitor, flipping bits [88, 93].

Luo et al. [163] analyzed 164 DRAM chips using an FPGA platform and
showed that it is a common DRAM vulnerability across all three major
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(d) The electrons injected into the sub-
strate are now missing in the ca-
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Figure 3.3.: How the Rowpress effect removes charges from the victim capacitor,
flipping the stored bit [88, 163].

DRAM manufacturers. Similar to Rowhammer, Rowpress is also more
effective if the victim row is sandwiched between two aggressor rows. To
cause Rowpress bit flips from software, Luo et al. [163] keep a row open as
long as possible by accessing up to all 128 cache lines within one row. They
were able to cause Rowpress bit flips in one Samsung DRAM DIMM from
2018. The DIMM we used in the PressHammer paper [119] (Chapter 7) is
also from 2017. This suggests that modern Rowhammer mitigations are
well equipped to also prevent Rowpress bit flips.

Recent work by Jattke et al. [104] used a DRAM interposer and a oscil-
loscope to analyze Rowpress on real systems in more detail. They found
that the pattern accessing all 128 cache lines within one row keeps the
row open for at most 292.95 ns, much less than allowed by the standard.
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3.1.3. DRAM Disturbance Exploitation

From now on, we will use Rowhammer as a synonym for Rowhammer
and Rowpress, as the following concepts apply similarly to both DRAM
disturbance attacks. Rowhammer flips bits at seemingly random locations
in the DRAM. Apart from the different hammering patterns to get bit
flips, actually causing Rowhammer bit flips from unprivileged programs
and exploiting these bit flips is well-researched [21, 26, 35, 37, 39, 52, 53,
75, 103, 119, 125, 144, 149, 213, 215, 249, 256, 275, 288].

DRAM Addressing. Programs running on a CPU cannot directly
address specific rows in the DRAM. Two layers of indirection, i.e., map-
pings are between the address a program accesses and the row and bank
addressed in the DRAM [200]. The first indirection is virtual memory, as
described in Section 2.2.2, that maps the seemingly contiguous and private
virtual memory space to physical memory [98]. The second indirection
is the DRAM addressing functions, which map the physical addresses to
ranks, bank groups, banks, and rows, described in Section 2.3.2.

The virtual-to-physical address mapping is not readable by unprivileged
processes anymore after it was disabled to prevent the first Rowhammer
exploits [138]. Therefore, many different methods to get physically contigu-
ous memory were proposed [75, 144, 256]. Gruss et al. [75] were the first
to use 2 MB transparent huge pages. Web browsers automatically allocate
them for large arrays [75], and they can also be requested from Linux using
madvise on most systems [154, 247]. However, transparent huge pages are
not available on all systems, e.g., Android, and can easily be turned off on
systems where they are enabled by default [247]. Alternatively, Van der
Veen et al. [256] massaged Linux’s buddy allocator [69] to get predictable
physical page placement. Memory allocator massaging was also used by
multiple exploits afterwards [52, 149, 215]. Other exploits [52, 144] used
the fact that when allocating enough memory, chunks will be contiguous,
and use the bank conflict side channel to detect this contiguity.

Contiguous memory gives an attacker knowledge about additional physical
address bits above the page offset. These bits can then be used with the
DRAM addressing functions, which we explained in Section 2.3.2, of the
attacked CPU to address rows in specific banks [52, 144].
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Figure 3.4.: The Rowhammer page table exploit. By hammering PTE1 using
aggr1 and aggr2 the PFN is changed to point to the physical address
of PTE2. Now the attacker has write access to PTE2 through its
virtual mapping vaddr1 and can access the whole physical memory.

Exploit Targets. Rowhammer can be used to attack a large variety
of systems. These attacks can be classified by their goal, e.g., privilege
escalation in the operating system or the browser, stealing of cryptographic
keys, or denial of service, and the target, e.g., Intel or ARM CPUs.

The first two Rowhammer exploits were presented by Seaborn et al. [229].
They flipped bits in machine code executed in the Chrome NaCl sandbox to
disable the jump target sanitization, so that they could jump to unaligned
targets, e.g., a syscall instruction hidden in a movabs instruction. The
second exploit they developed is the most used Rowhammer privilege
escalation exploit to this day [37, 39, 52, 53, 75, 119, 125, 144, 256, 288].
It uses Rowhammer to flip bits in the page-frame-number in a page-table
entry to gain write access to a page table, as shown in Figure 3.4. This
exploit can also be executed by hammering through implicit page-table
accesses [287, 288]. A similar technique was also demonstrated against
hypervisors [35, 275].

Rowhammer is also possible from JavaScript [26, 52, 75, 215]. A similar
approach to the page table exploit was used in browser sandbox escapes [26,
52, 215]. For this exploit, a fake array object is created, and a pointer
is hammered to point to this object. This fake array object can then be
modified to point everywhere in the browser’s memory. Tatar et al. [245]
and Lipp et al. [156] demonstrated Rowhammer attacks over the network.
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Gruss et al. [74] were the first to flip bits in a binary to elevate privileges.
They identified 29 different offsets in the sudo binary that can be flipped
to break the password verification logic. They combined this technique
with one-location Rowhammer from within an SGX enclave for a stealth
attack.

Kwong et al. [149] shows that Rowhammer can also be used to directly
leak data, exploiting the data dependency of Rowhammer [137]. To-
bah et al. [249] used Rowhammer on kernel code to reenable Spectre
attacks. Rowhammer can also be used to steal cryptographic keys [21, 213],
also in post-quantum schemes [7, 180]. Jang et al. [103] and Gruss et al. [74]
exploit Rowhammer for denial of service attacks by halting SGX enclaves.
Recently, Jattke et al. [106] demonstrated that Rowhammer is also possible
from AMD CPUs, and Marazzi et al. [169] demonstrated Rowhammer on
RISC-V. The first exploit on ARM was already presented in 2016 [256]
using uncachable memory, followed by Rowhammer from the integrated
ARM GPU [52]. Weissmann et al. [269] performed a Rowhammer attack
from an FPGA through DMA. Qiao et al. [206] demonstrated Rowham-
mer using non-temporal instructions and Heckel et al. [84] increased the
hammer effectiveness by up to 830 with multithreaded Rowhammer using
the cmpsb and repe instructions.

In our work “An Analysis of HMB-based SSD Rowhammer” [115] (Chap-
ter 8), we analyzed whether SSDs using a host memory buffer, see Sec-
tion 2.4.3, can be used as a confused deputy to hammer the HMB in the
main memory. However, our results show that the HMB itself is integrity
protected, and bit flips are detected. Upon detection, all of our tested
SSDs freeze, leading to a denial of service or a data loss in the worst case.
Additionally, the SSD’s accesses to the HMB are not frequent enough to
induce bit flips even on highly susceptible DRAM.

3.1.4. Software-Only Defenses

Since the first publication about Rowhammer, attackers and defenders have
been constantly working to outsmart each other [74, 181]. Additionally,
the ever-shrinking node size exacerbates the problem with every new
DRAM generation [132]. While attackers are mostly academic researchers,
Rowhammer defenses were proposed by academia but also developed and
implemented by DRAM and CPU manufacturers [109]. Defenses can be
categorized into software-only defenses, which are easy to implement and

39



3. State of the Art

deploy, and defenses (partly) implemented in hardware, which are more
difficult to deploy but potentially more effective.

Especially in the first years of Rowhammer research, many software-only
defenses were proposed [10, 30, 41, 100, 145, 257]. As Rowhammer attacks
cause suspicious CPU cache usage, similar to CPU cache side-channel
attacks, cache side-channel detection methods were also proposed to detect
ongoing Rowhammer attacks [38, 76, 87, 100, 198, 284].

ANVIL by Aweke et al. [10] detects ongoing Rowhammer attacks using
cache hardware performance counters similarly to cache side-channel
detection works [38, 76, 87, 198, 284]. ANVIL reduces false positives by
only intervening if at least two rows on the same bank are hammered.
Machek [41] proposed counting the number of cache misses in the kernel
and halting the CPU until the next refresh if it exceeds a preconfigured
threshold. Irazoqui et al. [100] use static code analysis to detect instructions
often used in cache and Rowhammer attacks like clflush, non-temporal
moves, rdtsc, or fences. Brasser et al. [30] add guard rows around kernel
memory to increase the distance between potential aggressor and victim
rows. GuardION by Van der Veen et al. [257] is a mitigation against
their attack on Android ARM devices [256]. They put guard rows around
DMA memory requested using Android’s ION driver. ZebRAM [145] also
works by adding guard rows, however, between every row. It then uses all
these guard rows as an integrity-protected swap memory to not halve the
memory capacity.

Di et al. [45] present “Copy-on-Flip”, a defense that can be purely im-
plemented in software if the system uses ECC DRAM. This makes it
a software-only defense relying on a readily available hardware feature.
ECC DRAM is not enough to prevent a Rowhammer attack, as shown
by Cojocar et al. [39]. However, the exploit of Cojocar et al. [39] requires
a templating phase where it collects single-bit flips that are corrected
by ECC to combine these bit flips in the second step. Copy on flip [45]
prevents this by remapping pages whenever correctable bit flips happen.

3.1.5. Hardware-Based Defenses

Over the years, improving attacks have shown that software-only defenses
are insufficient to solve Rowhammer [74]. Therefore, many mitigations that
require hardware changes have been proposed and also implemented [18,
27, 32, 33, 51, 63, 72, 83, 88, 102, 109, 114, 117, 123, 131, 137, 151, 171,
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189, 196, 210, 221, 223, 224, 225, 230, 238, 253, 258, 276, 281]. These
hardware-based defenses can be classified into defenses that prevent bit
flips and defenses that detect bit flips to correct them. Both methods have
disadvantages: While preventive defenses can become obsolete with new
attack methods, correcting detected bit flips becomes inefficient quickly
if bit flips are too frequent. We argue that combining both methods can
most efficiently prevent current and future Rowhammer attacks.

Defenses Preventing Bit Flips

This class of defenses tries to prevent bit flips by protecting potential
victim rows before their cells are discharged below the threshold [18, 27,
32, 88, 102, 110, 114, 134, 136, 137, 151, 168, 171, 189, 196, 209, 210,
221, 225, 230, 238, 253, 258, 271, 272, 276, 281]. We further classify these
defenses into three different methods of identifying potential victim rows
and by their actions after a potential victim row is identified.

Probabilistic Victim Row Identification. Already with the first
paper on Rowhammer, Kim et al. [137] proposed a number of potential
mitigations, the most prominent being probabilistic adjacent row activation
(PARA), now called probabilistic target row refresh (pTRR) [123]. Intel
has implemented pTRR in some of its CPUs since 2014 [123]. With pTRR,
whenever a row is accessed, its neighboring rows are refreshed with a low
probability. If the probability is chosen well, the performance overhead
is negligible, while Rowhammer bit flips become very unlikely. Similar
probabilistic mitigations were proposed by Son et al. [238], You et al. [281],
and Kim et al. [136].

Qureshi et al. [210] use only a single counter to count row activations and
probabilistically select which row is counted at each refresh. Jaleel et al.
[102] use a small number of counters per bank and do not use heuristics
to select which row is counted intentionally. Because of that, they claim
to be immune to specifically crafted access patterns that manage to break
policy-driven defenses [53, 105].

Counter-Based Victim Row Identification. DRAM manufacturers
and JEDEC acted rather quickly and added target row refresh (TRR)
to many later DDR4 DIMMs and as a required feature to the LPDDR4
standard [109]. TRR does not probabilistically refresh neighboring rows
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but actually counts the accesses to rows and refreshes the neighbors if a
certain DIMM-specific threshold is reached [72, 83, 109, 112, 131].

However, to save die area and power consumption, these first TRR im-
plementations only counted a limited number of rows [53, 105]. With
complex access patterns, the sampler can be tricked to count the accesses
to decoy rows and not the actual aggressors [53, 105], as explained in
Section 3.1.1. Another issue is that the DRAM has only limited time
to perform preventive row refreshes. If more victim rows are hammered
than the DRAM can refresh, bit flips still happen, even if the DRAM
detected the victim rows in time [53, 168, 171, 253]. A third issue with
TRR, half-double Rowhammer, was presented by Kogler et al. [144] where
TRR actually aids the attacker to hammer from a greater distance, as
explained in Section 3.1.1. Half-double Rowhammer can be mitigated by
increasing the range of protected rows around a detected aggressor row [33,
83, 171, 189, 210, 223, 276].

A large body of works continuously improves the area-, performance- and
power-overhead of counter-based mitigations [18, 27, 88, 102, 134, 168,
171, 189, 253]. These works aim to make the mitigation cheaper and at
the same time more difficult to evade.

Hong et al. [88] propose a stochastic and approximate counting (DSAC)
algorithm that filters out the accesses to decoy rows that evaded prior
TRR implementations. However, DSAC was later broken by Qazi et al.
[205] due to the internal state of the used LFSR random number generator
being too small. Bostanci et al. [27] use a data structure called count-min
sketch to estimate the activation count of rows, requiring significantly
less area than having a counter per row. This design may overestimate
but never underestimates the activation count. Olgun et al. [189] make
the key observation that workloads usually access the same row ID in
multiple banks due to the DRAM addressing functions aiming for bank-
level parallelism, see Section 2.3.2. Therefore, they use the Misra-Gries
algorithm to track aggressor rows, not per bank but shared across all
banks.

Per Row Activation Counting (PRAC). Jedec recently added per-
row activation counting (PRAC) to the DDR5 standard [108, 222]. A
DRAM with PRAC contains a counter for every single row in each bank.
Bennett et al. [18] showed that this approach is viable by using a novel
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DRAM mat design that does not add any performance overhead. Ben-
nett et al. [18] also use the already existing ALERTn signal to pause the
memory controller, called ALERT-Back-Off (ABO). This is required to
perform additional preventive refreshes that did not fit into the refresh
commands.

Canpolat et al. [33] are the first to perform a comprehensive study of the
PRAC feature as defined in the DDR5 standard [108]. They show that
due to the ABO signal, a crafted adversarial access pattern can hog up to
94 % of DRAM throughput and degrade system throughput by up to 95 %.
Woo et al. [271] and Qureshi et al. [209] both show that the initial design
proposed by Bennett et al. [18] is insecure, additionally to the potentially
high overhead found by Canpolat et al. [33]. Both works propose secure
designs with less performance overhead.

Other Victim Row Identification Methods. Apart from the designs
that track potential victim rows in the DRAM, some designs use other
methods inside the memory controller. Vig et al. [258] use a sliding window
mechanism to detect currently attacked victim rows and add them to an
integrity tree to protect the data in them. Seyedzadeh et al. [230] use
adaptive trees of counters, Lee et al. [151] time window counters, Park et al.
[196] content addressable memory [110], Yaglikci et al. [276] bloom-filters
and Joardar et al. [114] machine learning.

Preventive Refresh. Most proposed defenses refresh victim rows after
they exceed the activation threshold. To have enough time to perform all
required refreshes, the DDR5 standard adds two mechanisms [108]. The
first one is Refresh Management (RFM). The memory controller keeps
track of the number of activations sent to the DRAM banks and gives
a bank additional time for refreshes by sending RFM commands if the
activations exceed a threshold. The second mechanism is the ALERT-
Back-Off (ABO) signal that the DRAM can send to the memory controller
to force it to send RFM commands. Jattke et al. [104] recently found that
neither Intel nor AMD CPUs send RFM commands even if the DRAM
requires them to mitigate Rowhammer effectively.

Recent works also looked at ways to make preventive refreshes more
efficient. Rega [171] proposes a DRAM design with an additional set of
buffering sense amplifiers that are only used for data transfers. These free
up the other sense amplifiers to perform refreshes in parallel. Tugrul et al.
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[253] study real DRAM chips and find that the refresh latency tRAS can be
decreased by 64 % while requiring only 0.54 % additional refreshes [253].

Row Remapping. Some defenses do not refresh potential victim rows
but also remap them to another location in the DRAM bank to shield them
from future attacks. Saileshwar et al. [221] detect aggressor rows similar
to Park et al. [196], however, they do not refresh the victims but swap
the aggressor rows with other randomly selected rows. This is to prevent
attacks like Half-Double [144]. Saxena et al. [225] propose a very similar
mitigation, remapping the aggressor rows to a quarantine area. Woo et al.
[272] find an attack pattern that breaks the defense by Saileshwar et al.
[221] in under a day and propose a more secure design themselves.

Data Integrity-Based Defenses

These defenses aim to detect data integrity violations and then correct
the bit flips whenever possible. Multiple mitigations have been proposed
using message authentication codes or hashes to ensure the integrity of
data in the DRAM [51, 91, 220]. However, all of them have shortcomings
regarding the threat model of a Rowhammer attack. Ivec [91] and Syn-
ergy [220] protect against local attackers with capabilities exceeding those
of a Rowhammer attacker. Their integrity trees reduce the performance
significantly. Safeguard [51] can only correct a single bit flip.

In our work PT-Guard [224], we propose a mitigation to protect page
tables from bit flips because they are an easy attack target for privilege
escalation [35, 39, 52, 53, 75, 119, 125, 144, 256, 275, 288]. PT-Guard [224]
combines unused bits in groups of 8 page-table entries to store a 96-bit
MAC for data integrity protection.

In CSI:Rowhammer [117] (Chapter 5), we protect all data against integrity
violations using a MAC, albeit with a small memory overhead similar
to ECC DRAM. This approach guarantees that no bit flips, whatever
their reason is, go undetected and can be exploited. The only remaining
possible attack on a system with CSI:Rowhammer would be a denial of
service. We show that the performance overhead is small, and correction
of multiple bit flips is realistic as we perform the correction in the kernel.
This correction of multiple bit flips in the kernel enables techniques like
reloading corrupted cached data from disk. However, CSI:Rowhammer
does not have Chipkill-like correction capabilities [43] for all data, similar
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to current SECDED ECC. We argue, that the possibility to correct bit
flips spread over multiple DRAM chips is more important if Rowhammer
is a threat. Future work could focus on further improving the trade-off
between performance and Chipkill-like correction capabilities of data
integrity-based defenses.

Currently, no data integrity-based defense has the correction capabilities
to efficiently correct the high number of bit flips in modern high-density
DRAM if they were otherwise unprotected. Data integrity-based defenses
must be paired with defenses preventing bit flips. On the other hand,
defenses preventing bit flips should also be paired with data integrity-
based defenses to protect against novel attack methods [144], incomplete
defense implementations [104], or other causes of bit flips [43].

3.2. CPU Undervolting

As described in Section 2.1.2, digital circuits are typically supplied with a
slightly higher voltage than the minimum required. This so-called voltage
guardband guarantees the circuit’s correct functionality even when chang-
ing die temperature, aging, or supply voltage droops [70, 197]. Reducing
this voltage guardband saves energy and can even increase performance
on modern CPUs [70, 116]. This is due to the fact that the CPU clock rate
is typically limited by the thermal design power (TDP). The TDP defines
the maximum power the CPU is allowed to draw for a prolonged time, or
the maximum CPU die temperature directly. With a reduced power con-
sumption due to a lower supply voltage, the CPU can clock higher before
reaching the TDP. Not surprisingly, given these benefits, the undervolting
potential of CPUs and resulting power savings and performance increases
were thoroughly researched [68, 70, 124, 146, 193, 194].

However, CPU undervolting can also be used to attack trusted-execution
environments [15, 130, 142, 179, 208, 243]. On many CPUs, the multipli-
cation and AES circuits are among the circuits with the highest voltage
requirement. If this requirement is not met, the calculations can produce
faulty results. This can be exploited by undervolting CPUs to precisely the
voltage level where the CPU continues running normally, but these instruc-
tions fail [130, 179, 208, 243]. Tang et al. [243] attack ARM TrustZone by
overclocking the CPU, which has the same effect as undervolting. Qiu et al.
[208] manipulate the voltage to attack ARM TrustZone. Murdock et al.
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[179] and Kenjar et al. [130] exploit Intel SGX enclaves by undervolting to
steal cryptographic keys or induce memory safety into bug-free enclaves.

Barenghi et al. [17] analyze different countermeasures to protect cryp-
tographic algorithms against fault attacks. Their framework can auto-
matically add instruction duplication, instruction triplication, and parity
checking for stored values to programs. Kogler et al. [142] presented a tar-
geted countermeasure against CPU undervolting attacks against trusted
execution environments. They analyzed a range of CPUs and confirmed
that integer multiplication is the first faulting instruction on most CPUs
at different frequencies. An enclave can therefore use multiplications where
the correct results are known as trap instructions to detect whether the
CPU is undervolted.

A number of works also try to enable stable and secure undervolting [11,
12, 172], including our work SUIT [116] (Chapter 6). Bacha et al. [11, 12]
utilize on-chip ECC of Intel Itanium CPUs to guide their undervolting. On
Intel Itanium CPUs, the cache and register file are the first components
that become erroneous when undervolting. Intel Itanium CPUs can also
report corrected ECC errors in the cache and register file to the operating
system. This allows Bacha et al. [11, 12] to keep the voltage at exactly a
level where no error occurs. Unfortunately, errors in multiplication circuits
cannot easily be detected. Koutsovasilis et al. [147] undervolt the CPU
depending on the running workload based on the performance monitor
counter changes it causes. Therefore, Maroudas et al. [172] additionally
also differentiate between kernel and user space, based on their observation
that user space code can be undervolted more than kernel code. They do,
however, require voltage changes on every kernel entry and exit. Ernst et al.
[49] proposed a hardware solution to enable secure undervolting. Their
design Razor, uses slightly skewed clock edges and shadow circuitry to
detect when critical paths are close to violating their timing constraints.
Razor would add considerable complexity to modern chip designs and
is not used in practice. In our work SUIT [116] (Chapter 6), we trap
potentially faulting instructions when undervolting to only execute them
while the CPU is supplied with a high enough voltage. The performance
overhead of our design is smaller than the potential performance gain
from undervolting, enabling a higher performance at a lower CPU power
consumption.
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3.3. Side-Channel Attacks

In this thesis, we will only focus on software-based side channels. Software-
based side channels do not require physical access to the device that is
attacked. The first software-based side-channel attack by Kocher [139]
leaked keys from Diffie-Hellman, RSA, and DSS via timing. Percival [199]
was the first to perform a Prime+Probe attack on CPU caches, attacking
an RSA algorithm. Osvik et al. [191] performed the first Prime+Probe
attack on AES T-tables and coined the term Prime+Probe. Bernstein [19]
timed the execution of AES T-tables over the network with many different
messages to leak the key. Since then, the very high spatial and temporal
resolution of CPU cache side channels has been exploited for a variety
of attacks that became more generic compared to attacks on specific
cryptographic implementations [76, 77, 89, 176, 202, 204, 211, 279, 290].

Recently, with CPU caches being very well researched, more research
has focused on other parts of a computer system like, execution units
and schedulers [1, 4, 22, 57, 58, 218, 265], the memory bus [90, 273, 274],
operating system data structures [111, 164, 165], DRAM row conflicts [200,
228], the page cache [73], software-based power and frequency scaling [143,
157, 159, 207, 263, 264], device sensors [174, 186, 231], CPU fans [79],
performance counters [59, 78], the PCIe bus [65, 234, 241, 248], in-memory
computing architectures [48, 266], FGPAs [65, 203, 250, 251], interrupt
detection [40, 212, 283], GPUs [3, 47, 66, 113, 183, 242, 262, 268], and
random number generation logic [50]. However, while storage has been
identified as a potential source for side- and covert channels long before
the first cache side channels [90, 128, 150, 162, 226, 252], the research on
commercial off-the-shelf SSDs is sparse.

Covert Channels. Side channels typically have a specific target, e.g.,
cryptographic keys, with an attack on this target evaluated in the work.
However, comparing their capabilities became a non-trivial task given
the wide range of side channels. One way to compare side channels is by
their channel capacity, the rate at which information can be transmitted
over the channel. To measure the channel capacity, a covert channel is
well suited as the sender and receiver are cooperating. Most side-channel
papers implement and benchmark a covert channel [4, 22, 50, 57, 58, 65,
73, 76, 81, 90, 111, 165, 175, 176, 200, 204, 211, 212, 228, 234, 250, 251, 265,
273, 274, 283]. Covert channels are also used in transient-execution attacks
to transmit the transiently leaked data to the outside world [140, 158].
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Covert channels were also already researched long before the first software-
based side-channel attacks. Lampson [150] was the first to recognize the
difficulty of confining a program on a system with a shared operating
system and shared hardware. This was followed by further research on
covert channels and their mitigation [90, 128, 162, 226, 252]. However,
these works focused on special “secure systems” as, for example, defined by
the Trusted Computer System Evaluation Criteria [44] and not commercial
off-the-shelf systems, which are the target of most recent side-channel
research.

Contention Side Channels. The first covert channels by Lampson
and others [90, 128, 150, 162, 226, 252] exploited contention on a shared
resource, e.g., the hard drive. Apart from these secure systems [44], con-
tention was mainly a concern for the system’s performance. With the
emergence of multiprocessor systems, contention on the shared memory
or last-level cache became a concern [173, 214, 254]. Contention was also
researched in databases [2, 24].

If contention can be focused on a small subset of a system, e.g., execution
ports or schedulers, powerful attacks are possible from the leaking of
encryption keys [1, 4, 22, 58] and remote attacks from JavaScript [57,
218]. Contention on the network has also been shown to leak private
user information [55, 62, 246]. Memory bus contention [273, 274], as well
as HDD contention [155], has been used for covert communication. The
additional contention caused by RowHammer mitigation-induced memory
latency differences has been used for covert communication and website
fingerprinting [29]. PCIe contention has been shown to enable a variety of
attacks [65, 234, 241, 248] if PCIe switches or PCIe platform controller
hubs are used to share a link, which is not generally the case for SSDs. As
a part of this thesis [120] (Chapter 10), we show that contention on SSDs
can be used for covert communication and allows to fingerprint websites
visited by the victim with very high accuracy.

Storage Side Channels. Shared storage has been identified very early
as a potential source for side channels [150]. Karger et al. [128] exploit
the optimizations of hard disks’ arm movements to build a covert channel.
Hard disks were again attacked more recently, first, by Lipinski et al. [155],
who presented a contention-based covert channel with up to 0.1 bit/s.
Biedermann et al. [23] measured the electromagnetic emissions of a hard
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drive using a smartphone to perform operating system and application
fingerprinting. Finally, Guri et al. [80] measured the acoustic emissions
of a hard drive to build a covert channel. Guri et al. [80] highlight that
SSDs mitigate this covert channel as they do not emit noises. Chen et al.
[34] also suggest that SSDs would mitigate certain timing side channels
that are present in HDDs.

Trochatos et al. [250, 251] focused on smart SSDs that include a user-
programmable FPGA to enable near-storage compute [152]. They use them
to build a covert channel between users using the smart SSD consecutively
and between those using it simultaneously. Lui et al. [161] analyze the
(now discontinued) Intel Optane persistent memory for side channels and
reverse engineer the internal cache to develop four new attacks: a covert
channel, a keystroke-timing attack, a fully remote covert channel, and a
note board attack. Gruss et al. [73] exploit the operating system’s page
cache that caches recently accessed storage pages to build a 7 kB/s to
273 kB/s covert channel, an ASLR break on Windows 10, a UI redressing
attack, and a keystroke-timing attack. Jiang et al. [111] exploit the fsync
syscall on the file system that writes dirty data back to storage to build a
20 kbit/s covert channel.

However, even though the storage subsystem has long been known to be
a source of side-channel leakage and research exists on HDDs [23, 80, 128,
155], smart SSDs [250, 251], and Intel Optane persistent memory [161], this
thesis is the first to analyze the side-channel leakage of regular off-the-shelf
SSDs. In our work “Secret Spilling Drive” [120] (Chapter 10), we show
that contention on SSDs can be used for covert communication and allows
to fingerprint websites with very high accuracy.

Cloud Co-Location. In cloud environments, multiple tenants are run-
ning on the same shared hardware. Many of them store confidential data
of themselves or their customers. Therefore, cloud environments have long
been a target of side-channel research. A large body of works studied
attacks [20, 176, 240, 274, 285, 286] but also their mitigation [135, 160,
284]. For most of these attacks to work, the attacker must be co-located
with the victim on the same physical hardware. This motivated a special-
ized branch of research on cloud co-location [94, 95, 166, 217, 289], with
cloud providers constantly eliminating known channels for co-location
detection [95]. Ristenpart et al. [217] were the first to show that targeted
co-location is feasible in the AWS cloud. Inci et al. [95] use the last-level
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cache as a covert channel to detect co-location and mount an attack on
RSA. Makrani et al. [166] massage the resource provisioning systems
with their attack, called Cloak & Co-locate, to get targeted co-location.
Zhao et al. [289] achieve co-location in Google Cloud’s Function-as-a-
Service environment and steal secret ECDSA nonce bits using a cache
side channel [290].

In our work “Not So Secure TSC” [118] (Chapter 11), we show that the
SecureTSC feature of AMD’s confidential computing platform SEV SNP
enables very fast and low-overhead co-location detection.
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4
Conclusion

In this thesis, we presented novel Rowhammer and side-channel attacks.
Motivated by these attacks, we explored how hardware-software co-designs
can be effective and efficient mitigations against software-based fault
attacks. We conclude this thesis with three key insights:

DRAM disturbance attacks like Rowhammer are still not fully understood,
motivating the need for principled mitigations. After more than 10 years,
Rowhammer is still not perfectly mitigated because of an incomplete
understanding of DRAM disturbance effects [74, 144] and insufficient
mitigations [105, 106, 125]. We demonstrated that phenomena like one-
location Rowhammer can exist for years before being fully understood [119]
(Chapter 7). We also extended Rowhammer research to new hardware
and showed that SSDs using the main memory can also hammer it [115]
(Chapter 8). It is likely that future research will uncover further previ-
ously unknown links between existing DRAM disturbance effects. Future
research must also continuously assess the Rowhammer risk in new threat
models that include peripheral hardware similar to SSDs. Every PCIe
revision doubles the throughput, doubling the potential hammer rate of
DMA accesses to the main memory. The same danger comes from novel
hardware accelerators like neural processing units that access the DRAM
directly. When compute-in-memory architectures become widespread, their
susceptibility to Rowhammer and also their potential to be used in an
attack will be a relevant research question [28, 182, 282]. With a con-
tinuously increasing understanding of DRAM disturbance attacks and
novel threat models, mitigations focusing on the currently existing attacks
are unlikely to guarantee sustained security. Only principled mitigations
that can guarantee data integrity regardless of the specific attack and
simultaneously provide strong correction capabilities can sustainedly solve
the problem [117] (Chapter 5).
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Principled mitigations can be inexpensive and even increase efficiency. To
prevent hardware faults under all circumstances, manufacturers add guard-
bands to properties like timings and supply voltages. By employing princi-
pled mitigations against hardware faults, the guardbands can be reduced
as they are not longer solely responsible for preventing faults. The guaran-
tee to detect all data corruption in the DRAM of CSI:Rowhammer [117]
(Chapter 5) could also be used to optimize the refresh rate of DRAM
dynamically. In the future, the memory controller could reduce the re-
fresh rate to find a sweet spot between the energy “wasted” on bit flip
correction and the energy savings from the reduced refresh rate. As the
reduced refresh rate also increases the performance of the DRAM, this
could lead to a faster and more energy-efficient system. With increasing
hardware-software system complexity, it is likely that future research will
increase the role of software in the handling and correction of bit flips,
for example, by performing bit flip correction in user space or by taking
knowledge about the DRAM’s structure and properties into account to
reduce the search space significantly. In our work SUIT [116] (Chapter 6),
we showed that the CPU voltage can be significantly decreased if the CPU
guarantees that potentially faulting instructions are not executed with
this lower voltage. Overall, SUIT can decrease the power consumption
of the CPU while even increasing the system’s performance. To improve
CPU efficiency further, with more fine-grained voltage control based on
more factors than just specific instructions, we need further research to
understand the CPU’s susceptibility to faults and crashes in low-voltage
scenarios. Additionally, the operating system could also interact with the
CPU to inform the CPU about required voltage levels in the near future.
This could significantly reduce the overhead from CPU voltage change
delays, similar to cache prefetchers.

For new hardware, known classes of problems, like side channels, are often
not considered in the design phase, leaving the new hardware vulnerable.
Even though SSDs are widely used in almost all computers, they have not
yet been studied as a source of side channels. We close this research gap and
perform the first side-channel analyses on modern commodity off-the-shelf
SSDs, presenting two novel software-based timing side-channel attacks on
SSDs. The first attack is a cache timing side channel that provides leakage
with high spatial resolution in combination with a software interface [121]
(Chapter 9). The second side channel leaks SSD contention with high
temporal resolution [120] (Chapter 10). We performed a large study of
SSDs’ susceptibility to this contention side channel and showed that all
tested SSDs were vulnerable. These works show that single components
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like SSDs can be the source of multiple side channels, and it is likely that
future work will uncover many more, given their complexity and wide use.
Similar to potential DRAM disturbance attacks, this also extends to other
hardware components where research is sparse, either because they were
newly introduced or received little attention from the academic community
until now. While storage contention has already been identified as a source
for side channels for a very long time [150], we are the first that showed
that it also impacts high performance NVMe SSDs. The high performance
actually enables more fine-grained attacks, such as fingerprinting the
subtle signals from websites being opened on the machine with very high
accuracy. As the performance is continuously increasing, it is likely that
these attacks will get worse in the future. In our work on AMD’s Secure
TSC [118] (Chapter 11), we showed another example of a new feature that
was introduced without taking side channels into account. The Secure TSC
timer allows an attacker to detect the co-location of virtual machine guests.
Without a principled approach to consider known classes of problems,
in particular, side-channel leakage will continue to be introduced in new
hardware components and features.
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Abstract

In this paper, we present CSI:Rowhammer, a principled hardware-software
co-design Rowhammer mitigation with cryptographic security and integrity
guarantees, that does not focus on any specific properties of Rowhammer.
We design a new memory error detection mechanism based on a low-
latency cryptographic MAC and an exception mechanism initiating a
software-level correction routine. The exception handler uses a novel
instruction-set extension for the error correction and resumes execution
afterward. In contrast to regular ECC-DRAM that remains exploitable
if more than 2 bits are flipped, CSI:Rowhammer maintains the security
level of the cryptographic MAC. We evaluate CSI:Rowhammer in a gem5
proof-of-concept implementation. Under normal conditions, we see latency
overheads below 0.75 % and no memory overhead compared to off-the-
shelf ECC-DRAM. While the average latency to correct a single bitflip
is below 20 ns (compared to a range from a few nanoseconds to several
milliseconds for state-of-the-art ECC memory), CSI:Rowhammer can
detect any number of bitflips with overwhelming probability and correct
at least 8 bitflips in practical time constraints.
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1. Introduction

Rowhammer is a widespread DRAM issue, where cells lose charge faster
upon accesses to rows in physical proximity [39]. By repeatedly accessing
a row, an attacker can corrupt data in adjacent rows to undermine system
security, i.e., to gain kernel privilege from unprivileged applications [10, 22,
40, 60, 66, 68] and web browsers [23], escape web browser sandboxes [20,
56, 60], hammer from inside secure enclaves [22, 32], escape virtual ma-
chines [72], attack over the network [46, 67], and read memory to extract
encryption keys [42]. These attacks motivated a long list of research on
Rowhammer mitigations.

Rowhammer mitigations focus on detection, neutralization, or elimina-
tion [22] in software or hardware. Detection-based mitigations use static
code analysis, performance counters from software, and the analysis
of memory access patterns in hardware. However, they can be circum-
vented [22, 40]. Neutralization-based mitigations tolerate bitflips but re-
strict exploitation by physically distancing aggressor and victim rows [14,
41]. However, some hammer patterns can still succeed [39, 40]. Elimina-
tion-based mitigations are mainly hardware solutions, e.g., doubling the
refresh rate and error correction methods like ECC DRAM and Chipkill,
with limited effect on Rowhammer [16, 39]. Target Row Refresh (TRR) is
designed specifically against Rowhammer. It can, however, be bypassed by
exhausting the number of counters [21, 33, 56] or by using more advanced
access patterns, e.g., half-double Rowhammer [40]. Thus, modern devices
are still vulnerable [33, 40], highlighting the need for effective Rowhammer
mitigations.

In this paper, we propose CSI:Rowhammer, a novel Rowhammer mitiga-
tion. Instead of focusing on specific properties of Rowhammer that can
later turn out to be incomplete, e.g., flips happen only in directly neigh-
boring rows [14, 40, 41], or at least two rows in a bank must be accessed [8,
22], the idea of CSI:Rowhammer is to provide more principled security
guarantees. CSI:Rowhammer roots its security in a cryptographic message
authentication code (MAC) for cryptographic security and integrity. It
combines MAC-based error detection in hardware and flexible error cor-
rection in hard- and software. CSI:Rowhammer stores its MAC next to
the data on the DRAM similarly to ECC memory and has, therefore, the
same memory overhead.
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With CSI:Rowhammer, the MAC is computed and compared in the mem-
ory controller upon every DRAM access. If data was corrupted and the
comparison fails, the memory controller tries to correct a single bitflip. If
unsuccessful, it raises a new exception which the kernel handles by trying
to correct the data using different strategies. For this purpose, the MAC
computation is also implemented as a new CPU instruction. A simple
strategy, the universal fallback, is our parity-guided search, which outper-
forms a direct brute-force search that can become inefficient for higher
numbers of bitflips. With this approach, we can correct 5 bitflips in a
256-bit data word in less than 300 ms. Beyond this, CSI:Rowhammer also
enables more advanced strategies. It will, for instance, not correct errors
in unmodified file-backed pages and reloads them from the disk instead,
enabling the correction of any number of bitflips practically instantly.
Another advantage of the correction in software is that CSI:Rowhammer
enables OS vendors to implement an interface that allows admins to define
reliability levels per process and page. For example, the maximum number
of bitflips searched before killing a very important process in contrast to
a process that can easily be restarted.

We analyze the detection and correction abilities of CSI:Rowhammer and
show that it achieves significantly higher security and integrity than state-
of-the-art error correction. In contrast to ECC memory, CSI:Rowhammer
does not have a strict upper bound or constraints on the number and
location of detectable bitflips. To break CSI:Rowhammer, an attacker
needs to forge a cryptographic MAC, which is infeasible with the means
of Rowhammer bitflips.

We evaluate the performance of CSI:Rowhammer based on a proof-of-
concept implementation in a CPU and memory controller in gem5, running
a modified Linux kernel. We show that our hardware-software co-design
allows for low-latency, high-throughput integrity checking and, therefore, a
performance impact of less than 0.75 % under normal operation. While the
average latency to correct a single bitflip is less than 20 ns, CSI:Rowham-
mer can detect any number of bitflips and correct up to 8 bitflips in 256
bits of data within a practical time frame. CSI:Rowhammer has less than
0.01 % overhead on the CPU area. This underlines that CSI:Rowhammer
is a practical mitigation that should be deployed to fully and permanently
mitigate Rowhammer.
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Contributions. We make the following contributions:

1. We propose CSI:Rowhammer, a hardware-software co-design to fully
mitigate Rowhammer attacks using a cryptographic MAC for error
detection in hardware.

2. We propose a novel software-level correction mechanism using a parity-
guided bit-correction search as well as sophisticated correction strate-
gies.

3. We evaluate CSI:Rowhammer with a proof-of-concept1 implementation
in gem5. We show that overheads are minimal, e.g., the performance
overhead is below 0.75 % while the security level is raised to crypto-
graphic levels.

Outline. First, we provide background in Section 2 and an overview
of CSI:Rowhammer in Section 3. Hardware and software changes are
discussed in Section 4 and Section 5. We evaluate the security and per-
formance of CSI:Rowhammer in Section 6 and discuss related work in
Section 7. In Section 8, we discuss the compatibility to other technologies
and possible improvements and conclude in Section 9.

2. Background

In this section, we discuss DRAM, Rowhammer and its properties, as well
as lightweight cryptography.

2.1. DRAM

The DRAM has multiple levels, allowing parallel access to the last level,
the banks, to maximize throughput. Banks are divided into rows of cells,
i.e., the transistors and capacitors storing the data. A DRAM cell’s charge
depletes over time, requiring refreshes every 32 ms to 64 ms [34] to prevent
data loss. These refresh commands are typically interleaved with normal
data accesses by the memory controller, which is responsible to refresh
each row within this time window.

Error Correction Code (ECC) and Chipkill memory have an addi-
tional memory chip to store data with correction codes [16], 8 redundancy
bits per 64 bits (DDR4) or 32 bits (DDR5) of data. These are transferred

1Proof of Concept URL: https://github.com/IAIK/CSIRowhammer.
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over a wider data bus of 72 bits and 40 bits, respectively. Chipkill is a
DRAM error correction method, which, using the same additional mem-
ory, can correct up to 8 bitflips coming from a failure of a single DRAM
chip [19]. ECC and Chipkill can correct errors from a single faulty DIMM
contact. We compare ECC and Chipkill to CSI:Rowhammer in Section 7.2.

DRAM Errors. In large-scale systems, DRAM errors from various
physical causes like cosmic rays [63] or random occurrences, increasing
with aging cells and temperature [59] are well studied. Schroeder et al.
[59] monitored the majority of Google’s server fleet for 2.5 years starting
in 2006. They observed failure rates of up to 70 000 per billion device
hours (FIT) per Mbit of DRAM capacity. On the worst motherboard and
memory configuration, 0.03 % of DIMMs saw an uncorrectable error in
one year. Hwang et al. [28] studied DRAM errors on four systems and
observed similar failure rates. Out of the 40 960 nodes monitoring Chipkill
errors where bitflip recovery failed, 1.34 % had at least one Chipkill error
in 583 days. Bautista-Gomez et al. [9] studied the frequency of multi-bit
errors, focusing on independent errors, i.e., they only count errors from
the same word once. In total, they observed 55 000 independent memory
errors in over a year, of which 85 (0.15 %) were not correctable.

2.2. Rowhammer

In 2014, Kim et al. [39] discovered the Rowhammer effect, i.e., bitflips can
be induced in DRAM through disturbance errors triggered by frequent
memory accesses. For a more detailed background on Rowhammer, we
refer the reader to this work or [49] for an overview. We discuss and
compare mitigations in Section 7.

Data Dependency. Rowhammer causes a bit flip by discharging the
capacitor in a neighboring cell. For this to happen the neighboring capacitor
in the aggressor row must be discharged [39, 69]. Therefore, there is a
correlation between the data in the aggressor rows and the flips, usually
the victim adopts the values of the aggressor row. Kwong et al. [42] used
this dependency to leak encryption keys with RAMBleed. If the orientation
of the cells (true-cell / anticell) is inverted between the aggressors and
victim row, the inverted values of the aggressor row are adopted [69].

Rowhammer Bitflips. Kim et al. [39] examined the number of multi-bit
errors caused by Rowhammer per single 64-bit word. The worst tested
module had 1.9 % uncorrectable errors, with 0.002 % being undetectable by
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ECC, and Rowhammer is getting worse with every new DRAM generation
and increasing density. LPDDR4 requires less than a 10th of the activations
than DDR3 memory to hammer [35, 52].

Cojocar et al. [16] used a public Rowhammer bitflip database with 14
DIMMs [65] to craft the first Rowhammer attack on ECC memory. Their
AMD CPU raises a machine check exception when detecting an uncor-
rectable bitflip, while the Intel CPU ignores it. On AMD, on average,
7.42 % of bitflips were undetectable; on Intel, 10.89 % were uncorrectable
and, therefore, usable for an attack. They also found that many ECC
implementations use more complex symbol-based correction methods [16],
capable of detecting up to 4 bitflips if they are in different symbols but
not able correct multi-bitflips. Hassan et al. [25] flipped up to 7 bits in
a single 64-bit data word. This is beyond the detection and correction
capability of every ECC implementation.

2.3. Lightweight Cryptography

Modern cryptography is often not designed for constrained devices that
face various limitations but for high-performance devices. Lightweight
cryptography offers algorithms designed to provide security and privacy
guarantees while enabling their implementation on devices constrained in
their energy consumption, die area, or latency [51].

Lightweight Message Authentication Codes (MAC). A message
authentication code (MAC) is an authentication tag computed from a
message input and a secret key [50]. The key protects the integrity and
authenticity of the message: Only the owner of the key can compute and
verify the MAC of a message. The attacker cannot forge a valid MAC of a
new or modified message. Most widely-deployed MACs are based either on
hash functions (like HMAC [50]) or on block cipher chaining (like CMAC),
both of which are inherently sequential and thus have a high latency. A
lightweight design for short inputs is SipHash [5], but its ARX design is
more suited for software and not optimized for latency in hardware. More
recently, tweakable block ciphers (TBCs) [47] have emerged as a promising
lightweight primitive. TBCs are similar to block ciphers, but have an
additional public tweak input that selects the encryption permutation
together with the key. QARMA is a TBC with low latency [6].
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Figure 5.1.: High-level overview of the hardware and software components of
CSI:Rowhammer.

3. CSI:Rowhammer

The idea of CSI:Rowhammer is to protect the integrity of all data in the
DRAM with a cryptographic MAC to mitigate software-based DRAM
fault attacks like Rowhammer but also randomly occurring bitflips. It
is designed to work on a large variety of systems, from smartphones to
large-scale virtualized server environments. As illustrated in Figure 5.1,
CSI:Rowhammer is a hardware-software co-design.

On every access to main memory, CSI:Rowhammer uses a cryptographic
MAC to detect if data has been corrupted. The computation and com-
parison of these MACs are performed in the memory controller 1 and
stored with the data 2 to enable low-latency accesses. The MACs are
stored on the same memory chip next to each other to make hammering
them difficult. MACs cannot directly correct data. The memory controller
tries to correct a single flip directly in hardware 3 by correction as a
search. If this fails, this task is handed over to the operating system 5
by raising a data corruption exception 4 . The exception handler uses
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(DDR5) or 512 bits (DDR4).

different correction procedures to reconstruct the correct data. Using a new
dedicated instruction set extension 6 , the data correction is performed
efficiently. However, corruption could also occur in the exception handler.
Hence, it is stored in a dedicated secure on-die memory 7 that is not
vulnerable to Rowhammer, similar to a CPU cache.

Detecting Bitflips. CSI:Rowhammer uses ECC memory for its addi-
tional space to store the integrity information (MAC and parity), as shown
in Figure 5.2. The usage of a MAC allows CSI:Rowhammer to detect all
memory corruptions, unaffected by their number, location, or distribution,
which is enough to mitigate all Rowhammer attacks other than denial of
service. We use a MAC based on the QARMA block cipher [6], designed
for low latency, power, and area and used on ARM for pointer authentica-
tion [4]. With this basis, CSI:Rowhammer can be integrated into CPUs
from smartphones to servers with negligible performance impact.

Typical ECC DDR4 memory stores 8 redundancy bits for 64 bits of data,
ECC DDR5 for 32-bits of data. CSI:Rowhammer uses a 56-bit MAC and
8 parity bits, summing up to 64 bits in total. Thus, we protect 512 bits
of data on DDR4 or 256 bits on DDR5. ECC data words can also be
larger than 64 bits [16], making efficient correction and secure detection
impossible. A trade-off can be a reduced correction capability in favor of
an equally strong detection.

The MAC’s key is randomly generated on each boot by the CPU inter-
nally. The memory controller and CPU cores have access to it, but it is
not exposed to the software level. The memory controller computes the
integrity information for every memory access. On a write operation, it
computes the new MAC and parity and stores them in the DRAM. On a
read, it computes and compares the MAC and parity with the stored one.
The MAC computation is also implemented in every CPU core as a new
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instruction to enable quick and efficient multi-bit error correction from
software.

Correcting Bitflips. The memory controller corrects single bitflip errors
caused by corrupted data, MAC, or parity and permanent errors caused
by a faulty contact as-a-search.

If it fails because there is more than one bitflip, it raises an exception for
the operating system. For instance, the advanced error correction algorithm
can reload disk-backed data directly. Other data errors with no additional
information are corrected by searching for the bitflips in the data. Our
instruction set extension allows to access raw data and compute the MAC
efficiently in hardware without software access to the key. Our search
algorithm is guided by parity bits and brute forces possible corrections
within each parity block. Thus, the search time increases exponentially
with the number of bitflips. Depending on the importance of the process
with the corrupted data or instruction, the operating system can decide
whether to continue the search or kill and restart the process, or even halt
the system. More generally, these decisions are up to the system vendor
or administrator. OS vendors can decide on correction steps and to which
extent they are tweakable by administrators, e.g., the maximum number
of flip corrections for the kernel or user space. In case of a successful
correction, the operating system can remember the necessary information
for future corrections of the same physical location. If the correction is
impossible, CSI:Rowhammer still mitigates Rowhammer exploits, as the
detection is sufficient to stop an attack.

Protecting the Correction Mechanism. The exception handler for
the data corruption exception must not be corrupted itself. Otherwise, a
correction is not possible anymore, and the system must halt. For CSI:Row-
hammer, we propose a small secure on-die memory, similar to a cache but
mapped to a physical address range. The operating system puts all code
required for correction into this secure memory.

Limitations. The goal of CSI:Rowhammer is to provide a negligible
performance impact while fully mitigating Rowhammer. However, it does
not protect against all data integrity attacks. In our threat model, the
attacker can flip bits with Rowhammer, which is difficult to do precisely
and allows only a limited number of flips. Replay, relocation, or substitution
attacks, which require physical access to the memory bus, are out of scope.
CSI:Rowhammer does not give any correction guarantees for a high number
of bitflips, it can correct typical numbers of bitflips caused naturally or
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Figure 5.3.: Bitflip locations and parity bits. Gray data cells show a bitflip, and
gray parity bits a corresponding parity mismatch. In the worst case,
blocks (Ba - Bd) contain only an even number of flips. In the best
case, every parity bit corresponds to one or zero flips.

by Rowhammer. The primary goal is the detection of memory corruption.
CSI:Rowhammer detects all bitflips except the negligible portion resulting
in MAC collisions due to the cryptographic design (see Section 6.7).

3.1. Error Correction as a Search

ECC memory uses symbol-based error-correction codes to detect a certain
number of bitflips and usually correct one bitflip [16]. A MAC can only
detect bitflips in the data but cannot correct them or give information
about their location. To find the correction where no other strategy can be
used, we have to flip bits and compute and compare the MAC successively.
We find it when the MACs match. We start with flipping one bit and if
the correction is not found, continue with all permutations with two flips
and so on. Huang et al. [27] defined this search for bitflips in corrupted
data as Error Correction as a Search. While our approach follows the
same principle, the implementation differs.
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Parity Bits. To improve the correction time, we use parity bits to find
locations of flips. The 8 parity bits are computed by XORing 8 blocks
of the data, as shown in Figure 5.2. The chosen partitioning allows for
an efficient correction of permanent errors, e.g., on a transmission line or
contact (see Section 4.4). We use Figure 5.3 to show how to get bitflip
locations from the parity bits. In Figure 5.3a, the non-matching parity
bits indicate an odd number of flips in Ba and Bb. The matching parities
indicate an even number or no bitflips in Bc and Bd. In 5.3b, there is a
mismatching MAC. The parity bits indicate an even number of flips in at
least one block. In 5.3c, there is an odd number of bitflips in all blocks.

Correction Algorithm. We first consider only flips in the data and
explain bitflips in the MAC and parity next. The correction algorithm
pseudocode is attached in Section 11.1.

In Figure 5.3a, there are at least 2 bitflips, one in Ba and Bb. We try all
permutations of these two flips. Because of the bitflips in 9 and 11, the
MACs never match, and the correction continues. We add a double flip
into our permutations that can be in any of the 4 blocks. While testing
these permutations, we have find the correct data.

MAC Corruption. Error correction as a search in the data assumes
that the MAC is uncorrupted. However, as the MAC is stored next to the
data on the DRAM, it is also vulnerable.

In summary, there are four possible scenarios:

• No corruption, the MACs are equal.
• MAC corruption, the resulting MAC and the one in the DRAM only

differ by a few bits.
• Data corruption, the resulting MAC differs significantly.
• Data and MAC corruption, the resulting MAC and the one in the

DRAM differ by few bits when data is corrected.

CSI:Rowhammer performs error correction as a search and does not check
the MAC for equality but approximate equality. If the data is correct,
bitflips in the MAC can be found quickly, by checking for approximately
equality. The limitations and security of approximate MAC equality are
evaluated in Section 6.6. The single MAC computation for this check is
done prior to the bitflip search on the data.

Parity Corruption. CSI:Rowhammer can correct data with a maximum
of one flip in the parity bits. This is a limit we choose for a good compromise
between correction time and capability. The parity bits make up only 2.5 %
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(DRR5) or 1.4 % (DRR4) of the data and integrity information, and 2
flips are, therefore, a reasonable limit. Error detection is not compromised
by the chosen limit of one parity flip.

To take a parity bitflip into account, we add one additional step to the
correction algorithm. We again take Figure 5.3a and assume Pc to be
flipped. In the first step, the algorithm will try the correction with 3 bitflips
corresponding to the mismatching parity bits. This attempt fails, and the
additional step is performed. Every parity bit is flipped successively, and
the new expected number of bitflips is calculated. If Pd is flipped, the new
expected number of bitflips is 4. If Pc is flipped, it is 2. The first step is
repeated with all parity flips that decrease the number of expected bitflips.
The correction with this additional step fails, so a double flip is assumed
without flipping parity bits, which also fails. The additional step is added
again. During this step, Pc is flipped, and the correction is attempted with
the 2 single bitflips from Pa and Pb and one double flip. This correction
succeeds, similarly to the first example.

Limitations In theory, it is possible to correct any number of bitflips this
way. However, there are two upper bounds: First, the maximum number
of flip permutations must not exceed the security boundaries of the MAC
(see Section 6.6). Second, the number of permutations and computation
time increases exponentially with the number of flips, limiting this search
method to lower numbers of flips.

3.2. Cryptographic Design of the MAC

For a low-overhead mitigation, we require a MAC with very low latency,
low power, and low hardware area requirements. QARMA is a lightweight
tweakable block cipher design [6] fulfilling these requirements, and is
notably already used in practice by ARM for pointer authentication [4].
QARMA allows pipeline stage boundaries between any two rounds [6] and
supports block sizes of 64 or 128 bits.

CSI:Rowhammer MAC. We need to map 256-bit or 512-bit inputs
to 56-bit tags. We use a parallel MAC (PMAC) construction [13, 48, 57]
with 64-bit message blocks, where the physical address of each block is
used as tweak for QARMA (see Figure 5.4). The resulting 64-bit tag is
truncated to 56 bits to compute the final MAC. The security of the MAC is
evaluated in Section 6.6. Table 5.1 shows latencies of the QARMA cipher
variants [6], different MAC computation methods, and CPU memory
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QK QK QK QK

M1 M2 M3 M4

Phys Addr1 PA2 PA3 PA4

⊕ ⊕

⊕

MAC

64 64 64 64

56

Figure 5.4.: CSI:Rowhammer PMAC for 256-bit data [57]. The output of the
fourth QARMA block is truncated to 56 bit. The physical addresses
used as tweaks are shifted right by log2(64) = 6 bit. They are unique
for every message block.

Table 5.1.: Latency comparison of a single QARMA invocation, simulated for
a 7 nm node similar to modern CPUs [6], the PMAC construction
using pipelined QARMA5-64-σ0, and CPU memory accesses [18]. The
throughput defines how many calls fit in the pipeline of a single
QARMA block.

Operation Latency Throughput
QARMA5-64-σ0 2.20 ns 6
MACPMAC−256 5.13 ns 6 pipeline stages

4 invocations = 1.5
MACPMAC−512 6.60 ns 0.75
L2 cache access 3.86 ns –
L3 cache access 10.27 ns –
DRAM access 113 ns –

accesses for comparison. The CSI:Rowhammer MAC is built using one
QARMA cipher with 6 pipeline stages, resulting in the following latency
for a 256-bit input (see Figure 5.4 and Table 5.1):

2.20 ns + 2.20 ns · 1
6 · 2 + 2.20 ns = 5.13 ns
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4. Hardware Modifications

The generic design of CSI:Rowhammer can be integrated into different
architectures. However, for our PoC (see Section 6.1) and this section, we
focus on the changes for x86.

CSI:Rowhammer implements the MAC computation in hardware to mini-
mize the overhead for DRAM accesses and allow the OS to compute it
quickly during a correction. The MAC key is randomly generated. The
memory controller computes and compares the MAC, and corrects single-
bit errors and errors from faulty contacts. It provides a small secure
memory to store the code required to handle a correction exception. Fi-
nally, the CPU cores must provide instructions to access corrupted data
and compute the MAC.

4.1. MAC Key Generation

CSI:Rowhammer uses a MAC with a CPU-internal key generated using
a cryptographically secure random number generator at boot [1, 3, 30].
At runtime, this key is available to the memory controller and all CPU
cores in a software-inaccessible register. Multi-processor systems share the
DRAM and, therefore, the key, over the processor interconnect. Attacks
with physical access are out of scope.

4.2. Integrity Check

The memory controller is responsible for detecting data integrity failures
in DRAM. It computes the integrity information for all memory accesses.
On writes, the memory controller computes and stores the integrity infor-
mation on the DRAM. On reads, it retrieves the integrity information and
compares it with the computed one. A mismatch indicates a corruption of
the data or integrity information.

4.3. Single-Bit Correction

If a corruption is detected, the memory controller starts the correction
by performing a correction as a search for a single bitflip in hardware. A
corruption in the MAC is found during the integrity check verification by
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checking for approximate equality. If the corruption is in the data, one
parity bit provides the location of the affected data block. In the worst
case, the correction requires 32 or 64 MAC computations for 256 and 512
bits of data, respectively, half of that on average. If the integrity check
reveals errors in the parity bits, the parity bits are recalculated.

During the search, only one of the 4 or 8 input blocks changes. The other
blocks can be computed once and reused. Thus, the subsequent MAC
computations are two QARMA calls with a total latency of 4.40 ns and 12
pipeline stages. This results in an average single bitflip correction time of:

5.13 ns + 16 · 4.40 ns
12 = 11 ns

For DDR4 memory, it is 18.3 ns. If the parity bits indicate two or more
flips, the correction for a faulty contact is tried.

4.4. Permanent Errors from a Faulty Contact

Permanent faults from, e.g., a faulty DIMM contacts or transmission lines
make up a considerable part of DRAM errors [62]. They must be corrected
in hardware, as they cannot be fixed by writing back correct data [63].
Similar to ECC and Chipkill, CSI:Rowhammer is able to correct the errors
caused by a singly faulty contact. The correction is performed before
raising a corruption exception, if the MAC and more than one parity bit
mismatch. For this explanation, we assume that a faulty contact causes
bits to stick-at-0.

The memory controller first computes the logical OR over blocks with
the size of the DRAM data bus width. The OR result shows the stuck
contact offset as these bits are always ‘0’. The parity bits mismatch for the
blocks where the stuck contact had an effect. Together, both block and
bit offset are identified. With this, the correction requires as many MAC
computations as there are ‘0’s in the OR result. With random data, there is
a probability of 11.8 % (32-bit bus) or 22.2 % (64-bit bus) that there is an
additional ‘0’, not caused by a faulty contact, resulting in a correction time
of 5.74 ns and 8.05 ns, respectively. This the CSI:Rowhammer performance
impact, but keeps the system usable.

For stuck integrity information contacts, it works similarly. It affects 7
bits in the MAC and 1 in the parity bits. Correct data can be recognized
if all bits at an offset are stuck and the rest of the MAC is correct. This
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reduces the effective MAC size to 56 − 7
2 = 52.5 bit. We leave the design

and analysis of a faulty contact correction with bitflips in the DRAM
for future work. CSI:Rowhammer cannot correct both at the same time,
similar to ECC and Chipkill.

4.5. Data Corruption Exception

CSI:Rowhammer adds one new exception to inform the operating system
about a data corruption not correctable in hardware. We call it data
corruption exception and use one of the reserved vectors 21-31 [29]. The
data corruption exception is designed as a fault, allowing to continue
at the faulted instruction after the correction. The handler receives the
physical address of the corrupted data or instruction from an architecture-
dependent register. We propose the same register used for page faults, the
CR2 on x86 [29]. It contains the physical address to not rely on page tables.
In virtualized environments, the host receives the exception, translates
the host physical address (HPA) to the guest physical address (GPA), and
forwards it to the guest. This mechanism allows transparent correction
for guests not supporting CSI:Rowhammer via the host (see Section 8.1).

4.6. Secure On-Die Memory

A corruption must not happen in any parts of the OS required to correct
corruptions, otherwise, the system must halt. To guarantee no corruption
for the exception handler code, IDT, and GDT, the CPU provides a small
on-die random access memory.2 It is part of the physical address range and
the OS can map it into virtual memory with non-evictable TLB entries.
For systems without an MMU, the memory is at a fixed physical address.
It is 4 pages large to fit our prototype implementation of the correction
as a search algorithm (0x1500 bytes), the IDT, and GDT.

In virtualized environments, the secure memory is simulated for the guests
in the DRAM. In case of a corruption in the simulated secure memory,
the host transparently corrects it. This guarantees the incorruptibility of
the secure memory for all guests without requiring a larger SRAM.

2On-die area is not the primary limitation today anymore. Some Intel processors
utilized unused die area already with the integration of, e.g., 128 MB DRAM chips,
the Apple M1 quadrupled the L1 size with marginal thermal and efficiency changes,
as they are using 4 times larger pages.
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Table 5.2.: The three instructions of CSI:Rowhammer used for efficient and secure
correction in software.

Instruction OPs Description
csi mac ZMM Calculates the MAC of the data (OP1) for

the physical address (OP2) and writes it
into OP3.

rx
rx

csi load rx Reads from physical address (OP1) the
raw corrupted data (OP2) and integrity
information (OP3).

ZMM
rx

csi xchg rx Writes new data (OP4) into the physical
address (OP1) if the old data (OP2) and
MAC (OP3) are unchanged at physical
address (Listing 5.4 in Section 11.2).

ZMM
rx
ZMM

4.7. CPU Cores

The operating system corrects data with more than one bitflip. The
CSI:Rowhammer hardware modifications support the operating system
with instructions to compute the MAC and access the raw corrupted data
and integrity information.

Instruction Set Extension CSI:Rowhammer adds three privileged
instructions, shown in Table 5.2, to allow for correction in software. csi -
mac takes the 256-bit or 512-bit data in an AVX register and the physical
address, i.e., the tweak, and writes the computed MAC back to a general-
purpose 64-bit register. Implementing the MAC computation in hardware
allows the MAC key to stay secret.

Additionally, two new instructions access the raw data and integrity
information by its physical address without raising an exception. The
csi load instruction loads the corrupted data into a ZMM register and the
integrity information into a 64-bit register. The csi xchg instruction writes
the corrected data from a ZMM register back into the memory if it did
not change in the memory while the correction was running. Section 8.4
describes the purpose of csi xchg, i.e., prevent correction race conditions.
Listing 5.4 in Section 11.2 shows its pseudo-code.

Within a virtualized guest, the instructions transparently translate the
given GPA internally to an HPA to match the MAC’s tweak and the
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actual physical location. The last translation is cached for quick succeeding
executions.

Nesting Bit We need to detect nesting of the corruption exception
handler (see Section 5.2). For this, we need one bit in a register that is
unique for every thread. We propose using the highest bit of the CR3
register, as it is unused, and its value is already unique for every task.
The only hardware change is to allow writing this bit without flushing the
TLB.

Non-evictable TLB Entries To ensure compatibility with the IDT
and the CPU’s frontend, the secure memory is addressable with virtual
addresses. The paging structures to map the secure memory to a virtual
address also need to be protected against Rowhammer. We propose reusing
existing mechanisms and allowing the locking of secure memory pages in
the TLB [2]. This allows the CPU to resolve addresses directly from the
TLB. We propose using an MSR interface to configure these virtual to
physical mappings.

5. Software Modifications

The memory controller detects data corruption and tries to correct single
bitflips and errors from faulty contacts. If it fails, the operating system
takes over to try the correction and limit the impact of an uncorrectable
corruption.

5.1. Exception Handling

The operating system must register a new handler for the data corruption
exception. The handler and the correction-as-a-search code are secured
against corruption by residing in the secure on-die memory provided by
the CPU. The advanced correction procedure uses various kernel code and
structures and is, therefore, not protected against bitflips. If kernel code
or data is corrupted and accessed during a correction, another exception
is raised and handled in a nested handler. The nested handler detects the
nesting (see Section 5.2) and attempts a correction as a search without
accessing any data outside the secure memory.

The kernel stack, used by the exception, is unique for every task, and
can, therefore, not be in the secure memory, and is vulnerable to bitflips.
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1 corruption_exception_handler () {
2 if ( has_nested_bit_set (CR3)) {
3 enable_interrupts ();
4 error_correction_as_a_search ( corruption_address );
5 } else {
6 set_nested_bit (CR3);
7 enable_interrupts ();
8 advanced_error_correction ( corruption_address );
9 clear_nested_bit (CR3);

10 }
11 }

Listing 5.1: Pseudocode of the corruption exception handler with nesting
detection. The advanced error correction is guarded by the nested
flip being one. If a second exception is raised the error correction as
a search is executed.

To deal with corruption in the kernel stack, we forward the kernel stack
pointer 64 bytes before accessing it. In case of corruption, the following
exception handler moves the kernel stack pointer out of the corrupted
data block. It can then correct the kernel stack and continue with the
previous exception handler.

5.2. Nesting Detection

Detecting the nesting of our exception handler is important as it means
that there was a corruption during an advanced correction attempt. If that
happens, the exception handler must not run the advanced correction and
can only correct by search. Listing 5.1 shows how the nesting detection is
implemented using the highest bit in the CR3 register. To detect nesting,
we use one bit, called the nesting bit. If the current Linux task is in the
corruption exception handler it is 1 and if not, it is 0. It must fulfill two
conditions:

• When the corruption exception happens, the nesting bit must already
be stored in a CPU register as retrieving it from memory could cause
another corruption exception.

• The bit is either set or not set for each task, i.e., process or thread.
Scheduling is enabled during correction, but two independent tasks can
have two (independent) exceptions.
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1 error_correction_as_a_search ( corruption_address ) {
2 // get the raw corrupted data
3 data , integrity = csi_load ( corruption_address );
4 data_copy = data;
5 mac = integrity & 0 x0FFFFFFFFFFFFFF ;
6 parity = ( integrity & 0 xF00000000000000 ) >> 56;
7
8 correction_as_a_search (parity , [&]( flip_mask ) {
9 data ˆ= flip_mask ;

10 // compute the mac of the data
11 computed_mac = csi_mac (data , corruption address );
12 if ( popcount (mac ˆ computed_mac ) < 4) {
13 goto found_correction ;
14 }
15 data ˆ= flip_mask ;
16 });
17 // no correction found , kill the process or panic
18 panic ();
19 found_correction :
20 // write the correct data back if it did not change
21 csi_xchg ( corruption_address , data_copy , mac , data);
22 reti;
23 }

Listing 5.2: Pseudocode showing the usage of the csi load, csi mac and csi -
xchg instructions.

5.3. Locking

We use a lock in the advanced correction preventing two tasks from
correcting the same data. If a task accesses data already being corrected,
it waits, and the CPU core can run other tasks. This lock does not exist
in a nested handler as it cannot access kernel resources. In that case, the
csi xchg instruction prevents the unintended overwriting of new data with
old corrected data (see Section 8.4). The locking of shared kernel resources
allows for a theoretically unlimited number of simultaneously running
advanced corrections.

5.4. Correction Procedure

The correction procedure uses the great flexibility that can be achieved
with the knowledge available to the operating system. File-backed pages
like memory-mapped files, page cache pages, or the kernel itself can be
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reloaded from the disk, correcting any number of bitflips. Taking into
account that Rowhammer bitflips are reproducible [39], the kernel can
remember the locations of previously corrected bitflips and use them for
future corrections. If the page cannot be reloaded from the disk and is
not in the cache, the correction is performed as a search. If successful, the
page is reallocated to minimize the chance of a corruption in the near
future. If the correction as a search was unsuccessful, the operating system
can behave differently. OS vendors can enable to define different reliability
levels, for example, the maximum duration of the search based on the
importance of a process or the impact of a restart of a process, e.g., a
database server vs. a service logging system stats. If the uncorrectable
corruption is in the kernel, it can only try to shutdown and restart as
gracefully as possible. Figure 5.8 in Section 11.5 shows the correction in a
flow chart.

Listing 5.2 shows the usage of the csi load, csi mac and csi xchg instruc-
tions. First, csi load is used to get the data and integrity bits from the
physical corruption address. The data is duplicated for the csi xchg. Dur-
ing the correction as a search, the csi mac instruction is used to compute
the MAC. If data was found with an approximately equal MAC, it is
written back into the DRAM with the csi xchg instruction. It checks if the
data was modified in the meantime and only writes it if it is unmodified.
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6. Evaluation

To test the performance, correct functionality, and security of CSI:Rowham-
mer, we evaluate it using different techniques. We build a prototype with
gem5 running a modified Linux, simulate corrections to test our algorithm,
and calculate the security boundaries of our MAC under different scenarios.

6.1. Prototype Implementation with gem5

We implement a prototype of CSI:Rowhammer’s hardware modifications
in gem5 [12] and the required software changes in the Linux kernel. We
use gem5 in the full-system emulation mode running an up-to-date Debian
buster with our modified Linux kernel 4.19, as shown in Table 5.3.

Memory. There is no ECC memory in gem5. Therefore, we first modify
the memory controller to extend its memory bus to 72-bit to simulate
ECC DIMMs. We add the integrity information computation and check
to the memory controller with the latency for the MAC computation and
the official QARMA software implementation from the NIST submission
[7]. The memory model of gem5 does not simulate any memory flaws like
spontaneous bitflips or Rowhammer. To test CSI:Rowhammer we add an
interface to cause corruptions in the DRAM. Similar to related work [15,
58] we do not use a cycle accurate DRAM model like dramsim3 [45] or
dramsys4 [64], because CSI:Rowhammer does not change the number,
frequency or ordering of DRAM accesses.

CPU. We add a data corruption CPU exception that is raised by the
memory controller if a MAC mismatch is detected, and the three new
instructions for the correction. As gem5 does not support AVX, we use
code by Wang et al. [70] that adds basic support, sufficient for our use.

Linux. A modified Linux kernel is required to support the new exception
and perform the correction. We add the exception handler that performs
the correction as a search. As we introduce the new csi CPU instructions,
there is no compiler support. Hence, we call them using inline assembly
to insert raw bytes into the machine code directly; for an example, see
Listing 5.5 in Section 11.3.

Limitations. As the secure memory has no impact on the performance
or correction, we do not implement it. The secure memory is only required
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Table 5.3.: The gem5 system used for our evaluation.

Architecture x86-64
CPU Single Core, 3 GHz, O3 (Out-Of-Order) CPU
DRAM 2 Channel, 4 GB DDR4 2400 8x8
Cache 64 kB L1I, 32 kB L1D, 2 MB LLC
gem5 Mode Full System
Operating System Debian Buster with Linux 4.19

to prevent corruption in the correction code which cannot occur in our
simulation.

6.2. Performance Evaluation

To evaluate the performance of CSI:Rowhammer, we first measure the
performance impact without memory corruptions using the PARSEC [11]
and SPLASH2x [55] benchmarks. Second, we estimate the duration of the
data correction in software, depending on the number of bitflips.

Runtime Performance Overhead We evaluate the performance impact
of CSI:Rowhammer during normal operation without memory errors for
the PARSEC [11] and SPLASH-2x [55] benchmarks, which cover a wide
variety of memory intensive and non-intensive workloads. We ran the
entire benchmarks and compare the overall time they took with or without
the delay added by CSI:Rowhammer. The performance degradation is
caused by the MAC computation performed on every memory access. We
use the MAC computation durations for 256-bit data (5.13 ns) and 512-bit
data (6.60 ns) from Table 5.1. The overhead for the different applications
is shown in Figure 5.5. The geometric mean overhead over all benchmarks
is 0.67 % (n = 45, σx̄ = 0.12) on the system with a 5.13 ns delay and
0.74 % (n = 25, σx̄ = 0.17) with a 6.6 ns delay. The worst overhead is
3.28 % (n = 55, σx̄ = 0.013) and 4.24 % (n = 30, σx̄ = 0.017), respectively.
This overhead is small in comparison to the security that CSI:Rowhammer
can provide. Figure 5.7 in Section 11.4 shows the memory accesses of every
benchmark. Benchmarks with a high number of memory accesses also
experience a worse performance impact, confirming that the slowdown
comes from the MAC computation overhead.

Simulated Correction Overhead Evaluation We evaluate the dura-
tion of the correction as a search. For data that can be corrected through
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Figure 5.6.: Correction time from Table 5.4 - MAC Duration. One bitflip is cor-
rected in hardware, the exception overhead for the software correction
is 223 µs. The ECC correction time is dependent on the CPU and
varies greatly. MAC and parity bitflips are corrected with one MAC
computation and therefore not shown.

Table 5.5.: MAC strength with approximate equality for 256 bit. p is the number
of bit permutations tried to correct the data. d is the number of flips
allowed to be different in the MAC for the approximate equality. The
MAC strength is a result of d. CSI:Rowhammer is secure because the
strength is always higher than log2(p).

Data Flips log2(p) d MAC Strength
5 26.0 3 41.2
6 31.5 2 45.4
7 38.8 1 50.2
8 42.4 0 56.0
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other means, e.g., reloading from disk, any number of bitflips can be cor-
rected in a very short time. The gem5 simulator is well suited for relative
performance comparisons but not for absolute run time numbers. To give
realistic numbers for the average correction duration on a modern CPU
that implements CSI:Rowhammer, we simulate the correction algorithm
on three physical CPUs. First, we implement our correction as a search
algorithm with a memcmp instead of the MAC comparison; we call it bit
permutation loop. Then we run a Monte Carlo simulation 10 000 times to
get the average number of MAC computations per number of bitflips and
the duration of the bit permutation loop on all three CPUs.

Table 5.4 shows the results. The MAC computation duration is calculated
by multiplying the number of MAC computations with the duration of
a single MAC computation divided by the throughput (see Table 5.1).
Under the assumption that the MAC computation is performed on an
AVX floating-point execution unit, the MAC computation can run in
parallel to the bit permutation loop that uses different execution units,
and their times do not add up.

If the simulated bit permutation loop without the MAC computation is
faster than the combined MAC computation, we use the MAC computation
duration as a estimate for the correction time, otherwise, bit permutation
loop duration. The Apple M1 could, because of its large number of ALUs,
keep more than one QARMA cipher block busy, as it is limited by the MAC
computation duration. The other CPUs can almost keep the QARMA
cipher block busy. For 512-bit data, correcting 7 bitflips requires 1.41×1013

MAC computations and takes 35 hours and for 6 bitflips 28 minutes.

We use our gem5 prototype to measure the overhead caused by the
exception, which is 223 µs. In Figure 5.6, we add this overhead to the
durations from Table 5.4. The correction time of ECC memory is highly
dependent on the CPU. Kwong et al. [42] measured access times 5 orders
of magnitude larger on an error. Cojocar et al. [16] measured accesses 500
times as well as only 1.01 times larger. To compare these numbers with
our durations, we multiplied them with a typical DRAM access time of
113 ns [18].

6.3. DRAM Organization & Energy Cost

Unlike other memory integrity protection methods like IVEC [27] or
Synergy [58], CSI:Rowhammer requires only a single memory access to
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get the data and integrity information. Memory organization in the form
of DRAM channels, therefore, has no impact on the performance. The
QARMA authors did not analyze the energy cost, reasoning that the single
memory access dominates the energy consumption and that a few thousand
gates are nearly negligible in modern CPUs [6]. Similar to Qualcomm’s
pointer authentication, we also use the QARMA cipher in combination
with a memory access and can apply the same argument. The added
SRAM has a fraction of the cache capacity on a typical modern CPU and,
therefore, negligible energy cost as well.

6.4. CPU and DRAM Area Estimation

In this section, we evaluate the area requirements in the CPU and DRAM
to implement CSI:Rowhammer.

CPU Die Area. The components required are a MAC circuit in the
memory controller, one per core, and a secure SRAM of 4 pages (16 kB).
The SRAM is not a hard requirement, and it can be omitted with a slight
decrease in system reliability without compromising security.

We estimate the SRAM size for TSMC’s 7 nm process [71], because the area
of QARMA is also provided for a 7 nm process [6]. One TSMC 7nm SRAM
cell has 0.027 µm2 [71], resulting in an area for 4 pages of 0.027 µm2 · 8 ·
4096 · 4 = 3 539 µm2. With the area of one latency optimized QARMA5-64-
σ0 [6] block of 1 238.1 µm2, the overall area requirement for a 4-core CPU
is 3 539 µm2 + 5 · 1 238 µm2 = 9 729 µm2. This is approximately 0.006 7 %
of the Tiger Lake CPU die with comparable feature size and an area of
146.1 mm2 [17], a lot less than the 0.5 % and 0.6 % of Blockhammer [73]
and Graphene [54].

DRAM Area. On systems already equipped with ECC memory, CSI:-
Rowhammer does not add any DRAM area. For systems without ECC
memory, CSI:Rowhammer adds 12.5 % (DDR4) or 25 % (DDR5) area.

6.5. Cost vs. Device Vulnerability

Previous works report that similar devices show high variance in Row-
hammer susceptibility [25, 33, 39, 43]. Kim et al. [39] used DDR3 memory
and observed a very low number of multi-bit errors (1.9 %), CSI:Rowham-
mer corrections would have a minor performance impact. More recently,
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Kim et al. [35] found that first-generation DDR4 DRAM is four times as
vulnerable. The higher rate of multi-bit errors resulting from it can cause
longer correction times, but the chance of uncorrectable errors is still low.

Recent generations of (LP)DDR4 memory show a significantly higher
susceptibility to Rowhammer. Hassan et al. [25] found up to 7 flips in a
single 64-bit data word. The worst cells Kim et al. [35] found, fail after
less than 5000 hammers; this memory requires TRR, see Section 8.1.

6.6. MAC Security Evaluation

We now evaluate the security and correctness of the MAC.

Construction. The PAM construction with tweakable block ciphers is
proven to be secure [57]. The usage of the physical address as the tweak
for the MAC makes targeted hammering of the data and MAC infeasible
(see Section 6.7).

Approximate Equality. We can precisely determine the security loss due
to the approximate equality check. If we consider an n-bit MAC and allow
approximate equality with up to d errors, then the success probability of a
single forgery attempt increases from 2−n to 2−n ∑d

k=0
(n

k

)
, corresponding

to a security loss of log2(∑d
k=0

(n
k

)
) bits. As an example, consider n = 56

and d = 3, where the security degrades from 56 to 56 − 14.8 = 41.2 bits. d
is reduced with a higher number of data bitflips, as shown in Table 5.5,
and is never higher than d = 3. For 512-bit data, d = 3 for 4 flips in the
data and reduced to d = 0 for 7 flips, the maximum.

MAC Leakage. Bitflips in the MAC are corrected with approximate
equality, so there is no relation between the correction time and flipped
MAC bits. A timing side channel can leak the location of a flipped bit
in the data. A RAMBleed-like attack could, in theory, be used to leak
the MAC and virtual machines can compute the MAC. However, the
dependency of the MAC on the physical address makes an attacke, even
then, infeasible, see Section 6.7.

6.7. Detection and Correction Security Evaluation

In this section, we evaluate the security of CSI:Rowhammer in regards
to data corruption, protection against a Rowhammer attack, erroneous
corrections, and uncorrectable errors.
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Bitflip Location. The location of Rowhammer bitflips and memory
errors within the data or integrity information has no impact on the error
detection capabilities of CSI:Rowhammer. Therefore, CSI:Rowhammer
can guarantee the detection of all Rowhammer attacks and memory errors
with a very high chance and mitigate all attacks, as shown in the following
paragraphs. If no advanced correction method is applicable, the correction
as a search can correct up to 8 bitflips in 256-bit data if there are no
bitflips in the integrity information and up to 5 bitflips in the data with 3
bitflips in the MAC and 1 flip in the parity bits (see Section 6.6).

Single Bit Data Corruption. We use the MAC and the parity bits
to verify the integrity. Therefore, 1 bitflip can never lead to a silent data
corruption, if it creates a second preimage with the same MAC, the parity
bit check still fails.

Silent Data Corruption. Every system is exposed to bitflips. We
evaluate the frequency of silent data corruptions caused by naturally
occurring bitflips that cause a second preimage. There must be at least
two flips in 256 or 512 bits of data for the possibility of a silent corruption.
With a secure MAC, the probability of producing a second preimage
is independent of the number of bitflips. Previous studies only report
multi-bit errors per 64-bit ECC data word. However, multi-bit errors are
relatively rare, so there is a low chance of them piling up in a 256 or
512-bit data block. Therefore, we can take the frequency of multi-bit errors
observed in other studies also for this evaluation. Additionally, we take
the worst reported FIT by Schroeder et al. [59] of 70 000 and distribute
them uniformly over the memory to get the probability of additional
multi-bit errors in the data. On a double error, 3969 MAC computations
are performed in the worst case. The overall Silent Data Corruption rate
of CSI:Rowhammer is less than once per 109 billion years.

Random Rowhammer Attack. We evaluate the probability of an
attacker finding a second preimage by randomly hammering data. As
a single bitflip is always detected, an attacker must flip at least two
bits in 256 or 512 bits. If flips did not produce a second preimage, the
correction is run by the OS, which takes time exponentially corresponding
to the number of flips. An attacker flipping two bits is the best case for
finding a second preimage as quickly as possible. In a very optimistic
scenario for the attacker, two bits always flip after hammering a page for
two refresh intervals or 128 ms. The attacker can either hammer a new
location containing different data or change the victim data after every
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hammer. In this scenario, the probability of finding a second preimage
after hammering for one year straight is 9.75 · 10−5%.

Targeted Rowhammer Attack from a Virtual Machine. We evaluate
if it is possible for an attacker to create valid data and integrity information
in a victim row with Row-hammer. For an attacker VM it would be possible
to compute the MAC for victim data, free the row and hammer it after a
victim VM or the host allocated it. The usage of the physical address as a
tweak makes this attack infeasible:

In short, an attacker cannot construct an aggressor row that has both,
matching data and checksum to the intended victim row data, which is
a requirement stemming from the data dependency of Rowhammer (see
Section 2.2).

In more detail, there are two options for an attacker:

1. Flip the victim data to a second preimage without changing the MAC:
The attacker must find an exploitable second preimage of the victim
row data and a second preimage of the aggressor row data that does
change the victim data but not the victim MAC.

2. Flip both data and MAC: The attacker has to find aggressor data that
changes the victim data to be exploitable and has a MAC that changes
the MAC in the victim row to correspond to the new victim data.

Finding the required second preimages for the victim and/or aggressor
rows is computationally infeasible. Additionally, most modern DRAM
requires double-sided hammering to flip bits, doubling the number of
data and MAC combinations for the aggressor rows an attacker must
find [21, 33]. For half-double Rowhammer the near and far aggressors must
contain the correct data for it to succeed, quadrupling the computational
work [40].

Finally, for a second preimage to exist, on average 41.2 bits (see Table 5.5)
must be flippable in the victim data. This makes the attack rather hypo-
thetical, as it is way beyond the amount of bit flips we observe in DRAM
today and would render the DRAM module likely unusable for most tasks.
Additionally, these on average 41.2 changed bits must still be valid data
that is useful for the exploit, so that the attacked application or kernel
does not crash and behaves in the way anticipated by the attacker.

Highly Vulnerable DRAM. The number of bitflips does not change
the detection guarantees of CSI:Rowhammer. A high number of flips can
cause a denial of service, but cannot be exploited. The same is true if the
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memory chip that stores the integrity information is very vulnerable to
Rowhammer. It increases the chance of uncorrectable errors and cases
where many flips in the MAC look like uncorrectable data errors, but the
error detection is always guaranteed.

Erroneous Correction. During the correction, the operating system
computes many MACs with different data, each of which could be a
second preimage. In the worst possible case, 8 bits flip in the last tested
locations of the same last parity bit. This leads to the maximum number
of flip permutations: the worst-case number in Table 5.4 times 2, i.e.,
1.164 × 1013, and log2(1.164 × 1013) = 43.4 is lower than the width of our
MAC n = 56, see Table 5.5. The probability p of finding a second preimage
is 0.016 1 %. This correction takes approximately 6 hours. To get a chance
of 50 %, the attack takes log(0.5)

log(1−0.000161) · 6 h = 1 076 days. The outcome
of this correction is impossible to predict for the attacker, and thus of
only very limited use. With 512-bit data, only 6 flips are correctable in
reasonable time; 7 bits take approximately 92 hours in the worst case.
The number of permutations for 7 flips, in this case, is 5.035 × 1013. The
probability p of finding a second preimage is 0.069 9 %.

Uncorrectable DRAM Errors. In Section 2.1, we summarize the
findings of three studies on DRAM errors in large-scale systems. From
these numbers, it is possible to make predictions about the correction
capabilities. Bautista-Gomez et al. [9] give insight into the number of flips
in multi-bit errors. Less than 0.002 % of multi-bit errors have more than 8
bits flipped and are therefore not correctable as a search. According to
Hwang et al. [28], 1.34 % of nodes in one system they observed had at
least one Chipkill error in 583 days. These errors are not correctable as a
search but, e.g., by reloading pages from disk and always detected.
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7. Related Work

There are many proposals for Rowhammer mitigations and data integrity
protection but with little overlap. All presented Rowhammer mitigations
were already broken by follow-up work. Data integrity methods are reliable
at detecting bitflips, but either have a significant performance impact or
cannot correct bitflips caused by Rowhammer.

7.1. Rowhammer Mitigations

Rowhammer mitigations hinder specifically the flipping of bits or the
exploitation of Rowhammer bitflips. Gruss et al. [22] described Rowhammer
mitigations in three categories:

Elimination. TRR is a Rowhammer mitigation in recent DRAM modules.
It counts the accesses to rows and refresh adjacent rows if the accesses
exceed a pre-configured value. TRR can be bypassed in two ways: by
multi-sided hammering [21, 33] and by half-double hammering [40]. It is
also possible to detect Rowhammer attacks with frequent element analysis
in the DRAM data streams [38, 54]. They have a chip area overhead that
is dependent on the number of DRAM ranks and is higher than that of
CSI:Rowhammer.

Neutralization. While not preventing bitflips, some mitigations prevent
Rowhammer attacks by physically distancing rows. ZebRAM [41] isolates
all rows by making only every second row accessible to programs. The
rows in between are used as integrity-checked swap space. ZebRAM can be
circumvented with half-double hammering [40]. Brasser et al. [14] physically
distance kernel and userspace. CSI:Rowhammer neither introduces such
physical distancing nor can it be bypassed by known or future hammering
patterns.

Detection. Irazoqui et al. [31] presented MASCAT, a static code anal-
ysis tool to detect Rowhammer attack code. Others used performance
counters to detect microarchitectural attacks (e.g., Rowhammer) [24, 26,
75]. However, they are limited to specific assumptions about Rowhammer
and have detection rates far below those of CSI:Rowhammer.
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7.2. Data Integrity Protection

Data integrity protection is a very long-studied topic. However, no solution
specifically focuses on Rowhammer [15, 27, 36, 37, 53, 58, 74]. Instead,
they focus primarily on sophisticated attacks requiring physical access to
a device like cold-boot attacks or attacks on the memory bus, enabling
replay, relocation, and data substitution and often include encryption.
These protections are required, e.g., in secure enclaves like Intel SGX or
ARM TrustZone, where security is the primary aspect. They come, however,
with a significant performance impact on memory-intensive workloads [58].
CSI:Rowhammer manages the balance between security and performance
better than any other DRAM integrity verification method by focusing
on data modifications caused by single-event upsets and Rowhammer.

ECC and Chipkill. ECC and Chipkill can only detect a certain number
of flips, making them unsuitable as a Rowhammer countermeasure. Chipkill
significantly impacts DRAM performance or memory overhead depending
on the used protection scheme [19]. All of the schemes described by
Dell et al. [19] are additionally not able to correct multiple flips if they
come from different chips, which is common for Rowhammer. CSI:Row-
hammer can correct errors from different chips, but not from a faulty chip.
All three can correct errors from a faulty contact.

The correction time of typical single-bit errors and faulty contact errors is
similar between CSI:Rowhammer, ECC, and Chipkill. For systems that
currently have ECC or Chipkill deployed, performance does not change
with CSI:Rowhammer when these errors happen.

IVEC (Integrity Verification with Error Correction). Huang et al.
[27] proposed IVEC, a memory integrity verification method that includes
error correction as a search similar to CSI:Rowhammer. IVEC uses an
integrity tree and a GMAC with split counters to protect against data
modification and replay, relocation, or substitution attacks. The integrity
tree requires multiple memory accesses for every integrity verification,
which has a significant performance impact. IVEC does not use ECC
DRAM to store the MAC.

Synergy. Synergy by Saileshwar et al. [58] is similar to IVEC but uses
ECC DRAM to reduce memory accesses. Parity information is stored at
another location for error correction but is only retrieved on corruption.
Encrypting the data also protects against replay, relocation, or substitution
attacks. The overall performance overhead is significantly higher than
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CSI:Rowhammer’s. Synergy can correct 8 bits in 64-bit data if they come
from the same memory chip but only detect them if spread over multiple
chips.

MemGuard. With MemGuard, Chen et al. [15] verify the data integrity
by computing a write-log hash and a read-log hash with all accesses. The
operating system checks the integrity of the whole DRAM periodically
by comparing the write-log hash with the read-log hash. If they do not
match, the OS resets the memory state to a prior checkpoint causing a
delay of seconds. Frequently induced bitflips would halt the system as it
could not progress to the next checkpoint.

8. Discussion

In this section, we discuss additional performance improvements, compat-
ibility with existing technologies, and possible race conditions that can
occur during the data correction.

8.1. Compatibility with other Technologies

CSI:Rowhammer and TRR TRR cannot provide any security guar-
antees and was already broken in multiple ways [21, 40]. Most recently,
Jattke et al. [33] were able to flip bits in all 40 of their recently-purchased
DDR4 DIMMs with TRR. TRR can therefore not be considered even
remotely a secure Rowhammer mitigation. When used in combination
with CSI:Rowhammer, it provides all secure guarantees, while TRR can
provide a performance gain and reduce the risk of DoS by reducing the
number of bitflips.

Compatibility with Memory Encryption. If used together with
memory encryption, the csi load instruction returns the encrypted data.
The correction as a search is then performed on the encrypted data and
written back with the csi xchg instruction. If the corrupted data could be
reconstructed by, e.g., reading it from disk, the operating system writes
the data back with a fourth instruction similarly to csi xchg that encrypts
the data in the memory controller.

Backward Compatibility and Upgrade Path. An additional benefit
of CSI:Rowhammer is its backward compatibility. It could be controlled
by an MSR, with a fall-back to ECC, facilitating hardware upgrades, as
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software can follow slower and is not required to support CSI:Rowhammer
at all.

Compatibility with Virtualized Environments. CSI:Rowhammer
can be used in virtualized environments as described in Sections 4 and
5. Virtual machines do not have to support CSI:Rowhammer. The MSR
to activate it is simulated by the host that, therefore, knows which VM
wants to use or supports CSI:Rowhammer. For VMs that did not activate
CSI:Rowhammer or where security is of uttermost importance, the host
corrects all flips as a search. For VMs that did activate it, the host forwards
the exception to the VM, allowing the VM’s OS to perform all possible
operations in the advanced correction, like reloading data from disk. Not
requiring every VM to support CSI:Rowhammer greatly eases the upgrade
path of virtual environments, because only the host must be upgraded in
the first step.

8.2. Possible Improvements

Memory Scrubbing. During phases with low memory bus load, the
memory controller performs memory scrubbing by checking the MACs
of data. Memory Scrubbing enables the detection and correction of data
corruptions prior to the access, increasing the overall system performance.
It also prevents the build-up of bitflips that exceed the maximum number
of correctable flips, increasing the system reliability.

Speculative Data Forwarding. When accessing data from the DRAM,
the memory controller first reads the bytes required by the CPU, and
afterward, the missing bytes to fill the cache line. However, the integrity
check requires the entire cache line to compute the MAC. The CPU could
continue execution after receiving the first word transiently until the
integrity is checked. If the integrity check passes, CSI:Rowhammer has
no impact on performance. Transiently executing unverified code or data
could impact the security of the system. Shi et al. [61] and Lehman et al.
[44] already suggested solutions for safe speculative execution.

8.3. CSI:Rowhammer and DRAM Scaling

We believe that because of the continuously increasing susceptibility
of DRAM to Rowhammer [35, 52], it is crucial to have a solution like
CSI:Rowhammer that translates DRAM error rates to performance without
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sacrificing security. DRAM is optimized for the optimal ratio between
density and performance. If a solution like CSI:Rowhammer was widely
used today, increasing the density too much would degrade the performance
substantially, because of very frequent bitflips, before the density becomes
so high that the bitflips can be exploited. DRAM cannot be optimized
anymore without taking security into consideration.

8.4. Race Conditions during Data Correction

CSI:Rowhammer allows other tasks and multiple corrections to run simul-
taneously. We discuss the possible scenarios that could arise and how we
prevent any race condition.

Read While Correction. If one task is correcting a corruption and
another is accessing the same memory location, a lock in the exception
handler prevents the concurrent correction of the same flip. In the rare
case that both handlers resort to the nested exception handler, concurrent
correction cannot be prevented. If the first handler finishes the correction
and modifies the data, the csi xchg instruction prevents the second handler
from overwriting the new data with old data.

Write While Correction. If a task uses streaming or non-temporal
stores, an uncached memory location can be written without loading
into the cache. This can overwrite corrupted data in the DRAM that is
currently corrected. When the correction is finished, csi xchg detects that
the data is already modified and does not overwrite it.

Corruption While Correction. Data may become more corrupted while
a correction of this data is running. In that case, the correction finishes
but does not write the corrected data back because the csi xchg detects a
change. After returning from the exception, another corruption exception
is raised. This is a disadvantage but outweighed by the advantages the
csi xchg has in the other cases. A corruption can also happen in the
advanced correction code while it is de-scheduled. This causes a corruption
exception when it is scheduled again. The error is corrected as a search
from the secure memory, and the initial correction is continued.

NMI During Corruption Exception. The exception mechanism
follows a very similar semantic to the page fault mechanism and can be
paused and unscheduled without a problem. The NMI can cause another
corruption exception due to flips in the NMI handler. The nesting of
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corruption handlers is detected with the nesting bit, and a correction as
a search is performed. Frequently recurring NMIs, where the corrupted
handler causes a corruption exception, could hang the system, similar to
combinations of PFs and NMIs.

9. Conclusion

CSI:Rowhammer is a principled hardware-software co-design against
Rowhammer. Our low-latency lightweight-cryptographic MAC brings
cryptography-grade integrity protection, detecting any number of bit-
flips up to the strength of the cryptographic MAC. Our software-level
correction routine takes less than 1 second to correct 5 bitflips and adds
great flexibility to the correction. We implemented CSI:Rowhammer as a
proof-of-concept in gem5 and Linux. We observe a 0.74 % latency over-
head and no memory overhead over off-the-shelf ECC-DRAM, showing
the practicality of our approach under normal conditions. Even under
attack, CSI:Rowhammer maintains a low latency, with the ability to cor-
rect a single bitflip in less than 20 ns, compared to up to 63 µs for regular
ECC-DRAM as well as errors from faulty DIMM contacts. This shows
that CSI:Rowhammer should be deployed in future processors.
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11. Appendix

11. Appendix

11.1. Correction as a Search Pseudocode

Pseudocode of parts of the correction as a search algorithm required to
correct the flips in Figure 5.3a. The comments are based on this correction
attempt.

1 bool correction_as_a_search (data , paddr , MAC , parity )
2 {
3 // maybe the error was transient
4 computed_mac = csi_mac (data , paddr);
5 if ( popcount (MAC ˆ computed_mac ) < 4) {
6 return 1;
7 }
8
9 // we have two mismatching parity bits

10 mmpb =
11 compute_mismatching_parity_bits (data , parity );
12 mmpb_count = count(mmpb);
13 min_flips = mpb_count ;
14
15 if ( min_flips == 0) {
16 min_flips += 2; // one double flip
17 }
18
19 if ( min_flips == 1) {
20 ...
21 }
22
23 if ( min_flips == 2) {
24 if ( mpb_count == 0) {
25 // one double flip
26 ...
27 }
28
29 if ( mpb_count == 2) {
30 // our first guess are two single flips
31 if ( perm_two_single_flip (data , paddr , mpb))
32 return 1;
33 }
34
35 // We do not find the correction
36 // Add a double flip to our guess
37 min_flips += 2;
38 }
39
40 if ( min_flips == 3) {

139



41 ...
42 }
43
44 if ( min_flips == 4) {
45 if ( mpb_count == 0) {
46 // two double flips
47 ...
48 }
49
50 if ( mpb_count == 2) {
51 // two single flips , one double flip
52
53 // try all possible double flip permutations
54 // for all four parity bit blocks
55 for (p = 0; p < 4; p++) {
56 for (i = p * 4; i < (p + 1) * 4; ++i) {
57 flip_bit (data , i);
58
59 for (j = p * 4; j < i; ++j) {
60 flip_bit (data , j);
61
62 // include all single flip permutations
63 // from the first guess
64 if (
65 perm_two_single_flip (data , paddr , mpb))
66 return 1;
67
68 flip_bit (data , j);
69 }
70 flip_bit (data , i);
71 }
72 }
73 }
74
75 if ( mpb_count == 4) {
76 // four single flips
77 ...
78 }
79 }
80
81 return 0;
82 }
83
84 bool perm_two_single_flip (data , paddr , mpb) {
85 for (i = mpb [0] * 4; i < (mpb [0] + 1) * 4; ++i)
86 {
87 // flip bit at index i in data
88 flip_bit (data , i);
89
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90 for (j = mpb [1] * 4; j < (mpb [1] + 1) * 4; ++j)
91 {
92 flip_bit (data , j);
93
94 // Check if we found the correction
95 computed_mac = csi_mac (data , paddr);
96 if ( popcount (MAC ˆ computed_mac ) < 4) {
97 return 1;
98 }
99

100 flip_bit (data , j);
101 }
102 flip_bit (data , i);
103 }
104
105 return 0;
106 }

Listing 5.3: Correction as a search pseudocode.

11.2. csi xchg Pseudocode

The csi xchg instruction is used to write the corrected data back into the
memory without overwriting changed or already corrected data (see Sec-
tion 4.7).

1 int csi_xchg (rx phys_addr , ZMM old_data , rx old_mac ,
2 ZMM new_data ) {
3
4 ZMM curr_data , rx curr_mac = csi_load ( phys_addr );
5
6 if ( curr_data == old_data && curr_mac == old_mac ) {
7 * phys_addr = new_data ;
8 return 1;
9 }

10 return 0;
11 }

Listing 5.4: Pseudecode of the csi xchg instruction.
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11.3. Inserting Raw Bytes into Code

Listing 5.5 shows how to invoke our instruction set extension without the
need for a compiler change by directly placing the byte sequence in the
binary.

1 asm volatile (
2 " vmovdqu64 %1 ,%% zmm0 \n\t"
3 "mov %2 ,%% rax \n\t"
4 ".byte 0x62 , 0xf1 , 0xfe , 0x48 , 0x6e , 0xc1 \n\t"
5 : "=m"(mac)
6 : "m"(* data), "m"( address )
7 : );

Listing 5.5: Calling the custom csi mac instruction. It takes the data and the
physical address as an argument and returns the computed MAC.

11.4. Benchmark DRAM Accesses

Figure 5.7 shows the number of DRAM accesses for the gem5 benchmarks
of Figure 5.5. We observe a direct correlation between the performance
overhead and the number of DRAM accesses due to the added latency of
the MAC.
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Figure 5.7.: The number of memory accesses that miss the caches. The perfor-
mance impact is dependent on this number of memory accesses,
but also on how well out-of-order execution prevents stalling while
waiting for a value or instruction from memory for the different
instruction streams of the benchmarks.
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11. Appendix

11.5. Correction Procedure Flowchart

Figure 5.8 shows the correction procedure from Section 5.4 as a flow chart.
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Figure 5.8.: A flow chart depicting the advanced correction procedure that is run
if no nesting of the corruption exception handler is detected. It is
not in the secure memory because it accesses several other kernel
resources.
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Abstract

Modern CPUs dynamically scale voltage and frequency for efficiency.
However, too low voltages can result in security-critical errors. Hence,
vendors use a generous safety margin to avoid errors at the cost of higher
energy overheads.

In this work, we present SUIT, a novel hardware-software co-design to
reduce the safety margin substantially without compromising reliability
or security. We observe that not all instructions are equally affected by
undervolting faults and that most faultable instructions are infrequent
in practice. Hence, SUIT addresses infrequent faultable instructions via
two separate DVFS curves, a conservative and an efficient one. For fre-
quent faultable instructions, SUIT statically relaxes the critical path in
hardware. Consequently, the instruction is not faultable anymore on the
efficient DVFS curve at the cost of performance overheads for this spe-
cific instruction. For infrequent faultable instructions, SUIT introduces
a trap mechanism preventing execution on the efficient curve. With this
trap mechanism, SUIT temporarily switches to the conservative DVFS
curve and switches back if no faultable instruction was executed within a
certain time frame. We evaluate all building blocks of SUIT, using both
measurements on real hardware and simulations, showing a performance
overhead of 3.79 %, and a CPU efficiency gain of 20.8 % on average on
SPEC CPU2017.
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6. SUIT

1. Introduction

With increasing energy consumption of information technology [29], energy
efficiency has become a crucial design goal for modern computers. However,
manufacturers use generous voltage guardbands in their CPUs causing
a higher energy consumption than necessary. To counteract this, CPUs
optimize their efficiency with Dynamic Voltage and Frequency Scaling
(DVFS) [23, 28, 59]. DVFS allows the CPU to switch between power states
with different power consumption and performance. While vendors define
different voltage-frequency pairs for each power state, finding an optimal
DVFS curve is non-trivial. A voltage slightly too low already makes the
CPU unreliable, as a small set of instructions will produce faulty results [8,
31, 47, 56, 60]. At this point the system is vulnerable and unfit for use in
production. The susceptibility to faults depends on various factors during
manufacturing and operation of a chip [42, 50].

Still, reducing these voltage guardbands, i.e., undervolting a CPU, is
a highly researched topic because it can greatly reduce the power con-
sumption of CPUs [6, 7, 16, 30, 35, 36, 43, 51, 52]. While this is most
relevant in mobile contexts where energy availability is limited, desktop
computers and servers also benefit from lower costs for cooling and energy.
Although it may seem counter-intuitive, undervolting not only increases
the efficiency but it can also increase the performance of CPUs. Modern
CPUs are dynamically throttled to stay within the specified thermal and
power limits [17, 54, 63]. With lower energy consumption, the CPU can
sustain higher clock frequencies longer while staying below these limits,
increasing performance.

However, reducing these guardbands also introduces severe security issues
as shown by prior work [8, 31, 47, 56, 60]. These software-based fault
attacks undermine all security guarantees of a CPU, even breaking trusted
execution environments, which motivates the basic questions of our work:

Can system-level mechanisms guarantee security and reliability against
undervolting-induced faults? How much energy do such mechanisms cost?
Can these mechanisms be lightweight enough to enable substantial energy
savings?

In this work, we present SUIT, a novel hardware-software co-design
enabling a substantial increase in CPU efficiency without compromising
reliability or security. SUIT is the first work on efficiency improvement
by undervolting that builds on the observation that not all instructions
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are equally susceptible to undervolting faults [32, 47]. In contrast to prior
work [6, 7, 16, 30, 35, 36, 43, 51, 52], not explicitly protecting the aging and
temperature guardband when undervolting, SUIT keeps these essential
voltage guardbands by using this difference in the voltages required by
different instructions.

Besides the single DVFS curve current CPUs already have, SUIT adds a
second, more efficient DVFS curve that the vendor determines by excluding
a set of instructions faulting first when the voltage is lowered. These
instructions are then disabled while SUIT uses the efficient DVFS curve.
We introduce a trap mechanism to handle the execution of disabled
instructions, similar to existing traps, e.g., for invalid opcodes. When
the instruction stream runs into a disabled instruction, SUIT transfers
control to the operating system that can either emulate the instruction
in software or temporarily switch to the conservative DVFS curve where
the instruction can be executed with a sufficiently high voltage. SUIT
uses a deadline mechanism to determine when to switch back to the
efficient DVFS curve: If no disabled instruction is executed until the
deadline is reached, SUIT switches back to the efficient DVFS curve. The
second DVFS curve, disabling of specific instructions, trap mechanism
and deadline mechanism require hardware changes of the CPU.

Our analysis, based on execution traces of applications on x86 systems,
shows that faultable instructions typically occur infrequently. On average
over all SPEC CPU2017 benchmarks, one such faultable instruction is
encountered every 5 billion instructions. SUIT uses dynamic DVFS curve
switching or emulation for these kinds of instructions. Other faultable
instructions, such as the integer multiply instruction (IMUL) occurring as
frequently as every 560 instructions, are the exception. SUIT relaxes their
critical path in hardware to lower their voltage requirement. Thus, SUIT
can handle any frequency of faultable instructions.

The first building block of SUIT addresses the infrequently faultable instruc-
tions. If a disabled instruction is executed, SUIT can either dynamically
switch DVFS curves or emulate the instruction. Which method is more
efficient depends on the delays of DVFS curve adjustments, the number
of independent DVFS domains and the distribution and frequency of dis-
abled instructions in the workload. Due to SUIT’s software component, it
can dynamically switch between DVFS curve adjustments and emulation.
We also evaluate the impact of SIMD instructions on performance and
efficiency. With SUIT, compiling applications without SIMD instructions
can increase efficiency in about half of the tested workloads.
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The second central building block of SUIT addresses frequent faultable
instructions. As frequent exceptions would hurt system performance and
efficiency, we instead relax their critical path in the hardware design.
This results in a small performance overhead but has the benefit that
the instruction is stable at lower voltages. We evaluate different faultable
instructions and find our second technique to be only relevant for the
x86 integer multiplication instructions IMUL and MUL, for short IMUL. The
performance overhead of a SUIT-adjusted, one clock cycle longer, x86
IMUL instruction in the SPEC CPU2017 benchmarks is only 0.03 % on
average with a maximum of 1.60 % for the 525.x264 benchmark. While
the concept of prolonging the critical path is investigated for IMUL in this
work, the principle can be applied to another opcode if it were to be a
frequent faultable instruction on a given architecture. This provides a
path forward for SUIT, even though we did not observe any such case
beyond IMUL.

We evaluate SUIT with measurements on different CPUs from AMD and
Intel. The short delay to change the core frequency, the per-core voltage
domains and the positive performance impact of undervolting make Intel
Xeon CPUs preferred for SUIT. SUIT uses an optimized strategy to change
frequency and voltage to increase the efficiency as much as possible while
causing only a negligible performance degradation in some cases. With
this strategy, SUIT increases the energy efficiency by over 12 % on average
over all SPEC CPU2017 benchmarks on Intel CPUs. When compiling
programs without faultable SIMD instructions they can always run on
the efficient DVFS curve but have the overhead of not using SIMD. With
this, SUIT increases the efficiency by 19 % but requires the recompilation
of applications. In our security analysis, we show that SUIT prevents the
execution of instructions in the faultable set on the efficient DVFS curve.
Based on this design, we use a reductionist argument to show that SUIT’s
security is equivalent to that of systems today. Hence, SUIT is a viable
approach for substantial energy savings in a secure manner.

Contributions. Our contributions are as follows:

• We present SUIT, a novel software-hardware co-design enabling sub-
stantial energy savings through tailored DVFS adjustments while main-
taining security.

• We analyze the undervolting potential due to faultable instructions and
analyze their frequency in real-world software, revealing that they are
often used in short bursts, e.g., for encryption, which is ideal for SUIT.
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• We measure DVFS adjustment delays on real hardware showing large
differences in CPUs of different vendors.

• By evaluating SUIT, we observe no performance loss and a reduction
in power consumption by 14 %, resulting in an energy efficiency gain of
up to 20 %.

• We show that the security of SUIT is equivalent to the security of
today’s CPUs in a reductionist argument.

Outline. In Section 2, we provide background. In Section 3, we present
the design of SUIT. In Section 4, we detail the hardware and software
changes for SUIT. In Section 5, we determine parameters for SUIT on real
hardware-software setups. In Section 6, we evaluate SUIT’s performance,
efficiency and security. We discuss related work in Section 7, our results
in Section 8 and conclude in Section 9.

2. Background

We provide background on CMOS circuits, voltage guardbands, voltage-
related faults and DVFS.

2.1. Power Consumption of CMOS Circuits

The dynamic power consumption of a CMOS circuit, Pdyn = CL · (VDD)2 ·
fCLK , depends on the load capacitance CL, supply voltage VDD and
clock frequency fCLK [44]. CMOS circuits mainly consume power when
switching [44], as on every switch a CMOS gate must charge or discharge its
CL. The switching energy depends on the supply voltage VDD squared [44].
This relation is also the basis for many power consumption side-channel
attacks [33, 39, 41, 57, 63].

Supply voltage VDD and clock frequency fCLK also depend on each
other [17]. In a CMOS circuit many transistors implement combinatorial
logic with a propagation delay tP , depending on VDD [16, 49]. The block
with the longest tP is the critical path of the circuit and determines the
maximum clock frequency fCLKm

= tcrit(VDD)-1. If the clock frequency is
too high, data arrives late, manifesting in malfunctioning of the circuit,
e.g., erroneous computed values [16, 49].
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Nominal Minimum Voltage Guardband

CPU Supply Voltage

Figure 6.1.: Typical supply voltage of a CPU. It must be higher than the nominal
minimum voltage to account for all uncertainties of the CMOS circuit,
aging, temperature and its surroundings.

2.2. Voltage Guardbands

The dependency between voltage and frequency in CMOS circuits is influ-
enced by many factors. Process variation influences every single transistor’s
performance and voltage requirement. Over time, voltage requirements
increase due to high temperature, age, and voltage spikes delivered by
the power supply unit [24]. To counter these effects, manufacturers use
a voltage guardband. The circuit is supplied with a higher voltage than
the nominal minimal voltage to take these uncertainties into account as
shown in Figure 6.1.

Aging effects like bias temperature instability and hot-carrier injection
cause the threshold voltage and consequently the propagation delay to
increase over time [58]. The degree of aging must be predicted accurately
to design a guardband. If it is too low the device can break within its
expected lifetime, if it is too large more power than necessary is used.

The propagation delay of modern sub 20 nm FinFET transistors degrades
by approximately 15 % over a time span of 10 years at ¿100 °C [19, 46,
53, 61, 66, 67]. After ten years, the CPU must either run with a 13 %
lower frequency at the same supply voltage or with a supply voltage that
supports a 15 % higher frequency at age zero. Based on these numbers
and real hardware measurements, we evaluate the aging and temperate
guardband in Section 5.6 and 5.7. On current CPUs the aging guardband
is approximately 12 % and the temperature guardband 3.5 % of the CPU
supply voltage.

2.3. Variation in Voltage Requirements

Modern CPUs are highly complex systems where vendors have multiple
dials to fine-tune for the efficiency or performance optimum. In particular,
they can increase the number of cycles allocated to an operation or adjust
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Conservative Voltage Instr. Var. Aging T. ...

Up to a 150 mV variation in instruction voltage requirement.

Efficient Voltage Guardband

CPU Supply Voltage

Figure 6.2.: SUIT does not eliminate the aging or temperature (T) guardband.
Instead, it utilizes the variation in voltage requirements of different
instructions, especially IMUL and SIMD instructions.

Table 6.1.: Undervolting-induced instruction faults observed by Kogler et al. [32].
If an instruction faults on a specific CPU core at a specific frequency
and voltage offset it counts as one fault for the number of faults. The
rarely faulting instructions (right) occur on average at lower voltages
than the more frequently faulting ones.

Instruction IMUL
VOR*

AESENC

VXOR*
VANDN*

VAND*
VSQRTPD

VPCLMULQDQ

VPSRAD

VPCMP*

VPMAX*

VPADDQ

Number of Faults 79 47 40 40 30 28 24 16 9 5 3 1

the clock frequency to account for the propagation delay within a specific
part of the circuit [49]. Instructions with a long propagation delay tP

can be split up into pipeline stages, dividing tP by the number of stages
and enabling higher clock frequencies [49]. This increases the instruction’s
latency but keeps the throughput unchanged. An example for this is the
IMUL instruction. On Intel and AMD CPUs, IMUL takes 3 clock cycles
with a throughput of 1 instruction per clock cycle [15].

Even with very good optimizations some instructions can still have a
significantly longer tP than most other combinatorial acyclic logic blocks
inside the CPU. This was first discovered by Murdoch et al. [47] for IMUL
on Intel CPUs. In their experiments they measured that IMUL starts to
produce faulty results very infrequently on one of their tested CPUs at
a −100 mV undervolt level. However, apart from IMUL (they did not test
SIMD instructions), the CPU was running stable down to a −250 mV
level, resulting in a variation in voltage requirements of 150 mV as shown
in Figure 6.2.
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Kogler et al. [32] performed a more detailed study on this phenomenon
by building a framework that automatically tests instructions for their
undervolting behavior. They confirmed that across several CPUs data
errors occur earlier than control-logic errors, indicating that the critical
paths in modern CPUs are more often on the data paths within instructions.
The highest variation in instruction voltage they measured was more than
60 mV. Following IMUL in sensitivity to voltage levels are VOR and other
SIMD instructions, as well as AESENC, as shown in Table 6.1.

2.4. Dynamic Voltage and Frequency Scaling (DVFS)

Based on the workload, the supply voltage and clock frequency of modern
CPUs is adjusted to trade off performance and power consumption. For
DVFS, the vendor defines p-states, pairs of clock frequencies and volt-
ages including a guardband that, in combination, form a DVFS curve.
Although the p-state is hardware-controlled, the OS can still intervene in
the frequency voltage pairs on some Intel CPUs with the undocumented
MSR 0x150 [45].

3. Design Overview and Implementation

In this section, we provide an overview of SUIT’s design (see Figure 6.3)
showing, on a high level, how it enables efficiency gains without affecting
the system’s security. With its generic design, SUIT can be integrated
into different CPU architectures. For our proof-of-concept implementation
and evaluation, we focus on the changes for x86-64.

SUIT provides software interfaces to disable instructions and to switch
between DVFS curves. The OS disables all instructions that may fault on
the efficient DVFS curve. Hence, the OS can switch to the efficient DVFS
curve without affecting the system’s security with faultable instructions.

3.1. SUIT’s Undervolting Potential

SUIT’s undervolting potential comes from two sources. First, the variation
in the required voltage by different instructions, i.e., faultable instructions.
Deactivating instructions that produce faulty results undetectably while
the CPU continues running eliminates a security risk exploited by various
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Figure 6.3.: The overall SUIT design changes several parts of the system (colored
boxes). We disable certain instructions while switching to an efficient
DVFS curve and increase the latency of others. Executing disabled
instructions raises a #DO exception, handled by the OS through
emulation or switching of the DVFS curve.

attacks [8, 31, 47, 56, 60]. Second, due to the elimination of this vulnerabil-
ity, a small fraction of the aging guardband can be used for undervolting
limited to a certain amount of time.

The studies of Murdoch et al. [47] and Kogler et al. [32] show large
differences in instruction voltage requirements between CPUs and even
CPU cores due to process variation. The average over all CPUs covered
in these two studies that exhibit this variation in instruction voltage
requirements is 70 mV (n = 6, σ = 44 mV), the maximum is 150 mV.
CPUs from Intel 6th generation did not exhibit this variation [32].

Data centers and cloud providers, representing a growing share of the
global electric power consumption [34], procure new CPUs after a few
years. For example, AWS recently increased the life span of their servers
from four to five years [14]. Xeon CPUs are typically supported for less
than 10 years [26]. Additionally the aging degradation is larger at higher
temperatures [40, 65]. During the limited life span and with well controlled
core temperatures the full aging guardband designed for the worst case is
not required. Also typical consumer devices are not running continuously
although the guardband is designed for nonstop use. Exploiting some
fraction of the aging guardband with SUIT in the first few years can have
a large impact on data center and consumer device power consumption
without impact on reliability.
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Figure 6.4.: Switching from a p-state on the efficient DVFS curve to the conser-
vative DVFS curve can be done in two ways: by changing the voltage
(CV ) or the frequency (Cf ).

In Section 6, we evaluate a conservative undervolting margin of −70 mV
highlighting the differences in instruction voltage requirements and with an
additional 20 % of the on average 137 mV aging guardband for a combined
−97 mV offset. Thus, in contrast to previous work [7, 16, 30, 35, 36, 43, 51,
52], SUIT uses either none or only a small fraction of the aging voltage
guardband for undervolting.

3.2. Two DVFS Curves

A CPU with SUIT has a conservative and an efficient DVFS curve. The
conservative curve is the same as on current CPUs. The efficient curve is
determined by excluding the small number of instructions that fault in the
“instruction voltage variation” range of the voltage supply (see Figure 6.2).

We introduce a new MSR that allows the operating system to select which
DVFS curve to use. The CPU ensures that the efficient curve can only be
used if the faultable instructions are disabled. Switching from the efficient
to the conservative DVFS curve can be done in two ways, as seen in
Figure 6.4. Section 4.3 details the different effects of the switching method
on the efficiency and performance of SUIT.

3.3. Disabling Instructions

We propose a new model-specific register (MSR) that allows the operating
system to disable all faultable instructions defined by the manufacturer
per voltage or frequency domain. We use a reserved interrupt vector
number [27] for a new Disabled Opcode (#DO) CPU exception. When the
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CPU encounters a disabled instruction it raises a #DO exception. Like
other CPU exceptions, #DO preserves the current register set so that the
program can continue after the exception is handled. The OS handles this
new exception by following the approaches presented in Section 4.

3.4. Instruction Emulation

Additionally to switching the DVFS curve to execute faultable instructions,
a system with SUIT can also emulate instructions. SUIT emulates instruc-
tions like VOR or VPCMP with non-vectorized alternatives, and AESENC with
a side-channel-resilient bit-sliced AES implementation. To perform this
emulation, the operating system maps emulation code into the memory of
the user space program. The exception handler returns to this emulation
code, which is then run in user space. After the emulation, the program
returns to the kernel through, e.g., a system call, where the original reg-
ister contents are restored and the program continues execution after
the disabled instruction. The two transitions into the kernel and back
dominate the overhead.

3.5. Security

SUIT’s security is established exactly as for current CPUs, namely by
the vendor determining safe DVFS curves. Today, when an instruction
produces erroneous results during this process, the vendor either accepts
this faultable instruction as a critical path for the CPU, or increases
the instruction latency to reach a slightly more efficient DVFS curve.
SUIT provides a third option. Instead of increasing the latency, with
SUIT, vendors determine a second DVFS curve, which excludes the small
number of faultable instructions, thereby resulting in a considerably more
efficient DVFS curve. As this follows the same process as before, just with
fewer instructions, we obtain the exact same security level for this slightly
reduced instruction set. The details of the security evaluation are given in
Section 6.9.

4. SUIT Hardware-Software Interaction

SUIT uses two building blocks for low-frequency and high-frequency
faultable instructions, which are generically applicable to any CPU and
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Figure 6.5.: Detailed view of an AES instruction burst and the resulting change
of the DVFS curve to conservative and back. Horizontal segments
correspond to the time without AES instructions executed, with the
height of the segment showing the gap size, the log10 of the segment’s
length. Vertical segments show instruction bursts.

microarchitecture. While both introduce overheads, we show in Section 6.3
that, overall, SUIT not only compensates these overheads but yields
a significant increase in system efficiency. We assume that the vendor
has determined the two DVFS curves with and without the faultable
instructions during manufacturing, one of which being the DVFS curve
the vendor determines already today.

4.1. Low-Frequency Faulting Instructions

SUIT’s central idea is that the CPU generally runs on the efficient DVFS
curve. SUIT handles the corner case of disabled instructions by triggering
an OS handler that temporarily switches to the conservative and less
efficient curve, which is secure for all instructions as shown in Figure 6.5.
When continuing on the conservative DVFS curve after the switch, the
CPU re-executes the instruction that was formerly disabled.

Our analysis shows that programs often use faultable instructions in short
bursts. Based on this observation, SUIT uses a deadline mechanism to
determine when to switch back to the efficient DVFS curve. Initialized
with the deadline it counts down with constant speed. At zero, an interrupt
is triggered to switch back to the efficient DVFS curve. Whenever the
CPU executes an instruction that would be disabled on the efficient DVFS
curve, the timer is reset and starts counting down again. Therefore, SUIT
automatically adjusts to many frequencies of faultable instructions and
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avoids thrashing-like effects in many cases, where SUIT would frequently
switch between the DVFS curves.

Instruction Emulation. For single instructions, emulation is faster
than switching DVFS curves (see Section 6.6). For 65 % of our tested
applications emulation is beneficial.

Overhead. The dynamic building block of SUIT incurs overheads from
two sources. The first is due to the #DO exception and corresponding
OS handler. We measured this delay to be 0.34 µs in Section 5.2. The
second overhead is due to the DVFS curve switching delay or instruction
emulation. SUIT only has to delay execution when switching from the
efficient to the conservative curve; in the other direction, it disables the
instructions and does not need to wait until the efficient curve is reached.
We measured this delay on current Intel and AMD CPUs in Section 5.2.
On an Intel Xeon Silver 4208, it takes on average 31 µs to change the core
frequency and 335 µs to change the core voltage. On an AMD Ryzen 7
7700X it takes on average 668 µs to change the frequency.

4.2. High-Frequency Faulting Instructions

The latency of an instruction is a direct result of the propagation delay
of the instruction’s critical path. If the critical path of an instruction is
larger than the inverse of the required clock frequency, the instruction’s
critical path has to be split up into multiple stages, forming a pipeline for
the instruction. The number of stages corresponds to the latency of the
instruction. By increasing the number of pipeline stages and, therefore
latency, the shorter critical path of the individual stages allow for lower
voltages or higher frequencies [49].

The IMUL instruction family, which multiplies two integers, is quite com-
monly used and considerably more complex than most other ALU instruc-
tions. It is typically split up into 3 stages on various modern CPUs [3,
4, 15]. These 3 clock cycles are still very tight, limiting the vendor in
further optimizing the DVFS curve due to the critical path within the
IMUL instruction. Kogler et al. [32] practically confirmed this by under-
volting and finding that the IMUL instruction faulted first in 91.2 % of
cases. Our analysis of the instruction usage of applications in Section 5.1
shows that IMUL is the only instruction used so frequently that SUIT
would permanently run on the conservative DVFS curve, preventing any
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Figure 6.6.: Detailed view of a long burst of faultable instructions and how
frequency and voltage change with the fV operating strategy.

potential efficiency gain. Therefore, SUIT has a second building block for
frequent instructions, e.g., IMUL.

The central idea is to address this problem by statically removing frequent
instructions from the set of faultable instructions at the cost of performance.
We analyze the sensitivity of performance to latency increases of IMUL
by adjusting its implementation in a microarchitecture simulator. It is
important to note that IMUL is fully pipelined. While the latency is 3
cycles, already after the first cycle, another input can be pushed into
the IMUL pipeline. Hence, changing the latency has no effect on the
throughput. Overall, increasing the latency of IMUL by 1 clock cycle causes
a performance overhead of 0.03 % (n = 16, σx̄ = 0.15) on average and
1.60 % (n = 9, σx̄ = 0.55) in the worst case (see Section 6.1).

Static Latency Increase is not Suitable for All Instructions. While
it seems tempting to just increase the latency of all faultable instructions,
this decreases performances and removes the flexibility of SUIT. As our
evaluation shows, SUIT increases the efficiency on average and for many
workloads significantly. Additionally, it does not decrease the performance
of highly specialized workloads that use many faultable instructions (e.g.,
520.omnetpp, Section 6.3). For these specialized workloads, SUIT will
stay on the conservative DVFS curve, as faultable instructions occur
frequently. Consequently, for specialized workloads, SUIT maintains a
high performance while increasing the efficiency for others.
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4.3. Operating Strategy

The operating strategy describes how the operating system controls the
SUIT hardware. There are four main ways based on the two DVFS curve
switching methods, see Figure 6.4.

Emulation. The DVFS curve is not switched but the instruction is emu-
lated in the #DO exception handler. Therefore, every disabled instruction
incurs the overhead of the exception and the emulation. Emulation is not
possible for applications running in trusted execution environments.

Frequency E ↔ Cf . Switching the DVFS curve by changing the fre-
quency enables fast switching and is highly efficient because the CPU
always stays at the lower voltage. However, the performance is lowered
when running on Cf .

Voltage E ↔ CV . The DVFS curve switch by voltage is approximately
a magnitude slower than by frequency, resulting in a high performance
impact. Nonetheless, performance is high when running on the conservative
DVFS curve.

Combination (fV ) E ↔ Cf → CV → E. Changing the frequency and
voltage can lead to an optimal balance between efficiency and performance.
On a #DO exception, a quick switch to the conservative curve is realized by
changing the frequency. At the same time, a voltage increase is requested.
The program continues running at Cf . If the burst of potentially faulting
instructions is short, the operating strategy returns to E and cancels to
voltage change. If the burst is long enough for the voltage to change, the
CPU runs at CV with full performance. This incurs another frequency
change stall delay. The whole sequence is depicted in Figure 6.6.

Trashing Prevention. If the gap between disabled instructions is bit
longer than the deadline, the CPU constantly switches DVFS curves adding
considerable overhead. The OS detects this by counting the number of
#DO exceptions during a specified time span and increases the deadline.
This ensures that the CPU stays in the conservative DVFS curve.

Parameters. The fV operating strategy and trashing prevention are
optimized with four parameters: (1) The deadline (p dl) denoting the max-
imum time between two potentially faulting instruction before switching
back to the efficient curve; (2) the time span (p ts) over which trash-
ing prevention looks back and counts #DO exceptions; (3) the maximum
#DO exceptions count (p ec) in p ts; and, if trashing is detected, (4) the
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deadline factor (p df) by which the deadline is multiplied for this stable
period.

A pseudo code implementing the fV operating strategy and trashing
prevention for the evaluation simulation that use the parameters is shown
in Listing 6.1.

5. Evaluation of Building Blocks on Real
Hardware and Software

For each building block of SUIT, we perform measurements of real software
and hardware to obtain realistic data for the evaluation. In Section 5.1, we
analyze applications for their usage of faultable instructions. In Section 5.2,
we measure the delays incurred by exceptions and changing the core voltage
and frequency. To determine the effects of SUIT on efficiency, we measure
how CPUs behave when running them undervolted in Section 5.4. In
Section 5.5, we measure the DVFS curve of a contemporary CPU for our
security evaluation. In Section 5.6, we measure the aging guardband and
in Section 5.7 the temperature guardband. In Section 5.8, we measure the
impact of disabling SIMD instructions on SPEC CPU2017. Subsequently,
in Section 6, we use these results to evaluate the entire SUIT system.

5.1. Frequency of Disabled Instructions in Real Code

We analyze 25 applications for their usage of faultable instructions. The
data collection was done using QEMU [9].

QEMU Plugin. We implement a QEMU plugin allowing us to log in
detail when specific instructions are executed. We use Linux’s isolcpus
parameter to isolate one core for our application in QEMU, and use canary
instructions to make sure QEMU doesn’t record instructions executed
outside of the workload being tested. The plugin records the trace based on
instruction count. Due to modern CPUs being superscalar and instructions
taking a variable number of clock cycles, we use the INSTRUCTIONS -
RETIRED performance counter to estimate the number of instructions
executed per clock cycle. We use it to convert between instruction count
and CPU clock cycles in the evaluation simulation to obtain correct
timings, e.g., for the deadline mechanism.
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Figure 6.7.: Timeline of AES instruction execution while VLC is streaming a
1080p video to visualize how these instructions are often executed in
bursts. The timeline is truncated to the first 0.5 %. For the evaluation
we take all faultable instructions into account.

Instruction patterns. Using QEMU, we collect the data on AES and
SIMD instructions from Table 6.1 of a client network application (nginx
and VLC streaming), as well as all benchmarks in the SPEC CPU2017
benchmark suite.

The timeline shown in Figure 6.7 allows us to understand the distribution
of AES instructions during the execution of VLC. More specifically, we
can observe that AES instructions occur in bursts with gaps between them.
We observed similar patterns with SIMD instructions in SPEC CPU2017
benchmarks, with larger gaps between faultable instructions accounting
for larger parts of the overall execution time.

5.2. Core Voltage and Frequency Change Delays

We microbenchmark the overhead for each building block of SUIT on real
systems for the simulation of SUIT in Section 6.

Voltage Change Delay. Figure 6.8 shows the delay to change an Intel
Core i9-9900K’s core voltage over 20 repetitions. We use MSR 0x150 to
set voltage offsets and MSR IA32 PERF STATUS to read the current CPU
core voltage. In a kernel module, we first decrease the voltage with a
negative offset and wait for it to manifest. Afterward, we raise the voltage
to its original level (time 0 in the figure) and measure the time it takes for
the voltage to stabilize by polling MSR IA32 PERF STATUS. As shown in
Figure 6.8, it takes 350 µs (n = 20, σ = 22) on average, with a maximum
of 379 µs.
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Figure 6.8.: The core voltage of an Intel Core i9-9900K after resetting the negative
voltage offset to 0 mV at time 0. Faultable instructions must not be
executed until the core voltage is actually increased.
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Figure 6.9.: There is a delay between requesting a frequency change and the actual
change on Intel CPUs (here an i9-9900K). Measurement samples
(⊕) are shown relative to time 0 (the dotted line) where the new
frequency was set. The gray area marks the duration during which
the CPU stalls and no samples were measured.

Frequency Change Delay. Figure 6.9 shows the delay on an Intel Core
i9-9900k to change the clock frequency over 20 repetitions. We measure
with a kernel module and the APERF and MPERF counters to get the current
CPU frequency [28].

On the i9-9900K, we write MSR IA32 PERF CTL to change the frequency,
which takes on average 22 µs (n = 20, σ = 0.21) with a maximum of
24.8 µs. We also confirm that there is one frequency domain. After setting
the frequency, all cores of the i9-9900K stall illustrated as a gray area
in Figure 6.9, where no samples were taken. The first sample after the
stall still shows a high frequency, while it is actually already low, due to
the APERF frequency being updated late during the stall. We verified this
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Figure 6.10.: The delay between requesting a frequency change and the change of
the frequency on an AMD Ryzen 7 7700X with per-core frequency
domains. The CPU core does not stall.
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Figure 6.11.: The delay between requesting a frequency change and the change
of the voltage and frequency on an Intel Xeon Silver 4208 with
per-core frequency and voltage domains.

by reading the p-state value after the stall. The behavior is equal when
increasing the frequency.

Figure 6.10 shows 5 frequency changes on the AMD Ryzen 7 7700X using
cpufreq set. The frequency change takes 668 µs (n = 10, σ = 292) on
average. The core does not stall.

Per-Core Voltage and Frequency Change Delay. Figure 6.11 shows
5 p-state changes on an Intel Xeon Silver 4208 when changing the frequency
with MSR IA32 PERF CTL. Intel Xeon CPUs since Haswell-EP have per-
core voltage and frequency domains (PCPS) [21]. But they are coupled
and always move in tandem. When changing the p-state the CPU core
always first changes the voltage and then the frequency, regardless of the
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direction of the change. The frequency change looks similar to the one of
the i9-9900K, suggesting that the same clock source is used. The voltage
change takes on average 335 µs (n = 98, σx̄ = 135) and the following
frequency change 31 µs (n = 98, σx̄ = 2.3) during which the CPU core
stalls for 27 µs (n = 98, σx̄ = 2.5).

5.3. Exception and Emulation Call Delay

We measure the end-to-end delay from a CPU exception to the invocation
of the corresponding handler in the Linux kernel and the return back to
user space.

Exception Delay. We use the invalid opcode exception, which closely
resembles our disabled opcode exception. In user space, we store the current
Time Stamp Counter (TSC) value in a register right before executing UD2
to generate an invalid opcode. The exception is handled by our modified
Linux kernel, which stores the current TSC value at the beginning of the
exception handler. The difference of the two TSC values is the delay for
entering the exception handler. This delay is 0.34 µs (n = 10, σx̄ = 0.04)
on an Intel i9-9900K and 0.11 µs (n = 10, σx̄ = 0.02) on an AMD 7700X.

Emulation Call Delay. To emulate instructions in user space the kernel
is entered twice: First on the invalid opcode exception from where it returns
to the emulation code. Afterward from the emulation code back into the
kernel to continue normal program execution. We measure this delay
similarly to the exception delay with the UD2 instruction. However, the
exception handler returns to another function in user space that executes
a second UD2 from where the kernel jumps back to after the initial UD2.
We read the TSC counter before and after the first UD2 instruction. This
delay is 0.77 µs (n = 10, σx̄ = 0.14) on average on an Intel i9-9900K and
0.27 µs (n = 10, σx̄ = 0.02) on an AMD 7700X.

5.4. Efficiency and Performance of Undervolting

The steady state performance of most CPUs is limited by their thermal
design power (TDP), which must not be exceeded for longer periods.
Hence, decreasing the CPU core voltage decreases power consumption,
which subsequently allows frequencies to be increased, resulting in higher
performance.
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Figure 6.12.: Performance increase for multiple undervolting offsets in SPEC
CPU2017 on an Intel i9-9900K. With a voltage offset of −97 mV
the SPEC CPU2017 score increases by 3.8 % and the average power
consumption decreases by 16 %. The second and third y-axis show
the power in W and frequency in GHz.

Table 6.2.: Average performance (SPEC CPU2017 score) increase and power
savings for different CPUs.
*AMD CPUs were undervolted using AMD’s Curve Optimizer.

CPU Voff Score Power Freq. Eff.

i5-1035G1 −70 mV +6.0 % −0.1 % +8.5 % +6.1 %
−97 mV +7.9 % −0.5 % +12 % +8.4 %

i9-9900K −70 mV +2.2 % −7.2 % +2.6 % +10 %
−97 mV +3.8 % −16 % +3.3 % +23 %

7700X* −70 mV +1.4 % −9.8 % +1.8 % +12 %
−97 mV +1.9 % −15 % +1.8 % +20 %

We measure the CPU package power with Intel’s and AMD’s Running
Average Power Limit (RAPL) [1, 2, 28] interfaces while undervolting the
CPU to get realistic values for the power reduction. The accuracy of
RAPL is sufficient for this purpose [20]. During this measurement we
run the CPUs outside the vendor’s defined power states down to voltage
offset levels close to where the first faults happen. This is possible due
to the aging and temperature guardband. Without SUIT, this is not
recommended and can have a severe impact on system security [8, 31,
47, 56, 60]. With SUIT, undervolting is possible due to the variation in
voltage required by different instructions.

167



6. SUIT

0.5 1 1.5 2 2.5 3 3.5 4 4.5 5

0.8

0.9

1

1.1

1.2

+33 % Latency

Safe
∆V

Frequency / GHz

Vo
lta

ge
/

V
Intel i9-9900K
Modified IMUL

Figure 6.13.: The stable frequency-voltage pairs on an Intel Core i9-9900K mea-
sured by fixing the frequency and reading the voltage with MSR
0x198. The modified IMUL plot shows the safe voltages for IMUL
when increasing its latency from 3 to 4 clock cycles.

Figure 6.12 shows the score of the SPEC CPU2017 benchmarks, power
consumption and core frequency with decreasing CPU core voltage offsets
on an Intel Core i9-9900K. Table 6.2 shows the results of three CPUs.
The efficiency change is computed by one over the change in benchmark
duration (score) multiplied with the change in power consumption. If
a CPU finishes the benchmark in half the time (score +100 %) while
using half as much energy (power −50 %) the efficiency increases by
(0.5 · 0.5)−1 = 400 %.

The i5-1035G1 seems to be limited by the TDP, with the power consump-
tion changing negligible but the frequency increasing significantly. We
undervolted the AMD CPUs with the curve optimizer [11] in the BIOS
as it does not have a MSR 0x150 like Intel CPUs. The curve optimizer
value translates to an undervolt offset by multiplying it by 3 – 5 mV. We
selected values of -18 and -24. Intel does not allow undervolting the Xeon
Silver 4208 CPU at the moment.

5.5. Frequency-Voltage Pairs

For the security analysis in Section 6.9, we measure the p-states of an Intel
Core i9-9900K CPU. Figure 6.13 shows the pairs for guaranteed stable
operation predefined by the vendor. The modified IMUL plot shows the
safe voltage for IMUL with a 4 clock cycle latency, see Section 6.9.
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Table 6.3.: Clock frequency and fan RPM to run the i9-9900K at a specific
temperature and the resulting maximum undervolting offset.

fCLK Fan RPM tcore Voff

4 GHz 1800 (max) 50 °C −90 mV
4 GHz 300 88 °C −55 mV

5.6. Aging Guardband

The propagation delay of modern sub 20 nm FinFET circuits degrades by
approximately 15 % over a time span of 10 years [19, 46, 53, 61, 66, 67].
To counter aging without decreasing the frequency, the voltage guardband
at the beginning of the life cycle must support a 15 % higher frequency
than the maximum frequency of the CPU. This ensures that the voltage is
high enough after the propagation delay increased by 15 % after 10 years
due to aging.

Using the p-states of our Intel Core i9-9900K from Figure 6.13 we can
calculate the size of the aging guardband for this CPU. At 5 GHz the CPU
core voltage is 1.174 V. The gradient from 4 GHz to 5 GHz is 183 mV/GHz.
This results in an aging voltage guardband of 5 GHz ·15 % ·183 mV/GHz =
137 mV or 12 %. This is in line with previous work [36], where authors
were able to undervolt their new CPUs by approximately 100 mV more
than we are able to on our aged CPUs.

5.7. Temperature Guardband

To estimate the size of the temperature guardband we measure the maxi-
mum undervolting offset at different core temperatures on an Intel Core
i9-9900K. We influence the core temperature by adjusting the CPU fan
speed. With a low fan speed the CPU always clocks as highly as possible
under thermal throttling constraints, which must not exceed 90 °C. On
average over all SPEC CPU2017 benchmarks, we run at 88 °C since a few
benchmarks never reach 90 °C. Table 6.3 shows the maximum undervolting
offset at 88 °C and 50 °C. 50 °C is twice the room temperature the CPU
was running in, making it a realistic lower bound temperature for a CPU
under full load. The difference in voltage requirement is 35 mV, which is
3.5 % of the 991 mV core supply voltage at 4 GHz.
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Table 6.4.: The performance impact of disabling SSE and AVX on SPEC
CPU2017. All benchmarks exceeding 5 % impact are shown.

fprate intrate 508 521 538 554 525 548
i9-9900K −4.1 % 0.5 % −22 % −1.4 % −12 % −3.3 % 7.0 % 7.7 %
7700X −5.9 % 2.6 % −35 % −5.3 % −9.0 % −19 % 22 % 6.8 %

5.8. SPEC CPU2017 Without SIMD instructions

A program compiled without SSE and AVX support does not execute any
SIMD instructions. All instruction in Table 6.1 except IMUL and AESENC
are SIMD instructions. If the performance overhead is smaller then the
gain of SUIT, these programs can be executed without ever causing a
#DO exception because IMUL is hardened in CPUs with SUIT. We measure
the influence of SIMD on SPEC CPU2017 and compare these numbers in
Section 6.7. Table 6.4 shows the impact on the benchmark score for the
floating point (FP) and integer suite and for selected benchmarks. The
FP score decreases on both tested CPUs as expected, while the integer
score increases. We suspect AVX throttling being the root cause for the
increase [12, 37].
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Table 6.5.: The gem5 system used for instruction latency evaluation.

CPU x86-64, 2 Core, 3 GHz, O3 (Out-Of-Order) CPU
DRAM 2 Channel, 3 GB DDR4 2400 8x8
Cache 64 kB L1I, 32 kB L1D, 2 MB LLC
gem5 Mode Full System
OS Ubuntu 20.04.1 with Linux kernel v5.19.0
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Figure 6.14.: Slowdown in % with increasing latency of IMUL. For small increases
the relationship does not grow linearly, we suspect that the out-of-
order execution hides the additional latency.

6. Evaluation

We evaluate the effects of SUIT on efficiency and performance on a variety
of benchmarks and different CPUs.

6.1. Increased IMUL Latency

We use the gem5 simulator to evaluate the performance impact of increas-
ing the latency of IMUL by 1 clock cycle to 4 clock cycles. The configuration
is shown in Table 6.5. We ran the SPEC CPU2017 benchmarks in gem5
with the SPECcast tool by Prieto et al. [55]. It only runs representative
parts with the out-of-order CPU model that takes longer to simulate. We
also implemented the MSR to disable instructions and #DO exception and
modified Linux v5.19 to handle the exception.

As shown in Figure 6.14, an IMUL latency of 4 clock cycles causes a
0.03 % (n = 8, σx̄ = 0.15) slowdown on average over all SPEC CPU2017
benchmarks. Frequent IMUL instructions slow down 525.x264 r most (by
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Figure 6.15.: The components of our instruction trace-based simulator.

1.60 % (n = 9, σx̄ = 0.55)). 0.99 % of all instructions executed by 525.x264 r
were IMUL compared to 0.07 % on average over all other benchmarks.

Figure 6.14 also shows the slowdown for larger IMUL latencies. Small
increments have only a low impact on performance because they are
hidden in the out-of-order execution of CPUs. Latencies of 4 and 5 clock
cycles are more easily absorbed. With higher latencies, we can see an
almost linear relationship between IMUL latency and slowdown.

6.2. Instruction Trace-Based Evaluation

We use the data from Section 5 to evaluate the efficiency and performance
impact of SUIT for a range of applications.

Methodology. Our event-based simulator models a CPU executing
an instruction stream from Section 5.1 and an operating strategy from
Section 4.3 as shown in Figure 6.15. The operating strategy is defined as a
class that communicates with the simulated CPU as shown in Listing 6.1.
The instructions in Table 6.1 are disabled on the efficient DVFS curve. The
simulated CPU behaves as given by the base measurements from Section 5.
The efficient DVFS curve causes changes in the power consumption and
performance at different voltage offsets as shown in Section 5.4: −70 mV
from the variation in instruction voltage requirements and −97 mV with
an additional 20 % of the aging guardband, see Section 3.1.

Transitioning between these curves slows down the simulation by the
delays given in Section 5.2. As the latency of IMUL is increased in all
CPUs, we also factor in its negative performance impact from Section 6.1
for this evaluation.

To simulate multi-core CPUs with a single frequency domain, we record
multiple instruction streams. During the simulation, one instruction stream
is pinned on one core. A DVFS curve change subsequently impacts all
cores.
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1 class Operating_Strategy_fV :
2 def disabled_instruction_exception_handler ():
3 # we wait for the frequency to change
4 cpu. change_pstate_wait (DVFS.Cf)
5 # and request the voltage change
6 cpu. change_pstate_async (DVFS.Cv)
7
8 cpu. set_instructions_disabled (False)
9

10 # trashing prevention
11 if exception_count_in_timespan (p_ts) >= p_ec:
12 cpu. set_timer_interrupt (p_dl * p_df)
13 else:
14 cpu. set_timer_interrupt (p_dl)
15
16 def timer_interrupt_handler ():
17 cpu. set_instructions_disabled (True)
18 cpu. change_pstate_async (DVFS.E)

Listing 6.1: Implementation of the fV operating strategy (Section 4.3) with
trashing protection. On a disabled opcode exception, the CPU
switches to the conservative DVFS curve by changing the frequency
(Cf ), a voltage change (CV ) is started and all instructions are enabled.
The trashing prevention sets a count-down timer that will switch the
CPU to the efficient DVFS curve after expiration – unless a faultable
instruction was executed prior to timer expiration, which would have
reset the count-down timer to the deadline.

Instruction Emulation. To estimate the overhead of instruction emula-
tion, we add the overhead from each SPEC benchmark compiled without
SIMD instructions from Section 5.8. Additionally, we add the emulation
call delay from Section 5.3 to any execution of disabled instructions.

Applications. We record instruction traces of a wide range of applica-
tions. The first set comprises all 23 benchmarks of SPEC CPU2017 [10].
Since they do not contain network workloads apart from the simulated
network by 520.omnetpp, we also test Nginx [25] (100 kB files over an
HTTPS connection with AES encryptions and decryptions), using the
wrk benchmarking tool [64]. The network is a virtual network between
the QEMU virtual machine running Nginx and its host running wrk. To
benchmark the network client side, we use VLC [62] streaming a 1080p
video from Vimeo over HTTPS. Video streaming generates more traffic
than web browsing.
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Simulated CPUs. We evaluate SUIT on three CPU models:

A: Intel Core i9-9900K with a single frequency and voltage domain and
different core counts.

B: AMD Ryzen 7 7700X with per-core frequency domains.
C: Intel Xeon Silver 4208 with per-core frequency and voltage domains.

The subscript, e.g., A1 defines the number of utilized CPU cores for which
the result is relevant. X∞ denotes methods where the number of CPU
cores are irrelevant on the result.

6.3. Efficiency and Performance Impact

Table 6.6 shows the results of the instruction trace-based evaluation with
the CPUs A to C. The following sections go into detail about the CPUs
and operating strategies. Figure 6.16 shows the results for performance and
efficiency of all tested applications on CPU C running the fV operating
strategy.

Different Undervolting Offsets. The measurements in Table 6.2 show
that the efficiency approximately doubles when decreasing the voltage
offset from −70 mV to −97 mV. This can be explained with the quadratic
voltage dependency in the dynamic power consumption of a CMOS circuit.
The approximate doubling also translates to a system with SUIT.

Dependency on Domain Count. Besides the DVFS curve change
delay, the performance of SUIT depends on two factors: whether the CPU
has a single or per-core DVFS domains; and, if there is only a single
DVFS domain, the number of cores. Only the emulation method is core-
count independent. The impact of the core count on the efficiency and
performance in discussed in Section 6.4.

6.4. fV Operating Strategy

The fV strategy changes between three p-states E, Cf and CV (see
Figure 6.4) to execute every workload as efficiently and fast as possible. It
is used on CPUs with the same number of frequency and voltage domains:
A and C. The following numbers are from CPU C, the results for A1 are
analogous. Figure 6.16 shows the detailed results for the performance and
efficiency impact of a −70 mV and −97 mV undervolt.

We discuss the results for −97 mV. The average efficiency gain over all
SPEC CPU2017 benchmarks is +11 %, the median is +13 % while running
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on the efficient DVFS curve 72.7 % of the time. Applications that execute
faultable instruction sparingly stay primarily on the efficient curve. 557.xz
sees the highest efficiency gain. 97.1 % of the time it is on the efficient DVFS
curve, resulting in a +2.75 % performance and +16.9 % efficiency gain
(not shown). Applications that execute faultable instructions frequently
are primarily on the CV p-state. 520.omnetpp is on the efficient curve
3.2 % of the time. The performance impact of −0.13 % is negligible while
the power consumption is reduced by −0.60 % resulting in a +0.47 %
efficiency gain (not shown). Applications in-between, switch between E,
Cf and CV repeatedly, resulting in a small performance loss but a large
reduction in power consumption. 502.gcc experiences the worst impact on
the performance with −2.89 %. The reduction in power consumption by
−11.5 % results in an efficiency gain of +9.67 % (not shown). It is on the
efficient curve 76.6 % of the time.

Core Count Influence on CPU A. CPU A has a single DVFS domain,
which means that every process on each core influences the others. This has
a negative impact on performance and efficiency. While A1 sees a +12 %
average efficiency gain, it is reduced to +5.8 % on A4 (4 cores utilized).
We see the highest efficiency gain in 557.xz, which is +17.1 % vs +13.8 %
(not shown). The relative difference is smaller due to the overall fewer
faultable instructions. These cause fewer DVFS curve switches, influencing
other cores less. For benchmarks that are primarily on the conservative
curve, multiple cores have a small impact due to little curve switching.
The difference for 520.omnetpp is +0.52 % on A1 to +0.17 % on A4 (not
shown). Overall, SUIT with DVFS curve switching unfolds its full potential
on CPUs with per-core frequency and/or voltage domains. Laptop CPUs
often only have up to 4 cores that tend to be underutilized given typical
office or web browsing usage. But even with 4 fully utilized cores SUIT
has a small edge on the efficiency with +5.8 % on average.

Optimal Operating-Strategy Parameters. The operating strategy
is configured with four parameters, see Section 4.3. We ran hundreds of
simulations to find the optimal values to maximize the efficiency gain and
used them for the evaluation. The result is shown in Table 6.7. We did not
see a large impact of the parameters on the efficiency in a large range of
values. Varying, e.g., the deadline ±10 µs changes the average efficiency by
only -0.61 %. This indicates that workloads tolerate a range rather than
requiring individual parameters, which simplifies SUIT as an operating
system policy.
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6.5. Frequency Operating Strategy on B

CPU B has per-core frequency domains but a single voltage domain. To
be independent of the number of cores, it uses the frequency to change
the DVFS curve (E ↔ Cf ). Changing the frequency takes 30 times longer
than on CPU A and C, explaining the large impact on performance and
efficiency.

6.6. Instruction Emulation

In Table 6.6, operating strategy e shows the results for instruction emula-
tion. For brevity we did not include emulation on CPU C as the results
are very similar to CPU A. On A the efficiency impact is −34 % on aver-
age. A few dominant negative results skew the geometric mean so that
the median efficiency increase over all benchmarks is +0.6 %. With fV ,
all SPEC benchmarks show increased efficiency, ranging from +0.52 %
to +17.1 %, σ = 5.9. With emulation, efficiency ranges from −91.2 % to
+27.0 %, σ = 36.6.

The performance of emulation depends only on instruction frequency
but not distribution. This becomes evident when comparing the results
with fV on CPU A: Nginx experiences the largest difference in efficiency:
+7.4 % with fV but −98 % with emulation. The short bursts of many AES
encryptions are good for DVFS curve switching but impose prohibitive
costs when every single encryption causes a exception for emulation.

525.x264 has the overall highest efficiency gain of +41 % on CPU B. To
simulate instruction emulation we include the benchmark results without
SIMD instructions from Section 6.7, there 525.x264 is 22 % faster. This is
combined with the 20 % efficiency increase at −97 mV (Section 5.4) and
the short exception delay of CPU B (Section 5.3).

Table 6.7.: The optimal parameters for the fV operating strategy and trashing
prevention (see Section 4.3) used for all simulations.

CPU p dl p ts p ec p df

A & C 30 µs 450 µs 3 14
B 700 µs 14 ms 4 9
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Table 6.8.: The number of SPEC CPU2017 benchmarks where compiling without
SIMD instructions or using SIMD instructions and having the over-
head of SUIT leads to higher performance at −97 mV. Emulation is
always worse but does not require recompilation.

A1 A4 A∞ B∞ C∞
fV fV e f e fV

No SIMD 15 21 23 21 23 16
SUIT 8 2 0 2 0 7

The threshold for a positive efficiency impact is approximately one disabled
instructions per 4.1 × 1010 instructions. An exact threshold is impossible to
define because the distribution of the instructions and the complexity of the
emulated instructions have an impact as well. This shows that the viability
of instruction emulation is highly dependent on the workload. However,
due the hardware-software co-design of SUIT, the operating system can
dynamically choose the best operating strategy for each workload.

6.7. SPEC without SIMD Instructions

In Section 5.8, we compared SPEC CPU2017 compiled with and without
SIMD instructions. We now use these numbers to evaluate if compiling an
application without SIMD is more efficient than using SUIT to execute
them securely.

The benchmarks using SIMD have an overhead from SUIT while the others
do not but observe the overhead from not using SIMD, see Section 5.8. We
compare these results and then individually conduct a sensitivity study
assessing the performance before computing the mean over all benchmarks.
Table 6.6 shows the results in the column SPECnoSIMD. The average score
over SPEC CPU2017 on CPU C is +21 %. Emulation is always worse as it
incurs the same overhead as SPECnoSIMD plus the emulation call overhead
but does not require recompilation. Thus, in the emulation SPECnoSIMD
column no instructions are emulated, i.e., the column shows the average if
all benchmarks are compiled without SIMD.

Table 6.8 shows how often the performance benefits from the compile-time
decision to disable SIMD instructions. On CPU B this is almost always the
case due to its long frequency change delay. However, compiling without
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SIMD instructions is very unfavorable for some SPEC CPU2017 bench-
marks. The worst case on CPU C is 508.namd. The efficiency increases
by +12.4 % with SUIT but decreases by −20.5 % when compiling without
SIMD instructions.

It is crucial to reiterate that these results do not translate to CPUs without
SUIT. Only with SUIT is the security and correctness of the running
applications guaranteed when undervolting. Without such guarantees, any
comparison is deemed incorrect as it compromises security. Nonetheless,
these results show that having less #DO exceptions and DVFS curve switches
can be favorable for many benchmarks.

6.8. Performance and Efficiency Impact – Summary

On CPUs with one DVFS domain SUIT does not perform well if all cores
are fully utilized. However, it still achieves a slight efficiency gain. On
CPUs like this, emulation is better for some benchmarks, but it has a very
high variance in respect to different workloads. The variance of the fV
operating strategy is lower. It is a good “one fits all” approach because it
stays on the CV p-state for workloads with a high number of potentially
faulting instructions, inducing negligible performance overheads. SUIT
could dynamically switch between CV and e for highest efficiency. The
frequency change delay of CPU B is too high to work properly with SUIT.
Emulation is more efficient than on A and C due to the shorter exception
delay. A strategy that uses emulation for some workloads and deactivates
SUIT for other workloads is the best compromise. For many benchmarks
compiling them without SIMD instructions is most efficient. But this
requires recompilation for CPUs with SUIT. On CPUs without SUIT this
can be a disadvantage requiring different builds.

Due to the quadratic voltage dependency of the power consumption the
undervolting offset from 20 % of the aging guardband has a large impact.
But even without it SUIT overall increases the efficiency by 5 % to 10 %.

6.9. Security Analysis

The security of SUIT rests on the security of changing the CPU’s DVFS
curve and increasing the IMUL latency. An absolute argument or proof
on the security of a specific approach to DVFS may be infeasible in the
presence of process variation. It would also, security-wise, go beyond
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the guarantees vendors provide for current CPUs. Instead, we present
reductionist arguments for each strategy showing that the security with
SUIT is equivalent to the security of current CPUs.

SUIT. With SUIT, we disable specific instructions, so that they cannot
fault. This removes these instructions from the optimization vendors
perform to determine the optimal number of cycles per instruction and
clock frequency, yielding a more efficient DVFS curve. For the remaining
instructions, the security level is exactly the same as for current CPUs,
as the vendor optimizes these instructions as usual and provides a DVFS
curve for them. When a disabled instruction has to be executed, we
resort to a voltage-frequency level the vendor determined to be stable in
an optimization including these instructions. SUIT implements this by
lowering the frequency (or increasing the voltage). Thus, in summary, the
security of SUIT is based on the processes that are already established
by vendors but now performed separately for conservative and efficient
curves, i.e., without and with considering the set of faultable instructions.

Increased IMUL Latency. We only found the IMUL instructions to be
too frequent to trap efficiently. Increasing the latency of an instruction
increases the timing slack proportionally. Increasing the latency for IMUL
from 3 to 4 leads to 33 % of the latency being slack time [49]. Increasing
the clock frequency, on the other hand, reduces the instruction slack
proportionally, e.g., increasing it by 25 % reduces the slack space for each
instruction by 20 % [49]. We can also reduce the voltage accordingly but
the relation with the voltage is not linear. Figure 6.13 shows the DVFS
frequency-voltage pairs on an i9-9900K. We can see that, in the best
case at 5 GHz, instead of a 33 % increase in frequency we can reduce
the voltage by 220 mV. In the worst case, at very low frequencies, the
voltage reduction is negligible as the power consumption of the CPU is
not a concern. Reducing the voltage accordingly would lead to the same
security as modern CPUs currently have. Hence, security-wise, if we do not
decrease the voltage further than indicated by these real-world numbers,
we do not lower the security of the system.
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7. Related Work

Numerous prior works investigated undervolting [6, 7, 16, 30, 35, 36,
43, 51, 52]. What differentiates them from SUIT is that they undervolt
by removing or shrinking the CPU’s guardband. In most of them, the
impact of aging is out of scope. Because SUIT shrinks the voltage from
the variation in the voltage requirements of instructions, the CPU keeps
the voltage guardband required for aging fully or most of it.

xDVS. Koutsovasilis et al. [36] observed that the minimum CPU volt-
age depends on the workload. Their extended dynamic voltage scaling
(xDVS) governor scales the voltage according to the workload by taking
performance monitor counter readings into account. They observe over
40 % energy savings by undervolting the CPU by over 200 mV.

CADU++. Maroudas et al. [43] additionally differentiate between kernel
and user space for their workload dependent undervolting, CADU++. They
observed that the undervolting potential of user space code is consistently
higher than that of kernel code. On average they achieve over 240 mV
undervolting resulting in up to 30 % power savings. However, CADU++
requires a voltage change on every kernel entry and exit. According to
our measurements, they ignore parts of the voltage change delay by only
considering the delay to write the MSR, and not until the voltage actually
changes.

ECC Cache Errors. Bacha et al. [7] base their work on cache lines
faulting first when undervolting Itanium CPUs. We did not observe this
on x86. The faults are corrected with ECCs. A calibration phase finds the
weakest cache line and the faulting voltage level, which can be repeated
periodically to counter aging. They achieved a 33 % power reduction.

Razor. Ernst et al. [13] proposed Razor. It follows the elegant idea of
using slightly skewed clock edges and shadow circuitry to detect when
critical paths in circuits are about to violate their timing constraints. This
allows Razor to dynamically find the optimal voltage and frequency for
every chip. While Razor promises substantial energy savings, the special
Razor circuits increase the complexity significantly. Razor has still found
no adoption in commercial systems today. In comparison, SUIT comprises
a rather simple set of changes without any complexity increase on the
circuit level.
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Efficient Scheduling. Lawall et al. [38] group cores in a nest to keep
their clock frequencies high and schedule tasks that share resources in
proximity. This minimizes clock frequency changes and sharing of data
between sockets. 2- and 4-socket multicore machines gain up to 20 %
performance and efficiency. Gouicem et al. [18] design a scheduler that
minimizes frequency changes. They gain up to 56 % performance on an
80-core Intel Xeon CPU. Similar scheduling methods could also be used
in conjunction with SUIT to minimize DVFS curve changes.

Heterogeneous CPUs house sets of cores of different types and ca-
pabilities. Examples are recent Intel CPUs with power and efficiency
cores [48] and ARMs big.LITTLE [5] design. With large differences in
power consumption between power and efficiency cores, by design, they
lack support for dynamic adjustment of the number of cores for each type.
SUIT dynamically adapts to workloads by running any number of cores
with the conservative or efficient DVFS curves.

8. Discussion

Protection against Undervolting Attacks. This work is primarily
aimed at providing a benign OS with a method to securely reduce the
power consumption of a computer. We did not investigate if SUIT can
also protect against undervolting attacks [31, 47, 56, 60] by only allowing
DVFS curve switching if all faultable instructions are disabled.

Speculative Execution. Speculative out-of-order execution of disabled
instructions must not happen. This could cause exploits like meltdown
where the exception is only thrown at retirement, which is too late. The 4
clock cycle IMUL is not a faultable instruction and can be speculatively
executed.

Side-Channel Leakage. An attacker could learn when disabled instruc-
tions are executed to build a covert channel [22].

9. Conclusion

In this paper we proposed SUIT, a technique enabling substantial efficiency
gains on modern CPUs. It is based on the fact that only a small subset of
instructions requires the conservative power margins observed on current
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CPUs. With SUIT we disable the execution of faultable instructions
and run the CPU on a more efficient DVFS curve 72.7 % of the time,
increasing the efficiency by 11.0 % with no performance impact over SPEC
CPU2017, without reducing the system’s reliability or security. Together
with compile-time optimizations for SUIT the CPU efficiency increases
by 20.8 % while the performance increases by 3.79 %. Hence, we conclude
that SUIT is a practical solution to increase energy efficiency.
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10. Appendix

10. Appendix

10.1. Artifact Appendix

Abstract

We provide artifacts to measure key results to perform the trace-based
simulation resulting in the numbers in Table 6. While we provide artifacts
to reproduce all results as well as all our measurement and simulation
results, only a subset of the experiments is described in this document
and part of the artifact reproducibility evaluation.

Artifact check-list (meta-information)
• Program: SPEC-CPU2017 (proprietary, not included)
• Compilation: gcc / g++ version ≥ 9
• Run-time environment: debian-based Linux, root access
• Hardware: Intel CPU up until 9th generation
• Execution: Sole user, process pinning
• Metrics: Power savings, performance impact
• Experiments: CPU Microbenchmarks and Simulation
• How much disk space required (approximately)?: ≈ 200 GB
• How much time is needed to prepare workflow (approximately)?:

4 h
• How much time is needed to complete experiments (approximately)?:

24 h
• Publicly available?: Yes
• Code licenses (if publicly available)?: GPLv3 License
• Data licenses (if publicly available)?: MIT License
• Archived?: 10.5281/zenodo.10479442

Description

How to access All code and data is available at
10.5281/zenodo.10479442. Due to license restrictions, the user has to
provide an iso image of the SPEC CPU2017 benchmarks

Hardware dependencies An Intel CPU where undervolting with the
0x150 MSR still works (≤ 9th gen if SGX is disabled in the BIOS).
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Software dependencies Linux distribution with the possibility to
install kernel modules, we used Ubuntu 20.04. SPEC CPU 2017 iso image.

Data sets We provide some data that takes too long to record for the
artifact evaluationluation. EHowever, verythingall code and instructions
to record this data isare available.

Installation

Every experiment directory contains a Makefile. There are some build
dependencies: coreutils, build-essential,
libarchive-dev, make,linux-tools-generic

Experiment workflow

We provide artifacts to verify the following claims. Chained together they
result in similar numbers to the numbers of Table 6. Due to process
variations every CPU is affected differently by undervolting, therefore, the
results will not exactly, i.e., they depend on the specific variations.

C1 Voltage Change Delay
C2 Frequency Change Delay
C3 Efficiency and Performance Impact of Undervolting
C4 Final Simulation

The gem5 simulations of the increased IMUL latency and the recording of
the instruction traces of the SPEC CPU2017 benchmarks take hundreds
of hours to run. We publish the results but also all artifacts to run these
experiments.

All experiments come with a README.md file containing additional infor-
mation that does not fit this document.

Disclaimer

CPU undervolting can cause instabilities! This can break file systems and
cause data loss or corruption. Never run this software on a system without
backups. We are not responsible for any damage caused by this software.
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Evaluation and expected results

For the first three claims C1 to C3 we do not expect specific results. The
simulation results of C4 show that SUIT has an overall positive impact
on CPU energy efficiency.

Voltage Change Delay
Measure the voltage change delay from Section 5.2.

Path: 5 microbenchmarks/1 voltage change delay

Run: ./run.sh
The run script first builds everything and then loads the kernel module. If
successful, the measurement is run, measuring 20 voltage offset changes of
−70 mV. Finally, it calls the plot script with the result.csv file to plot
the data.

Plot: python3 user/plot.py result.csv
The plot script also prints the average time it takes to change the voltage
to stdout. This time is required later to define the CPU for the simulation.

Result: Time it takes to change the core voltage.

Frequency Change Delay
Measure the voltage change delay from Section 5.2.

Path: 5 microbenchmarks/3 freq change delay

Prepare: Turn off hardware controlled p-states (HWP) by booting the
kernel with the intel pstate=passive command line option.

Run: ./run.sh
The script measures 20 frequency changes of −500 MHz from 3 GHz. Fi-
nally it calls the plot script with the
result.csv file to plot the data.
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Plot: python3 user/plot.py result.csv
The plot script also prints the average time it takes to change the frequency
to stdout. This time is required later to define the CPU for the simulation.

Result: Time it takes to change the frequency.

Efficiency and Performance Impact of Undervolting
Measure the efficiency and performance impact of undervolting from
Section 5.4.

Path: 5.4 power efficiency and performance
The README.md in this directory contains additional details.

Prepare: There are multiple preparation steps:

Install SPEC CPU2017
Do not forget to runcpu --update to update the installation to the newest
version.

Update the SPEC PATH in the first line of
5.4 power efficiency and performance/Makefile to point to the
SPEC CPU2017 installation directory.

Build with make and copy the built files with make copy. The later
command requires root privileges to set the root sticky bit for the measure
binary, because it must run as root but we do not want to start SPEC
CPU2017 as root.

Test the SPEC CPU2017 installation with:
runcpu --config=power --size=test --define \
undervolting=0 specrate
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Run: SPEC CPU2017 is run twice, once with the CPU at the default
voltage and once with the CPU undervolted. The undervolt offset is defined
in the --define undervolting=X command line argument when starting
the benchmark.

Run with the default voltage:
runcpu --config=power --size=ref -n 2 \
--output format config,csv --copies=$(nproc) \
--define undervolting=0 specrate

Run with a −70 mV offset:
runcpu --config=power --size=ref -n 2 \
--output format config,csv --copies=$(nproc) \
--define undervolting=-70 specrate

Gather Results: The power measurement results are in
$SPEC PATH/power measurements the benchmark scores in
$SPEC PATH/results. Combine them with:

mkdir -p results/spec
cp $SPEC PATH/power measurements/* results/
cp $SPEC PATH/results/* results/spec

The files for the three CPUs from Table 2 are available at 10.5281/zen-
odo.10479442.

Plot: ./plot.py result
This plots the changes in CPU frequency, voltage, power and benchmark
scores. It prints the exact changes in % to stdout.

Result: In the last printed table, the relevant columns are: pct showing
the benchmark score increase and eff showing the efficiency increase at
−70 mV. We expect the benchmark scores and efficiency to increase.

Final Simulation
Perform the final simulation from Section 6.
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Path: 6.2 instruction trace based evaluation

Prepare:

CPU Configuration File
Copy cpus/i9-9900K-70mV.csv to cpus/
cpu name-70mV.csv as a starting point. The file is then configured with
the results from the previous experiments. An exact description of all
fields is in the README.md file.

Instruction Traces
We provide the instruction traces for all benchmarks at 10.5281/zen-
odo.10479442 instruction traces.tar.gz except for 520.omnetpp and
521.wrf, as they are too large.

Run: ./simulate all.py cpu name-70mV \
30,15,3,14 voltfreq "" path/to/spec/traces/5*

Postprocess: ./postprocess.py results XXX.json
The simulation creates an output .json file containing the results of each
benchmark. Running the post-process script prints the results formatted
as a table to stdout.

Result: The last three columns are the most relevant, the row geomean
contains the numbers of Table 6:

• power perc: change in power consumption in %: “Pwr”
• perf perc: change in performance in %: “Perf.”
• eff perc: change in efficiency in %: “Eff.”

We expect the efficiency change to be positive to show that SUIT is
viable. Additionally, all three numbers should be similar to numbers of A1
with the fV operating strategy and column SPECgmean. The performance
impact is allowed to be slightly negative.

Because we cannot provide the traces for 520.omnetpp and 521.wrf the
resulting mean is slightly better than with the two benchmarks included.
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On our tested CPU A at −70 mV, excluding the two benchmarks increases
the efficiency gain from 5.7 % (see Table 6) to 6.1 %.

Regenerate Table 6
We are now able to generate Table 6 from the paper with the additional
results from this evaluation.

Path: 6.2 instruction trace based [...]/scripts

Prepare: Update the file path at
generate results table.py:246 to point to the .json result file from
the simulation.

Run: ./generate results table.py --full

Result: results table.tex
When compiled it shows Table 6 with an additional CPU D showing the
results of this evaluation.
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Abstract

Modern DRAM is susceptible to fault attacks that undermine the entire
system’s security. The most well-studied disturbance effect is Rowhammer,
where an attacker repeatedly opens and closes (i.e., hammers) different
rows, which can lead to bitflips in adjacent rows. Different hammering
strategies include double-sided, hammering two rows sandwiching a victim
row, and one-location, hammering a single row. One-location Rowhammer
requires no physical address information, as any location in memory is
mapped to a DRAM row, and no relation between rows is required for
hammering. The recently discovered Rowpress differs from Rowhammer by
not hammering rows but keeping them open longer, evident by a disjoint
set of affected memory locations.

In this paper, we examine the differences between four attack variants:
one-location Rowhammer, a one-location Rowpress variant we developed,
double-sided Rowhammer, and double-sided Rowpress on a set of 12 DDR4
modules. Our methodology is to hammer and press the exact same set of
physical memory locations in all attack variants. Surprisingly, our results
show that on 4 out of 12 DDR4 modules, we were only able to reproduce
double-sided Rowhammer but none of the other attack variants. On 2
DDR4 modules, we were able to reproduce all attack variants. We find that
the number of unique bitflip locations ranges from 161 to 15 612, when
hammering the exact same set of physical memory locations. Our one-
location Rowhammer attack induces roughly the same amount of bitflips as
double-sided Rowhammer, however, only 61.8 % of bitflip locations overlap.
We explain this by one-location Rowhammer inducing bitflips due to the
Rowhammer as well as the Rowpress effect, making the differentiation of
both methods difficult, therefore, calling it Presshammer. Based on our
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observed bitflips, we develop the first end-to-end one-location Rowpress
attack. One-location Rowpress requires only minimal physical address
information that an attacker can acquire through a same-row same-bank
side-channel attack. Our end-to-end attack escalates to kernel privileges
within less than 10 minutes.

1. Introduction

A fundamental assumption for secure software systems is the correctness
of the underlying hardware. A long line of work has shown that physical
glitching could violate this assumption. However, for a long time [2], it was
not clear whether it could also be violated in scenarios without a physical
attacker. The discovery of Rowhammer as a security issue in 2014 [21]
showed that this assumption can be fatally flawed. Rowhammer is a distur-
bance effect in the DRAM, leading to data corruption that can undermine
the entire system’s security. To trigger the Rowhammer effect, an attacker
repeatedly opens and closes (i.e., hammers) different rows, leading to row
activation operations in the DRAM [21]. Different Rowhammer strategies
have been discovered, such as single-sided hammering [21], double-sided
decoys [9, 17] which all open and close different rows in the same bank,
triggering row activations. One-location Rowhammer [10] works slightly
differently, as it does not activate multiple rows but instead performs fre-
quent accesses to one single row. This approach has the advantage of not
requiring physical address information, as any location in memory maps
to a DRAM row, and no relation between rows is required for hammering.

Recently Luo et al. [26] discovered an effect in DDR4, called Rowpress.
Rowpress, instead of accessing a single location in a row and then another
one in a different row, accesses a larger number of offsets in one row
before switching to another row. The goal of this access pattern is to keep
the row open as long as possible, as this can induce bitflips due to RAS
clobber, i.e., the passing gate effect [12, 15, 52]. Luo et al. [26] report
that Rowpress and Rowhammer bitflips belong to largely disjoint sets of
memory locations. Rowpress uses physical address information to identify
the rows and the offsets within the rows to target.

Comparing the open-source implementations of Rowpress [26] and one-
location Rowhammer [10], it is interesting to see that both implementa-
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Figure 7.1.: Claims and observations from different papers. The equal sign indi-
cates that these variants exploit the same root cause, and the unequal
sign indicates that these variants have a different root cause. The
reference indicates which work this claim is based on.

tions main-algo1 and main-algo2 by Luo et al. indeed hammer two rows1,
albeit multiple offsets within a row, in a Flush+Reload [21] loop, whereas
Gruss et al. only run a Flush+Reload loop on a single address. Hence,
following the definition of Rowpress, the attack loop by Gruss et al. should,
similarly, actually press a row and not hammer it. However, it is not clear
whether the one-location hammering and Rowpress implementations on
CPUs, exploit the same or different physical root causes: Gruss et al. [10]
reported a difference in bitflip rates between single-sided, double-sided and
one-location hammering but no significant difference in bitflip locations,
indicating that they all exploit the same root cause. Combining these
reports leads to a contradiction, as illustrated in Figure 7.1. Thus, the
relation between the different Rowhammer and Rowpress variants remains
unclear.

In this paper, we examine the different Rowhammer and Rowpress variants
and find that these effects are not easy to separate. We run Rowhammer
and Rowpress tests on 12 DDR4 modules to assess the prevalence of
Rowhammer and Rowpress effects on current systems. We find that double-
sided Rowhammer works on only 6 out of 12 DDR4 modules. We implement
a one-location Rowpress variant, which strictly presses only a single row in
contrast to published proof of concepts. However, we find that Rowhammer
and Rowpress variants other than double-sided Rowhammer only work
on two DDR4 modules in our setup, both with the published proof of
concept (PoC) as well as our own implementations. Both results pose a

1https://github.com/CMU-SAFARI/RowPress/blob/main/demonstration/main-alg
o1.cpp#L143
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significant difference from the numbers reported by Jattke et al. [17] and
Luo et al. [26].

We compare the four attack variants on all DDR4 modules with bitflips
in any of the attacks. We hammer and press the exact physical memory
locations on the same system in all attack variants by using a setup with
fixed memory mappings so that physical addresses remain identical across
different Rowhammer and Rowpress tools and runs. The number of unique
bitflip locations ranges from 161 to 15 612 on the affected modules when
hammering the exact same set of physical memory locations. Our one-
location Rowhammer attack induces roughly the same amount of bitflips
(14 264) as double-sided Rowhammer (15 612), however, only 61.8 % of
bitflip locations overlap. This could be explained by the one-location
Rowhammer pattern inducing bitflips due to the Rowhammer as well as
the Rowpress effect, making it actually a Presshammer attack. We did
observe significantly less bitflips with the original Rowpress pattern by
Luo et al. [26] that accesses multiple offsets per row than with one-location
Rowhammer, even though both keep a row open for a prolonged time.

Based on our observed Presshammer bitflips, we develop a novel one-
location Presshammer approach, which requires almost no physical address
information and show that an attacker can mount an end-to-end attack
by using the same-bank same-row side channel. We demonstrate that
our one-location Presshammer attack is practical by obtaining kernel
privileges through a page-table corruption attack [44]. The attack runtime
with one-location Presshammer is less than 10 minutes on average.

In summary, we make the following contributions in this work:

1. We systematically compare one-location and double-sided Rowhammer
and Rowpress.

2. We study the prevalence of both effects across 12 DDR4 modules and
find that 6 of these modules are affected by double-sided Rowhammer,
but only 2 by all attack variants, with double-sided Rowhammer
flipping the most locations and one-location Rowpress the fewest.

3. We show that our one-location Rowhammer pattern flip bits at loca-
tions only partly overlapping with the locations flipped by double-sided
Rowhammer. 61.8 % of bitflip locations flipped by one-location Row-
hammer also flipped with double-sided Rowhammer, while flipping
roughly the same number of bits overall, 14 264 and 15 612 respectively.
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4. We present the first one-location Rowpress end-to-end attack, reliably
escalating to kernel privileges within less than 10 minutes of attack
time.

Outline. Section 2 provides background on DRAM, Rowhammer, and
Rowpress. Section 3 presents a systematic comparison between Rowham-
mer and Rowpress, including our prevalence study. Section 4 shows how
one-location Rowpress can be mounted without physical address informa-
tion. Section 5 presents a PoC attack on page tables, allowing an attacker
to escalate to kernel privileges. We discuss mitigations in Section 6 before
concluding in Section 7.

2. Background

This section provides background on DRAM, Rowhammer, and Rowpress.

2.1. DRAM

DRAM is the main memory used in modern computers. DRAM capaci-
ties have increased substantially with shrinking process sizes from a few
kilobytes in the 1990s to multiple gigabytes in personal computers and
even terabytes in larger server systems today. The DRAM has a very high
latency compared to the processor, and a single DRAM chip also has a
limited bandwidth. Consequently, modern DRAM has a significant amount
of parallelism to improve the bandwidth, positively influencing the average
latency. DDR4 has 16 DRAM banks that operate in parallel, combined
in a rank. There are single- and dual-rank DDR4 modules. Finally, the
DRAM modules are connected to the processor via so-called channels.
Today, dual-channel is the most widely used configuration in personal
computers. Server CPUs typically have four or eight channels. Banks
are divided into rows of cells, i.e., the transistors and capacitors storing
the data. As DRAM cell charges deplete over time, frequent refreshes
are required to prevent data loss [18]. Typically, each cell is refreshed
every 64 ms. Rowhammer mitigations like TRR can trigger additional row
refreshes if they detect Rowhammer attacks. To access data, the memory
controller has to activate the row, which moves the data from the row
into the row buffer from where it can be read and written.
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2.2. Rowhammer

In 2014, Kim et al. [21] discovered the Rowhammer effect. An attacker
can induce bitflips in the DRAM from software through disturbance
errors triggered by frequent row activations. Rowhammer attacks have
been demonstrated in sandboxed environments [34, 44], in native environ-
ments [10, 44, 45], in virtual machines [16, 37, 53], in JavaScript [3, 11,
38], on mobile devices [8, 23, 48], over the network [25, 46], to influence or
steal neural networks [36, 47, 55], and to steal cryptographic keys [7, 24,
28]. Rowhammer is getting worse with every new DRAM generation and
increasing density. LPDDR4 requires less than a 10th of the activations
than DDR3 memory to hammer [20, 30].

The Rowhammer effect induces a bitflip by discharging the capacitor in
a neighboring cell. Once a cell has lost sufficient charge, the value read
during the next load will no longer be the original value [21, 24, 50]. A a
correlation exists between the data in the aggressor rows and the resultant
bitflips; typically, the victim row adopts the values of the aggressor row.

There are different variants of Rowhammer: double-sided Rowhammer [44],
single-sided Rowhammer [21], one-location Rowhammer [10] and half-
double Rowhammer [23]. Double-sided Rowhammer uses two rows called
aggressors in the same DRAM bank, which sandwich another row in be-
tween, inducing more bitflips than single-sided Rowhammer. Half-double
Rowhammer hammers one row further apart than double-sided Rowham-
mer and is dependent on the additional refreshes performed by the TRR
mitigation to induce bitflips.

Gruss et al. [10] introduced one-location Rowhammer intending to defeat
the mitigations published at the time. The significant difference from the
other Rowhammer variants is that one-location hammering only accesses
a single location in the DRAM, which should not cause row conflicts.
Instead, the aggressor is kept open through repeated accesses to the exact
location until it gets closed by the memory controller. When the row is
closed, one-location Rowhammer reopens the row immediately. Gruss et al.
[10] hypothesized that this reopening might be the underlying trigger to
the disturbance effect they discovered.

Rowpress. Rowpress was discovered by Luo et al. [26]. While it is
similar to Rowhammer, it induces bitflips in rows through continuous
and sustained activation of the same rows. Luo et al. [26] verified that
bitflips are induced by holding the rows open for a long time using a
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Row n

Row n + 1
Victim

a0 a1 a2 a3 a4 a5 a6 a7 a8 a9 a10 a11 a12 a13 a14 a15
Main Victim

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
Victim

Row n + 7
Row n + 8

Bank j

Aggressor Row 1

Aggressor Row 2

Figure 7.2.: Rowpress activates the 16 addresses in the first aggressor row (a0–
a15) one after another. Then, all 16 addresses in the second aggressor
row (b0–b15) are accessed. This keeps the rows open for a long period
of time, causing bitflips due to the passing gate effect.

specialized FPGA platform. As the memory controller of a CPU would
normally instead close the row soon after the memory access, Luo et al.
[26] use a unique access pattern with different offsets in the same row.
This causes the memory controller to delay precharge commands up to a
maximum of 9 × tREF I . In a Rowpress attack, the attacker chooses offsets
and repetitions such that the 9× tREF I delay is approached. Luo et al. [26]
find that the Rowpress read disturbance phenomenon is widespread across
numerous DRAM modules and manufacturers. Their paper also analyzed
and compared the flipped bits caused by Rowpress and the ones caused by
Rowhammer. Their data shows that the flipped bits differ for both attacks;
therefore, Luo et al. [26] conclude that Rowpress is caused by another
effect than Rowhammer. This effect is either called RAS clobber [15, 52]
or the passing gate effect [12].
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Figure 7.3.: Overview of the tested variants. Rowhammer attacks access only a
single offset per DRAM row. Typically, this is offset 0. Rowpress
accesses multiple offsets per DRAM row to keep the row open longer.
The double-sided variants access two rows with the victim sandwiched
between, however, with a lot lower frequency than double-sided
Rowhammer. The one-location variants access only a single row, not
explicitly causing bank conflicts.

3. Systematic Comparison of Rowhammer and
Rowpress

The key difference separating one-location hammering from other Row-
hammer methods is that it does not provoke bank conflicts with other
rows in the same DRAM bank, i.e., it is hammering only one location [10].
Similarly, Rowpress also works by keeping a row open as long as possible.
With double-sided Rowpress, the open row is switched after some time,
causing row conflicts but less than double-sided Rowhammer. One-location
Rowpress keeps, like one-location Rowhammer, one row open. Figure 7.3
visualizes these similarities and differences.

Luo et al. [26] reported that different cells are affected by Rowpress
than Rowhammer, hinting at another underlying cause. Rowpress exploits
the passing gate effect [12] not the Rowhammer effect. Comparing the
cells flipped by Rowpress, double- and one-location Rowhammer shows
a less clear picture. While one-location Rowhammer and double-sided
Rowhammer flip roughly the same number of bits, the flip locations only
overlap by 61.8 %. This hints that one-location Rowhammer can induce
bitflip with both effects, Rowhammer and Rowpress.
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While the Rowpress paper suggested that one-location Rowpress is possible,
it is essential to note that the published Rowpress PoC only contains the
double-sided Rowpress variant [26]. Therefore, we used the double-sided
Rowpress PoC to develop a one-location Rowpress PoC which presses in
only one single location.

3.1. Differences Between One-Location Rowhammer and
Rowpress

There are multiple differences between the shown one-location Rowhammer
by Gruss et al. [10] and Rowpress by Luo et al. [26]. Listings 7.1, 7.2, 7.3,
and 7.4 show pseudo-codes of the different Rowhammer and Rowpress
methods.

Number of Accessed Rows. One-location Rowhammer accesses only
a single row in one DRAM bank. While Luo et al. [26] mention Rowpress
with a single row “one-location Rowpress”, their PoC code performs only
double-sided Rowpress. We modify this double-sided Rowpress code to
support one-location pressing.

Number of Cache Block Reads. One-location Rowhammer accesses
only one cache block in a row repeatedly. Typically, it is the first offset in
the row. Rowpress accesses multiple cache blocks in a row.

TRR Evasion. Gruss et al. [10] did not actively evade TRR in their
one-location implementation. Luo et al. [26] employ a simple TRR evasion
similar to TRRespass [9]. They synchronize their hammer loop to REF and
access dummy rows on the same bank to decrease the chance that TRR
tracks the correct aggressor rows. However, as we show in Section 3.6,
we were not able to reproduce Rowpress with this simple TRR evasion
method.

3.2. Comparison Methodology

The goal is to record the exact cells that flip when hammering or pressing
the same physical range in memory. We run the following four Rowhammer
and Rowpress methods to find out whether the same or different cells
flip with these methods: one-location Rowhammer (OL RH), single-sided
Rowpress from now on called one-location Rowpress (OL RP), double-sided
Rowhammer (DS RH), double-sided Rowpress (DS RH).
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To be able to compare the flipped cells we have to ensure that we always
hammer the exact same physical memory range. We use a 1 GiB huge page
configured with Linux kernel command-line parameters. From this huge
page we use the first 100 MiB region for all our tests. We used multiple
CPUs to hammer and press all our DIMMs: Intel Core i7-6700K, Intel
Core i9-9900K, Intel Core i9-10900K. Our study comprises 12 different
DRAM DIMMs without ECC. Like Luo et al. [26] we disabled the cache
prefetcher for all experiments2.

Our goal is not to find the best hammer method in terms of row accesses
or time passed for the attack. We want to find all cells flippable with
each method to be able to measure the overlap between methods as an
indication of how separated the effects are that they trigger. Therefore,
we hammer our 100 MiB region multiple times with enough accesses per
hammer loop to ensure we found the bulk of all flippable cells for each
method. For each bitflip, we store the physical address, exact bit location,
and data before and after the flip.

To find out whether one-location Rowpress flips different bits than one-
location Rowhammer, we run the latter with every page offset that we also
use for one-location Rowpress. We verify that the hammered offset within
a row accessed does not influence the flips in the neighboring victim rows.

3.3. One-Location Rowhammer

1 for (iter = 0 ; iter < NUM_ITER ; iter ++):
2 for (i = 0 ; i < NUM_AGGR_ACTS ; i++):
3 // access a single cache block of the aggressor row
4 // to keep the aggressor row open longer
5 for (j = 0 ; j < NUM_READS ; j++):
6 * AGGRESSOR [x];
7 clflushopt ( AGGRESSOR [x]);

Listing 7.1: One-location Rowhammer code.

One-location Rowhammer repeatedly accesses one offset x in a single row.
Varying this offset does not influence the flipped bits. We were only able
to reproduce one-location Rowhammer on two identical DIMMs. They are
two DDR4 modules with with an early TRR implementation.

2Luo et al. [26] only disabled the prefetcher during initial experiments to verify that
accessing multiple offsets in the same row increases the tAggON, not for their bitflip
experiments.
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Row n
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Row n + 5
Row n + 6
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Figure 7.4.: Abstract representation of one-location Rowpress. We activate ad-
dresses a0 to a15 repeatedly to induce bitflips without provoking row
conflicts.

3.4. Rowpress

We use the improved Rowpress algorithm published in the extended
version [27] of Rowpress [26] in Appendix G. It interleaves the aggressor
accesses and flushes. Luo et al. [27] measured four times as many induced
bitflips than with the original version that first accessed all aggressors and
then flushed all of them.

1 for (iter = 0 ; iter < NUM_ITER ; iter ++):
2 for (i = 0 ; i < NUM_AGGR_ACTS ; i++):
3 // access multiple cache blocks of the aggressor row
4 // to keep the aggressor row open longer
5 for (j = 0 ; j < NUM_READS ; j++):
6 * AGGRESSOR [j];
7 clflushopt ( AGGRESSOR [j]);

Listing 7.2: The one-location Rowpress code used for this evaluation.

One-location Rowpress accesses only offsets within a single row, as shown
in Listing 7.2 and Figure 7.4. We were only able to reproduce one-location
Rowpress on two identical DIMMs, the same where we reproduced one-
location Rowhammer.

1 for (iter = 0 ; iter < NUM_ITER ; iter ++):
2 sync_with_ref ();
3
4 for (i = 0 ; i < NUM_AGGR_ACTS ; i++):
5 // access multiple cache blocks in each aggressor row
6 // to keep the aggressor row open longer
7 for (j = 0 ; j < NUM_READS ; j++):
8 * AGGRESSOR1 [j];
9 clflushopt ( AGGRESSOR1 [j]);

10 for (j = 0 ; j < NUM_READS ; j++):
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11 * AGGRESSOR2 [j];
12 clflushopt ( AGGRESSOR2 [j]);
13
14 perform_dummy_row_accesses ();

Listing 7.3: The double-sided Rowpress code used for this evaluation.

The double-sided Rowpress code accesses offsets in two rows in the same
bank. The code by Luo et al. [26] performs simple TRR evasion. They are
syncing the row accesses to REF and access some dummy rows after the
main row accesses, as shown in Listing 7.3. We found that this evasion
is not enough for all but the same two DIMMs where we were able to
reproduce the one-location methods.

3.5. Double-Sided Rowhammer

1 for (iter = 0 ; iter < NUM_ITER ; iter ++):
2 for (i = 0 ; i < NUM_AGGR_ACTS ; i++):
3 // frequently open and close each aggressor row
4 for (j = 0 ; j < NUM_READS ; j++):
5 * AGGRESSOR1 [0];
6 * AGGRESSOR2 [0];
7 clflushopt ( AGGRESSOR1 [0]);
8 clflushopt ( AGGRESSOR2 [0]);

Listing 7.4: The double-sided Rowhammer code used for this evaluation.

To hammer DRAM with the double-sided pattern, we used Blacksmith
by Jattke et al. [17]. Blacksmith is the most sophisticated TRR evasion
method to date. With Blacksmith we successfully hammered 6 of our 12
tested DIMMs.

3.6. Results

Table 7.1 shows an overview of all tested DIMMs and the successful
hammer and press methods. We were only able to induce bitflips with
Rowpress patterns on two of our tested DIMMs, D1 and D2. On DIMMs
D3, D4, D6, and D9, Blacksmith [17] found double-sided Rowhammer
patterns that induced bitflips. We did not try the one-location variants
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Table 7.1.: The table shows whether a Rowhammer or Rowpress method was
able to cause bitflips in any of our tested DIMMs. We indicate success
with (✓), not causing bitflips with(✗) or not tested with (∼). We did
not test the one-location (OL) variants if double-sided Rowpress (DL
RP) was unsuccessful.
* On D3 to D12, we used Blacksmith to hammer double-sided with
TRR evasion.

DIMM Size MT/s Double Sided One Location
RH* RP RH RP

D
D

R
4

D1 8 GB 2 133 ✓ ✓ ✓ ✓
D2 8 GB 2 133 ✓ ✓ ✓ ✓
D3 8 GB 2 400 ✓ ✗ ∼ ∼
D4 8 GB 2 400 ✓ ✗ ∼ ∼
D5 8 GB 2 133 ✗ ✗ ∼ ∼
D6 8 GB 2 666 ✓ ✗ ∼ ∼
D7 8 GB 2 666 ✗ ✗ ∼ ∼
D8 8 GB 2 666 ✗ ✗ ∼ ∼
D9 8 GB 2 666 ✓ ✗ ∼ ∼
D10 8 GB 2 666 ✗ ✗ ∼ ∼
D11 8 GB 3 000 ✗ ✗ ∼ ∼
D12 8 GB 2 133 ✗ ✗ ∼ ∼

of Rowhammer and Rowpress if we did not achieve bitflips with both
double-sided variants.

Our theory on why we only saw bitflips induced by the Rowpress pattern
on 2 DIMMs is that TRR on modern DDR4 DIMMs has evolved to be
more difficult to evade. Blacksmith can only do it by accessing a very
large number of aggressor rows. For example, the best pattern on D3
repeatedly accesses 60 different rows during one refresh interval to evade
TRR. However, as Rowpress tries to keep a row open for a long time, fewer
row activations are possible per refresh interval. Luo et al. [26] caused
Rowpress bitflips on a DIMM manufactured in 2018. Our DIMMs D1
& D2 are of similar age. Whether a blacksmith-like TRR evasion with
Rowpress is possible on modern DDR4 memory, is up to future work.

Table 7.2 shows the detailed results of all DIMMs where we induced
bitflips. On D1, we hammered the same physical address space with all
methods listed. On D3, D4, D6, and D9, we used the best pattern found
by Blacksmith.
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Table 7.2.: The number of bitflips per 100 MB of memory. RP-8 and RP-16 donate
Rowpress patterns with 8 and 16 cache line accesses per row.
* On D3 to D11, we used Blacksmith to hammer double-sided for
TRR evasion.

DIMM Double Sided One Location
RH* RP-8 RP-16 RH RP-8 RP-16

D1 & D2 15 612 2 174 4 264 14 264 161 0
D3 13 656 0 0 0 0 0
D4 15 786 0 0 0 0 0
D6 157 0 0 0 0 0
D9 3 040 0 0 0 0 0

On DIMM D1 and D2, we were able to flip bits with all tested methods.
Most importantly, we induced bitflips in the same physical address range
with all methods. This allows us to analyze precisely whether the tested
Rowhammer and Rowpress methods flipped bits in the same cells on
this DIMM. We also verified that the offset we access within a row does
not influence the bitflips we see when hammering. Figure 7.5 shows a
confusion matrix of all bitflips caused by Rowhammer and Rowpress.
Because Rowpress with 8 accesses per row also causes bitflips with 16
offsets, we use its numbers for this analysis.

Based on our results it remains inconclusive, whether one-location Row-
hammer [10] is, in fact, Rowpress. We measure roughly the same amount
of bitflips when hammering with a double-sided and one-location pattern.
However, only 61.8 % of bitflip locations found by one-location Rowham-
mer flipped also with double-sided Rowhammer. The comparison between
double-sided and one-location Rowpress also shows a reduction in the
number of bitflips and a difference in bitflip locations. Comparing Row-
press and Rowhammer variants, we find that virtually all Rowpress bitflip
locations are in the sets of both Rowhammer variants. However, this is
likely also influenced by the smaller number of bitflips we found with
all Rowpress variants. A possible explanation for our results could be
that one-location Rowhammer causes both effects simultaneously very
effectively, actually making it a Presshammer attack. It keeps a single
row open, inducing bitflips due to RAS clobber in some cells, while the
opening and closing of the row that is still happening is enough to induce
bitflips in other cells.
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Figure 7.5.: Detailed results of DIMM D1 & D2. Each number represents the
fraction in percent of exact bitflip locations of one method (y-axis)
found in the other method (x-axis). For example, 61.8 % of bitflip
locations flipped by one-location Rowhammer is also in the set of
locations flipped by double-sided Rowhammer.

A B C D C D A B A B C D C D A B A B C D C D A B A B C D C D A B
Figure 7.6.: The offsets within a DRAM row are parts of different memory pages

A to D. Each part has the size of two cache lines, 128 bytes. This
example is based on the DRAM addressing functions of a Skylake
CPU [33].

4. Unprivileged One-Location Presshammer
Attack

As our one-location Rowpress follows the same semantics as one-location
Rowhammer, we can similarly reduce the requirements. Most Rowhammer
attacks require at least partial knowledge of physical address bits above
the page offset. Therefore, the OS hides physical address information from
user programs to respond to these Rowhammer attacks [22]. While it is
possible to reverse engineer the full DRAM addressing functions [1, 33,
51] and additionally uncover row addressing and physical address bits [23,
24, 43, 45] using the bank conflict timing side-channel, these methods can
be tedious and take time.

For our one-location Presshammer attack, we only need the addresses of
all offsets that map to the same row in the same bank. Due to the DRAM
addressing functions, one page does not map to one row. On virtually all
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Figure 7.7.: Visualization of the two requirements to find page offsets in the
same row. F[1] does not have a bank conflict with X[0], violating
R1. G[1] does have a bank conflict with X[0] but also with A[0],
violating R2. B fulfills both requirements.

recent systems, different logical pages are interleaved on one row, as shown
in Figure 7.6, based on the DRAM addressing functions [33], to increase
memory throughput. Thus, the missing parts of each page are simply
mapped to other rows in other banks. To perform a Rowpress attack, we
must access multiple offsets within one row, spread across various pages.
Instead of using the physical address information to find these offsets in
the correct locations, we use the bank-conflict timing side-channel in a
reduced form.

Taking a random page A, we want to find the pages B to D that map to
the same row. Because we work on virtual memory and do not have any
knowledge about the underlying mapping to the physical memory, close
and “far away” pages based on the virtual address are not necessarily
reflected in the physical addresses. We increase this chance by allocating
a large chunk of memory. After filling single-page holes in the physical
memory, the buddy allocator in Linux typically returns chunks of physically
contiguous memory [23]. This increases the performance of our approach
but is not strictly necessary.

Two assumptions for our algorithm hold on all current x86 systems:

A1 A DRAM row is 8 KiB (213 B) large.

A2 The physical address bits used for row addressing start high enough
to have a single page always in the same row across banks, i.e., a
page is never in two rows in the same bank.

The algorithm also works with 4 KiB rows with tiny modifications.
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First, we have to find a page X that is in the same bank as A. Whether page
A and X are in the same bank is easily detectable with the bank-conflict
timing side channel. To not interfere with the following search for pages
B to D, we start the search for page X a few hundred virtual pages away
from page A. We denote current bank-conflict candidate page as S. We
repeatedly flush and reload A[0] and S[0] while measuring the timing to
detect a bank conflict. With page A and X, finding pages B to D is based
on two requirements, also shown in Figure 7.7:

R1 Because B to D must be in the same row as page A, they must be in
the same bank as X. We search for pages that have a bank conflict
(same bank, but a different row) with page X.

R2 Because B to D are in the same row as page A, there must not be a
bank conflict between B to D and A.

We iterate over chunks of 64 B to find B to D, starting with an offset of
64. We check R1 by flushing and reloading S[offset] and X[0]. We try
pages above and below A until we find the page conflicting with X. Then,
we check R2 by flushing and reloading S[offset] and A[0]. If there
is no conflict, we found the page mapped to the first offset. We repeat
these steps until all offsets are filled. If we found B to D once, checking
the following offsets is quick because we no longer have to search for new
pages. During the search, we also mark already “used” offsets to speed up
the search the more rows we already found.

Because we exclusively work with virtual memory, there is a chance that
any of the required pages to fill a row is not mapped in our address space.
However, as shown by Luo et al. [26], Rowpress does not need all offsets to
press efficiently, and the offsets we find are sufficient to mount Rowpress.
However, the rate of bitflips will be reduced as we do not control the data
for the entire row, which is known to influence the number of bitflips [5,
24].
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Figure 7.8.: A simplified example of page table flipping with only one level of
page tables is shown. After successful exploitation (b) by hammering
PTE1, PTE2 is writeable through vaddr1. This makes the whole
physical memory accessible by changing PTE2 and then accessing
the new page through vaddr2.

5. Proof-of-Concept Presshammer Attack on
Page Tables

Luo et al. [26] did not present an end-to-end Rowpress exploit, as their
focus was on the scientific evaluation of the effect, not the security impact.
Consequently, they did not discuss a threat or attacker model and simply
used 1 GiB huge pages to demonstrate the effect on real systems. We
bridge this gap by showing that Rowpress can be used to attack a system
without using 1 GiB or 2 MiB huge pages to get additional physical address
information or any knowledge of the DRAM mapping functions.

We use Presshammer to attack operating system page tables based on
the exploit first shown by Seaborn et al. [44] and many following [5, 11,
17, 23, 48, 53, 57]. The proof-of-concept exploit of Seaborn et al. [44] still
relied on full access to the virtual to physical address translations, while
we use the algorithm from Section 4 to get all the information we need.
The attack aims to use a bitflip to change a page frame number (PFN) in
a page table to point to another page table. This gives the attacker write
access to one of its own page tables and, through it, access to the whole
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Table 7.3.: Results of our row finding algorithm using a different number of
measurements for the bank-conflict side channel. There are 128 offsets
per row. We search for 10 000 rows and discard the first 100. The
search radius is ±50 pages.

# Measurements Found Cache Lines Correct Cache Lines
250 124, σ = 4.9 119, σ = 14
500 128, σ = 0.8 125, σ = 16
1000 125, σ = 4.2 123, σ = 4.3
2500 125, σ = 4.9 124, σ = 5.2

# Measurements Duration per Row
250 40 ms, σ = 17
500 45 ms, σ = 15
1000 116 ms, σ = 40
2500 260 ms, σ = 109

memory. Figure 7.8 shows the mappings before and after a successful
exploitation. The exploitation technique for Presshammer does, at large,
not change from the Rowhammer exploit. We ran the exploit on an Intel
Core i7-6700K with Ubuntu 20.04.4 LTS using Linux version 5.4.210.

DRAM Row Finding. We use the algorithm described in Section 4 to
find the aggressor rows. On our machine with 16 GiB of memory, 4 GiB
were used by the operating system, and the exploit allocates the remaining
12 GiB of memory. When allocating enough memory, the buddy alloca-
tor of the Linux kernel starts to return chunks of physically contiguous
memory [23, 48].

A single measurement is insufficient to get a definitive result because of
system noise when using the bank conflict side-channel. Software on other
cores of the CPU also accesses the memory. However, more measurements
take longer, which is relevant if we want to check many rows for bitflips.

We ran the algorithm with 250 to 2500 measurements per address and
analyzed the correctness of the result, which can be seen in Table 7.3.
Taking 500 measurements gives the best results. We see that the standard
deviation for the duration increases significantly for a higher number of
measurements. This suggests more interrupts from the operating system
that worsen the result.
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Memory Templating. We verified that Rowpress bitflips are repeatable,
like Rowhammer bitflips [21]. That means if an aggressor row flips a bit
in a neighboring victim row, pressing this aggressor will flip the same
bit again if the flip direction stays the same. This helps because we can
template the memory in a first step, the exploit searches for aggressors
that flip bits in exploitable locations. Bitflips are exploitable if they flip
bits in the PFN range of a page table entry (PTE). We count bits 12 to
32 of a PTE (bits 0 to 20 of the PFN) as exploitable; this corresponds to
a neighboring page up to a page 4 GiB away.

The exploit searches 10 aggressor victim pairs before continuing. This gives
a higher exploit probability later because Rowpress can, like Rowhammer,
only flip bits in one direction. Due to that, there is only a 50 % chance
that an aggressor-victim pair works when filled with an actual page table
entry.

The cache prefetcher in the CPU [14] tries to predict which addresses will
be loaded next and fetches them into the cache for increased performance.
Luo et al. [26] turned off the prefetcher for their experiments3. However,
this is not possible with our threat model. We evade the prefetcher by
shuffling the offsets we access. This decreases the chance that the prefetcher
can detect a pattern in our accesses.

Page Table Spraying. Filling most of the memory with page tables is
the easiest way to increase the chances of successful exploitation in two
ways. First, it increases the chance of putting a page table in one of the
previously found victim rows. Second, it increases the chance of a changed
PFN pointing to another page table. Van der Veen et al. [48] used a more
deterministic technique to place the page table called Phys Feng Shui.
They place a page table in a victim page by precisely massaging the Linux
page allocator. However, for this Presshammer PoC exploit, we chose the
more straightforward spraying method.

Page table spraying is performed by mapping the same shared memory file
repeatedly. This puts the shared memory file’s content into the memory
only once, while having to create new page tables for every mapping. After
finding the aggressor and victim pairs, the exploit still has most of the
physical memory reserved from the templating phase. Every time before
mapping the shared memory file again, the exploit frees exactly as many

3Luo et al. [26] only disabled the prefetcher during initial experiments to verify that
accessing multiple offsets in the same row increases the tAggON, not for their bitflip
experiments.

222



5. Proof-of-Concept Presshammer Attack on Page Tables

random pages as required for the newly to-be-created page tables. After
creating around 80 % of all page tables, the exploit frees the victim rows
one after another. When the page table spraying is finished, as much
memory as possible is filled with page tables.

Page Table Flipping. After spraying the page tables, the exploit presses
the aggressor rows one after another to induce bitflips in the victim PFNs.
Because the victim rows are not mapped anymore, we cannot simply check
for a bitflip. Instead, the exploit checks all mappings of the shared memory
file if the content is the expected content. If not, a PFN was changed. If
the content looks like a page table, the exploit changes one page-table
entry of the page table and checks through all mappings again. When
finding another page with changed content, the exploit found vaddr1 and
vaddr2, as shown in Figure 7.8b.

Exploitation. With all previous steps performed successfully, the exploit
now has full read and write access to the whole physical address space.
The original proof-of-concept exploit code from Seaborn et al. [44] used
this access to patch a victim binary and change its behavior. For a real
exploit, this could be any binary owned by root with the setuid sticky bit
set to run code with superuser privileges. Without access to the virtual to
physical address translations, the exploit has to scan the memory for the
victim data it wants to attack. The exploit can also search for exploitable
kernel structures to, e.g., give the process or user higher privileges or
directly inject attacker-controlled code into the kernel. For our proof-of-
concept exploit, we just dump the physical memory into a file.

While reading the whole physical memory, it is crucial to evict the TLB
entry of the PTE modified by the exploit. If the exploit does not evict
the TLB entry, all reads from vaddr2 will return the same data. To evict
it, we keep half of the mappings we used during the exploit and iterate
over them. We free the other half to relieve the memory pressure on the
system and prevent an out-of-memory situation. Dumping the memory to
disk is limited by the disk write bandwidth.

We ran the exploit 5 times on our machine. Of these 5 runs, 3 were
successful. It took, on average, 513 s (n=3, σ=125) to gain full access to
the physical memory. One run was unsuccessful because the operating
system did not put a page table in a victim row or no bit flipped in the
PFN. The other run was unsuccessful because it did not point to another
of our page tables after changing a PFN by row pressing it. If unsuccessful,
the exploitation can just be tried again.
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6. Discussion of Mitigations and Related Work

The large number of Rowhammer attacks published [3, 5, 7, 8, 10, 11,
16, 23, 24, 25, 28, 34, 36, 37, 38, 44, 45, 46, 47, 48, 53, 55] motivated
research on mitigations for DRAM disturbance errors. While many have
been proposed in the academic community [4, 13, 19, 29, 31, 32, 39, 40, 41,
42, 49, 54, 56], only a few, like TRR [9], have found their way into practice.
As Luo et al. [26] noted, Rowpress is also mitigated by TRR and other
mitigations. However, they also note that similar to Rowhammer attacks
bypassing TRR [9, 17, 23], Rowpress can also bypass it. And the same
is true for many other proposed countermeasures. As CPUs cannot keep
a row open longer than 9 × tREF I , Rowpress always also causes a high
number of row activations similar to Rowhammer. We show in this paper
that this makes the two attacks hard to distinguish in practice, but this
also means that we expect most countermeasures that are effective against
current Rowhammer attacks to be also effective against Rowpress. In
the worst case, with some additional tweaking to the detection threshold
values. However, up to now, every deployed Rowhammer mitigation has
been evaded eventually, and there is no guarantee that this will not be
the case for Rowpress as well.

Our findings on the overlaps between Rowhammer and Rowpress effects
indicate again [10] that mitigations must be principled not to be bypassable.
That is, they cannot focus on the specific effect triggering the disturbance
but must focus on preventing the effect of the disturbance. Mitigations
that use this approach are, for instance, Error Correction Code (ECC) [5]
and Chipkill [6]. ECC uses 8 redundancy bits per 64 bits (DDR4) or
32 bits (DDR5) of data. Chipkill can correct up to 8 bitflips, e.g., due
to a chip failure [6]. However, ECC has already been bypassed with
Rowhammer attacks, and Chipkill suffers from a significant overhead. As
Qureshi [35] noted, it is essential to take an entirely new approach to
mitigate Rowhammer and other upcoming DRAM disturbance effects.
The earliest work in this direction is IVEC [13], which uses a hash instead
of an error-correcting code and flips bits in corrupted memory until the
hash matches again. With a similar approach, Saileshwar et al. [39] also
propose a modification to ECC memory using a MAC instead of the
error-correcting code to detect and correct a broader range of bitflips.
Juffinger et al. [19] extended this approach into an error-correction system
based on lightweight cryptography that effectively transforms DRAM
disturbance errors from reliability issues into performance penalties, which,
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in the worst case, lead to a denial of service. Recently, Olgun et al. [29]
introduced a Rowhammer mitigation based on a single per-row hardware
counter to track row activations across all banks. This minimizes the
hardware overhead while solving the issue of a small number of counters
in TRR.

7. Conclusion

Many works analyzed DRAM disturbance effects and reported a wide
range of prevalence estimations. In our set of 12 DDR4 modules, we can
reproduce double-sided Rowhammer on 6 modules. All other Rowhammer
and Rowpress variants only worked on 2 modules. For a fair comparison
between the attack variants, we evaluated the number of unique bitflip
locations for all variants, ranging from 161 to 15 612. However, 95.3 % to
98.8 % of Rowpress unique bitflip locations are also flipped by double-
sided and one-location Rowhammer. This surprising result raises questions
about the difference between the effects these attack implementations
trigger and indicates that they might partially exploit the same root cause.
However, this result also allows us to craft the first unprivileged end-to-end
one-location Rowpress attack, which uses the same-row same-bank side
channel to escalate to kernel privileges within less than 10 minutes. Our
work shows that further research is necessary to better understand the
differences between Rowhammer and Rowpress implementations on real
systems and their implications for security.
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Abstract

Rowhammer has been shown to be an extensive attack vector. In the years
since its discovery, numerous exploits have been shown, attacking a wide
range of targets from kernels, through web browsers to machine learning
models. These attacks were not always mounted from code running on
the CPU of a system. Various devices peripheral to the CPU, like GPUs
or networks cards can cause Rowhammer bit flips through DMA accesses
to the main memory.

In this work, we take a look at solid state drives (SSDs) and if they can
be exploited as confused deputies to perform Rowhammer attacks. With
the introduction of NVMe, a standardized protocol that allows SSDs
to communicate directly over PCIe with the CPU, SSDs have reached
performance numbers of a million input/output operations per second.
PCIe also enables SSDs to use DMA for direct accesses to the main
memory. This lead to the introduction of the host memory buffer (HMB)
feature, that allows SSDs to use a small fraction of the host DRAM. We
are the first that reverse engineer how different SSDs utilize this host
memory buffer and answer the question if the accesses from the SSD to
the HMB are a potential attack vector to cause Rowhammer bit flips.

Our analysis of three SSDs shows, that bit flips in the HMB cause the
SSDs to lock up, which results in a denial of service or, even worse, data
loss. We also show how we can cause frequent accesses from the SSD to
the HMB on all three SSDs. On one SSD, we reach 5 000 DRAM accesses
per refresh interval. We measure the Rowhammer impact of these accesses
and show that they are effectively hammering the DRAM. However, 5 000
DRAM accesses are not enough to cause Rowhammer bit flips, even on
modern, highly vulnerable DRAM.
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8. HMB Rowhammer

1. Introduction

Since its discovery in 2014 [19], Rowhammer became a large research
field, with new and more sophisticated exploits being published every
year, escalating privileges [32], hammering from ARM, AMD x86 or
RISC-V [12, 26, 35], modifying binaries [8], evading ECC [4], reading
secrets [22], attacking the newest generation of mitigations [7, 11], using
TRR as a confused deputy [20], finding a new RowPress attack [25] or
hammering many banks simultaneously [14]. Researchers and the industry
also published and implemented many Rowhammer mitigations [2, 3, 7,
13, 21, 30, 36]. Most attacks hammer the DRAM from code running on the
CPU, either from native code or also from interpreted (and JIT compiled)
languages like, for example, JavaScript in the web browser.

A few works have shown that Rowhammer attacks are also possible from
devices attached to the CPU that can access the DRAM. Frigo et al. [6]
hammered on ARM, utilizing the integrated GPU to load texture data from
the DRAM to perform the hammer memory accesses. The big advantage
of using the GPU instead of the CPU, were smaller, more easily evictable
caches. Tatar et al. [34] attacked systems exploiting Remote Direct Memory
Access (RDMA). RDMA allows DMA accesses over the network without
involvement of the CPU with supported network cards. With networks
speeds above 10 Gbit/s, up to 40 Gbit/s, the RDMA accesses were frequent
enough to induce bit flips.

Solid state drives (SSDs) are the de facto standard storage medium in
every new computer, in particular in mobile ones, like laptops. Highly
increased speeds, especially on random accesses, lower power consumption
and better physical durability make them superior to HDDs in pretty
much every use case where storage space to price is not the number one
priority [33]. With the NVMe standard, SSDs are now directly connected
to the CPU over PCIe and are reaching over 1 000 000 IOPS with PCIe 4.0.
Because of how flash memory storage works internally, logical addresses
must be translated to physical addresses for each accesses. The data
structure storing these translations, the flash translation layer (FTL),
must therefore be quickly accessible for high performance. “Pro”-grade
SSDs typically come with a DRAM chip directly next to the SSD controller
to store the FTL to maximize performance. However, this is expensive.
SSDs supporting the host memory buffer (HMB) feature, can use a part
of the main memory to cache FTL translations [28]. For this, the SSD
controller request memory from the operating system that it then uses
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exclusively through direct memory accesses (DMA). This saves cost and
achieves acceptable performance.

Zhang et al. [37] identified the FTL, stored in the DRAM, as a potential
target for Rowhammer attacks. A bit flip in the correct location of the
FTL can remap a page on the SSD, similar to how Seaborn et al. [32]
remapped a memory page by flipping a bit in a virtual memory page table.
This remapping could give an attacker access to an indirect mapping block
of the file system that is inaccessible to unprivileged users. By editing
this mapping block, the attacker gains read and write access to the whole
file system. They use an emulated SSD from the Linux Foundation’s
(prior Intel’s) Storage Performance Development Kit (SPDK) [24] for their
evaluation of this attack.

In this work, we are the first to analyze actual SSDs and their vulnerability
to Rowhammer bit flips as well as their potential as confused-deputy attack
vectors. By mapping the memory reserved for the HMB and utilizing the
IOMMU, we can precisely learn how different SSDs use the HMB during
operation. We inject artificial bit flips into the cached FTL mappings in
the HMB and observe that the SSD integrity checks the HMB. While this
prevents remapping blocks with bit flips, we find that after injecting bit
flips, the SSD stops responding to any commands until a complete power
cycle is performed. During our experiments we even manage to break one
SSD by changing HMB contents while discarding blocks. This would make
HMB bit flips an effective denial of service attack.

For a real end-to-end exploit the bit flips must be caused by Rowhammer
accesses from the SSD to the HMB. We show, how our understanding
of the HMB helps us to achieve frequent HMB accesses by accessing the
SSD. The least recently used (LRU) HMB cache replacement policy of the
Samsung 990 EVO and Lexar NM790 allows to target specific pages for
double sided Rowhammer. However on-chip cache eviction makes these
accesses slow, only 700 per refresh interval. The Samsung 980 does not
use LRU but a more rigid cache mapping. By accessing a pair of addresses
spaced with a specific interval, the Samsung 980 seems to always access
the HMB with every read from the SSD. With these address pairs, we
achieve up to 5 000 accesses to the DRAM per refresh interval.

As this could be enough to see an impact on bit flip numbers, we evaluate
the Rowhammer impact of these HMB accesses from the SSD, with a com-
bined Rowhammer experiment. We prime the DRAM with conventional
Rowhammer accesses from software to achieve a minimum number of
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activations and then fill the rest of the refresh interval with HMB accesses
from the SSD. In this experiment we do see a measurable impact from
the SSD’s accesses, equivalent to the Rowhammer accesses from software.
However, with only 78 000 IOPS, the number of SSD accesses is not high
enough to induce bit flip on their own.

Even with out attack not working, this work is the first one that looks into
the HMB’s role in Rowhammer attacks, both as a victim to bit flips and
an actively hammering part. We show that bit flips in the HMB can have
devastating outcomes, from lost data to broken SSDs. However, the risk of
this currently happening is very low. Because SSDs manage their HMB in
blocks of at least 4 kB and contain an additional on-chip translation cache,
the overhead is too large to achieve memory accesses that are frequent
enough to cause Rowhammer bit flips. However, a privileged attacker,
could corrupt the HMB through the direct physical map to try to break
hardware.

Contributions. In summary, we make the following contributions:

• We perform the first in-depth analysis of the host memory buffer of
SSDs, show how it is used and what effects bit flips have on it.

• We exploit the HMB cache replacement policies to cause double-sided
Rowhammer accesses and find special SSD access patterns that trigger
a maximum amount of HMB accesses.

• We perform a combined Rowhammer experiment with software and
SSD accesses, showing that the SSD accesses have measurable impact.

• Finally, we make a compelling argument, why the HMB is currently
no Rowhammer security risk.

Outline. In Section 2, we provide background information on SSDs and
the host memory buffer (HMB) feature. In Section 3, we give an overview
of the attack and threat model. In Section 4, we reverse engineer how
SSDs use the HMB and what happens if we inject artificial bit flips. In
Section 5, we show how we can cause Rowhammer accesses from the SSDs
but that these accesses are not fast enough to cause Rowhammer bit flips.
We shortly talk about how the HMB can be disabled in Section 6 and
conclude in Section 7.
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2. Background

In this section we provide background on Rowhammer, solid state drives
and flash memory, the flash translation layer flash memory requires and
the host memory buffer that caches recently used translations.

2.1. Rowhammer

Rowhammer is a vulnerability of modern DRAM [19]. DRAM stores
bits as charge in an array of capacitors. These capacitors are accessed
through a transistor. Frequent accesses to DRAM rows injects electrons
into the substrate, where they can travel to neighboring rows’ transistors,
opening them slightly. This increases the discharge rate of the connected
capacitors. If the charge decreases too much before the next refresh
happens, the stored bit flips. Rowhammer is a highly researched topic,
with a large number of exploits [4, 6, 7, 8, 11, 12, 14, 20, 22, 25, 26, 29,
34, 35] as well mitigations [2, 3, 13, 21, 30, 36] shown in the past. For
Rowhammer to cause bit flips, enough accesses must be made to the rows
neighboring the victim row to cause enough discharge. This limit is called
the maximum activation count (MAC). While this limit shrinks with every
new DRAM generation, from more than 100 000 on DDR3 to only 10 000
on LPDDR4 [27], more advanced mitigations require more complex and
frequent dummy accesses [7, 11].

2.2. Solid State Drives and NAND Flash Memory

Solid state drives (SSDs) are storage devices that use solid-state flash
memory instead of spinning disks in hard disk drives (HDDs), to per-
sistently store data. This has the big advantage that it is mechanically
more robust and enables much higher random input/output operations
per second (IOPS).

In contrast to HDDs, the NAND flash memory cannot be randomly
written. The mechanisms to set bits to 1 (erasing) and setting them to 0
(programming) is different. In its empty state NAND memory is erased
and stores all 1’s. To write data to the memory, bits are programmed to 0.
Reprogramming is possible as long as the new data is a subset with only
1 to 0 transitions.
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Figure 8.1.: The flash translation layer translates logical page addresses to physi-
cal page addresses. It is required because pages are scattered through-
out the flash memory for performance and wear-leveling reasons.

Reading and programming typically happens in sizes of 512 B, 2 048 B or
4 096 B, called a page. However, erasures must happen in blocks of 32, 64
or 128 pages and take considerably longer. These erasures also slightly
damage the NAND cells each time. Therefore, flash memory has only a
limited number of so called program-erase cycles (P/E cycles). To extend
their lifespan, SSDs perform wear-leveling, where the erasures are evenly
distributed over all blocks.

2.3. Flash Translation Layer

To efficiently work with the different sizes for erasing and programming
data and perform wear leveling, flash memory does not one-to-one map
logical addresses to the actual physical addresses of the NAND memory
blocks and pages. Instead, data is scattered all over the flash memory,
requiring a translation layer between the logical and physical addresses,
called a flash translation layer (FTL). Figure 8.1 shows the basic concept
of the FTL.
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Figure 8.2.: SSDs with a host memory buffer use a small fraction of the host
DRAM to cache recently used FTL translations. This slower but
cheaper than a separate DRAM chip on the SSD.

Every time the data is read from or written to the SSD, the logical addresses
coming from the host must be translated to the physical address with the
FTL. Therefore, the latency of FTL accesses has a significant impact on
the SSD’s performance, especially for random accesses. Therefore, SSDs
use different caches to decrease FTL access latency. “Pro”-grade SSDs
come with a DRAM next to the SSD controller, large enough to contain
the whole FTL. When starting, the SSD copies the whole FTL into the
DRAM and only reads it from there, greatly increasing random IOPS.
Because this DRAM chip adds cost, a feature called host memory buffer
(HMB) was introduced with NVMe revision 1.2 [28].

2.4. Host Memory Buffer (HMB)

NVMe SSDs, being PCIe devices, can use direct memory accesses (DMA)
to access the host DRAM without CPU involvement. This is used to
enable the host memory buffer (HMB) feature that allows SSDs to use a
small part of the main memory to cache FTL translations [28]. Access to
the main memory are slower than accesses to DRAM integrated on the
SSD itself but they are still faster than having to access the flash memory
for every FTL translation. The HMB is a cache and typically not large
enough to hold the whole FTL. HMB support was introduced into the
Linux kernel in 2016 [5].

The standard does not mention what the contents of the HMB should
be. This is intellectual property of the SSD controller manufacturers and
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entirely undocumented. There is no research on the HMB yet, except for
its performance impact [15, 16, 17, 18].

Estimating the circulation of SSDs supporting the HMB feature as difficult,
as even SSD manufacturers do not always document HMB support for
their SSDs. Of the approximately 20 SSDs we checked, four support the
HMB feature.

2.5. Input-Output Memory Management Unit (IOMMU)

A memory management unit in modern CPUs virtually partitions and
protects the main memory, that is actually physically shared between
all processes. In protected and long mode, page tables are set up by the
operating system, to define exactly which process is allowed to access
which memory pages [9]. On x86-64 a normal page is 4 kB large, this is
the smallest unit the main memory can be partitioned into. The MMU
also allows the operating system to track the usage of pages by its process
with the dirty and accessed bits, that are automatically updated by the
MMU hardware if a page is written or accessed [9].

With the introduction of hardware assisted virtualization, Intel and AMD
not only introduced a second level of pages tables to translate guest
physical to host physical addresses but also mechanism to partition and
protect the physical memory accessed by DMA capable devices. Intel calls
this feature Intel Virtualization Technology for Directed I/O (VT-d) [10]
and AMD I/O Virtualization Technology (AMD-Vi) [1]. At the heart of
both is a Input-Output Memory Management Unit (IOMMU), that uses
very similar page tables than the MMU with a similar feature set.
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Figure 8.3.: The complete exploit chain, if every step worked. The attacker
accesses specific files on the file system (FS) 1 . The SSD has to
access the HMB to translate the logical block addresses requested by
the file system driver to the physical addresses of the NAND blocks
2 . These accesses to the HMB cause enough Rowhammer accesses

to flip a bit in the translation stored in the HMB, changing one
mapping 3 . This changed mapping allows the attacker to access
the block where the secret file (black) is stored at through another
file, either directly 4 or by getting access to a mapping block of
the file system.

3. Attack Overview and Threat Model

In this section, we illustrate how a successful attack would look like with
all components of the attack working as shown in Figure 8.3. The basic
idea, especially the exploit of the ext4 file system, is based on the work by
Zhang et al. [37]. However, they used an SSD simulator with simulated
integrated DRAM and no HMB, while we perform our experiments on
real SSDs with the HMB feature. The attacker has the permissions to
create and read files from a file system on the target SSD. It has no other
privileges. By frequently accessing specific files, they create an access
pattern to the SSD, that forces the SSD to access the HMB frequently.
These accesses to the HMB are frequent enough to cause a bit flip in the
FTL. This changes one logical to physical page mapping of the HMB.
With some luck, the new mapping either points to a file of interest, for
example, containing a secret key or it points to a internal mapping file of
the file system. This could give the attacker access to every file on the file
system. In this work we show, that neither flipping bits to change an FTL
mapping, nor hammering with the SSD works with real SSDs.
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Table 8.1.: The SSDs used in our experiments.

SSD PCIe Size HMB Size IOPS1

Samsung 990 EVO 4.0 2 TB 64 MB 680 000
Lexar NM790 4.0 2 TB 40 MB 1 000 000
Samsung 980 3.0 1 TB 64 MB 500 000

1 Read IOPS with maximum queue depth as advertised by the manufac-
turer.

4. Reverse Engineering the HMB

In this section, we reverse engineer how SSDs are using their HMB, how
bit flips in the HMB memory area influence translations and how more
complex HMB modifications can revert FTL mappings. Table 8.1 shows
the SSDs used in this work. All of them use different SSD controllers
supporting the HMB feature.

4.1. Tooling

The HMB specification only defines the very basic principles on how
the SSD can request host memory from the operating system and how
the operating system responds to these requests [28]. The operating
system or any other process must not access the memory reserved for the
HMB [28]. How the SSD uses the HMB is completely vendor specific and
undocumented. In this section we describe the changes to the Linux kernel
and our user space tools we use to gain more insight into how the HMB is
used.

Linux Kernel Modifications

We modify the Linux kernel version 5.15 and utilize the IOMMU to get
detailed insight on how different SSD controllers use the HMB.

HMB Mapping. When the Linux kernel reserves memory for the HMB,
it does so with the DMA ATTR NO KERNEL MAPPING flag, not mapping the
reserved memory because the specification prohibits its access anyway.
As we want to know and change the HMB content in our experiments,
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1 # cat /sys/block/ nvme0n1 / device / hmb_addresses
2 0 cfc00000 400000
3 1 cf800000 400000
4 ...
5 14 cc400000 400000
6 15 cc000000 400000

Listing 8.1: A part of the output of /sys/block/nvmeXn1/device/hmb -
addresses. The first column is the memory chunk index, the second
the I/O virtual address, and the third the length.

1 # cat debug/iommu/amd/ iommu00 /0000:01:00.0/ page_tables
2 ...
3 0 x00000cc000000 | 0 x6000000101e7b421 0 x6000000101e9f221

-> 0 x7000000113000021
4 0 x00000cc001000 | 0 x6000000101e7b421 0 x6000000101e9f221

-> 0 x7000000113001021
5 0 x00000cc002000 | 0 x6000000101e7b421 0 x6000000101e9f221

-> 0 x7000000113002021
6 0 x00000cc003000 | 0 x6000000101e7b421 0 x6000000101e9f221

-> 0 x7000000113003021
7 0 x00000cc004000 | 0 x6000000101e7b421 0 x6000000101e9f221

-> 0 x7000000113004021
8 ...

Listing 8.2: A part of the output of /sys/kernel/debug/iommu/amd/iommu00/-
0000:01:00.0/page tables showing five levels of page table entries.

we add a device attribute to the NVMe driver that prints the physical
addresses of the memory chunks reserved for the HMB. The attribute
is accessible through the sysfs file /sys/block/nvmeXn1/device/hmb -
addresses. Listing 8.1 shows the output with the I/O-virtual addresses
because the IOMMU it active. The operating system reserves 16 memory
chunks, 4 MB each for the 64 MB HMB of the Samsung 990 EVO.

HMB I/O Page Tables. With the IOMMU active, the SSD accesses
I/O virtual addresses that are translated to physical addresses on each
DMA access. To map the HMB in user space, we also have to translate
the I/O virtual to the physical addresses. Additionally, we want access to
the I/O page table entry’s accessed (A) bits to get detailed information
about which pages the SSD accessed. To do this, we need access to the
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IOMMU page tables. The Intel IOMMU Linux driver already comes
with a DebugFS interface to dump all page tables levels for a device
at /sys/kernel/debug/iommu/intel/{PCI ADDRESS}/page tables. For
the AMD IOMMU driver we wrote our own in a similar fashion. Listing 8.2
shows a part of the output of the Samsung 990 EVO.

Page Table Entry Accessed Bit. According to Intels IOMMU docu-
mentation, the accessed (A) and dirty (D) bits are always set in page tables
entries [10]. However, we did not see the A or D bits being set on any of
our Intel CPUs. The documentation does also not define a register where
support for the A or D bit can be checked or where it can be activated.

AMDs IOMMU implementation can set the A and D bit if supported by
the CPU and activated by the driver [1]. Support is specified by bits 49
(HASup) and 52 (HDSup) in the IOMMU Extended Feature Register
and can be activated in bits 47:46 (HADUpdate) in the IOMMU Control
Register. We added the check for support and activation to the AMD
IOMMU kernel driver. We found that only Zen 3 CPUs support the A and
D bit in their I/O page table entries. Neither Zen 2 nor Zen 4 CPUs do.
Therefore, we use an AMD Ryzen 7 5800X for all of our experiments in
this work.

IOMMU Page Size. The AMD IOMMU supports additional page
sizes between the 4 kB, 2 MB and 1 GB of the conventional MMU. This
can improve performance, because less page table entries are required to
translate other buffer sizes. To get the best resolution for the A bit, we
change the AMD IOMMU driver to only support and map 4 kB pages.
With the Intel IOMMU driver this behavior can be forced with the kernel
command-line parameter intel iommu=sp off.

User Space Tools

In user space, we parse the outputs of the files /sys/block/nvmeXn1/-
device/hmb addresses and /sys/kernel/debug/iommu/amd/iommu00/-
PCI ADDRESS}/page tables and map the memory for the HMB and the
last level page table entries with PTEditor [31]. This gives us read and
write access to the HMB content, as well as the page table entries with
the A bit.
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1 0 x3f73000 : 30 ae30d030ae30c 30 ae30f030ae30e
-> 30 aa3100036c500 30 aa312030aa311

2 0 x3f73020 : 30 ae310030aa313 30 ae312030ae311
-> 1 eeae9030ae313 30 aa315030aa314

3 0 x3f73040 : 30 aa317030aa316 30 ae315030ae314
-> 30 ae317030ae316 50 aa30c001e5677

4 0 x3f73080 : 50 aa30e050aa30d 50 ae30c050aa30f
-> 50 ae30e050ae30d 3 d1ee8b050ae30f

5 0 x3f73080 : 50 aa311050aa310 50 aa313050aa312
-> 50 ae311050ae310 50 ae313050ae312

6 0 x3f730a0 : 50 aa31403f9c162 50 aa316050aa315
-> 50 ae314050aa317 50 ae316050ae315

7 0 x3f730c0 : 3 f97dfc050ae317 70 aa30d070aa30c
-> 70 aa30f070aa30e 70 ae30d070ae30c

8 0 x3f730e0 : 70 ae30f070ae30e 70 aa310001ef7f2
-> 70 aa312070aa311 70 ae310070aa313

Listing 8.3: Content at HMB offset 0x3f73000 after reading 100000 random pages
from the SSD.

4.2. HMB Usage

To get more insight into how the HMB is used by the different SSDs,
we performed many experiments reading and writing to the SSD while
observing how the HMB contents change and which pages were accessed.
We shortly summarize the most important insights for this work on our
three SSDs.

Samsung 990 EVO.

The Samsung 990 EVO, like the other two SSDs, uses the HMB only
to cache FTL translations. Listing 8.3 shows a small fraction of the
HMB content after reading 100000 random pages from the SSD. There is
definitely structure recognizable in this data, however, we keep a detailed
analysis of what it means for future work. The HMB is split into four sets,
16 MB large, each set uses a last-recently used (LRU) cache replacement
policy. The “cache-line” size is one page, i.e., 4 kB. Every time a new
translation is cached at least 4 kB are written and we also suspect that
always at least 4 kB are read from the HMB. The Samsung 990 EVO also
contains a small on-chip cache that caches approximately 140 pages of
translations for even faster accesses. The SSD is often loading multiple
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pages from the HMB, this is probably a performance optimization similar
to an adjacent line prefetcher inside a CPU.

After not accessing the SSD for around 100 ms the HMB is completely
reset. The content is not actually cleared, but when accessing the SSD
again, the HMB is filled from the first page of every set again. This makes
the HMB accesses very predicable, because they can always be reset by
sleeping.

Lexar NM790.

The Lexar NM790 uses a LRU HMB eviction policy similar to the Samsung
990 EVO. However, it uses the HMB as one single set. We also only see
accesses to one or, most of the time, multiple 4 kB pages. The on-chip
cache has a capacity of approximately 20 pages.

Samsung 980.

The Samsung 980 also accesses the HMB in blocks of at least 4 kB. However,
it does not use LRU HMB eviction. The mapping between the logical
addresses and where their translations are stored in the HMB seems to
be more rigid. We did not reverse engineer a set function but were able
to find “cache thrashing” access patterns, where each access to the SSD,
accesses the same HMB page due to this more rigid mapping. We detail
and use this pattern for our hammer attempts in Section 5.1.

4.3. Simulating Rowhammer Bit Flips

In this section, we artificially flip bits in the HMB to observe how the
SSD reacts. We find that every one of our tested SSDs locks up as soon
as it detects the bit flip. We even broke one SSD that we could not get
back working.

For this experiment, we map the memory reserved for the HMB writeable
and write to it from our user space program. We want to simulate the
effects a successful Rowhammer attack would have on the FTL of the SSD.
As the physical location of the HMB is allocated once at boot time, it
does not move while the operating system is running. We also found the
location of the HMB being the same most of the time, as well as being
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1 [ 30.920489] nvme nvme2: Device not ready; aborting
-> initialisation , CSTS =0x0

2 [ 30.920517] nvme nvme2: Removing after probe failure
-> status : -19

Listing 8.4: The kernel log output when the kernel tries to initilize the broken
Samsung 980 during boot.

surrounded by other kernel mappings. This means that an attacker has
no way to template the memory, the HMB is later stored at, for viable
bit flip locations. Therefore, we randomly flip one or two bits at random
locations in the HMB.

When flipping bits in the HMB, the SSD does not directly react. If it does
not need the HMB page with the bit flips anymore, it just gets evicted.
In this case, the bit flips are never detected and accessing the SSD page
corresponding to the HMB page later, loads the unmodified data back
into the HMB. An attacker would avoid this in an attack scenario.

SSD Lock Up.

By reading the SSD page, corresponding to HMB page with the bit flip,
after reading some other SSD pages to evict the on-chip cache, the HMB
page with the bit flips is read by the SSD. In this case, all of our tested
SSDs instantly lock up. We suspect that a checksum of each page in the
HMB is stored in the SSD controller. All requests to read or write data are
never responded and simply time out. Also other NVMe commands sent
with the nvme-cli tool are ignored. Resetting the controller or subsystem
with with nvme reset or nvme subsystem-reset did not reverse the lock
up. Also rebooting or turning the machine off and, after some time, on
again, does not reset the SSDs and reverse the lock up. We found that
only a real power cycle, unplugging or turning of the PSU of the computer
brings the SSDs back. It seems like that even a turned off computer still
supplies PCIe devices with power, preventing a reset of the SSDs.

Breaking SSDs.

During our experiments we permanently broke one Samsung 980 SSD.
With a combination of blkdiscard commands and writes to the HMB, the
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1 0 x228f500 : 0 xb4691cd6 80 3000 10 0 x39ad3a4735a548e6
2 0 xb4691cd6 86 30000c 0 x39ad3a4735a548e6
3 0 x3a111e0 : 0 x08de003a1613149e 0 x1da91446 07d7 0994
4 0 x08de003a1613149e 0 x1da91446 0bc4 0994

Listing 8.5: Changes in the HMB after writing to one SSD page. Unchanged bytes
are in gray, changed bytes are in red (previous value) and green (new
value). Four bytes change in total in two different pages. Resetting
these bytes to their previous value maps the previously used block.

SSD locked up and does not work anymore, even after power cycles. It does
not respond to any commands and the kernel gives up initializing it during
boot. Listing 8.4 shows the kernel log output. For budgetary reasons, we
did not further investigate the exact course of events to reproduce the
issue a second time.

Discussion.

Our experiments show that the ext4 exploit by Zhang et al. [37], that
requires a remapping of flash memory blocks because of bit flips, is not
possible when hammering the HMB. However, already a single bit flip in
the HMB requires a power cycle of the whole machine. This can lead to a
denial of service in the best case and a corrupt system or data loss in the
worst case if the operating system is not able to flush dirty data to the disk.
In a more advanced attack, an attacker could try to coerce the operating
system to send frequent discard commands to trim the SSD. The attacker
hammers the SSD at the same time to break the SSD, causing physical
damage on a modern computer only from software. This would also be
possible for an attacker that already gained elevated privileges and can
write to the HMB through the direct physical map.

4.4. “Unwriting” Data

By carefully changing data in the HMB, we managed to “unwrite” data
on the Samsung 980 SSD. To do this, we stored the HMB content before
writing to one SSD page. This write changes four bytes in the HMB, as
shown in Listing 8.5. Changing these bytes to any other values locks up the
SSD, except for one change. If we reset the changed bytes to their previous
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values, the FTL mapping is reset to the old value. Reading the previously
written SSD page returns the old content of the page. As the HMB content
is never written back to the SSD, this change is not persistent. After the
eviction of the modified HMB page, reading the SSD page again returns
the new content.

Being able to perform a replay attack like this, conflicts with our hypothesis
that the pages cached in the HMB are simply protected with a checksum
that is stored in the SSD controller. A few bits of the changed data could
also be checksum bits. However, as changing data like this is far outside
the reach of Rowhammer bit flips, we did not further investigate this
effect.

5. HMB Rowhammer

While actual privilege escalation with the ext4 exploit [37] with bit flips
in the HMB is very unlikely due to all SSDs instantly locking up, a denial
of service attack or maybe even breaking SSDs is possible with flips in
the HMB. However, we show that the maximum achievable accesses from
the SSD to the HMB are not high enough to flip bits, even on highly
vulnerable DRAM.

5.1. Generating Hammer Accesses

In this section, we show how we can cause targeted Rowhammer accesses
from the different SSDs to the HMB. All SSDs behave differently and
require different accesses patterns to frequently access the HMB. We
achieve the fastest accesses on the Samsung 980, with 4 992 hammer
accesses per refresh interval.

Samsung 990 EVO.

This SSD uses a LRU cache eviction policy and four 4 sets for its HMB.
The LRU algorithm makes it possible to prime the cache with translations
and then later accesses the pages with the cached translations to get
double-sided Rowhammer accesses.

Figure 8.4a shows the cache priming and hammering. In the priming phase,
we sequentially access contiguous pages on the SSD, storing where they
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Figure 8.4.: HMB priming and hammering on the Samsung 990 EVO.

caused an HMB accesses. The SSD shows interesting behavior, visible as a
stair pattern. At some accesses to the SSD, it accesses up to 8 pages in the
HMB. We expected that these 8 pages are loaded into the on-chip cache
and the SSD would not accesses the HMB for them again. But instead, we
see that after accessing 32 pages on the SSD, the SSD accesses the HMB
again, loading the same pages. It seems like the on-chip cache caches the
data for a only 32 accesses. We could not think of a reason why this would
be of an advantage. The SSD then slowly reduces the number of pages
it accesses until it accesses only a single page Then it accesses the next
8 HMB pages. With this slope being constant and it always starting the
same way, we compute exactly how many SSD pages we have to access to
prime the HMB for double-sided Rowhammer accesses.

For this example, we assume very simple DRAM addressing functions,
where two pages, 32 pages apart, hammer the page exactly in the middle.
If we want to hammer HMB page n, we first prime the cache by accessing
(n + 16) · 3640 pages on the SSD, e.g., from the beginning. 3640 is the
slope of the priming-slope. Then we only have to access the SSD pages
(n−16) ·3640 and (n+16) ·3640 to cause the pattern shown in Figure 8.4b.
While we figured out these steps with our modified kernel to get the
accessed pages with the IOMMU, they are always repeatable and can,
therefore, also be executed by an unprivileged attacker.

This access pattern seems to hit some internal bottleneck of the SSD.
Performing it asynchronously with maximum queue depth, reduces the
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Figure 8.5.: HMB priming and hammering on the Lexar NM790.

IOPS to 135 000. This is one firth of the advertised 680 000. This results
in less than 300 hammer accesses to the two aggressor rows per 64 ms
refresh interval.

135 000 IOPS · 64 ms
31 Dummy Accesses = 280 Hammer Accesses

Checking Asynchronous HMB Accesses. Figure 8.4 was measured
with synchronous SSD accesses to get exactly which access to the SSD
cause which HMB accesses. With asynchronous SSD accesses with large
queue depths, it is impossible to check the A bit in the IOMMU page tables
for each SSD accesses. Instead, in another thread we periodically reset all
the A bits in all page table entries mapping the HMB, flush the IOTLB
and check them again without any added delay in-between. It takes only
26 µs to check all A bits after flushing the IOTLB. We constantly see the
same HMB pages being accessed during this small interval, giving us high
confidence that the SSD is actually accessing the HMB also when we
perform the SSD accesses with large queue depths.
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Figure 8.6.: The hammer accesses from the Samsung 980. The first access to the
SSD causes many HMB accesses. Then it takes 360 accesses for the
SSD to “settle in”. Afterward, every single access to the SSD, causes
the SSD to access pages around index 3 606 and 14 854 of the HMB.

Lexar NM790.

The Lexar SSD also uses a LRU replacement policy. However, it never
accesses HMB pages that are cached on the on-chip cache. Therefore,
we have to perform on-chip cache eviction. We also use sequential SSD
accesses to prime the HMB and then access two specific SSD pages to
hammer the HMB and in-between accesses to other SSD pages to evict
the on-chip cache. Figure 8.5a shows the priming and hammer accesses.
Because the Lexar SSD’s HMB state cannot be “reset” by simply sleeping,
the HMB priming does not start from zero. This gives us less control over
what exactly is hammered and also how many pages are accesses for the
hammer accesses. As shown in Figure 8.5b multiple pages are accesses for
each aggressor. We find that the on-chip cache is evicted after accessing
20 other SSD pages and achieve up to 717 double-sided hammer accesses
per refresh interval.

112000 IOPS · 64 ms
10 Eviction Accesses = 717 Hammer Accesses

Samsung 980.

The Samsung 980 does not use an LRU cache eviction policy. Neither in
the HMB nor in the on-chip cache. This helps us to achieve our fastest
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Table 8.2.: Accessing these pages on the SSD causes these HMB accesses. PageA
and PageB are 37 200 kB apart and the step-size is 1 200 kB. After
PageB +15 ·step we accesses PageA again. The accesses to 512−519
every 8th time can be seen in Figure 8.6 as the blue dots at the
bottom.

Accessed SSD Page Accessed HMB Pages
PageA 512 − 519, 3606 − 3607, 14848 − 14855
PageB 3605 − 3607, 14854 − 14855

PageA + step 3606 − 3607, 14854 − 14855
PageB + step 3605 − 3607, 14854 − 14855

PageA + 2 · step 3606 − 3607, 14854 − 14855
PageB + 2 · step 3605 − 3607, 14854 − 14855

. . .
PageA + 4 · step 512 − 519, 3606 − 3607, 14848 − 14855
PageB + 4 · step 3605 − 3607, 14854 − 14855

. . .
PageA + 15 · step 3606 − 3607, 14854 − 14855
PageB + 15 · step 3605 − 3607, 14854 − 14855

Rowhammer accesses of almost 5 000 hammer accesses per refresh interval.
On the Samsung 980 it is possible to access specific pages of the SSD, so
that each access to the SSD makes the SSD access the HMB, as shown in
Figure 8.6. Each access to the SSD causes the “hammer”-accesses in red
to the HMB.

To do this, we take two addresses, 37 200 kB apart, and access them
alternately, adding 1 200 kB after each accesses. After 32 accesses, we start
again with the initial two addresses. Table 8.2 shows the pattern of SSD
accesses and the HMB accesses they cause. This pattern leads to the SSDs
accessing the same pages in the HMB on each SSD page access, perfect
for hammering.

However, these special patterns reduce the IOPS to around 78 000 from
the advertised maximum of 500 000. But even then, if every one of these
accesses to the SSD cause an access to the HMB, we still reach close to
5000 hammer accesses per refresh interval.

78000 IOPS · 64 ms = 4992 Hammer Accesses

While our thread that checks the accessed bits asynchronously is a good
indicator of the HMB accesses from the SSD, we use a combined Row-
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Software hammers Accesses to random SSD pages

Software hammers Accesses to hammer SSD pages

500 ms Refresh Interval

Variable Fill Remaining Interval

Figure 8.7.: For the combined Rowhammer experiment, two rows are first ham-
mered from software. Within the same refresh interval, the same
rows are then hammered through the SSD’s HMB accesses.

hammer experiment to measure the real impact of the HMB accesses on
Rowhammer bit flips.

5.2. Combined Rowhammer

To measure the real Rowhammer impact of the Samsung 980’s access to
the HMB, we perform a combined Rowhammer experiment. The idea is
to combine Rowhammer accesses from software with accesses from the
SSD, as shown in Figure 8.7. During each refresh interval, we first perform
software accesses to get the DRAM victim row to an access count where
it starts to flip. Then, we fill the rest of the refresh interval with accesses
from the SSD to the HMB. By comparing the number of bit flips we get
with the targeted hammer SSD accesses we found in Section 5.1 against
the number of bit flips with random SSD accesses, we get the impact of
the targeted SSD accesses on the bit flip count.

For this experiment, we use an Intel Core i9-9900K for two reasons. It
is well known how to hammer on older generation Intel CPUs, and it
supports changing the DRAM refresh interval tREFI in the BIOS. The
disadvantage of the Intel CPU is that it does not set the A bit in IOMMU
page table entries.

Getting HMB Access Info on Intel CPUs.

There is one other, much more tedious way, to get the accessed HMB
pages without the A bit. We just want to ensure that the SSD still accesses
the same HMB pages as it did with the AMD CPU. We unmap the HMB
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Figure 8.8.: The number of bit flips when combining Rowhammer accesses from
software with accesses to the HMB. The HMB accesses have no
measurable impact on the bit flip count. At high conventional hammer
access counts it even reduces the bit flip count significantly.

pages in question by clearing the present bit in the corresponding IOMMU
page table entries. Now, when we perform our hammer SSD accesses, the
SSD tries to access the unmapped HMB page. The IOMMU raises an
interrupt and the handler prints the violating access to the kernel log,
where we can see that the SSD tried to access the expected HMB page.
However, the SSD’s DMA access fails and it locks up until a full power
cycle. Nevertheless, we confirmed that the SSD accesses the HMB pages
found in Section 5.1.

Experimental Setup.

We maximized the refresh interval to approximately 500 ms from the
default 64 ms. This increases the number of hammer accesses achievable
with the Samsung 980 to up to 38 500 per refresh interval.

We want to sweep the victim row through DRAM, to get as much bit flip
data as possible. To achieve this, without having to find more SSD page
patterns that cause HMB accesses at different offsets, we use the IOMMU
to remap pages 3 606 and 3 607. We always map the pages to physical
locations that perform double-sided Rowhammer. When remapping the
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HMB pages, we also have to copy the content to the new physical location
to keep the HMB consistent. This creates a short race condition, where
the SSD crashes sometimes. We set up a service that automatically power
cycles the computer when this happens.

After remapping the aggressor HMB pages, we start with 2 088 000 soft-
ware accesses, filling the rest with SSD accesses. The 2 088 000 take up
approximately half of the refresh interval. We hammer the same victim row
6 times, randomized 3 times with random SSD accesses and 3 times with
our targeted SSD accesses, always resetting the victim data in-between,
by writing the inverted binary data from the above aggressor row into
it. Then, we reduce the software accesses by 15 % and hammer the same
victim row again. We repeat this 12 times, down to 349 000 software
accesses. Finally, we go to the next victim row, remap the aggressor HMB
pages, and start again with 2 088 000 software accesses.

Results.

Figure 8.8 shows the results from the combined Rowhammer experiment.
The bar hight shows the number of bit flips with either random accesses
to the SSD or the hammer accesses to the SSD. The percentage above the
bars shows the change with the hammer accesses. We measured 19 432 bit
flips in total.

There is a small but clear increase in the number of bit flips with the SSD’s
hammer accesses. Over all numbers of software hammers, the increase in
bit flips is 3.4 %, from 9 555 to 9 877. This shows that the SSD’s accesses
to the HMB do actually hammer the DRAM.

Hammer Effectiveness. We can compute the effectiveness of the SSD’s
HMB hammers. Using the bit flip counts with random SSD accesses from
Figure 8.8, we can calculate that an increase of 1 000 software accesses,
increases the bit flip count by 1.8 on average. Now we can calculate by
how much the SSD HMB hammers increase the bit flip count. For this we
look at the results with 1 089k software accesses.

1 089k software accesses take approximately 130 ms, leaving 370 ms for the
SSD accesses to the HMB within one refresh interval. The SSD hammers
with 78 000 IOPS for these 370 ms, causing HMB 28 860 accesses.
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At 1 089k software accesses, we measured 436 bit flips with random SSD
accesses and 491 with hammer SSD accesses, an increase of 55 bit flips or
13 %. Knowing that 1 000 software accesses increases the bit flip count by
1.8, we calculate the equivalence of SSD accesses to the HMB to software
accesses.

1000 software accesses
1.8 bit flips · 55 bit flips = 30556 equivalent hammer accesses

The SSD causes 28 860 HMB accesses, meaning that the SSD’s HMB
accesses are equivalent to software acesses.

Discussion. This show clearly that the SSD can hammer the DRAM
through the HMB very effectively. However, the IOPS and, therefore, the
access count is not high enough to induce bit flips without additional soft-
ware accesses. There is currently no threat model where an unprivileged
attacker could get access to the memory where the HMB is mapped to
perform additional software accesses. Furthermore, we used the IOMMU
to map two HMB pages to exact locations to perform double-sided Row-
hammer.

6. Mitigations

In this section, we show that the HMB can easily be disabled on Linux to
mitigate these attacks and discuss the impact of state-of-the-art Rowham-
mer mitigations on HMB Rowhammer.

Disabling the HMB. The HMB is specified as an optional feature for
the SSD: “The controller shall function properly without host memory
resources.” [28]. The only downside is a reduced performance, as shown by
previous work [15, 16, 17, 18]. On Linux the HMB can be turned off for
all SSDs attached to the system with the kernel command-line parameter
max host mem size mb=0 [23].

Existing Rowhammer Mitigations. Modern DDR4 and DDR5
DRAM comes with on-die Rowhammer mitigations like TRR. To evade
these mitigations, complicated access patterns are required that “confuse”
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the TRR mechanism so it tracks and refresh other dummy rows instead
of the actual victim row [7, 11]. To perform these access patterns, high
timing accuracy as well as synchronization with refreshes is important.
Additionally, Kang et al. [14] showed that modern Intel CPUs also contain
a undocumented Rowhammer mitigation that can only be evaded by
hammering multiple banks simultaneously. This means, that while only a
few thousand accesses to the actual attacker rows are sufficient on modern
DRAM, overall, the whole access pattern to actually cause bit flips on
modern system still consists of many more accesses. Currently, we do
not see a possibility to achieve the high number of required accesses, to
the many different rows, synchronization with refreshes, and hammering
multiple banks simultaneously when using HMB hammer.

7. Conclusion

Rowhammer is a long standing security vulnerability. Although, there is
countless research on attacks, only very few works looked into the risk
coming from devices peripheral to the CPU that can also access the DRAM.
This work is the first one that analyzes the SSD as a potential victim or
confused deputy attacker of a Rowhammer attack. With the introduction
of the HMB feature, NVMe SSD can access the DRAM through DMA to
cache FTL translations. We show that bit flips in the HMB are unlikely
to lead to privilege escalation attacks but can force a system to power
cycle or even break hardware. We also show how our tested SSDs can be
coerced into accessing the HMB with a high frequency. On the Samsung
980 we achieve 5000 accesses to the HMB per 64 ms refresh interval. In the
combined Rowhammer experiment, together with Rowhammer accesses
from software, we see a clear impact of the HMB accesses from the SSD on
the bit flip count. This shows that, in theory, an SSD could hammer the
DRAM but it very unlikely on modern DRAM with active Rowhammer
mitigations.
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Understanding and Solving RowHammer. In: Asia and South Pacific
Design Automation Conference. 2023 (p. 239).

[28] NVM Express, Inc. NVM Express, rev 1.2.1. 2016 (pp. 236, 241,
244, 259).

[29] Finn de Ridder, Pietro Frigo, Emanuele Vannacci, Herbert Bos,
Cristiano Giuffrida, and Kaveh Razavi. SMASH: Synchronized
Many-sided Rowhammer Attacks From JavaScript. In: USENIX
Security. 2021 (p. 239).

263

https://elixir.bootlin.com/linux/v6.11/source/drivers/nvme/host/pci.%5C#L55
https://elixir.bootlin.com/linux/v6.11/source/drivers/nvme/host/pci.%5C#L55
https://elixir.bootlin.com/linux/v6.11/source/drivers/nvme/host/pci.%5C#L55
https://spdk.io/


[30] Anish Saxena, Gururaj Saileshwar, Jonas Juffinger, Andreas Kogler,
Daniel Gruss, and Moinuddin Qureshi. PT-Guard: Integrity-
Protected Page Tables to Defend Against Breakthrough Rowham-
mer Attacks. In: DSN. 2023 (pp. 236, 239).

[31] Michael Schwarz, Moritz Lipp, and Claudio Canella.
misc0110/PTEditor: A small library to modify all page-table levels
of all processes from user space for x86 64 and ARMv8. 2018. url:
https://github.com/misc0110/PTEditor (p. 246).

[32] Mark Seaborn. Exploiting the DRAM rowhammer bug to gain
kernel privileges. Mar. 2015. url: http://googleprojectzero.b
logspot.com/2015/03/exploiting-dram-rowhammer-bug-to-g
ain.html (pp. 236, 237).

[33] Anton Shilov. SSDs Outsell HDDs in Unit Sales 3:2: 99 Million Vs.
64 Million in Q1. 2021. url: https://www.tomshardware.com/n
ews/ssd-market-shares-q1-2021-trendfocus (p. 236).

[34] Andrei Tatar, Radhesh Krishnan, Elias Athanasopoulos, Cristiano
Giuffrida, Herbert Bos, and Kaveh Razavi. Throwhammer: Row-
hammer Attacks over the Network and Defenses. In: USENIX ATC.
2018 (pp. 236, 239).

[35] Victor van der Veen, Yanick Fratantonio, Martina Lindorfer, Daniel
Gruss, Clémentine Maurice, Giovanni Vigna, Herbert Bos, Kaveh
Razavi, and Cristiano Giuffrida. Drammer: Deterministic Row-
hammer Attacks on Mobile Platforms. In: CCS. 2016 (pp. 236,
239).

[36] A. Giray Yaglikci, Minesh Patel, Jeremie S. Kim, Roknoddin Azizi,
Ataberk Olgun, Lois Orosa, Hasan Hassan, Jisung Park, Kon-
stantinos Kanellopoulos, Taha Shahroodi, Saugata Ghose, and
Onur Mutlu. BlockHammer: Preventing RowHammer at Low Cost
by Blacklisting Rapidly-Accessed DRAM Rows. In: HPCA. 2021
(pp. 236, 239).

[37] Tao Zhang, Boris Pismenny, Donald E Porter, Dan Tsafrir, and
Aviad Zuck. Rowhammering Storage Devices. In: ACM Workshop
on Hot Topics in Storage and File Systems. 2021 (pp. 237, 243,
250, 251).

https://github.com/misc0110/PTEditor
http://googleprojectzero.blogspot.com/2015/03/exploiting-dram-rowhammer-bug-to-gain.html
http://googleprojectzero.blogspot.com/2015/03/exploiting-dram-rowhammer-bug-to-gain.html
http://googleprojectzero.blogspot.com/2015/03/exploiting-dram-rowhammer-bug-to-gain.html
https://www.tomshardware.com/news/ssd-market-shares-q1-2021-trendfocus
https://www.tomshardware.com/news/ssd-market-shares-q1-2021-trendfocus






9
The HMB Timing Side Channel:

Exploiting the SSD’s Host
Memory Buffer

Publication Data

Jonas Juffinger, Hannes Weissteiner, Thomas Steinbauer, and Daniel Gruss
The HMB Timing Side Channel: Exploiting the SSD’s Host Memory Buffer
In: DIMVA 2025

Contributions

Main Author.

267





The HMB Timing Side Channel: Exploiting the
SSD’s Host Memory Buffer

Jonas Juffinger, Hannes Weissteiner, Thomas Steinbauer,
Daniel Gruss

Graz University of Technology, Graz, Austria

Abstract

Over the past three decades, cache side channels evolved from specialized
attacks on cryptographic implementations to generic techniques (e.g.,
Flush+Reload and Page Cache Attacks) on general-purpose operations.
During the last decade, SSDs became the de facto standard persistent
storage, where capacity is not the highest priority.

In this paper, we present a novel cache side channel, targeting the host-
memory buffer (HMB) used by mid-range SSDs to cache translations from
logical page addresses to physical page addresses.

We demonstrate that, compared to page cache attacks, our attacks are
significantly faster as we can evict reliably in only 22 ms. Consequently,
we propose a hybrid attack, using the slow page cache eviction as little as
possible and using the HMB side channel for our main attack. We evaluate
the HMB side channel in four practical attacks: First, we evaluate the
capacity of the HMB side channel in a covert channel scenario, achieving up
to 8.3 kbit/s channel capacity. Second, we demonstrate a UI redress attack
using the HMB side channel, where the fake UI element covers the real
one within 100 ms. Third, given that multiple pages from different security
contexts are translated through the same HMB entry, we demonstrate
blind templating attacks, that allow to spy on accesses to arbitrary other
files whose translation is co-located in the same HMB entry. We use this
to demonstrate a cross-VM covert channel and a remote side channel
where an unprivileged process without network access exfiltrates data to a
remote system over the network, through the HMB side channel by using
an nginx web server as a confused deputy.
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9. HMB Timing Side Channel

1. Introduction

The performance of modern systems is fundamentally limited by memory
latency. Caches play a central role in modern systems to alleviate this
bottleneck. However, while they reduce the latency of accesses to recently
or frequently accessed memory, this latency difference can also be exploited
in so-called side-channel attacks, at the beginning, mainly on cryptographic
implementations [1, 10]. Later, generic techniques like Prime+Probe [18] or
Flush+Reload [25] enabled cache side-channel attacks on general-purpose
computations [5, 6].

Despite the growing popularity and the increasing performance of SSDs,
they have received relatively little attention in terms of side-channel re-
search. Liu et al. [14] studied the now-discontinued Intel Optane, which
has several caches introducing distinct timing differences. Two works fo-
cused on SSD covert channels with attacker-controllable FPGAs reaching
< 1 bit/s [4, 24]. Recently, Juffinger et al. [9] demonstrated that contention
on commodity SSD can be exploited to build covert channels with over
1 kbit/s transmission rate and website fingerprinting with over 90 % ac-
curacy. While page cache attacks also leak spatial information and can
be faster [6], they were partially mitigated recently [22], reducing the
temporal resolution to one measurement within several seconds due to the
high cost of eviction, e.g., of a multi-gigabyte page cache. In concurrent
work, we discussed the negative result of performing a Rowhammer attack
through the HMB and the effect on bit flips on the HMB [8].

In this paper, we present a novel cache side channel, targeting the host-
memory buffer (HMB) [17] used by mid-range SSDs to cache translations
from logical to physical page addresses. We investigate four different SSD
models supporting the HMB feature and reverse-engineer how these SSDs
use it. Our investigations show that the HMB operates either full- or
set-associatively, translating contiguous blocks of multiple megabytes of
memory. We demonstrate how an attacker can observe the HMB state and
how they can evict the HMB through accesses to arbitrary files. As a result,
we obtain a side channel with a spatial resolution of a few megabytes, low
compared to the 4 kB of page cache attacks [6].

However, our HMB attack is significantly faster as we can evict the HMB
in only 22 ms or less. Additionally, we demonstrate how we can use the
unprivileged FIEMAP ioctl system call to effectively increase the spatial
granularity of a few megabytes to the 4 kB of page cache side channels
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by using the page cache to our advantage. Consequently, we propose a
hybrid attack, using the slow page cache eviction as little as possible and
the HMB side channel for our main attack.

We evaluate the HMB side channel in four practical attacks: First, we
evaluate the capacity of the HMB side channel with an inter-process covert
channel, achieving up to 8.3 kbit/s. Second, we demonstrate that we can
monitor disk accesses to files on the SSD. We exploit this side channel
in a UI redress attack using the HMB side channel within 100 ms. The
goal of a UI redress attack is to detect when a program starts and then
cover it with a fake UI element to, e.g., steal an entered password. Even
without any sharing of files or memory, we can exploit that multiple SSD
pages from different security contexts are translated through the same
HMB entry in blind templating attacks. Third, we show a covert channel
between virtual machines with up to 7.1 bit/s. Finally, we demonstrate a
remote side channel where an unprivileged process without network access
exfiltrates data to a remote system over the network with up to 8.9 bit/s,
by exploiting nginx as a confused deputy.

In summary, the contributions are as follows:

• We are the first to analyze the host memory buffer for potential side
channels and reverse engineer the behavior of different implementations.

• We show that differences in the access latency leak information about
recently accessed pages that can be measured with very high accuracy.

• We present a novel blind templating attack that also works if the
attacker has no read rights to the target files.

In Section 2, we provide background information on cache timing side
channels and SSDs. In Section 3, we describe the HMB side channel and
reverse-engineer how the SSDs use the main memory and how the HMB
can be evicted. In Section 4, we evaluate the HMB side channel in attacks
on accessible files, showing that yields a significantly higher performance
than current page cache attacks. In Section 5, we demonstrate that even
without accessible files an attacker can mount a blind templating attack
using the HMB side channel. We discuss countermeasures in Section 6.
We conclude in Section 7.
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2. Background

In this section, we provide background on cache timing side channels, SSDs
and flash memory, the flash translation layer and host memory buffer.

Cache Timing Side Channels.

Caches are used in computers to store data that is likely to be accessed
soon, to decrease the delay of these accesses. They are both, faster and
smaller, than the main memory they cache data from. Due to this smaller
size, they cannot store all the data from the main memory but only a
small subset at any given time.

Caches introduce execution timing differences based on the current cache
state. This effect is exploited in cache timing side-channel attacks like
Prime+Probe [13, 18] or Flush+Reload [25]. While these techniques have
mainly been shown on CPU caches, they also can be applied to other
caches [6, 23]. Gruss et al. [6] demonstrated the that flush- and eviction-
based attacks on the OS page cache are possible. The page cache buffers
data from the disk, in blocks of pages. However, as also reported by
Schwarzl et al. [22], the interfaces exploited by Gruss et al. [6] are now
more restricted.

Solid State Drives and NAND Flash Memory.

Solid state drives (SSDs) are persistent storage devices that use NAND
flash memory to store data. They are faster than hard disk drives (HDDs),
the number of random input output operations per second (IOPS) is
magnitudes higher.

NAND flash memory restricts how data can be written. While data can
always be read, settings bits to 1 (erasing) uses a different process than
setting bits to 0 (programming). Erased memory stores all 1’s, data is
then written by setting bits to 0. Typically, the read and programming
size is 512 B, 2 048 B or 4 096 B, called a page. Erasures happen in blocks
of 32, 64 or 128 pages and take much longer. Flash memory has only a
limited number of program-erase cycles. To wear out all blocks equally,
the SSD controller performs wear-leveling.
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Flash Translation Layer. Wear-leveling and other performance opti-
mizations cause the data on an SSD to be scattered. Therefore, a persistent
translation layer is required that translates the logical page addresses,
the ones seen by the operating system, to the physical page addresses of
actual storage locations.

If the FTL was only stored in the flash memory, every read would incur
an additional read. Therefore, SSDs employ different caches for their
FTL. Budget SSDs only have a small on-chip cache in the SSD controller.
“Pro”-level SSDs contain a DRAM chip that is large enough to hold the
entire FTL. Mid-range SSDs can use a feature called Host Memory Buffer
as a trade-off.

Host Memory Buffer (HMB). HMB is an NVMe feature that allows
SSDs to request main memory from the operating system [17]. The SSD
can then access the HMB through direct memory accesses (DMA) over
PCIe and cache parts of the FTL there. DMA accesses to the main memory
over PCIe are slower than accesses to an integrated DRAM but faster
than accessing the flash memory for each FTL entry. The HMB is not
large enough to store the whole FTL.

HMB Prevalence.

Overall, the HMB feature is not uncommon. We used techpowerup’s SSD
database [3] containing 869 SSDs from 109 manufacturers to understand
the prevalence of the HMB feature in SSDs. Of these 869 SSDs, 694 use
the PCIe interface. 37 % or 255 of all PCIe SSDs do not have a DRAM.
Of these DRAM-less PCIe SSDs, 97.6 % or 249 support the HMB feature.
This shows that the feature is very prevalent in DRAM-less SSDs, as it
enables a performance gain at almost no cost.

FIEMAP Ioctl.

The file extent map (FIEMAP) system call allows unprivileged processes
to retrieve the “physical” block addresses of all fragments of a file [12].
In this case, “physical” correspond to the logical block addresses of the
SSD as seen by the operating system that are then translated to the real
physical addresses using the FTL.
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Table 9.1.: The SSDs used in our experiments.

SSD Model PCIe Revision Size HMB Size
A Samsung 990 EVO 4.0 2 TB 64 MB
B Lexar NM790 4.0 2 TB 40 MB
C Samsung 980 3.0 1 TB 64 MB
D Western Digital Blue SN550 3.0 1 TB 32 MB

Logical SSD
BlocksFile X A1 File Y A2

Access caches
translation

Cached
fast access

Uncached
slow access

HMB Translation Range HMB Translation Range

Figure 9.1.: Working principle of the HMB. An access to file X caches all logical-
to-physical translations within a specific storage range in the HMB,
including the translation for the page containing file fragment A1.
Therefore, a subsequent access to X or A1 is faster than an access to
Y or A2.

3. The HMB Side Channel

The HMB caches recently used logical to physical translations of the SSD
to reduce the access latency to the corresponding pages. We show that
access latency differences are measurable and give an attacker valuable
information about recently accessed pages on the SSD. In this section,
we reverse-engineer the basic functionality of the HMB of four different
SSDs and show that the HMB introduces a timing side channel that is
observable from user space. Table 9.1 shows the SSDs we used for our
experiments throughout the paper. Figure 9.1 shows the basic working
principle of the HMB side channel. It shows an SSD’s logical storage space
as seen by the operating system and its file system driver. After accessing
file X, the logical to physical translation to the SSD pages that contain file
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3. The HMB Side Channel

X but also to the file fragment A1 are cached in the HMB. This decreases
the subsequent access time to X and A1 while the access to the uncached
pages containing file Y or fragment A2 are slower.

3.1. Reverse Engineering HMB Usage

In this section, we reverse engineer how the different SSDs use the HMB
to cache their translations as shown in Figure 9.2. We use the IOMMU of
a AMD Zen3 Ryzen 7 5800X to observe the accesses from the SSD to the
HMB with 4 kB page granularity, similar to Juffinger et al. [8].

Samsung 990 EVO. The Samsung 990 EVO splits the 64 MB HMB
into four independent 16 MB cache sets, as shown in Figure 9.2a. After
accessing 66 GB of data, or 17 million pages, sequentially, the HMB is
filled with translations. Afterwards, the SSD controller starts replacing
the least recently used (LRU) translations. Bits 14 and 15 of the logical
block address select a set.

A lot less random accesses are required to fill the HMB, as shown in as Fig-
ure 9.2b. This is because a single access also prefetches many translations
of surrounding pages, filling the HMB. There are also seemingly random
HMB accesses in-between the linear patterns. These HMB accesses come
from accesses to addresses within an already cached HMB translation
range. To get size of these prefetches, we build an experiment where we
access an addresses and then measure the cache state of a neighboring
addresses with increasing distance. This shows that up to 15 360 pages, i.e.,
translations to 60 MB of data, are cached at once. After 12 000 accesses
in Figure 9.2b, we only access addresses of set 2 by fixing bits 14 and 15
of the logical block address to 10.

When the SSD is not accessed for 100 ms, it resets the HMB state. After-
wards, each cache set is again filled from the first page and all previously
cached translations are not used anymore. The SSD seems to enter a low
power state after 100 ms but we cannot think of a reason why this resets
the HMB state.

Lexar NM790. The Lexar NM790 also uses LRU cache eviction, as
shown in Figure 9.2c. It also uses two cache-sets, but differently than the
Samsung 990 EVO. Both cache sets can occupy every page of the HMB,
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(a) A: Sequential SSD accesses causes a linear pattern of HMB accesses. The
HMB is split into four sets.
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(b) A: Random SSD accesses show the linear pattern plus “random” accesses to
the HMB.
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(c) B: Sequential and random (shown) SSD accesses show two LRU patterns.
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(d) C: Sequential and random (shown) SSD accesses show a pattern to specific
offsets at the start and end of the HMB range.

0 200 400 600 800
0

4096

8192

1,000

Accessed SSD Page

H
M

B
Pa

ge

(e) D: Sequential and random (shown) SSD accesses show no particular pattern.

Figure 9.2.: The accesses from the SSD to the HMB caused by accesses to the
SSD. The four SSDs behave very differently.

but they seem to use an individual LRU counter. Bit 25 of the logical
SSD address defines the set. We find in Section 3.3 that accessing only
addresses of a single set greatly increases variance in the access timings.
So it seems like these two sets enable some sort of load balancing in the
SSD.

Samsung 980. The Samsung 980 does not show a clear usage pattern
like the Samsung 990 EVO or Lexar NM790, neither ith sequential nor
random accesses, as shown in Figure 9.2d. Most parts of the HMB were
only used very sparsely. The Samsung 980 also resets the HMB state after
100 ms.
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WD Blue SN550. This SSD splits the HMB into two distinct parts,
as shown in Figure 9.2e. Every translation consists of two HMB accesses.
One to the lower part, between HMB pages 48 and 488 and the other
to the upper part above HMB page 1255. We think that the lower part
contains a cache directory to store which translations are stored in the
upper part of the HMB. The other SSDs seems to store this directory in
the SSD controller, requiring more memory.

3.2. Cache Timing Differences

In this section, we show that the timing differences caused by the HMB
cache are measurable and clearly distinguishable by user space applications,
see Figure 9.3. We start by measuring with direct access to the block device
and verify that we can also distinguish the cache levels when accessing
files as an unprivileged user.

For this experiment, we first “reset” the HMB state by accessing 50 000
random pages of the SSD. Then we access 500 additional random pages
and store their addresses. As the translations to these addresses are now
cached in the HMB, we put them in our “HMB cached” set. The last NC of
those, we put in the “on-chip” set. With the sets initialized, we randomly
choose between accessing a random, very likely uncached page, a random
page from the HMB set or a random page from the “on-chip” set. We
repeat these access 200 times and continuously update the sets of HMB
cached translations by adding all new performed uncached accesses and
the “on-chip”-set by always keeping the last NC accesses in this set. The
size NC is only an estimate for the on-chip cache size because knowledge
of the exact size is not required for our attacks.

Samsung 990 EVO. Figure 9.3a shows the timing histogram. The
timings are separated by 50 µs with a threshold between uncached and
HMB cached accesses of 125 µs. The on-chip cache has an approximate
size of NC = 150 entries.

Lexar NM790. Figure 9.3b shows the timing histogram. The cached
accesses are still clearly separated from the uncached accesses with a
threshold of 100 µs. The on-chip cache is smaller with an approximate size
of only NC = 40 entries.
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(d) D when accessing each page twice.

Figure 9.3.: The timing differences between a translation cached on-chip, cached
in the HMB and an uncached translation are clearly distinguishable
on our SSDs.

Samsung 980. Figure 9.3c shows the timing histogram. The timings
are again very clearly separated with a threshold of 130 µs. The Samsung
980 has a very small on-chip cache NC ≈ 5.

WD Blue SN550. 9.3d show the timing histograms when accessing
every page twice. Almost no translations are cached, when performing the
experiment like on the other SSDs by only accessing each page once. With
two accesses, translations get cached but there are still many uncached
timings for recently accessed pages.

Unprivileged File Access. While we measured the histograms shown
in Figure 9.3 by directly accessing the block device, we verified that we
measure the same timings when accessing files as an unprivileged user. As
already shown by Juffinger et al. [9], the overhead from the file system is
negligible.

3.3. HMB Eviction

Measuring the HMB state of a target file is destructive. After the read, the
translation is cached and has to be evicted again quickly. In this experiment,
we find the minimum number of accesses required to evict the HMB. To
do this, we read a random page from the SSD, caching the translation in
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(d) No eviction on SSD D.

Figure 9.4.: Eviction with accesses to random pages of the SSD.

the HMB. Then we access an increasing number of pages, either randomly
or sequentially. For the sequential accesses, we do not access directly
neighboring pages but pages with a stride length of one HMB translation
range. We use io uring to submit the reads asynchronously to maximize
IOPS. Finally, we access the randomly selected page again and measure
the access time. Based on the thresholds from Section 3.2, we know if the
page was evicted or not.

Samsung 990 EVO. Figure 9.4a shows eviction with random accesses
to all or one cache set. When accessing random addresses, 4 000 accesses
are required to evict a translation from the HMB. This takes on average
45 ms. However, due to the four sets, a more targeted eviction is possible.
By only accessing addresses that fall in the same set as the target, with
bits 14 and 15 matching, the eviction only requires 1 000 accesses and
takes on average 22 ms.

When accessing the SSD sequentially, 17 million accesses are required to
evict the HMB. Our hypothesis is, that sequential accesses are optimized
to not pollute the HMB with translations only used once. Translations
evicted from the on-chip cache could, e.g., be dropped instead of being
moved to the HMB.

Lexar NM790. Figure 9.4b shows eviction with random accesses to all
or one cache set. It takes at least 1 150 random disk accesses, which takes
on average 11 ms. When only accessing the same cache set as the target
is in, by fixing bit 25, the eviction time is halved to 530 accesses (6 ms).
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However, when only accessing addresses from the same cache set, there is
a significantly higher variance in the access timings: σ = 29.5 vs σ = 15.7
when accessing both sets, n = 1000.

Samsung 980. On the Samsung 980 it takes around 15 000 random
accesses (340 ms) to evict a translation from the HMB, as shown in
Figure 9.4c. Sequential accesses, even for over 20 s, only very infrequently
evict the target from the HMB.

WD Blue SN550. We did not manage to reliably and quickly evict a
translation from the HMB on the WD Blue SN550 with neither sequential
nor random accesses, as shown in Figure 9.4d. Even when accessing more
than a 100 000 pages, multiples times each, for over a second, our target
page translations was still fast. Our hypothesis is, that the SN550 can
store more detailed translations due to a bigger directory. We show in
Section 3.1 that the SN550 accesses the lower 2 MB of the HMB for every
translation, hinting its usage as a directory. While other SSDs store their
directory on the controller, they only store translations of large blocks of
addresses in the HMB. Storing translations of only small blocks, maybe
even in page granularity, makes eviction very tedious.

4. Attacks On Accessible Files

In this section, we show a covert channel and a UI redress attack. In this
threat model, the attacker has read permissions for the file they want to
observe. This means that the attacker can measure the translation cache
state of the file they want to observe directly by reading it. We show a
covert channel between processes that share access to files in /usr and
other shared directories in Section 4.1. The covert channel reaches up to
8.3 kbit/s. In Section 4.2, we show a UI redress attack that can detect
when pkexec is started with a high accuracy.

As we could not reliably evict the HMB of the WD Blue SN550, we are
not further evaluating our attacks with it.
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Cache Eviction. The big advantage of the HMB side channel over
the page cache side-channel is that evicting the HMB is a magnitude
faster while causing no memory pressure. Gruss et al. [6] managed to evict
the page cache in 149 ms, while it took Juffinger et al. [9] 347 ms with
lower memory pressure. Evicting the HMB takes only 22 ms or less on the
Samsung 990 EVO and Lexar NM790. This enables a higher sampling
rate for more accurate attacks and smaller blind spots. For even faster
eviction on the Samsung 990 EVO or Lexar, the attacker needs to know
the cache set of the victim file. For this, we use the unprivileged FIEMAP
ioctl to get the physical mappings of the file on the disk.

If the target we want to observe is in the page cache, we have to evict it.
This is once at the beginning and then only after the event we monitor,
like the execution of a binary, actually happens. We perform our HMB
timing measurements with O DIRECT to not load the target into the page
cache.

Preventing False Positives. Due to the design of the HMB, multiple
translations are cached together in what we call the HMB translation
range. While we exploit this in blind attacks in Section 5, they can cause
false positive measurements. A false positive happens if not our target
file is accessed and its translation therefore cached in the HMB, but any
other file that is in the same HMB translation range. We can reduce the
chance of this happening with the help of the page cache.

Again, with the unprivileged FIEMAP ioctl, we can get all files we have read
permissions for that are in the same HMB translation range. On a not
strongly fragmented file system, the chance that we have the permissions
to read neighboring files is high. If our target is, for example, a binary
or library file, they probably reside next to other binary or library files
which are typically readable on Linux. After learning which files could
cause fault-positive measurements, we read them to load them into the
page cache. Therefore, every other program reading any of these files does
not access the SSD but gets the file served from the page cache. We then
add these files to our page cache eviction set, so they are not evicted when
we have to evict our target file from the page cache.
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Table 9.2.: All covert-channel results.

Threat SSD # Co- Transmission Bit Error Channel
Model Locations Rate Rate Capacity

Process A 256 4.4 kbit/s 3.9 % 3.3 kbit/s

(Section 4.1) B 512 8.8 kbit/s 0.7 % 8.3 kbit/s
C 256 594 bit/s 1.4 % 532 bit/s

Virtual Machines A 1 7.1 bit/s 0 % 7.1 bit/s

(Section 5.1) B 1 1.9 bit/s 0 % 1.9 bit/s
C 1 1.7 bit/s 0 % 1.7 bit/s

Remote A 1 10 bit/s 1.5 % 8.9 bit/s

(Section 5.2) B 1 4 bit/s 3.0 % 3.2 bit/s
C 1 2.7 bit/s 0.9 % 2.5 bit/s

4.1. Covert Channel Across Processes

In this section, we show a covert channel across processes that can transmit
data with up to 8.3 kbit/s, as shown in Table 9.2.

Threat Model.

Two processes are on the same machine without any means of communi-
cation. They have access to a shared set of files, e.g., in in /bin, /lib or
/usr and a precise clock source like rdtsc or clock gettime. If no process
has access to enough files to evict the HMB, at least one of the processes
must be able to create a file for HMB eviction. No other privileges are
required.

Implementation.

The basic idea is to find a set of files both processes have access to and use
each file to transmit a bit of the message. This enables for the transmission
of multiple bits per time slice and HMB eviction. For this to work, two
requirements for these files must be met: First, each file used for the
transmission must be in its own HMB translation range, so they are all
independent of each other. Second, the two processes must agree on the
files used for the transmission and the order of these files.
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File Independence. If two files used to transmit individual bits were
in the same HMB translation range, setting one bit would always also
cache and, therefore, set the other bit. We use the unprivileged FIEMAP
ioctl to get the physical block location of each file on the disk. The sender
and receiver can then select files that are spaced out enough on the disk.
Large or fragmented files can also be used to transmit multiple bits if they
span multiple HMB translation ranges. We do not perform false positive
prevention for our covert channel.

File Selection and Order. Both, the sender and receiver must use the
same files in the same order to transmit the message. To achieve this, we
only use files that are world readable, if a file is readable due to owner
or group permissions, it is not used. To use the files in the correct order,
we lexicographically order the full file paths and then randomize them
with a seed known to the sender and receiver. The randomization ensures
that we do not perform too many sequential accesses during transmission
which could trigger HMB optimizations of the SSD.

Transmission. The sender and receiver open the files with the O DIRECT
flag to evade the page cache. With both processes sharing a precise clock
source, we can use a time-sliced approach like prior work [4, 9, 13, 19, 24].
This means that the transmission is divided into time slices known to the
sender and receiver.

In the first time slice, the sender accesses all files corresponding to 1-bits,
to cache their translation. We use two files per bit. In the next time slice,
the receiver accesses the files and records slow timings from both files as
a 0 and one or two fast timings as a 1. The third time slice is used by
the sender to evict the HMB. Sender and receiver can swap their roles for
bi-directional communication.

We use io uring for asynchronous accesses for sending, receiving, and
eviction. While asynchronous accesses are considerably faster, issuing them
too fast can cause contention in the SSD [9], slowing down the accesses
and interfering with our cache timing measurements. Therefore, we find
the optimal delay between the measurement (receive) accesses for all three
SSDs. We also had to add a shorter delay between the sending accesses.

We record the raw transmission rate and bit-error rate to compute the true
channel capacity, the maximum transmittable information over a noisy
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channel. A bit-error ratio of 0 or 1 corresponds to a perfect transmission;
0.5 means no information was transmitted. We use the binary symmetric
channel model to compute the true channel capacity T as T = C · (1 +
(1 − p) · log2(1 − p) + p · log2(p)) where C is the raw transmission rate and
p the bit-error rate.

Results.

All results are shown in Table 9.2. On the Samsung 990 EVO we transmit
128 bits using 256 files, reaching a raw transmission rate of 4.4 kbit/s
with a 3.9 % bit error rate, resulting in a channel capacity of 3.3 kbit/s.
We use a 10 µs delay between the send accesses and 50 µs between the
measurement accesses. We only access SSD pages in a single set to make
the eviction four times faster.

On the Lexar NM790 we got an even lower error rate while doubling the
number of files used for the transmission to 512. With them, we transmit
256 bits per time slice for a raw transmission rate of 8.8 kbit/s with a bit
error rate of 0.7 %. This results in a channel capacity of 8.3 kbit/s. The
raw transmission rate is not only increased by the larger number of files
used, but also by the smaller required delays between the send and receive
accesses, 3 µs and 20 µs respectively. This enables us to access all 512 files
for sending and receiving, in the same time, we can send and receive 256
files on the Samsung 990 EVO. We use SSD pages from both cache sets.
Using a single set increased the variance of the timing measurements and
the error rate, decreasing the channel capacity.

The very slow eviction that takes over 350 ms on the Samsung 980, makes
its covert channel considerably slower. Accessing the 256 files for sending
and receiving takes up only 15 % of each time slice. However, the bit error
rate is also very low with only 1.4 %. With a raw transmission rate of
594 bit/s, this results in a channel capacity of 532 bit/s.

4.2. Authentication UI Redress Attack

In this section, we show that we can detect when a file is accessed on the
disk with high accuracy. We use this for a user-interface redress attack [2,
6, 20]. In an UI redress attack, the attacker waits for a program to be
started to then draw their own fake window over the genuine one. In our
example, we detect the start of pkexec to steal the password of the victim
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user. pkexec displays a password promt to execute GUI applications
with super user privileges. For this to work well, the latency between the
genuine drawn and the fake window drawn over it must be small. The
short eviction time of our HMB side channel enables this low latency
detection. It takes at most 100 ms to detect the start of pkexec.

False Positive Prevention.

To prevent false positives, which would be strange for the victim and could
make them suspicious, we load the other files in the same HMB translation
range in the page cache. To test the viability of this approach, we use a
privileged user to find all co-located files for both a 2 MB and a 60 MB
HMB translation range. In the 2 MB surrounding /usr/bin/pkexec find
that all 15 co-located files are in /usr/bin. All of these files are readable by
a user without elevated privileges. In the 60 MB range, we find 1 969 files.
Constantly keeping all of these files in the page cache is time consuming.
We therefore exclude files that are unlikely to be read, like man files
for other locales (e.g., /usr/share/man/id/man1/), firmware images in
/lib/firmware/, or /lib/x86 64-linux-gnu/fwupd-plugins-5/. This
leaves us with 793 files, overall 46.5 MB large, to keep in the page cache.

Some of these files are log files. Keeping them in the page cache does not
prevent disk accesses if the file is written. To prevent false positives from
writes, we check the last modification date of all of our 793 files when we
measure a HMB cache hit. If one or more of the files where written in the
last few seconds, we count the cache hit as a false positive.

Implementation.

We implement a page cache eviction algorithm similar to Gruss et al.
[6]. However, we only have to perform page cache eviction once at the
beginning of the monitoring to evict pkexec. We, additionally, perform
page cache eviction every minute because our monitoring could miss an
execution of pkexec due to the blind spot during HMB eviction.

In the monitoring loop, we start by sleeping for 100 ms, during this time
pkexec could be executed. This means that it takes us at most 100 ms to
detect the execution of pkexec. During this sleep interval the Samsung
SSDs require periodic reads to keep the HMB active and preserve the
HMB state, we perform one 4 kB read each millisecond. Then, we perform
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our measurement by reading the first page of pkexec. Our attacks also
works by reading a co-located file like ping. It could be less suspicious if
a program opens ping instead of pkexec.

Performing the measurement caches the translation in the HMB. This
creates a blind spot until the HMB is evicted. For the Samsung 990 EVO
and Lexar NM790 we know the correct cache set, because we know the
physical block address from FIEMAP. This enables quick HMB eviction.

Results.

On the Samsung 990 EVO SSD the eviction takes on average 23.2 ms (n =
1000, σ = 0.18 ms). This means that one whole measurement window takes
100 ms + 23.2 ms = 123.2 ms. In this window, we are blind for 23.2 ms
or 18.8 %. This is a trade-off between the relative size of the blind spot
and the time it takes at most to detect the execution of pkexec. On the
Lexar NM790, the eviction takes only 6 ms resulting in a blind spot of
only 6 %. We chose a sleep duration of 100 ms, because this means that
with a 30 fps screen we are at most 3 frames too late to draw our window
over the pkexec window.

Because our attack process sleeps a lot and also block device accesses are
not CPU intensive it, does not cause easily noticeable CPU usage. The
attack causes on average 3.3 % CPU usage and 32 MB/s disk usage.

The slow eviction on the Samsung 980 takes approximately as long as
page cache eviction. This defeats the main advantage of the HMB side
channel over the page cache side channel, making the page cache an easier
and more portable attack target.
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5. Blind Attacks

In this section, we show how attacks can be performed if the attacker does
not have read permissions for the files it wants to observe. Because the
attacker cannot read the file it cannot use the FIEMAP ioctl to get the exact
mappings of the file on the disk. Therefore, we fall back to a templating
approach, where the attacker learns which parts of the attacker file are
in the same HMB translation range as the victim files. We first show a
covert channel between two virtual machines in Section 5.1, reaching up
to 7.1 bit/s. In Section 5.2, we show how an attacker can exploit nginx
as a confused deputy to build a remote covert channel over the network.
This covert channel reaches up to 8.9 bit/s. For both covert channels, we
only use a single file for transmission, for simplicity, instead of the 256
and 512 for the process covert channel.

5.1. Covert Channel Across Virtual Machines

In this section, we show a covert channel between two virtual machines.
We achieve up to 7.1 bit/s on the Samsung 990 EVO.

Threat Model.

Two unprivileged processes are inside two virtual machines. They want
to communicate because, e.g., one process wants to transmit a secret
to the other one. The processes have no means of communication. Both
processes have the permission to create files on their system. They also
have a access to a shared clock. The VM disk is not cached on the host,
as recommended, for example, by Red Hat [7]. To enable repeated tries to
co-locate, the VM disk must also be configured with TRIM support or
even better, with automatic trim when zeros are written [11]. We run our
experiments on KVM with libvirt.

Implementation.

For this attack to work, we need HMB co-location between the VM disks
for one VM to be able to influence the cache state of the other.
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HMB Translation Range

(a) Step 1: Initial disk layout of sender
and receiver files.

Pages of VM1

(b) Step 2: After the sender accesses
the whole file, the receiver gets all
pages with cached timings: .

B I T 0

B I T 1 B I T 2

Pages of VM2

(c) Step 3: In the final step, the sender
gets its pages with cached timings.

Figure 9.5.: The algorithm used to find all pages within the sender and receiver
files that are in one HMB translation range. With five overlapping
pages, five bits can be transmitted in one time slice.

Co-Location. The communicating parties previously agree on a time
when they start their covert communication. At the respective time, sender
and receiver create a file containing random data. We assume that the
operating system in the virtual machine, periodically uses TRIM to return
unused disk space to the host, this is the default behavior, e.g., in Ubuntu.
Therefore, the disk files of both virtual machines are sparse and grow with
the created files, causing fragmentation and interleaving of the disk files.

We find to achieve maximum fragmentation and most overlaps between
the two VM disk by writing in a three step process. In each VM, we
write a 16 kB block, flush it to the disk using the ‘sync‘ syscall and finally,
punch a hole into this block, keeping only the first 4 kB. We repeat these
three steps until we wrote between 50 MB and 200 MB. The steps are not
synchronized between the VM.
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Figure 9.6.: Timing histogram measured from within a VM on SSD C (Samsung
990 EVO). It seems like libvirt multiplies the timing difference
between the cache states, cf. Figure 9.3b.

Co-Location Detection. The virtual machine guest cannot get FIEMAP
data of the host, therefore, it has to resort to another algorithm to detect
which pages (4 kB blocks) of the files are within one HMB translation
range, as shown in Figure 9.5. The sender repeatedly access a number of
pages of their file to cache the translations. The receiver accesses their
whole file and measures the access times. If the receiver measures a cached
timing they store the offset. Then the receiver accesses the stored offsets
that are potentially overlapping and the sender reads and measures the
timings. After doing this for the whole file, the sender and receiver both
know which offsets of their files are in the same HMB translation ranges.
In a last step, the bit order must be measured. For this, the sender sends
1 bit every second and the receiver records the order in its file.

Transmission. We use the same time-sliced transmission as in the covert
channel across processes, see Section 4.1. However, we only implement the
transmission with a single bit per time slice for simplicity.

Results.

To measure the overhead introduced by the disk virtualization of libvirt,
we transmit a toggling bit between two virtual machines and measure
and plot the timings on the receiver side. Figure 9.6 shows the resulting
histogram. The timings are clearly more separated than in the native
scenario, cf. Figure 9.3b. On the Lexar NM790, the timings are even
more separated, 569 µs (n = 1000, σ = 267 µs) vs 4 881 µs (n = 1000,
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σ = 2 298 µs). We ruled out other reasons for this timing like the page
cache. Our hypothesis is, that our highly fragmented disk files span many
different HMB translation ranges and the read-ahead of the VM operating
system, therefore, multiplies the uncached timing.

Co-Locations. For the covert channel to work, at least one fragment of
the VM disk files each must be co-located in the same HMB translation
range. The technique described above maximizes the chance of this hap-
pening. We run the file creation five times, always starting from a trimmed
VM disk. On average we get 14091 (n = 5, σ = 11002) co-locations
on the Lexar NM790. In one case no co-location was found. The larger
HMB translation ranges of the two Samsung SSDs increase the number of
co-locations respectively.

Transmission. We transmit random data to measure the transmission
and error rate of the covert channel. Because we only transmit a single bit
per time slice for simplicity, the transmission is considerably slower than
with the process covert channel. However, the high average number of co-
locations we found between the VMs would allow for multi bit permission
with higher transmission rates.

On the Lexar, the large delay for an uncached accessed and the resulting
slow eviction time of 500 ms results in a slow transmission of 1.9 bit/s.
However, due to the large separation between cached und uncached timings,
we did not measure a single bit error over 400 transmitted bits. On the
Samsung 990 EVO, we achieved a raw transmission rate of 7.1 bit/s, again
without any errors over 400 transmitted bits. The HMB eviction takes
120 ms. On the Samsung 980 we, we achieved a raw transmission rate of
1.7 bit/s, again without any errors

5.2. Remote Covert Channel Attack

We show that an attacker can communicate through a benign website
by inducing timing differences into HTTP responses. Schwarzl et al. [21]
showed that timing differences of only 60 µs are measurable over 14 hops
on the internet. This matches the timing differences on the Samsung SSDs.
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Attacker File
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2. Time

(a) Templating: The attacker accesses
all offsets of the attacker file and
learns about co-located assets by
timing the web server.

Attacker File

Web Server Attacker

Receiver
2. Time

Network

1. Access

(b) While the attacker transmits a
known sequence the receiver probes
all assets and finds the one used for
the transmission.

Figure 9.7.: The remote covert channel exploiting a benign web server as a
confused deputy. The translation to one of the assets is either cached
in the HMB or not.

Threat Model.

We assume a threat model with two processes running on a system: First,
a networked application, e.g., a web server like nginx, that is reachable
by a remote attacker. Second, an unprivileged application that is isolated
from the network but can access the web server through localhost, i.e.,
the process has access to secret information but no outside network access.
We assume that both application have access to a (non-overlapping) set
of files on the disk, i.e., they can perform disk operations but not directly
communicate through any shared writeable or read-only files. For example,
the attacker process has no access to the website assets served by the
web server. This is typical, with the web server running with its own
user. The web server uses direct disk I/O for large files, see Section 5.2. If
the attacker had access to website assets, the templating phase could be
skipped.

Communication Protocol.

Figure 9.7 shows the attack overview. The basic idea is that the sender
process either caches or not caches the translations to assets of the website.
For this, the sender process must co-locate a file with a websites asset. If
the receiver then accesses this asset they can infer if the translation was
cached or not based on the response time of the HTTP request.
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Figure 9.8.: Timing histogram of the Samsung 990 EVO measured over the
network, exploiting nginx as a confused deputy. The distributions
are spread out but overlap only barely, cf. Figure 9.3a.

Implementation.

For this attack to work we need HMB translation range co-location, direct
I/O and low measurement overhead on the receiver.

Co-Location. To gain reliable co-location with many website assets, we
create a large file, filling the whole disk for a brief moment. After creation
of the file, we instantly free the first 90 % using FALLOC FL PUNCH HOLE.
The high disk pressure only persists for less than a second. In a final
step, we punch more holes into the file to keep only one page per HMB
translation range. Using the FIEMAP ioctl, we know which file offsets to
free. This further reduces the size of our file, while we keep at least one
page in many HMB translation ranges. If we do not yet have co-location
with a usable website asset, there is a high chance that new assets will be
co-located with fragments of our file.

Direct I/O. For this attack to work, we again have to evade the page
cache. The nginx web server can be configured to use direct disk I/O
with O DIRECT on Linux when serving large files [16]. This has the advan-
tage, that these big files then do not pollute the page cache. The nginx
documentation recommends to enable it for files with 4 MB or more [16].

To minimize overhead and noise from the network transmission, we want
to transmit as little data as possible. However, the asset served with
O DIRECT are multiple megabytes large. To circumvent this restriction, we
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use the range requests feature of HTTP [15]. It allows the client to request
only a specified part of a file. We find that nginx always accesses the disk,
when requesting at least 32 kB. Shorter ranges are still cached somewhere
as we did not see nginx access the disk when requesting a shorter range
more than once.

Templating. Before the transmission can start, the sender must find
website assets co-located with its file fragments. First, the sender traverses
the whole website to find files larger than 4 MB. Then it transmits a
known pattern through up to 512 fragments of its file using the HMB and
measures the access times to the assets though localhost. If the assets
are large enough to span multiple HMB translation ranges, HTTP range
requests are used to check multiple file offsets.

Sender. We again split one time slice in three parts. One for the sender
to evict the HMB, the next to cache the required HMB translations, and
the last for the receiver to measure the access time. We synchronize the
sender and receiver using clock gettime with the CLOCK REALTIME clock
source. After evicting the HMB, the sender accesses the co-located file
fragment if the bit to transmit is a 1, caching the translation in the HMB.
While waiting, the sender periodically accesses the disk to prevent it from
going into a low power state.

Receiver. The receiver measures the timing of the HTTP request, using
the Range header to limit the response to 32 kB. While the receiver is
waiting for the response to the HTTP request, Linux halts the core
the receiver is running on, adding large timing variations to the timing
measurement of the request. To mitigate this, we keep the core awake
by running a busy loop in the sibling SMT thread while waiting for the
response. At the beginning of the transmission, the receiver also has to
traverse the whole website to get all large assets and then measure all of
them to detect the one that is transmitting a known sequence.

5.3. Results

We measured the covert channel using nginx/1.18.0 between two machines
in the same network connected by one switch. Figure 9.8 shows the timing
histogram of the Samsung 990 EVO. The added timing overhead from
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nginx and the network is not large enough for the two distributions to
overlap, except for some outliers. This allows us to transmit 10 bit/s with
an error rate of 1.5 %, resulting in a true capacity of 8.9 bit/s. The faster
eviction on the Lexar NM790 allows for a raw transmission rate of 20 bit/s.
However, the cached and uncached timing overlap, therefore, we use 5
measurements per bit, decreasing the raw transmission rate to 4 bit/s.
With an error rate of 3.0 % this results in a true capacity of 3.2 bit/s. The
slower eviction of the Samsung 980 slows down the covert channel to a
raw capacity of 2.7 bit/s with an error rate of 0.9 %, for a true capacity of
2.5 bit/s.

6. Countermeasures

There are multiple ways to mitigate the HMB side channel or make
exploiting it more difficult.

Disabling the HMB.

The root cause of our side channel is the host memory buffer. Every SSD
with the HMB feature must also work without host memory resources [17],
albeit with reduced performance. On Linux the HMB can be disabled for all
SSDs in the system with the kernel command-line parameter nvme.max -
host mem size mb=0, on Windows it is possible by setting the registry key
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\StorPort\
HMBAllocationPolicy to 0.

Figure 9.9 shows the performance degradation on our four SSDs when
turning of the HMB. We measured the maximum achievable random IOPS
when performing random 4 kB reads or writes with a queue depth of 32
and 16 threads on different working set, i.e., file sizes. On SSDs A and
C, the IOPS of read and write accesses already decline by 80 % with a
working set size of only 1 GB. They are practically unusable without the
HMB. SSD B seemingly uses the HMB only for reads, they stay fast up
until a working set size of 4 GB. We did not measure any difference in the
write IOPS. On SSD D we measured a performance improvement when
disabling the HMB over multiple measurements. However, it is also the
SSDs least affected by the side channel. We did not see any differences
in the sequential accesses on any of the SSDs. These results show, that
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Figure 9.9.: The impact of disabling the HMB on random 4 kB IOPS at different
working set sizes. The queue depth for the measurement is 32 with
16 parallel threads.

depending on the workload and SSD, disabling the HMB can have a
significant impact on the performance.

Modifying HMB Usage.

We also see very different behavior of the HMB. The two newer PCIe
4.0 SSDs use LRU cache replacement which makes eviction very fast. On
the Samsung 980 eviction takes more than 10 times longer and on the
WD Blue SN550 we could not reliably evict the HMB. These older HMB
implementations may have other disadvantages but they are superior
security wise as they make attacks slower or impossible.

Making Software Interfaces Privileged.

We use O DIRECT to bypass the page cache for our timing measurements.
Disabling it would not prevent the attacks but make them slower by
multiple magnitudes, as the page cache would have to be evicted for every
measurement. However, O DIRECT is also used by benign applications like
databases or as shown in Section 5.2 by nginx, for performance reasons.
The usage of O DIRECT could be controlled through a new capability that
restricts its use to select programs.

The same is true for the FIEMAP ioctl. Restricting untrusted applications
from using it would greatly impede our attacks on accessible files.

299



7. Conclusion

In this work we show that the HMB feature of NVMe SSDs introduces
exploitable timing differences measurable from use space. Almost all
DRAM-less NVMe SSDs implement the HMB feature and we expect most
of them to be exploitable. We evaluate four SSDs and reverse engineer how
they use the HMB, what the timing differences are and how we can quickly
evict the HMB. Then we show four attacks exploiting the HMB. In the
first two attacks we have access to the files we want to observe and build a
covert channel with up to 8.3 kbit/s and a UI redress attack that detects
the start of an application in less than 100 ms. In the blind attacks we use
templating to find co-locations in the HMB and show a covert channel
across virtual machines and network covert channel exploiting nginx as
a confused deputy. Finally, we show that the HMB side channel can be
mitigated by disabling the HMB, albeit with a significant performance
impact on some workloads and SSDs.
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Abstract

Covert channels and side channels bypass architectural security bound-
aries. Numerous works have studied covert channels and side channels
in software and hardware. Thus, research on covert-channel and side-
channel mitigations relies on the discovery of leaky hardware and software
components.

In this paper, we perform the first study of timing channels inside modern
commodity off-the-shelf SSDs. We systematically analyze the behavior of
NVMe PCIe SSDs with concurrent workloads. We observe that exceeding
the maximum I/O operations of the SSD leads to significant latency
spikes. We narrow down the number of I/O operations required to still
induce latency spikes on 12 different SSDs. Our results show that a victim
process needs to read at least 8 to 128 blocks to be still detectable by an
attacker. Based on these experiments, we show that an attacker can build
a covert channel, where the sender encodes secret bits into read accesses
to unrelated blocks, inaccessible to the receiver. We demonstrate that this
covert channel works across different systems and different SSDs, even
from processes running inside a virtual machine. Our unprivileged SSD
covert channel achieves a true capacity of up to 1 503 bit/s while it works
across virtual machines (cross-VM) and is agnostic to operating system
versions, as well as other hardware characteristics such as CPU or DRAM.
Given the coarse granularity of the SSD timing channel, we evaluate it as
a side channel in an open-world website fingerprinting attack over the top
100 websites. We achieve an F1 score of up to 97.0 %. This shows that the
leakage goes beyond covert communication and can leak highly sensitive

3Part of the work was done while affiliated with the Polytechnic University of Milan.
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information from victim users. Finally, we discuss the root cause of the
SSD timing channel and how it can be mitigated.

1. Introduction

Covert channels and side channels can bypass architectural security bound-
aries. The concept of covert channels in computers was first described
by Lampson [38] in 1973. Computers have numerous shared resources of
limited size and the contention or occupancy of each of these resources
can potentially open up a channel for covert communication or even as a
side channel. The properties of the shared resource thereby dictate the
properties of the resulting channel: Caches have a fine spatial granularity
and are fast, leading to a high temporal precision [53, 88]. Other channels,
e.g., memory bus contention [83, 84], port contention [2, 6], and cache
occupancy [67], only have a binary contention state. Information leakage
through these channels is purely in the time domain, e.g., frequency and
significance of timing variations. Still, these channels can leak substantial
sensitive information [2, 6, 67], necessitating research on mitigations.

As the research landscape around high-spatial high-temporal precision
channels has grown substantially over the past two decades [36, 53, 54,
88], more recent works investigate channels in other parts of the system,
including random number generation logic [16], execution ports [2, 6],
execution schedulers [17], cache occupancy [67], the PCIe bus [74], idle
states [58, 89], operating system data structures [33], software-based power
measurements [37, 41], and frequency scaling [42, 79, 80]. While some
channels are not be suitable to attack cryptographic algorithms, others are
not suitable to attack user input, and others cannot extract secret kernel
information (e.g., KASLR offsets). While covert channels by themselves
may have limited impact, it is a best practice for evaluating new side
channels in an ideal scenario where the attacker has full control over both
sender and receiver.

Given the properties of the various side channels published in the liter-
ature, fingerprinting applications, websites, and videos has become part
of the standard evaluation methodology for side channels that primarily
leak in a single domain, e.g., time, power, size. For instance, sizes of
encrypted network packets can be used to fingerprint applications [64,
75], websites [5, 59], or video streams [13]. Spreitzer et al. [68] mounted
a closed-world website fingerprinting attack using data-usage statistics
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on Android. More recent work [58] demonstrated a video fingerprinting
attack based on the detection of network interrupts on the victim machine,
indirectly observing network traffic. Shepherd et al. [65] exploit sensor
multiplexing across applications to build a covert channel and fingerprint
applications. Matyunin et al. [45] exploit the magnetometer as a side
channel to fingerprint applications and websites. Website fingerprinting is
the most widely used fingerprinting attack used for side-channel evalua-
tion, applied to e.g., memory usage [32], performance counters [21], power
consumption [56], cache occupancy [67], interrupt detection [11, 58, 89].

In this paper, we perform the first study of timing channels in modern
commodity off-the-shelf SSDs. We systematically analyze the behavior
of NVMe PCIe SSDs with concurrent userspace workloads using the
unprivileged io uring interface. We observe that exceeding the maximum
I/O operations leads to significant latency spikes that are visible to
unprivileged userspace processes. In our analysis of 12 SSDs, we narrowed
down the number of I/O operations required to still induce latency spikes.
Our results show that a victim process needs to read as little as 32 blocks
or write as little as a single block to be still detectable by an attacker. We
analyze the root cause of the timing differences by measuring the precise
time of I/O operations in the kernel. With timing differences much larger
than the overall time spent in the kernel, we identify the SSD as the source
of the timing channel. Using this timing side-channel we show a covert
channel and website fingerprinting attack as shown in Figure 10.1.

We construct a covert channel, encoding bits into reads of unrelated blocks,
inducing latency spikes. Our covert channel works across different systems
and SSDs, even from processes in a virtual machine. We achieve a true
capacity of up to 1 784 bit/s between processes, while also being agnostic
to virtual machines (cross-VM) with an capacity of up to 1 503 bit/s and
operating system versions, as well as other hardware characteristics such
as processor and DRAM.

We evaluate the SSD side channel in an open-world website fingerprinting
attack over the top 100 websites and an “open”-class with unknown
websites. For previously visited websites, the browser loads static files
from its cache on the SSD, which we measure through the contention
channel. Based on the website, the amount, size, and timing of these loads
vary and create a unique fingerprint.

We achieve an accuracy of up to 97.0 %, which is on-par with other state-
of-the-art side channels that exploit significantly faster channels inside
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Covert Channel Sender

Victim Surfing the Web

Covert Channel Receiver

Attacker Spying on the Victim

SSD

Accesses the
SSD

    Times own
accesses to detect
SSD contention

Covert
Communication

(Section 4)

Website
Fingerprinting

(Section 5)

Figure 10.1.: Overview of of our attack. SSD contention is detectable by measuring
the round-trip time of accesses. This makes it possible to build a
covert channel and to spy on user behavior by fingerprinting visited
websites.

the processor [11, 58, 89]. This also shows that the leakage of the SSD
timing channel goes beyond covert communication and can leak highly
sensitive information from victim users.

We also evaluate the covert channel and website fingerprinting attack
under various noise scenarios and show that they can still work with other
disk accesses present on the system. Finally, we discuss the root cause of
the SSD timing channel and the challenges we identify to mitigate the
attack or eliminate the channel.

In summary, the contributions of our work are as follows:

In Section 2, we provide background information. In Section 3, we charac-
terize the timing behavior of commodity SSDs. In Section 4, we evaluate
the SSD timing channel in native and cross-VM covert channels. In Sec-
tion 5, we evaluate the SSD timing channel in a website-fingerprinting
attack. We discuss the context of our work and mitigations in Section 6.
We conclude in Section 7.
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2. Background

In this section, we provide background information on covert and side
channels, SSDs, NVMe, and asynchronous I/O.

2.1. Covert Channels

Covert channels date back to Lampson [38] in 1973. Many subsequent
works studied covert channels [4, 71], initially exploiting timing variations
on multi-user systems [27, 28, 82], and covert channels on inter-connected
systems, e.g., using network packets, contention, and latency, later on [8,
49, 76]. Subsequently, the move to virtual machines and cloud computing
motivated research on covert channels across virtual machines [51, 57, 61].
Consequently, various covert channels have been presented on modern
CPUs, e.g., based on CPU load [51], various CPU caches [25, 46, 47, 48,
55, 60, 81, 86, 88], the memory bus [83, 84], and 4K-aliasing [70]. On the
software level, memory deduplication [85], and on a broader system level
scale, room temperature [22]. Covert channels have also been studied on
GPUs [14, 15, 50], on mobile devices [44, 66], on cloud FPGAs [18, 19],
on power-performance measurement and management features [24, 34].

In this work, we focus on covert channels at the outer layers of the memory
hierarchy, namely persistent drive storage, i.e., SSDs in our case. Hence,
most closely related to our work are covert channels in the context of
persistent drive storage: Lipinski et al. [39] present a 0.1 bit/s covert
channel through hard-disk drive contention. Lui et al. [43] present a
covert channel on (now discontinued) Intel Optane persistent memory.
Tan et al. [74] exploit PCIe contention to leak behavior of other PCIe
devices connected to the same PCIe link. This is only possible if PCIe
switches or PCIe platform controller hubs are used to share a link, which
is not generally the case for SSDs. Gruss et al. [20] present a 7 kB/s to
273 kB/s covert channel on the OS page cache. Jiang et al. [33] present
a 20 kbit/s covert channel exploiting fsync operations on the file system
(and disk). Guri et al. [23] mounted an air-gapped covert channel through
audio signals emitted by hard disk drives. They highlight that SSDs do
not emit such noises and, thus, mitigate this covert channel. Besides the
early works on HDD covert channels, no works have studied the timing
differences caused internally within commodity off-the-shelf SSDs yet.
Chen et al. [9] suggest that SSDs would mitigate certain HDD timing
covert channels.
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Most closely related to our work are the works by Trochatos et al. who
studied covert channels using FPGAs integrated into SmartSSDs [77]
and achieved a bandwidth of up to 0.066 bit/s at an error rate of 25 %,
as well as temperature generated by the SmartSSD which can then be
sensed by the integrated FPGA [78], achieving a bandwidth of up to
0.002 bit/s. Giechaskiel et al. [19] also use an FPGA to mount a covert
channel between AWS instances exploiting SSD contention. They report
a bandwidth of 0.125 bit/s. All of these works rely on the use of FPGAs,
which are not available in most commodity systems, in particular not to
unprivileged workloads or inside virtual machines.

2.2. Website-Fingerprinting Side Channels

Building a side channel from a covert channel is not trivial: In a covert
channel, sender and receiver can adjust to noise with error correction [48],
coarse-grained contention, e.g., cache occupancy [67], already suffices to
transmit a signal. In a side channel, the victim is a non-colluding sender
that inadvertently transmits information into the channel.

Website fingerprinting often serves as a benchmark for side channels
with low spatial resolution or no spatial component at all, e.g., cache
occupancy [67]. For a website fingerprinting attack, the attack only needs
to distinguish different patterns in the e.g., frequency of interrupts [11, 58,
89], or energy consumption [56], depending on website accesses. Many side
channels have been evaluated using website fingerprinting: Spreitzer et al.
[68] used data-usage statistics on Android and achieved 89 % accuracy
over 100 websites (closed-world). Jana et al. [32] used browser memory
statistics and achieved 30 % to 50 % accuracy over 100 000 websites (closed-
world). Gulmezoglu et al. [21] used hardware performance counters and
achieved 86.3 % accuracy over 40 websites. Qin and Yue [56] achieved an
accuracy of 55 % using the power side channel. Shusterman et al. [67]
exploited the cache occupancy channel and, in an open-world fingerprinting
scenario across 100 websites, the detection accuracy of 77.3 % to 94.8 %.
Three works used monitored interrupts or interrupt timings and achieved
accuracies from 70 % (top 100, closed-world) [89], and 85.2 % (top 100,
open-world) [58], to 95.2 % (top 100, open-world) [11].
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2.3. Solid-State Drives (SSDs)

Solid state drives are typically based on persistent flash memory. SSDs have
no moving parts and can, therefore, achieve significantly lower latencies.
Flash memory operates in larger blocks, e.g., 512 B or 4 kB, written at
once. Before overwriting a block, the flash memory needs to be erased by
setting the block content to all 1s. As erasing is time-consuming, SSDs
only batch erasure of many blocks, typically to multiple megabytes. How
often flash memory can be written and erased depends on how many bits
are stored in a flash memory cell, ranging from 100 000 for single-level cells
to only 1 000 for quad-level cells. To avoid disproportional wear on heavily
used locations, SSDs perform wear leveling, balancing writes across all
blocks. Hence, the SSD controller keeps track of how often blocks where
written and manages a block mapping table, called the flash translation
layer (FTL) to map logical to physical block addresses [7]. Hence, different
SSD controllers can behave slightly differently, as we also show.

2.4. Asynchronous I/O

io uring is a recent and modern feature of Linux enabling asynchronous
low-overhead file operations. The idea is to let the kernel use user-space
buffers to copy as little data as possible. The user-space application fills
a read queue with requests and then informs the kernel about the new
entries. The kernel then processes the read queue, performing the file
operations on the I/O-device, and placing the responses in the response
queue where the user-space application can directly read them.
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3. SSD Characterization

In this section, we analyze SSDs with and without DRAM caches for
their behavior under certain contention scenarios. First, we show how the
round-trip time changes with an increasing number of read requests. For
SSDs with a DRAM cache, there is conflicting information about how
the DRAM is used: for the FTL and as a write cache, or also to buffer
data reads. We use a timing side channel to show that our set of SSDs
with a DRAM cache do not use the DRAM to cache recently read data.
Accessing an SSD from user space involves a large software stack from the
PCIe NVMe driver and the filesystem driver in the kernel to the userspace
library. However, we show that the overhead and timing variance of these
layers is negligible in comparison to the latency and timing variations of
the SSD. We measure the minimum amount of data read or written by a
victim program that we can detect with our timing-based contention side
channel. Finally, we show that SSDs are subject to thermal throttling.

3.1. Setup

Hardware. For our initial experiments, we use two systems, one with
an AMD Ryzen 7 5800X and one with an Intel Core i7-1260P. On each
system, we test a subset of the SSDs listed in Table 10.1. All SSDs are
connected to the CPU directly without any PCIe switches and use all 4
supported PCIe lanes. We use a selection of SSDs with different controllers,
with and without a DRAM cache and using PCIe 3.0 and PCIe 4.0. The
higher number of tested SSDs by Samsung does in no way indicate a
higher vulnerability but is due to Samsung being the market share leader
for many years [69] and the resulting abundance of Samsung SSDs in our
testing environment.

Software. The AMD system runs Ubuntu 20.04 LTS and the Intel
system Ubuntu 23.04. For the experiments, until and including Section 3.4,
we minimize the software overhead by performing the measurements as
follows.

Measuring with Low Software Overhead. We modify the Linux
kernel to measure timing on the SSD with the least amount of software
overhead possible. We take the first timestamp when the NVMe command
is written in the memory and the PCIe doorbell is rang in the NVMe
driver of Linux and the second timestamp in the NVMe command-complete
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interrupt handler. The tested SSD is installed as an additional drive and
it does not contain the running OS nor any other data used by the system.
For the experiments in Section 3.5 and 3.6, we run the OS on the tested
SSD.

For the experiments in Section 3.2 to 3.3, we access the SSDs directly
through their block device file at /dev/nvmeXn0. For all tests, we use
the io uring kernel interface for fast asynchronous I/O and open the
file with O DIRECT to bypass all caching of the OS. O DIRECT requires
reading a multiple of the SSD block size. Hence, we read 4 kB with every
request. The modified kernel returns the request’s round-trip time in the
user data field of the completion queue entry struct (io uring cqe).

Measuring with Realistic Software Overhead. For the experiments
in Section 3.4 to 3.6, we access the SSD through a file on the ext4
partition on the SSD, which does not require any elevated privileges.
We again use io uring with O DIRECT but we measure the time in user
space with an unmodified kernel. For our timing measurement, we store
a nanosecond-accurate timestamp (rdtsc) right before submitting the
SSD operation to the operating system with io uring submit(&ring);
and again when getting the response from the operating system via io -
uring wait cqe(&ring, &cqe);.

3.2. Round-Trip Time (RTT) Experiment

In the first experiment, we test how the round-trip time of individual
requests change with an increasing number of accesses in quick succession,
hinting at a potentially exploitable contention-based timing side channel.
We read random and sequential blocks on the SSDs while continuously
increasing the number of read requests we submit to the SSD, called
one burst. For small burst sizes the submission of the requests happens
simultaneously, for larger burst sizes in quick succession to always keep
the SSD maximally busy. Our modified kernel measures the round-trip
time of each individual request.

Figure 10.2 shows the results of SSD A. The x-axis shows the number of
read requests of each burst. The x-axis time resolution is scaled so that all
burst have the same width in the plot. The round-trip time increases with
an increasing number of read accesses on all SSDs. Similarly, the standard
deviation of the round-trip times also increase. With random accesses, the
round-trip time increase is approximately proportional between read sizes
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index 0.
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of 27 and 213 4 kB blocks. Above read sizes of 213 4 kB blocks the round-
trip times of individual accesses do not increase significantly anymore. The
increase is less continuous when accessing the SSD sequentially. Hence,
we can conclude that there is only negligible optimization for sequential
reads. The mean round-trip times of sequential as well as random read
accesses reach almost 1 ms when reading more than 211 blocks.

3.3. SSD Cache Behavior

For the SSDs with a DRAM cache, we investigate whether it is used to
cache recently accessed data. We build a set of random block addresses
and access all of them successively, start to end, and then again in reverse
order (e.g., . . . → 9 → 3 → 1 ⇒ 1 → 3 → 9 → . . .). If the SSD were to
cache data, some accesses after the “turning point” would be faster as
they can be served from the cache.

Figure 10.3 shows the difference between the RTT in the backward di-
rection and the RTT in the forward direction on SSD A averaged over
1 000 measurements. If the SSD cached recently accessed data, we would
see a certain amount of accesses after the “turning point” having a lower
RTT, i.e., a dip in the graph around index 0. However, the access times
do not significantly change on any of our SSDs. This indicates that the
DRAM cache is not used to cache recently accessed data but only to hold
the FTL and possibly as a write cache.

3.4. Timing Measurement Software Overhead

For the previous experiments, we used a modified kernel to perform the
measurements with as little software overhead as possible. However, our
goal is to perform measurements on an unmodified system without root
privileges. Consequently, we now investigate the overhead and variance an
unprivileged software-based attacker can expect to experience. We show
that the software overhead is small and adds only little noise.

Implementation. We run this experiment on SSD F with the operating
system installed and running on it. To estimate the software overhead in
a realistic unprivileged attack scenario, we compare three different RTT
measurement methods: First, our modified kernel, second, accessing the
block device and measuring the delay in user space, and third, accessing
a file and measuring the delay in user space. Accessing the block device
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Figure 10.4.: Comparison of RTT measurements in the kernel and in user space in
SSD F . The software overhead is minimal and it does not increase
the jitter.

adds software overhead from the block device driver. Accessing a file on
the SSD adds additional overhead from the ext4 file system driver that
may also access the SSD for file system meta-data.

We compare the different measurements by their average access time as
well as the standard deviation of multiple measurements. An increase in
the average access time shows the constant software overhead but does not
influence measurement accuracy. An increase in the standard deviation,
on the other hand, shows the unpredictable random jitter that reduces
the measurement accuracy. We perform 250 measurements, each with 10
different read delays causing different utilizations of the SSD. The read
delay defines the sleep duration between two subsequent read requests.
The file we access is 1 GB large.

Results. Figure 10.4 shows the measured RTTs and their standard
deviations. There is a large difference between read delays ≥ 5 µs and
< 5 µs. We analyze these two cases separately.

If the read delay is ≥ 5 µs, measuring in the kernel or the block device
access leads very similar results, showing that the software overhead of
the block device driver is negligible. On average, the kernel measurement
is 70.1 µs (n = 250, σ = 40.3) and the block device measurement 71.8 µs
(n = 250, σ = 40.3)). When accessing the SSD through a file, the average
access time is higher, with 92.9 µs (n = 250, σ = 28.3). The relative
standard deviation is very similar, meaning that the file system does not
add additional jitter to the measurement.

319



10. Secret Spilling Drive

0 1,000 2,000 3,000 4,000 5,000 6,000 7,000

200

400

600

Measurement Index

RT
T

in
µs

(a) The plot shows a small section of the round-trip times measured by the
observer program. The dark gray line shows the ground-truth signal when
the victim program was submitting read burst to the SSD.

−3 −2 −1 0 1 2 3

·105

2

4

6

8

Lag

C
or

re
la

tio
n

(b) The plot shows the cross-correlation between round-trip times measured by
the observer program and the ground-truth signal. There is a clear peak.

Figure 10.5.: Measured round-trip time by the observer program and cross-
correlation between this measurement and the ground-truth signal
on SSD G with an observer read delay of 10 µs and a victim read
size of 27 blocks.

If the read delay is < 5 µs, measuring in the kernel or the block device
access, still leads very similar results (kernel: 129 µs (n = 250, σ = 124),
block device: 132 µs (n = 250, σ = 124)). However, when accessing a
file, the measurement shows a higher file system overhead and standard
deviation 191 µs (n = 250, σ = 137). This increase indicates a higher jitter,
making individual measurements less exact.

We conclude that our SSD timing side channel can indeed be observed by
an unprivileged process. For measurements with low jitter the read delay
should be at least 5 µs.
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3.5. Minimal Detectable Read Size

The number of read operations influences the contention and, therefore, the
round-trip times. Thus, we profile what the smallest detectable number of
read operations is, considering two dimensions: First, the victim read size,
the number of bytes the victim reads in a short succession. Second, the
observer read delay, the read delay between two read requests submitted by
the observer. We sweep both variables and compute the cross correlation
between the sent and received signal.

The observer read delay has an impact on the detectable read size as the
observer reads itself utilize the SSD. If the observer utilizes the SSD too
much, it causes a higher variation in RTTs making it difficult to detect a
victim signal, see Section 3.2. If the observer utilization is too low, the
measurement can miss smaller reads.

Implementation. In this experiment we access two files on the SSD. The
“victim” program reads from a file with an increasing number read bursts
(victim read size). The timestamps of the read bursts are stored. The
observer program reads from another file and varies the delays between
consecutive reads (observer read delay) and measures the RTTs. We assume
a threat model where the observer cannot access the victim’s file, e.g., no
permissions.

For each victim read size and observer read delay, we compute the cross-
correlation between the sent signal and the measured round-trip times by
the observer. Figure 10.5a shows the raw signal measured by the observer
program and an overlay in red with the ground-truth signal where the
victim program read from the disk. Figure 10.5b shows the cross-correlation
between these two signals. The significant peak at the center shows a
clear correlation. Finally, we compute the ratio between the correlation
peak and the maximum value of the surrounding noise. Combining the
sweeps of the n victim read sizes and m observer read delays gives us n · m
correlations. A higher value means that more information was transferred,
i.e., the signal was better detectable.
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(b) SSD D
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(c) SSD H
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(d) SSD J

Figure 10.6.: These heat maps show how many 4 kB blocks a victim program
must read from the SSD for the read to be detectable through
our SSD timing side channel. Whether a read is detectable by an
observer, additionally depends on the observer read delay, i.e., the
delay between two timed reads. The value of the heat map is the
value of the correlation peak, divided by the maximum value of the
surrounding noise, as shown in Figure 10.5b.

322



3. SSD Characterization

Results. Figure 10.6 shows the heat maps for the SSDs A, D, H and
J . Brighter values show a higher correlation between sent and received
signal. SSD H is a PCIe 3.0 SSD, whereas the others use PCIe 4.0. We
see different behavior of the SSDs.

On SSD H, the lowest detectable victim read size is 23 blocks or 32 kB
with an observer read delay of 7 µs. From an observer read delay of 7 µs
upwards the side channel shows clear correlation for a higher number of
victim read sizes. Below an observer read delay of 7 µs the SSD only a small
number of specific victim read sizes are detectable. A possible explanation
would be that these faster accesses cause too much SSD utilization on the
slower PCIe 3.0 SSD.

The PCIe 4.0 SSDs A, D, and J , all have a maximum observer read delay
where no contention is detectable anymore. On SSD A, it is at 10 µs, on
SSD D at 5 µs, and on SSD J at 20 µs. We suspect that the multiple
command queues and the faster PCIe 4.0 interface allow for efficient
scheduling that allows the SSD to respond quickly to the infrequent read
requests of the observer process. SSDs A and J show a similar pattern,
where a small range of observer read delays work significantly better than
all others. On SSD A, victim reads down to a size of 26 are detectable with
observer read delays from 5 µs to 10 µs; on SSD J , victim reads down to a
size of 25 are detectable with observer read delays from 10 µs to 20 µs. We
observe the lowest effect of contention on the observer’s timings on SSD
D. With an observer read delay above 5 µs almost no reads are detectable.
Even with the best observer read delay, the victim has to read at least 28

blocks, i.e., 1 MB.

These results show that SSDs behave very differently and that there is no
observer read delay that works on all SSDs. We will show that we are still
able to build a covert channel by dynamically adjusting to the underlying
SSD in Section 4.

3.6. Minimal Detectable Write Size

In Section 3.5, we examined the minimal detectable read size. In this
section, we perform the same experiment but with a victim that performs
writes to the SSD. The observer program still issues reads to measure the
round-trip time.
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Figure 10.7.: These heat maps show how many 4 kB blocks a victim program must
write to the SSD for the write to be detectable through the side
channel. Whether a write is detectable by an observer, additionally
depends on the observer read delay, the delay between two timed
reads by the observer program. The value of the heat map is the
peak of the correlation, divided by the surrounding noise as shown
in Figure 10.5b. Compared to the minimal detectable read size in
Figure 10.6, smaller writes are detectable.

Results. Figure 10.7 shows the results for SSDs A and D. On SSD A
(Figure 10.6a), a very faint signal is detectable down to a single written
block of 4 kB, with observer read delays of 5 µs and 10 µs. As this is the
smallest unit that can be accessed on this SSD, we want to emphasize
that also a write of only a single byte is detectable. Comparing this result
to the minimal detectable read size of 25 blocks (Figure 10.6a) shows
that writes cause a significantly higher SSD utilization, e.g., contention in
the SSD controller. However, it is interesting to note that the impact of
the observer read delay on the detectability does not change. The best
observer read delay is in the range 5 µs to 10 µs, with some observability
in range 0 µs to 3 µs and no signal with a read delay above 10 µs.

The comparison of read and write detectability is similar on SSD H,
smaller writes are detectable than reads and the impact of the observer
read delay stays the same. The observer read delay must be at least 7 µs
to properly detect writes.

SSD Write Caching. Typical modern SSDs store most of their data in
triple- or quad-level cells (TLC & QLC). These cells can store multiple
bits but are considerably slower to modify than single-level cells (SLC).
The write time (tPROG) of QLCs is higher than 1 ms [72], resulting in write
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Figure 10.8.: SSD I throttling when exceeding 72 °C as observed by the halving
IOPS. After cooling down below 70 °C the throttling is reversed.

throughput rates of QLCs in modern SSDs in the range of 10 MB/s [35].
The solution is to run a fraction of the cells as an SLC cache for fast
writing. When idling, the SSD controller moves data from the SLC cache
into the QLC memory. If the SLC cache is full, the write performance
degrades significantly, down to the QLC write throughput rate. While
this effect itself could be used to build a covert-channel we expect the
transmission rate would be very slow and did not further investigate.
Therefore, we only use read operations to measure and cause contention
in the remainder of this paper.

3.7. Thermal Throttling

Modern SSDs have a maximum power consumptions of multiple watts [62,
73]. Therefore, to control temperature, SSDs throttle when becoming
too hot, which typically does not happen under regular load. Samsung
calls this feature “Dynamic Thermal Guard” [62]. To analyze thermal
throttling and confirm that it is reliably reversed, we fully utilize SSDs
while measuring their temperature and IOPS. As shown in Figure 10.8,
SSD I throttles when exceeding 72 °C as observed by the halving IOPS.
Halving the IOPS leads to a quick decrease in temperature, meaning
that only IOPS very close to the maximum actually cause throttling on
our systems. After cooling down below 70 °C the throttling is reversed.
Because throttling chances the SSD’s characteristics we ensured during
all following experiments that the SSDs do not throttle by not exceeding
certain transmission rates and properly cooling the SSDs. Only for the
experiments with 100 % noise that fully utilizes the SSDs, throttling is
allowed to happen.
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4. Covert Channel

We show that NVMe SSD read contention can be used to build a covert
channel between two parties that are isolated from each other and have
no legitimate communication channel. We run our experiments mainly on
an AMD Ryzen 7 5800X and Intel Core i7-1260P. The detailed system
configuration for each SSD is shown in Table 10.3.

We demonstrate our covert channel in two threat models: first, between
isolated processes (Section 4.3) with a channel capacity of up to 1 763 bit/s,
and second, between separate virtual machines (Section 4.4) with up
to 1 503 bit/s. Additionally, we investigate the impact of noise on the
covert channel and show little impact at moderate noise levels. The
communication protocol and implementation is the same for both variants.
Table 10.2 overviews the results.

4.1. Implementation

We implemented a time-sliced covert channel, with a fixed length trans-
mission window for each bit. The raw transmission rate is the inverse of
the bit transmission window length. The receiver periodically reads from
the SSD and measures the round-trip time of the reads. The sender sleeps
to send a 0-bit and sends a burst of read requests to send a 1-bit.

To rule out the influence of software caches like the page cache of the OS,
both processes open the file with the O DIRECT flag. This does not require
any special privileges.

The two processes synchronize their time slices with the help of a shared
clock. We investigated two clocks discussed in prior work [40, 52]. First, on
x86, reading the time stamp counter (TSC) is possible without privileges
with the rdtsc instruction, returning a timestamp that is shared across
all cores but could be manipulated by a hypervisor. Second, the POSIX
clock gettime function also returns time with nanosecond resolution,
providing another shared clock.

To adjust for the different SSDs behavior, there are parameters an attacker
can tune to optimize the performance. For example, as shown in Section 3.5,
the minimal detectable read size as well as the frequency with which
the receiver reads (observer read delay) has a big impact. Additionally,
depending on the SSD, the duration in which the sender performs read
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requests within one time slice to transmit a 1 has an impact on the covert
channel performance.

Sender. To transmit a 1-bit, the sender must continuously send read
requests. These read requests to the SSD take some time to finish. If the
sender were to submit read requests until the end of the time slice, the
higher delays on the receiver side would leak into the following time slice,
adding up until all requests are done. To prevent this from happening, the
sender performs read requests only for a fraction f of the time slice. We
test f = 0.5, 0.25 and 0.12.

As the sender only performs read requests to induce contention with the
receiver, the sender is not interested in the result of the reads. Read
requests can be flagged with IOSQE CQE SKIP SUCCESS in io uring. With
this flag, they skip the completion queue, lowering the CPU load and
simplifying the code on the sender side.

Receiver. The receiver periodically reads from the SSD and measures
the round-trip time of each access. After every time slice, it performs the
threshold training and start sequence detection as described in Section 4.2.
If it is able to detect the start sequence with over 80 % accuracy it starts
to decode the following bits as data with the learned threshold.

4.2. Threshold Learning & Communication Protocol

As shown in the previous section, SSDs exhibit very different behavior
under access contention. The minimum number of read blocks that can
be detected vary greatly and is additionally dependent on the read delay
of the observer. In both of our threat models we want the covert channel
to work SSD agnostic, so the communication parties do not have to know
anything about the underlying SSD. This is especially relevant for the VM
threat model where this information is not available or for a sandboxed
processes where the operating system could choose to hide it. Therefore,
for our covert channel, we developed an approach that dynamically adjusts
the parameters to the underlying SSD based on the observed timings.

The sender repeatedly transmits two known bytes, the start sequence, in
our case J2, before every transmission. The receiver does not know when a
transmission starts and, therefore, repeatedly performs threshold learning
and start start sequence detection as described in the following paragraph.
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(a) In the beginning the receiver is not able to learn a threshold because the
timings for the 0-bits and 1-bits are too similar. Hence, the receiver does not
proceed with the next steps.

0 0 1 1 1 0 1 0
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(b) With the next slice, the receiver is able to learn a threshold which is not yet
optimal, and applies it on the test slices. The resulting sequence is not the
start sequence.

0 0 1 1 0 0 1 1

Threshold

Time

RT
T

(c) Finally, the receiver learns an optimal threshold and when applying it on the
test slices it is the start sequence. The receiver found a threshold for this SSD
and the start of the transmission.

Figure 10.9.: Visualization of the automatic threshold learning and start sequence
detection. For this example, the start sequence is 0011.
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Figure 10.9 shows the threshold learning and start sequence detection
with an example start sequence of 0011. The receiver constantly measures.
If it measured enough data that could contain start sequences, it splits
the measured data into 70 % training set and 30 % test set. Using the
training set, it assumes that the start sequence was sent and tries to find a
threshold that distinguishes 0 and 1 bits. It computes the mean round-trip
times of all segments and then assigns these mean round-trip times to
the 0-group or 1-group based on the binary representation of the start
sequence. The threshold is then computed by taking the mean over all
0-segments and the mean over all 1-segments and selecting the access
time in the middle of the two. If the transmitter is not sending anything,
the start sequence is misaligned or other data is sent, the receiver does
not find a proper threshold. For example, the mean over all 0-segments
could then be larger than the mean over all 1-segments. If a threshold was
found, the receiver tests it by trying to classify the segments of the test
set, again with the binary representation of the start sequence. Whenever
a new bit is received the receiver performs the training procedure.

4.3. Covert Channel across Processes

We mount our first covert channel in a cross-process scenario. It achieves a
channel capacity of up to 1 763 bit/s on SSD D with an average of 964 bit/s
across all SSDs.

Threat Model. We assume the sender process has access to secret
information the attacker wants to exfiltrate but no network access, e.g.,
firewall or sandbox restrictions. We assume the receiver process has no
access to the secret information but network access. Jointly the two unpriv-
ileged processes aim to exfiltrate the secret information by transmitting
it through a covert channel. We assume each process has read access to
one file on the same SSD but not the same files, e.g., the sender runs
in a sandbox. Both processes have access to a clock to synchronize the
sending of individual bits. We assume the processes are isolated from each
other and have no additional permissions that would help their efforts
to communicate, i.e., in particular there are no other communication
channels between the two processes. The processes are not pinned to
specific CPU cores.

Evaluation. To evaluate the covert channel, we transmit random data
for 20 seconds, including the start sequence. On every SSD, we test raw
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Figure 10.10.: The raw measurements of the access round trip times of the covert
channel receiver and the decoded binary signal on SSD G. The
transmission rate is 2 000 bit/s, the transmission fraction f is 0.12
and the observer read delay 20 µs.

transmission rates from 5 bit/s to 10 kbit/s. This translates to transmitted
data amounts of 6 B to 30.9 kB. After the transmission, we apply the
threshold learning and start sequence detection in a post-processing step
and then extract the data and compute the Levenshtein distance between
the sent and received data, giving us the bit-error ratio. A bit-error ratio
of 0 or 1 corresponds to a perfect transmission without errors, a bit-error
ratio of 0.5 means that no information was transmitted. We use the binary
symmetric channel model to compute the true channel capacity T as
T = C · (1 + ((1 − p) · log2(1 − p) + p · log2(p))) where C is the raw bit-rate
and p the bit-error probability. According to Shannon’s noisy-channel
coding theorem, T is the maximum transmittable information over a noisy
channel.

Results. Figure 10.10 shows the raw measurement trace of the RTTs on
the receiver side and the extracted binary data on SSD G. The transmission
rate is 2 000 bit/s, the transmission fraction f is 0.12 and the observer
read delay 20 µs.

Table 10.2 shows all covert channel results of all SSDs. If the receiver
cannot find a threshold or detect the start sequence with at least 70 %
correctness, we cannot transmit data on this SSD through our covert
channel. When excluding transmission rates and fractions where at least
on one SSD no data transmission is possible, a raw transmission rate of
1 000 bit/s with a transmission fraction f of 0.12 resulted in the highest
average channel capacity over all tested SSDs of 357 bit/s with an average
bit-error ratio of 16.9 %. We find that independent of the underlying SSD,
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Figure 10.11.: Raw transmission rate vs bit-error ratio and resulting channel
capacity across processes on average over all SSDs.

1 000 bit/s with f = 0.12 can be used to transmit data on all SSDs and a
higher transmission rate can then be negotiated.

With a theoretical negotiation of a higher transmission rate, the next three
columns in Table 10.2 “Fastest per SSD” show the highest achievable
channel capacity on each SSD with the corresponding raw transmission
rate and bit-error ratio. The fastest covert channel runs on SSD D with
1 784 bit/s with a 5 000 bit/s raw transmission rate and a bit-error ratio of
16.4 %. This relatively high bit-error ratio decreases the raw transmission
rate significantly, meaning that approximately 1 − 1784/5000 = 65 % of the
transmitted information must contain redundant error correction data.
The slowest covert channel is on SSD H, achieving a channel capacity
of 403 bit/s with a raw transmission rate of 2 000 bit/s and the highest
bit-error ratio (24.2 %).

There is no real correlation between PCIe version and covert-channel
capacity. The average capacity over all PCIe 3.0 SSDs is 1 017 bit/s while
the average capacity over all PCIe 4.0 SSDs is 911 bit/s. However, the
fastest covert channel was on a PCIe 4.0 SSD, while the slowest was on
a PCIe 3.0 SSD. Similarly, the SSD cache also does not appear to be
a significant influence factor on the channel capacity: While the fastest

332



4. Covert Channel

SSD D (1 784 bit/s) has 1 GB of LPDDR4 cache, the second fastest SSD
C (1 492 bit/s) does not have a cache. Of the two SSDs with the slowest
and second slowest covert channel, one has a cache and the other has no
cache, indicating that the existence of a cache inside the SSD is not a
significant influence factor for the timing leakage we observe, i.e., the SSD
cache is not a contention source or mitigation.

4.4. Covert Channel across Virtual Machines

As a second scenario, we mount our covert channel in a cross-VM attack
setup. Our covert channel across virtual machines reaches a channel
capacity of up to 1 503 bit/s on SSD E .

Threat Model. We assume the sender process is running inside a VM,
with access to secret information but without network access. With a
receiver process either in another VM or directly on the host that has
network access, they can use the covert channel to exfiltrate the secret
data. We assume no special privileges of the processes in their respective
VM. We run the VMs on a fully updated Linux Kernel-based Virtual
Machine (KVM) with QEMU. We assume both processes have access to
a clock to synchronize the sending of individual bits. Furthermore, we
assume that the VM disk images are on the same SSD. We did not observe
large differences between raw disk images and disk images in the qcow3
format. As it is generally recommended to not use raw disk files, we present
the results for qcow3 disk images. The disk images are accessed without
caching on the host, as recommended for example by Red Hat [26].

We evaluate the covert channel across VMs like the covert channel across
processes (cf. Section 4.3).

Results. Table 10.2 shows all covert channel results of all SSDs. If the
receiver cannot find a threshold or detect the start sequence with at least
70 % correctness, we cannot transmit data on this SSD through our covert
channel. When excluding transmission rates and fractions where at least
on one SSD no data transmission is possible, a raw transmission rate
of 500 bit/s with a transmission fraction f of 0.5 resulted in the highest
average channel capacity over all tested SSDs of 180 bit/s and an average
bit-error ratio of 16.5 %.

With a theoretical negotiation of a higher transmission rate, the next three
columns in Table 10.2 “Fastest per SSD” show the highest achievable
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Figure 10.12.: Raw transmission rate vs bit-error ratio and resulting channel
capacity across virtual machines on average over all SSDs.

channel capacity on each SSD with the corresponding raw transmission
rate and bit-error ratio. The fastest covert channel runs on SSD E with
1 503 bit/s with a 5 000 bit/s raw transmission rate and a bit-error ratio
of 18.9 %. The slowest covert channel is on SSD D, achieving a channel
capacity of 124 bit/s with a raw transmission rate of 1 000 bit/s and a
bit-error ratio of 29.5 %.

With the only exception being SSDs E and H, the covert channel between
processes is generally faster than between VMs. On SSD E the error rate
is lower between virtual machines, 18.9 % versus 19.4 %, resulting in a
slightly higher channel capacity of 1 503 bit/s versus 1 447 bit/s. On SSD
H the error rate is lower between virtual machines, 21.6 % versus 24.2 %,
resulting in a slightly higher channel capacity of 493 bit/s versus 403 bit/s.
Our hypothesis why this is the case on some SSDs has two reasons. First,
while software overhead from virtualization and management of the qcow2
disk image is higher than accessing a file directly, management of qcow2
disk images could also induce additional disk accesses we measure. Second,
we do not rule out triggering contention inside the software stack of KVM,
QEMU or libvirt.
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Figure 10.13.: The covert channel capacity on various SSD under different noise
scenarios. The noise is always relative to the maximum achievable
IOPS on each SSD. The marks mark the percentage of the noise’s
IOPS in relation to this maximum IOPS. For example, a 50 %
noise on SSD C creates more IOPS than the maximum IOPS of
SSDs F and J and the covert channel still achieves 700 bit/s on
SSD C.

4.5. Impact of Noise

In the previous experiments the operating system was installed on the
SSD where the covert channel was performed but apart from occasional
background tasks no programs were running that access the SSDs. To in-
vestigate the impact of noise on the covert channel, we run the experiments
again with additional artificial noise of different strengths.

Implementation. To make the noise comparable, we measure the max-
imum IOPS of each SSD using up to four threads submitting random
reads. Then we cause 5 %, 10 %, 20 %, 50 % and 100 % of the IOPS in a
separate process while running the covert channel. For the covert channel
across VMs the noise is generated on the host.

Results. Figure 10.13 shows the impact of noise on the covert channel
capacity between processes on five SSDs. The results of all SSDs in the
process and VM threat model are shown in Table 10.4.

On almost all SSDs 20 % noise has negligible impact on the channel
capacity in the process threat model. Between VMs, 20 % noise more than
halves the channel capacity on 8 SSDs. Figure 10.13 plots the absolute
strength of the noise in kilo-IOPS. The absolute comparison shows that,
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e.g., 50 % noise on SSD C has more IOPS than 100 % on SSDs F and H
while only slightly impacting the channel capacity.

The noise we inject is relatively constant over the time of a transmission.
Because of that, the automatic threshold learning is able to identify and
ignore the noise. This makes it even possible to transmit data when the
noise already causes 100 % of the maximum IOPS on SSD F because
the additional accesses of the sender just make the SSD “even slower”.
Strongly fluctuating noise could directly impact the error rate or hinder the
threshold learning by injecting false 1-bits into the transmission, rendering
the covert channel unusable.

4.6. Discussion

In Section 3.5, we measured that even only reading 32 blocks is clearly
detectable and could, therefore, be used for a covert channel. However, we
found that such reads of this size happen constantly on a typical system
introducing a lot of fault positive bit detections into the transmission.
Increasing the blocks read by the sender, reduces this problem.

We explain the large differences in channel capacities between the SSDs
with the different behaviors we saw in Section 3.5. To enable a fast transmis-
sion, the receiver (observer) must be able to perform many measurements
to always have multiple measurements per time slice, i.e., bit. The sender
is always sending bits with large bursts, so the minimal victim read size
has a lower impact. As shown in Figure 10.6, SSD D is able to detect reads
with very low observer read delays, it also the SSD where the highest
transmission rate was achieved. In contrast, SSDs H and J require higher
read delays and achieve only a lower transmission rate.

We assumed a synchronized clock between sender and receiver. While
hypervisor of conventional VMs could modify the TSC value, secure VMs
(AMD SEV [3, 12] and Intel TDX [30]) can guarantee unmodified TSC
values for their guests. Under the relaxed assumption, that the clocks
only have to run with the same rate, the threshold learning and start
sequence detection could also learn the offset between the clocks. For this
the receiver would perform them on every new received measurement,
automatically learning the offset when the threshold is most optimal, i.e.,
it would perform many intermediate runs in Figure 10.9.
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5. Website Fingerprinting

The goal of website fingerprinting is to determine the websites visited by
a victim. Leaking visited websites has huge implications on the victim’s
privacy as it can reveal sensitive information about a user and could be,
for example, be used for extortion campaigns. We show that the browser
cache access patterns, caused by the web browser when loading a website,
are enough to fingerprint the Alexa top 100 websites in an open-world
scenario with up to 97.0 % accuracy. In an open-world scenario, there is an
additional “other” group containing all websites not explicitly classified,
including those that were never seen during training. The goal is to have
a classifier that can explicitly classify the top 100 websites, and if it
encounters a website not in the top 100, it should classify it as “other”.
Our open-world set contains websites randomly sampled from the Alexa
top 10 000 websites combined into the “other” group. As each trace is
from a different website, the websites seen during training in this class do
not overlap with the ones encountered during testing.

If a user opens a previously visited website, the browser serves a significant
amount (i.e., megabytes) of content of the website from the web cache.
The browser reads the website’s cache as well as data stored in cookies
or localStorage when loading the website. The reading of this data can
be detected and is unique for every website as shown by the following
cache analysis. Analyzing the cache of the Alexa top 100 websites loaded
in Chrome reveals that the average cache size of a website is 2.2 MB (n =
90, σ = 3.9 MB) and consists of 148.5 (n = 90, σ = 390) files. The median
is 1.1 MB and 71 files. As shown in Section 3.5, this is well in the range of
detectable reads, especially because reading many small files still loads
entire blocks from the SSD, typically 4 kB and additionally the operating
system typically reads ahead multiple blocks. The high deviation in cache
size and file count per website contributes to the great performance of our
attack.

Threat Model. The attacker has native code execution on a system and
the possibility to access a file on the same disk where the web browser
stores its data. The data is stored in the home directory of the victim that is
usually on the same disk as the operating system (e.g. ˜/.cache/chromium
on Linux and %AppData%\Local\Chromium on Windows). However, the
attacker is isolated, e.g., in a sandbox or another user, and has no means
to access this data, any other data of the user, or to interact with the
user’s processes.

337



10. Secret Spilling Drive

The victim uses Chromium and opens websites they visited before. When
the victim opens a website for the first time, it is not yet in the web cache.
Hence, the disk activity from writing data to the disk cache cannot be
classified by our model. However, if the victim navigates through the page,
any subsequent click and load will be served from the web cache and, thus,
is classifiable.

We run the attacks on unmodified, default-configured Ubuntu and Chrom-
ium version 126.0. The detailed system configuration for each SSD is
shown in Table 10.3. The background processes and activities that are
present in the default configuration are also present in our test and may
access the disk. The attacker process and Chromium are not pinned to
specific CPU cores.

Implementation. In the data recording phase, we record 300 traces of
the web browser opening each website (Section 5.1). A trace consists of
the access times of periodical read accesses to a file on the disk. To classify
the traces we use a convolutional neural network (CNN). We also perform
experiments with artificial noise to see how it impacts the fingerprinting
accuracy.

5.1. Data Recording

We measure the access round-trip times while a website is loading 100
times for every website in the top 100. Furthermore, we collect traces of
400 randomly selected websites, one trace each, for the open-world class.
The 400 randomly selected websites are not in the top 100. We then
repeat this measurement 3 times to have 300 website traces each and 1200
open-world traces. Performing 3 × 100 measurements reduces the risk that
we measure and classify environmental influences like the time of the day.
Recording all traces takes approximately three days.

Browser Instrumentalization. We use an unmodified default Chrom-
ium installation and script the website navigation using xdotool. First, we
open the target website once to load it into the cache. Second, we record
the round-trip traces by opening the website once per trace recording.

RTT Trace Measurement. We again time disk accesses by reading
from a file on the SSD. One thread periodically sends read requests and a
second thread receives the responses and computes the duration. We use
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the clock gettime() timer with ns accuracy. We record approximately
40 000 round-trip times for the first 3 s of a website loading.

Page Cache Eviction. Because the operating system uses all available
memory to cache recently used disk data, web-cache files do not cause
disk accesses after the first load. To circumvent this, the attacker has to
evict the page cache periodically. During page cache eviction, no traces
can be recorded, leaving blind spots. Therefore, it is crucial to make this
page cache eviction as fast as possible while at the same time keeping
memory footprint and pressure low. The amount of available memory is
known to unprivileged code.

We implement the eviction first shown by Gruss et al. [20]. It uses three
sets of data. The first two sets are a file on the SSD mapped into the
memory. The first set, 95 % of the page cache large, is constantly kept in
the page cache by periodically reading all pages. The second set has the
size of the remaining 5 % and is used for actual page cache eviction. For
the eviction, both sets are read, filling the whole page cache with their
data and evicting everything else. The third set limits the size of the page
cache by allocating memory. We use this set to limit the page cache size
to 4 GB, this is a good compromise between free memory and page cache
eviction speed.

We are able to evict the page cache in 347 ms (n = 10000, σ = 75.5)
on average. We never observed an out-of-memory problem during our
experiments because 4 GB of memory are always kept available for other
processes.

5.2. Classification Machine Learning Model

With all round-trip time traces recorded we use a convolutional neural
network (CNN) to build a classifier.

Our CNN has a very typical structure with nine convolutional layers with
max pooling and dropout layers in-between. The output is then flattened
and classified with three subsequent dense layers, again with dropout
layers in-between.

We train the CNN on spectrograms of our recorded traces. The spec-
trograms are computed using a Short-Time Fourier Transform (STFT)
with a window size of 256. This is a well established technique for signal
classification [10, 29, 58, 87]. Each website has a unique spectrogram, e.g.,
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Figure 10.14.: Classification heat map of the website fingerprinting on SSD K.
The F1 score is 97.0 %, the open-world dataset is correctly classified
with an accuracy of 78 %.

see Figure 10.16. Spectrograms from the same websites have key features
that are the same for each trace and only vary slightly, most likely due to
timing variations and other noise.

To be able to compare different SSDs, with and without caches, with PCIe
3.0 or PCIe 4.0, we train a classifier for each SSD. We randomly split our
traces into 64 % for training, 16 % for the validation set and the remaining
20 % for the final test set. Additionally, we try to classify the traces of an
SSD unknown while training. For this we do not include any traces of one
SSD in the training or validation set and then only use traces from this
SSD for the final test. For training and validation we use all traces from
all other 11 SSDs.
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5.3. Results

The results for all SSDs are shown in Table 10.1. Figure 10.14 shows the
classification heat map of the SSD K with the best results of 97.0 %, the
open-world dataset is correctly classified with 78 % accuracy. The worst
result is on SSD H with an F1 score of 80.2 %, however the open-world
dataset is correctly classified with 96 % accuracy.

Over all SSDs the geometric mean F1 score is 92.9 %. On PCIe 3.0 SSDs
we get a geometric mean F1 score of 92.8 %. On PCIe 4.0 SSDs it is 93.1 %.
Similar to the covert channel results, we do not really see a difference in
the results between PCIe 3.0 and 4.0 SSDs.

When fingerprinting traces from an SSD unknown during training we
never achieve a result above 5 % which is just slightly better than random
guessing. This was independent of the tested SSD. We suspect that the
very different SSD behavior that we demonstrated in Section 3.5 is the
reason for it not working properly. However, this does not mean that
better data preprocessing or a more refined machine learning model would
not be able to improve classification in this scenario. Future work could
focus on the classification and machine learning aspect in more detail.

5.4. Impact of Noise / Mitigation

To investigate the impact of noise on website fingerprinting, we run the
experiments again on a few selected SSDs with additional artificial noise
of different strengths like we did for the covert channels (Section 4.5).
We also injected random burst, to analyze if artificial noise is a viable
approach to mitigate the website fingerprinting attack. The burst are
relatively small, from a few hundred kB to a few MB, around the same
size at the different website’s caches.

Results. Figure 10.15 shows the F1 scores at different injected noise
levels on SSDs A, C and H. On SSDs A and C the noise has a comparable
impact. While it decreases the classification accuracy, it is still 58.1 % on
SSD C and 37.0 % on SSD A at a 50 % noise level, significantly higher
than the 1 % chance when randomly guessing. SSD H showed the worst
classification accuracy without noise and was also more strongly influenced
by noise than the others. Already adding only a 2 % noise level decreased
the accuracy by over 50 % to 27.6 %. This strong influence could also
be the reason for the worst result without artificial noise, because other
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Figure 10.15.: The website fingerprinting F1 score on various SSD under different
noise scenarios. The noise is always relative to the maximum
achievable IOPS on each SSD. The marks mark the percentage of
the noise’s IOPS in relation to this maximum IOPS.

system activities were always running during our experiments. The F1
score than further decreases to 17.8 % at a 50 % noise level. Figure 10.17
shows spectrograms with noise. Figure 10.18 and 10.19 show heat maps
at different noise levels on SSDs C and H.

At a 100 % noise level, classification was not possible on any of the three
SSDs. The machine learning model was not able to learn anything from
the data during the training phase.

When injecting random noise with similar size as the website’s caches,
classification was also not possible with our model. The model was again,
not able to learn from the data. We do however, not rule out, that a more
advanced model or a huge amount of data could make this possible. For
now, web browsers could perform additional random reads when accessing
the web cache to mitigate this attack.
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6. Discussion and Mitigations

We exploited the unprivileged low-overhead io uring interface. Removing
unprivileged access to low-overhead interfaces could hinder attacks, at
a considerable performance cost, but not mitigate them. The coarse
granularity of the channel limits the potential attack targets and makes
the attack more susceptible to noise. Similar as it has been suggested
for the interrupt keystroke side-channel attacks [63], it could be a viable
approach to add noise. By letting the kernel or the web browser perform
additional dummy operations, more noise could be induced to make website
fingerprinting impractical on all SSDs, without significant performance
costs attached.

However, even with noise or an interface with higher overheads and
latencies, the covert channel cannot be closed. This problem is not easy
to overcome and hardware vendors typically take the perspective that
closing covert channels cannot be an acceptable goal [31]. It is, however,
important to understand these channels and their properties to learn when
they can be extended to side channels and leak sensitive information, e.g.,
sensitive browsing activity. Our work shows that the SSD timing channel
is a relevant threat and further analysis is required understand whether
more severe information leakage is possible as well.

Private browsing does not mitigate the website fingerprinting attack. While
all browser clear the cache created during private browsing after finishing
the session [1], for the time of the session, the cache is used. Therefore,
after the first visit to a website it is loaded from the cache and can be
fingerprinted.

We used O DIRECT for direct disk access bypassing the operating system’s
caches. Making this flag privileged does not mitigate our attacks as
accessing a file larger than the kernel caches leads to constant cache
eviction and thus also to direct disk accesses. Additionally, O DIRECT is
used by benign applications like databases for performance reasons.

In real cloud systems, SLAs (Service Level Agreements) guarantee a certain
disk bandwidth for every customer. To enforce this, the hypervisor has
to throttle I/O. We did not evaluate hypervisor caused disk throttling in
this work.
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7. Conclusion

In this work, we showed that access contention to an SSD causes mea-
surable differences in the round-trip time of individual requests. Different
SSDs behave very differently in contention scenarios. Still, we showed
that covert channel transmissions with up to 1 784 bit/s across processes
and 1 503 bit/s across virtual machines are possible. The covert channel
is also resilient to noise. Furthermore, we show that SSD contention can
also be used to invade the privacy of internet users. In a website finger-
printing attack, we identified loading website with up to 97.0 % accuracy
in a top-100 open-world scenario. While contention-based timing side
channels are always difficult to mitigate, better scheduling of queues in-
side the SSD controller or artificial noise from the operating system or
web browser could decrease the channel capacity of covert channels and
mitigate fingerprinting attacks.
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8. Appendix

Table 10.3 shows which SSD was tested with which SSD, Ubuntu version
and Linux kernel version.

Table 10.4 shows the detailed results of the covert channel noise experi-
ments. It contains the maximum covert channel transmission rates of all
SSDs, between processes and virtual machines at artificial noise levels
from 0 % to 100 %.

Figure 10.16 shows the spectrograms of 8 selected websites from the web-
site fingerprinting traces on SSD A. Figure 10.17 shows the spectrograms
of the same 8 websites again with an injected 50 % noise level.

Figure 10.18 shows classification heat maps of SSD C at noise levels 2 %,
20 % and 50 %. Figure 10.19 shows classification heat maps of SSD H at
noise levels 2 %, 20 % and 50 %.
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(a) google.com (b) youtube.com

(c) facebook.com (d) qq.com

(e) xhamster.com (f) imdb.com

(g) force.com (h) dropbox.com

Figure 10.16.: Spectrograms of different websites on SSD A with the time on the
x-axis and frequency on the y-axis. The differences between the
websites as well as the similarities of the same websites are clearly
visible, easily distinguishable by a convolutional neural network.
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(a) google.com (b) youtube.com

(c) facebook.com (d) qq.com

(e) xhamster.com (f) imdb.com

(g) force.com (h) dropbox.com

Figure 10.17.: Spectrograms of different websites on SSD A at an injected 50 %
noise level with the time on the x-axis and frequency on the y-axis.
The differences between the websites as well as the similarities of
the same websites are less clearly visible. The individual visible
reads from the browser are longer, probably due to the longer
accesses time because of contention with the artificial noise accesses.
Because the noise is so constant it is not visible in the spectrograms,
making classification possible.
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(a) 2 % noise: The F1 score is 89.9 %, the open-world dataset is correctly classified
with an accuracy of 71 %.
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(b) 20 % noise: The accuracy is 69.9 %, the open-world dataset is correctly classi-
fied with an accuracy of 66 %.
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(c) 50 % noise: The accuracy is 58.1 %, the open-world dataset is correctly classi-
fied with an accuracy of 77 %.

Figure 10.18.: Website fingerprinting classification heat maps of SSD C at different
noise levels.
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(a) 2 % noise: The F1 score is 27.6 %, the open-world dataset is correctly classified
with an accuracy of 57 %.
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(b) 20 % noise: The accuracy is 24.2 %, the open-world dataset is correctly classi-
fied with an accuracy of 59 %.
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(c) 50 % noise: The accuracy is 17.8 %, the open-world dataset is correctly classi-
fied with an accuracy of 59 %.

Figure 10.19.: Website fingerprinting classification heat maps of SSD H at differ-
ent noise levels.
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Abstract

Modern cloud environments greatly facilitate efficiency as workloads of
multiple tenants running on the same physical system, often grouped by
functionality, e.g., function-as-a-service containers, or platform-as-a-service
virtual machines. However, the sharing of physical hardware resources
across mutually distrusting tenants comes with security implications. Con-
sequently, cloud providers also offer higher security levels with trusted
execution environments in the form of confidential virtual machines, e.g.,
Intel TDX and AMD SEV-SNP. Many works have shown that attackers
can exploit microarchitectural side channels in cloud scenarios, including
attacks on trusted-execution environments. However, the practical rele-
vance of these attacks hinges on the co-location of the attacker with its
victim on the same physical machine within the data center. Prior work
has presented co-location detection techniques that work inside containers
or on regular virtual machines. However, co-location detection techniques
for confidential virtual machines, e.g., AMD SEV-SNP, have not been
studied yet, as these have to be performed from within AMD SEV-SNP
virtual machines to target the same physical host machine.

In this paper, we present the first co-location detection technique working
on confidential virtual machine hosts. We exploit the new SecureTSC
feature supported on recent AMD processors with SEV-SNP. SecureTSC
is intended to provide a trusted timing source to confidential virtual
machines that cannot be tampered with by the host. We systematically
study the behavior of SecureTSC and show that it can be exploited
to detect whether two confidential virtual machines are co-located. We
demonstrate our co-location detection in a concrete scenario, where two
confidential virtual machines attempt to co-locate with each other. Our
attack uses a minimal network protocol, TsCupid, to determine whether
any of the connected confidential virtual machines are co-located. We
practically evaluate our attacks and show that we can detect co-location
within 0.13 seconds in a fully parallelized way, minimizing the cost for

365



11. Not So Secure TSC

an attack. Finally, we show that our attack cannot be mitigated without
modifying the SecureTSC feature and propose a concrete design change
that would fully prevent our attack. Keywords: Side Channels, Timing
Attack, Co-Location Attack, AMD SEV, Confidential Computing.

1. Introduction

The efficiency and economic advantages of cloud computing and virtu-
alization are rooted in the sharing of physical resources. Today, various
types of cloud computing exist, often categorized into function-as-a-service,
software-as-a-service, platform-as-a-service, and infrastructure-as-a-service.
The idea for all types is similar: Place workloads of the same type but
from different tenants on the same physical machine and share as many
physical resources as possible while maintaining confidentiality, integrity,
and availability, of the customer’s data and workloads. As a consequence,
a long line of work studied the security properties of workloads in cloud
environments, in particular in terms of side-channel attacks [10, 44, 60,
69, 73, 74] as well as their mitigation [33, 42, 72]. These attacks typically
monitor the usage of a shared hardware resource and exfiltrate secret
information based on the observed behavior, e.g., timing [30], or access
patterns [44].

Beyond distrusting other co-located tenants, customers of cloud computing
may also distrust the cloud provider [59] or have legal restrictions on how
and where their data may be processed [50]. Consequently, the concept of
trusted execution environments was developed [8, 18] and implemented
in billions of processors, e.g., Arm TrustZone [8], Intel SGX [15], AMD
SEV [32], and Intel TDX [28]. Today, commercial cloud providers already
offer confidential virtual machines, e.g., using AMD SEV or Intel TDX,
typically in an platform-as-a-service model. However, while these confiden-
tial virtual machines promise higher security, they are still susceptible to
side-channel attacks as demonstrated in many scientific works [12, 37, 38,
39, 62]. Moreover, the lack of a trusted timing source in trusted execution
environments limits use cases that require a trusted timing source, espe-
cially those that rely on time for security-critical decisions [1, 7], including
defenses against privileged attackers that resort to busy-looping timing
threads instead [13, 49]. This changed with AMD’s introduction of the
SecureTSC feature1, providing a trusted, non-malleable timing source to

1Intel introduced an equivalent feature dubbed “Virtual TSC” [29].
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confidential virtual machines, allowing to detect manipulations from the
untrusted outside.

While the side-channel attacks themselves may be practical, their practical
relevance often hinges on the attack scenario. In particular, attacks on
virtual machines of other tenants in modern public cloud environments, re-
quire co-location, which is challenging to achieve for multiple reasons: First,
given the massive expansion rate of cloud computing, and growing sizes
of data centers, the a priori probability of co-location is shrinking. Con-
sequently, an attacker has to spawn more containers or virtual machines
to possibly achieve co-location. Second, cloud providers have systemat-
ically eliminated prior channels for co-location detection [26], requiring
attackers to resort to new and less reliable side-channel-based co-location
detection [25]. Third, the resource provisioning of cloud providers limits
the possible co-location targets: Cloud vendors typically dedicate entire
servers to one type of workload, e.g., function-as-a-service or platform-as-
a-service. Furthermore, resource provisioning systems monitor workloads
and dynamically move similar workloads to the same physical machine
to optimize the utilization of hardware resources [43]. Consequently, to
perform side-channel attacks on co-located confidential virtual machines,
the attacker needs to detect co-location and mount the attack from inside
a confidential virtual machine. However, co-location detection techniques
for confidential virtual machines, e.g., AMD SEV-SNP, have not been
studied yet.

In this paper, we present the first co-location detection technique working
on confidential virtual machine hosts. We systematically study the behavior
of the new SecureTSC feature supported on recent AMD processors with
SEV-SNP support. Furthermore, we show that SecureTSC can be utilized
as a reliable mechanism for co-location detection. We devise a minimal
network protocol, TsCupid, which solves the challenges to this co-location
detection, using a central coordination server, adjusting for various factors
influencing the timestamp counter values and by threshold-comparing
normalized timestamps across all connected confidential virtual machines.

We evaluate our co-location detection technique in a realistic scenario on
an AMD Epyc 7313P (Zen 3, Milan microarchitecture), as public cloud
vendors are still in the process of adopting SecureTSC and enabling it for
customers. We focus on a scenario where two confidential virtual machines
attempt to co-locate with each other. We demonstrate that, based on the
SecureTSC values, we can correctly and reliably detect co-location on the
same physical system within 0.13 seconds.
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Finally, we show that our attack cannot be mitigated without modifying the
SecureTSC feature. As long as the attacker has access to the unperturbed
rdtsc value as a timing source, the scaling register, and the offset field,
an attack remains possible. We propose a concrete design change that
would fully prevent our attack while maintaining rdtsc as a trusted and
non-malleable timing source.

In summary, this paper makes the following contributions:

• We present the first co-location detection technique on confidential
virtual machines, exploiting the novel SecureTSC feature on AMD
SEV-SNP processors.

• We develop a scalable methodology for co-location using our detection
technique and analyze its costs on the AWS cloud and the Google
Cloud Platform.

• We practically evaluate our co-location detection on an AMD Epyc
7313P system with SEV-SNP and SecureTSC enabled. We correctly
detect co-location within 0.25 seconds with a success rate above 99.56 %
with a 0.13 seconds detection threshold.

• We propose a design change for SecureTSC that fully mitigates our
attack while maintaining the functionality of SecureTSC, by moving
certain values and operations to AMD’s security processor (AMD-SP).2

Outline. Section 2 provides background on trusted-execution environ-
ments, side channels, co-location detection, and SecureTSC. Section 3
presents the high-level idea of our co-location detection. Section 4 presents
the design and implementation. Section 5 evaluates our co-location detec-
tion in a realistic scenario on an AMD Epyc 7313P machine with SEV-SNP
and SecureTSC enabled. Section 6 discusses potential mitigations to pre-
vent co-location detection. We conclude our work in Section 7.

Responsible Disclosure to AMD. We reported using SecureTSC for
co-location detection to AMD on March 14th, 2024. We further showed
our findings using the TsCupid protocol on April 29th, 2024. AMD ac-
knowledged our findings and concluded that this was outside their current
threat model for SecureTSC.

2AMD-SP and PSP are sometimes used interchangeably in the literature and official
documentation.
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2. Background

In this section, we provide background on trusted execution environ-
ments, side-channel attacks and co-location detection, as well as the novel
SecureTSC feature.

2.1. Security of Trusted Execution Environments

The trusted computing base is the minimal set of hardware and soft-
ware components that a user or workload has to trust. If the trusted
computing base is compromised, the workload or the user’s data may
be compromised as well. Traditionally, the operating system was part
of the trusted computing base. Trusted execution environments aim to
minimize the trusted computing base by restricting the capabilities of the
operating system and even the system administrator. Arm TrustZone [8,
18] has been deployed for more than a decade in billions of mobile devices.
TrustZone has an additional, fully isolated execution realm, running a sep-
arate trusted operating system and trusted applications (called trustlets).
While architectural manipulation of TrustZone is only possible with the
exploitation of bugs inside the TrustZone [20], microarchitectural attacks
remain unmitigated [40, 51, 53, 71]. Intel introduced a trusted execution
environment, SGX [15, 27], which splits applications into an untrusted
part and a trusted part (called enclave). Architectural access is mitigated,
and the memory is encrypted against physical attacks. However, again
bugs inside an SGX enclave [35, 65], or side channels [11, 57] can still
lead to exploitation. Furthermore, transient-execution attacks, e.g., Fore-
shadow [61] and ZombieLoad [55], as well as power side channels [34, 41]
can still leak precise information from enclaves.

The current generation of trusted execution environments follows a dif-
ferent approach, focusing on virtual machines. AMD’s Secure Encrypted
Virtualization (SEV) [4, 32] has been available in commercial processors
since 2020. More recently, Intel also introduced their alternative, Trusted
Domain Extension (TDX) [28]. The scientific community has studied the
security of AMD SEV thoroughly. Early works exploited unencrypted
virtual machine states [23, 66], control over nested page tables [23, 47, 48],
and insufficient encryption [19, 67]. More recent works demonstrated that
side channels on the ciphertext can deterministically leak data [37, 39] as
well as the possibility of power side channel attacks [64].
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Side-channel attacks on trusted execution environments generally assume
co-location on the same physical host. Since in a personal computer
setting this is realistic, only few works studied the security implications
of malicious workloads inside trusted execution environments [54, 56].
With confidential virtual machines, this also has implications on the
threat model: Cloud vendors typically dedicate entire servers to one
type of workload [43], e.g., a host running many AMD SEV virtual
machines. Furthermore, resource provisioning systems monitor workloads
and dynamically move similar workloads to the same physical machine
to optimize the utilization of hardware resources [43], i.e., again many
similar virtual machines are grouped onto the same server. Consequently,
to perform side-channel attacks on co-located confidential virtual machines,
the attacker needs to detect co-location and mount the attack from inside
a confidential virtual machine.

2.2. Co-location Detection Attacks

As Zhao et al. [75] point out, co-location detection is a pivotal step to
side-channel attacks in the cloud. Consequently, a long line of research
studied techniques to detect co-location in commercial clouds [9, 25, 26, 52,
58, 73, 74], for instance by analyzing IP addresses, hard disk performance,
network latency, and cache covert channels on the L1 cache and the
last-level cache. Inci et al. [25] report that most of the aforementioned
techniques have been addressed with mitigations by public cloud providers.
In particular, cloud providers are aware of the concerns around SMT
side channels and have in some instances mitigated them in the past by
disabling hyperthreading [60] or strictly schedule only workloads of the
same virtual machine on two hyperthreads [3]. Inci et al. [25] also show and
argue that some side channels remain possible, e.g., Prime+Probe on the
last-level cache. However, as inclusive last-level caches do not scale with
high core counts, more recent processor designs often have non-inclusive L3
caches, e.g., recent Intel server processors. Consequently, even if an attacker
manages to craft a Prime+Probe eviction set evict data from the L3 cache,
repeatedly iterating over Prime+Probe eviction sets may reach the L3
cache but will not evict data from other co-located workload’s private L1
and L2 caches. AMD processors also split the last-level cache into isolated
parts per core complex. Hence, while Flush+Reload via shared memory
may still be possible within one core complex, cache attacks across core
complexes are currently infeasible. Varadarajan et al. [63] showed that
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the effects of memory bus contention [68] can influence the performance
on shared cloud systems in a way that allows for co-location detection.
Zhao et al. [75] study the practicality of co-location attacks in function-as-
a-service clouds and demonstrate that an attacker can reliably co-locate
with a victim workload. Being specific to function-as-a-service clouds, their
approach motivates further research into co-location techniques for other
types of contemporary cloud systems.

2.3. AMD SecureTSC

Several works proposed to detect ongoing attacks on trusted execution
environments requiring a trusted timing source [13, 49]. Focusing on Intel
SGX, these works note that they have to rely on a timing thread as the
rdtsc instruction is not available in SGX. Similarly, rdtsc can also be ma-
nipulated by the hypervisor in (confidential) virtual machines and, hence,
even when available in a trusted execution environment cannot inherently
be considered a trusted timing source. This situation changed with the
novel SecureTSC feature introduced for AMD SEV-SNP [5, 16] and the
Intel Virtual TSC feature [29] respectively. SecureTSC makes the rdtsc in-
struction a trusted and non-malleable timing source. A confidential virtual
machine can enable SecureTSC via a bit in the SEV FEATURES field in the
VM Save Area. When enabled, all accesses to the timestamp counter, e.g.,
using rdtsc or rdtscp, or by reading the TSC Model-Specific Register
(MSR), will be resolved directly by the hardware, without any way for the
hypervisor to manipulate the value.3 The SecureTSC timestamp counter
is not affected by the P-State 0 frequency or by writes to the TSC MSR,
which we confirm in our experiments.

Hypervisors can set the TSC frequency of virtual machines (guests).
Even with SEV-SNP, the hypervisor still has control over the guest’s
TSC frequency, via the DESIRED TSC FREQ field in the SNP LAUNCH START
request, sent to the AMD-SP while launching a guest. This value is
stored in the Guest Context, a structure containing information, keys,
and metadata associated with the guest. After being launched, the guest
queries the AMD-SP with the TSC INFO request. The response to this
request contains the Guest TSC Scale, Guest TSC Offset, and TSC Factor.
The Guest TSC Scale is calculated as the ratio of DESIRED TSC FREQ to
the mean native frequency.

3This may involve the AMD Secure Processor (AMD-SP).
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Figure 11.1.: Overview of our attack. The confidential virtual machines exchange
the non-malleable timing information with a remote coordination
server that evaluates the data and detects which of the virtual
machines are co-located.

The Guest TSC Offset is an offset added to the guest TSC value on every
read. According to official documentation [6], this value is decided by the
AMD-SP. In our experiments, we did not receive a Guest TSC Offset other
than 0 and we think that this is due to AMD-SP firmware not being ready.
When a guest invokes an instruction to get the TSC value, the hardware
first scales the TSC value with Guest TSC Scale and then adds the Guest
TSC Offset.

As different cores and core complexes have different delays during boot
time, especially compared to the bootstrap processor, there is a slight
variance on the TSC values they observe. In all our measurements, we
found no case with a difference of more than 228 cycles, which corresponds
to about 0.13 seconds at a frequency of 2 GHz.
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3. High-Level Idea

The high-level idea behind our attack is to exploit that servers in a data
center have unique uptimes. If precise-enough measurements of the real
uptime within the virtual machines are possible it is easy to detect co-
located virtual machines by a central coordinator. Servers, even within
one rack, are typically not started at precisely the same time but cascaded
to avoid load spikes on the data center’s power supply. Until now timing
sources in virtual machines could easy be randomized by the hypervisor as
it can freely adjust the offset and frequency of rdtsc, thwart an attack like
this. Additionally, the hypervisor already continuously mangles with the
TSC value to, for example, compensate for virtual machine exists. It was
already shown that timing sources in virtual machines are too inaccurate
for microarchitectural attacks [44].

Our attack exploits the novel SecureTSC feature, available for AMD
SEV-SNP confidential virtual machines that prevents the hypervisor from
mangling with the TSC value inside a virtual machine while it is running.
Figure 11.1 illustrates our attack with the example of two physical ma-
chines in the same data center. The root cause enabling our attack is the
availability of a non-malleable timing source, i.e., a non-malleable rdtsc
instruction and that servers have unique uptimes. Confidential virtual
machines with SecureTSC enabled have access to the scale, offset, and
value of the timestamp counter at any time. With these values, the confi-
dential virtual machine, or an external system provided with this data,
can compute the precise CPU uptime in timestamp counter cycles. Based
on the precise CPU uptime, we then determine which virtual machines
are co-located on the same physical machine. In contrast to prior work,
using one-to-one channels to detect co-location, e.g., cache contention [25,
52, 73], memory bus contention [63, 68], CPU frequency [31] our side
channel on SecureTSC is a one-to-many channel: Instead of requiring
time-consuming attempts between each two pairs of virtual machines
to establish a channel for co-location detection, a remote coordination
server can compare all non-malleable timestamp counter data at once
and instantly determine the co-location status for all virtual machines
involved. If only the co-location of any two virtual machines is required,
the birthday problem shows that only a small number of virtual machines
must be rented.
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4. Design and Implementation of our Attack

In this section, we present the design and implementation of our attack. We
show how an attacker can use values of SecureTSC to determine whether
two or more SecureTSC-enabled AMD SEV-SNP virtual machines are
co-located. We define the threat model for our attack and present an attack
protocol, TsCupid, that we use to determine the co-location status of all
connected virtual machines at once, using a single remote coordination
network server.

4.1. Threat Model

The attacker has the goal to determine which of its confidential virtual
machines are co-located on the same physical machine. With this knowl-
edge, the attacker aims to mount subsequent attacks that benefit from
the co-location of two or more confidential virtual machines, e.g., at-
tacks on the cache directory which require multiple cores to exhaust the
over-provisioned directory [70]. We assume the attacker has the resources
to launch hundreds of confidential virtual machines, which are typically
billed in short time frames (we evaluate the attack cost in Section 5.5). We
also assume that starting a large number of confidential virtual machines
eventually leads to co-location of some of them. Furthermore, we assume
that an attacker has a coordination server. The coordination server can
be one of the virtual machines within the same data center or an remote
machine somewhere else.

Owners of AMD SEV-SNP confidential virtual machines can decide
whether their machines are allowed to be live-migrated through the
MIGRATE MA field in the guest policy, a structure supplied by the guest
owner that limits the actions that the hypervisor can take [6]. For this
threat model, we assume that the AMD SEV-SNP confidential virtual
machines disallow live migration. It must be noted that live migration
of these confidential virtual machines is not yet supported [2, 22, 36].
Hence, live migration is no concern for our attack currently, in contrast
to prior work, where the resource provisioning system (RPS) may have
relocated virtual machines for load balancing [43]. However, we believe
that our attack extends to the live-migration scenario as AMD SEV-SNP
confidential virtual machines that allow live migration will know that they
have been migrated by design [6].
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Figure 11.2.: The difference in TSC values reveals that different AMD CPUs
increment their TSC at unrelated rates. For each machine, we plot
the difference of a TSC read against the first TSC read. This was
done on four machines for 128 s where a TSC read was performed
every second.

4.2. Protocol for Co-location Detection

Basically, our co-location detection based on non-malleable timestamp
counter values works by all virtual machines sending their current times-
tamp counter value to a central server. This central coordination server
collects all timestamp counter values and compares them with each other.
If two timestamp counter values from different virtual machines are iden-
tical, it means that the CPU they are running on has the same uptime
and is, therefore, very likely, the same CPU. Hence, the virtual machines
are deemed co-located.

4.3. Overview

However, this approach ignores multiple factors that negatively affect the
co-location detection:

1. network latency and jitter that is possibly different on the virtual
machines;

2. the high frequency of the timestamp counter;

3. the frequency of the timestamp counter can vary on different CPUs
(see Figure 11.2);
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Figure 11.3.: SEV-SNP virtual machines running with different SecureTSC fre-
quencies defined by the hypervisor. After virtual machine creation,
the hypervisor can no longer change the frequency of the SecureTSC.
The legend shows the configured frequency in GHz visible to the
virtual machine.

4. the hypervisor can also specify a timestamp counter frequency per
virtual machine (see Figure 11.3);

5. the timestamp counter offset field can be different per virtual machine.

The first point could be addressed by using an NTP-like transmission of
the time value. NTP measures the round-trip time between two machines
and under the assumption that both directions take approximately the
same time, adds half of the round-trip time to the received time value [46].
But this solution does not address the other factors. Hence, we design a
protocol, TsCupid, to take all five factors into account.

At its core, TsCupid collects timestamp counter information, including
the value, offset and frequency on a remote coordination server. Based on
this information, we can infer a normalized timestamp that is offset- and
frequency-corrected. Storing the normalized timestamp and the frequency,
we can also extrapolate the current normalized timestamp for any of
the confidential virtual machines without exchanging further messages.
This allows the coordination server to compare the normalized timestamp
values across all confidential virtual machines regardless of when they sent
in the timestamp counter information.

The normalized timestamps are still affected by the high frequency of
the timestamp counter (i.e., multiple increments per nanosecond). Conse-

376



4. Design and Implementation of our Attack

Client Server

RDTSC: T SC1

Update: T SC2

T SC2−T SC1
2

TCP Send

TCP Ack

Figure 11.4.: TsCupid uses a NTP-style timestamp exchange. The round-trip
time is taken into account by taking two measurements on the
confidential virtual machine and one on the server. This way, the
server can compute the precise timestamp counter value on the
confidential virtual machine at precisely the point where it received
the first message.

quently, the coordination server will practically never receive two identical
timestamps. Instead, TsCupid uses a threshold to determine which times-
tamps are to be considered identical and the virtual machines co-located.

4.4. Implementation

The process of co-location detection with TsCupid uses specific messages:

First, the protocol starts with an initialization message (TSCINIT) sent
by the confidential virtual machine, which contains the timestamp counter
frequency and timestamp counter offset. This information is sufficient for
the server to establish a record for this confidential virtual machine and
to extrapolate and match further messages received.

Second, the confidential virtual machine sends a message (TSCVALUE) con-
taining the current timestamp counter value. When receiving the message,
the server stores its own local timestamp, as illustrated in Figure 11.4. The
purpose for this is to know precisely what local timestamp corresponds to
the timestamp in the confidential virtual machine. However, the timestamp
counter value transmitted by the confidential virtual machine cannot be
used yet as the network jitter and latency have not been accounted for.
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As the last step, the confidential virtual machine keeps track of when the
TCP acknowledgement for the TSCVALUE message arrives. Immediately
after this acknowledgement, the confidential virtual machine sends a
message (TSCROUNDTRIP) with the current timestamp counter value to the
coordination server. This allows the coordination server to compute the
time between the two timestamps from the confidential virtual machine
and, thus, infer the round-trip time for the messages. Based on the round-
trip time, the attacker can infer the precise point in time between the two
timestamps, which is exactly when it stored its own local timestamp, as
illustrated in Figure 11.4.

TsCupid has two further messages to coordinate the confidential virtual
machines. First, a message (TSCMATCH) to inform co-located machines of
their co-location. The server can send this message at any point in time
but typically will do so after receiving a TSCROUNDTRIP message which
resulted in a matching normalized timestamp in its local database. The
TSCMATCH message contains the number of co-located confidential virtual
machines and further information that may be relevant to the co-located
confidential virtual machines. Second, a message TSCWAIT, which instructs
confidential virtual machines to idle for a specified amount of time before
providing a new timestamp counter value, e.g., to allow for reduction of
noise with multiple measurements.

The coordination server can now compare the normalized timestamps of
two confidential virtual machines as follows: Confidential virtual machine
A is running at timestamp counter frequency fA, with the timestamp
counter offset oA, and values t1,A and t2,A transmitted by TSCVALUE
and TSCROUNDTRIP. The coordination server C took the timestamp tA,C

when the TSCVALUE message arrived, and has its own timestamp counter
frequency the current timestamp counter value available as fC and tC .
Another confidential virtual machine B is running at timestamp counter
frequency fB, with oB the timestamp counter offset, and values t1,B

and t2,B transmitted by TSCVALUE and TSCROUNDTRIP. The normalized
timestamp n(A) for a confidential virtual machine A is computed as

n(A) =
(

t1,A + t2,A

2 − oA

)
+ fA

fC
· (

tC − tA,C

)
.

The coordination server can now compute whether A and B are co-located
as

|n(A) − n(B)| < ε,
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where ε is the detection threshold.

TsCupid stores all data to compute n(x) for all confidential virtual ma-
chines in a database. Consequently, the coordination server can simply sort
the data by n(x) and compare the neighboring entries for being below the
detection threshold ε. If the detection threshold ε is too small, the false
negative rate increases, TsCupid does not correctly detect two co-located
virtual machines. If ε is too large, the false positive rate increases, TsCupid
erroneously labels virtual machines co-located.

5. Evaluation

In this section, we evaluate the effectiveness of our implementation of
the TsCupid protocol on physical, local AMD SEV-SNP hardware. We
show that we can effectively identify co-located SEV-SNP guest virtual
machines (clients) by using our protocol. In Section 5.1, we describe our
experimental hardware and software setup to study TsCupid. In Section 5.2
we evaluate the impact of network stress on our network’s round trip time
to aid our further noise evaluation. We run the experiments and discuss
the results in Section 5.3. In Section 5.4, we look at sources of noise and
challenges of TsCupid. Finally in Section 5.5, we calculate financial costs
of deploying TsCupid in order to search for co-located machines.

5.1. Experimental Setup

Although SEV-SNP machines can be created on Google Cloud and Ama-
zon’s AWS, they are still in preview and do not support SecureTSC from
the hypervisor side. Therefore, we evaluate TsCupid in our local network
with a single machine, an AMD Epyc 7313P. The network has a link
speed of 1 Gbit/s as we assume that this as a lower bound for real cloud
environments. We launch 16 co-located clients with a TSC frequency of
2 GHz on our AMD Epyc 7313P. The central coordination server runs on
another machine in the same network.

It is enough to evaluate our co-location detection with only a single
AMD machine with only co-located virtual machines. Without SecureTSC
support on any large cloud provider we can only estimate the probable dif-
ferences in uptimes between different machines in a server farm. Therefore,
we use a single machine to measure the minimum threshold ϵ required to
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Figure 11.5.: Changing the TSC MSR on the hypervisor has no effect on the
SecureTSC value returned by a read to the guest TSC MSR. Over a
period of 2.5 s, the hypervisor’s TSC MSR was decreased in intervals
of fifths from 10.1 × 1012 ticks to 2.0 × 1012 ticks. The guest’s TSC
MSR stayed unaffected at a value of 6.7 × 1012 ticks.

correctly detect co-located machines. This corresponds to a co-location
rate of 100 % as all our machines are co-located. With this information we
can show that our found threshold ϵ of 0.13 ms is lower then the probable
difference in machine uptimes. To test the correct functionality of our
implementation of the client and server code and rule out any software
bugs, we additionally tested our protocol on non-co-located clients and
TSCupid correctly identified them as non-co-located.

Messages from the hypervisor take an average of 0.15 ms to reach the
server, whereas messages from the clients take an average of 0.45 ms. We
test 17 thresholds ε ranging from 8 µs to 0.5 s . For each threshold ε, we
run 100 experiments each with and without network stress, totaling 3 400
experiments.

We install AMD’s kernel patches for the guest [16] and the hypervisor [17],
to add SecureTSC functionality. Although the guest patches redirect
attempts to read the TSC MSR directly with rdmsr by executing rdtsc,
we found that directly reading the TSC MSR within a guest resulted in
the same value returned by executing rdtsc. We do not know why AMD
chose to implement their guest patches like this. Moreover, the guest TSC
MSR is not affected by writes to the hypervisor TSC MSR as is shown in
Figure 11.5 resolving the concerns by Alder et al. [1].
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Figure 11.6.: Network stress has a discernible effect on packet round trip times.
For 2 000 packets, it took an average of 4.14 ms without network
stress to make a round trip to Cloudflare’s 1.1.1.1 public DNS
resolving server from the system we attack. With network stress, it
took an average of 66.46 ms to perform the same round trip.

5.2. Impact of Network Stress on Round Trip Time

We run our experiments in two network settings, with and without a
network stress program that applies pressure on the network by checking
internet download speed from fast.com. The network stress program runs
natively on the system we attack. The bandwidth to the internet from
our local network is high enough to cause significant stress also within
the 1 Gbit/s local network. The packet round trip times to Cloudflare’s
1.1.1.1 public DNS resolving server are shown in Figure 11.6. Without
network stress, it took an average of 4.14 ms with a standard deviation of
0.31 ms. With network stress, packet round trip times took an average of
66.46 ms and a standard deviation of 10.0 ms.

5.3. Evaluation of TsCupid

We base TsCupid’s success, i.e., accuracy based on the percentage of
clients where we correctly detected co-located for each threshold. We give
TsCupid a maximum of 5 s before aborting the experiment. We provide a
secondary metric for the time it takes to determine the maximum number
of co-locations in each attempt. Figure 11.7 shows the percentage of
co-locations detected and the time taken to detect them against the 17
thresholds. We determine that network stress has negligible consequences
on the number of co-locations detected and some to little effect on the
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Figure 11.7.: The success rate of TsCupid with different TSC thresholds. A lower
value allows for higher divergence of the TSC values. The detection
percentage shows the percentage of all co-located virtual machines
that were actually detected after a maximum of 5 s. The time to
detect plots the time after which no new co-located virtual machines
were detected. Network stress has only a small impact on the time
to detect and negligible impact on the detection percentage.

time taken to detect them. We believe that this is due to TsCupid being
a minimal protocol with every message (except for TSCMATCH) contained
in one TCP segment. The TSCMATCH message is sent after co-location was
detected so network stress has no negative impact on it.

The results of all thresholds are shown in Figure 11.7. With a threshold ϵ
of 0.13 seconds, we achieve 100 % (n=100, σx̄=0) detection rate without
network stress and 100 % (n=100, σx̄=0) detection rate with network
stress. This is far lower than typical power-up delays for servers in a data
center [14, 24], making our co-location detection very robust.

For low thresholds, the detection time is considerable higher with network
stress than without. This can be explained by the high jitter of network
packages under high network load as shown in Figure 11.6. While we
tested the ping round-trip time to the internet in those experiments, the
jitter seems to be lower inside the network, as the time to detect is already
close to 0 with a threshold of 4.2 ms an higher.
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Under the assumption that a single AWS data center has 100 000 individ-
ual servers [45] and 10 % of them use AMD CPUs that use AMD SEV-SNP
with SecureTSC, there are 10 000 target servers. For TSCupid to work
two machines must not have an uptime more similar than the chosen
threshold ϵ. Further assuming that these server are randomly started over
the span of a year, we can calculate the average number of pairs below
the threshold the following way:

λ = # Machines − 1
Interval length = 9999

3 600 s · 24 · 356 = 3.25 × 10−4 s−1

P (Gap < ϵ) = 1 − e−λ·ϵ = 1 − e−6.5×10−4·0.13 = 4.23 × 10−5

# False positives = P (Gap < ϵ) · # Machines = 0.42

On average there is less than one false positive, another machine that has
been booted within 130 ms of another machine.

With a higher number of 50 000 target machines, started over the span of
a year, there are on average 10.6 false positive machines. However, this is
not a problem for an attacker. Following the use of TSCupid, potential
co-located machines can use other methods [25, 63] to verify co-location.
These one-to-one channels become viable for co-location detection after
reducing the number of potentially co-located machines from, e.g., 50 000
to 10.

5.4. Sources of Noise & Challenges

One of the main assumptions of TsCupid is that the network latency
between the clients and the server is symmetric, which is normally the
case in local networks and within data centers. Based on this assumption
we can compute the TSC of the client at the time the receiver received
the message, as shown in Figure 11.4. Apart from an asymmetric network
architecture, a potential challenge for an attacker is the hypervisor with-
holding network packets being sent out or received. A benign hypervisor
may even inadvertently do this, as we observed that there were vastly
different times between consecutive ping round trip times ranging from
0.1 ms to 4 ms. This is not surprising, as SEV-SNP machines are known
to be subject to higher network latency [21]. We address this latency noise
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problem by running the protocol multiple times, if necessary, until the
result is clear, i.e., detection of co-location or non-co-location.

5.5. Financial Costs of TsCupid

On Google Cloud, the cheapest way to rent an AMD SEV-SNP machine is
to rent an N2D series machine with two vCPUs and 1GB of RAM running
for four hours, with a cost of $0.75. On Amazon’s AWS, renting a Linux,
M6A.Large instance running for one hour is the cheapest way to rent a
machine capable of AMD SEV-SNP, with a cost of $0.105. As discussed
in Section 5.3, a TsCupid server takes significantly less than an hour to
determine if clients are co-located. Therefore, an attacker would need to
spawn an instance, run the client code, and delete the instance within an
hour.

If an attacker wants to co-locate any two virtual machines in a data center,
they need to know the number of servers in a data center. Under the,
for the attacker pessimistic, assumption that a single AWS data center
has 100 000 individual servers [45] and half of them use AMD CPUs and
support AMD SEV-SNP with SecureTSC, there are 50 000 target servers.
Applying the birthday problem, the attacker needs to rent only 264 virtual
machines so that any two are co-located with a probability of 50 %. To
co-locate two virtual machines with 90 % probability, 480 virtual machines
are required. On AWS, this would cost $27.72 and $50.40 respectively to
spin up, whereas it would cost $198.00 and $360.00 on Google Cloud.

The probability of co-location further increases when taking into account
that new virtual machines are probably not distributed evenly over all
servers as some servers may already be completely occupied. This is
significantly lower than prior co-location attacks that worked through
one-to-one checks, e.g., contention covert channels.

6. Potential Mitigations

The TSC frequency, TSC offset, and rdtsc value are the three pieces
a guest VM needs to calculate the CPU’s up-time — the determiner of
co-location. The simplest way to prevent guests from computing the CPU
up-time is to hide the Guest TSC Offset. Since letting the hypervisor
control the Guest TSC offset could result in the hypervisor being able to
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tamper with the guest’s rdtsc value, the only remaining possibility would
be for the AMD-SP to control it. Therefore, we propose that AMD hide
the GUEST TSC OFFSET field entirely.

It is also possible to fingerprint CPUs based on their TSC frequency
alone [75]. This is relevant in SEV-SNP guest VMs as the GUEST TSC -
SCALE is a ratio of the hypervisor-set DESIRED TSC FREQUENCY and the
mean native frequency, i.e., the native frequency of the TSC on the CPU.
Since both GUEST TSC SCALE and DESIRED TSC FREQUENCY are available
to the guest within its guest context, it is trivial for malicious guest
to calculate the mean native frequency and use it to fingerprint based
on methods suggested by Zhao et al. [75]. Therefore, we propose that
AMD hide either one of DESIRED TSC FREQUENCY or GUEST TSC SCALE.
Moreover, we suggest that hypervisors use a randomly generated DESIRED -
TSC FREQUENCY for each guest that is launched.

One challenge to hiding GUEST TSC OFFSET and DESIRED TSC FREQUENCY
is its impact on live migration. Before and after migrating, SEV-SNP guest
VMs that use the SecureTSC feature are required to update their TSC
offset by normalizing the current TSC value (incremented with GUEST -
TSC FREQUENCY) to DESIRED TSC FREQUENCY and adding this value to the
current TSC value. This way, a guest doesn’t experience a discontinuity
in its rdtsc value before and after migrating.

Since this is the responsibility of the guest, hiding the GUEST TSC OFFSET
and DESIRED TSC FREQUENCY would prevent this operation. Our proposal
is to have the AMD-SP update the TSC offset before migration and have
the guest store the updated value either in its VMSA or guest context.
After migrating, the guest can send its offset to the AMD-SP which
updates it in a similar fashion to the formula above. We believe that this
mitigation isn’t technically hard to implement as SEV-SNP introduces
the Reverse Map Table, a hardware-supported feature where pages can be
owned by the hypervisor, guests, or the AMD-SP. We propose moving the
GUEST TSC OFFSET, GUEST TSC SCALE, and DESIRED TSC FREQUENCY to a
page owned by the AMD-SP. However, this mitigation is only possible
if AMD decides to implement it, as guests of the targeted guest threat
model cannot defend themselves otherwise.
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7. Conclusion

In this paper, we presented the first co-location detection technique on
confidential virtual machine hosts. We showed that the new AMD Se-
cureTSC feature, providing a trusted timing source to confidential virtual
machines, can be utilized by an attacker to detect whether two confidential
virtual machines are co-located, based on their trusted and non-malleable
timestamp counter values. Our minimal network protocol, TsCupid, runs
fully parallelized and allows to detect co-located machines across hundreds
of confidential machines at once. It is the first one-to-many channel for
co-location detection that is able to find co-located virtual machines within
0.13 seconds while requiring only a comparably small number of virtual
machines due to the birthday problem. In a data center with 50 000 AMD
SEV-SNP machines an attacker only needs to spawn 480 virtual machines
to get two co-located virtual machines with 90 % probability. We propose
several concrete changes to the SecureTSC feature that would mitigate
our attack.
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