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Abstract

To enforce the privilege separation in the kernel, kernel-level iso-

lated execution environment (IEE) has become a recent research

trend because it can protect critical resources and monitors. Our

research found that to isolate the IEE memory, all existing IEEs

must act as a reference monitor to isolate page tables and validate

their updates, bringing a significant performance overhead. Hence,
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we propose Tide, a new kernel-level IEE based on the output ad-

dress size hardware feature on AArch64, which could offload such

checks to the hardware. However, it still faces the flexibility and se-

curity challenges. To address them, Tide presents using the stage-2

translation to expand the physical address range to flexibly map

the IEE memory and perform extra access controls on the physi-

cal memory; it designs a novel gate to enter (sneak) into the IEE

securely by disabling translation temporarily, and ensures it can

only be executed at the fixed locations. The experimental results

show that Tide is performant than all existing IEEs on protecting

critical kernel structures and security tools.
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1 Introduction

The security of an operating system’s kernel is fundamental to a

computing environment’s overall integrity and resilience. Since

the kernel usually operates with the highest privilege level, a com-

promise at this level can lead to complete system control by an

attacker [8, 25, 30, 48, 60, 62]. However, the kernel’s large and

complex codebase presents significant security challenges. As of

January 2025, the Linux kernel’s source code comprises approxi-

mately 40 million lines [41], and thousands of vulnerabilities have

been exposed in the past five years [12].

Privilege separation, initially introduced in the work of Saltzer

and Schroeder [47], is recognized as a fundamental principle in

software design to address the concern. To enforce it, a common

practice is to protect the kernel’s critical parts. This can not only

be done by isolating them [9, 14, 26, 31, 35, 57, 63], but also by

monitoring their execution [3, 7, 11, 15, 53]. Both methods need an

isolated execution environment (IEE) to run them or the monitor.

An intuitive approach is to run the kernel critical parts [4, 34] or

themonitor [43, 44, 50, 51] at amore privileged level, e.g., in hypervi-

sor mode. But it will significantly increase the hypervisor’s Trusted

Computing Base (TCB) and introduce a significant performance

overhead because the traps are expensive. Running them in another

virtual machine (VM) could avoid affecting TCB but will introduce a

higher overhead. To address this problem, the recent research trend

is intra-kernel isolation, which partially de-privileges the kernel of

running at a (logically) lower kernel privilege level and lets the IEE

run at the whole kernel privilege level [7, 11, 13, 24, 28, 53, 54, 63].

With ARM processors’ dominant position in the mobile market

and the increasing popularity of ARM on personal computers and

servers, the kernel-level IEE onARM is necessary for kernel security.

It constructs a one-way memory isolation in which the kernel

cannot access the IEE’s memory, but the IEE can access the entire

system’s memory. Entering and exiting the IEE must be achieved

through a specific gate, which can enable and disable access to the

IEE memory. To achieve lower performance overhead, the design

of IEE is based on ARM hardware features.

Since performance overhead is the primary factor restricting

the deployability of IEE, we analyze the performance overhead of

existing IEEs. At first, we systematically summarize three security

properties required in a generic IEE (§4.1): 1) The gate should be

secured so it cannot be bypassed; 2) The physical memory of the IEE

should be isolated to ensure the IEE memory can only be translated

in the IEE; 3) The kernel𝑊 ⊕𝑋 should be enforced to avoid injecting

the sensitive privileged instructions to enable the access to the IEE.

For the first property, existing IEEs propose to use different

hardware features to switch the access permission to the IEE, i.e.,

TTBRn [7], TxSZ [11], PAN [28], and Watchpoint [24]; for the last two
properties, they all isolate page tables, mediate their updates and

perform the validation to ensure the IEEmemory cannot be mapped

to the outside virtual space. Then, we conducted the composition

analysis of performance overhead on existing IEEs. The page table

protection incurs the primary performance overhead (accounts for

60%~80% of the total overhead) because it results in frequent IEE

invocations (§4.2). It motivates us to design an efficient kernel-level

IEE, named Tide, to avoid mediating page table updates and directly

offload these checks to the hardware.

The key hardware feature used in Tide is the output address size

checking during the page table walk. The output (physical) address

obtained in this process cannot exceed the output address size

specified by the {I}PS field of the TCR_ELx register. Therefore, we

could place the IEE memory outside the kernel’s allowed output

address size. And the hardware ensures that all page tables in the

kernel cannot translate the IEE memory. The entry gate can set the

TCR_ELx.{I}PS field to enlarge the size to enable the translation

to the IEE memory. However, leveraging this feature to build Tide

is non-trivial; it still faces flexibility and security challenges:

• Configuring the output address size with more flexibility.. The

output address size has only seven sizes available, i.e., 4GB,

64GB, 1TB, 4TB, 16TB, 256TB and 4PB, and the adjacent sizes

vary greatly. This results in an inflexible division of the IEE and

kernel physical memory, which in turn wastes physical memory.

• Kernel𝑊 ⊕𝑋 still needs mediating page table updates. The output

address size feature only checks the virtual-to-physical map-

pings, not the access permissions required by the kernel𝑊 ⊕ 𝑋 .

• Securely exposing the IEE memory in the gate. The TCR_ELx reg-

ister contains all address translation controls. Its value set in

the gate can be tampered with by launching the jump-in-middle

attack, hijacking the subsequent control flow. This allows the

IEE memory to be exposed without entering the IEE.

Our key insight is that the stage-2 translation could provide the op-

portunity for independent memory mappings and permissions check-

ing in addition to the output address size checking in the stage-1 trans-

lation. Hence, it can address the first two challenges independently

of the stage-1 translation. Tide activates the stage-2 translation

to introduce the intermediate physical address (IPA) between the

virtual address (VA) and the physical address (PA). To address the

first challenge, Tide uses the more flexible mapping provided in the

stage-2 page table by mapping the physical memory into a larger

IPA space. This allows the IEE and regular memory to be placed in

different intermediate memory slots, which are split by available

output address sizes in the stage-1 translation. Specifically, Tide

maps the IEE memory to an arbitrary IPA exceeding the output

address size that the kernel can use in the stage-1 translation; To

address the second challenge, Tide uses the write-protection and

finer-grained execution control provided in the stage-2 page table.

Specifically, Tide sets the kernel code’s intermediate physical pages

(IPPs) as executable but non-writable to prevent modification. Ad-

ditionally, Tide configures them with UXN (User eXecute Never)

and all other IPPs with PXN (Privileged eXecute Never) to prevent

attackers from injecting instructions at the privileged level.

https://doi.org/10.1145/3719027.3765111
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To address the third challenge, the TCR_EL1 setting instruction
must be moved into the IEE for protection; however, the IEE mem-

ory cannot be exposed outside. We observed that the output address

size checking only works during page table walk. If the translation is

disabled, the IEEmemorywill naturally be exposed. Therefore, Tide

sets the SCTRL_EL1 register to disable the translation temporarily,

enter (sneak into) the IEE to set the TCR_EL1 register to enlarge

the output address size, and finally enable the translation. Unfortu-

nately, the SCTRL_EL1 register also suffers from the jump-in-middle

attacks, in which the control flow can be hijacked after its setting.

To address this, we proposed two methods to ensure that even if

the registers are not set correctly, the subsequent execution cannot

be affected: 1) Code executed during translation disabling will not

perform any data accesses to eliminate the impact of cacheability

and data endianness changes; 2) The virtual memory at the same

address as the intermediate physical memory set as privileged exe-

cutable is exclusively owned by Tide, and its memory mapping is

protected. Even if the IPP with the operation of disabling translation

is mapped to another virtual page, the execution of subsequent

instructions after the translation is disabled will trigger an excep-

tion, which prevents attackers from hijacking the control flow and

executing the code page, controlled by the attacker, at the IPA.

We implemented and evaluated a prototype of Tide on Linux

kernel v6.9.1, which runs on a Cortex A76 2.6 GHz 64-core processor

with 64GB of DRAM. It comes with a thin hypervisor implemented

as a kernel module and will be landed to run at EL2 during the

kernel initialization. Tide provides a set of APIs for users to run an

application in the IEE. To evaluate and compare the performance

overhead, we implemented all existing IEEs [7, 11, 24, 28] and two

VM-based IEEs, which run alongside the hypervisor and in another

VM. And we use them to protect two critical kernel sources and

five security tools. We not only conduct the experiments on micro-

benchmarks, LMBench [1] and UnixBench [2], but also on real-

world Phoronix benchmark [40]. Experimental results show that

Tide outperforms other IEEs, and incurs low performance overhead.

In sum, the contributions made by this paper are as follows:

• A quantitative analysis of existing kernel-level IEEs on

AArch64.We systematically summarize the security properties

of IEEs, evaluate the overhead of existing IEEs, and show that the

design of mediating all page table updates imposes a significant

performance overhead.

• A novel efficient kernel-level IEE on AArch64. We propose

a novel kernel-level IEE that uses the output address size feature

for the first time; it proposes multiple techniques to offload most

of the software checks required to build an IEE to hardware to

achieve better performance.

• A prototype implementation and evaluation of Tide. We

implement and evaluate Tide, and show that it outperforms

existing approaches on LMBench, UnixBench, and Phronoix

when protecting critical kernel sources and security tools.

2 Background

2.1 Kernel-level IEEs on AArch64

SKEE [7] utilizes the TTBRn, which stores the page table’s base

address. It maintains two page tables: the regular page table, which

is used for the kernel and does not map the physical memory of

the IEE, and the dedicated page table, which is used for the IEE and

maps all physical memory. Entering and exiting the IEE requires

switching between them. Accessing the IEE from the kernel directly

will trigger the hardware translation fault exception.

Hilps [11] isolates the IEE by adjusting the range of available

virtual addresses controlled by the system register TCR_ELx.TxSZ.
It adjusts the range to include or exclude the IEE’s virtual address

space when entering or exiting the IEE. A translation fault exception

will be raised when translating an address that exceeds the range,

which ensures that the kernel cannot access the IEE.

GENESIS [28] uses the PAN (Privileged Access Never) hardware

feature, which prevents the kernel code from accessing the user

pages. It sets all virtual memory pages in the IEE as the user pages

that forbid access from the kernel, and disables/enables the PAN

by setting the PSTATE.PAN field when entering/exiting IEE.

We also found a work that uses the hardware debug feature, i.e.,

the watchpoint, to create the IEE in the hypervisor [24], which

could also be applied in the kernel. The watchpoint in AArch64

can watch a contiguous memory region, and accessing this region

will trigger the hardware debug exception. Therefore, the virtual

memory of IEE can be protected by the watchpoint. Entering and

exiting IEE only requires temporarily deactivating and activating

the watchpoint by setting the PSTATE.D field.

2.2 Hardware Features on AArch64

2.2.1 Exception Levels. AArch64 supports multiple privilege levels,

ranging fromEL0 to EL3 [5]. EL3 has the highest privileges, followed

by EL2, EL1, and EL0. It runs a secure monitor, hypervisor, kernel,

and application. Different system registers are provided for different

privilege levels with a suffix of ELx in their names. Converting to a

higher level is allowed through an exception, actively or passively.

An exception vector must exist at the target exception level to

handle the exceptions by type. The base address of the exception

vector is stored in the Vector Base Address Register (VBAR_ELx).

2.2.2 Virtual Memory Translation. AArch64 provides two virtual

address ranges: the higher range is used to map the kernel, and the

lower range is used to map the applications [5]. It also provides two

registers, i.e., TTBR0_ELx and TTBR1_ELx, to hold the base addresses
of the translation tables for the ranges, respectively. In addition,

the Translation Control Register (TCR_ELx) is also provided to con-

trol the translation process. During the translation table walk, the

MMU will check the input (virtual) address size specified by the

TCR_ELx.TxSZ field. Every physical address obtained in this process
is called the output (physical) address, which should not exceed

the output address size specified by the TCR_ELx.{I}PS field. If

it exceeds, an address size fault exception will be raised. AArch64

also allows programmers to configure the System Control Register

(SCTLR_ELx) to achieve top-level control, such as enabling/disabling
the translation and the cacheability of instruction or data accesses.

To accelerate the address translation, a Translation Lookaside

Buffer (TLB) is provided to cache the recently used address map-

pings and distinguishes them from different address spaces by as-

sociating them with an ASID (Address Space ID). On AArch64,

each of TTBR0_EL1 and TTBR1_EL1 contains an ASID field, and the

TCR_ELx.A1 field selects which ASID to become the current ASID.
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2.2.3 Stage 2 Translation. When running the guest kernel on a

hypervisor, the virtual address translation is more complex due to

the memory the kernel uses being virtualized. AArch64 provides

two stages of translation to achieve that: the stage 1 translation is

used to translate a virtual address (VA) to an intermediate physical

address (IPA), and the stage 2 translation is used to translate an IPA

to a physical address (PA). The stage 2 translation also provides the

memory access controls, such as the UXN (User eXecution Never)

and the PXN (Privilege eXecution Never), which control whether

the user or the kernel can execute an intermediate memory page.

3 Threat Model and Assumptions

Assumptions. We assume the kernel can be loaded and initialized

securely before interacting with potential attackers, which can

be in user mode, i.e., an un-trusted user process, and in kernel

mode, i.e., malicious loadable kernel modules and BPF programs.

We assume the kernel contains vulnerabilities that attackers can

exploit to compromise the kernel. We also assume that the IEE code,

underlying system software, and hardware are trusted and secure.

Attackers’ abilities. Attackers could exploit kernel vulnerabilities

to do anything allowed in the kernel. Specifically, attackers may

gain arbitrary memory read and write capabilities by exploiting

vulnerabilities, and they use them to (1) leak secrets, (2) corrupt

critical data, (3) hijack control flow, or (4) inject malicious code.

Furthermore, they may also gain such capabilities indirectly by

launching DMA attacks [36]. For malicious loadable kernel modules,

attackers can directly possess the above capabilities.

Security guarantees. The kernel-level IEE can protect critical

kernel resources and run security tools to perform kernel inspection.

The only way to enter the IEE from the kernel is through the gates

provided. The IEE’s design ensures the security of the gate — any

attempt to access the IEE that bypasses the gate will cause a crash.

However, users of the IEE need to add additional security checks

to the interface against confused deputy attacks [26].

4 A Quantitative Analysis of IEEs

Here, we summarize the security properties required by a generic

IEE (§4.1), analyze the performance overhead of existing IEEs (§4.2),

and summarize the design requirements of a low-overhead IEE

(§4.3). For ease of introduction, we rename existing IEEs according

to the features of the hardware used: TTBRn-based IEE [7], TxSZ-

based IEE [11], PAN-based IEE [28], andWatchpoint-based IEE [24].

4.1 Security Properties in Kernel-Level IEEs

Fig. 1 illustrates the three key security properties that any kernel-

level IEE must ensure:

• P-1: The gate should be secured so it cannot be bypassed.

A gate contains instructions to enable or disable the IEE’s access

permission. As the only way to enter or exit the IEE, it should

be designed carefully to avoid control flow hijacking.

• P-2: The physical memory of the IEE should be isolated.

The IEE has exclusive physical memory, which can only be

translated in the IEE. This is required not only to ensure that the

IEE’s memory mapping cannot be tampered with to (re-)map

Regular 
Memory  

Device 
Memory

IEE 
Memory

Virtual 
Memory

Physical 
Memory

memory
mapping

Outer 
Data IEE

Gate

MMU SMMU

Device VA 

privileged
instruction

gate’s core
instruction

eliminated
instructions

Legend: memory
access

① Non-bypassable Gate

② Memory Isolation

③ Kernel 𝑾⨁𝑿

②③ ②

①

Outer 
Code

②

Fig. 1: Security properties of a generic kernel-level IEE.

the regular memory, but also to ensure that the IEE’s physical

memory cannot be (alias-)mapped to the kernel.

• P-3: The kernel𝑊 ⊕ 𝑋 should be enforced. Privileged in-

structions that may destroy the isolation boundary should be

moved from the kernel to the IEE to restrict their execution. To

prevent attackers from injecting such instructions at runtime,

the kernel𝑊 ⊕ 𝑋 must be enforced.

For P-1, all IEEs set the system register to switch accessibility

to the IEE, which generally takes two forms: one is through the

assignment of immediate values, and the other is through the as-

signment of a general-purpose register (GPR), whose value is set by

the preceding immediate assignment instructions. The PAN-based

IEE and Watchpoint-based IEE use the first form (shown in Table 1).

However, these two IEEs should have additional prevention so that

users may not access them; for example, users could directly ac-

cess the unprivileged pages in the PAN-based IEE. As such, the

PAN-based IEE requires the kernel page table isolation (KPTI) [17],

while the Watchpoint-based IEE requires swapping debug registers

during the user-kernel switching.

For the second form, the attacker may bypass the GPR’s setting

instructions and directly jump to the system register setting’s in-

struction to set the register to an arbitrary value (as known as the

jump-in-middle attack). Since the system registers contain a variety

of system controls, incorrect settings will affect the functionality

of subsequent gate codes. As such, the TTBRn-based IEE uses the

XZR register to eliminate the GPR’s setting instructions, which re-

quires the virtualization technique to place the page table root at

the zero address; The TxSZ-based IEE adds extra checks for the

value immediately after setting the TCR_ELx.
For P-2, all IEEs apply for physical pages from the kernel as

the physical memory of the IEE and ensure that it can only be

translated by the IEE’s page table. To this end, all page tables (used

by the MMU and the SMMU) are isolated in the IEE, and all updates

will be mediated and validated. It is also the same for P-3. Since

the page tables only require the integrity protection, the IEE also

maps them to the kernel space with the read-only permission to

avoid unnecessary IEE invocations introduced by the read access.

4.2 Performance Overhead Analysis

We use UnixBench [2] to measure the performance overhead of IEEs

and conduct the composition analysis. We implemented existing

IEEs in Linux-v6.9, which runs on a Cortex-A76 2.6 GHz 64-core

processor with 64GB of DRAM.
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Gate Types Core Privileged Instruction CPU Cycles

PAN-based msr PAN, #0x0[#0x1] 137

TxSZ-based msr TCR_ELx, Xt 154

TTBRn-based msr TTBR1_ELx, Xt 161

Watchpoint-based msr DAIFset[DAIFclear], #0x8 125

OPT Hypercall hvc #0; eret 685

Table 1: Round trip NULL invoke latency for existing IEEs.

0 2 4 6 8 10 12
Overhead(%)

PAN-based

Watchpoint-based

TTBRn-based

TxSZ-based

3.67 7.87 1.04 0.6

2.48 5.64 0.550.66

0.39 6.96 0.97 0.57

7.48 1.12 0.63

KPTI
Debug Register Swap

Virtualization
Page Table Protection

Privileged Instruction Prevention
Others

Fig. 2: Overhead of the empty IEEs on UnixBench.

4.2.1 Overhead of Gate-Switching. Since the latency of the gate

switching is the key to the performance overhead [29], wemeasured

the round-trip latency of a NULL invocation. As shown in Table 1,

the PAN-based and the Watchpoint-based gates have the lowest

latencies. This is because the setting of the PSTATE register does

not require an instruction synchronization barrier, i.e., the ISB,
while the setting of the TTBRn_ELx and TCR_ELx needs it. We also

compared the gates’ latencies of VM-based IEEs — running the

IEE alongside a hypervisor or into another VM. Since they both

need the hypercall to conduct the gate, we measure the round-trip

latency of a NULL hypercall. Note that a complete hypercall usually

contains the system registers switching, which is not necessary for

IEEs [61]. Therefore, we optimized the hypercall by removing such

an operation and reduced the latency from 1,246 to 685. Even so,

the latency is still exponentially higher than that of existing gates.

4.2.2 Overhead of the Empty IEEs. To evaluate the baseline perfor-

mance of existing IEEs, we assessed the performance overhead of

the empty IEE, which performs no meaningful protection, except

for the basic protection of page tables and privileged instructions

used to build the IEE. The results are shown in Fig. 2: the overheads

of PAN-based IEE, Watchpoint-based IEE, TTBRn-based IEE, and

TxSZ-based IEE are 13.18%, 9.33%, 8.89%, and 9.23%, respectively.

This means that an empty IEE incurs significant overhead.

The composition analysis shows that implicit invocations of the

IEE introduce the primary overhead. This includes two invoking sit-

uations: one is introduced by mediating the updates of page tables;

the other by mediating the execution of privileged instructions. For

the first type of invoking, although we adopted the optimization

of group page table updates proposed in SKEE [7] to reduce the

number of invocations, the overhead they introduce is still high

(ranges from 5.64% to 7.87%); For the second type of invoking, it

introduces only about 1% performance overhead. Therefore, the

mediation of all page table updates in IEEs is costly.

The second performance overhead mainly comes from the ad-

ditional design introduced by the secure gate. They include the

KPTI, the debug registers swapping, and the virtualization men-

tioned in §4.1, which bring 3.67%, 2.48%, and 0.39% overhead, re-

spectively. The overhead introduced by virtualization is negligible,

since the TTBRn-based IEE avoids expensive hypervisor traps. The
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Fig. 3: The core idea of Tide.

other two incur relatively high overhead because they work dur-

ing user-kernel context switches, and context switches’ efficiency

significantly impacts performance [27].

4.3 Lessons Learned from Existing IEEs

Based on the above analysis, we summarize the design suggestions

in three aspects:

A-1: Invoking the IEE should not be trapped into a higher

privilege level. Compared with isolation across privilege levels,

the kernel-level IEE has advantages in performance and security.

Trapping is expensive and should be avoided when invoking the IEE,

but enhancing isolation with virtualization without trapping or with

minimal trapping is feasible. Isolating the sensitive part into a higher

privilege level is not recommended since it will significantly in-

crease the more privileged system’s TCB.

A-2: The IEE should use the same hardware features to pre-

vent access from both the kernel and the user. Suppose the

hardware feature used in the gate provides only kernel isolation. In

that case, additional mechanisms are required to isolate user access

to the IEE, often resulting in a significant performance overhead

due to the user-kernel switching being performance sensitive.

A-3: Page table updates should avoid being mediated by the

IEE. To ensure memory isolation, existing IEEs need to take on the

additional role of a reference monitor that mediates and validates

the updates of all page tables, leading to frequent invocations of

the IEE, which results in a significant overhead. Such invocations

should be avoided to achieve lower performance overhead.

5 Overview

Following §4.3, we outline the design of Tide in this section.

5.1 Core Idea

The core idea behind Tide is to build an efficient kernel-level IEE

that could avoid mediating page table updates as a reference monitor,

and offload the security checks on page tables to the hardware directly.

The key hardware feature used in Tide is the output address size

checking during the page table walk. The output (physical) address

obtained in this process cannot exceed the output address size

specified by the TCR_ELx.{I}PS. Therefore, we could place the

IEE’s physical memory outside the kernel’s allowed output address

size. And the hardware ensures that all page tables in the kernel

cannot translate the IEE memory.

In detail, as shown in Fig. 3, Tide divides physical memory into

two regions, according to the high and low addresses. The kernel

and IEE are configured to use lower and upper regions, i.e., the

regular and IEE memory. The page tables used in the kernel cannot
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translate the IEE memory because its address exceeds the kernel’s

allowed output address size. Legal access to the IEE should be

done through a gate that enables page table translation to the IEE

memory by enlarging the output address size. The IEE’s page table

is placed in the IEE memory to prevent the kernel from corrupting

it. The SMMU (System Memory Management Unit) also supports

this feature. Tide uses a similar method to configure the output

address size to prevent DMA from accessing the IEE memory.

5.2 Challenges

It still faces challenges in terms of security and flexibility:

C-1: Configuring the output address size withmore flexibility.

The granularity of setting the output address size is very coarse,

with only seven sizes available: 4GB, 64GB, 1TB, 4TB, 16TB, 256TB,

and 4PB. It is challenging to set a reasonable output address size

for different physical memory sizes for the kernel to avoid memory

waste. For example, given 32GB of physical memory, the kernel-

allowed output address size can only be configured to 4GB to reserve

28GB for the IEE. However, this dramatically wastes memory.

C-2: Enforcing kernel𝑊 ⊕ 𝑋 still needs mediating page table

updates. The output address size feature only checks the memory

mappings in page tables, not the access permissions required by

the kernel𝑊 ⊕ 𝑋 . This still requires the IEE to isolate the page

tables, mediate, and validate their updates, which cannot reduce

the performance overhead raised by such IEE invocations.

C-3: Securely exposing the IEE memory in the gate. Attackers

may launch the jump-in-middle attack — jumping directly to the

TCR_EL1 setting instruction and setting it to be an illegal value. Un-

fortunately, any check after this instruction may be bypassed. Since

the TCR_EL1 register contains all the address translation controls,

changing page granularity may cause unpredictable behavior for

subsequent execution [28]. We found that by mapping the gate

code to a specific virtual address and then executing a TCR_EL1
setting instruction to enlarge the page granularity, it is possible

to fetch an attacker-controlled address immediately instead of the

next instruction in the program sequence. This allows an attacker

to expose the IEE memory but still execute kernel code without

entering the IEE.

5.3 Tide Overview

To address the first two challenges, our key insight is that the stage-

2 translation could provide the opportunity for independent memory

mappings and permissions checking in addition to the output address

size checking in the stage-1 translation. We could impose the mem-

ory control independently of the stage-1 translation. Specifically,

Tide activates the stage-2 translation to introduce the intermediate

physical address (IPA) between the VA and PA.

To address the C-1, Tide uses the more flexible IPA mapping —

the IEE memory and regular memory can be remapped into a larger

IPA space and do not have to be contiguous. Specifically, Tide maps

the IEE memory to an arbitrary IPA exceeding the output address

size that the kernel can use in the stage-1 translation. In addition

to memory mapping, the stage-2 translation can also set the access

permissions of an intermediate physical page (IPP). It could provide

the write protection and finer-grained execution control for an IPP,

EL0
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EL2 Hypervisor

APP1 APP2

instr. hook

Kernel IEE

Secure

Gate

System Register Control

Usage Support

Memory Management

Stage-2 PT Configuration

APP3

mm hook

customized hook

Fig. 4: The architecture overview of Tide.

which can achieve the kernel𝑊 ⊕ 𝑋 in stage-2 translation. Specifi-

cally, the code pages allowed to be executed in kernel mode are set

to be write-protected, and other pages are set to PXN (Privileged

eXecute Never) to prevent them from being executed in kernel

mode, thus addressing the C-2. Note that the stage-2 translation

table configuration only needs to be done once, and no additional

hypervisor traps are introduced at runtime.

To address the C-3, the TCR_EL1 setting instruction must be

moved into the IEE for protection; however, the IEE memory can-

not be exposed outside. We observed that the output address size

checking only works during page table walk. If the translation is dis-

abled, the IEE memory will naturally be exposed. Therefore, we can

set the SCTRL_EL1 register to disable the translation temporarily,

enter (sneak into) the IEE to set the TCR_EL1 register to enlarge the
output address size, and finally enable the translation. However,

it still suffers from the jump-in-middle attacks — attackers could

change the endianness of data access to affect the correctness of

subsequent gate code execution and hijack the control flow after

disabling the translation by mapping and executing the setting

instruction at other virtual addresses. To this end, Tide has made a

more sophisticated design of the gate’s assembly code and memory

mapping to ensure that the code, which is executed during disabled

translation, does not access data and can only be executed at the

fixed virtual address that attackers cannot control.

6 System Design

Architecture overview. Fig. 4 gives the architecture overview

of Tide. It consists of two parts: one is the thin hypervisor (called

minivisor in this paper), which is implemented as the kernel module

and will be landed to run at EL2 during the kernel initialization, and

the other one is the kernel-level IEE at EL1, which will be initialized

immediately after the kernel finishes initializing. To avoid hypervi-

sor traps, the minivisor only performs memory virtualization, and

all interrupts are directly delivered to EL1 for processing.

IEE mainly contains four components: (1) The memory manage-

ment component manages the stage-1 page table used by the IEE

and the stage-2 page table (detailed in §6.1). Amm agent is designed

in the kernel to apply physical memory for the IEE. The ownership

of the applied physical memory will be transferred to the IEE by

configuring the stage-2 page table; (2) The secure gate is used to

enter and exit the IEE, whose assembly code and memory mappings

are carefully designed to prevent being bypassed (detailed in §6.2);

(3) The system register control component is not only responsible

for restricting the execution of the privileged instructions that may

break the isolation boundary but also securely supports the dy-

namic loaded/generated kernel code (detailed in §6.3); (4) The usage
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support component provides a set of APIs for users to program and

run an application in the IEE (detailed in §6.4).

6.1 Memory Mangement

In Tide, secure and efficient memory management needs to fulfill

the following four requirements:

• R-1: The IEE’s virtual space should be embedded into the

existing space. The IEE should have an independent virtual

address space; assigning a page table for the IEE could achieve

this. However, it will introduce additional performance overhead

of page table switching at the gate. Thus, reserving a virtual

address range in existing space as the IEE space is required.

• R-2: Supporting the integrity-only data protection. In some

cases, sensitive data protected by the IEE may require integrity

protection only; the read restriction brings extra performance

overhead. The dynamically generated privileged code is a par-

ticular case; it requires writable to emit code in the IEE but

non-writable to ensure the kernel𝑊 ⊕ 𝑋 . Thus, the separation

of the non-write and write permissions should be supported.

• R-3: The control flow cannot be hijacked when disabling

the translation. The gate needs to disable the translation tem-

porarily to sneak into the IEE. Attackers may abuse this opera-

tion to hijack the control flow after the translation is disabled —

they could map the gate to the same virtual address as the physi-

cal address of the attacker-controlled code page. When disabling

the translation, the processor executes the attacker-controlled

code at the physical address instead of the next instruction in

the gate. Worse, the IEE memory is now exposed and can be

accessed arbitrarily. Therefore, the gate code pages must be

executable at the fixed virtual address.

• R-4: Keepingmemorymanagement simple.Tominimize the

TCB of Tide, the memory management in the IEE and minivisor

should be as simple as possible.

Overall design. The overall memory mapping of Tide is shown

in Fig. 5. Firstly, the gate and IEE virtual space are embedded in

all user spaces instead of the kernel space (fulfill the R-1); this is

because the VA of disabling translation cannot be higher than the

maximum IPA size, which is much smaller than the VA of the kernel

space. Secondly, a trust space is embedded in user spaces, whose

memory mappings are protected, providing the kernel and IEE with

trusted access to physical memory other than the IEE memory. A

WP memory provides a non-writable memory, which is not only

used to protect the memory mapping of the trust space, but also

used to map part of the IEE memory (fulfill the R-2). Thirdly, the

gate is placed at the junction of the IEE and trust spaces. To avoid it

being mapped and executed at the attacker-controllable VA, i.e., the

remaining user and kernel spaces, Tide configures the PXN of the

stage-2 page table to make the page at the same IPA corresponding

to the attacker-controllable VA not have executable permissions

at the privileged level (fulfill the R-3). Lastly, to fulfill the R-4,

the address ranges of the IEE and trust spaces are aligned with

the first-level stage-1 page table entries, which allows us to embed

both spaces into the user space by only write-protecting the page

table root. Their stage-1 memory mappings are linear; the regular

memory maps the entire physical memory through linear mapping,
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Fig. 5: The stage-1 and stage-2 page table mappings in Tide.

and memory pages used in the IEE and WP memory are transferred

from the regular memory by configuring the stage-2 page table.

6.1.1 Stage-1 Page Table Management. Tide embeds 1TB of the IEE

space and 2TB of the trust space into user space and sets them as

privileged pages. They exclusively occupy two and four first-level

stage-1 page table entries, respectively. The user space is split into

two regions: the 14TB at the bottom (User-B) and the 239TB at

the top (User-T). The IEE space contains two regions: one is the

private region, which is used to hold the private code and data in

the IEE, and the other is the shared region, which is used to hold the

integrity-only protected kernel data or code. The trust space also

contains two regions: one is the shadow region, which is shared with

the shared region of the IEE space without writable permission, and

the other one is the linear region, which maps the regular memory.

The gate region crosses the trust and IEE spaces.

Memorymappingsmanagement. The IEE space is mapped to the

IEE memory of the same size in a linear mapping manner, and their

starting addresses are the same. The settings for the trusted space

and WP memory are the same. The starting IPA of the IEE memory

is just over 16TB, which is configured as the output address size

allowed for the kernel. The gate region contains three consecutive

pages, two in the trust space and the other in the IEE space. The

last two pages are identity mapped to two IPPs at the boundary

between the WP and IEE memory, which are called the outer IPP

and the inner IPP, respectively; The first page is also mapped to the

inner IPP. The gate region has an exit gate and an entry gate, which

span the first and second pages and the second and third pages,

respectively. Thus, both the entry and exit gates have an outer and

inner portion relative to the IEE. The shadow and linear regions in

the trust space are mapped linearly into the shadow region of the

WP memory and the regular memory, respectively.

Memory mappings protection. To protect the stage-1 page ta-

bles, which translate the IEE and trust spaces, Tide uses memory

isolation at the IPA. Firstly, Tide moves the setting instruction of

the TTBR0_EL1 register into the IEE to monitor the root of all user

page tables; Secondly, Tide write-protects the user page table root

by moving it into theWPmemory. Tide mediates all updates of user

page table roots to ensure the trust and IEE spaces are exclusive.

It should be noted that although the above updates need to enter

the IEE, the overhead is negligible; Thirdly, the remaining levels

of page tables to translate the IEE and trust spaces are isolated by
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placing them in the IEE and WP memory, respectively. Since they

are linear mappings, they are rarely updated after initialization.

6.1.2 Stage-2 Page Table Management. The kernel still conducts
physical memory management instead of the minivisor. To this

end, the regular memory maps the entire physical memory through

linear mapping. Tide installs a mm agent in the kernel to apply

for (immediate) physical pages from the buddy system as the IEE

and WP memory. Once completed, the kernel no longer owns these

pages. It unmaps them from the regular memory by invoking the

minivisor to configure the stage-2 page table. Tide transfers 1/32

of the pages from the regular memory in advance to avoid frequent

minivisor invoking. The minivisor will perform security checks to

ensure the agent cannot be abused (detailed in Appendix A).

Tide protects the memory mappings of the IEE and trust virtual

memory spaces, so the intermediate physical memory with the

same address as other virtual memory is not executable at the

privileged level to ensure that the code page that disables translation

in the gate cannot be mapped into other virtual memory. Since the

IEE and trust spaces have the same address as the IEE and WP

memory, Tide only needs to ensure that the regular memory is not

executable at the privileged level. To this end, the regular memory’s

permissions on the stage-2 page table are set to rwx and PXN. The

kernel text is moved into the WP memory to ensure the kernel

code can be executed. The IEE and WP memory permissions are

set to UXN ; the WP memory does not have writable permission.

The shadow region in the WP memory is split into two segments:

the .data.shadow with the read-only permission, which is used to

hold the integrity-only protected data, and the .text.shadow with

the readable and executable permissions, which is used to keep the

dynamical-generated kernel code. This region is dual-mapped into

the shared region of the IEE memory with the rw permission.

Protection against DMA attacks. Since attackers may abuse the

DMA functionality to bypass isolation [36], it is necessary to restrict

DMAs. If a device supports SMMU, the access will be translated

based on SMMU page tables, which also support two translation

stages. Hence, Tide arranges the same stage-2 page table for the

SMMU and configures the same output address size in the stage-1

page table as the kernel (detailed in Appendix B). For DMA without

using SMMU, Tide inspects the update of the memory-mapped

registers of the DMA controller via isolating their settings into the

IEE to prevent access to the IEE and WP memory.

6.2 Secure Gate

The gate’s design must ensure the following two security properties:

• Atomicity: The execution of the gate can only start from the

entrance. Jumping to the middle of this sequence is not allowed;

• Determinacy: The execution result is deterministic and is not

affected by the current state of all registers and kernel memory.

6.2.1 Enforcing Atomicity and Determinacy. The entry and exit

gates have inner and outer parts; the outer parts are not isolated

from the kernel. To ensure the first property, Tide places as few

instructions as possible in the outer part: the outer part of the entry

gate only disables interrupts and translation, and the outer part of

the exit gate only enables interrupts. The inner part of the entry

gate will reset the system registers used in the outer part to prevent

1 .macro iee_switch_stack, sym, base_reg, id_reg, reg1, reg2
2 ldr \base_reg, \sym ## 1) Load the base address of
3 mrs \id_reg, tpidr_el1 ## ; IEE stack pointer array
4 ldr \reg1, [\base_reg, \id_reg] ## 2) Get the cpu offset
5 mov \reg2, sp ## 3) Load the new stack
6 mov sp, \reg1 ## ; pointer and store the old
7 str \reg2, [\base_reg, \id_reg] ## ; stack pointer
8 .endm

9iee_exit_gate: ## IEE inner exit gate
10 iee_switch_stack iee_stack_arr, x9, x10, x12, x14 ## 1) SP switch
11 ldr x12, kern_tcr_arr ## 2) Load percpu TCR_EL1 value
12 ldr x12, [x12, x10]
13 msr tcr_el1, x12 ## 3) Set TCR_EL1 register
14−−−−−−−−−−−−−−−−−−−−−−−−−−PAGE_BOUNDARY−−−−−−−−−−−−−−−−−−−−−−−−−−
15 .align PAGE_ALIGN ## IEE outer exit gate
16 isb ## 4) Instruction barrier
17 msr daif, x13 ## 5) Restore DAIF
18 ret ## 6) Return from IEE to kernel
19 ...
20## @param cmd cmd index
21## @param [arg0-arg5] parameters for IEE interfaces
22iee_entry_gate: ## IEE outer entry gate
23 mrs x13, daif ## 1) Record DAIF status
24 msr daifset, 0x3 ## 2) Disable interrupts
25 mrs x10, sctlr_el1 ## 3) Read SCTLR_EL1
26 bic x10, x10, 1 ## 4) Clear SCTLR_EL1.M
27 msr sctlr_el1, x10 ## 5) Disable MMU
28 isb ## 6) Instruction barrier
29−−−−−−−−−−−−−−−−−−−−−−−−−−PAGE_BOUNDARY−−−−−−−−−−−−−−−−−−−−−−−−−−
30 .align PAGE_ALIGN ## IEE inner entry gate
31 msr daifset, 0x3 ## 7) Disable interrupts
32 mov x12, 0x3510 ## 8) Prepare TCR_EL1 value
33 movk x12, 0xb550, lsl 16 ## ; Set TCR_EL1.A1, etc
34 movk x12, 0xb5, lsl 32 ## ; Set TCR_EL1.IPS, etc
35 movk x12, 0x0, lsl 48
36 msr tcr_el1, x12 ## 9) Set TCR_EL1 register
37 orr x10, x10, 0x1 ## 10) Enable MMU
38 orr x10, x10, 0x4 ## ; Enable data cacheability
39 orr x10, x10, 0x1000 ## ; Enable inst cacheability
40 and x10, x10, 0xfffffffffdffffff ## ; Force little endian
41 msr sctlr_el1, x10 ## 11) Reset SCTLR_EL1 register
42 isb ## 12) Instruction barrier
43 iee_switch_stack iee_stack_arr, x9, x10, x12, x14 ## 13) SP switch
44 stp x13, x30, [sp, -16]! ## 14) Store DAIF status and LR
45 ldr x14, iee_dispatcher_ptr
46 blr x14 ## 15) call IEE dispatcher
47 ldp x13, x30, [sp], 16 ## 16) Load DAIF status and LR
48 ldr x14, iee_exit_gate_ptr ## 17) Branch to IEE inner exit
49 br x14 ## ; gate
50iee_dispatcher_ptr: .quad ... ## The address of IEE dispatcher
51iee_exit_gate_ptr: .quad ... ## The address of IEE inner exit gate
52iee_stack_arr: .quad ... ## The address of IEE stack pointer array
53kern_tcr_arr: .quad ... ## The address of kernel tcr value array

Listing 1: The Entry and exit gates. Assembly code marked

in grey is executed with address translation disabled.

attackers from arbitrarily setting system registers by launching

jump-in-middle attacks. However, to avoid incorrect settings on the

outside, causing the reset of the system registers in the inner part to

be interrupted or set to incorrect values, Tide performs additional

designs on the interrupt entry and the assembly code in the inner

part. To ensure the second property, the assembly code in the gate

is carefully designed not to access the outside kernel memory, and

registers must be defined before being used. Moreover, Tide provides

a thread-safe design, such as each core has an IEE stack.

6.2.2 The Workflow of Gates. Listing 1 gives the whole assembly

code in the entry and exit gates. The current IEE design does not

support interrupts to prevent executing in the IEE from unsafely

switching back to the kernel. They work as follows:
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• Step-1: Save the DAIF status and disable interrupts (lines 23-24).

• Step-2: Set the SCTRL_EL1.M field to disable the stage-1 page

table translation to expose the IEE memory (lines 25-28).

• Step-3: Enter into the IEE and disable interrupts again (line 31).

• Step-4: Reset the TCR_EL1 to enlarge the output address size to

expose the IEE memory and switch the ASID (lines 32-36).

• Step-5: Set the SCTRL_EL1.M|C|I|EE fields to enable the trans-

lation and force enable cache and little-endian (lines 37-42).

• Step-6: Switch to the IEE stack of the current core (line 43).

• Step-7: Call the dispatcher of internal functions (lines 44-47).

• Step-8: Branch to the IEE inner exit gate (lines 48-49).

• Step-9: Switch back to the kernel stack (line 10).

• Step-10: Reset the TCR_EL1 for the kernel to shrink the output

address size to disable access to the IEE Memory (lines 11-16).

• Step-11: Restore DAIF and return (lines 17-18).

6.2.3 Security Designs in the Gate. Here we list all security designs.

The necessary to disable interrupts outside. An attacker may

bypass the interrupt-disabling operation by jumping directly to

line 25, which can hijack the control flow of line 30 when an in-

terrupt happens to arrive. He/she can access the IEE memory in

the interrupt handler. To defend against this attack, Tide makes

the exception vector table pointed to by the VBAR_EL1 valid when

translation is enabled, and invalid when translation is disabled.

Specifically, Tide makes the VBAR_EL1 always point to the kernel

address space, and its address will exceed the maximum intermedi-

ate physical address size. And Tide disallows its updates.

Secure execution during the translation disabling. An attacker

may jump directly to line 27 to set the other fields of the SCTLR_EL1,
thus affecting all assembly code (lines 30-42) before resetting the

register. To this end, we comprehensively analyzed each field of the

SCTRL_EL1. Among them, only the EE field affects the security; it

determines the endianness of data access, and its change will affect

the data access. Therefore, this assembly code is designed not to

access memory.

Secure execution after the translation enabling. In addition to

the SCTLR_EL1.EE field, the I and C fields determine the cacheabil-

ity of instruction fetches and data accesses. They may affect the

security and performance of code execution after enabling the trans-

lation. Therefore, Tide forces enable cache and little-endian when

enabling the translation (lines 37-40). The IEE does not reset all

fields but only forces specific fields to be set for performance rea-

sons. This allows the IEE to share the same value with the kernel,

thus avoiding resetting the register when exiting the IEE. Note that

the force setting of these fields does not affect the kernel’s normal

function, since they are generally unchanged.

TLB isolation between the kernel and the IEE. Since the output

address size checking is performed during page table walk, the

mappings loaded into the TLB during the IEE’s execution can be

used by the kernel. Hence, isolating their TLB entries is needed. To

this end, Tide configures the kernel and the IEE to use different

ASIDs, and switches the current ASID when entering and exiting

the IEE. In detail, the IEE’s unique ASID value (0) is stored in the

TTBR1.ASID and the TTBR0.ASID stores the kernel ASID values.

SysReg Fields Control Security Policy

TTBR0_EL1

BADDR is in Protected PGD List The pgtable root cannot be spoofed.

ASID != 0

The TLB entries used by the kernel

and the IEE must be isolated.

TTBR1_EL1 ASID == 0

TCR_EL1

AS == 0b1 && A1 == 0b0

IPS == 0b100 && TG0 == 0b00

The parsing of the page table

structure cannot be changed.

DS == 0b0 && T0SZ == 0b010000

SCTLR_EL1

EE == 0b0

M == 0b1 Translation cannot be disabled.

I == 0b1 && C == 0b1 Cache cannot be disabled.

TPIDR_EL1 Prohibit any change The core number must be trusted.

VBAR_EL1 bit[55] == 0b1

Interrupts cannot be handled

when translation is disabled.

Table 2: The fields control in system registers.

Switching the current ASID can be done together with adjusting

the output address size by flipping the TCR_EL1.A1 bit (lines 33-34).

Concurrent execution securely. To ensure that it is safe for mul-

tiple cores to invoke the IEE concurrently, the context for switching

in and out of the IEE is private to each core. The context is designed

as an array structure indexed by the core number. The core number

is recorded in the TPDIR_EL1 register, which is initialized by the

kernel, and then Tide does not allow the kernel to modify it. The

context stores the stack pointer of the per-core IEE stack and the

kernel TCR_EL1 value in the current core.

6.3 System Register Control

The settings of thememory-related system registers (i.e., TTBR0_EL1,
TTBR1_EL1, TCR_EL1, and SCTLR_EL1) and the system registers

used in the gate (i.e., TPIDR_EL1 and VBAR_EL1) should be con-

trolled — their settings are moved into the IEE, and updates to

specific fields will be restricted to avoid being set to arbitrary val-

ues. The detailed control on different fields is listed in Table 2.

It involves the security of page table roots, the parsing of page

table structures, the TLB isolation, the memory consistency, and

the gate’s execution flow. Undoubtedly, the system register con-

trol cannot affect the normal kernel functionality. Our research

found that except for the SCTLR_EL1.M, normal kernel execution

does not modify the above fields. Therefore, control of other fields

does not affect normal functionality. A normal kernel may set the

SCTLR_EL1.M to disable the translation. Fortunately, it is only a

temporary operation, and the code executed during this period is

very short (only a few dozen assembly instructions). Thus, Tide

only needs to move and execute these codes in the IEE.

Supporting the dynamically generated code. To support the

dynamically generated/loaded kernel code, such as eBPF JITed code

and loadable kernel modules, a shadow code region in Tide is

provided (mentioned in §6.1). The kernel should invoke the IEE to

emit the code into this region. All encodes will be inspected, and

the setting instructions of the above registers will be replaced by

BL instructions to invoke the IEE to complete the updates. Since

instructions on AArch64 are fixed length and aligned, Tide can

obtain all instructions accurately from the emitted encoding.

6.4 Usage Support

As shown in Table 3, Tide provides a set of APIs for users/program-

mers. The internal APIs are used for applications run in the IEE;

the external APIs are used for the kernel invocations.
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APIs (Names with _* are internal APIs) Descriptions

int tide_load_ko (void *elf_addr, int len, char *name) Load a module,

find the function,

and call it from

the kernel.

int tide_find_func (int ko_descriptor, char *func_name)

long tide_call_func (int func_id, ulong arg0, ulong arg1, \\
ulong arg2, ulong arg3, ulong arg4, ulong arg5)

void *tide_emit_code (void *dst, void *src, int len) JIT or Load code.

void *_alloc (int len, int align, bool shared, bool code) Allocate and free

memory in IEE.void *_free (void *mem_ptr)

void *_copy_from_outside (void *dst, void *src, int len) IEE copies mem.

with the kernel.void *_copy_to_outside (void *dst, void *src, int len)

Table 3: Tide APIs.

External APIs. All codes are loaded into the private region of the

IEE space as kernel modules, which we call IEE applications. A

user can invoke the tide_load_ko() to load a kernel module and

obtain its descriptor. The IEE maintains a function pointer array

internally to store the functions exported by the kernel module.

Users can use the function name and the module’s descriptor to

which it belongs to obtain the index number of the function pointer

array by invoking the tide_find_func() and then use this number

to invoke the target function via the tide_call_func(). The IEE
uses this array to achieve the dispatch of applications’ function

calls. It supports dynamically generated kernel code. Users could

invoke the tide_emit_code() to emit code in the shadow region

of the trust space, and the IEE will perform inspection.

Internal APIs. The IEE has a built-in memory allocator to man-

age the shared and private memory regions in the IEE memory.

Users can dynamically allocate memory from the shared region

or private region of the IEE space via specifying the shared pa-

rameter of the _alloc(). They can also specify the address align-

ment requirements of the memory and whether it is code when the

shared parameter is specified. The memory can be released using

the _free(). Tide provides the memory copy functions between

the IEE and the kernel, similar to the copy_to/from_user() in

the kernel. Since page tables are untrusted, to safely access kernel

memory, the kernel addresses must be converted into the linear

mapping region of the trust space before accessing.

7 Implementation

Support for virtualization. In Tide’s design, it uses the Type-1.5

virtualization method, which runs as a minivisor in EL2 when the

kernel boots up. The implementation of the minivisor is simple –

with only 585 lines of C code and 115 lines of assembly code. Nev-

ertheless, Tide can be implemented on any type of virtualization,

such as the KVM and bare-metal hypervisors. We only need to add

a small amount of code to configure the stage-2 translation table. To

demonstrate that, we implemented the core logic of the minivisor

into the KVM and found that it only required modifying (deleting

and adding) 98 lines of C code in the KVM.

Avoiding user memory allocation in the IEE and trust spaces.

The memory areas management in the user space is conducted

through a virtual memory area structure (i.e., vm_area_struct).
Tide has created the vma_area_struct structures corresponding
to the trust space and IEE space for each process in advance. In

addition, Tide also adjusts the starting positions of the stack, the

heap, and the mmap areas to avoid these two spaces.

Support for dynamically loaded kernel modules. Due to the

kernel𝑊 ⊕ 𝑋 , the dynamically loaded kernel modules cannot be

granted executable permissions. To address this, we modified the

loader module of the kernel to invoke the tide_emit_code() API

to securely load the code segment of kernel modules into the shadow

region of the trust space. Then, we mapped these code pages at the

loaded virtual address of the module in the kernel space.

We have implemented two typical scenarios: one is the protection

of critical kernel structures, and the other is running security tools:

Protecting the credentials. The cred records the permissions of

a file or a process. Attackers usually corrupt it to achieve privilege

escalation [31]; isolating it is required for kernel security [9, 26, 35].

To this end, we created a kernel module to manage these structures

and loaded it into the IEE. The kernel module uses the _alloc()
and _free() to allocate and free memory in the shared region

of the IEE space to ensure their integrity. Their pointers will be

relocated to the shadow memory region in the trust space before

being returned to the kernel. To avoid corruption of the pointers, we

adopt the ownership method proposed in DOPE [35]. All updates

of cred will be mediated to invoke the IEE to complete.

Protecting the page tables. The page tables are a sensitive system

structure; isolating them could thwart various attacks [14]. Like

protecting credentials above, we created a kernel module in the

IEE to manage page tables. In addition, we also performed some

security checks on the updates of page tables to defend against

potential confused deputy attacks. In addition to the security check

of the page table root pointers, we also validated all page table

entries to achieve a stronger kernel𝑊 ⊕ 𝑋 , which additionally

enforces the mapping of kernel code (against the page-oriented

programming [21]) and the integrity of the read-only data.

Running security tools. Tide supports running security tools to

inspect the kernel to infer whether the kernel is being attacked.

Security tools generally have two execution modes: callback-based

and periodic. For the first one, Tide installs hooks in the kernel

code to invoke the IEE; for the second one, Tide intercepts all

interrupts and invokes the IEE to run the security tool before the

interrupt returns. We run a callback-based tool, namely LKRG [3],

and four periodic tools, which include three rootkit detection tools

ModTracer [37], Rootkit Spotter [33], and Rootkit Breaker [32], and

a retrofitted Virtual Machine Introspection (VMI) tool nitro [45].

Since the nitro inspects physical memory, it can access the trust

space directly. For the remaining four tools, most of the critical

structures they check are located in the linear mapping region; they

can convert the address of the structure into an address in the trust

space, which is also linearly mapped, for access. To access other

regions, these tools must obtain the physical address using the AT
instruction and then access it from the trusted space.

8 Evaluation

In this section, we focus on the performance evaluation of Tide.

The prototype is implemented on Linux Kernel v6.9.1, which runs

on a Cortex-A76 2.6 GHz 64-core processor with 64GB of DRAM.

Microbenchmarks.We evaluate and analyze the CPU cycles of

the gates, and run UnixBench [2] and LMBench [1] to evaluate the

impact on the basic kernel operations. UnixBench is designed to
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Benchmarks

TTBRn-based TxSZ-based PAN-based Watchpoint-based Alongside Hypervisor Isolate in a VM Tide

empty +cred +pgtable empty +cred +pgtable empty +cred +pgtable empty +cred +pgtable empty +cred +pgtable empty +cred +pgtable empty +cred +pgtable

U
n
i
x
B
e
n
c
h

Dhrystone 2 -0.03% -0.07% -0.17% 0.26% 0.07% 0.34% 0.11% 0.18% 0.11% 0.06% -0.09% -0.18% -0.05% 0.01% -0.10% -0.04% -0.15% -0.04% -0.10% 0.10% 0.15%

DP Whetstone 0.02% -0.01% 0.02% 0.01% 0.00% -0.03% 0.01% 0.01% -0.01% 0.01% 0.00% -0.01% 0.01% 0.00% 0.01% -0.01% 0.00% -0.01% -0.01% 0.01% 0.01%

Execl T/P 17.53% 20.52% 22.90% 17.88% 21.52% 21.87% 18.40% 20.63% 21.80% 16.46% 18.24% 19.99% 0.38% 4.82% 37.87% 0.82% 6.76% 53.86% 1.18% 4.13% 18.38%

FC 1024/2000 5.92% 7.22% 9.88% 8.46% 14.48% 15.05% 14.13% 17.17% 17.36% 6.70% 13.34% 13.03% 3.82% 6.70% 6.32% 3.65% 7.38% 9.20% 1.49% 3.51% 5.65%

FC 256/500 7.21% 9.01% 11.73% 8.24% 12.85% 13.54% 14.74% 18.70% 18.81% 8.72% 12.27% 16.70% 3.22% 4.55% 6.65% 3.84% 6.56% 7.38% 2.01% 3.97% 6.12%

FC 4096/8000 8.40% 9.94% 10.13% 5.11% 8.75% 14.96% 9.47% 13.64% 14.26% 6.24% 10.04% 12.02% 5.80% 12.48% 15.45% 6.05% 17.14% 17.50% 3.34% 6.93% 7.93%

Pipe T/P 2.55% 3.25% 3.13% 3.60% 3.97% 4.42% 14.11% 14.47% 18.67% 6.98% 7.39% 7.19% 1.53% 2.56% 2.78% 2.10% 3.17% 5.83% 0.18% 1.39% 1.98%

Pipe Switch 0.49% 3.21% 0.62% 1.63% 3.67% 2.31% 4.55% 5.36% 5.73% 1.23% 5.39% 2.58% 0.31% 3.27% 0.33% 0.37% 2.77% 0.80% 0.38% 2.13% 1.52%

Proc Creation 21.34% 22.01% 23.04% 20.24% 21.29% 21.43% 19.22% 20.42% 20.23% 20.21% 23.11% 23.80% 4.12% 10.99% 34.69% 4.90% 15.55% 48.11% 5.32% 6.35% 17.39%

Shell Scripts(1) 8.78% 13.86% 16.01% 9.38% 9.44% 9.78% 5.30% 6.31% 11.55% 6.81% 10.50% 11.63% -0.05% 3.36% 28.29% 0.52% 5.46% 43.54% 0.77% 1.48% 9.66%

Shell Scripts(8) 15.49% 16.47% 17.32% 9.09% 11.13% 11.12% 11.12% 12.66% 15.76% 7.42% 11.95% 11.25% 0.14% 2.88% 49.31% 0.13% 4.01% 69.23% -0.16% 0.25% 10.76%

Syscall 6.47% 7.77% 8.32% 6.90% 6.99% 7.16% 26.69% 27.29% 31.01% 11.68% 12.14% 12.13% 5.68% 5.67% 5.93% 6.11% 6.59% 7.15% 4.83% 5.05% 5.17%

Index Score 8.89% 9.47% 10.98% 9.23% 9.88% 11.10% 13.18% 13.69% 14.80% 9.33% 9.67% 11.67% 1.66% 3.98% 17.18% 1.77% 7.11% 24.59% 1.64% 1.94% 6.72%

L
M
B
e
n
c
h

null call 1.19% 2.65% 2.13% 0.89% 1.23% 1.13% 56.68% 57.34% 59.65% 25.87% 26.09% 26.05% 0.67% 1.33% 1.33% 1.33% 1.53% 1.80% -0.66% 0.67% 0.66%

null I/O 1.78% 2.61% 2.25% 1.30% 1.49% 1.40% 31.66% 31.80% 33.15% 12.64% 12.80% 12.63% 0.00% 0.01% 0.45% 0.00% 0.03% 0.61% 0.00% 0.06% 0.57%

stat 11.96% 15.42% 15.78% 11.54% 13.72% 13.00% 24.09% 28.53% 30.09% 7.92% 10.97% 12.93% 0.29% 4.29% 4.65% 0.15% 5.81% 6.10% 0.78% 5.52% 6.40%

open/close 5.40% 11.41% 6.59% 5.51% 12.45% 4.51% 14.81% 18.48% 18.54% 8.78% 12.58% 8.64% 1.58% 51.41% 2.86% 1.29% 76.94% 3.17% 1.92% 21.63% 2.49%

slct TCP 0.40% 1.23% 0.73% 0.20% 0.35% 0.38% 3.07% 3.98% 3.94% 0.33% 0.54% 0.52% 1.87% 1.80% 1.84% 1.84% 1.76% 1.88% 0.34% 0.73% 0.33%

sig inst 2.44% 4.48% 4.11% 2.42% 3.15% 2.60% 32.95% 33.31% 35.41% 8.29% 8.68% 8.31% 0.00% 4.26% 4.35% 0.00% 4.47% 4.55% 0.17% 1.74% 1.45%

fork proc 32.58% 33.71% 35.23% 29.24% 34.43% 36.49% 30.27% 30.62% 31.59% 21.61% 21.01% 25.80% 1.94% 8.15% 59.91% 1.78% 16.18% 98.85% 1.12% 2.07% 25.25%

exec proc 20.35% 26.82% 28.69% 29.28% 30.14% 31.61% 21.45% 23.76% 25.55% 16.20% 18.86% 21.20% 0.76% 5.95% 50.09% 1.32% 10.70% 89.91% 1.70% 2.01% 20.07%

Mmap L/T 34.46% 37.38% 39.84% 37.32% 38.06% 39.44% 35.80% 41.09% 42.47% 33.68% 35.21% 35.50% 1.93% 5.17% 61.05% 1.75% 7.70% 101.40% 1.40% 5.56% 32.82%

Page Fault 42.83% 52.25% 56.67% 53.26% 53.76% 54.36% 51.87% 52.42% 66.86% 41.83% 43.05% 44.67% 0.27% 3.87% 164.46% 0.35% 4.02% 282.81% 0.02% 0.65% 44.61%

Geo_mean 4.59% 4.79% 5.60% 3.94% 4.39% 4.92% 7.54% 7.80% 8.66% 3.80% 4.26% 4.39% 0.29% 5.24% 9.40% 0.38% 6.24% 12.32% 0.20% 0.69% 3.30%

Table 4: Performance overhead of IEEs when protecting credentials and page tables on UnixBench and LMBench.

measure various system aspects through a series of tests, including

CPU speed, memory performance, file system operations, system

calls, and so on. LMBench mainly focuses on experimenting with

the reaction time of some events and the bandwidth.

Real-world applications. Phoronix [40] integrates performance

testing of many real-world applications, and we select some repre-

sentative ones usually chosen by existing literature [20, 46]. They

include Nginx, interpreters of PHP and phython, OpenSSL, etc,

testing their latency and throughput.

Comparison targets.We chose existing IEEs mentioned in §4, i.e.,

TTBRn-based [7], TxSZ-based [11], PAN-based [28], andWatchpoint-

based [24], as comparison targets. In addition, we also implemented

and compared two common VM-based IEEs: running the IEE along-

side the hypervisor and in another VM. These two IEEs also used

Tide’s minivisor, and the hypercall implementation adopts the opti-

mized version (shown in Table 1). The IEE that runs in another VM

does not completely switch the VM, but only traps the hypervisor

to switch the stage-2 page table to achieve better performance.

8.1 Overhead of Gate-Switching

Wemeasured the round-trip latency of a NULL invocation, resulting

in 177 CPU cycles. The entry and exit gates introduce a latency of

113 and 64 CPU cycles, respectively. The latency at the entry gate

is higher because of the two extra settings of the SCTLR_EL1. This
is also why the gate’s latency of Tide is higher than that of existing

IEEs (shown in Table 1), but it is still much more efficient than

hypervisor traps. The latency mainly results from setting system

registers in the gate, which requires an instruction synchronization

barrier (ISB) that costs 22 cycles. Setting a system register with an

ISB usually requires 25~30 CPU cycles. To optimize performance,

we reduce the use of ISB — continuous system register settings only

require one ISB, which means that although the entry gate has five

system register settings, it only requires two ISB instructions.

8.2 Micro-Benchmarks

We evaluated the overhead of IEEs in protecting kernel critical

structures and running security tools on UnixBench and LMBench.

We ran the benchmarks on the Linux kernel equipped with IEEs.

8.2.1 Protecting critical structures. We used IEEs to protect the

credentials and page tables, and Table 4 gives the results.

Empty IEEs. The index score in UnixBench and geometric mean

in LMBench of performance overhead show that Tide outperforms

existing kernel-level IEEs when empty. In detail, for Execl Through-

put, Process Creation, and Shell Scripts in UnixBench, and fork, exec,

mmap, and page fault in LMBench, the performance advantage

of Tide is more prominent because they cause frequent page ta-

ble updates, which requires frequent IEE invocations. However,

the performance overhead of Tide and VM-based IEEs is similar

because they do not require the page table protection. For Pipe

Throughput and Syscall in UnixBench, and null call, null I/O, and

signal install in LMBench, the performance overhead of PAN-based

and Watchpoint-based IEE is worse due to the frequent context

switches between the user and the kernel triggered by them.

Protecting credentials. Tide performs much better than the oth-

ers, whose overheads are only 1.94% and 0.69%. Compared with

existing kernel-level IEEs, although the latency of Tide’s gate is

higher, the performance overhead of Tide is still lower. This is be-

cause page table updates are much more frequent than credential

updates, thereby bringing more IEE invocations, which is the main

reason for the higher overhead. Among them, the open/close in

LMBench is a special case that Tide performs worse than existing

kernel-level IEEs because credentials are updated more frequently,

and thus the latency of the gate is the main reason that affects

performance. Compared to VM-based IEEs, Tide has lower perfor-

mance overhead because the latency of its gate is lower.

Protecting page tables.Although the gate’s latency is higher, Tide

is performant than kernel-level IEEs. This is because Tide does not

need a reverse mapping table of each physical page, which validates

three security invariants: 1) IEE memory pages cannot be mapped
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Fig. 6: Performance overhead of Tide on Phoronix.

UnixBench LMBench

Tide LKRG rkspt rkbrkMdTrc nitro Tide LKRGrksptrkbrkMdTrcnitro

Dhrystone 2 -0.06% 0.02% -0.11% -0.08% 0.07% null call 0.78% 0.78% 1.30% 1.90% 0.02%

DP WS 0.00% 0.00% -0.01% 0.01% 0.00% null I/O 1.57% 2.01% 1.88% 1.97% 0.04%

Execl T/P 2.77% 1.69% 1.87% 1.72% 1.68% stat 74.37% 4.97% 6.39% 4.90% 5.86%

FC 1024 3.46% 2.04% 2.24% 2.40% 2.52% open/close 51.15% 3.43% 3.45% 3.27% 3.82%

FC 256 3.22% 2.38% 2.30% 2.19% 2.74% slct TCP 0.66% 1.91% 1.18% 1.53% 0.37%

FC 4096 4.00% 3.31% 3.47% 3.86% 3.81% sig inst 3.68% 1.95% 1.61% 1.69% 0.28%

Pipe T/P 1.72% 1.73% 1.85% 1.75% 1.91% fork proc 1.14% 2.22% 2.26% 1.64% 1.14%

Pipe Switch 2.22% 1.96% 1.15% 1.22% 1.98% exec proc 4.25% 1.73% 2.15% 2.00% 1.84%

Proc Creat 5.73% 5.69% 5.42% 5.44% 5.74% Mmap L/T 3.76% 2.27% 2.17% 1.92% 3.20%

Shell(1) 5.49% 0.78% 0.73% 0.76% 0.76% Page Fault 3.62% 2.55% 5.28% 4.75% 0.84%

Shell(8) 5.26% 0.72% 0.87% 1.33% 0.29% /

Syscall 5.56% 5.46% 6.24% 6.46% 5.83% /

Index Score 3.47% 1.78% 1.84% 1.74% 1.82% Geo_mean 4.77% 0.99%0.91% 0.98% 0.97%

Base UnixBench Index Score / LMBench Geometric Mean

TTBRn 10.68% 9.04% 9.12% 9.03% 9.21% / 8.62% 5.28%5.18% 5.24% 5.25%

TxSZ 10.97% 9.31% 9.48% 9.31% 9.45% / 7.99% 4.64%4.50% 4.59% 4.58%

PAN 14.80%13.45%13.50%13.44%13.59% / 11.02%8.16%8.01% 8.12% 8.13%

Watchpoint 10.80% 9.64% 9.74% 9.65% 9.74% / 7.43% 4.55%4.41% 4.45% 4.49%

Table 5: Performance overhead of IEEs when running secu-

rity tools on UnixBench and LMBench.

to the kernel; 2) privileged executable pages cannot be mapped

as writable; 3) kernel read-only data pages cannot be mapped as

writable. Thanks to the PXN and write-protection provided by

the stage-2 translation, most of the work is done by it. Tide only

needs to protect their regular mappings, which could avoid a large

software checking overhead. Similar to the protection of credentials,

compared to VM-based IEEs, Tide has lower performance overhead

because the latency of its gate is much lower.

8.2.2 Running security tools. As mentioned in §7, we retrofitted

and ran five security tools in kernel-level IEEs. We did not run

them on VM-based IEEs because their IEEs are too different, and

retrofitting these tools is much harder. The experimental method

is to run UnixBench and LMBench to evaluate the performance

overhead while running security tools. Table 5 gives the results. We

can see that Tide is performant than other IEEs because the page

table protection is not required.

Comparedwith periodic detecting tools, Tide incurs more perfor-

mance overhead when running the callback-based tool, i.e., LKRG.

This is because LKRG installs a lot of hooks into the kernel code,

which brings more frequent IEE invocations, especially in two

cases, i.e., stat and open/close, of LMBench. Compared with other

IEEs, Tide is very performant because the extra IEE invocations

are brought from the page table protection. Like Tide, other IEEs

incur more performance overhead when running LKRG, and the

reason is the same.

8.3 Real-world Applications

To evaluate the performance overhead of Tide on real-world appli-

cations, we ran Phoronix on the kernel equipped with Tide, which

protects the credentials and page tables and runs security tools. The

results are shown in Fig. 6. The performance overhead incurred by

Tide is very small, and most are less than 1%. This shows that Tide

performs very well on real-world applications.

Among them, the performance overhead on Sysbench-cpu and

OpenSSL is negligible. For Sysbench-ram, the performance overhead

introduced by Tide is the same regardless of what is protected and

run. This is because the main overhead is caused by the stage-2

translation. This application introduces many TLB misses, which

trigger many page table walks, and the stage-2 translation will bring

more memory footprints in this process. For other applications, the

performance overhead introduced by Tide positively correlates

with the frequency of IEE invocations. Overall, when protecting

credentials and page tables and running LKRG, Tide will result

in more IEE invocations, introducing more performance overhead.

Among them, for nginx and PyBench, the performance overhead

introduced by Tide is more significant, but at most it is 1.28%.

9 Discussion

Relying on virtualization. Using virtualization to improve ker-

nel security is common. Even when building IEE, industry and

academia have proposed and deployed virtualization-based solu-

tions. For example, Samsung and Huawei phones have built-in

RKP [4] and HKIP [34] mechanisms, respectively, to isolate criti-

cal kernel structures into the hypervisor for protection; SKEE [7]

is a kernel-level IEE based on virtualization. Although Tide also

conducts IEE based on virtualization, it does not introduce traps,

which brings very low performance overhead. Since the physical

memory access control brought by stage-2 translation could replace

some software validations on the updates of page tables, Tide even

has performance advantages over other IEEs when protecting page

tables. This further highlights the performance advantage of using

virtualization technology to enhance kernel security.

Page-oriented programming. POP [21] attacks can bypass the

CFI mechanism deployed in the kernel by maliciously adjusting the

mapping order of code pages based on the kernel code integrity

protection provided by two-dimensional page table technology,

namely MBEC (Mode-based Execute Control) of X86 and PXN of

ARM. Tide relies on the PXN mechanism on stage-2 translation to

achieve kernel𝑊 ⊕ 𝑋 to prevent attackers from injecting sensitive

privileged instructions. Although POP attacks could modify code

mappings to construct gadgets at code page boundaries in the ARM

architecture, they cannot construct/inject new instructions because

ARM64 instructions are fixed-length and address-aligned.

User space occupation problem. Tide embeds the trust and IEE

spaces into the user space, which not only consumes part of the
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user space, but also causes the user space to be discontinuous.

However, it does not affect the normal memory allocation of the

application because this space is pre-allocated and the kernel is

informed. Under memory allocation, without specifying a specific

location (that is, mmap with the MAP_FIXED flag), the kernel will not
allocate memory at these two spaces. To ensure thread safety and

cross-platform compatibility, the kernel requires applications to use

mmap with the MAP_FIXED flag only on memory regions previously

occupied/reserved via their memory allocations. Since Linux 4.17,

the kernel provides the MAP_FIXED_NOREPLACE flag to address the

above issue; it never clobbers a preexisting mapped range. In short,

as long as the application follows the kernel’s requirements, Tide’s

exclusive use of part of the user space will not affect its normal

function. Our experiments also show that when the user space of

all Linux processes (including the real application under test) is

occupied partially by Tide, the system runs normally.

10 Related Works

Achieving isolation on AArch64. Applications, kernel, and hy-

pervisor running on different exception levels all need isolation to

ensure security. For user applications, intra-process isolation is used

to restrict least privilege in a process. PANIC [58] leverages PAN to

achieve intra-process isolation, while Lightzone [61] runs processes

at EL1 and switches by traps into EL2. For the OS kernel, SKEE [7]

and Hilps [11] isolate the trusted components by constructing an

IEE as mentioned in §2. ILDI [10] just restricts access to the sen-

sitive data by PAN. Granule Protection Check (GPC) introduced

by Armv9 could also be used to achieve isolation [64]. It requires

traps to EL3 to switch the granule protection table (GPT), which

is even slower than traps into the hypervisor. In contrast, Driver-

Jar [56] and KSplit [23] isolate the drivers based on Watchpoint and

software. HAKC [38] constructed a multi-domain isolation by MTE

(Memory Tagging Extension) and PA (Pointer Authentication). For

the hypervisors, SelMon [24] leverages the watchpoint to protect

the monitor, and any access outside will trigger an exception.

Achieving isolation on X86. Similar to AArch64, there are works

achieving intra-process isolation onX86. Hodor [22] and libmpk [42]

use MPK (Memory Protection Keys) to restrict the access permis-

sion. SEIMI [55] leverages Supervisor Mode Access Prevention

(SMAP), similar to PAN, to achieve intra-process isolation. For iso-

lation in the kernel, GENESIS [28] also uses SMAP, while another

common method is to switch page tables. To optimize the switch,

Secpod [53] leverages the CR3 target-list to achieve the switch

without traps, and XMP [46] uses VMFUNC, which is much more

efficient than traps. MPK could also be used for isolation in the

kernel, divided into 2 categories: PKU for the user and PKS for

the supervisor. BULKHEAD [20] uses the PKS to achieve isolation,

while PKU could be used for microkernel components [19]. Fur-

thermore, EPK [18] extends the usable domains isolated by MPK

with the help of virtualization.

Enhancing the kernel security. To ensure the security of the ker-

nel, one basic method is to compartmentalize the kernel. Both the

protection of sensitive resources and the prevention of vulnerable

components could be a choice. For protection, data structures cru-

cial to access control and page tables arementioned before [9, 26, 28].

Aspects of separation [7, 10, 11], randomization can also be used

to protect them. PTRand [14] is not committed to making the re-

sources inaccessible. Instead, it makes the virtual address of the

resources randomized. Therefore, the attacker can not get the vir-

tual address of a sensitive resource for access. For prevention from

vulnerabilities, the drivers are usually selected [56]. SFI [49, 59]

could also be used to limit the fault in one region, preventing it from

affecting other ones. Another common practice is to add a security

layer for monitoring. It usually relies on hardware supports such

as hypervisor [52], Intel SGX [39], or TrustZone [16].

11 Conclusion

Intra-kernel isolation is widely used to enhance kernel security.

In this paper, we propose Tide, a new kernel-level IEE leveraging

the output address size feature on AArch64 to disallow the page

table translations to the IEE memory in the kernel. Tide addresses

flexibility and security challenges in using this feature by adopting

the stage-2 translation to extend physical address space and enforce

access controls, and by introducing a novel entry gate that disables

translation to sneak into the IEE securely. The goal of these designs

is to offload most software checks, that is required by a generic

IEE, to hardware for better performance. Experiments show that

Tide outperforms existing kernel-level IEEs and VM-based IEEs in

protecting critical kernel structures and running security tools.
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A Secure Memory Areas Ownership Transfer

Once the IPA pages in the IEE and WP memory are insufficient, the

MM agent will be invoked to apply for a batch of free and contin-

uous (immediate) physical pages from the kernel’s buddy system

as the memory area to be transferred and notify the IEE. IEE will

invoke the minivisor to complete the transfer of the memory area

and then register it. Minivisor only accepts invocations from the

IEE and performs legitimacy checks on the area to prevent potential

confused deputy attacks. The security check policy is that a mem-

ory area can only be transferred from the regular memory, which

can be done by traversing the stage-2 page table to make sure its

corresponding access permissions are rwx and PXN. Once finished,

the mappings of the transferred pages in the regular memory will

be canceled. IEE releases memory in the opposite process, with an

extra memory zeroing handling. Noted that Tide transfers 1/32 of

the pages from the regular memory in advance to avoid frequent

minivisor invoking; when the physical memory is insufficient, Tide

will apply for memory on demand.

B Protection against DMA Attacks

Since attackers may abuse the DMA functionality to bypass iso-

lation [36], it is necessary to restrict DMAs. If a device supports

SMMU, the access will be translated based on SMMU page tables.

SMMU supports two translation stages (i.e., IOVA→IPA→PA) by

controlling the input and output address sizes, similar to MMU [6].

The difference is the base address of page tables, and the transla-

tion control is configured to specific data structures in memory:

the stream table entry (STE) controls the stage-2 translation and

contains a pointer to context descriptors (CDs), which control the

stage-1 translation. To prevent the IEEmemory from being accessed

by DMA, Tide also uses the configurable output address size feature:

the minivisor is responsible for managing the STEs and uses the

same stage-2 page table as the MMU; the CDs are placed/isolated

into the IEE, and the output address size of the stage-1 translation

is configured only to access the regular memory. The WP memory

cannot be corrupted naturally during the DMA because it uses

the same stage-2 page table. For DMA without using SMMU, Tide

inspects the update of the memory-mapped registers of the DMA

controller via isolating them into the IEE to prevent access to the

IEE and WP memory.
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