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Abstract. We present a general framework for polynomial-time lattice Gaussian sampling. Its prin-
ciples revolve around a systematic study of the discrete Gaussian measure and its samplers under ex-
tensions of lattices, a setting encompassing that of nested lattices A’ C A. A fundamental result for
Gaussian sampling is that we can sample efficiently in A if we know how to do so in A" and the quo-
tient A/ A’. This is often presented in a context-dependent manner. Our formalism provides general and
unifying foundations for this idea, and also shows that this can be done regardless of the primitivity of
A’. As direct illustrations of this unifying theme, we formally recover and extend several methods from
the literature: domain restriction and extension (as, efficient sampling in a larger or smaller lattice); a
lattice filtration based sampler, which can be seen as a broad generalization of the celebrated Klein’s
sampler.

Then, we demonstrate how to sample using a change of bases, or even switching the ambient space, even
when the target lattice is not represented as full-rank in the ambient space. We show how to correct the
induced distortion with the “convolution-like” technique of Peikert (Crypto 2010) (which we encompass
as a byproduct). Since our framework aims at modularity and leverages the combinations of smaller
samplers to build new ones, we also propose ad-hoc samplers for the so-called root lattices A, Dy, E,,
as base cases, extending the state-of-the-art for root lattice sampling, which was limited to Z". We also
show how our framework blends with the so-called king construction and provides a sampler for the
remarkable Leech and Barnes-Wall lattices.

As concrete applications of our methods, we obtain novel, quasi-linear samplers for prime and smooth
conductor (as 2°3%) cyclotomic rings, achieving essentially optimal Gaussian width. In a practice-
oriented application, we showcase the impact of our work on hash-and-sign signatures over NTRU
lattices. In the best case, we can decrease their sizes by around 200 bytes (which corresponds to an
improvement greater than 20%). We also improve the new gadget-based constructions (Yu, Jia, Wang,
Crypto 2023) and gain up to 110 bytes for the resulting signatures.

Lastly, we sprinkle our exposition with several new estimates for the smoothing parameter of lattices,
stemming from our algorithmic constructions and by novel methods based on series reversion.

1 Introduction

For the last few decades, lattices have proved themselves to be a cornerstone of modern cryptography, al-
lowing the development of feature-rich schemes, including digital signatures [[LDK*20,PFH " 20], identity-
based encryption [GPV08], functional encryption [Agr17], (non-interactive) zero-knowledge proofs [PS19]
and last but not least fully homomorphic encryption [Gen09,CGGI20]. A common denominator of many
such schemes revolves around the ability of sampling from the so-called discrete Gaussian distribution
over a given lattice A. Given a center c in the ambient space Agr and a “width” s — which is essentially
the standard deviation by analogy with the normal distribution — the distribution D4 . 52 assigns the vec-
tor v € A the probability proportional to the Gaussian function exp(—||v — ¢||?/s%). Remark that this
distribution only depends on the lattice and not on the basis used to represent it. In this sense it does not
leak any information about a possible secret basis: this “zero-knowledge” property accounts for its utility
in cryptography.

For specific lattices such as Z" or lattices stemming from some trapdoor sampling as in [MP12], ad-hoc
approaches are commonly used. In comparison, to sample in an a priori arbitrary lattice, two polynomial



time samplers are well-known and widely used in constructions and beyond: the so-called Klein sampler (or
GPV sampler) [GPV08] and the Peikert sampler [Peil0], both having different advantages and drawbacks.
The former is a sequential sampler: the algorithm performs adaptive iterations of sampling in projected
lines, where the choices made in each iteration affect the values used in the next. It is rather costly and
imposes to work with the Gram-Schmidt orthogonalization of the input basis. The latter is a naturally
parallel sampler, reducing the problem of sampling in A to sample the coefficients of the desired sample
on the input basis. This “change of basis” induces a distortion, blurred by convolving with a sufficiently
wide perturbation. It is faster than Klein’s sampler at the price of slightly worse quality, in the sense that
the minimal sampleable width is larger. Note that these two algorithms correspond to the randomization of
two famous polynomial time oracles for the (approximate) Closest Vector Problem from Babai [Bab86]:
the Klein sampler corresponds to the nearest plane algorithm and the Peikert sampler to the rounding
algorithm. Fine-tuning such algorithms is one of the main tasks for designers of signatures in the hash-then-
sign framework of [GPVO08,DLP14].

On hash-and-sign digital signatures. Designing, selecting, and analyzing quantum-resistant schemes is
the main goal of the ongoing NIST standardization effort for post-quantum cryptography. In July 2022,
NIST eventually announced four post-quantum algorithms to be standardized. For signatures, two of the
three selected algorithms are lattice-based, FALCON [PFH "20] and DILITHIUM [LDK20], epitomizing
two known classes of lattice signatures: hash-and-sign and Fiat-Shamir with aborts. During the NIST com-
petition, Espitau et al. designed an alternative approach to FALCON, called MITAKA [EFG22], which was
further improved by [ENS™23]. As an attractive advantage, MITAKA can be instantiated over arbitrary cy-
clotomic fields, conveniently allowing it to reach all NIST security levels. MITAKA relies on a so-called
hybrid sampler [Pre 5], which acts as Klein’s sampler at the level of the NTRU module and calls the Peikert
sampler to sample within this ring. For power-of-two cyclotomics, this approach is sufficient, as the sam-
pling of the ring of integers amounts to sampling in a square lattice Z™. However, for the other cyclotomic
rings considered in [EFGT22], this induces a non-negligible quality loss, thus a slight degradation in secu-
rity. In 2022, the scheme Hawk [DPPvW?22] presented a new hash-and-sign signature tied to lattices, relying
on a more recent—yet natural— cryptographic assumption, the so-called lattice isomorphism problem. This
latter scheme raises the non-trivial question of the possibility of sampling efficiently in lattices with remark-
able packing properties, such as the Leech or the Barnes-Walls lattices. Interestingly, the same question was
also independently triggered in the new design of lattice gadgets of [ YJW23] to improve the efficiency and
compactness of trapdoors. All in all, the quest for new efficient samplers, especially for remarkable lattices,
has interesting consequences in the realm of cryptographic design.

Contributions. In this work, we aim at going beyond this Klein/Peikert dichotomy for polynomial time
sampling. We showcase a general framework based on a systematic study of the discrete Gaussian distri-
bution under extensions: algebraic extensions through short exact sequences and metric extensions through
linear transformations. This framework allows us to build new samplers over extensions or restrictions of
domains in which we already know how to sample. Some instantiations also recover a large set of sam-
plers from prior literature. Our abstract samplers correspond to effective versions of general bounds on the
smoothing parameter of lattices: this correspondence is a unifying thread in all our exposition. To complete
our modular framework, we also provide ad-hoc samplers of essentially optimal widths for root lattices, to
use them as fundamental blocks to instantiate more involved samplers. Optimality is deduced from a new
theoretical bound on the smoothing parameter obtained from the relation between the Gaussian function
over a lattice and its theta series. When the kissing number and minimum of the (dual) lattice are known,
it gives a tighter bound on the smoothing — unfortunately, it is unlikely to get this information for an ar-
bitrary lattice. As an application, we obtain novel, optimal, and efficient samplers over cyclotomic rings of
prime and smooth conductors and optimized trapdoors in the spirit of [YJW?23]. The technical details of our
contributions are as follows.



Exploiting the decomposition over short exact sequences. Given a lattice /A and one of its sublattices A’,
we can associate the short exact sequence of Z-modules:

0—>A’—>A—>A/A/—>O.

Note that in this sequence, the quotient A/ A’ is not necessarily a lattice! itself, and as such, A cannot be
identified as a lattice to A’ & A/A’. We show how to deal with this extension of groups to extend samplers
for A’ and A/A’ into a sampler for A, for standard deviations above the smoothing parameters of the A’
component. In particular, we identify precisely the projection of the Gaussian measure onto the quotient,
recovering the known situation where A’ is either full-rank or primitive. This construction translates into a
simple bound on the smoothing parameter, namely

N3e(A) < max(ne(/l/)mg (A/A’))a

where the notion of smoothing is generalized to accommodate non-lattice quotients. Note that the choice of
the sublattice is arbitrary here. This suffices, for instance, to deal with the problem of domain extension and
restriction of samplers: given a sampler over A, how can one extend it to an overlattice or restrict it to a sub-
lattice? Our construction instantiates to (sometimes implicit) samplers in [GPV08, Corollary 2.8],[LLBS 14,
Lem. 5, second part] and [ASD18].

A filtered sampler. A filtration of a lattice is an increasing sequence of lattices 0 C Ay C --- C Ay = A.
Iterating the previous construction gives us a generic sampler for A. Namely, we have a first short exact
sequence stemming from the filtration:

0— A4 —>A—>A/A1—>O,

and by our sampler over sequences, we can efficiently sample in A if we know how to sample in both
Ay and A/A;. However, we can remark that quotienting by A; induces a filtration 0 C As/A; C -+ C
A = A/A;. Hence, we can recursively apply this technique and devise a sampler for A from samplers over
(A;41/A;);. This approach yields a natural generalization of Klein’s sampler (as presented in [GPV08]),
which corresponds to the particular case where rk(A;) = ¢ for all 1 < ¢ < rk(A), and the successive quo-
tients correspond to the Gram-Schmidt orthogonalization. Expectedly, we obtain a bound on the smoothing
parameter of A in terms of the smoothing parameter of these quotients, generalizing that of [GPV08]:

ne(A) < max 1< (A;/Ai—1).

1<igk R

In a later section, we show how this abstract sampler and its designated bound can lead to significant im-
provements over the Klein-Peikert dichotomy on a concrete example.

A linear sampler. Change of basis is a natural technique in linear algebra allowing to re-express sets of
linear equations in more congenial forms, by looking at the coordinates of a linear space under a different
basis. It is a deep principle undertaking numerous aspects of numerical algorithm, whether by making
incremental changes (like in Gaussian elimination or lattice reduction), or in one take (e.g., computing the
Discrete Fourier transform representation). Unsurprisingly, we can apply it to discrete Gaussian sampling
as well®>. Hence, from a high-level point of view, one can design a Gaussian sampler in a given lattice
A as long as one can sample discrete Gaussians in the lattice spanned by a (fixed) congenial basis C,
which can even live in a different space. This process amounts to controlling the distortion on the Gaussian

! Generally, the quotient is a product of the forsion part, which is a finite abelian group and its free part, which
corresponds to a lattice too. Even when the quotient is torsion-free, A does not identify to A’ @ A/ A’ as lattices in
general.

2 Of course, change of basis works very well for continuous Gaussians: it simply amounts to matrix-vector multipli-
cation.



distribution induced by the change-of-basis procedure, and to smooth it out with a carefully chosen normal®
perturbation. This algorithm encompasses the sampler of Peikert [Peil0], which reduces sampling in a
lattice A to sampling spherically in Z™“ — this can be done coordinate-wise. This construction yields a
natural bound on the smoothing parameter, writing a basis B of A as the product TC:

778(/1) < Sl(T) : 776('6(0))

for s1 (T) being the largest singular value of T. Again, note that the choice of the decomposition is arbitrary
(as long as C is invertible). A generic sampler in tensor lattices A; ® Ao follows almost immediately.

Tensor sampling. This part was not in the main text of the conference version of this article. Yet another
basic construction in linear algebra is the tensor product of two spaces, which is roughly a linear amalga-
mation of the geometries of the two spaces. Formally, given two lattices represented by some respective
bases A and B, their tensor product admits the Kronecker product A ® B for basis. Thanks to its so-called
mixed product property, we have A ® B = (A ® I)(I® B) = (I ® B)(A ® I), which allows us to use
our linear sampler over (I ® B) or (A ® I), meaning that the sampling over the tensor reduces to multiple
sampling over copies of A or B, and with distortion which corresponds to the distortion induced by the
other one. The previous generic algorithm readily thus applies. As before, this construction also translates
into a smoothing bound:

Ne(A) < min (s51(A) - 12 k() (£(B)), 51(B) - 1/ 2:x(B)) (L(A))).

Our algorithm and bound give alternate approaches to tensor sampling compared to [MP13]. We believe that
they can also provide new tools for designers using other types of (trapdoor-based) sampling, e.g. [MP12].

Sampling in remarkable lattices. The previous contributions aim at building a framework for efficient
Gaussian sampling, by joining existing samplers through extensions (namely module extension for the ex-
act sequence sampler, linear extension for the linear sampler and tensor extension for the tensor sampler).
It means that we need to be able to sample in some base cases to fully instantiate these higher-order con-
structions. We thus introduce a set of ad-hoc samplers for some of the so-called root lattices (A,, lattices,
the face-centered lattices D,,, the Gosset lattice Eg) emerging in many contexts. They are, for example,
well-known for their outstanding geometric properties, e.g., enjoying quasi-linear decoding [CS82,CS83],
or their appearance in more mathematical topics such as the classification of Lie algebras. In particular,
our samplers rely on their well-understood structures and exceptional isomorphisms between them, coming
from the latter topic, and we reach standard deviations quite close to the smoothing of these lattices. Gen-
erally, we add another tribute to the deep connexions of these remarkable lattices with coding theory, as we
combine our algebraic framework with the king construction [CBCB22] to devise samplers in the Leech
and low-dimensional Barnes-Wall lattices. The technique allows as a byproduct to construct samplers in
parity-check-like lattices.

On the smoothing parameter of lattices. In the conference version of this paper, we provided an asymp-
totic expansion of the smoothing parameter of lattices, by using the well-known link between the Gaussian
mass p,(A) and the theta series of the lattice © 4(s). Our expansion highlighted that the main driver for the
behaviour of the smoothing parameters, when seen as a function of ¢, is the quantity In(x(AY)/e), where
AV is the dual lattice, and x(A") its kissing number — the number of shortest non-zero vectors. Our tech-
nique relies on series reversion to effectively (but abstractly) “solve for s” the identity ©4(s) — 1 =c as a
series S(e), that is, finding the series* such that S(©(s) — 1) = s. Compared to the conference version, we
further calculate one more term in the series expansion, involving some more lattice-defined quantities. Let

? What matters for proofs is that the perturbation distribution has good convolution properties with Gaussian kernels.

* This provides an alternative to the method explained in [BLL25, Section 4.1], also extending it to all quasi-rational
lattices. We observe that [BLL.25] does not explain how to solve © 4(s) — 1 = ¢ for s in general (and presumably in
an exact way), and redirect to [LL.BS14] instead. There we could not find how to do so either, making us unable to
compare both approaches.



ny(A) be the shortest norm larger than \; (A) reached by some lattice point, and g(A) := na(A) /A1 (A)
its norm gap. Let ko = Kk2(A) be the number of lattice points with norm no, and 6(A) := ko /k(A) be its
density gap. For all 0 < € < 1 we show that

ne(A) = ﬁm : \/i In <H(/€1V) <1 + ;S%((/ilvv)) - (ﬁ(jv)y(my_l + 0(69(/1V)2_1)>>.

This result covers all lattices which are, up to scaling, isometric to rational lattices, but it would need an
adaptation to encompass generic real lattices.

Of course, computing the kissing number of an arbitrary lattice is a difficult problem in general; for
exceptional lattices (such as root lattices), these quantities are however well-known. In the conference
version, we have used this fact to obtain accurate approximations of the smoothing parameter of these
special lattices, from which parts of our cryptographic improvements are derived. As an addition to the
conference version, we also support that this approximation to the first term of the expansion is accurate
enough for the regimes in cryptography, suggesting that it may not be necessary to understand the next
terms in the series expansion of 7). (A). More precisely we show that, for exponentially small ¢, the esti-

mate m, /L -In (k(AY)/e) differs from n.(A) by a small constant only. To obtain this result, we use a
worst-case bound on the number of lattice points in small balls—it is known that it cannot be too large—to
obtain an upper bound on the term involving the density gap. An additional use of this bound also provides
an asymptotic bound on 7. (A) for this regime of &’s. For completeness, we actually explore the possibility
of deducing further terms in the expansion of the smoothing parameter. With the help of combinatorial
tools, we are able to obtain general formulae, but of little concrete use. These are unfortunately unlikely to
be understood for an arbitrary lattice, and so we posit that the focus should remain on the first two terms.

Cryptographic impact. To showcase our framework in a cryptographic context, we demonstrate how to
instantiate various samplers over some structured lattices. There are well-known identifications between
certain ideals in prime cyclotomic rings and A,_ lattices (or their duals), already subject to algorithmic
works [LPR13,DvW18]. Cyclotomic rings of smooth conductors can also identify as (direct sums of) prime
cyclotomic rings. We exploit our ad-hoc samplers to devise novel samplers in cyclotomic rings: our result
combines quasi-linear efficiency and optimal Gaussian width. To our knowledge, all previous approaches
reached worse Gaussian widths, and at best equivalent efficiency.

We also detail the implication for the design of hash-and-sign signatures, where the ability to sample
efficiently and precisely is crucial for the security and bandwidth of the scheme. We compare our varia-
tions with the recently proposed and state-of-the-art Falcon [PFH™20] and Mitaka [EFG™22] signatures.
In particular, we show how to design hash-and-sign signatures more tightly on smooth cyclotomic fields,
giving more security (around 20 bits in both classical and quantum regimes) and slightly shorter signatures
for free compared to [EFG™22] (although bitsize is not the focus of this work). More interestingly, we
show how to implement them on prime cyclotomics, allowing a very tight choice of parameter selections.
At a high-level, our results are also satisfying in the sense that they not only increase the security level for
prime cyclotomics compared to [EFG'22], they also show a more regular growth and behavior of the ratio
security level over cyclotomic-conductors compared to [EFG T 22]. Then, we also give new instantiations of
the recent framework of [YJW23] for compact gadget-based sampling with a target lattice constructed as a
tensor of the root Eg and Z™. We again get slightly shorter signatures for free (110 bytes shorter) for higher
security, both in the classical and quantum settings.

Organization of the paper. After recalling some material about lattices and Gaussian measures in Sec-
tion 2, we start with the first, central piece of our framework in Section 3: the sampling procedure over short
exact sequences (Algorithm 1), and its natural recursive extension, the filtered sampler (Algorithm 3). In
Section 5, we present our linear sampler, and illustrate its use for tensor sampling. Section 7 is devoted to
our samplers remarkable lattices. Last, in Section 8 and Section 9, we instantiate many of our contributions
into a hash-then-sign signature scheme with concrete parameters and analysis.



2 Background

General notation. The bold capitals Z, Q, and R refer respectively to the ring of integers, the field of
rational and real numbers. Given a real number z, the integral roundings floor, ceil and round to the nearest
integer are denoted respectively by |z |, [x], |«]. Let In denote the natural logarithm. For a real-valued
function f and a countable set S, we write generically f(S) = > ¢ f(z) assuming that this sum is
absolutely convergent. Vectors and matrices are understood column-wise. For A, B two matrices, we write
[A, B] for the concatenation of the columns from A and B. The transpose of a matrix T is T* and if T is
non singular, its pseudo-inverse is T* = (T*T) 1T,

2.1 Lattices and Gaussian measures

Euclidean lattices A (real) lattice A is a finitely generated free Z-module, endowed with a Euclidean norm
|I.]| on the real vector space Ar := A ®z R. By definition, there exists a finite family (by,...,b,) € A"
of linearly independent elements such that A = @;"_ | b;Z, and we write A = £(B), with the matrix
B = [by,...,b,]. Itis called a basis of A. Every basis has the same number of elements rk(A), called the
rank of the lattice. We let \1(A) be the Euclidean norm of a shortest non-zero vector in A. The volume is
det A = v det B!B, for any basis B of A.

In this work, when dealing with lattices embedded in R™, we only consider the standard Euclidean
norm, corresponding to the canonical inner product (, ), but we stress that most of our algorithms are agnos-
tic to the choice of the norm. The dual of a lattice A is the lattice AY = {x € Ar | (x,v) € Z,V v € A},
and we always endow it with the same norm as A. If A is a full-rank lattice of basis B, then B! is a basis
of AV; if it is not full rank, B(B'B) ! is a basis of A".

Orthogonality. For a subspace V' C Ag,let V: = {y € Ar | (y,v) = 0, Vv € V} be the or-
thogonal. Let 7,1 denote the orthogonal projection onto V' equipped with the restriction of the norm
to that space. If P is a matrix representation of 7y, ., we have P? = P and P* = P. Given a basis
B = (by,...,b,) of alattice A, we denote its Gram-Schmidt orthogonalization by B* = (bj,...,b’),
where b} = 7, b,y (bi).

Sublattices, quotient lattices. Let (4, || - ||) be a lattice, and let A’ be a finitely generated submodule of
A. The restriction of || - || to A’ endows it with a lattice structure : (A’, || - ||) is called a sublattice of A.
If any basis of A’ extends into a basis of A, then A’ is called primitive. In this case, the quotient A/ A’ is
endowed with a canonical lattice structure by defining: ||v + A’[|4/a: = infyre 4, ||V — v'||. Then, there is
an isometry between (A/A, || - [|a/4/) and (7L (A), || - ||). Effectively, this means we represent quotient
lattices by computing the projection of a given basis for A. We write A = A’ 1 A” to highlight that A is the
orthogonal direct sum of two lattices. In this case, 7,1 (A) = A" and we have an isometry A = A'® A/ A'.

Whether A’ is primitive or not, the quotient A/A’ always decomposes as a product of its torsion part
T (finite subgroup of torsion elements) and its forsion-free part. Torsion elements in the quotient represent
x € A such that ax € A’ for some a € Z, that is, the set A N /1'R. The torsion-free part is itself a lattice: if
A is the (primitive) lattice generated by A’ and a system of representative for T, it identifies to A/A’, with
the quotient norm. It is thus equivalent for A’ to be primitive and for A/A’ to be torsion-free. When A’ has
full-rank, A/ A’ is just the torsion group T. Usual solutions to perform the lift from a coset representative to
a lattice point use Babai’s rounding or Babai’s nearest plane algorithm.

Filtrations. A filtration of a lattice A is an increasing sequence of sublattices {0} = Ag C A1 C Az C
-+« C Ay = A where each A; is a primitive sublattice of A; 1. Let rk(A;) = d;, then 0 = dy < dy <
dy < -+ < di =r1k(A). A filtration is called complete if d; = i for all i: for example, any basis of A gives
a complete filtration. Filtrations are compatible with quotienting: a filtration (A;); of A yields a filtration

(Aitj/Aj)i of AJA;.



Discrete Gaussian distributions Let X be a positive definite matrix. We define px;(x) = exp(—nx! X~ 1x)
as the Gaussian kernel of covariance Y. Equivalently, we could call it the standard Gaussian mass for the
norm induced by X —1. In that case, one sees that a Gaussian function is always isotropic, i.e., its value only
depends on the designated norm of its input. When X = s°I,,, the subscript X is shortened’ in s2 and s is
called the width.

Let now A C R™ of rank n < m. The discrete Gaussian distribution over A with center ¢ € Agr and
covariance X' € R™*"™ is defined by the density

),VXEA.

—C
Die ==
4 7E(X) pE(A—C)

When ¢ = 0, we omit the script c.

Smoothing parameter. For a lattice A and real parameter ¢ > 0, the smoothing parameter n.(A) is the
smallest s > 0 such that p L (AY) < 1+ . When the Gaussian width s exceeds the smoothing parameter,

all the lattice cosets have roughly the same mass.

Lemma 1 ([Pcil0, Lemma 2.4]). Given a lattice A, ¢ € (0,1) and X = n-(A)?1,, then, for any c € AR,
ps(A+c) € 15,1 px(A)

The following result recalls that cosets’ mass has exponential decay from the origin. A useful conse-
quence is to express the Gaussian mass by means of a sublattice and its corresponding projection.

Lemma 2. Let A C R™ be a lattice and x € R™. For X > 0, let P be the orthogonal projection onto
Afi, where orthogonality is taken with respect to the inner product x' X~ 'y. Then we have ps(x + A) <
px(P(x)) + ps(A). If moreover A is primitive in A', we have px;(A") < ps(A)ps:(P(A")). The equality
case occurs when A’ = A 1L P(A').

Proof (Adapted from [Bos15, Lemma 2.8.2]). We recall the notation: let Ag be the real space spanned by
A, and P be the orthogonal projection onto Az, where the orthogonality is for the quadratic form x
x!X~1x. For all x € R™, we can write elements of x + A as x + u = (x — P(x) + u) + P(x), where
X — P(x) +u € Ar. By orthogonality, we write px(x +A) = ps(P(x))- >, c4 px(x — P(x) +1u). The
right-hand sum is px(x — P(x) + A) so we get the first claim with Lemma 1. When A is primitive in A,
then P(A’) identifies to the lattice A’/ A, and the sum over all x € P(A’) gives the second claim. [ |

2.2 Exceptional lattices and cyclotomic lattices

Root lattices So-called root lattices are families of special lattices with nice geometry deriving from root
systems. They enjoy, for instance, good decoding properties (see [CS82,CS83], or more recently and closely
related to this work, see [DvW18,vW16]). Most of their fundamental quantities are well-understood, and
general exposition can be found in [Mar0O3, Chapter 4] or [CS88]. We only recall here the definitions of
three types of root lattices (A, E,, and D,,), and highlight some properties of the A,, family.

Definition 3 (Root lattices). For integer n > 0, the root lattices A,,D,,, E, of rank n are respectively
defined as

A, ={veZ" ™ v+ + v, =0}, Dp={veZ" v+ +uv, €2Z},
1 n
En:{VGZ"U(Z+2> |v1+~-~+vn62Z}.

We will particularly focus on the A,, lattices. If (e;);<n+1 denotes the canonical basis of R, they
are generated by (e; — €;4+1)1<i<n and span the hyperplane 1+, where 1 = (1,...,1). Their volume is
Vn 41, and A\ (A,) = /2. Their dual is AY = 7,1 (Z"+1), with A\;(AY) = y/n/(n + 1), and A,, has
index n + 1 in AY. Noticeably, A, identifies with the famous hexagonal lattice.

> Most of the prior literature uses s or v/ 2, that is, an analog of standard deviation instead of the covariance.



Remainders on cyclotomic fields In Section 8, we need some background on cyclotomic rings and their
geometry. Most of the used material is relatively standard. We let Z;, be the multiplicative group of the
¢(m) integers invertible modulo m, where ¢ is Euler’s totient function. Let (,,, be a primitive m-th root of
unity. The m-th cyclotomic polynomial @y, (X) = [];cz. (X — ¢t ) € Z[X). The degree of ®,,(X) is
d = ¢(m). We call R,,, = Z[(n] =~ Z[X]/ (P, (X)) the m-th cyclotomic ring and K,,, = Q] the m-th
cyclotomic field. Any f € K, can be uniquely written as f = Z?;ol fi¢t with f; € Q. The coefficient
embedding identifies f to its vector of coefficients (fo, ..., fa—1). The cyclotomic field K, has exactly d
embeddings fixing elements of Q. Concretely, the embedding v; for i € Z7, is defined by ¥;((,) = Cf,.
Let ¢(f) = (¥i(f))iezz, € C* be the canonical embedding of f € K. Its range is the real subspace
H = {(xi)iczx, : Ti = Tm_i}, which can be identified to K,;, ® R. We can use it to define the conjugate

of fas f* = (¥1(f),...,%a(f)). The trace is the Q-linear map defined as Tr(f) = ZieZ:n ¥ (f). It gives
an inner product as Tr(f*g) = ((f),%(g)) and an euclidean norm [|1(f)||?> = Tr(ff*), where (, ) is the
standard hermitian product over C¢. This product can be extended to vectors in a way that gives a positive
definite hermitian form over K¥ , compatible with the geometry. We only need the case of k = 2. The form
is defined as ((f, g), (F,G)) = f*F + ¢*G. In particular, elements ((f, g), (f,g)) = ff* + gg* have all
their embeddings real and positive. Thus for all pairs (f, g), (F, G) of vectors in K2,

ROy =(0) - G

is well-defined. One checks that ((f, g), (F, G)*) = 0, which gives a notion of orthogonality over K2, and
accordingly, (F, G)* is the Gram-Schmidt orthogonalization of (F, G) with respect to (f, g) for the trace
product.

The Vandermonde matrix associated to the p-th primitive roots (1, ...,(p p—1 0f 1is

)

1 Ga Gy .o &7
p—2

1 Ga o oo G
Vp =
. e _2
LGpp1 Gyt - Gyt
We have ¢(z) = V,,(21, ..., xp—2)". It is known that the largest and smallest singular values are s1(V},) =

vpand s, 1 (Vp) = 1. Its Gram matrix vapt has determinant Ax = pP~2, which is the discriminant (or
the squared discriminant sometimes) of the field K.

Identifications between cyclotomic ideals and root lattices Most of the next facts are well-known, and
can be found e.g. in [DvW18,LPR13,vW16]. A first interesting decomposition arises when m = pqu for
—1
primes p # ¢: we have R,,, = Rt @R . Additionally, we have R » = @?_; R, which is an orthogonal
sum under the canonical embedding.
We note (e;) the canonical basis of R”. Let b; = %ei - % Y oi<izj<p® € ZP.Itis known that A,
has basis given by (b;)1<i<p—1, Which (up to scaling by p) has Gram matrix

p—1 -1 .. -1 -1
~1 p—1----1 -1

Gy = : oo AR M
~1 -1 - —1p—1

A key tool is the isometry between R, and Agflz

TRy =AY, defined by ¢(¢}) = biy1 for 0 <i <p—2.

The normalization for the isometry is seen here as ||[¢(x)||? = p||7(x)]|?.



A second identification involves the co-different ideal RZV) of Ry it is the principal ideal R;’ = <%>

and acts the dual lattice to R,,. From what precedes, we get a map 7" : RI\)/ — Ap,_1 sending the dual basis
of 1,¢p, ..., (5*1 for the trace product, also called decoding basis by [LPR13], to the basis (e1 — €;)2<i<p
of A,_1. We now have p||¢(z)||> = ||7V(x)||?. This map turns out to be mildly less interesting for our
purpose.

Nevertheless, the ideal (1 — (;,) admits the Z-basis (1 — (), ..., (2% — (21 Letting u; = ¢} — 0,
we have:

g
tr(ufus) = ()2 = 2p and  tr(ulu;) = ((u)p(uy)) = 4 P!
0 else.
Up to a factor p, this is the Gram matrix
2 =10 0 0 0
-1 2 —-10 0 0
Gpr=| 1 1 1 ezt @
0 0 O -1 2 -1
0 0 O 0 -1 2

associated to the standard basis of A,_;. Hence, if we define
¢ (1—=C) — Ap1 by p(ui—1) =e;j+ejp1forl <i<p—1,

it identifies both lattices and we have ||[1)(z)||? = p||¢(z)]?.

3 Extensions and sampling

Our goal is to provide a systematic way to handle the Gaussian measure when provided nested lattices
A" C A, a setting prevalent in coding theory and cryptography. We take a small abtraction step and uses the
formalism of exact sequences:

0— A —A—4 o, 3)

where we highlight that the arrows are homomorphisms of abelian groups, and not isometries of lattices.
Exactness means that the kernel of each arrow is exactly the image of the arrow preceding it. It implies that
A’ identifies to a submodule of A and that the map A — A/A’ is surjective. We do not assume that A, A’
have the same rank, nor that we have an exact sequence of lattices, nor that it splits (which would mean that
A=A x AJA" as Z-modules).

Formally, we show that the Gaussian measure is “essentially” determined by two of the three central
terms in the sequence, and we make precise what is hidden behind the word “essentially”. This formalism
will expectedly recover known results such as [GPV0S, Cor. 2.8] or its “converse” [LLLBS 14, Lem. 5, second
part], and extend their application range. We then derive a generic bound for the smoothing parameter of
the ambient lattice /A and a natural sampling algorithm given sampling oracles for the side terms.

3.1 Gaussian measures over short sequences of groups

Recall from Section 2 that A/A" decomposes as the direct sum T @ A’; of its torsion part T and its free

part. The free part can be seen as A/A’, where A’ is the lattice spanned by A’ and a set of representative of
T. This denser lattice can be understood as a “primitivation” of A’. Hence, A/A’ identifies® to the lattice
™ ( Aﬁ )+ (/1)

D decomposes into two components measures, which can then be normalized to probability distribu-
tions:

® The important catch here is about which orthogonality we are considering: in our proof, the orthogonality must be
with respect to the norm induced by the covariance matrix of the target Gaussian, that is, x — x* X ~!x. This allows
us to use that x,y € Ag such that x* X "'y = 0, we have px(x +y) = ps(x) - p=(¥)-



e the restriction over the sublattice A’, which identifies as D' = p/p(A’).
o the pushforward 7, D onto the quotient A/ A’. By definition, for any witness x of a A’-coset in 4,
we have m,D(x) = D(x + A').

Understanding the latter is the focus of the next lemma. In the lemma below, we distinguish the quotient
map 7 : A — A/ A’ from the orthogonal projection 7 := (7 ).

Lemma 4. Let A’ C A be lattices and T the torsion part of AJA'. If ¥ = 1.(A") and D = Dy 5, then
the pushforward distribution proportional to 7, D is at total variational distance of the distribution
defined by |T|~* - D (A),x(c),5» Where |T| is the cardinality of T.

g
1—¢

For the sake of notational clarity, we restrict to the case of centered distributions but the proof readily
adapts to the general case.

Proof. Our first goal is to describe the coset x + A’, and recall that we denoted 7 the orthogonal projection
from A to A /W Consider a section’ s : A /W — A, that is, a linear map such that 7 o s = Id. From its
properties, we see that x € s(7(x))+A’. Letnow T = {t+ A} be a system of representative of the torsion
points. Since A’ is the disjoint union of cosets t + A’, there is a unique one such that x € s(7(x)) +t + A’,
and it follows that x + A" = s(7(x)) + t + A’. By definition and orthogonality, the pushforward of the
discrete Gaussian under 7 therefore acts as

Dx+A)=p(s(F(x)) —7(x) +t+ A) - D(F(x)). (G))
Similarly, the total measure of the quotient A/ A’ can be written
D(r (Yg)) = 3 a(s(r(x) = 760 + &+ A)D(R(x). )
(t7(x))

By assumption on the covariance parameter, we are above the smoothing of A’, so all the A’-cosets have
roughly the same Gaussian mass as A’. More precisely, taking ratio between Equalities (4) and (5) and using
Lemma 1, we get our claim:

7. D(x mod A') {1—5 1+5} |1 p(7(x))

m.D(A/A) 1+e'1—c| |T| pFA) ©

|
Lemma 4 satisfyingly recovers the extreme cases which are frequently encountered in the literature:

— If A’ is full-rank, we have |T| = [A : A’] and the projection sends all points to 0, so that m, D is
statistically close to the uniform distribution over the finite group of A’-cosets.

— If A’ is primitive, the quotient is torsion-free, 7 = 7 and we recover that 7, D is essentially the orthog-
onal projection of the discrete distribution, that is, a discrete Gaussian distribution over 7 (A).

An interesting subcase happens when an orthogonal decomposition A = A’ | A" is known. We then have
a short exact sequence 0 — A’ — A — A” — 0. But now, the Gaussian measure splits perfectly, so that
the pushforward is exactly the projected distribution.

Lemma 5. Let A’', A" be two lattices, A = A’ 1. A", and w the orthogonal projection onto A’RJ‘. If
D =Dy y,s2, then we have T, D = D yrr (1) 52

Proof. The assumptions give m(A) = A”. Decompose z € A as z = z’ + w(z) and similarly t = t’ + 7 (t).
We use orthogonality twice: on the one hand, it gives p 2 (7(z) —t + A") = pg2(7(z) — 7(t) ) ps2 (A —t').
On the other hand, it also gives pg2 (A —t) = p,2 (A’ —t')pg2 (A" —m(t)). Taking ratios gives the result. W

7 Such a map always exists: indeed, as A’ is primitive, one can always find a sublattice Ao such that A = Ay & A’ and
the section can be defined by identifying the vectors of a basis of Ao with their projections by 7.
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Smoothing parameter and short sequences. The decomposition induced by the quotient translates into
a generic bound on the smoothing parameter. When restricted to primitive sublattices (a sublattice A’ is
primitive if A/A’ is torsion-free, that is, it is itself a lattice), this bound is at the core of many algorithms —
[GPVO08] being perhaps the most known. Using our decomposition of the Gaussian measure over the short
sequence, we can extend its range. We recall the Poisson Summation Formula for Gaussian functions, which
we use in the proof of the bound. For any rank n lattice A, the formula gives

S’IL

ps(A) = m 'pl/s(Av)' (7N

Proposition 6 (Modularity of smoothing parameter). Let A be a lattice and 0 < € < /17 — 4, then
a-(4) < min max (n(4),n- (A7) ).
where the minimum ranges over all possible sublattices of A.

Proof. Let A’ be any sublattice of A and s > max(n.(A"),n-(A/A’)). Now, consider the orthogonal
projection 7 of A onto the space orthogonal to Ag, for the standard inner product. Lemma 2 gives that
ps(A) < ps(A) - ps(m(A)). Using Identity (7) and the fact that det(A) = det(m(A)) det(A’), this is equiv-
alent to py/5(AY) < pyys (Wv)pl/s (m(A)V). Because they have the same rank, A’ C A’ is equivalent to
T 2

A AV, s0 we have pl/s(/l’v) < p1/s(A”Y). By assumption on s, this implies py /,(AY) < (14 ¢)
and we conclude by noting that our choice of sublattice was arbitrary. |

Note that the bound makes appear A’ and not A’ itself in the quotient. The intuition behind this, maybe
surprising, detail stems from the fact that the pushforward measure is driven only by A’ and the torsion-free
part of the quotient. Indeed, we can geometrically interpret the smoothing parameter to be the minimal width
to smooth out the lattice structure i.e., the pushforward over Ag /A is the uniform distribution. But then
remark that (A/A")r = (A/A’)r as real spaces, making all the torsion elements geometrically irrelevant
w.r.t. the smoothing.

Towards a Gaussian sampler. The bound of Proposition 6 can be turned into a natural sampler built from
given samplers over A/A" and A’, or oracles for them. First, sample in the quotient with the appropriate
distribution, lift the result to the full lattice, and sample around this point in the sublattice A’. Remark that
all x € A write uniquely as x = x’ + 7(x) with x’ € A’ and X’ = t + x/, since it also belongs to a unique
coset t + A’ with t € T. Above the smoothing of A’, sampling according to the pushforward selects such a
coset and 7(x) with essentially the correct distribution. Similarly, above the smoothing of 7(A) we cannot
really distinguish in which coset of 7(A) a Gaussian around 7(x) belongs.

All-in-all, this strategy leads to Algorithm 1, where we even allow sampling approximatively in the sets
A" and A/ A'—this will be proved useful to recursively chain calls of this sampler, as we do in Section 4.2.
The Lift subroutine can be implemented by Babai’s Nearest Plane algorithm as shown in Algorithm 2.

The proof relies on Lemma 4 and the examination of the samples. Two smoothing arguments over A’
are used: once to apply Lemma 4, and once to trade cosets for larger €.

11



Algorithm 1: Short exact sequence sampler

Input:
— A sublattice A’ C A, acentre t
- anoracle O’ for Dy . 5

- an oracle O, over A/A/, fjg-close to the pushforward of D . »

Output: v € A following distribution statistically close to D4 ¢ »
1 if A= {0} then return 0
2 Compute 7 : Agr — AR/A/R, the orthogonal projection onto A’ﬁ for the norm
induced by X!
3 qe 0, (A/A/,ﬂ(t), 2); u, < Lift(q, 4)

s u O, (Id—7)(t —uy), X)
5 return u, + u’

Algorithm 2: Lift (by Babai’s nearest plane)

Input: A lattice basis B = (by,...,b,) of A"in A, a vector t € A.
Result: A vector s € A inthe coset t + A'.

1 Compute the Gram-Schmidt orthogonalization (b, ..., b}) of B
28+t

3fori=kdowntoldos <« s— {%sz

4 return s

Theorem 7 (Correctness of the short exact sampler). When X - n.(A"), Algorithm 1 is correct. More-
over, let D be the distribution of its output. For € < % , we have

D)
up | ———~
veI/)1 DA,t,E(V)

- 1‘ < 6(0 +¢).

In particular, D is within statistical distance 3(6 + €) of Da 4 5.

Proof. Lete > 0and v € A, and as usual denote by T the torsion subgroup of A/A’. Independence of the
sampling oracles of lines 3 and 4 and law of total probability yields:

D(v) =Pr(u’' =v—u,|q=7(v))Pr(q =7(v)).

By hypothesis on the oracle O, and Lemma 4, we have:

1-61—¢ 1+61+¢ 1
Pr(q =n(v)) € B Dray,x(t), 2 (m(V)). @®)

14+614e 1-61—¢] |T]
On the other hand we have 7(u,) = q and thus:
—u, — (Id —7)(t —uy))
Pr(u' =v —u,lq=7(v _pev—ug = Z
( A=) = T — (=) (& — uy)

_ ps((ld—m)(v — 1)
P (A — (1= m)(6 — ug))

€))
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Because X = 1.(A’) = n.(A’), we obtain that

14 1 —
pr(A — (1d —m)(t —u,)) € [1, 1} e = (= )~ )
l—e (14+¢e\° 1 —
— c—px(A = (Id — ) (t
e[ () | ee@ - ma-me)

We then find that:

1-6/1—e\> 146 /14\?| ps(r(v—t) po(dd—7)(v—t))

D(v) € , . A

1+0\1+¢ 1-6\1-¢ pe(m(A) —7n(t)) px(A 4+ (Id —7)(t))

Routine calculations conclude the proof. |

4 Generic applications of the short-sequence sampler

We now present two generic applications of this abstract sampler: domain extensions and restrictions, and a
broad generalization of the so-called Klein/GPV sampler [GPV08]. The formers are simple, elementary but
important illustrations of the use of the pushforward distribution, recovering the (sometime implicit) tools
of prior literature (for example, [GPV0S8, Corollary 2.8],[LLBS14, Lem. 5, second part] and [ASD18]).
The latter extends the toolbox for Gaussian sampling in cryptography. In Section 7, we will present several
concrete samplers in remarkable lattices using these generic constructions, reaching closer to the smoothing
than the approaches used previously.

4.1 Domain extension and restriction

Extension to an overlattice. Let A’ be a full-rank sublattice of A, so that the quotient A/ A’ is of torsion
(i.e. the free part of this quotient is reduced to {0}) and suppose that we have access to an oracle O for
D 4, x for a parameter X > n:(A"). By Lemma 4, the pushforward T+ D %, 5 1s at distance at most 1;
of the uniform distribution over A/A’. Hence specializing Algorithm 1 with (0 and a uniform sampler for
O, yields the following:

Corollary 8 (Domain extension). Let € > 0 and A be a lattice, A’ one of its sublattices of finite index. For
any oracle O’ realizing a discrete Gaussian sampling in A’ at any center and covariance X = n.(A'), there
exists an algorithm sampling at distance at most 6 of D 4, x> using at most one oracle call to O'.

In a nutshell, the ability to sample in A’ and A/ A’ enables to reconstruct samples in A: we do a domain
extension of the discrete Gaussian over A’ to the overlattice A.

Restriction to a sublattice. Conversely, it is easy to sample in a sublattice A’ when we already know how
to sample in A, and A’ has finite index [A : A’]: sample in A and reject all samples not landing in A’. The
number of tries is of course driven by [A : A’], which can be proven when sampling above the smoothing of
A’ In fact, it makes it a specific case of the rejection sampling technique, with trivial rejection probabilities.
In the upcoming Section 7, we showcase some practical examples with root lattices.

Proposition 9 (Domain restriction). Letr ¢ > 0 and A be a lattice and A’ one of its sublattices of finite
index. For any oracle O realizing a discrete Gaussian sampling in A with covariance X+ n.(A"), there
exists a Gaussian sampler (for the same covariance) in A’ using on expectation [A : A'] calls to O.

Proof. The procedure is as follows: get a sample z from O and return it if z € A’, otherwise restart. The
probability of z € A’ is exactly p’ = px(A")/px(A) by definition of O. As such the expected number
of repetitions before a success is (as the expectation of a geometric distribution) p—l,. Since X > n.(A),

Lemma 4 implies that p’ € [ A}A,] [1, 1££], bounding 1/p’ by [A : A’]. The correctness of the process follows

from conditional probabilities. ]
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4.2 A filtration sampler

We now show how our short exact sequence sampler naturally extends to filtrations and allows to retrieve
and generalize samplers appearing in cryptography, such as those in [EFG™22,GPV08,Prel5]. For exam-
ple, in the most natural case where one would sample “coordinate-by-coordinate”, our algorithm recovers
Klein/GPV sampler. Its principle is in fact what drives this section. More generally it gives a family of new
samplers for a given lattice, depending on how one decides to sort and “cut in subspaces” its input basis,
offering larger freedom in the design of sampling algorithms®. This also gives a rigorous formal description
of [LB14, Remark 7], whose principle is also stemming from [GPV08].

Smoothing parameter bound over a filtration. We first highlight a new smoothing parameter bound
deduced from a given filtration {0} = A9 C A3 C --- C A, = A of a lattice A. It relies on repeatedly
applying the splits of the smoothing parameter over the short sequences (Proposition 6) stemming from
the filtration. Starting from the penultimate term Aj_1, we bound (ignoring here the exact values of ¢ to
ease the exposition) the smoothing parameter of A by max(n(Ax—1),7(A/Ar—1)). Applying Proposition 6
to Ap—1, we have n(Ax_1) < max(n(Ag—1/Ak—2),7(Ak—2)). We go down in the filtration inductively
until we reach A;. All in all, the smoothing parameter is dominated by the biggest term appearing in the
splitting. The term k -+ 1 in the statement is chosen to obtain a compact, readable statement ° with an

€ 9

identical smoothing quality “c” for each quotient lattice.

Lemma 10. Let k > 1 be an integer, A a lattice and € < . We have

2
2,
ne(4) < (r%l Max 7 (Ai/Aifl),

where the minimum is taken over all possible filtrations of length k of A.

Proof. Let V; be the real space spanned by A;, and P; be the orthogonal projection onto V;*, where the
orthogonality is for the quadratic form x — x! X~ 'x. Lemma 1 gives ps(A) < ps(Py_1(A)) - ps(Ax_1).
Letting P, be the identity, we obtain by induction

k k
px(4) < HPE(Pz‘—l(Ai)) = HPE(Ai/Ai—l)-

Using the Poisson Summation Formula (7) and taking &' > max; 7. /(1) (A:/Ai—1) gives

k k
ps-1(4Y) < Ep}l ((Ai/Ai—l)v) < <1+ 0 1> '

Calculations concludes the proof, using the fact that (1 +¢/(k + 1)) <1+ ¢ |

The idea behind the above bound allows to mildly relax the smoothness condition over lattice cosets:
instead of the whole lattice, it is only needed to smooth the “worst” successive quotient deduced from the
filtration for the cosets of the whole lattice to have essentially the same mass.

For example, it was shown'? in [GPV08], and subsequently used at the core of several practical con-
structions, that for any rank n lattice A,

n:(4) < (bff_l_i.fi,n)fg?é% ne(Zb;),
basis of A

8 In the same way that Klein/GPV sampler is a randomized version of Babai’s nearest plane algorithm, our technique
can be interpreted as a randomized version of the nearest-colattice algorithm of Espitau and Kirchner [EK20].

’ What matters in the proof is that [,(1 +&;) < 1 + ¢, where ¢; is a given smoothing quality for A;//;_; and € is
the target quality for A.

19 In its usual form for a fixed basis, the bound is 7 (A) < maxi<icn |7 - 7 (Z™).
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where the b} ’s are the Gram-Schmidt vector of the corresponding basis. This bound corresponds to restrict-
ing Lemma 10 to filtrations of length n stemming from the b;’s as A; = L(by, ..., b;). Indeed, we have
that for any 0 < @ < n, A;+1/4; is isometric to Zb} (see also Section 2.1). While it could seems more
likely that such a fine-grained filtration would give in general better smoothing bounds, we actually show
that there are practical cryptographic cases where one can improve the situation by carefully selecting a
different and a priori coarser-grained filtration.

The filtered sampler. Following our motto — smoothing bounds and sampling are built on the same
underlying principles — we can transform Lemma 10 into a Gaussian sampler. In essence, the process
corresponds to k successive calls of Algorithm 1, recursively progressing along the filtration. The resulting
sampler should be seen as a recursive generalization of the Klein/GPV sampler [GPV08], but it stems from
the same guiding principles.

Assume that we are given approximate oracles to sample discrete Gaussians in the sequence of lattices
(Aij+1/4;);, and a deterministic lift the first call considers the short exact sequence

0—>/11—>A—>A/A1—>0.

Algorithm I requires a pushforward oracle on A/ A1, so since we do not have a priori an explicit access to
it, we instantiate it as a recursive call over the quotient filtration {0} = Al/A . C AQ/A ,C C A/ Ay
Hence the callee now deals with the sequence 0 — Ay /A; — A/A; — A/A5 — 0. This is done until we
reach the trivial sequence. Then, the algorithm climbs its way back in the recursion tree, providing samples
in the lattices A;1/4;.

Algorithm 3: Filtered sampler

Input: A filtration {0} C A, C --- C A, = A, a parameter
¥ > maxogi<k e (AH—l/Ai) and acentert € A ® R.
Output: v € A following distribution statistically close to D4 ¢ »
1 if A= {0} then return 0
2 Compute 7 : A — A/A1
324 FiIteredSampIer((AVAl)i,w(t), E)
4 u < Lift(z, 1)

5 0 Dy, (1d—n)(t—u), ¥
6 return u+u’

Theorem 11 (Correctness of the filtered sampler). Algorithm 3 is correct. Moreover, let D be the distri-
bution of its output. For any ¢ < 1/k*, we have

D(v)

ven| Dae,s(v)

veA

- 1’ < (2k+1)e.

In particular, D is within statistical distance (k + 1)e of Da g, 5.

Proof. At Step 5, the algorithm recalls itself on the filtration obtained by quotienting by its first element.
The first time it happens, the input filtration is then {0} C As/A; C --- C A/A;. By isomorphism
theorems, the quotient is then (isometric to) A/As, and by induction, at the i-th call, the input filtration is
therefore {0} C A;41/A; C --- C A/A;, with a corresponding flag of subspaces (V41 NViE) C ... C
(V N V). By assumptions, the Gaussian oracle is always able to sample in the first element A;/A;
of its input filtration. The standard deviation is always above the smoothing parameter of such lattices,
Algorithm 3 outputs an element in the lattice thanks to the properties of Algorithm 2.
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We now analyze the distribution of the outputs. Let ¢ > 0 and set 6 = }—_‘__‘; We use the following loop
invariant: if the input filtration contains k& — 1 elements and the target center is t’, then the probability that
Algorithm 3 outputs some vector v belongs to [6¥~1,§'=*] - D/ ¢/ :(v), where A’ is the lattice spanned
by the input filtration. This hypothesis is satisfied for any filtration with 1 element. Let us assume now that
it is true up to some k > 1. By construction, we can write u = z + v for some v € V7. In particular, we
have (Id — 7)(t — u) = (Id — 7)(t) — v. Next, let P(z) resp. P(u’) the probability to obtain z resp. u’.
Orthogonality gives us px(u+u' —t) = px(z—7(t))ps(u’ — (Id—7)(t) + v). The induction hypothesis
then yields

pe(z—m(t))  pe( —(1d—m)(t)+v)
pe(A/Ar —n(t)) pe(dr — (d—m)(t) + V)

)
_ [sk—1 s1—k7 . atu)- px(A—t)
=[0""1,0""] Dpg,z(u+u) ps(AJ Ay —7(t))ps (A — (Id — 7)(t) + V)’

P(z)P(u') € [6F71,6'7F] -

Since X' > n-(A1), we have px(A; — (1 — 7)(t) +v) € [6,671] - ps(A; — (Id — 7)(t)). With a last

1
orthogonality argument, we obtain our claim on the distribution, using that (}fi) < ?_LZZ when € <

1
w2 u

4.3 Recovering some known samplers

Klein/GPV sampler. As we saw, this sampler corresponds to taking the full filtration associated to a
lattice basis (bq,...,b,) giving a lower bound on the width in max; n9.(A;+1/4;) = max; n.(b¥Z) =
1 (Z) - max;(|[b)-

Klein/GPV sampler over a ring. This sampler works at the ring level of a module over some ring of integer
Ok in a number field K (for example on NTRU lattices which are rank two module over a cyclotomic ring).
More precisely given a module basis (my, ..., my) over Ok, we make use of the full filtration'!

m;Og C mOkg & myOk C ---. Each recursive call thus consists in calling the oracles over the
quotients m; ; Ok /m; Ok, which are scaling by an algebraic number of Ok = Z[XQl, When instantiating
this oracle with subsequently described Algorithm 4 (or Peikert’s [Peil0] for instance), it retrieves the so-
called hybrid sampler used in [EFG " 22].

Fast Fourier Orthogonalization sampler. Introduced in [DP16,PFH™20], this sampler reaches the same
quality as Klein’s sampler but run in quasi-linear time in the dimension, by exploiting the structure of tower
of subfields in power-of-two cyclotomic fields. It is retrieved as the filtered sampler where the oracle over
the ring is the sampler itself, called recursively. More precisely given a basis m1, my of a module A over
the ring of integers Ok of the cyclotomic field of conductor 2, we have the short exact sequence:

0 — m; Ok —>A—>A/m1@K —0

where once again the submodule m; Ok shall be understood as a sublattice through the canonical em-
bedding map. Now remark that an oracle call is made on the modules of rank 1 m;Ok and 4/m;Ok.
However, these modules are also modules of rank 2 over the cyclotomic field of conductor 2k=1 " As such,
for each of them we can apply the same technique recursively, requiring samples in modules of rank 2 over
smaller and smaller fields, until we eventually reach Q, where we know how to sample.

" We make a slight abuse of notations here by silently identifying a submodule with the corresponding sublattice of
the lattice attached to the module. To be perfectly formal, we shall understand the elements of the filtration as viewed
under the canonical embedding map.
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A filtered tensor sampler. Let A be a lattice given with a complete filtration {0} C A; C ... C A, C A
and another lattice B. Suppose that we have a gaussian sampler O in B. Then remark that the tensor
filtration {0} C Ay, ® B C --- C Ay ® B C A® B is a filtration of A ® B. Furthermore, since each
quotient A; 1 /A; is of dimension 1, the quotients (4,41 ® B)/(A; ® B) are actually isometrics to scalings
of B — the scaling factor being exactly the covolume of the line A;,1/A;. Hence, from the sampler O,
we can sample in A ® B by the ¢ calls generated when applying the Filtered Sampler to our filtration.
This approach was used in [MP13, Corollary 2.7], using the natural filtration coming from a Gram-Schmidt
basis.

S The linear sampler

5.1 Smoothing parameters and linear transformations

The algorithms presented in Section 3 sample without leaving the ambient space of the lattice. However,
in certain cases, it is of interest to transfer the problem to another space — where the local geometry eases
the sampling process — and transfer the result back to the original lattice. In a sense, as all lattices can
be seen as a transformation of the integer lattice Z™, and as most practical Gaussian samplers rely on the
ability to sample integral Gaussians, this observation is already implicit in previous works. As expected,
such back and forth between different spaces will generate bias because of the distortion incurred by the
underlying linear transformation. To enforce the correctness of the output distribution, it must be corrected.
For example, the filtered sampler of Section 4.2 iferatively corrects the transformation to the space attached
to the filtration one subspace at a time. A global approach to the problem consists in considering any lattice
as a linear transformation of another lattice, but not always Z™. This gives the following bound on the
smoothing parameter, possibly implicit in previous works.

Lemma 12. Ler A be a lattice of rank n in R™, then n.(A) < inf s1(T) - n.(L(C)), where the infimum is
taken over all pair (T, C) such that A = L(TC) and C € R" is invertible.

Proof. Let T, C be any such decomposition of a given basis B of A. The basis of the dual lattice A" is

then BY = B(B'B) ™!, and as such for any vector z € R™ we have (BVz)!(BVz) = z!/(B'B) 'z =

(C'2)"(T*T)~'(C~'z). This implies that for any s > 0, we have p_1 (A") = prex (L(C)Y). Asking
s 32

s > 1.(A) is thus equivalent to asking that s>(T*T)~! = n.(£(C))? - I,,, as stated. ]

5.2 Sampling by linear transformation

The global approach is an algorithmic formulation of the proposition of Peikert [Peil(, Theorem 3.1]. For
the sake of simplicity, we will restrict ourselves to the case of continuous perturbations in our presentation.
As explained, on a high level the transformation of a fixed lattice distorts the geometry in the initial space
and consequently any ellipsoid in that space. The bias can be corrected to any target ellipsoidal shape by
adding a large enough perturbation, and up to rescaling.

Going formal, one can prove the correctness of the approach thanks to the nice properties of Gaus-
sian distributions, and the scaling factor appears implicitly as a condition of positive-definiteness involving
the smoothing parameter of the initial lattice. The proof is very similar in spirit of [EFG22,Peil0], and
amounts to a marginal distribution calculation combined with the nice properties of Gaussian functions with
respect to multiplication (see e.g. [Peil0, Fact 2.1]). The main technical difference in the proof is that the
considered lattices may not be full-rank in their ambient space. This is dealt with properties of the pseudo-
inverse: T*T = I,, and TT* is the orthogonal projection onto A ® R. With the notation of Algorithm 4,
this allows to write px;(x — T*t) = pa(y — t) and to proceed. We note that if m = n, then T is invertible
and the algorithm is correct as soon as A = 72TT¢. Second, if a decomposition A = L!L is known, then
a sufficient condition for correctness is s, (L) > r - s1(T): this recovers the results of [Peil0,EFG22].

Theorem 13 (Correctness of the linear sampler). Let v > n.(A(C)). If s,(A) > r? - s1(T)? then
Algorithm 4 is correct. Moreover, let D be the distribution of its output. For ¢ < 1/2, we have

D(v)
su e —
VGE)l Dag,A(v)

—1‘ < 4e.
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In particular, D is within statistical distance 2e of D ¢ A.

Proof. The support of the output distribution is correct by construction. By construction, the probability of
sampling some p € Cg := spang (C),x € £(C) and outputting y is the marginalized distribution

P(y) = det(Zp) 712 / pa(D) prrlx—T't—p)

ce Pr2(L(C)—T*t —p)

Gaussian functions have also good multiplicative properties (see for instance [Peil(, Fact 2.10]): there
exists!? a positive definite matrix X’ and a vector t’, both over Cgr, such that:

ps, (P)pr2(x — T*t — p) = ps(x — T*t)ps (p — t'),

where we also use that X, + r> = X. Combining these two equalities, we rewrite the distribution of the
output as

P(y) = det(Zp) ™/ - pr(x = T"t) - /C p 2(£p(g§p__Tt/t) -p

By definition of the pseudo-inverse, we have that T*y = x and that TT* is the orthogonal projection P
onto Ag. This gives(x — T*t)! X1 (x — T*t) = (y — t)'P'A~'P(y — t) and we obtain

)dp.

ps(x—T"t) = paly — t).

Observe that if m = n, we have T* = T~! so that P = I,, and the result holds as well. By assumptions on
r and thanks to Lemma 1, we now have

14+e] (det &' \"? pa(A—t)
"1—¢ det Xy pr2(L(C))

and summing over all y to handle the normalization constants, we deduce

P(y) € [1 “Dag,aly),

1—¢ 1+¢
1+e’l1—¢

P(y) € { ] “Da,aly)

Our claims on the maximum relative error and the statistical distance follow. Lastly, we show that the
condition on the singular values is sufficient. The algorithm is correct as soon as X = 721,,, or equivalently
when s1(T*A7'T) < r~2. Using standard properties of operator norms, we see that s;(T!A™1T) <
51(T)? - 5,(A)~1, and the results follow. [ |

Algorithm 4: Linear sampler

Input:
- Two matrices T € R™*" C € R™*" with m > n and C invertible such that TC = B is
a basis of a lattice 4;
—acentertc AQR;
— a parameter r > 0 and a positive definite matrix A € R™*" such that
Y= (T*AI'T) ! = r20L,;

Output: y € A with distribution statistically close to D, .

1 X+ X171

2 p (—NEP

3 x4 Drc), T t+pr2 /+ T* is the pseudo-inverse */
4 ;returny :=Tx

12 Their expressions can be made explicit but are not needed to understand the rest of the proof.
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Remark 1. This sampler also relies on a continuous Gaussian sampler, but fundamentally, the required
property is that the product of the density functions of the perturbation and the lattice sampler can be
understood: this is the core fact used to ensure the correctness of the output.

Many matrix decompositions can be exploited by the linear sampler, such as SVD or QR decomposi-
tions. We already highlighted that using C = I, and full-rank lattices retrieves Peikert’s sampler [Peil0].

e SVD based sampler: The singular value decomposition gives B = XAY! with X, Y orthogonal ma-
trices and A diagonal. It amounts to a diagonalisation of the Gram matrix B'B, or in other words to
work in a basis of eigenvectors. As X and Y are orthogonal, the sampler reaches standard deviations
starting s1(B) - n-(Z™), and gives a quality equivalent to the one of Peikert.

e QR-based sampler: Using the QR decomposition B = QR, one can use e.g. the above procedure to
sample in £(R) with coordinate domain Z¢9, and then obtains a discrete Gaussian in £(B). Since Q
is orthogonal, the sampler reaches standard deviations starting s1(R) - 7.(Z") = s1(B) - n-(Z").
Alternatively, as s1(Q) = 1, if one knows how to sample in £(R) then the linear sampler can reach
standard deviations greater than 7. (L(R)).

e Gram-Schmidt based sampler Let B = BU be the Gram-Schmidt decomposition of B. In particular,
U is upper triangular with 1’s on its diagonal, and therefore its own Gram-Schmidt orthogonalization
corresponds to the identity matrix. By Lemma 10, we thus have 7. (£(U)) < 7c/(n+1)(Z). Using the
standard bound 7.(Z) < /In(2(1 + 1/¢)/m, the sampler with that decomposition reaches standard
deviations very close to s1(B) - . (Z").

e Hybrid sampler: More generally, one can decompose the ambient space of A in orthogonal subspaces,
use a sampler in each subspaces and obtain a discrete Gaussian in A by multiplying by a block-
orthogonal matrix. This approach is similar to the hybrid sampler of [EFG 22, Pre15], when decom-
posing the NTRU lattice.

5.3 Application: sampling in tensor lattices

A lattice £L(A) ® L£(B) is generated by the matrix A ® B which can be rewritten as a matrix product
involving A and B. Therefore Algorithm 4 instantiates very well over such lattices. This gives (up to
our knowledge) a novel and parallel'* way to sample in £L(A) ® £(B), and a corresponding smoothing
parameter bound.Tensor lattices appear naturally with rings of cyclotomic integers of smooth conductors.
In particular, one could use the algorithm of this section to sample in R ¢+ for p # g prime, in several
ways depending on how the ring is embedded in a euclidean space.

Tensors and related bounds. Let A € R™*" and B € R™2*"2, Recall that L(A)®L(B) = L(A®B),
where A ® B is the Kronecker product between these matrices:

01’1B aLQB al,mB
A®B= D :

aml.JB aml.ygB cee aml:nlB
The mixed product property states that
AB=(Ax®]1,,)I, ®B)=1,, ®B)(A®1L,).
Tensoring with identities preserves geometric properties.

Lemma 14. Let A € R™*"™ of full column rank, k # ¢ positive integers, and £ < 1/2. We have:

13 Indeed, similarly to the Klein sampler being inherently sequential and Peikert sampler being parallelizable, our
filtered tensor sampler of Section 4.3 requires to wait for the result of each sample in the filtration, while this linear
sampler allows performing all operations in parallel.
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1. 51(A®I;) =51, ® A) = 51 (A);
2. n(L(Ik @ A)) Z e (L(A)) 2= nae(L(Ix @ A)).
3. ns(ﬁ(Ik & A)) = ne(ﬁ(A @ Ik));

Proof. Since I, ® A = diag(A, ..., A), we have s1(I; ® A) = s1(A). Next, the dual basis of I ® A is
I. ® AV. We then have

prs(L(Le ® A)Y) = p1/s (D L(A)Y) = p1/s(L(A)Y)E

i<k

Taking s = n-(L(I; ® A)) gives p1/s(L(A)Y) < (1 +e)Y* < 1+¢/k, 505 = n./,(L(A)). Similarly,
taking s = 7./, (L(A)) gives p1/s(LTx®A)Y) < (1+¢/k)" < 14-2¢, and the second property follows. To
conclude, one checks that for all k, there always exist permutations P € RF™>*km Q ¢ RF?***™ gych that
P(A®I;)Q = I, ®A. Since permutations matrices are isometries of the standard Euclidean norm, we have
IP(A®@I;)Qx|| = ||(A®I;)Qx]| for all x € R*". Adding that Q is an invertible transformation of R*"
that stabilizes Z*", we obtain s1 (A ® 1)) = s1(I, ® A) and py /(LI @ A)Y) = p1/s(LARL)Y). W

Smoothing bound for tensors. Combining these properties with Lemma 12 gives a bound on the smooth-
ing parameter of a tensor product of lattices. Our bound involves singular values of the left factor T in the
mixed-product decomposition of A ® B, whereas the bound given in [MP13, Corollary 2.7] is associated to
the maximal length ||B||gs of the Gram-Schmidt vectors of that factor. It is known that |B||gs < s1(B),
so that our bound is generally of worse quality, but its effectiveness does not rely on Gram-Schmidt or-
thogonalization. In essence, this is the same tradeoff as between Peikert’s randomized round-off approach
[Peil0] and Klein’s randomized nearest plane (e.g., [GPV08]).

Lemma 15. Ler A = L(A) ® L(B) for matrices A € R™*™ and B € R™2*"2 of full rank, where
m; = n;. We have

7 (4) < min (s1(A) 17 (20,) (£(B)), 51(B) - 1 2nz) (L(A))).

A sampling algorithm for tensor lattices. Using Algorithm 4, this bound directly translates into Algo-
rithm 5, where it is assumed that oracles for discrete Gaussian sampling in £(A) and £(B) are given.

Algorithm 5: Tensor sampler

Input: Two matrices A € R™*"t B € R™2*"2 with m; > n;, giving a basis of
A=L(A®B);acentert € A®R;r > 0; a positive definite matrix
A e lemgxmlmz

Output: y € A with distribution statistically close to the discrete Gaussian D ¢ .-

1 Select (T,C) € {(A ®1,,,1,, ®B),1,,, ® B,A®1I,,)} minimizing
51(T) - 0. (£(C))

2 ¥+ (TtA-IT) !

3 return Algorithm 4(T,C,t, A, X, r)

Corollary 16 (of Theorem 13). Ler A = L(A) @ L(B) for matrices A € R™*™ and B € R™2*"2 of
Sull rank, where m; > n;. Let (T, C) € {{(A®1,,,,I,, ®B), (I,, ® B, A®1,,)} be the pair minimizing
51(T) - n-.(L(C)), and let also r > n.(C). Algorithm 5 is correct when s,(A) > r? - s1(T)% Moreover,
let D be the distribution of its output. For ¢ < 1/2, we have

D(v)
Dpt,a(v)

In particular, D is within statistical distance 2e of D ¢, A.

sup
veA

—1‘ < 4e.
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The above statement is formulated to achieve the “smallest possible” covariance matrix, which is often
the goal in practice for security reasons. In other contexts, it might happen that the other decomposition is
chosen or needed. The choice of ¢ in our formulation somewhat hides a dimensional factor coming from
tensoring A or B with an identity matrix, as expressed in the second property in Lemma 14.

6 Smoothing parameter and theta series

As we are dealing with remarkable lattices, it is often possible to have a very accurate understanding of
their meaningful quantities. The smoothing parameter is no exception and is the topic of this subsection.
The starting observation is the general identification of the Gaussian mass with the theta series of a lattice:

Py (AY) = 1+ () - exp(—ms2P U 4 gy exp(—ms?)"d 4
= 0v (exp(—7s?)), (10)

where we have sorted the vectors of A by their increasing squared norm'#, and x(AY) is the kissing
number of AV . Let now q = exp(—ms?), then determining the smoothing parameter of a lattice amounts to
find ¢ such that 64v (¢) — 1 = e. This observation is folklore in the domain of geometry of numbers, and
is straightfoward. In coding theory, it is also highlighted in e.g. [LLBS 14, Corollary 1] as way to relate the
smoothing parameter to the flatness factor.

Our new ingredient is to use series reversion: there exists a series S such that S(64v(¢) — 1) = ¢, and
information about this reversion series can be calculated, leading to finer information about the behaviour
of the smoothing parameter. Indeed, a standard fact is that if h = h12z + hoz? 4 ---isa power series, then
there always exists another power series g = g1z + g222 + - - - such that g(h(z)) = 2. This fact is also true
for formal power series. To the best of our knowledge, the study of this reversion series was not described
before in the litterature.

The next sections provide insight on the shape of the reversion series for the smoothing parameter.
We first confirm that the reversion series always exists by obtaining a functional description of the series.
The information on the smoothing parameters is mostly obtained from the first terms; our next step is to
describe the two first order coefficients, as calculation can be done. In the last part, we discuss the possibility
of obtaining more coefficients. The discussion involves some theoretic hammers from formal power series
theory and combinatorics.

6.1 A new estimate for the smoothing parameter

In the general case, the Gaussian mass does not exactly correspond to a power series, even up to renor-
malization. For a rational lattices, we can still make do; Lemma 17 below provides the existence of the
reversing series. The general case of real lattices may be more tedious to prove rigourously (and involve
Hahn series) although the principle should remain; we leave it for future work.

Nonetheless in this section we will aim at capturing as many lattices as possible. An isometry ¢ is
characterized by (p(z),¢(y)) = {(z,y), where the inner product on the left and right may be distinct.
Two lattices are isomorphic when there is a linear isometry between them. In this work, we call rational
(resp. integer) a lattice which is isomorphic to a lattice contained in Q™ (resp. Z"™) for some m; then for
a rational lattice A, there is always an integer d such that dA is an integer lattice. The norms of all points
in a rational (resp. integer) lattice are rationals (resp. integers). Isomorphic lattices have the same number
of points of a given norm. Isomorphic lattices also have isomorphic duals (by the same isometry giving
an isomorphism). Since the Gaussian measure is a radial function, two isomorphic lattices have the same
Gaussian mass, and so the same smoothing parameter. It also holds for all 4 € R, (MA)V = %AV.

A similarity is a linear “scaled-isometry”, it preserves angles and scales distances by a fixed factor
A € RY.. We say that a lattice is quasi-rational if it is similar to a rational lattice. A lattice is quasi-rational

4 The parameters ~2 and no are placeholders for the number k2 of vectors of norm ns, the smallest possible norm in
the lattice that is larger than \;.
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if and only if its dual is quasi-rational. The smoothing parameter is a homogeneous quantity: for u € R*,
we have 7. (uA) = pne(A). Indeed, if s = 1. (pA), then 1 4+ = py /5 ((pA)Y) = pl/s(i/lv) = puss(AY).
A consequence is that we can obtain results about the smoothing parameter of quasi-rational lattices by
restricting to integer lattices in the proofs.

Lemma 17. Let A be a quasi-rational lattice, and let Ta(q) = 0,v(q) — 1 = f-;(/lv)q)‘l(/‘v)2 +.... There
exists a unique series SA(q) such Sy(Tx(q)) = qand Ty (Sa(e)) = e.

Proof. Since A is quasi-rational, we can assume wlog. that it is contained in Q"*. Then there exists an
integer d > 0 and such that dAY C Z™. By considering T'(q) := TA(qu), T is a power series, that is,
all exponents are positive integers. We let x := x(AY) and n = d?X1(AY)?, and write the formal series
T(X) = ;X" + ... = kX"(1 + T(X)) € R[[X]] defined by the coefficients of 7. We can define
formally the n-th root of 1 + T(X ) using the coefficients of the Taylor expansion of x + x'/™. Then,
the formal series U(X) = /"X (1 + T(X))"/" € R[[X]] is such that U(X)" = T(X), and its first
term is '/ X. We can apply formal power series reversion: there exists a formal series U ~' (X)) such that
UYU(X)) = X. Now, the series S(X) = U~ (X/") € R[[X'/"]] satisfies that S(T(X)) = X and
T(S(X)) =X.Wethenlet Sy(X) := S(X)d2 to find SA(Ta(q)) = gand T4 (Sa(e)) = e. ]

Setting s = 7. (A), routine calculations then show

) =2 () (an

7 \Sae)

In this exact expression, formulae from formal series theory even give the coefficients of S. Although
automatization is possible, these formulae are however difficult to calculate by hands; we provide below a
description of the first two terms in S as a function of €, which is enough for our purposes. We will use the
notation N for the quantity Na(A), the smallest squared norm of a lattice point larger than A1 (A), and ko
for the number k2 (A) of lattice points with that norm. For readability, we also define respectively the norm

gap and density gap of A as
9(4) = 2(4) and 6(A) = na(d)

Ar(4) K(A)

Note that the norm gap is always at most 2, and can be arbitrarily close to 1.

Proposition 18. For a quasi-rational lattice A, we have the following expansion, valid for 0 < & < 1:

= ey 2 (L () k),

Proof. As in the previous lemma, let d be such that dAY C Z™, so that T(X) = Ty (X d2) has non-zero
coefficients k1, ko, .... Letalson; = dz)\l(/lv)z, and ny > ny the next squared norm reached in dAV, so
that T(X) = k1 X™ 4 k2 X" 4 --- = k1 X™ (1 + T(X)). We have defined U(X) by U(X)™ = T(X).
We first work out the two first terms in the reversion series U ~!(X) by identification. First, recall that the
generalized binomial coefficient is (}) = z(x — 1)...(z — k + 1)/k!, for any z € Q, and (jj) = 1. Then
the Taylor expansion of (1 + T'(X))/™ is:

(1+T(X)Ym = f (’;)T(X)i

]

=0
1 - n1—1~ 2
=14+ —T(X)— T(X
T = ST +
— 12y g
niK1
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where the dots means the next term have higher degree in X . This means that the first two terms of U are

%)

U(X) = k™M X + ——o Xt (12)
— /nl
nikq
Since we are interested in the two first terms of U~ let us write U =1 (X) = s; X! + 55X + - - -, where

s1, 82 are non-zero and e; < ey are positive integers. We find expressions in terms of ki, k2, n1,ny by
identification using the identity U(U~1(X)) = X. From (12), we have as well

K2

1-1
nikg /m

UU (X)) = n}/"l (51X + 52X + A(X)) + (51X + 52X + A(X))r2mm 4 B(S(X)),

were the lower term of A(X') has degree more than ey, and that of B(S(X)) has degree more than e; (ng —

n1 + 1). Looking at the lowest order term in this expression, we deduce e; = 1 and s; = 51—1/ " The next
term of interest is
no—mni+1
K&/n152X€2 + LXel(HQ—nl-‘rl),

-1
niKy /m

obtained by taking the second lowest order term in the first parenthesis and the lowest order term in the
second parenthesis. Indeed, because U (U ~!(X)) = X, all other terms must vanish; but since s, # 0, this
means the next two terms must compensate. We deduce the identities

K2
ea =ng —n1 +1and sg = ——

Iil_(n2+1)/n1 )
ny

To sum-up, we have
%)

1
ny - Hgnz—&- )/m1

UHX) =r /MX — XnammAl g

Next, we have seen that S(X) = U~ (X/™), and Sy(X) = S(X)d2. Expanding and keeping it at the
two first order terms, with the notation A; := A (AY) and Ny = ny/ d? for the next squared norm reached
in AV, this yields

Sa(e) = S(e)" = (U ”

d2
= ((E/Hl)l/n1 - 77:21 (e/kr) (M2t /m )

= (E//ﬁ)dz/nl — 7)\22 . (5/,{1)(dz—l)/n1+(n2—n1+1)/n1 4+
11
= xR (No=X241)/22 |
(E/K/l) )\%/{1 (E/KZ]_) +
— (e/m) (1 LB (e )
)\1H1

Looking at (11), we are almost there. Using that (1 — o(z))~! =1 + o(x) and £ < 1, we obtain

SA(s)*l = (,ﬁ/s)l/z\f . (1 + /\";’zl . (E/Kl)NQ/qu +O(€? )>
1

The claim follows by taking logarithm and square root. ]

Lower bounds on the smoothing parameter can also be obtained from the identification with the theta
series. We provide a first order-driven lower bound, implicit in previous works (using that x(A) > 2 for
all lattices A). It also suggests that, as € decreases, the kissing number of the dual lattice provides the main
information about the behaviour of smoothing (as we can always normalize the dual shortest vector and
reason by homogeneity of the smoothing parameter, 7. (dA) = d - n.(A)).
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Lemma 19. For all lattice A and all € > 0, we have

1e(A4) =

MAY) Voo e )

Proof. Let s = 1.(A). By definition, we have p;/,(AY) = 1 + ¢, which implies x(A") < ¢ - e™s*M . The
result follows from routine manipulations. ]

Determining the kissing number is a difficult problem for an arbitrary lattice, which is why the worst-
case lower bound must be used if no other information about the lattice is given. Nevertheless, we can show
that for exponentially small €, the intuition that the dual kissing number is the relevant information can be
made rigorous. Following the exposition of [ASD19], let M, (A) = [{z € A : 0 < ||z|]| < a\(A)}
noting that M7 (A) = k(A), and

[l

1 My (A
B := —log sup ( )

n ACR™ o
a>l

This quantity has been studied in many works. The best known upper bound is due'’ to Kabatianskii and
Levenshtein [KL.78] as
Bn < 0.401 + 0(1)

These quantities help in estimating the quantities in the two-term expansion of the smoothing parameter.
We use it to obtain worst-case bounds on the first coefficients in our two-order terms expansion.

Lemma 20. For all lattices A of rank n and € > 0, let E.(A) := (g(A) — 1) - (n — 21n(2/¢)) + npy, — 1.
Ife = o(1) as a function of n, and A\, (A) > 1, then we have

o) (e N e
X(A) (M)) s

Proof. Let g = g(A) and § = 6(A) for the sake of readability. By definition of 3,,, x and ks, we have

2< Kk < 27Bn and 4 < Mg(/l) =K+ho < g gnBn _ on(Bn+logyg)

This implies 1 + %2 < 27(Fn+1o89)=1 and using that A\ (A) > 1, we derive

K

1) € 9°~1 2
- =z g gnlloggtpn)—1-(g7~1)log(2/e)
)\1(/1)2 K
Now let us write g = 1 4+ 7 for some 0 < 7 < 1. We have

nlog(l+7) — (72 4+ 27) log(2/e) + nBn — 1 < n7 — 27log(2/e) + nf, — 1

7(n—2In(2/¢)) +nB, — 1 = E.(A).

NN

For € = o(1) the claim follows. u

Note that we had to rely on an explicit lower bound for A; (/) to obtain our estimate. Consequence of our
proof technique, the next proposition distinguishes two regimes for ¢, as it impacts the sign of the quantity
E_(A). There is a small windows of ¢ that are not covered by any of the regimes. We also implicitely use
the homogeneity of the smoothing parameter in the proof below.

Proposition 21. Let A be a quasi-rational lattice and A.(A) := W y/ L In (k(AY)/e). Lete = o(1)

be also such that € > 2 exp(—% -nfy — 1). Then we have

nIn(2)(1+ Bn)
A (A2 T In(2/¢)

15 See also [PS09] for the extension to a > 1.
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For any ¢ > \/5/2 and e < 2 exp(—c?n) such that E.(AV) > 0, we have
26, In(2
A(A) < m.(4) < A(A) - ( 14 2l om).

Proof. Since A is quasi-rational and by homogeneity, we may restrict to an integer lattice. These lattices
have their minima at least 1. Combining Proposition 18 with Lemma 19 and Lemma 20, we find

n-(A)? In (1 + 25=(47))
A (4)? 7 In(r(A)/e)

The task is then to estimate the ratio of natural logarithms degending on the regime. In the first regime,
21n(2/¢) < nfB, + 2 and then E.(AY) > 0, so that 1 4 2F(47) < 2P(A")+1 Using that k(AY) > 2, we
obtain the first claim from the inequality

In(1+25(7)  nn(2)- (g — 1+ Ba)
In(k(AY/e)) In(2/¢)
In the second regime, we have in particular 2In(2/¢) > n so that 0 < E.(AY) < nB, — 1, then
In(1 + 28:4) < (E.(AY) + 1) In(2) < By - In(2).
Using again x(A"Y) > 2 and also In(2/¢) > ¢?n, we find

In(1 + 25=(47)) _ 26,1n(2)
In(k/e) S

Routine calculations concludes the proof. ]

1<

+ o(1).

Using a second time the worst-case bound on x(A"), we can turn the previous proposition in an asymp-
totic bound for the smoothing parameter.

Corollary 22. For all quasi-rational lattices A of rank n and for any ¢ > \/2/2 and € < exp(—c?n) such

that E.(AY) > 0, we have
c/n 1 21n(2)5,
nE(A) < /\1(/1\/) \/7T<1+ 2 ) +0(1)7

Proof. With these assumptions, we have seen that E.(AY) < nf, —1. Now write X := 7(n.(A)-A;(A4Y))?
and use Proposition 18 to find

X <In(k/e) +In (14 2E(g’”)) +0(1)
< 216, In(2) + *n + o(1),
where we used x(AY) < 2", Using the definition of X and routine manipulations lead to the claim. W

For many exceptional lattices, the first terms of the theta series are well-known — see for exam-
ple [CS88]. Neglecting the second order term, we obtain the following estimates.

Corollary 23. We have the following approximations:
- n(Z") = %111(2?") and forn 2 5, n.(D,,) =~ %(ln(%");
- n:(A,) = W . %hl (@) ~ \/@_na(zn+l);
= 7e(Bs) ~ % ' \/@and ne(L) ~ % ) %ln(l%eisﬁo): where L is the Leech lattice.

Proof. The approximations are all obtained by keeping only the first order term in the expansion of Propo-
sition 18. It remains to find the kissing number of (the dual of) these exceptional lattice in [CS88]. |

The second result can be understood intuitively as follows: D} is the disjoint union of Z" and Z™ + %1.
It tells us that D,, and Z™ have almost equivalent smoothing, as the first term in the theta series of their
duals is the same.
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6.2 On determining further terms in the expansion.

Keeping the notation, we can write U(X) = X/®(X), where &(X) = /11_1/7“ (1+T(X))~ /™ is analytic
around 0, and @(0) # 0. Here we have n; = A;(A")2. Using the notation [X?]f for the coefficient in X
of the expansion of an analytic function f, the Lagrange-Biirmann formula yields
—k/n
Kq /m

XHU = L[ = S (1 () (13)

The right-hand-side function can be rewritten as the composition fog, where f(X) = X “k/m1and g(X) =
1 + T(X). Using the notation F'(®) for the a-th derivative of a function F, analyticity gives

—k/n1 _ (fog)(kfl)(o)

XA (1 + T(X)) =

Next, we recall the Faa di Bruno’s formula:

ko /g M
(fog)k(X)= Z ki" plmatetm) (X)) H (g .(X)) |

mq!...mg!

where the summation ranges over all i-uple of non-negative integers (mq,...,m;) such that 1 - my + 2 -
me +- -+ k-my = k. By definition and analyticity, all derivative of g at 0 vanish except those corresponding
to a power that appear in the expansion, and g(0) = 1. These powers are of the form n; = N; — \;(AY)2,
where N, is the increasing sequence of squared norms reached by lattice points of AY and ¢ > 2. Hence the
tuples where the product on the right hand side is not 0 are those which satisfy Z;ZQ My, = ng. If we
allow the m; to be negative, the set of all such tuples corresponds to an orthogonal lattice

L(n) ={xcZ : (x,(ng,...,n;)") =0}

Determining the finite set £(n;) N(N*"2UZx_1) of all such tuples seems a challenging problem in general
(and possibly intractable), although a simple tuple can always be found. Indeed, there is the “trivial” tuple
(0, ...,0,1) corresponding to the zero vector in L£(n;); it may be that this is the only one. There is at least
one case when this is true as we will see shortly, and it might be that some lattices have never more than the
trivial tuple appearing. For the simplest lattice Z, going higher order than 2 already gives non-trivial tuples:
leti = 4, so ng = 3,n3 = 8 and ny = 15. Then (5,0, 0) is such that 3m,,, + 8m,, + 15m,,, = 15.

Nevertheless, the only cases were a non-zero coefficient in U ~! can happen correspond to derivative
orders k = n; + 1, for ¢ > 2. Now evaluating at 0, we have

o ' 7’_1 X 77Lj
(f og)(ni)(o) = Z % . f(mw,2+"'+mni)(1) . H (Zi) ,
Mg * ke

Mp,! ... m

where the sum ranges over (1m,,,, ..., my,) € £(n;) NN~ When i = 2 there is only the trivial tuple. In
this case, recalling that f(X) = X ~("2+1/m1 we find

(n2)(0) ng + 1 K
(n2) () = nol - /(1) -2 —_2 cnol e 22
(Fo9)™(0) = mal- f/(1)- T gl 2,
which means [X"2](fog) = — % . Z—j Combining with (13), we recover the second term in the reversion
as before:
_ _ 1 ng + 1 Ko K2
XN2 YL1+1U 1:_ . —=
| ] na+1 22 g(meth/me gy ny - RSO
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7 Sampling in remarkable lattices

This section collects various approaches to efficiently sample Gaussian in the remarkable lattices A,,, D,,
and Eg (i.e., root lattices) and the Barnes-Walls, Leech, and Nebe lattices. On the one hand, some of them
will appear to be important building blocks for sampling cyclotomic integers, be incorporated in crypto-
graphic gadget constructions, and can be seen as base cases or elementary functions to construct samplers
on arbitrary lattices by combination (in the same way Klein’s and Peikert’s samplers are built around one-
dimensional samplers). On the other hand, they are also a good way to illustrate practical use cases of our
generic samplers from the previous sections.

7.1 Sampling in low dimensional root lattices.

We start with samplers for the root lattices of small dimensions, as well as the D,, family. They are based
on the ability to juggle between restrictions and extensions of lattices using Proposition 9 and Corollary 8,
and exceptional isometries and geometric relations between them [Mar03, Chap. 4.6].

Theorem 24. We can sample efficiently and at a standard deviation right above the smoothing parameter
in the following root lattices: D,, for alln > 1, Aa, As, A4, As, Ag, As, Eg, E7, Es.

We note that samplers for D,, and Fs were described in [LLB14, Section IV]. Both lattices can be
seen as Construction A from binary codes, which provides them with a decomposition in disjoint cosets.
The samplers from [LLB 14, Section IV] are then direct applications of the extension/restriction samplers of
Section 4.1, as it was also mentioned in that paper. These samplers are founded on a different principle than
the one we describe in this section: this highlight the many possible approaches to sample in such particular
lattices. There are as many distinct ways of describing exceptional lattices, and thus we also do not claim
any exhaustivity.

Sampling in the face-centered lattice D,, The D,, lattice can be described as the vectors of Z™ with
coordinates in the canonical basis (e;);<, summing to an even number. Its index in Z™ is 2. This congenial
definition leads to a very natural rejection-based approach from samples over Z": a sample either belongs
to D,, or either to its non-zero coset (with almost equiprobability above the smoothing parameter). In other
words, it is an instantiation of the domain restriction approach of Proposition 9, from which Proposition 25
is obtained.

Algorithm 6: Face centered cubic sampler

Input: A parameter ¢ > 7.(D,,) and a centert = > _t;e; € R".
Output: v € D,, following distribution statistically close to Dp_ .+

1 repeat

2 ‘ Z1 é—-l)z7g¢l,... , Rn é—-Z)z’g¢n
3 until ZZZ € 27

4returnz =3 ze;

Proposition 25. Let D the distribution of outputs of Algorithm 6. Then D is at statistical distance at most
€ of Dp,, ,o,t- Moreover, we have

D(z)

Sup IDD’II 70-7t (Z)

zcD,

—1’ < 2¢,

and it requires two tries in average.
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Sampling in the Aj lattice There exists an isometry between D3 and As (coming from the exceptional
Lie isomorphisms in small dimensions), which allows us to transfer the previous sampler on D3 into a
sampler for Az. One possible isometry consists in sending (1,1, 0) to (1,—-1,0,0), (1,0,1) to (1,0,—1,0)
and (0,1,1) to (1,0,0,—1). Indeed, one checks that both these bases have the same Gram matrix by direct
computation. Hence we can sample in A3 with standard deviation above o > 7).(A3) using (an expected
number of) three samples in Z*.

Remark 2. A similar algorithm would enable to sample in the dual lattice DY = D3U((1/2,1/2,1/2)+Ds3)
(disjoint union).

Sampling in the Eg lattice The Eg lattice (also known as the Gosset lattice) is an unimodular lattice in
RS. Tt belongs to the class of Barnes-Wall lattices, as one of its first non-trivial member. It is not isometric
to Z®&, and realizes the densest lattice sphere packing in dimension 8. As seen e.g. in [CS82,Mar03], it can
be written as a disjoint union of cosets as Eg = Dg U (1/2,...,1/2) + Dg, where Dy is the lattice of integer
vectors with coordinates summing to an even number. This leads to the following sampling algorithm, where
weleth = (1/2,...,1/2). This time, it is an instantiation of the domain extension sampler of Corollary 8,
from which Proposition 26 is obtained.

Algorithm 7: E8 sampler

Input: A parameter o > 7.(Dg) and a center t € RS.
Output: v following distribution statistically close to Dp, .+

1 b + Bernoulli
2 z + Algorithm 6(o,t — b - h)
3returnb-h + =z

Proposition 26. let D the distribution of outputs of Algorithm 7. Then D is at statistical distance at most
2¢ of Deg,o,t- Moreover, we have

D(z)

sup | ——
'DES’U,t (Z)

z€Eg

—1’<45

Sampling smaller by sampling bigger: a rejection story. It is noted that 7. (Dsg) is larger than 7. (Eg) by
> 30%. Fortunately this gap can be closed by rejection sampling, which gives a size-speed tradeoff. Con-
cretely, to sample Dp, .+ with ¢’ ~ n.(Eg), one first samples v < Dp, ,+ with 0 = 1.(Dg) using

Algorithm 7, then accepts v with probability % otherwise restarts. It can be verified that the output
distribution is close to o’ = 7). (Eg) and the average number of repetitions is N = % ~ (Z)8. For
practical parameters (o = 1.(Dg), 0’ = 1. (Es)) with e = 273¢, the expected repetition times N ~ 11 and

the gain is %/ ~ 0.74.

Sampling in the Ag lattice There exists a special isometry between Ag and a sublattice of Eg. Indeed, if
(e;); denotes the canonical basis of R®, the vectors h = (%, .. %) and b; = e; +e; 1 forl <i <7
all belong to Eg, and their Gram matrix is identical to the Gram matrix of the basis (f; — f;)1<i<s of As,
where (f;); is the canonical basis of RY. As det Ag = 3 and Eg is unimodular, we expect only 3 tries in
average for a sample in Eg to belong in the lattice isometric to Ag, which leads to the following algorithm.
The acceptance criteria is obtained by identifying the sublattice isometric to Ag, and the rest is the domain

restriction approach from Section 4.1.
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Algorithm 8: A8 sampler

Input: A parameter o > max(n.(Ds), n-(Ag)) and a center t € R?.
Output: v following distribution statistically close to Da, ¢+

1 repeat

2 | z <« E8sampler(o,t)
suntilzy — 2z, —--- —2zg3 € 3Z
4 return z

Proposition 27. let D(z) the distribution of outputs of Algorithm 8. Then D(z) is at statistical distance at
most 10e of Dag,o,t. Moreover, we have

D(z) 1‘ <20
sup | =————~—— — 1| < 20e
zeAs| Dag,0.t(2)
Proof. Let A be the sublattice of Eg generated by (h,by,...,b7) andu = e; — ea — - - - es. We show that

A ={x € Eg : (x,u) € 3Z}, which means that Algorithm 8 outputs vectors in the correct lattice. That
A is included in this set is clear from its basis vectors. For the reverse inclusion, let x be in the set, and let
a1 = (x,u)/3 € Z. As x € Eg in particular, we also know that x is either in Dg either in h + Dg. In the
first case, we can write X = ZZ x;e; with z; € Z for all 4, and such that > x; = 2k for some k € Z. and
then we have x1 — k = %al € Z, so that a; is even. Therefore, for 2 < i < 8,a; = x; — a1 /2 is an integer.
In the second case, x = ) _.(z; + %)ei with z; € Z such that ), x; = 2k for some k € Z. Then we have
x1 —k = 3(a; + 1) € Z, so that a; is odd, which means that a; = x; — (a; + 1)/2 is an integer. In each
cases, we find that x = a;h + asby + - - - agbz, or equivalently, x € A. The rest of the proof comes from
from Proposition 9. ]

Sampling in the A, lattice The Gosset lattice Eg contains copies of Ay. As explained in [CS88, Chap. 4,
Sec. 8.6], this is the case for example of the lattice generated by the vectors u; = e; + eg and us = %1,
where (e;); is the canonical basis for R® — it shares indeed the same Gram matrix as Ay — but there
are many others. This choice yields a linear isometry defined by ¢;(u;) = b;, where by = (—1,1,0) and
by = (—1,0, 1) is known as the Korkine-Zolotarev basis of A,. This serves as a definition for the root lattice
Eg as the set of vectors in Eg orthogonal to A.

In other words, we have a sublattice Eg | A, in Eg, where the containment has index 3. Combining
the restriction sampler from Proposition 9 with Lemma 5, we can obtain a sample in each lattice Eg and A,
every three tries in average. First use the map ¢ to sent the target center in span(uy, us), then sample from
Algorithm 7 until the output is in Eg L Ay, and map the result back.

Although simple and efficient, this approach rather inefficiently uses the available randomness. In our
applications, we need large batches of samples of A;. We show how to amortize the randomness expenses
by using an additional exceptional decomposition. From [Mar(03, Theorem 4.6.10], there is another index
3 containment as Ay, 1. As L Ay C Eg. More precisely, there are isometries ¢o, ¢3, ¢4 from As to some
pairwise-orthogonal sublattices of Eg. Then the procedure is as follow: map the target center ¢ to ¢ =
>, #i(t), and sample around ¢’ with Algorithm 7. In the orthogonal decomposition of R® given by the four
copies of A, the resulting sample can be written = ). x;, and we may keep any z; belonging to (a copy
of) As. The correctness proof is again obtained by combining Proposition 9 with Lemma 5. Every 9 tries
in average, we now obtain 4 samples. Expressed in terms of the underlying samples in Z, this improves the
randomness loss from 1 every 48 to 1 every 36, a bit better than a 30% improvement. Below we give the
version that better amortizes its randomness usage.
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Algorithm 9: A2 sampler

Input: A parameter o > max(n.(Ds), n-(Ag)) and a center t € R?.

Output: (z1,...,24), each following a distribution statistically close to Da, 2 ¢
1 Compute the isometries ¢1, ..., ¢4
2 c— Pr(t) + -+ Pa(t)
3 repeat
4 | z< E8sampler(s?,¢)
suntilz=21+...+2z4 € Ay L Ay L Ay 1L Ay
6 return (¢;7'(21),..., 65 (24))

Lastly, we deal with the question of the actual width reach by the sampler. There are no smoothing
condition coming from Lemma 5, so we can focus our attention on the sublattice Eg L A,. Using Lemma 2
and the definition of the smoothing parameter, we obtain 7:(Es L Az) < max (13- (Eg), n3e(A2)). For
small enough &, we have 7. (Es < 1-(A2), which means that we can sample in A, at optimal width with
Algorithm 9.

Sampling in the E lattice We make use of the (dual covering) L = (EY LZ) = Es U (3 f + Es) where
f=1(0....,0,1,1)T € Z& (see [Mar03, Chap.4, p.118]). Hence using Algorithm 7 we can use our Eg
sampler to sample into L and project orthogonally onto EY. We now use the fact that since E7 is integral
it is contained in its dual and use the Proposition 9. As |E7| = 2, the quotient EY /E7 is of cardinality 4,
meaning that we expect 4 repetitions of this process on average.

Sampling in AY. A sampler in A simply uses the identification Ay = ;1 (Z"*!), where 1 = (1,...,1)
More precisely, the identification above leads to the short exact sequence 0 — Z - 1 — Z"+1 — AY — (.
We readily see that . (Z - 1) = v/n + 1 - .(Z), giving the reachable Gaussian width. The correctness and
quality follow from Lemma 4.

Algorithm 10: AY sampler

Input: A parameter ¢ > 0 and a center t € 1.
Output: v € A}/ following distribution statistically close to Day ¢ ,»

1z < DZn+l,t/7o.2
n+1

2y<z2— (%ﬂ Zj ;)21
3 returny

For completeness, we succinctly describe an algorithm in the special case n = 2, where we actually
reach optimal width. As any rank 2 lattice, Ao is similar to its dual Ay (we also say that they are isodual).
In this case, the similarity has scaling factor % and the rotation fixes R - 1, turning the hyperplane 1+
by 7/2. The algorithm obtains an A, sample from Algorithm 7 at 7. (Az), scales it and rotates it. If the
target distribution has a non-trivial center, one just needs to transform it accordingly before sampling in A.
The rotation preserves the norm of the scaled sample, and by standard argument on discrete Gaussians, the

1

resulting width is %ng(Ag) = 1(AY) = J5Maes3(Z%).

7.2 Sampling in A,, lattices.

We now study the Gaussian sampling problem for arbitrary A,, lattices. The generic case is trickier, as
there is no known direct isomorphisms or decompositions involving other exceptional lattices. A possible
approach consists in instantiating our framework of Section 4.2 and Section 5.2 using the base cases we just
constructed. As a point of comparison, we first briefly give the results given by the generic use of standard
Klein and Peikert samplers.
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Trivial instantiations: Peikert and Klein samplers. Recall that the Gram-matrix of the standard basis
(e; — €it1)1<ign Of Ay is

2 -10 0---0 0

-12-10 -0 0
G, = € Znxn. (14)

0O 0 0---12 -1

0O 0 0---0-12
Unrolling the Cholesky algorithm on G,, reveals that the maximal value of its diagonal coefficients is
achieved on its first element, which value is /2. Hence, the Klein sampler allows performing Gaussian sam-

pling at standard deviation above v/2).(Z). As G,, is a tridiagonal Toeplitz matrix with pattern (—1, 2, —1),
its eigenvalues are of the form 2 + 2 cos(kw/(n + 1)) for 1 < k < n [Gov94]. Consequently, the largest

singular value of this basis is (2 + 2 cos(7/(n 4+ 1)))%/2 > 2,/1 — %, a worse reachable standard devia-

tion. The other classic basis (€1 — €;)a<i<n+1 Of A, has a largest singular value of v/n + 1, which has an
even worse geometry.

Constructing a better filtration. To showcase possible trade-offs using Algorithm 3, we now describe
different filtrations for A,, lattices. Our approach here is to rely on samplers in larger exceptional lattices
from the previous section as subroutines. This new family of algorithms allows sampling very close to the
smoothing parameter of the Ag. These improvements also stem from an additional ingredient: the filtrations
we highlight are close to being block-orthogonal. A practical benefit yielded by such filtrations is the more
parallelizable nature of the resulting processes.

Proposition 28. Let n > k be integers and n = (k + 1)q + r the euclidean division of n by (k + 1). Then
Ay, admits a filtration as 0 = Ay C Ay C Ay C -+ C Ay C Ay, where forall 1 < i < g, A; is isometric to
an orthogonal direct sum of i copies of Ay.

Proof. Recall that for any n > 1, the A,, lattice admits the basis

1 0 0 ---0
-11 0 ---0
R A (n+1)xn
A, = eZ .
0O 0 -1 0
0O 0. ..-—11
0O 0 .---0 —1

By assumption on ¢ and k, we have in particular n = (k+1)q+r = kq+ g+ r. There exists a permutation
on the columns of A,, that gives a reordered basis

Ag C,
Ak Cg

B, = . : c Z(n+1)><’ﬂ’

Al C,
Cq+1 Ay

where
L (4,5)=(k+1,1)

G = (eW)y e zk+Dxa, (1) _
1 (Em) Cij 0 otherwise,
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-1 (,5)=(1,t=1)
C, = (EE?) e Z*HXa for1 <t < q: Egt]) =<q¢1  (i,j)=(k+1,%)
0 otherwise,

-1 (i,5) = (1,9)
Coi1 = (e\9) e Z(rtDxa ; (0 - ’ T
g+1 = ( m) ©J 0 otherwise.

Immediately, the result follows. n

The remaining vectors have to be dealt with, but it turns out not to impact what follows. This allows
to sample over the A,, lattice using Algorithm 3. Let us call B,, the basis corresponding to the filtration of
Proposition 28. At the deepest level of recursion, we sample in the lattice A/A,, using for example Klein
sampler, or equivalently, Algorithm 3 with the filtration corresponding to the projection of the last ¢ + r
columns of B,, orthogonally to Vql = Span(/lq)i. Then, all subsequent samplings happen in (a copy of)
Ay, and for example, when k& = 8, one calls the Eg sampler for these last g steps. For the sake of clarity, we
restrict ourselves to k = 8 and give an equivalent iterative algorithm.

Theorem 29. Let n > 8 be an integer and n = 9q + r the Euclidean division of n by 9. Let t € R™ and D
be the distribution of the A,, sampler, for o > max{\/9/8 - 1-(Z®), n-(Ag)}. Then for a small enough e,
the statistical distance between D and Da, + 2 is at most (¢ + 1)e.

Proof of Theorem 29. Let 0 = Ag C Ay C Ay C --- C Ay C A, be the filtration given by Proposition 28.
Since we use the Klein sampler as a base sampler in the quotient A, the result holds using Theorem 11
when

o > max {o’,7:(Ar), max [[bi,.illn-(Z)}

where ¢’ is required by the sampling over Ay, and b} is the i-th vector in the Gram-Schmidt orthogonaliza-
tion of B,,. We implement the sampling over A;, with the tailored Ag sampler Algorithm 8 that just needs
o’ > n.(As). Therefore it suffices to estimate ||b}||. A routine computation verifies that the Gram-Schmidt
orthogonalization of A, is

1 L .01

IR S

- 2 g
An — 0O —1--- o c C,Z(n-i-l)xn7

. 1

. n

0 0 —1

thus the last Gram-Schmidt norm is y/(n + 1)/n. Since orthogonal projections shrink norms, we have

Drgpill < v/(ki+1)/(ki) for 1 < i < g and [[bi, | < (kg +1)/(kg) forg +1 <@ < g+

Immediately the minimal achieved quality factor for the final block is bounded by /(k + 1)/k - no(Z4+").
]
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Algorithm 11: A,, sampler

Input: o > max{ \/gns(zs),ns(As)}, a center t € Spang (A,,), a filtration (A;); of
A,, in the form of B,,, as in Proposition 28.
Output: v following distribution statistically close to Dy, ¢ 2

1 Compute ¢; = Ty (bigrg) for1 <i<g+r

2 tq+1 “— 7Tqu_ (t)

3 Xg41 < Algorithm 3({c1,...,Cqqr}, 0, tg4+1)

4 u « Lift(xg41, V)

5t t— Xg+1

¢ Compute the orthogonal projections t; of t' on Span(bjx1,...b;x) for0 < j <g¢
7 X1,...,Xq < Eg — sampler(o,t}), ..., Es — sampler(o,t;) /+can be done in

parallel x/
8 return x; + -+ - + x4 + Xg41

7.3 The king sampler

The iterated parity-check construction. In [CBCB22], a unifying construction is introduced to gener-
alize the parity-check lattices. Notably, this so-called king-construction recovers some constructions of
famous remarkable lattices, including the Barnes-Walls, Leech and Nebe lattices. By leveraging a recur-
sive combination of the conventional parity-check construction, this technique provides a convenient coset
decomposition, which the authors turn into novel decoding algorithms. In line with the philosophy that
a Gaussian sampler serves as a randomized decoding algorithm, we further demonstrate how our domain
extension techniques blend into the creation of new samplers for the king-based lattices.

The king construction starts from a double inclusion L C M C N of full-rank lattices. Fixing coset rep-
resentatives to identify the quotients A = N/M and B = M/ L, define the king construction I'(L, A, B, k)
as follows, starting from its parity check sublattice is:

F(L,B,k)p:{(tl,...,tk) ti€L+B,ZtieL}. (15)
and its definition as the coset decomposition:
I'(L,A B,k) = U {F(L,B,k)p + (m, ... ,m)} (16)

meA

Towards a sampler.

Reduction to sublattice sampling. This decomposition then translates to a sampler, by plugging the bricks
described in Section 4.1: if we denote by I the quotient of the king construction by its parity-check sub-
lattice, the short sequence 0 — I'(L, B, k)p — I'(L, A, B, k) — Iy — 0 underlying the decomposition
of Equation (16) allows with the results of Section 3 to reduce the problem to sampling in the parity-check
I'(L,B,k)p.

Sampling in parity check lattices. To leverage the extension results presented in Section 3 once again,
we will now focus on describing M*/I'(L, B,k)p in a concise manner. By considering the map tr :
(z1,...,25) — >, x; over B, we can express this quotient as B¥/ker(tr). The proof is a matter of
elementary commutative algebra, and we provide its main arguments now. Just as we have the chain of
abelian groups L, C M C N, we have a chain L¥ C I C MP" where I" denotes the parity check lat-
tice, for ease of notations. Recall that B = M/L, so by standard isomorphism theorems, we readily see
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MF/LF ~ (M*/L*)/(I'/L*) ~ B*/(I'/L*). As we have I'/L* = {(t1,...,t;)| >, t; = 0} = kertr,
we conclude by identification.

Consequently, by utilizing the short exact sampler (Algorithm 1), we can effectively reduce the task
of sampling within the parity check lattice I'(L, B, k) p to two main steps: sampling a uniform element in
B/ ker(tr) and sampling an element in L. It is worth noting that sampling within the aforementioned group
is equivalent to sampling a uniform k-tuple of elements with a zero-sum. This particular distribution can be
accurately simulated by independently and uniformly sampling the first £ — 1 elements, followed by setting
the final element to be the negation of the sum of these previously sampled elements.

Algorithm 12: king sampler

Input:
— A chain of (full-rank) lattices L C M C N
- Sets of representants for A = N/L and B = M/L
- A sampler Dy, . » at covariance X' > n.(N).
- acenterce N @R

Output: v following a distribution close t0 D, 4, k).c,»

1 a+U(A)

2m<+ (a,...,q)
sfori=1tok—1dot; + U(B)
st =

5 t(—(tl,...,tk)

6 U <_DLk,c7t7m,E

7 return (u+t + m)

Putting all together. By these two steps, we reduced the sampling in the king construction to samples in
the small sublattice L. The complete pseudo-code is given in Algorithm 12 when expanding all steps of the
short exact sequence technique and using direct set of representants to avoid lifting:

The correctness of the king sampler can be derived from the proven correctness of the short exact
sampler (Theorem 7). It is important to note that in this context, the selection of a suitable covariance
2 greater than the smoothing of the first lattice in the chain is mandatory (L) However, an interesting
observation is that if we possess a direct sampler for the parity check lattice I'(L, B, k) p, we have the
opportunity to optimize lines 3-4-5-6 by directly sampling from this lattice, centered at the vector c—m. By
employing this optimization, the condition can be weakened, requiring only that 3’ exceeds the smoothing of
the parity check lattice. This modification not only simplifies the algorithm but also enhances its precision.

Recovering remarkable lattices Following [CBCB22] we have recursive descriptions when k = 2, 3, with
a slight abuse on notation where we allow the lattices in the chain to be rotated or scaled. The corresponding
decoding/sampling algorithms are adapted mutatis mutendis'®.

— Barnes-Walls: This family can be defined as BW,, = I'(¢ - BW,,, B, 2) for B = BW,,/(1 +i)BW,,
and the bootstrap BW, = Z[i] = Z?, where ¢ represents the multiplication by (1+4) (which translates
to a rotation and scaling, when looking at the underlying Z-lattice.

— Leech: The celebrated Leech lattice can be constructed as a 3-construction (also called Turyn construc-
tion) from the Eg root lattice. For this, we select the chain 2Eg C Ty C T where Ty = T = Eg, for a
phase such that v/2¢%? = %(1 +iv/7) (see [CBCB22] for a complete description). Other variants of the
same approach exist.

16 We don’t describe the construction of the Nebe here as it will not be used in the following practical applications.
However, we point out that it is based also on 3-ing construction upon the Leech lattice, and as such our framework
readily applies.
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8 Application I: Improved Samplers for Mitaka

MITAKA [EFG'22] is a variant of FALCON offering simpler implementations and flexible parameters. It
can be theoretically instantiated over arbitrary cyclotomic fields. While concrete parameters and security
estimates are provided, the preliminary implementation of MITAKA only covers the case of power-of-2
cyclotomics. The instantiation over other cyclotomic rings R, relies on how the Gaussian sampling over
R, is performed. This is non-trivial as the canonical basis of these rings of integers fails to be orthogonal
when the conductor m is not a power-of-2.

In this section, we present two novel approaches relying on our ad-hoc, explicit samplers for root lat-
tices: one for cyclotomic rings with prime conductor, one for smooth conductor m = 23, We believe
that the techniques introduced in this section could find further use in designs, providing more flexible
parameters, more efficient samplers, and tighter security.

8.1 Hybrid sampling and representation of cyclotomic numbers.

MITAKA is an NTRU-based instantiation of the GPV framework [GPV08]. Its secret key is a short basis
bo = (f,9)!, b1 = (F,G)" € R2, of the NTRU module My, = (f,9)'Rim @& (F, G)''R,y,. The signing
amounts to sampling a discrete Gaussian in M,y close to an arbitrary target (a hashed message), which is
accomplished by the hybrid sampler [DP16,Prel5]. Let 044 be the standard deviation of the sampled lattice
Gaussian. For better sizes and security against forgery, one wants to minimize ;.

As seen in Section 4.3, the hybrid sampler leverages the filtration {0} C ¥(boRy) C (M), Where
1 denotes the canonical embedding extended to vectors. The calls to Algorithm 4 consider byR,, and
Miru /DR as linear transformations'” of R,,,. Under this identification, Lemma 10 and Lemma 12 show
that the sampler of MITAKA reaches standard deviation as

Osig 2 max (31(¢(b0))7 51(¢(bx1<))) T 775(1/’(Rm))7

where a > 1 encodes how close we are able to sample from the smoothing parameter of the base ring
Rom. For Algorithm 3 to reach the stated covariance, it requires two elliptic samples in R,,,. In [EFGT22],
this is handled by Peikert’s sampler in ¥(R., ), or equivalently, Algorithm 4 with C being the (canonical
embedding of) the power basis — equivalently, the Fourier domain of this basis. This choice comes from
the use of a well-chosen continuous perturbation, which has diagonal covariance in this representation so
that its square root can be computed in quasi-linear time, avoiding costly Cholesky decompositions.

The next requirement of Algorithm 4 is a spherical, discrete sample in R,,,. For power-of-two cyclo-
tomics, the canonical embedding ¢ (R,,) is essentially a scaling of Z™/2, and so a = 1. The situation
is less favorable for more general cyclotomic rings. For example in prime cyclotomic, sampling directly
the coefficients of x = j z;¢7 as spherical Gaussians means that ¢(z) has covariance (proportional to)

vapt, a matrix far from being diagonal. In other words, going back and forth the canonical embedding
distorts severely the resulting sample in M,,¢,,,. Another approach is to sample directly in the Fourier do-
main; for prime or smooth conductors, the current best approaches yield o = \/p — 1 and o = /2 losses,
respectively [EFG™22]. Changing the construction of the basis of M, is not the topic of this paper. We
focus instead on decreasing the contribution of a. Our goal is to show that a different representation of R,
can significantly reduce this parameter. The hero of the story is the principal ideal'® (1 — (). Using Algo-
rithm 3 over the filtration induced by the so-called decoding basis [LPR13] ¢ — (/1 of the ideal (1 — (),
one can achieve generally, « = /2, which is the length of the largest Gram-Schmidt vector of this basis.
We leverage this observation thanks to the next result.

Proposition 30 (Adapted from [vW 16, Chap.1]). Let p be a prime, (, a primitive p-th root of 1, and 1)
the canonical embedding of R,. There exists a linear map ¢ : (1 — (,) —> Ap_1 such that we have

(@)1 = pllg(@)|12 for all z € (1 = Gp).

17 In practice, this second call is encoded by the orthogonalization b} of by in the cyclotomic field; such details are not
our focus here, we let the interested reader refer to Section 2.2 for a complete presentation.
18 1t is also known as (a scaling of) the co-different ideal.
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The map ¢ is not the one described in [vW16], but they are very related; see Section 2.2 for details.
Recall that 1) can be computed using the Vandermonde matrix V), associated with the p-th primitive roots
of 1. We have s1(V,,) = \/p and s,_1(V},) = 1, where s,_; is the smallest singular value. This implies
szl < llé(@)? < ||| for all z € (1= ¢p).

8.2 Sampling over cyclotomic fields of conductor 2¢ - 3¥

Here, we work in R,, = Z[(y] with m = 2¢ - 3% and ¢,k > 0, as suggested in [EFG22]. To our
knowledge, very few works focus'® on such conductors. From e. g. [LPR13,vW16] or Section 2.2, the tensor
decomposition R,,, = Rqe®@Rsx leads to an orthogonal decomposition (tied to the powerful basis [LLPR13])

k— m
R = Z:® (@?:11 Rg) = P,2, Rs. Alternatively, we have an orthogonal decomposition

m/6

(L=’ = TRy = P - G). (17)

i=1

(see also [LLPR 13, Cor. 2.18]). We can use our A5 sampler with this decomposition: sampling in Rg is done
by m /6 independent sampling in As, by orthogonality.

Efficiency and signature quality From the Ao sampler algorithm, we obtain samples in A, of width at
least 7. (Dg), for some chosen . We observe using the estimates of Corollary 23 that 1. (Dg) < n:(As2), so
we can sample each component in the decomposition (17) at the smoothing of A,. Taking into account the
entire filtration, the resulting sampler reaches standard deviation starting

3
o' = 776s/m(A2) ~ \/; 7728/3(Z ‘ ) (18)

The running time is linear in the conductor m. As we need large batches of samples, the alternate
approach® of the A, sampler that amortizes randomness is a good choice here. While still a bit randomness-
hungry, the resulting sampler is completely parallelizable and also memory-efficient: we only need to store a
table for integer Gaussians of small width. Moreover, thanks to the small Gaussian parameter, the constant-
time implementation is easy and efficient.

w[3

Comparisons with other methods. On the one hand, the basis by, by is not changed between our meth-
ods and the previous ones. On the other hand, previous approaches such as [EFG22] could only sample
representants of R, to a standard deviation of o/ > v/2 - n.(Z™/?). This translates quantitatively into a
NIST security?! level-up for each 3-smooth conductors parameter sets proposed in [EFG22], as reported
in Table 1.

Another generic method for low-dimensional lattices with a small width is tabulated sampling. Con-
cretely, one precomputes a CDT-like table for all short vectors of A, and then outputs the sample through
table look-up. However, the size of the table for Da, -2 is much larger than the one for Dz ;2,3 in our
algorithm, which significantly lowers the speed of the constant-time implementation.

8.3 Sampling over prime cyclotomic fields

The sampler results from a combination of Proposition 30 with our efficient Algorithm 11 instantiated over
A

p—1-

19 FALCON showcased an FFO-style sampler over cyclotomic rings of conductor 3 - 2¢ in the round 1 of the NIST call.
It was abandoned because of its high technicality. Such rings are also the focus of the implementation in [LS19].

0 See the full version

2! We use here the same security estimates as in [EFG 22], in the so-called Core-SVP model for a fair comparison.
We point out that the recent work of Ducas et al. on small modulus SIS [DEP23] doesn’t apply for these modulus
choices.
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Table 1: Concrete values for forgery compared to Mitaka base sampler.
This work

MITAKA

Classical Quantum NIST Level Classical Quantum NIST Level

d = 648 117 103 I 137 121 1T
d="T68 147 129 II 170 150 I1I
d = 864 168 148 I1I 195 171 v
d=972 194 170 v 224 197 v

Table 2: Comparisons with other samplers over prime cyclotomics.

Quality Running time
Peikert, canonical basis VD ne(ZP7h) O(p?)
Klein, canonical basis Vp—1-n.(ZP7h O(p?)
Peikert, decoding basis ~2, /1= 50 ne(ZP™1) O(p)
Klein, decoding basis V2 n-(2ZP7h) O(p)
Coefficient embedding ne(ZP™4) O(p)
0us (@) 11e/q(As) /3 e so(Z°7) O()

Efficiency and signature quality. Both approaches are linear in p, with Algorithm 11’s main cost coming
from the sampling in Ag, achieving a width max(n. (Ds), n-(As)). Using the approximation of Corollary 23,
we see that 7. (Dg) < 7. (Ag): we can sample the components at the smoothing of Ag. The resulting standard
deviation in Algorithm 11 is thus

9 .
o' =1.4(As) = \/;7725/9(28‘1) with ¢ = |p/9]. 19)

The isochronous implementation for both approaches is easy and efficient, as the involved algorithms
only rely on an integer sampler of a fixed width and simple rejection samplings. They are both highly
parallelizable, thanks to the filtration shown in Proposition 28; and memory-efficient, as the base sampling
has small width 1/9/8 - 7. (Z) and it does not need to store many intermediate values due to the parallelism.

Comparisons with other methods. In [LPR13, Sec. 6.3], the ideal (1 —(,,) and the identification of prime-
power cyclotomic rings were used to sample continuous Gaussians, by mean of the so-called “decoding
basis”, which is the Z-basis of the ideal. From the map ¢, we can directly identify the Gram matrix of
‘R as a scaling by p of that of A;)/_l to be the circulant matrix G, of first line (p — 1,—1,..., —1). The
largest element in the diagonal of the Cholesky of G, is v/p — I, which drives the quality of a Klein/GPV
approach (as done in [EFG"22]). An approach a la Peikert with Algorithm 4 is driven by the Vandermonde
matrix V},, and we have s;(V},) = ,/p. Considering now the decoding basis as a matrix A, with Gram
matrix Gp(equivalently, using the map ¢), we have identified the meaningful quantities in Section 7.2.
Comparisons between all approaches are displayed in Table 2, showing that our filtration choice improves
on the state-of-the-art.

Practical impact. The improvement over MITAKA is significant, as seen in Table 3. On the one hand,
we can use finely tailored conductors to match the requirements of the NIST level, which allows working
in smaller dimensions. But we can also use NTT-friendly moduli ¢ that are smaller than the traditional
q = 12289 used for power-of-two cyclotomics, which also allows for reducing both the public key and
signature sizes — however the improvement is mild, therefore we focus on the security.
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Table 3: Intermediate parameters and security levels for prime-Mitaka.

Conductor  Modulus  Quality Security
m : o(m) q a (C/Q/NIST level)

MITAKA 2304 : 768 18433 2.20 167/151/NIST-II
This work 683 : 682 1367 2.125  157/138/NIST-1I

MITAKA 2592 : 864 10369 2.25 192/174/NIST-1II
This work 857 : 856 6857 2215 207/182/NIST-III

MITAKA  2916:972 17497 2.30 220/199/NIST-IV
This work  919:918 3677 2247  223/196/NIST-1IV

FALCON 2048:1024 12289 1.17 285/258/NIST-V
MITAKA 2048 :1024 12289 2.33 233/211/NIST-V
This work 1009 : 1008 10091 2.30 250/219/NIST-V

9 Application II: New Compact Lattice Gadgets

Lattice gadgets are an important ingredient to build efficient lattice trapdoors. Very recently, Yu, Jia, and
Wang developed a new gadget framework [YJW?23] and proposed practical signature schemes based on
it. In their scheme, the gadget can be in principle any square matrix supporting efficient decoding and
Gaussian sampling. However, the concrete instantiations only use the simplest (scaled) integer lattice Z" as
the gadget. To design more efficient gadgets, one is not only required to explore new lattice structures but
also to develop specialized decoding and/or sampling algorithms.

This section showcases a new practical construction based on the Eg lattice. As shown in Section 7.1,
the Eg lattice has an efficient sampler achieving the Gaussian width 7.(Eg) < 7.(Z8), which allows better
size and security than the Z"-based instantiation.

9.1 The Yu-Jia-Wang compact gadget framework

In a general gadget-based trapdoor scheme, the preimage sampling is converted to the gadget sampling
by using the trapdoor, following the idea of the Micciancio-Peikert trapdoor [MP12]. In the Yu-Jia-Wang
framework, the gadget is a square matrix G € Z™*™ along with H € Z"*" such that GH = ¢I,,, and the
gadget sampling is implemented by the so-called semi-random sampler. Given a target u, the semi-random
sampler outputs a Gaussian preimage v such that Gv = u — e mod ¢ for a small error e. The sampler
proceeds in two steps:

1. Deterministic decoding over L(G). The sampler first computes an error e such thatu —e € £(G). Let
u — e = Gc for some ¢ € Z".

2. Gaussian sampling over L(H). The sampler then samples v < Dy pp)4c,» With r > n.(L(H)). It
holds that Gv = u — e mod q.

Note that either shorter e or shorter v can be beneficial to the security. The concrete instantiations in [ YJW23]
choose the simplest gadget (G, H) = (pL,, (¢/p)I,,). In this setting, ||e|| is around py/n/12 and ||v| is
around (q/p) - n. (Z").

9.2 Compact gadget from the Eg lattice

The Eg lattice has a good basis with well-structured inverse as follows

1 100000 1/2 1-1 1 -1 1 -1 1 -1
~1110000 1/2 11 -1 1 -1 1 -1 -1

0 011000 1/2 00 2 -2 2 —2 2 -2

B—| 0001100172 B*lfl. 00 0 2 —2 2 —2 0
=1 00001101/2 =9 00 0 0 2 —2 2 —2
0 000011 1/2 00 0 0 0 2 —20

0 000001 1/2 00 0 0 0 0 2 —2

0 000000 1/2 00 0 0 0 0 0 4
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In our Es-based instantiation, the gadget (G, H) = (p- B~' ® 1,5, (¢/p) - B® 1, 3).
The lattice £(B~1) has an orthogonal basis

that offers fast decoding. The error size is around /% - \/5; + 13 + 3 ~ 0.33y/n slightly larger than

/n/12 ~ 0.29/n the one in the Z-based instantiation. The sampling on £(H) is tighter than that in the
Z-base gadget: by using the ad-hoc sampler shown in Section 7.1, one can sample with a Gaussian width
N (Eg) =~ % -1(Z8) (scaled by ¢/p). As shown in Table 4, the Eg gadget gains 56 (resp. 113) bytes of the
signature size and 3 (resp. 9) bits of security against forgery for Eagle (the Ring-LWE-based scheme). The
comparisons follow the suggested parameters in [YJW23] where the secret standard deviation is 4/1/2.
We note that the presented parameters may not be optimal: there seems a few bits of gap between the key
recovery and the forgery security. Finding optimal parameters and closing this gap could be interesting

future work.

Table 4: Parameters for the compact gadget-based signatures.

(p,q/p)  Forgery security (C/Q) |Sig.| (bytes)

Z-based Eagle-512 (2000, 8) 83/75 1406
Es-based Eagle-512 (2000, 8) 86/78 1350
Z-based Eagle-1024 (2700, 12) 189 /172 3052

Es-based Eagle-1024 (2700, 12) 198 /179 2939
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