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Abstract. Falcon is a lattice-based signature scheme that has been
selected as a standard in NIST post-quantum cryptography standard-
ization project. The trapdoor generation process of Falcon amounts to
generating two polynomials, f and g, that satisfy certain conditions to
achieve a quality parameter α as small as possible, because smaller α usu-
ally leads to higher security levels and shorter signatures. The original ap-
proach to generate NTRU trapdoors, proposed by Ducas, Lyubashevsky,
and Prest (ASIACRYPT 2014), is based on trial-and-repeat, which gen-
erates f and g with small Gaussian coefficients and tests whether they
satisfy the condition or not. If not, the process is repeated. In practice, α
is chosen as 1.17 because it is the smallest value that keeps the number
of repetitions relatively small.
A recent work by Espitau et al. (ASIACRYPT 2023) proposed a new
approach to generate NTRU trapdoors: instead of using trial-and-repeat,
sample f and g in the Fourier domain that satisfies the targeted quality
and map them back to ring elements. In principle, the idea of Fourier
sampling applies to Falcon itself as well, but the sampling region in the
Fourier domain for Falcon has a distinct, less elegant geometric shape,
which makes sampling more challenging.
In this paper, we adopt Markov Chain Monte Carlo (MCMC) methods
for sampling. The core idea is to start from an arbitrary point within the
target region and perform random walks until the point approximates a
random sample from the desired distribution. Specifically, we use Gibbs
sampler with Fourier sampling to generate Falcon trapdoors.
Our approach allows us to achieve α values arbitrarily close to 1 effi-
ciently, whereas the original trial-and-repeat method would require im-
practically many repetitions (far exceeding trillions) to reach even α =
1.04. In particular, Falcon-512 currently falls short of the NIST level
one requirement of 128 bits, but our method effectively mitigates this
gap.
Furthermore, our approach eliminates the need for discrete Gaussian
sampling, which is challenging to implement and secure. Instead, our
method relies solely on uniform sampling over an interval, simplifying
the implementation and improving efficiency.
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1 Introduction

1.1 From GGH to Falcon

Falcon [25] is one of the three signature schemes that are selected by NIST for
standardization in the post-quantum competition. It presents the state of the art
for lattice-based hash-and-sign signatures, whose basic idea dates back to GGH
[16] and NTRUSign [19] in 1990s. In these signature schemes, the signing key is
a “good” (short and close to orthogonal) basis of the lattice, and the verification
key is a “bad” basis of the same lattice. To sign a message , the signing algorithm
first hashes the message to a point in the Euclidean space Rn. With the good
basis, the algorithm can find a lattice point that is close to the hashed point,
and the difference between these two points is the signature. For verification,
the algorithm checks that signature is short and the difference between the sig-
nature and hashed point lies in the lattice using the bad basis. However, GGH,
NTRUSign and several successive variants are finally broken by statistical at-
tacks [14,22,5,31,20]: it turns out that each signature reveals partial information
of the signing key and the adversary can recover the signing key progressively
after getting enough number of signatures. This problem was finally solved in
2008, when Gentry, Peikert and Vaikuntanathan (GPV framework) [13] showed
how to use Gaussian sampling (a randomized variant of Babai’s nearest plane
algorithm [2]) to guarantee that each signature does not reveal any information
of the signing key. However, there are two issues in terms of compactness and
efficiency. The original instantiation of GPV signatures had large parameters
and was not actually practical (see [3] for a comparison of parameters). Besides,
the Gaussian sampler (Klein-GPV) has quadratic time complexity in the lattice
dimension, thus being inefficient for typical parameters.

In order to deal with the first issue, in 2014, Ducas, Lyubashevsky and Prest
[4] (DLP) instantiated the GPV framework over NTRU lattices. They carefully
analyze the Euclidean length of the Gram-Schmidt orthogonalization of NTRU
lattices and are able to generate the trapdoor basis from a distribution where
the Gram-Schmidt norm satisfies a certain quality condition. As a result, the
DLP scheme has rather compact public key size and signature size (less than
1kB) thanks to the algebraic properties of NTRU lattices.

To address the second issue, Ducas and Prest proposed the Fast Fourier
Orthogonalization (FFO) sampler [6] that has quasi-linear time complexity. In
fact, the Falcon signature scheme is essentially a combination of DLP scheme
and FFO sampler.

Besides the original Falcon signature, there have been substantial efforts
to optimize and analyze NTRU-based signatures. In particular, Mitaka [7] was
proposed to simplify the signing procedure of Falcon based on a hybrid sampler,
making it easier to implement. Furthermore, Antrag [8] introduced a novel
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trapdoor generation algorithm based on uniform annulus sampling, and makes
Mitaka as secure as Falcon. More recently, Zhang et al. [32] considered GPV
preimage sampling under a weak smoothness condition and presented Falconws

and Antragws, achieving smaller signature and public key sizes than Falcon
and Antrag. Concurrent with our work, [32] focuses on relaxing the smoothing
parameter, while our approach explores a different optimization direction by
reducing the quality parameter α.

1.2 Trapdoor Generation of Falcon

The security of Falcon is closely related to the Gaussian width σ = α · ηϵ(Zn)
used in Klein-GPV sampling. Here, α represents the quality parameter of the
Falcon trapdoor, and ηϵ(Zn) denotes the smoothing parameter of Zn. A smaller
σ makes the corresponding Approximate-CVP problem more difficult. Conse-
quently, a smaller value of α (α ⩾ 1, with 1 being optimal) indicates a higher
level of security for Falcon.

To achieve the desired quality parameter α, the secret polynomials f and g
must satisfy the following two conditions:

|(f, g)|2 ≤ α2q (1)

|
( qf

f ∗ f + g ∗ g
,

qg

f ∗ f + g ∗ g
)
|2 ≤ α2q (2)

where α, q, f, g denote the quality parameter, the modulus, and the Hermi-
tian adjoints of f and g, respectively. The Falcon trapdoor generation process
relies on a trial-and-repeat approach. This involves sampling a candidate pair
(f, g) that satisfies condition (1) and then testing whether it also meets condition
(2). If the second condition is not satisfied, the sampling process is repeated. As
previously noted, a smaller α corresponds to a higher security level. However,
reducing α increases the number of repetitions required, significantly slowing
down the trapdoor generation process. In Falcon, α = 1.17 is chosen because
it is the smallest value that maintains a reasonable number of repetitions while
balancing security and efficiency.

The number of repetitions for different values of α is presented in Table (1).
As an example, according to our experiments, achieving a quality parameter
α = 1.08 would require an average number of four million repetitions, which is
highly inefficient in practice.

Consequently, a natural question is: Can we generate Falcon trapdoors with
smaller α in an efficient way?

1.3 Our Contributions

To achieve a significantly smaller value of α, it is necessary to eliminate the large
number of repetitions required in the sampling process. Instead of relying on the
trial-and-repeat approach, we aim to sample directly from the region defined
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Table 1: Number of repetitions for different values of α

α
Average number of repetitions

for Falcon-512

1.17 10
1.14 94
1.11 44197
1.08 4226157

by the two required conditions (1) and (2). However, a major challenge arises:
this region possesses a highly irregular and complex geometric structure, making
direct sampling a difficult task.
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Fig. 1: Markov Chain Monte Carlo inside a peculiar region in 2D Plane

As a result, we utilize Markov Chain Monte Carlo (MCMC) methods to sim-
ulate the distribution within the peculiar region. The core idea behind MCMC
is to begin with an arbitrary point within the target region and perform random
walks within the region. After a sufficiently large number of steps, the point’s po-
sition converges to a random sample from the desired distribution in the region.
An example of this process is shown in Figure (1).
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Among the various MCMC algorithms available, we select the Gibbs sam-
pler [12,30,29] for our implementation. Typically, a sample from the target dis-
tribution is represented as a d-dimensional vector x = (x1, . . . , xd). The Gibbs
sampler is particularly useful when the conditional distribution of a single co-
ordinate, given all other coordinates, is known. Specifically, the Gibbs sampler
works as follows:

– One iteration of the Gibbs sampler consists of the following steps:
• for each i ∈ 1, · · · , d:

1. Sample xi conditioned on all the other coefficients: xj (j ̸= i, j ∈
{1, · · · , d})).

2. Update xi according to the sampled value and keep all the other
coefficients unchanged.

– Repeat the process for a specified number of iterations.

Perhaps interestingly, a key mathematical property of Markov Chain theory
ensures that after a sufficient number of iterations, the output distribution of the
Gibbs sampler closely approximates the original joint probability distribution.

In order to generate trapdoors for Falcon, we need to sample polynomials
f and g such that they satisfy the two conditions (1) and (2). While these condi-
tions can be expressed in terms of the coefficients of f and g, condition (2) does
not have a straightforward closed-form representation due to the convolution
operation involved in polynomial multiplication. However, if we represent f and
g in their FFT form (i.e., canonical embeddings), both conditions become much
simpler and more elegant, shown in condition (3) and (4):

|φ1(f)|2 + |φ1(g)|2 + · · ·+ |φd(f)|2 + |φd(g)|2 ≤ dα2q (3)

q2

|φ1(f)|2 + |φ1(g)|2
+ · · ·+ q2

|φd(f)|2 + |φd(g)|2
≤ dα2q (4)

where (φ1(f), · · · , φd(f), φ1(g), · · · , φd(g)) denote the canonical embeddings of
f and g. Since complex embeddings always appear as conjugate pairs4, up to a
permutation, we have:

|φi(f)|2 = |φi+ d
2
(f)|2 and |φi(g)|2 = |φi+ d

2
(g)|2 (i = 1, · · · , d/2)

Thus we only need to consider the first d/2 coefficients of the embeddings.
Let xi =

|φi(f)|2+|φi(g)|2
q (i = 1, · · · , d/2), then conditions (3) and (4) become

x1 + · · ·+ xd/2 ≤ d

2
α2 (5)

1

x1
+ · · ·+ 1

xd/2
≤ d

2
α2 (6)

4 For power-of-2 cyclotomics, no real embeddings exist.
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One notable feature of these two formulas is that computing the condi-
tional distribution of one coefficient, conditioned on all other coefficients, is quite
straightforward. For example, if x2 = x3 = · · · = xd/2 = 1, then the conditional
distribution of x1 is simply a uniform interval:

1
d
2α

2 − d
2 + 1

≤ x1 ≤ d

2
α2 − d

2
+ 1

Upon closer inspection, this scenario is particularly well-suited for the Gibbs
sampler because the conditional distribution is a uniform interval, which is both
simple to compute and sample from. Consequently, we use the Gibbs sampler to
explore the region defined by (5) and (6). After a sufficient number of iterations,
we obtain (f, g) in FFT form, which we then transform back into ring elements
f and g using the inverse FFT.

However, the resulting f and g may have real-valued coefficients, so we round
each coefficient to the nearest integer [8]. While rounding introduces a small
probability that f and g fail to achieve the desired quality parameter α due to
rounding noise, there is a straightforward solution: during Gibbs sampling, we
use a slightly smaller quality parameter α− ϵ, where ϵ is a small constant (e.g.,
0.005). This ensures that the final rounded f and g meet the target quality α
with high probability.

A natural question arises regarding the number of iterations required for the
Gibbs sampler to produce a sufficiently uniform sample. While a formal theo-
retical proof is challenging, we address this empirically by conducting statistical
tests on the sampler’s output distribution. Our experiments show that setting
the number of iterations to 2500 is sufficient for the Gibbs sampler to pass the
statistical tests reliably.

As a result, our approach offers two advantages. First, it improves the security
of Falcon by achieving α values arbitrarily close to 1. This improvement allows
us to strengthen Falcon’s security level. For example, Falcon-512 currently
provides only 120 bits of classical security, which falls short of the NIST level
one requirement of 128 bits. Our method effectively bridges this gap.

Second, it eliminates the need for a Gaussian sampler. Traditional discrete
Gaussian samplers are not only difficult to implement but also challenging to
secure against side-channel attacks and less efficient compared to uniform sam-
plers. In contrast, our approach relies solely on uniform sampling over an interval,
which simplifies the implementation. As indicated in recent studies, the complex
Gaussian samplers used in Falcon are often the primary targets of timing at-
tacks [10] and power analysis [17,33]. By removing this vulnerable component,
we eliminate a major source of secret leakage. Although it is still a universal chal-
lenge to completely eliminate the sources of side-channel attacks in NTRU-based
schemes, our approach has been less difficult to protect against side-channels
compared with Falcon.

Moreover, the Gibbs sampling technique proposed in this work is not specific
to Falcon. Rather, it constitutes a generic approach that may be applicable to
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other NTRU-based schemes sharing similar structural properties, such as BAT
KEM scheme [9].

In addition, it also needs to be emphasized that the practical NTRU-based
cryptographic schemes have no security proofs relating them to standard lattice
problems, such as Falcon and Mitaka. Our scheme has no exception, there
is no security proof. Similar to Falcon, we assess the concrete security of the
resulting signature scheme. A detailed discussion of security will be provided in
Section 4.

2 Preliminaries

2.1 Cyclotomic Fields

Let m be a positive integer, and let d = ϕ(m) be the degree of the m-th cy-
clotomic polynomial Φ(m), where ϕ denotes Euler’s totient function. Let ζ be a
primitive m-th root of unity. We define K as the cyclotomic field associated with
Φ(m), and its ring of integers R as Z[ζ]. It follows that K ∼= Q[x]/(Φm(x)) and
R ∼= Z[x]/(Φm(x)). Both K and R are contained in KR := K⊗R = R[x]/(Φm(x)).

Each element f =
∑d

i=1 fiζ
i ∈ KR can be represented by its coefficient

vector (f1, · · · , fd). The field isomorphism ζ → ζ−1 = ζ corresponds to complex
conjugation, and f is the image of f under this automorphism.

The cyclotomic field K has d complex embeddings, typically referred to as
canonical embeddings, denoted by φi : K → C. As polynomials, these d em-
beddings correspond to evaluating f at all the primitive m-th roots of the m-th
cyclotomic polynomial.

2.2 NTRU Lattices

Given f, g ∈ R such that f is invertible modulo some prime q ∈ Z (in Falcon,
q = 12289 to make it NTT-friendly5), we let h = f−1g mod q. The NTRU
module determined by h is {(u, v) ∈ R2 : uh− v = 0 mod q}. Two bases of this
free module is of particular interest:

Bh =

[
1 h
0 q

]
Bf,g =

[
f g
F G

]
where F,G ∈ R such that fG− gF = q. Usually, in the form of coefficient em-
bedding, this module is seen as a 2d-dimensional lattice, where each polynomial
is interpretted as an anticirculant matrix as following:

Af =


f1 f2 f3 · · · fd
−fd f1 f2 · · · fd−1

· · · · · · · · · · · · · · ·
−f2 −f3 · · · · · · f1


5 In Falcon, q is a prime of the form k · 2n+1 in order to maximize the efficiency of

the NTT. The smallest prime of this form is q = 12 · 1024 + 1 = 12289.
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2.3 Gaussian and Chi-Squared Distributions

For µ ∈ R and σ > 0 we let N (µ, σ2) be the normal distribution of mean
µ and standard deviation σ, that is, the continuous distribution over R with
density proportional to e−(x−µ)2/(2σ2). In higher dimensions, for Σ a positive
definite matrix and a vector µ ∈ Rk, we let N (µ,Σ) be the normal distribution
of density proportional to e−

1
2 (x−µ)tΣ−1(x−µ).

Let T ∼ N (µ, σ2Ik) be a k-dimensional spherical normal random vector. The
random variable ∥T∥2 follows a non central chi-squared distribution of degree k,
non-centrality c := ∥µ∥2 and scaling σ2, denoted by χ2(k, σ2; c). Its expectation,
variance and cumulative distribution function are described by the following
classical result.

Lemma 1. Let U be a random variable distributed as χ2(k, σ2; c). We have
E[U ] = σ2k + c and Var[U ] = 2σ2(σ2k + 2c). For 0 ≤ a < b, we have P[a ≤
U ≤ b] = Qk/2(

√
c/σ,

√
a/σ) − Qk/2(

√
c/σ,

√
b/σ), where Qk/2 is the Marcum

Q-function6 of order k/2.

We note that the independent sum of a χ2(k, σ2; c) variable and a χ2(k′, σ2; c′)
variable, for the same scaling σ2, follows a χ2(k + k′, σ2; c+ c′) distribution.

2.4 Gibbs Sampler

The Gibbs sampler is a type of Markov Chain Monte Carlo (MCMC) algorithm
that can be used to approximate a multivariate joint probability distribution in
cases where direct sampling is difficult, but the conditional distribution of one
variable conditioned on the other variables is known or easy to compute. To
elaborate, suppose we want to obtain a sample X = (x1, · · · , xd) from a joint
probability distribution. The algorithm operates as follows:

– Begin from some initial value X(0), which is an arbitrarily chosen random
point in the required sampling region.

– One iteration of Gibbs sampler is: for j ∈ {1, · · · , d},
• Sample xj conditioned on all the other coefficients of X.
• Update xj and keep the other coefficients unchanged.

– Repeat for a certain number of iterations.

The properties of the Markov chain guarantee that the output distribution of the
Gibbs sampler will closely approximate the original joint probability distribution
after a sufficient number of iterations.7

6 For a detailed definition of Marcum Q-function, please refer to Appendix A.
7 These are standard results in Markov chain theory (see e.g., [11] Sec. 5.2).



9

Algorithm 1: Falcon trapdoor generation (simplified version)

Input: The degree d, a target quality parameter α, and modulus q
Result: f, g ∈ R2 that reaches a quality parameter α .

1 σ ← α
√

q
2d

2 Sample the coefficients of f, g from discrete Gaussian distribution with
standard deviation σ

3 Norm← max
(
|(f, g)|, |( qf

f∗f+g∗g ,
qg

f∗f+g∗g )|
)

4 if Norm > α
√
q, go to step 2.

5 Use NTRUsolver to find F,G s.t. fG− gF = q.
6 return (f, g, F,G)

3 Generating Falcon Trapdoors with Gibbs Sampler

3.1 Trapdoors Generation in Falcon

Algorithm 1 presents a simplified version of Falcon’s trapdoor generation pro-
cess, with the portion responsible for generating F and G using NTRU solver
simplified due to its irrelevance to our context. In this algorithm, both f and g are
generated coefficient-wise from a discrete Gaussian distribution with standard
deviation σ = α

√
q
2d . This yields a sample (f, g) whose Euclidean length follows

the Chi-distribution8 with degree of freedom d. By applying standard concen-
tration inequalities to the Chi-distribution, we can deduce that the Euclidean
length |(f, g)| remains close to α

√
q, which implies that |(f, g)| ≤ α

√
q with high

probability. However, we must also verify that |( qf

f∗f+g∗g ,
qg

f∗f+g∗g )| ≤ α
√
q. If

this condition is not met, then the entire sampling procedure must be repeated.
As mentioned earlier, a smaller quality parameter α leads to both shorter

signature sizes and higher security levels. Ideally, the smallest possible α would
be chosen to maximize security. However, as α decreases, the number of required
repetitions grows rapidly. For example, achieving α = 1.08 demands millions of
repetitions, making it impractical. Therefore, a reasonable compromise is to set α
to 1.17, which strikes a balance by requiring a manageable number of repetitions
while maintaining efficiency.

3.2 Representing Sampling Regions in Fourier Domain

Recall that in order to achieve a quality parameter α, two conditions (1) and (2)
need to be satisfied as follows:

|(f, g)|2 ≤ α2q

8 Although the sample (f, g) actually follows a discrete Gaussian distribution rather
than a continuous one, it can be argued that the properties of the discrete case
approximates that of the continuous case.
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|
( qf

f ∗ f + g ∗ g
,

qg

f ∗ f + g ∗ g
)
|2 ≤ α2q

Instead of using trial-and-repeat approach, a more natural approach [8] is to
sample directly from the region defined by these conditions to avoid the need for
a large number of repetitions.

If f and g are represented in coefficient form, then the condition (1) can be
expressed as:

f2
1 + g21 + f2

2 + g22 + · · ·+ f2
d + g2d ≤ α2q

However, there is no simple formula for condition (2) since it involves polynomial
multiplication by convolution. Therefore, it seems quite challenging to sample
directly from the region defined by (1) and (2). Nevertheless, if f and g are
represented in Fourier domain (in other words, caonical embeddings), thanks
to the isotropic properties (up to a scaling factor) of cyclotomic fields, both
conditions can be represented in a neat and elegant fashion, i.e., conditions (3)
and (4):

|φ1(f)|2 + |φ1(g)|2 + · · ·+ |φd(f)|2 + |φd(g)|2 ≤ dα2q

q2

|φ1(f)|2 + |φ1(g)|2
+ · · ·+ q2

|φd(f)|2 + |φd(g)|2
≤ dα2q

The detailed derivation of (3) and (4) can be obtained from Appendix B. Since
complex embeddings always appear as conjugate pairs, up to a permutation of
index, we have:

|φi(f)|2 = |φi+ d
2
(f)|2 and |φi(g)|2 = |φi+ d

2
(g)|2 (i = 1, · · · , d/2)

So only the first d/2 coefficients of the embeddings need to be considered.
Let xi =

|φi(f)|2+|φi(g)|2
q (i = 1, · · · , d/2), then conditions (3) and (4) become

conditions (5) and (6), respectively:

x1 + · · ·+ xd/2 ≤ d

2
α2

1

x1
+ · · ·+ 1

xd/2
≤ d

2
α2

However, despite the fact that the sampling region defined by (5) and (6) has a
neat form, the geometric shape of the region is peculiar, making direct sampling
difficult.

3.3 Sampling Falcon Trapdoors via Gibbs Sampler

Conditional distribution of xi. Now we define X = (x1, · · · , xd/2) as a
d/2 dimensional variable, where xi =

|φi(f)|2+|φi(g)|2
q (i = 1, · · · , d/2) as previ-

ously mentioned. It is easy to know from (5) and (6) that for any index i, the
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conditional distribution of xi (conditioned on the other (d/2 − 1) coefficients),
represented as the following interval:

1
d
2α

2 −
∑

j ̸=i
1
xj

≤ xi ≤
d

2
α2 −

∑
j ̸=i

xj (7)

This conditional distribution is fairly easy to compute and sample from, thus
making it a good fit for the Gibbs sampler.

Running Gibbs sampler on X. As described in Algorithm 2, we initialize
X to (1, · · · , 1) 9. The Gibbs sampler is then run over the random variable X
for a certain number of iterations N , after which we obtain the value X =
(x1, · · · , xd/2).

Computing the embeddings. Once the values of xi (i = 1, . . . , d/2) are
determined, the next step is to compute the embeddings (φi(f), φi(g)) for i =
1, . . . , d/2. Since φi(f) and φi(g) are empirically observed to be independent
(this will be elaborated in detail in section 3.4), we sample a uniformly random
angle θ ∈ (0, π/2) and compute the magnitudes of the embeddings as follows:

|φi(f)| =
√
qxi · cos θ and |φi(g)| =

√
qxi · sin θ (i = 1, . . . , d/2).

Next, to determine the embeddings, we sample a uniform random angle γ on
the complex plane and compute:

φi(f) = |φi(f)| · eiγf and φi(g) = |φi(g)| · eiγg (i = 1, . . . , d/2),

where eiγf represents the complex number cos γf + i sin γf .

Inverse FFT and rounding. The final step is to map the Fourier domain
values

(
φ1(f), . . . , φd/2(f), φ1(g), . . . , φd/2(g)

)
back to the coefficient form (f̃ , g̃).

However, it is important to note that the coefficients of (f̃ , g̃) may not necessarily
be integers. A simple solution is to round each coefficient to the nearest integer
and then verify whether the resulting f, g satisfy the desired requirements. If
not, the sampling procedure is repeated.

A practical approach to address this issue is as follows: to achieve a quality
parameter α, we sample from a region targeting a slightly smaller quality β =
α− ϵ, where ϵ is a very small constant. After rounding each coefficient of (f̃ , g̃)
to the nearest integer, the resulting (f, g) will achieve a quality α with high
probability.

9 The starting point can be any arbitrary point within the required space, as the choice
does not significantly impact the process. For simplicity, we select (1, . . . , 1).
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Algorithm 2: Sampling Falcon Trapdoors via Gibbs Sampler

Input: The degree d, a target quality parameter α, a small constant ϵ,
number of iterations N , and modulus q

Result: f, g ∈ R2 that reaches a quality parameter α.
1 X = (x1, · · · , xd/2)← (1, · · · , 1).
2 β = α− ϵ
3 for 1 ⩽ k ⩽ N do
4 for 1 ⩽ i ⩽ d/2 do
5 Compute the conditional distribution of xi conditioned on all the

other coefficients, which is a uniform interval:
1

d
2
β2−

∑
j ̸=i

1
xj

≤ xi ≤ d
2
β2 −

∑
j ̸=i xj

6 Sample xi uniformly from that interval. Update xi and keep all
the other coefficients xj (j ̸= i) unchanged.

7 end for
8 end for
9 for 1 ⩽ j ⩽ d/2 do

10 sample θ uniformly from (0, π/2)
11 sample γf uniformly from (0, 2π)
12 sample γg uniformly from (0, 2π)

13 φj(f) =
√
qxj · cos θ · eiγf

14 φj(g) =
√
qxj · sin θ · eiγg

15 end for
16 f̃ ← φ−1(φ1(f), . . . , φd/2(f)) ∈ KR
17 g̃ ← φ−1(φ1(g), . . . , φd/2(g)) ∈ KR

18 f ← ⌊f̃⌉
19 g ← ⌊g̃⌉
20 if (f, g) does not reach a quality α, go to step 1.
21 return (f, g)

3.4 Error Analysis

We have mentioned above that taking the magnitudes of the embeddings of f̃
and g̃ with targeted quality parameter α does not always result in f and g of the
same quality α after rounding, but that the probability increased greatly when
choosing f̃ and g̃ with embedding magnitudes in a narrower sampling region
with quality parameter β = α − ϵ. In this section, we would like to quantify
this claim, based both on a heuristic analysis of the success probability, and on
simulation data. Concretely, write e = (ef , eg) =

(
f − f̃ , g − g̃

)
∈ K 2

R for the
error term introduced by rounding.

In the polynomial basis, we write:

ef =

d−1∑
j=0

e
(j)
f xj
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and similarly for eg. Heuristically, we expect the coefficients e
(j)
f and e

(j)
g to

behave essentially like independent uniform random variables in [−1/2, 1/2).10
This is well-supported by experiments (see Fig. 5(a) in Appendix C).

Now consider a single embedding φi that is defined by the evaluation at some
primitive m-th root of unity ζ = eiθ, and we have:

φi(ef ) = xi + iyi with xi =

d−1∑
j=0

e
(j)
f cos(jθ) and yi =

d−1∑
j=0

e
(j)
f sin(jθ).

This expresses the real and imaginary parts xi, yi of φi(ef ) as the sum of d
independent random variables, with d relatively large, so by the central limit
theorem, φi(ef ) should essentially behave like a normal random variable in C,
essentially determined by its expectation and covariance.

Now since e
(j)
f has mean 0 and variance 1/12 for all j, we obtain that E[xi] =

E[yi] = 0. Therefore, the pair (xi, yi) has mean 0, and its covariance matrix is
easily expressed as follows:

Σ =

d−1∑
j=0

Var[e
(j)
f ] ·

[
cos2(jθ) cos(jθ) sin(jθ)

cos(jθ) sin(jθ) sin2(jθ)

]

=
1

12

d−1∑
j=0

1

2

[
1 + cos(2jθ) sin(2jθ)
sin(2jθ) 1− cos(2jθ)

]
=

d

24
I2 + E(θ),

where

E(θ) =
1

12

[
ReS(θ) ImS(θ)
ImS(θ) −ReS(θ)

]
.

Thus, we expect that φi(ef ) (i = 1, · · · , d/2) follows the normal distribution
N (0, Σ), and the same argument applies to φi(eg) as well. Moreover, heuristi-
cally, those two normal distributions should be independent (this is again well-
verified in practice: see Fig. 5(b)).

And this leads us to model the distribution of the embeddings of secret keys
as follows.

Heuristic 1. Let (f, g) ∈ K 2 a pair output by Algorithm 2, corresponding to
(f̃ , g̃) ∈ K 2

R obtained from the executions of Algorithm 2. For the embedding
φθ corresponding to the primitive root of unity eiθ, (φθ(f), φθ(g)) is distributed
as (

φθ(f), φθ(g)
)
∼ N

((
φθ(f̃), φθ(g̃)

)
, I2 ⊗Σ

)
Moreover, the pairs (φθ(f), φθ(g)) as φθ ranges through all the embeddings of
K are independently distributed.

10 This is equivalent to saying that the distribution of f̃ and g̃ is uniform modulo R
in KR, which should indeed happen as soon as we have sufficient width (i.e., if we
exceed a regularity metric analogous to the smoothing parameters for Gaussians).
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At this point, we would therefore like to estimate the probability that the
rounded pair (f, g) satisfies the quality condition, i.e., conditions (5) and (6):

x1 + · · ·+ xd/2 ≤ d

2
α2

1

x1
+ · · ·+ 1

xd/2
≤ d

2
α2

The region defined by these two inequalities has complicated geometry, so it
is not easy to give a fully precise analysis, especially for inequality (6), since it
involves reciprocal. Therefore, we adopt to approximate (6) using Taylor expan-
sion. Expanding 1

xi
near the center s and we have:

1

xi
=

∞∑
k=0

(−1)k

sk+1
(xi − s)k

And we get an approximation of 1
xi

by keeping the first two terms.

1

xi
≈ 1

s
− 1

s2
(xi − s) =

2

s
− xi

s2

Consequently, applying this approximation to inequality (6), we get

d

s
−

(x1 + · · ·+ xd/2)

s2
≤ d

2
α2

Combining inequality (5), we get

sd− s2d

2
α2 ≤ x1 + · · ·+ xd/2 ≤ d

2
α2

As mentioned in Heuristic 1, since φi(f) and φi(g) follows the normal distribu-
tion, we have:

(
φi(f), φi(g)

)
∼ N

((
φi(f̃), φi(g̃)

)
, I2 ⊗Σ

)
Since Falcon works with elements in number fields of the form Q[x]/(ϕ),

with ϕ = xn+1 for n = 2κ a power-of-two. We concentrate on the case of a power-
of-two cyclotomic base ring, rather than the more general cyclotomic rings. In
the case of power-of-two cyclotomic fields, the situation is made comparatively
simple by the fact that E(θ) = 0 for all embeddings as guaranteed by Lemma 1
in [8], and hence the covariance matrix Σ is just d

24I4. Then

(
φi(f), φi(g)

)
∼ N

((
φi(f̃), φi(g̃)

)
,

d

24
I4

)
,
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with xi =
|φi(f)|2+|φi(g)|2

q (i = 1, ..., d/2), we want to estimate the success prob-
ability of Algorithm 2, i.e., the probability that:

(sd− s2d

2
α2)q ≤ |φ1(f)|2 + |φ1(g)|2 + · · ·+ |φd/2(f)|2 + |φd/2(g)|2 ≤ d

2
α2q

The scaled squared norm ∥(φi(f),φi(g))∥2

d/24 = |φi(f)|2+|φi(g)|2
d/24 follows a non cen-

tral chi-squared distribution χ2(4, 1; c) of degree 4, scaling σ2 = 1 and non-
centrality c = |φi(f̃)|2+|φi(g̃)|2

d/24 , so
∑d/2

i=1
∥(φi(f),φi(g))∥2

d/24 follows a new non cen-
tral chi-squared distribution χ2(2d, 1; c′) of degree 2d and non-centrality c′ =∑d/2

i=1
(|φi(f̃)|2+|φi(g̃)|2)

d/24 .
The cumulative distribution function (CDF) of noncentral chi-squared dis-

tribution is represented as

P(Z ⩽ z) = 1−Q k
2
(
√
λ,

√
z)

where Q is the Marcum Q-function, k is the degree of freedom, and λ is the
center of the corresponding noncentral chi-squared distribution. In our context,

k = 2d and λ =
∑d/2

i=1(|φi(f̃)|2+|φi(g̃)|2)
d/24 .

Let X =
∑d/2

i=1 ∥(φi(f), φi(g))∥2 and Y = X
d/24 . Now recall that we want to

estimate the probability of success psucc := P
[
(sd− s2d

2 α2)q ⩽ X ⩽ d
2α

2q
]
. We

have

P
[
(sd− s2d

2
α2)q ⩽ X ⩽

d

2
α2q
]
= P(

(sd− s2d
2 α2)q

d/24
⩽ Y ⩽

d
2α

2q

d/24
)

= −Qd(
√
λ,

√
d
2α

2q√
d/24

) +Qd(
√
λ,

√
(sd− s2d

2 α2)q√
d/24

)

As guaranteed by our sampling algorithm 2, λ lies uniformly in the interval
[ r
d/24 ,

R
d/24 ] with

r =
(
sd− s2d

2
β2
)
q and R =

d

2
β2q

mentioned before, where β = α − ϵ. We would like to know the expectation of
P
[
(sd− s2d

2 α2)q ⩽ X ⩽ d
2α

2q
]

for λ uniformly distributed in [ r
d/24 ,

R
d/24 ], and

hence we obtain

Eλ

(
P
[
(sd− s2d

2
α2)q ⩽ X ⩽

d

2
α2q
])

=
1

R
d/24 − r

d/24

∫ R
d/24

r
d/24

P
[
(sd− s2d

2
α2)q ⩽ X ⩽

d

2
α2q
]
dλ

=
1

R
d/24 − r

d/24

∫ R
d/24

r
d/24

(
−Qd(

√
λ,

√
d
2α

2q√
d/24

) +Qd(
√
λ,

√
(sd− s2d

2 α2)q√
d/24

)

)
dλ
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This formula gives us an expression of the approximate average success prob-
ability psucc. Although the formula is a bit complicated, there exists tools that
can evaluate it numerically (e.g., Python package scipy or Matlab). This, fortu-
nately, turns out to be a good model of what happens in practice: the theoretical
values obtained from the integrals above matches the experimental success rate
of our algorithm in practice.

As a result, with the model of independent embeddings of the error vector,
and with parameters s = 1, q = 12289, d = 512 and α = 1.04, we would get
a good success probability of around 99.4% for the whole vector when taking a
margin factor of ϵ = 0.005, which is the value we pick in our parameter selection.

4 Security Analysis

Provably secure instantiations of NTRU-based GPV-like signatures are possible,
as shown in [28]. However, these constructions lead to highly impractical param-
eters. For instance, the modulus q is n7+O(1), and the standard deviation of f
and g is similarly quite large. As a result, the NTRU-based signatures that aim
for practicality typically resort to parameter choices without security reductions
relating them to standard lattice problems. Instead, these schemes rely instead
on the so-called “NTRU assumption”, which claims that for their specific key
generation algorithm, the public key h = f−1g mod q is computationally indis-
tinguishable from random. The GPV framework is then applied to argue security
of these signatures based on the NTRU assumption, combined with Module-SIS.
This approach is also observed in schemes like Falcon and Mitaka, where no
security proof has been provided for their key generation algorithm.

This assumption is believed to hold even for much more extreme choices
of distribution than those used in signature schemes. Consequently, although
Falcon and Mitaka generate f and g as discrete Gaussians and they also
introduce additional constraints that skew their distributions, this approach has
not led to any known attacks to date.

Our algorithm faces a similar situation. The security analysis in this section
aims to estimate the complexity of the best attacks against key recovery attacks
and signature forgery, rather than security proofs. While the analysis does not
provide a proof of the absence of attacks against the key generation algorithm,
it is important to note that no such proof exists for other schemes as well, such
as Falcon, Mitaka, or other efficient NTRU-based constructions either.

Since our approach only reduces the value of α in Falcon, the security esti-
mate remains essentially the same as that of the original Falcon. Nevertheless,
we include the details for completeness.

4.1 Key Recovery Attack

Key recovery involves extracting the private key (i.e., f and g) from the public
parameters q and h. The most efficient attacks rely on lattice reduction. This
method constructs an algebraic lattice over R, spanned by the vectors (q, 0) and
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(h, 1) (i.e., the public NTRU key basis), and searches for the lattice vector (f, g)
with norm bounded by

√
2d · σ{f,g}.

Let ℓ represent the (2d−B)-th Gram-Schmidt norm, which approximates the
shortest vector’s norm in the lattice generated by the last B vectors projected
orthogonally to the first 2d − B − 1 vectors. A sieve algorithm performed on
this projected lattice will recover all vectors with norms smaller than

√
4
3 · ℓ. If

the projection of the secret key lies among these vectors, the following condition
must hold:

√
B · σ{f,g} ⩽

√
4

3
· ℓ,

where σ{f,g} = α
√

q
2d . Using Babai’s Nearest Plane algorithm, we can recover

the secret key from its projection with high probability, as the remaining Gram-
Schmidt norms are much larger than ℓ, making the secret key stand out.

From the lattice reduction algorithm DBKZ [21], the Gram-Schmidt norm is
approximated as:

ℓ =

(
B

2πe

)1− d
B

· √q.

Substituting this into the condition, we get:

√
B · σ{f,g} ⩽

√
4

3
·
(

B

2πe

)1− d
B

· √q.

Once the minimum block size B for the attack is determined, it is translated
into concrete bit security using the core-SVP methodology, as employed in New
Hope [1].

4.2 Signature Forgery Attack

Signature forgery amounts to finding a vector with a Euclidean norm smaller
than a bound β = τ · σ

√
2d, where τ is the tailcut rate, and σ

√
2d represents

the expected length of a valid signature. Let B denote the minimum BKZ block
size required for a successful forgery. According to the DBKZ algorithm [21], the
success condition is: (

B

2πe

)d/B

· √q ⩽ β = τ · σ
√
2d.

To ensure that the signature distribution remains close to an ideal Gaus-
sian (in terms of Rényi divergence), the standard deviation σ must satisfy the
following condition [24]:

σ ⩾ ηϵ(Z2d) · GSmax,

where:

ηϵ(Z2d) ⩾
1

π
·
√

log(4d(1 + 1/ϵ))

2
· α · √q.
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Here, ϵ = 1/
√
Qs · λ, where Qs is the maximum number of queries (typically

264) and λ is the security parameter. After determining the minimum block size
B for the attack, we convert it into concrete bit security using the core-SVP
methodology from New Hope [1].

As shown in Table 2, by achieving smaller α values with the Gibbs sampler
and selecting a slightly smaller τ , we can improve the security of Falcon-512
by a few bits.11

Table 2: Security estimate of Falcon-512 using Gibbs sampler

Key recovery
α Block size Security bits (c/q)

1.17 458 133/121
1.04 441 128/116

Signature forgery
α τ Block size Security bits (c/q)

1.17 1.1 411 120/109
1.04 1.04 439 128/116

5 On the Output Distribution of Our New Trapdoor
Sampler

Several questions naturally arise regarding the output distribution of our new
trapdoor sampler. First, does reducing α still provide sufficient entropy for the
key space? Second, how does it compare to the original trapdoor sampler used
in Falcon? Third, how many iterations are required to ensure that the output
distribution is close to uniform? In this section, we address these questions in
detail.

5.1 Entropy of Falcon Trapdoor with Smaller α

One potential concern is whether decreasing the value of α compromises the
entropy of the key space. However, this does not pose a significant problem.

To illustrate, consider an extreme scenario where we focus only on the bound-
ary of the sampling region:

x1 + · · ·+ xd/2 =
d

2
× 1.042

1

x1
+ · · ·+ 1

xd/2
=

d

2
× 1.042

11 For Falcon-1024, we could not increase the security bits, because the estimated
security bits for key recovery is lower than those of signature forgery.
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Even in this case, the number of solutions to these equations is so large that
entropy remains sufficient.

Now, consider an even more extreme case where there is only one solution,
(f, g) = (f1, · · · , fd, g1, · · · , gd). Even in this scenario, permuting the coefficients
generates an exponential number of valid candidates for key generation. Conse-
quently, choosing a smaller α, such as 1.04, still provides ample entropy for key
generation.

5.2 Comparison of Trapdoor Distributions: Falcon vs. Gibbs
Sampler

Let us first examine the trapdoor generation process in Falcon. The coefficients
of f and g are sampled from a discrete Gaussian distribution with a small stan-
dard deviation. This results in a trapdoor distribution that is not uniform. The
intuition behind this is that the entropy is sufficient, so a uniform distribution
is unnecessary.

However, from a theoretical perspective, the “ideal” distribution would sample
uniformly from the set of (f, g) pairs that satisfy the constraints. In this context,
if the Gibbs sampler produces a distribution that is closer to uniform, our new
trapdoor sampler can be considered “better” in this specific sense.

Of course, this raises the question: how close is the distribution of the Gibbs
sampler to uniform? We explore this question in subsequent discussions.

5.3 Number of Iterations for Convergence

A critical parameter for the Gibbs sampler is the number of iterations, N . Ac-
cording to Markov chain theory, as N → ∞, the chain converges to the true
posterior distribution, ensuring that the samples accurately represent the de-
sired distribution.

However, for any practical value of N , it is generally challenging to determine
whether convergence has been achieved or how close the output distribution is
to the true posterior. To address this, we perform statistical tests to evaluate
the output distribution and ensure it approximates the desired behavior.

There are several commonly used convergence diagnostic methods for the
Gibbs sampler, including Heidelberger and Welch’s [18] and Geweke’s [15]. We
will discuss the methods in a bit more detail.

Heidelberger and Welch’s Method. The Heidelberg and Welch convergence
diagnostic consists of two parts: the stationarity test and the halfwidth test.

Initially, this diagnostic tests whether stationarity of the Markov chain is
attained using the values from an MCMC output. The number of iterations of
this Markov chain is N , and a significance level α is defined, typically set to
0.05. The Cramer-von-Mises test statistic is then computed for the entire chain,
followed by the calculation of the corresponding p-value. The null hypothesis
of stationarity is tested by comparing the p-value to the predefined significance
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level α. If the p-value is less than α, the null hypothesis is rejected, then the first
10% of the samples are discarded and the test reapplied to the resulting chain.
This processes is repeated until the null hypothesis is accepted or 50% of the
chain is discarded, at which point the chain is declared to be non-stationary.

Subsequently, once the stationarity test has passed, the portion of the chain
that was not discarded is used for the halfwidth test. The test is performed
by computing the mean of the resulting chain, along with the halfwidth of the
(1−α)100% confidence interval (typically with α = 0.05 corresponding to a 95%
interval).

The chain is considered to pass the halfwidth test if the halfwidth is smaller
than the product of the mean and a user-specified level of accuracy ϵ (often
set to 0.1). Otherwise, the chain is considered to have failed the test and larger
iterations are needed to achieve sufficient accuracy. If all the variables have
passed the tests, convergence is considered to have been reached.

Geweke’s Method. Geweke proposed a convergence diagnostic based on stan-
dard time-series methods. It is based on a single chain and is appropriate when
convergence of the mean (of some function) of the sampled variable is of interest.
The chain is divided into 2 windows containing the first 10% and the last 50% of
the iterates. If the whole chain is stationary, the means of the values early and
late in the sequence should be similar. The convergence diagnostic Z is the dif-
ference between the 2 means divided by the asymptotic standard error of their
difference. As N → ∞, the sampling distribution of Z goes to N (0, 1) if the
chain has converged. Hence values of Z which fall in the extreme tails of N (0, 1)
indicate that the chain has not yet converged. To be more specific, according to
the “three-sigma rule”, parameters with |Z| > 3 indicate differences in the means
between the first and the last set of iterations and hence non-convergence. Nev-
ertheless, in multi-variable models, we allow a 5% of the calculated Z values to
lie outside this range.

5.4 Experiment Results

The convergence assessment is performed by using BOA package (see [27]), with
incremental iterations ranging from 500 to 4000.

As mentioned above, Heidelberger and Welch’s and Geweke’s convergence
diagnostic methods were considered. After performing Gibbs sampling with α =
1.04 and N = 1024 according to Steps 1 to 8 of Algorithm 2, we conducted
Heidelberger and Welch’s convergence diagnostics on the sampling results. As
shown in Figure 2, the output indicates that after 2500 iterations, all tests passed,
and convergence was achieved. Meanwhile, we also conducted Geweke’s method
on the sampling results at 2500 iterations, only less than 5% of the Z values fall
within the extreme tails of distribution. So in the implementation, we set the
number of iterations to 2500.
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Fig. 2: Heidelberger and Welch’s convergence assessment

6 Implementation and Comparison

We have implemented our trapdoor generation algorithm in portable C based
on the source codes of Falcon and Mitaka [7] signature scheme. The source
code for our implementations is made publicly available at https://github.
com/jjyydzay/Gibbs_Falcon.

Since we only modify the process to generate the first basis vector (f, g)
of Falcon key generation algorithm and the signature scheme is essentially
identical to Falcon for signing and verification, we do not compare these two
processes. Key generation consists of the new algorithm presented in this paper
to generate (f, g), along with code to solve the NTRU equation in order to
deduce (F,G), which follows the technique described in [23]. For the Fast Fourier
transform and the resulting code for arithmetic in rings, we basically reuse the
implementations of Falcon and Mitaka.

A performance comparison with Falcon-512 is provided in this section.
Compilation is carried out with gcc 11.4.0 with -O3 -march=native optimiza-
tions enabled. Timings are collected on a single core of an Intel Core i5-1340P
@ 1.90 GHz desktop machine. Cycle counts are not provided for Falcon, since
the Falcon benchmarking tool only measures clock time.

The comparison results are shown in Table 3. The running time of our key
generation is slightly slower than Falcon. However, we stress that we are com-
paring our trapdoor generation algorithm that reaches a much smaller α (e.g.,
1.04) with the original Falcon trapdoor sampler that reaches a quality α = 1.17.
As previously mentioned, the number of iterations of Gibbs sampler is 2500 and
ϵ = 0.005, then we only focus on the comparison of time to generate f and g.

https://github.com/jjyydzay/Gibbs_Falcon
https://github.com/jjyydzay/Gibbs_Falcon
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Table 3: Performance comparison with Falcon-512
Quality

α
Tailcut rate

τ
Classical
Security

keygen_fg speed
(Mcycles)

keygen_fg speed
(ms)

Falcon-512 1.17 1.1 120 — 0.80

This paper 1.04 1.04 128 369.7 116.0

6.1 Comparisons of keygen_fg number of repetitions and running
time between Falcon and this paper

In this section, we set N = 512, and for α ranging from 1.17 to 1.08, the number
of repetitions and running time of keygen_fg are based on experimental obser-
vations. However, as α decreases, both the number of repetitions and running
time increase rapidly. Consequently, the data for α between 1.08 and 1.04 are
estimated values.

The detailed comparisons of keygen_fg number of repetitions and running
time between Falcon and this paper are given in Figure 3 and Figure 4 respec-
tively.
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This paper.
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A Marcum Q-function

In statistics, the generalized Marcum Q-function of order ν is defined as:

Qν(a, b) =
1

aν−1

∫ ∞

b

xν exp

(
−x2 + a2

2

)
Iν−1(ax) dx

where b ⩾ 0 and a, ν > 0 and Iν−1 is the modified Bessel function of first kind
of order ν − 1. If b > 0, the integral converges for any ν. Using the fact that
Qν(a, 0) = 1, the generalized Marcum Q-function can alternatively be defined
as a finite integral as:

Qν(a, b) = 1− 1

aν−1

∫ b

0

xν exp

(
−x2 + a2

2

)
Iν−1(ax) dx

However, it is preferable to have an integral representation of the Marcum Q-
function such that (i) the limits of the integral are independent of the arguments
of the function, (ii) and that the limits are finite, (iii) and that the integrand
is a Gaussian function of these arguments. For positive integer values of ν = n,
such a representation is given by the trigonometric integral:

Qn(a, b) =

Hn(a, b) a < b,
1
2 +Hn(a, a) a = b,
1 +Hn(a, b) a > b,

where

Hn(a, b) =
ζ1−n

2π
exp

(
−a2 + b2

2

)∫ 2π

0

cos(n− 1)θ − ζ cosnθ

1− 2ζ cos θ + ζ2
exp(ab cos θ) dθ,

and the ratio ζ = a/b is a constant.

B The derivation of conditions (3) and (4)

If we represent f and g in their FFT form, i.e.,
(
φ1(f), ..., φd(f)

)
and(

φ1(g), ..., φd(g)
)
, these denote the canonical embeddings of f and g, respec-

tively. Starting from condition (1), i.e.,

|(f, g)|2 ≤ α2q,

we substitute f and g to their canonical embeddings, then get:

|(φ1(f), ..., φd(f), φ1(g), ..., φd(g))|2 ≤ α2q.

Then, we expand the left-hand side of the inequality step by step,

|(φ1(f), ..., φd(f), φ1(g), ..., φd(g))|2

=
1

deg(ϕ)
·
(
φ1(f)φ1(f) + ...+ φd(f)φd(f) + φ1(g)φ1(g) + ...+ φd(g)φd(g)

)
=
1

d
·
(
|φ1(f)|2 + ...+ |φd(f)|2 + |φ1(g)|2 + ...+ |φd(g)|2

)
.
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Upon expanding, we derive the following inequality:
1

d
·
(
|φ1(f)|2 + ...+ |φd(f)|2 + |φ1(g)|2 + ...+ |φd(g)|2

)
≤ α2q.

After a simple rearrangement, we obtain condition (3).

Starting from condition (2), i.e.,∣∣∣∣( qf

f ∗ f + g ∗ g
,

qg

f ∗ f + g ∗ g

)∣∣∣∣2 ≤ α2q,

we substitute f and g to their canonical embeddings, then get:∣∣∣∣( q · φ1(f)

φ1(f ∗ f + g ∗ g)
, ...,

q · φd(f)

φd(f ∗ f + g ∗ g)
,

q · φ1(g)

φ1(f ∗ f + g ∗ g)
, ...,

q · φd(g)

φd(f ∗ f + g ∗ g)

)∣∣∣∣2 ≤ α2q.

Then, we expand the left-hand side of the inequality step by step,∣∣∣∣( q · φ1(f)

φ1(f ∗ f + g ∗ g)
, ...,

q · φd(f)

φd(f ∗ f + g ∗ g)
,

q · φ1(g)

φ1(f ∗ f + g ∗ g)
, ...,

q · φd(g)

φd(f ∗ f + g ∗ g)

)∣∣∣∣2

=

∣∣∣∣( q · φ1(f)

|φ1(f)|2 + |φ1(g)|2
, ...,

q · φd(f)

|φd(f)|2 + |φd(g)|2
,

q · φ1(g)

|φ1(f)|2 + |φ1(g)|2
, ...,

q · φd(g)

|φd(f)|2 + |φd(g)|2

)∣∣∣∣2

=
1

deg(ϕ)
·

(
q2 · |φ1(f)|2

(|φ1(f)|2 + |φ1(g)|2)2
+ ...+

q2 · |φd(f)|2

(|φd(f)|2 + |φd(g)|2)2

+
q2 · |φ1(g)|2

(|φ1(f)|2 + |φ1(g)|2)2
+ ...+

q2 · |φd(g)|2

(|φd(f)|2 + |φd(g)|2)2

)

=
1

d
·

(
q2 · (|φ1(f)|2 + |φ1(g)|2)(
|φ1(f)|2 + |φ1(g)|2

)2 + ...+
q2 · (|φd(f)|2 + |φd(g)|2)(
|φd(f)|2 + |φd(g)|2

)2
)

=
1

d
·
(

q2

|φ1(f)|2 + |φ1(g)|2
+ ...+

q2

|φd(f)|2 + |φd(g)|2

)
Upon expanding, we derive the following inequality:

1

d
·
(

q2

|φ1(f)|2 + |φ1(g)|2
+ ...+

q2

|φd(f)|2 + |φd(g)|2

)
≤ α2q,

After a simple rearrangement, we obtain condition (4).
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C Experimental data

This supplementary material collects data aimed at justifying the heuristics of
Section 3.4, in the form of the following figures.

Figure 5 shows that the embeddings of the error ef and eg do behave as
independent and uniform in [−1/2, 1/2). We additionally confirm this graphical
observation of the uniformity and independence using statistical χ2 tests. Mul-
tiple experiments of goodness of fit (with bin size 20 and 1500 samples each)
and independence (with bin size 400 and 1500 samples each) yield expectedly
random-looking p-values, consistently above 0.05.

(a) (e
(21)
f , e

(50)
f ) (b) (e

(101)
f , e

(3)
g )

Fig. 5: Empirical joint distributions of two randomly coefficients of ef (resp. a
randomly chosen coefficient of ef and another of eg). The data is collected from
1500 samples (f, g) of degree d = 512.
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