
Publicly Certifiable Min-Entropy Without
Quantum Communication

Ofer Casper1, Barak Nehoran2, and Or Sattath1

1 Department of Computer Science, Ben-Gurion University of the Negev, Beersheba,
Israel sattath@bgu.ac.il

2 Columbia University, New York, NY, USA

Abstract. Is it possible to publicly certify that a string was sampled
from a high min-entropy distribution? Certified randomness protocols,
such as Brakerski et al. (FOCS 2018) enable private certification—Alice
can convince Bob—but it does not yield public certification. We con-
struct a certified min-entropy scheme with the following properties: (1)
public certification, so Alice can convince Bob, Charlie, and Dave; (2) all
prover–verifier communication is classical; (3) transferability—if Bob has
already been convinced, he can subsequently convince Eve and Frank;
and (4) classical verification—Grace can be convinced even without a
quantum computer, at the cost of losing transferability.
Assuming quantum one-shot signatures (and variants), we construct quan-
tum fire with new properties and use it to obtain our publicly certifiable
min-entropy scheme. Both primitives can be instantiated from subexpo-
nential iO and LWE, and our quantum fire scheme is the first standard-
model construction of quantum fire.

1 Introduction

Public sources of high-quality randomness are crucial for numerous applications.
Classic examples include post-election audits, sampling assignments for juries
and judges, lotteries3, and randomized controlled trials. Modern computational
and cryptographic use of public randomness includes Tor onion services [11],
as nothing-up-my-sleeve numbers for protocols and standards [2], and as part
of Proof-of-Stake cryptocurrencies such as Algorand [10] and Ethereum’s RAN-
DAO, which is used to select the next committees.

A randomness beacon, such as NIST’s [13], requires full trust in the opera-
tor. Distributed Randomness Beacons [6], such as the League Of Entropy, use
threshold cryptography to reduce the trust level in the operator. In the classical
setting, one has to trust the randomness provider.

Can we use quantum cryptography to certify public randomness, without
trusting the operator? Essentially, is there a way to convince the public that a
string was sampled from a high min-entropy distribution?
3 Including donor lotteries, the first of which was arranged with the help of Paul

Christiano, who, among other things, made notable contributions to quantum cryp-
tography.

https://eth2book.info/latest/part2/building_blocks/randomness/
https://eth2book.info/latest/part2/building_blocks/randomness/
https://www.drand.love/loe
https://www.givingwhatwecan.org/donor-lottery
https://forum.effectivealtruism.org/posts/jvsooiwXWh3iWnfgp/donor-lottery-details


2 O. Sattath et al.

Main contributions. We answer the question above positively, by providing sev-
eral protocols with different properties, based on slightly different cryptographic
assumptions, each of which allows the general public to be convinced that a
string was sampled with high min-entropy.

A public certified min-entropy protocol consists of several parts. The prover
first applies the GenEntropy algorithm. This algorithm outputs a classical string
from a high min-entropy distribution and a quantum state, called the witness,
which is later used for certification. A CloneWitness algorithm can be used to
generate additional copies of the witness from the first copy. An interactive
protocol, CertEntropy , can be used between a quantum verifier and the quantum
prover. At the end of this algorithm, the prover still has a quantum state which
could be used for future CertEntropy runs. We say that the min-entropy verification
is transferable if both the prover and the verifier can then subsequently convince
others. Moreover, we say that the scheme is classically transferable if this can be
done via a classical channel. Our protocol with a quantum verifier is classically
transferable.

The min-entropy guarantee is the following: Consider running the compu-
tationally bounded adversary A with an honest verifier. Let S be the random
variable that represents the string that the verifier accepts, and ⊥ otherwise. The
min-entropy of S, while ignoring the probability of ⊥, must be super-logarithmic.
In other words, if we run poly(λ) copies of A(1λ) with respect to polynomially
many different verifiers, all non-⊥ values Si would be unique, except with neg-
ligible probability.

Theorem 1 (Main Result 1). There is a public certified classically transfer-
able min-entropy scheme, assuming one-shot signatures exist.

This result is stated formally in Corollary 3.
Recall that one-shot signatures [1,16,5,12,17] allow generating a classical ver-

ification key pk and a quantum signing key sk . The quantum signing key can be
used to sign a message, so that the signed message passes verification with the
original verification key. We say that the scheme is unforgeable if it is compu-
tationally hard to find two signed messages with respect to the same verifica-
tion key, i.e., finding pk,m0, σ0,m1, σ1 where m0 ̸= m1 and verifypk(m0, σ0) =
verifypk(m1, σ1) = ⊤.

The schemes above require a quantum computer and a classical communica-
tion channel between the prover and verifier. We also give a classically certifiable
variant in which the verifier requires only classical resources to certify the min-
entropy.

Theorem 2 (Main result 2). There is a public classically certifiable min-
entropy protocol assuming one-shot signatures with classically generatable veri-
fication keys.

This result is stated formally in Corollary 4.
Note that, unlike the previous result, the classically certifiable protocol is

untransferrable, meaning that, despite the classical verifier being convinced that
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the string indeed has high min-entropy, the classical verifier cannot convince
others of this fact. Compared to the previous result, it is further required that
the underlying one-shot signature has a classically generatable verification key.
This means there is a classical algorithm that can sample from a distribution in-
distinguishable from the real distribution of the one-shot signatures’ verification
keys. Crucially, the OSS constructions in [16] satisfy this property.

Our construction has two variants. The weaker variant, which we call the log-
arithmic construction (see Construction 1(a)), requires standard unforgeability
of the underlying one-shot signature, and allows CloneWitness to be applied sequen-
tially at most c log(λ), and guarantees super-logarithmic min-entropy. Zhandry
and Shmueli [16] showed that such a one-shot signature exists in the standard
model; see Section 1.2 for details on the assumptions needed. Note that cloning
sequentially at most logarithmically many times means that the total number
of clones could be at most λc. The stronger variant, which we call the linear
construction (see Construction 1(b)), requires exponential unforgeability of the
underlying one-shot signature, and allows CloneWitness to be applied sequentially
at most 1

8λ, and guarantees 1
8λ min-entropy. The total number of clones in this

case could be exponential. Ref. [16] constructs such an exponentially unforgeable
OSS scheme relative to a classical oracle.

Our techniques are tightly related to quantum fire. Recall that a quantum
fire has a Spark algorithm that generates a serial number s and an associated fire
state f s. The fire’s verification algorithm accepts the fire state and serial number
generated by Spark . Clone takes a serial number s and the associated fire state
f s (which, by completeness, passes verification), and outputs two states that
pass verification with respect to s. We emphasize that the original state and
the two outputs might be far from an information-theoretic perspective, but are
functionally equivalent: they both pass verification, and can be used to produce
further clones. The security guarantee, and the distinguishing feature of quantum
fire, is that the fire states are untelegraphable: There is no way to transfer the
quantum state from one party to another via a one-way classical communication
channel. These states can spread, analogous to “real” fire, provided they are
kept alive quantumly and do not decohere: the fire cannot be “reconstructed”
from the decohered state (its classical ashes), since that would allow it to be
telegraphed. We define and use a strong notion of untelegraphability in which
the first adversary chooses an s such that the second adversary must reconstruct
a fire state relative to s; see Definition 10 for details. To the best of our knowledge,
no construction of quantum fire is known in the standard model.4 Our last main
contribution is to give such a construction:

Theorem 3 (Main result 3). One-shot signatures (for which standard model
constructions exist) imply strongly untelegraphable quantum fire.

This result is stated formally in Corollary 1. Our fire construction has an-
other novel feature. The untelegraphability property of quantum fire ensures

4 All existing constructions of quantum fire have had security only relative to a quan-
tum [15] or classical [5,12] oracle.
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that the fire state cannot be transferred via one-way classical communication.
We define a new property of quantum fire, conversability, which means that a
flame can be transferred via interactive classical communication. Quantum fire
shows that there are states that are cloneable but not telegraphable. Conversable
quantum fire takes it one step further: there are states that are clonable, can
spread like fire via classical interactive communication, but not one-way classical
communication. Our construction is of conversable quantum fire.

1.1 Technical Overview

Our techniques heavily rely on quantum fire and one-shot signatures, see Sec-
tions 2.1 and 2.2 for formal definitions.

We observe that strong untelegraphability implies that the process that gen-
erates the serial number of a quantum fire state that passes verification must
have super-logarithmic min-entropy5. In other words, consider a QPT adversary
that generates (s, f )← A(1λ), and assume for simplicity that the adversary al-
ways generates states that pass verification. Suppose that the min-entropy over
the random variable s is merely logarithmic, and let s∗ be the most probable
outcome. The logarithmic min-entropy means that s∗ occurs with probability
Ω(n−c) for some constant c. Then, if Alice and Bob both run A, the probability
that both generate the same state f s∗ is at least Ω(n−2c), contradicting strong
untelegraphability. (Note that Alice did not send Bob even a single bit.) For the
linear construction (see Construction 1(b)), the argument is similar, but based
directly on the exponential unforgeability guarantees of the OSS. These two re-
sults are shown formally in Theorems 9 and 10. We note that a variation of this
idea was used by Zhandry, in the context of quantum lightning, which is further
discussed in the related works, Section 1.2.

This approach yields a public, certifiable min-entropy scheme: to generate
randomness, Alice prepares a quantum fire state, with the min-entropy source
being the fire’s serial number. When Alice wants to prove to Bob that her serial
number s was generated from a high min-entropy distribution, she clones the
state, and sends s and one of the clones to Bob. Bob checks that Verify(s, f s) = ⊤.
Note that now Bob (and not only Alice) can certify to others that s was generated
from a high min-entropy distribution. We call this property transferability.

In the scheme above, Alice uses quantum communication to send her clone
to Bob. By the untelegraphability property of quantum fire, this cannot be done
via one-way classical communication. We define a new property of quantum
fire, conversability, which means that a flame can be transferred via interactive
classical communication. This allows Alice to send her fire state to Bob via
an interactive Quantum Computation with Classical Communication (QCCC)
protocol, yielding:

Theorem 4 (informal). Strongly untelegraphable conversable quantum fire im-
plies publicly certifiable and classically transferable min-entropy.
5 A lower-bound on the min-entropy is also related to Kolmogorov complexity, see Re-

mark 1.
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The definition of public certifiable min-entropy is introduced in Section 2.3,
and the result above is stated formally in Theorem 12 in Section 4.

We show how the missing ingredient, namely, a strongly untelegraphable and
conversable fire scheme, can be constructed based on one-shot signatures (OSS):

Theorem 5 (informal). One-shot signatures imply a conversable quantum fire.

The formal statement is given in Theorem 7, in Section 3. Next, we explain
the construction. To Spark fire, we generate a one-shot signature verification key
pk and quantum signing key sk , where the serial number is set to be pk, and
the fire state is sk . Intuitively, this seems problematic. Recall that in a one-shot
signature scheme, it should be computationally hard to find two signed messages
that verify with the same verification key. Since a single copy of the quantum
signing key allows signing any message, two information-theoretic clones would
break the security of the one-shot signature scheme. In other words, it must
be computationally hard to create information-theoretic clones of sk . But recall
that our goal is more modest: a clone is defined by functional equivalence: any
state that passes verification with the same serial number. So, given a fire state,
which is in fact a quantum OSS key-pair (pk, sk ), the cloner creates two fresh
quantum one-shot pairs (pk0, sk 0, pk1, sk 1). Then it runs σ ← Sign(sk , (pk0, pk1)).
The clones have a classical register that consists of the signed message for both
clones (i.e., (pk0, pk1, σ), and the first clone has a quantum register sk 0, and
the second clone has the quantum register sk 1. We have two variants of the
construction: In the logarithmic variant, formalized in Construction 1(a), this
process can be repeated c · log(λ) times, for any fixed c chosen in advance, and in
the linear variant (see Construction 1(b)), at most λ

8 times. Overall, the classical
register of a fire state contains a chain of signed messages. Each link in the chain
consists of two verification keys and a signature that passes verification with one
of the verification keys in the previous link. The quantum register consists of a
quantum signing key associated with one of the two verification keys in the last
link. Overall, the verification algorithm checks that:

1. The signed message in each link passes verification with one of the two ver-
ification keys in the preceding link. (For the chain’s head, the serial number
functions as the (only) valid verification key.)

2. The quantum register is a valid one-shot signing key relative to one of the
two verification keys in the tail of the chain.

Note that such a scheme is indeed conversable: Alice can send a fire state to
Bob via interactive classical communication, using the following protocol. Bob
generates a quantum one-shot signature key-pair (pkB , sk B)← KeyGen(1λ), and
sends pkB to Alice; Alice also generates a new key-pair (pkA, sk A)← KeyGen(1λ).
She uses the quantum register of the fire state (in the form of one-shot signing
key) to generate a signature σ ← Sign(sk , (pkA, pkB)), and concatenates the
signed message to the chain, and sends the serial number s and the resulting
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chain to Bob. At this point, both Alice and Bob have a quantum signing key
and a chain of signatures originating from the fire’s serial number to their own
quantum signing key. This process can be repeated sequentially logarithmically
many times in the logarithmic variant, and up to λ

8 in the linear variant.
We argue that the logarithmic scheme is untelegraphable, based on the un-

forgeability of the OSS. As a warmup, we first consider a weaker question: Can
an adversary create two one-shot signing keys associated with the verification
key? The answer is no, since the two keys could be used to sign two different
messages; these signed messages will be accepted with the same verification key.

We now argue that the logarithmic scheme is strongly untelegraphable. Sup-
pose an adversary A can generate a serial number s and a classical message t so
that B can recover a valid serial number with respect to s. Suppose, for simplic-
ity, that the success probability of the adversaries is 1, and that all the chains
that are generated are exactly of length logc λ (the proof can easily be extended
to the general case). Consider an adversary F that runs t ← A and then runs
B(t) for nc+1 times. Each such run creates a signature chain that starts from s.
We interpret that chain as part of a tree6: if we see a valid signature of (pk0, pk1)
signed by pk, we attach pk0 and pk1 as pk’s children. The out degree cannot ex-
ceed 2: signed messages form pairs of verification keys, and having more than 2
children means that we have two valid signed messages with the same OSS veri-
fication key (i.e., an OSS forgery). Since the length of the chain is at most logc λ,
the binary tree has at most nc leaves. Since B generated nc + 1 such chains, by
the pigeonhole principle, there must be two chains that terminate with the same
leaf. As such, we have two one-shot signing keys, each associated with the same
verification key as that leaf. As discussed in the previous paragraph, this results
in a one-shot signature forgery, and hence should not be possible.

The linear scheme is strongly untelegraphable using a similar argument if
the underlying OSS has exponential unforgeability. More precisely, we say that
the OSS has exponential unforgeability if there is a constant h such that for any
ϵ > 0, no forger can succeed with non-negligible probability in a running time
of O(2(h−ϵ)λ). Shmueli and Zhandry [16] showed an oracle relative to which an
OSS that is exponentially unforgeable with parameter h = 1

3 exists. To prove
the strong untelegraphability, the main change is that the running time of the
forger is now roughly Õ(2λ/8), which contradicts the exponential unforgeability
of the OSS construction in [16].7

So far, both the prover and the verifier have quantum capabilities. This ap-
proach provides transferability, meaning that both the prover and the verifier
can convince others of the min-entropy. However, it requires a quantum verifier.

6 Technically, this may not be a tree (and may have loops). The argument given below
holds for the BFS tree generated from the graph described here; see the proof for
the full details.

7 The choice of parameter 1
8

is due to a tradeoff with the linear min-entropy that our
scheme satisfies: for the linear scheme which allows cλ clones and has eλ min-entropy,
we need c+ e < 1

3
. We choose the values c = e = 1

8
as concrete choices that satisfy

this constraint.
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We show how to modify the scheme so that the verifier is classical, while still
allowing the prover to certify the min-entropy. For that, we need an additional
assumption, namely, that the one-shot signature scheme has classically gener-
atable verification keys. We can then define a classically certifiable min-entropy
scheme. Recall that in the previous scheme, the verifier first generates a one-shot
signature key-pair (pkV , sk V ), and sends pkV to the prover. The prover uses sk
to sign (pkP , pkV ), where pkP is a new verification key generated by the prover.
The prover sends the signature chain to the verifier. The verifier checks that the
signature chain is valid. The verifier then has sk V , which is a valid one-shot sign-
ing key relative to pkV , which could in turn be used to certify the min-entropy to
others. Now, we modify the scheme so that the verifier does not need to generate
(pkV , sk V ). Instead, the verifier samples pkV from a distribution that is indis-
tinguishable from the one-shot signature verification key distribution. We show
that the scheme still has high min-entropy. Suppose, towards a contradiction,
that the min-entropy guarantee fails, i.e., there is an adversary that manages
to pass verification with the classical verifier, where the serial number distribu-
tion that the adversary accepts has low min entropy. We show that the same
adversary can certify low min-entropy against quantum verifiers, contradicting
our previous results. The argument that the min-entropy is the same in both
cases hinges on specific properties that we call decomposable fire scheme (see
Definition 18), and we show that our fire construction is decomposable (see The-
orem 11). Informally, decomposability of a conversable fire scheme means that
the Converse and the Verify protocol can be decomposed into separate quantum
and classical algorithms. Crucially, when the verifier follows the Converse proto-
col, the quantum part of the Verify algorithm would never fail. Recall that in our
construction, the verifier is the one who generates the one-shot signing key, and
therefore, the quantum part of the verification, in which the one-shot signing key
is tested, would never fail. We show that every decomposable scheme that has
e(λ) min-entropy to begin with can be viewed as a classical protocol between the
quantum prover and classical verifier with the same e(λ) min-entropy guarantee
(see Theorem 11 and Lemma 1).

We note that the scheme with the classical verifier serves as a proof-of-
quantumness [4]. We are not aware of any advantage of this scheme over the
proof-of-quantumness approach achievable directly from one-shot signatures, as
first suggested in [1].

1.2 Related Works

One-Shot Signatures [1] defined the notion of one-shot signatures as a signature
scheme where every secret key can sign a single message exactly once. They
showed a construction relative to a classical oracle; unfortunately, there was a
bug in the security proof. Shmueli and Zhandry [16] showed two constructions
of one-shot signatures from non-collapsing hash functions, the first relative to a
classical oracle, and a second one (the first in the standard model) based on sub-
exponential indistinguishability obfuscation (iO) and LWE. The construction
was shown to be exponentially hard. These two main constructions are the main
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starting point of our work. Çakan, Goyal, and Shmueli [5] then defined the
property of incompressibility of one-shot signatures, a property regarding the
inability to generate polynomially many signatures from a polynomially sized
string. One of the main drawbacks of incompressibility is that it applies in the
oracle model and has no natural counterpart in the standard model. They also
showed that the oracle-based construction of [16] is incompressible, which turned
out to be useful to construct quantum fire (see the paragraph below). [12] and
[17] both improved the parameters of the schemes, allowing shorter keys and
signing messages of linear length in the security parameter. These improvements
were made using different techniques.

Quantum Fire. Nehoran and Zhandry [15] established an oracle separation be-
tween two significant quantum no-go theorems: the no-cloning and no-telegraphing
theorems. Their result sheds light on the possibility of quantum states that are
cloneable yet untelegraphable. Building on this insight, Bostanci, Nehoran, and
Zhandry [3] formalized the notion of quantum fire and proposed a candidate con-
struction based on a new group-action hardness assumption; however, proving
the untelegraphability of this construction remained open.

Çakan, Goyal, and Shmueli [5], as stated above, defined a new property of
OSS, called incompressibility; They showed that relative to an oracle, the con-
struction of [16] is incompressible, and also constructed an untelegraphable quan-
tum fire construction relative to that oracle. One drawback of their approach is
that it relies heavily on the incompressibility of one-shot signatures. Since incom-
pressibility is only defined in the oracle model, we are not aware of an approach
for a standard model incompressible OSS (in particular, the heuristic approach
in which the oracles are obfuscated would not be an incompressible one-shot
signature). The same drawback does not allow for a natural standard model
construction of fire, based on their approach. By contrast, our quantum fire con-
structions are in the standard model (see Theorem 5). A comparative drawback
of our constructions is that the number of allowed sequential clone operations is
bounded. Note, however, that a clone operation creates two clones, and there-
fore, the overall number of clone operations, and the number of resulting clones,
can nevertheless be exponential in our linear-cloneable scheme (and polynomial
in our logarithmic-clonable scheme).

Certified Randomness. In our work, we focus on publicly certified min-entropy.
Note that a min-entropy source need not be uniformly random. The more am-
bitious goal is public-certified randomness, in which the source is guaranteed to
be ϵ-close to uniform.

There are two main approaches to certified randomness for a classical verifier.
The first is device-independent randomness expansion, which is based on Bell’s
inequality. Here, it is assumed that two non-signaling quantum devices are spa-
tially separated and were manufactured by the adversary. The classical verifier
initiates the protocol with a private, short random string, and the goal is to com-
plete the protocol with a longer private string that is ϵ-close to random [7,14,8],
or terminate in the event of device malfunction or cheating attempt.
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One drawback of the previously mentioned results is that they require two
distant, non-signaling devices. A complementary approach, introduced in [4], is
to use a single untrusted quantum device, whose output randomness is condi-
tional on a computational hardness assumption and is guaranteed to be resistant
to computationally bounded adversaries.

A key issue that arises in both approaches is accumulation: these protocols
consist of many iterations of a sub-protocol that generates a small number of
bits of min-entropy (even less than 1). A key argument is to demonstrate that
this min-entropy accumulates when the sub-protocol is repeated appropriately.
We note that, in this work, we do not show such an accumulation result, as
we do not use the sub-protocol approach and instead argue directly about the
resulting protocol. We leave the question of whether some form of min-entropy
accumulation can be achieved to future work, as it does not seem necessary.

Another key difference between the private and public settings discussed
in this work is privacy. In the private setting, the initial seed must be privately
random, and emphasis is placed on ensuring that the adversary has no knowledge
of the resulting random string. One example where this is crucial is when this
randomness is used for cryptographic key generation. For public certified min-
entropy and public certified randomness, clearly, the randomness is intentionally
not private. Moreover, in this setting, there is no secret which, if revealed to the
adversary, would allow the prover to cheat.

Quantum Lightning. Zhandry defined quantum lightning, which is a collision-
free version of quantum public money. From the uniqueness property of quan-
tum lightning, one can obtain a private source of certified min-entropy from
the distribution of the bolt’s serial numbers [18, Theorem 3.3]. While quantum
lightning provides a private certified min-entropy, our approach provides publicly
certifiable min-entropy that remains transferable over classical communication
channels.

1.3 Open problems

We briefly state a few open problems.

Public Certifiable Randomness Can the public certifiability of min-entropy be
strengthened to a stronger notion, closer to uniform randomness? As an inter-
mediate question, is there a way to achieve entropy accumulation?

Unbounded clonability As noted, our scheme allows at most a linear number
of sequential Clone operations. As shown in Proposition 1, this restriction is
necessary in our construction. Are there constructions of conversable quantum
fire, or public certified randomness, where the number of Clone operations is
unbounded? We note that it seems that the quantum fire construction in Ref. [5]
allows any number of Clone operations.
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2 Definitions, notations and preliminaries

We use calligraphic fonts with a capital letter to represent quantum algorithms
(e.g., Sign), capitalized sans-serif for classical algorithms (e.g., Verify), lowercase
calligraphic font for quantum states (e.g., sk for a quantum signing key), and
lowercase letters for classical variables (e.g., m). For cryptographic schemes, we
use all capitals (e.g., OSS for a one-shot signature scheme). To avoid ambiguity,
we use the scheme followed by the algorithm’s name (e.g., OSS.Sign(·)).

In all our definitions below, we assume that all algorithms receive the security
parameter 1λ, but we sometimes omit it to avoid clutter.

Definition 1 (Non-bot Min-Entropy). For a probability distribution (p⊥, p1, . . . , pn),
we define the non-bot min-entropy as:

H⊥̸,∞(D) := min
i ̸=⊥

log(1/pi).

In most contexts, the probability p⊥ will be clear from the context.

Remark 1. High min-entropy implies that with high probability, the sampled
Kolmogorov complexity is high as well: H∞(X) ≥ e implies that K(X) ≥ e −
d − O(1) with probability at least 1 − 2−d. We will not interpret or further
optimize our results through the lens of Kolmogorov Complexity in this work.

2.1 One-Shot Signatures

Definition 2 (One-shot signatures adapted from[1]). A one-shot signa-
ture scheme consists of three QPT algorithms (KeyGen , Sign ,VerSign) with the
following syntax:

– KeyGen(1λ). It takes as input a common reference string and outputs a pair,
(sk , pk), referred to as the signing token (quantum state secret key) and the
verification key (public key).

– Sign(sk ,m). It takes a quantum signing token, sk , and a message to be signed,
m, and outputs a classical signature, sig.

– VerSign(pk,m, sig) is a classical deterministic polynomial time algorithm.
It takes the common reference string, the verification key, a message to be
verified, and a signature, and outputs ⊤ or ⊥.

– VerToken(pk, sk ) a QPT algorithm that takes a verification key and a quantum
signing key and outputs a quantum secret key sk ′, and a bit b indicating
acceptance or rejection.

Some one-shot signature constructions use a common reference string (CRS).
When instantiating the construction in this work with such constructions, our
schemes will also require a setup algorithm and a CRS, but we omit the syntax
for that to avoid clutter.
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Definition 3 (One-shot signatures correctness, adapted from [1]). For
all messages m in the message space M,

Pr
[
VerSign(pk,m, Sign(sk ,m)) = ⊤ : (pk, sk )← KeyGen(1λ)

]
= 1.

and

Pr
[
VerToken(KeyGen(1λ)) = ⊤

]
= 1.

Definition 4 (One-shot unforgeability (adapted from [1])). Given a one-
shot signature scheme OSS = (KeyGen , Sign ,VerSign,VerToken), we say OSS is
unforgeable if for all QPT adversaries:

Pr

m1 ̸= m2 ∧ a = b = ⊤ :

(pk,m1, sig1,m2, sig2)← A(1λ)
a← VerSign(pk,m1, sig1)

b← VerSign(pk,m2, sig2)

 ≤ negl(λ).

We say that the scheme is exponentially h-unforgeable if for every adversary
A that runs in time O(2h

′λ) for h′ < h, the equation above holds.

We also define the security notion of security from sabotage against one-shot
signatures as such,

Definition 5 (One-shot signatures security against sabotage). Given
a one-shot signature scheme (KeyGen , Sign ,VerSign,VerToken), the token validity
game is defined as such:

C A

. . .

pk, sk ,m

(a, sk ′)← VerToken(pk, sk )

b← VerSign(pk,m, Sign(sk ′,m))

We say the adversary wins if a = ⊤ and b = ⊥, meaning the adversary was able
to generate a token that passes the verification, and a message that, if signed by
this token, will create a signature that will not pass verification with the verifi-
cation key of the token. We define the scheme to be unforgeable if it holds that
for every QPT adversary, A:

Pr [A wins] ≤ negl(λ).

Theorem 6 ([16]). The standard model one-shot signature construction pre-
sented in [16], satisfies the following properties:



12 O. Sattath et al.

1. It is unforgeable assuming each of the following: (1) sub-exponentially se-
cure indistinguishability obfuscation, (2) sub-exponentially-secure one-way
functions, and (3) (polynomially-secure) LWE with a sub-exponential noise-
modulus ratio.

2. There exists a classical algorithm that outputs verification keys with the same
distribution as the KeyGen algorithm of their construction

Furthermore, relative to the oracles therein, their OSS construction is exponen-
tially 1

3 -unforgeable.

The last part of the theorem follows from two main results in [16,9]. Shmueli
and Zhandry showed that the probability of an adversary succeeding in finding
a collision in a non-collapsing hash function, while making q oracle queries,
is O( q

3·poly(λ)
2λ

) [16, Theorem 30]. Dall’Agnol and Spooner construct one-shot
signatures from non-collapsing hash functions [9, Section 6]. It is shown that
one-shot signatures can only have weaker non-collision resistance than the non-
collapsing hash functions on which they are based. That is, the probability of a
one-shot signature forger to succeed would also be bounded from above by the
same bound. Since the number of queries q is at most the run-time, then any
adversary that runs in time T = O(2h

′λ) for h′ < 1
3 has success probability of

O( (2
h′λ))3·poly(λ)

2λ
) = negl(λ).

2.2 Quantum Fire

Definition 6 (adapted from[3]). A quantum fire scheme consists of three
QPT algorithms (Spark , Clone,Verify) where:

– Spark (1λ) takes the common reference string and outputs a serial number s
and a quantum fire state f s, which we will refer to as a flame.

– Clone(s, f s) takes a serial number s, and a flame f s, and outputs two registers
A and B in some potentially entangled state csAB.

– Verify(s, f s) takes a serial number s, and an alleged flame, and accepts or
rejects. In c-clonable schemes, that will be introduced later (see Definition 8),
we also output an integer CL (Clones Left), which will state the number of
Clone algorithms that can still be executed on the flame.

We also define an algorithm Ṽerify that runs Verify(s, f s) and outputs s if
verify accepts, and ⊥ otherwise.

Note that there can be multiple variants of quantum fire schemes [3,5], simi-
larly in spirit to private quantum money, public quantum money, and quantum
lightning. In the definition above, we use the keyless variant (similarly to quan-
tum lightning, which has no private key).

Definition 7 (Correctness [3]).

Pr
[
Verify(s, f s) = ⊤ : (s, f s)← Spark (1λ)

]
= 1
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Definition 8 (Cloning Correctness). We say that a quantum fire scheme is
c-clonable if

Pr
[

Verify(s, f ) = ⊤ : f ← Clonec(λ)(Spark (1λ)))
]
= 1,

where Clonec is the algorithm that applies Clone sequentially c(λ) times to any of
the registers. We say that the scheme is one-time cloneable if the above holds for
c(λ) = 1, as was defined in [3].

Next, we define two security notions for quantum fire, namely, untelegrapha-
bility. We note that the original notion of untelegraphability, introduced by [3],
will not be used throughout our work. Instead, we use a stronger notion, which
we call strong untelegraphability, which is defined immediately below it.

Definition 9 (Untelegraphability [3]). We say the scheme is an untele-
graphable quantum fire if for all (non-entangled) QPT adversaries A and B,

Pr [ Adversaries win ] ≤ negl(λ),

where the untelegraphability game is defined as follows:

C A B

(s, f s)← Spark(1λ)

s, f s

. . .

t ∈ {0, 1}∗

. . .

g
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

b← V erify(s, g)

The adversaries win if b = ⊤.

We define a stronger variant:

Definition 10 (Strong untelegraphability). We use the same definition as
untelegraphability (Definition 9), except we change the security game as follows:
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C A B

1λ

. . .

s t ∈ {0, 1}∗

. . .

f
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

b← Verify(s, f )

Definition 10 implies Definition 9, since A could always choose to generate s
honestly by running the Spark algorithm.

Definition 11 (Min-Entropy of Quantum Fire). We say that a fire scheme
has e(λ) min-entropy if for every QPT adversary L,

H⊥̸,∞(Ṽerify(L(1λ)) ≥ e(λ).

(Recall Definition 1 for H⊥̸,∞, and Definition 6 for Ṽerify.) We say that a fire
scheme has high min-entropy if it has e · log(λ) min-entropy for every constant
e > 0. We say it has linear min-entropy if there exists a constant e > 0 such
that the scheme has eλ min-entropy.8

Quantum fire is defined to be untelegraphable, meaning a flame cannot be
sent via one-way classical communication. A conversable fire, a notion which is
introduced in this work, can be sent via two-way (1-round) classical communi-
cation:

Definition 12 (Conversability). A conversable quantum fire is a quantum
fire scheme with 3 additional QPT algorithms Prepare,Reconstruct ,Deconstruct .

– Prepare(1λ) takes the security parameter and outputs a classical preparation
string and a quantum preparation state.

– Deconstruct(s, f , p) takes a serial number s, a flame f , and the preparation
string p (a classical string). The algorithm outputs a classical telegraph string
and a verification key.

– Reconstruct(s, t, vk, g) takes the serial number s, the telegraph string t, a ver-
ification key vk, and the quantum preparation state g , and outputs a flame.

The Converse protocol is a protocol over classical communication between a
sender, who wants to send a flame to a receiver, and is defined as follows:
8 Note that a linear min-entropy implies high min-entropy, and not necessarily vice-

versa.
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1. The receiver runs (r, g)← Prepare(1λ) algorithm, and sends r to the sender
2. The sender starts with a pair of a serial number and a flame, (s, f ), runs

d, vk ← Deconstruct(s, f , r), and sends d, vk to the receiver.
3. The receiver runs f ′ ← Reconstruct(s, d, vk, g).

We say the Converse protocol succeeds if Reconstruct did not output ⊥.
Let (s, f s) be the result of Spark (1λ) and at most c(λ) combinations of Clone

operations Converse protocol for c-clonable schemes. We say that the scheme is
conversable if:

Pr

Verify(s, f ′) = ⊤ :

(r, g)← Prepare(1λ)
d← Deconstruct(s, f )

f ′ ← Reconstruct(s, d, g)

 = 1.

The definition can be easily extended to n-round conversability to allow mul-
tiple rounds of interactive communication, but this is not needed in our work.

2.3 Public Certifiable Min-Entropy over Classical Communication

Definition 13 (Publicly Certifiable Min-Entropy). A publicly certifiable
min-entropy scheme consists of three QPT algorithms (GenEntropy , CloneWitness , CertEntropy)
where:

– GenEntropy(1λ) takes a security parameter and generates a string s, and a
quantum witness ws.

– CloneWitness(s,ws) takes a string, s, and a quantum witness, ws, and outputs
a quantum state with two registers w1,w2, each is an individual quantum
witness.

– CertEntropy⟨P, V ⟩ is a polynomial-time protocol, over classical communica-
tion, between a quantum prover and a quantum verifier, where the prover
takes a string and a quantum witness w , and the verifier’s input is the secu-
rity parameter. The verifier ends with a classical bit that represents accept
or reject, a classical string s′, and a quantum witness w ′.

Similarly to quantum fire (see Definition 6), we define an algorithm ˜CertEntropy
that runs CertEntropy and outputs s if the protocol has accepted or ⊥ otherwise.

Definition 14 (c-clonability). We say a public certifiable min-entropy scheme
is c-clonable for a function c if the following holds,

Pr
[

CertEntropy(s,w) = ⊤ : w ← CloneWitnessc(λ)(GenEntropy(1λ)))
]
= 1,

where CloneWitnessc(λ) is the algorithm that runs CloneWitness1 sequentially at most
c(λ) times, where CloneWitness1 runs CloneWitness, and takes either the first or the
second of the registers as its output.
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Definition 15 (Public certifiability correctness). A public certifiable min-
entropy scheme is c(λ)-correct if

Pr
[

CertEntropy(s,wP ) = ⊤ : wP ⊗ wV ← CertEntropyc(λ)(GenEntropy(1λ))
]
= 1,

where CertEntropyc(λ) is the protocol that runs the CertEntropy protocol sequentially
for c(λ) repetitions.

Definition 16 (High Min-Entropy Certifiability). We say that a public
certifiable min-entropy has e(λ) min-entropy if for every adversary P,

H⊥̸,∞

[
˜CertEntropy⟨P, V ⟩

]
≥ e(λ).

We say that a public certifiable min-entropy scheme has high min-entropy
if, for every constant c, the scheme has c · log(λ) min-entropy. We say it has
linear min-entropy if there exists a constant c such that the scheme has c · λ
min-entropy.

If we modify the publicly certifiable min-entropy scheme’s CertEntropy protocol
to also output a quantum state to the verifier, we can define the notion of
Transferability.

Definition 17 (c-Transferability). We say that a min-entropy scheme is c-
transferable for a function c = c(λ) if:

Pr
[

˜CertEntropy(s,w) ̸= ⊥ : s,w ← CertEntropyc(λ)(GenEntropy(1λ))
]
= 1,

where CertEntropyc is a sequence of c runs of the (honest) CertEntropy protocol,
each time the output state becomes the witness of the prover for the next round.

3 Conversable Quantum Fire from One-Shot Signatures

The main result in this section is showing the construction and security proof
of conversable quantum fire from one-shot signatures. We start by defining the
two variants of the construction:

Construction 1 (Conversable Quantum Fire from One-shot Signatures).
Given a one-shot signature scheme OSS = (KeyGen , Sign ,VerSign,VerToken) and

a function c(λ), we define a c(λ)-clonable quantum conversable fire scheme. We
use the term logarithmic construction, or Construction 1(a) to the construction
below with c(λ) = c · log(λ) for any constant c; and the linear construction, or
Construction 1(b), with c(λ) = 1

8λ. (The main role of c is line 2 in Verify)

– Spark (1λ):
1. (pk, sk )← KeyGen(1λ)
2. Output (s := pk, f s := sk )
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– Clone(s, sk ) (Comment: note that the algorithm does not use s)
1. Let sk ′ be the quantum register in sk , and let sk′ be the first classical

register.
2. (sk 0, pk0, sk 1, pk1)← KeyGen(1λ)⊗2.
3. sig ← Sign(sk , (pk0||pk1)).
4. Set sk 0 := ((sk′, pk0, pk1, sig), pk0, sk 0), and sk 1 := ((sk′, pk0, pk1, sig), pk1, sk 1).
5. Output sk 0, sk 1.

– Verify(s, sk ):
1. Interpret the first classical register in sk as (pk10, pk11, sig1, pk20, pk21, . . . , pkT0 , pkT1 , sigT ),

the second classical register as pk, and the quantum part sk ′ and denote
pk00 := s, and pk01 := s.

2. Reject if T > c(λ).
3. For every t from 1 to T

(a) at ← VerSignpkt−1
0

(pkt0||pkt1, sigt) ∨ VerSignpkt−1
1

(pkt0||pkt1, sigt).
4. Reject if (pkT0 ̸= pk ∧ pkT1 ̸= pk).
5. a← VerToken(pk, sk ′)
6. CL = c(λ)− T .
7. Output a ∧

(∧T
t=1 at

)
, CL.

– Prepare(1λ):
1. Output KeyGen(1λ).

– Deconstruct(s, sk , r):
1. Interpret sk as ch, pk, sk ′.
2. (pk, sk ′′)← KeyGen(1λ).
3. sig ← Sign(sk ′, pk||r).
4. ch′ := (ch, pk, r, sig). (Note: This is a chain with one link longer than

the one we started with)
5. Output ch′, r.

– Reconstruct(s, d, r, sk ′):
1. Interpret d as ch′, r′.
2. If r ̸= r′, reject. Otherwise, output (ch′, r′, sk ′).

Next, we analyze the case in which the clonability is logarithmically bounded
Construction 1(a).

Theorem 7. For any constant c, Construction 1(a) is a strong untelegraphable
(see Definition 10) conversable c · log(λ)-clonable fire scheme, if OSS is an
unforgeable one-shot signature (see Definition 4).

Proof. The correctness (Definition 7), conversability (Definition 12), and the
c log(λ)-clonability (Definition 8) follow from the correctness of the one-shot
signature scheme OSS. Suppose towards a contradiction that the scheme is not
strongly untelegraphable, i.e., there exist two adversaries A and B that succeed
in the security game defined in Definition 10. For simplicity, we assume their
success probability is 1 (the general case, where the success probability is non-
negligible, can be shown similarly using a simple repetition argument). We define
the following Forger, F :
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1. (c, s)← A(1λ).
2. For each i from 1 to ⌈2c(λ)⌉+ 1 run sk i ← B(c).
3. For each pair (i, j):

(a) Inconsistency test: Check the classical registers of sk i and sk j to see
if the two branches of signed messages are inconsistent, that is, whether
we can find two different messages signed relative to the same pk; if so,
return the pk and the two messages and signatures.

(b) Internal node test: Denote by pki and pkj the associated verification
keys of sk i and sk j . If the i’th branch contains a signature that passes
verification with pkj , then use sk j to sign a different message, and return
pkj and the two signed messages.

(c) Two terminals test: If pki = pkj , sig0 ← Sign(sk i, 0), σ1 ← Sign(sk j , 1).
Return (pki, 0, sig0, 1, sig1).

4. Return ⊥.

Since A and B are QPT, F is also a QPT algorithm. We argue that F always
succeeds in outputting a forgery. We use the 2c·log(λ) + 1 chains to construct a
directed graph, as follows: The source of the graph is the node labeled s. Each
pk is a vertex and we add an edge from every vertex to pk0 and pk1 if there
is a signed message of (pk0, pk1) that passes verification with respect to pk.
Even though it may be useful to view this graph as a tree (and, when generated
honestly, it is a tree), it need not be. Clearly, if we output two signed messages
in step 3a, we have a successful forger, according to the one-shot unforgeability,
Definition 4. A failure to find such cases means that the out-degree of all vertices
is at most 2. The outputs in steps 3a and 3c are either a forge or could be turned
into an adversary that violates the token’s validity, as defined in Definition 5.
Lastly, we have to argue why the forger never reaches step 4, and outputs ⊥.
Recall that in step 2, we make sure that the length of the signed messages chain
is at most c log(λ). Therefore, the distance between s and every other vertex in
the graph is at most c log(λ). In a graph with out-degree at most 2, and such that
all vertices have a distance d from a vertex s have at most 2d terminals. This
can be proved by induction, or by noticing that a Breadth-first search (BFS)
traversal on G returns a binary spanning tree for G with height at most d, and
therefore the BFS tree has at most 2d leaves. Every terminal in G must be a leaf
in the BFS tree, and therefore the number of terminals in G is at most 2d. By the
pigeonhole principle, since we have ⌈2c·log(λ)⌉+1 such chains, we either have two
terminals associated with the same verification key and therefore, would return
a non-⊥ output in step 3c; or a one-shot signing key associated with an internal
node, which yields non-⊥ value in step 3b.

For the Construction 1(a), where c(λ) = c · log(λ), we only needed a standard
level of unforgeability, i.e., security against polynomially bounded adversaries,
in order to prove our construction is strongly untelegraphable. As we will now
see, for Construction 1(b) where c(λ) = 1

8λ, we need unforgeability even against
exponential adversaries:
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Theorem 8. If OSS is an exponentially h-unforgeable one-shot signature with
h > 1

8 (see Definition 4), then the linear construction, Construction 1(b) is a
strongly untelegraphable λ

8 -cloneable quantum fire.

Proof. The proof is very similar to the proof of Theorem 7. As in the previ-
ous proof, completeness, including c(λ)-clonability, follows from the correctness
of one-shot signatures. Assume towards contradiction that there exist adver-
saries A and B that win quantum fire’s untelegraphability game; for simplicity,
the adversaries succeed with probability 1. Let F be the same forger from the
proof of Theorem 7, note that the c(λ) has changed, meaning that F runs in
O(2

λ
8 ·poly(λ)) time. Similar to the proof of Theorem 7, F succeeds with proba-

bility 1. We have reached a contradiction to OSS’s exponential unforgeability by
constructing a forger, F , whose runtime is o(2

λ
8 ) that succeeds in a non-negligible

probability (actually with probability 1).

We therefore have shown that Construction 1(b) from the one-shot signature
scheme in [16] is linear bounded untelegraphable conversable quantum fire.

The following corollary follows from the last two theorems:

Corollary 1. An unforgeable one-shot signature scheme implies strongly untele-
graphable conversable quantum fire of the logarithmic variant. If the one-shot sig-
nature scheme is exponentially unforgeable, then the one-shot signature scheme
implies the linear variant of conversable quantum fire.

In both variants of our construction, the chain length is bounded by a func-
tion, either logarithmic or λ

8 in the security parameter (see line 2 in Verify). A
natural question is whether the variant in which this condition is relaxed or
removed completely is also secure. We give a negative answer to this question
by showing that it cannot hold generically. (Moreover, the result below shows
that even a length that is the same length as the verification key cannot work
generically.)

Proposition 1. Let OSS be a one-shot signature scheme. There exists a black-
box construction (see Construction 2) OSS′ from OSS, which is unforgeable if
and only if OSS is unforgeable.

Furthermore, Construction 1 instantiated with c(λ) = λ is insecure (i.e., is
telegraphable) when constructed using OSS′.

Proof. We start by defining OSS′ as follows:

Construction 2. Let OSS = (KeyGen , Sign ,VerSign) be a one-shot signature
scheme where we assume without loss of generality that the verification keys
are of length λ. We define OSS′ to be a one-shot signature scheme, such that
the algorithms KeyGen , Sign are the same, the alphabet of the verification keys will
include a new symbol, ’$’, and the VerSign(vk,m, σ) algorithm will be as follows:

1. If the verification key has the form $||vk:
(a) If |vk| < λ− 1 and m = ($||vk||0, $||vk||1), then accept.
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(b) If |vk| = λ− 1 and m = (vk||0, vk||1), then accept.
(c) Else reject.

2. Else output OSS.VerSign(vk,m, sig).

We show that if OSS is an unforgeable one-shot signature scheme, then
OSS′ is also unforgeable. First, correctness holds since we did not change the
KeyGen algorithm, so it will still generate a token that holds correctness with a
verification key over the original alphabet (see Definition 3), so OSS′.VerSign will
act as OSS.VerSign. Next, Unforgeability (see Definition 4) holds. Consider an
adversary that forges two signed messages, m0 ̸= m1, associated with the same
verification key. In the case where the verification key does not begin with ’$’,
OSS.VerSign acts as OSS.VerSign, and therefore the probability of the adversary
producing such forges is negligible. Note that every vk that begins with ’$’ will
only be accepted with a unique message as defined in Construction 2. Therefore,
finding two distinct messages that can be signed using such a verification key is
impossible.

With that in hand, we now prove that Construction 1, constructed from
OSS′, is telegraphable. We define the following adversaries A and B to the
strong untelegraphability game (see Definition 10). Perhaps surprisingly, our
adversaries do not send any communication to each other. A outputs $ to the
challenger, and sends an empty string to B. B runs (vk, sk ) ← KeyGen(1λ) and
generates a classical register that starts with $0, $1. Let vk:c be the first c bits of
vk. For each bit of vk, with index c, B appends the following string at the end
of the register: $vk:cb0, $vk:c1. For the last bit of vk, the appended string does
not begin with the ’$’ symbol. B ends up with the classical register containing
the string

($0, $1), ($vk:10, $vk:11), . . . , ($vk:λ−20, $vk:λ−21), (vk:λ−10, vk:λ−11).

He then sends a quantum state composed of a classical register containing the
string he constructed and a quantum register containing sk , the token gener-
ated by KeyGen . This string will pass verification under Construction 1 since
OSS′.VerSign accepts the entire chain according to the rules added to it. This
means that these two adversaries win the strong untelegraphability game with
probability 1.

We now want to start examining the min-entropy of Construction 1. We start
by showing that a quantum fire scheme has high min-entropy

Theorem 9 (Quantum Fire Min-Entropy). Strong untelegraphability of
quantum fire (see Definition 10), implies high min-entropy, as defined in Defi-
nition 11.

Proof. We assume towards a contradiction that there exists an adversary L that
outputs (s′, f ′) and has low min-entropy (i.e., violates the guarantee in Defi-
nition 11). We define the following two adversaries to quantum fire’s keyless
non-telegraphing game: A runs (s′, f ′) ← L and sends s′ to the challenger. B
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runs (s′′, f ′′) ← L, and sends f ′′ to the challenger. Let s∗ be the serial number
with the maximal probability to be generated by L, which occurs with proba-
bility p∗, where p∗ = 2−H⊥̸,∞(Ṽerify(L(1λ))). Because we assume L generates serial
numbers and flames with low min-entropy, we can say that p∗ is non-negligible.
The probability that A and B win the untelegraphability game is at least the
probability that both get the same serial number from L, (p∗)2, which is non-
negligible.

Note there was no need for any communication between the adversaries, even
though A is allowed to send a classical message to B.

Quantum conversable fire is quantum fire with an additional correctness no-
tion of conversability and thus also has the same notion of min-entropy. We now
show that from the same requirement of exponential hardness of the unforge-
ability of one-shot signatures that gave us the security of Construction 1(b), we
can also prove it has min-entropy that is linear in the security parameter.

Theorem 10. If OSS is an exponentially unforgeable one-shot signature with
the parameter 1

3 (see Definition 4), then Construction 1 with c(λ) = 1
8λ has

min-entropy of at least 1
8λ (see Definition 11).

Proof. Assume towards contradiction that there exists an adversary L for which
H⊥̸,∞(ṽer(L(1λ))) < 1

8 ·λ. We define the forger F to be the following algorithm:
F runs L for 2

1
4 ·λ+2. For every serial number s that L generated, define the

graph G(s) to be the directed graph defined in the proof of Theorem 7 from
the branches generated by L that start with s that hold Verify(L) = ⊤. If any
of these graphs has an inconsistency, then F found a forgery. Otherwise, let
s∗ be the most common serial number L generates. The probability for which
L outputs s∗ is p∗ > 2−

1
8 ·λ. The expected number of branches that are part

of G(s∗) is then at least 2
1
4 ·λ+2 · 2− 1

8 ·λ = 2
1
8 ·λ+2. By the Chernoff-Hoeffding

inequality, with probability of at least 1
2 , there are at least 2

1
8λ+1 chains starting

with s∗. Recall that the number of leaves of a binary tree with depth ℓ is at most
2ℓ. The graph G(s∗) as shown in Theorem 7 is a binary tree, and as mentioned
has with probability greater than 1

2 at least 2
1
8λ+1 leaves that their chains are a

branch in the tree G(s∗). From its definition G(s∗) will be a tree of depth of at
most c(λ) = 1

8λ (Only branches of shorter or equal depth will pass verification),
Therefore it will have at most 2

1
8λ different paths to leaves. From the same

reasoning as in Theorem 7, by the pigeonhole principle, the forger will find
two signing tokens that are relative to the same verification key with constant
probability. This means that we’ve constructed a forger with constant success
probability, with runtime O(2

1
4 ·λ+2 · poly(λ)), which contradicts the exponential

hardness of unforgeability.

Note that a more general result can be achieved by taking c(λ) = ℓ · λ for
some fixed ℓ ∈ (0, h), although this choice of clonability has a trade-off with the
min-entropy, such that if the min-entropy is e ·λ for some fixed constant e, then
l + e < h (which in our case of the [16] construction was shown to be h < 1

3 ).
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We now lay the groundwork for what will later be necessary for a classically
certifiable min-entropy (see Construction 3). We start by defining a variant of
conversable fire, with a classical receiver in the Converse protocol.

Definition 18 (Decomposable Fire). A conversable quantum fire scheme
CQFIRE is decomposable if the flame can be decomposed to three registers,
two classical and one quantum, and there exist 3 PPT algorithms CPrepare(1λ),
CRecon(r, s, d),CVerify(s, ch, vk) (CPrepare takes the security parameter and out-
puts a verification key, CRecon takes a serial number s and a deconstructed fire
string d and outputs the classical registers ch and vk, or ⊥, and CVerify takes a
serial number, a chain string, and a verification key and outputs ⊤ or ⊥) that
satisfy for all (computationally unbounded) adversaries A:

Pr

CVerify(s, ch, vk) = ⊤ :

r ← CPrepare(1λ)
s, d← A(r)

ch, vk ← CRecon(r, s, d)


=Pr

Verify(s, ch, vk, g ′) = ⊤ :

r, g ← Prepare(1λ)
s, d← A(r)

ch, vk, g ′ ← Reconstruct(r, s, d, g)

 .

We also define a variant of the verification algorithm, C̃Verify(s, ch, vk, r),
that, when CVerify accepts, outputs the serial number s and, when it rejects,
outputs ⊥.

Similar to the other primitives we’ve discussed, we want to define a notion
of min-entropy to accompany decomposable fire.

The next step in laying the groundwork is to show that the min-entropy
remains as we move from a conversable quantum fire to a decomposable fire.

Lemma 1. If CQFIRE is a decomposable fire (see Definition 18) and has e(λ)
min-entropy, then for every QPT (low min-entropy) adversary CL:

H⊥̸,∞

C̃Verify(s, ch, vk) = ⊤ :

r ← CPrepare(1λ)
s, d← CL(r)

ch, vk ← CRecon(r, s, d)

 ≥ e(λ) (1)

Proof. Fix an adversary CL. We define the two following distributions:

∀s ∈ {0, 1}∗∪{⊥} : D1(s) := Pr

C̃Verify(s, ch, vk) = s :

r ← CPrepare(1λ)
s, d← CL(r)

ch, vk ← CRecon(r, s, d)



∀s ∈ {0, 1}∗∪{⊥} : D2(s) := Pr

Ṽerify(s, ch, vk, g ′) = s :

r, g ← Prepare(1λ)
s, d← CL(r)

ch, vk, g ′ ← Reconstruct(r, s, d, g)


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We argue that D1 = D2, i.e., ∀s ∈ {0, 1}∗ ∪ {⊥} : D1(s) = D2(s). Assume
toward contradiction that there exists s∗ ∈ {0, 1}∗ such that D1(s

∗) ̸= D2(s
∗).

We define the following adversary A′(r) relative to Definition 18. A′(r) runs
s, d ← CL(r); if s = s∗ it outputs s∗, d otherwise it outputs ⊥. If we examine
Eq. 1, the left-hand side with our A′ is equal to D1(s

∗), and the right-hand side
is equal to D2(s

∗). We’ve reached a contradiction. Since the two distributions
are equal, their non-bot min-entropy is equal as well:

H⊥̸,∞

C̃Verify(s, ch, vk) = s :

r ← CPrepare(1λ)
s, d← CL(r)

ch, vk ← CRecon(r, s, d)


= H⊥̸,∞

Ṽerify(s, ch, vk, g ′) = s :

r, g ← Prepare(1λ)
s, d← CL(r)

ch, vk, g ′ ← Reconstruct(r, s, d, g)

 ≥ e(λ),

where the final inequality comes from Definition 11 where we take the adversary,
L to be the sequence of Prepare,CL and Reconstruct appearing in the equation
above.

Theorem 11. For every OSS that satisfies completeness (Definition 3, if there
exists a classical algorithm CKeygen such that CKeygen(1λ) = KeyGen(1λ)vk, then
the fire in Construction 1 is decomposable.

Proof. We want to prove that the decomposability conditions hold. We observe
that the fire states generated in Construction 1 indeed can be partitioned to 3
registers in the required format. We can now define the 3 algorithms:

1. CPrepare(1λ) := CKeygen(1λ)

2. We define CVerify(s, ch) to be the first 4 lines of Construction 1’s Verify
algorithm and output the AND of all the at’s. We define QVerify(ch, f ) to
be line 5 of it.

3. We define CRecon(s, d, r) acts similarly to Reconstruct , while disregarding the
quantum state. More precisely, it interprets d as ch′, r′. It rejects if r ̸= r′.
Otherwise, it outputs (ch′, r′)

We now show that the condition holds:
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Pr

Verify(s, (ch, vk, g)) = ⊤ :

r, g ← Spark (1λ)
s, d← A(r)

ch, vk, g ← Reconstruct(s, d, r, g)


(∗)
= Pr

CVerify(s, ch, vk) ∧ VerToken(vk, g) = ⊤ :

r, g ← KeyGen(1λ)
s, d← A(r)

ch, vk, g ← Reconstruct(s, d, r, g)


(∗∗)
= Pr

CVerify(s, ch, vk) ∧ vk = r ∧ VerToken(r, g) = ⊤ :

r, g ← KeyGen(1λ)
s, d← A(r)

ch, vk, g ← Reconstruct(s, d, r, g)


=Pr

CVerify(s, ch, vk) ∧ VerToken(r, g) = ⊤ :

r, g ← KeyGen(1λ)
s, d← A(r)

ch, vk, g ← Reconstruct(s, d, r, g)


Definition 3

= Pr

CVerify(s, ch, vk) = ⊤ :

r ← CPrepare(1λ)
s, d← A(r)

ch, vk ← CRecon(s, d, r)


(*) follows by the definition of Verify .
(**) CVerify checks that vk = r.

Since the condition is satisfied by our construction of CPrepare,CRecon and
CVerify, then there exist such algorithms as required in the proof, and there-
fore Construction 1 is indeed a decomposable fire.

This follows implicitly from [16, Proposition 29] in their eprint version.
By combining Theorems 6, 7 and 11 we have:

Corollary 2. From the same assumptions in Theorem 6, item 1, Construc-
tion 1(a) instantiated with the one-shot signature scheme of [16] is a conversable
strong untelegraphable decomposable quantum fire.

4 Publicly Certifiable Min-Entropy over Classical
Communication from conversable Quantum Fire

Construction 3. Given a conversable quantum fire scheme,
CQFIRE =

(
Spark , Clone,Verify , ⟨Prepare,Deconstruct ,Reconstruct⟩

)
we define the

following construction:

– GenEntropy(1λ):
1. Output Spark (1λ)

– CloneWitness(s,w):
1. output Clone(s,w)
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– CertEntropy
〈

Prover (1λ, s,w , t), Certifier (1λ)
〉
:

1. The Certifier runs (t,w ′)← Prepare(1λ), and sends t to Prover .
2. The prover runs d, vk ← Deconstruct(1λ, s,w , t) and send s, d and vk to

Certifier .
3. Certifier runs w ′′ ← Reconstruct(s, d, vk,w ′)
4. Certifier runs b← Verify(s,w ′′)
5. Output b, s

Given a decomposable fire scheme (see Definition 18), we define a protocol
denoted CCertEntropy in which the quantum algorithms that the verifier uses are
replaced with those that are guaranteed to exist by the decomposability of the fire
scheme. Formally,

1. The certifier runs CPrepare(1λ).
2. The prover runs d, vk ← Deconstruct(1λ, s,w , t) and send s, d and vk to

Certifier .
3. Certifier runs ch, vk′ ← CRecon(s, d, vk)
4. Certifier runs b← CVerify(s, ch, vk′)
5. Output b, s

Theorem 12. Construction 3 is a public certified classically transferable min-
entropy scheme (see Definition 16), if CQFIRE is a conversable quantum fire
with high min-entropy (see Definition 11).

Proof. The correctness notion of c-clonability of Witnesses follows directly from
the cloning correctness of quantum fire. As for the notions of transferability and
public certifiability, they follow from the conversability correctness of conversable
quantum fire. Assume towards a contradiction that there exists an adversary P,
and a function e(λ) such that H⊥̸,∞( ˜CertEntropy⟨P, V ⟩)e(λ) in infinitely many
λ. We define the following quantum fire min-entropy adversary L that violates
the guarantee for high min-entropy (see Definition 11). The adversary L would
simulate the CertEntropy protocol with the malicious prover, P ∗, and the honest
verifier and output the result of the protocol. Since the string s that is returned
from the ˜CertEntropy algorithm passes Quantum Fire’s verify with non-negligible
probability (see Construction 3). Therefore, L will have a distribution with low
min-entropy that violates Definition 11.

We can now prove Main result 1 presented in Theorem 1 using Theorems 7,
9, 10 and 12 and Section 3 to prove:

Corollary 3. An unforgeable one-shot signature scheme implies a certifiable
public min-entropy scheme with at least logarithmic min-entropy in the secu-
rity parameter. If the one-shot signature is exponentially unforgeable, then the
scheme has at least linear min-entropy.

An important question is whether we can eliminate the need for a quantum
certifier. We answer this question in the affirmative, but this has some draw-
backs. First, we require that Construction 3 is constructed from decomposable
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conversable quantum fire (see Definition 18). Secondly, a certifier that lacks
quantumness cannot receive a witness at the end of the certification protocol,
rendering Construction 3 non-transferable in this case.

Theorem 13. Construction 3 is a public classically certifiable min-entropy scheme
if CQFIRE is a decomposable quantum fire, and there exists a classical algo-
rithm CKeygen such that CKeygen(1λ) = KeyGen(1λ).

Proof. The protocol CertEntropy in Construction 3 is running the Converse protocol
of CQFIRE. Specifically, the certifier runs Prepare,Reconstruct and Verify , which
all have classical counterparts, CPrepare,CRecon,CVerify, which the certifier can
run instead. The correctness of this follows from Theorem 11.

Definition 19 (High Min-Entropy Classical Certifiability). We say that
a public classical certifiable min-entropy has e(λ) min-entropy if for every QPT
adversary P,

H⊥̸,∞

[
˜CCertEntropy⟨P, V ⟩

]
≥ e(λ).

We say that a public certifiable min-entropy scheme has high min-entropy
if, for every constant c, the scheme has c · log(λ) min-entropy. We say it has
linear min-entropy if there exists a constant c such that the scheme has c · λ
min-entropy.

Theorem 14. If CQFIRE is a decomposable quantum fire scheme with e(λ)
min-entropy, then the public classically certifiable min-entropy scheme given in
Construction 3 has e(λ) min-entropy (see Definition 19).

Proof. This follows directly from the definitions of classical certifiability (Defi-
nition 19) and Construction 3, and from Lemma 1.

H⊥̸,∞

[
˜CCertEntropy⟨P, V ⟩

]
=

H⊥̸,∞(C̃Verify(CRecon(A(CPrepare(1λ))) ≥ e(λ).

This completes everything we need to prove the main result in Theorem 2
using, by combining Theorems 11, 13 and 14:

Corollary 4. An unforgeable one-shot signature implies a public classically cer-
tifiable min-entropy scheme with high min-entropy (see Definition 19). If the one-
shot signature scheme is exponentially unforgeable, then the scheme has linear
min-entropy.
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