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0.1.1 wolfHSM %:8iRJ 312H

E & HSM(Hardware Security Module) |$. BSRBEUEBOEX a2V T ZRBICEHEIEET, Zhidk
X2 T OEBTHZELRIICBSUEBEZYIEMNICIRIZIL- 7Oy HICOB TS TRRELE
o BEREFAVTAHKRDS5NS ECU Tl HEETIEBRIBBEINZ WL HDFET, £oTs
BEBEBRT A RET>TWVWBESILS 1735 wolfSSL %Z. Aurix Tricore TC3XX REDEL FERATNTLS
BEEA HSM T —LL ZXICEMET D& SICL £ L7z wolfHSM HY&7E L TUL 3 DI wolfCrypt D& T
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WOIfHSM IF ECU DEF a2V T4 ENT #—I Y AZRARBRICEDZINL. N\— Uz 7ESE. MMEXEM
XEY, EERHRELGCCEAEDOE TERATESLSICEFILTVET, BSI> P wolfCrypt %
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BEI-—Y—HERICFATESELSICL. BEOEHICHETESLSICLET, HHET. HSM T/\—
Ry 7ESNEZFATEZEEE. ChHFBAL TN T+—I VR EALEIEET,

wolfBoot |F. RFALIIBEDIHDRENDR—KXTILET—rO—4F—Y)a—>3>TY, =/E
DFRETENETBR HALAPI Z8AL BN AR 77— LAV T 7RSS UCEHAXA A I LZRHEL. AL
—TFA VTV RTFLRRT AT TV r—avh5ZLIMIILTWETYT, wolfBoot 1. 75v>a
AVR—=TIARET) T bERBEDERNICEE, 75— a s ERICAES LIURIELET,
oo BEICHBLTED LA V—DEWVWN—RFRIT T T7ES{EHFIBAL £9, wolfBoot & wolfHSM 751 7
VhEFEAL HSMZE7Z7 U Sr—2a> 708X a 77— b 2FERATEET, T 510 wolfBoot %
HSM 37 L TRIFLTHSM H—N—hpH8E L TVWAWVW I 2R L. 2 RN AREBEZIRHETEEY,
DEREICED, BB T— b=V APMRIAESNNVM HR— MZEKFT S HSM O70 7 — 7O X
cEYNEELED,

0.2 #HE

WOIfHSM (&, BEER(E - BB - TIEBERMER L —J0flElAR Y. HSM I2ERDOKE AP ZiRit9 3V 7
FITT7IL—LT—T T HIM 7TV —S gV ICBEETZ2 - ROBESEERLEIES L SICES
LTHED RUA—EBDSAITZIVRVBLICESNE A<, @ARtExa) T EEZ<D/N\—
ROT7 ETRBICERATEDLSICLET, wolfCrypt AP # BRFERTE 3710, 5147 7T
= arvhKEBICERIESNE T, SATIVIE. 547> RT7FUTENMOOS v I % B9
IS, IRTOMBMEOEVESLZEEZ ) E—F O —S vy I—J)LE LTHSM O7ICBEMICA 70—
RLET,

L. EICHEBBEICEHINS HSM IS0 bO—S/MRELTWVWE L. LA LIRETIE
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Rg2ZZeDTES. IERABERY U 2—> 3> TY . wolfCrypt MADAITEKEZIEHEL . IFIFTRTOR
TRIBICTEMERIRET Y,

0.2.1 sk

s A—HF—R—XDIERICL DI LZEBFTERMEA TSI L—D

s N—RIUITT7F—%HR— T IESHEE

s B0 H BTN R TB/N— R 7S R—k

SELICIEREEAD T S 1 7>k API

FHBRA—IWNYIT—FTIFvICELD. SATSVEEEESTICHREZLILI—RT—R%EER

* WolfCrypt API Z 0 54 7> b TERER L. HSM O7ICBEMICA 70— R

cEEFI—VETR—bIBRAAX—IIR—T v —

« AUTOSAR ¥ D&

SHE+ X D&

PKCS11 1 > 2 — 7 =1 A% {EATIRE

*« TPM2.0 A >4 —7 1 A= {ERAARE

+ Secure OnBoard Communication (SecOC) EZ a— L& = EARI8E
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- LBEHEES - AREBESOmA IS
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* FIPS 140-3 585 = BYS ml AE

022 7—*TI9F%¥

WOIfHSM (3. H—N—DMERTET 3 RLRRE (BE IR 170ty L) TRITEN. 95147+
MNSATSIVTHBB AT b —N—FTLZHABLTVWET, COT7—F7I7FvICED. BEED
BVESHRIECREENMY —N—ATERL2IUIBSh, IS4 74T —N—DL 1V
—DEVEREZHRILLET,

« H—/\—: WolfHSM DY —/N—J2R—> b, HSM A7 TRITSNBRZ> R7AY 77T
—23rTY, REVEIRATHES(LIRE. REE. FEREI L -CZLABLET, —N\—&
IIAT Y EDEOERELEL. BREZETREZEVET,

c IS5AT7Y R WOIfHSM DO SA 7> FAVR—2Y ME. A—F—F V5 —23 Vo TE
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Ao WOIFHSM Z T NA RATRITITBICIE Y—NT TV Tr—2a3> o547 hEBELTRITTES
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To BENICIF. ROBRIUETTI,

s H—N—TTUr—> a3 o /N— Rz 7O
« H—/N\—IZHIF+3 wolfCrypt #ERK

s B—N—DFEHEMEXET)HEK

s B—=N=CISAT VDT RAR— MER

s H—N— 547> hDEGUIE
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WOIfHSM D RTR— b id. Y R—FENTVBRTETELT—FTI/FvRAICRHELTVET, Theh
DR—FIIFRDHDHZENE T,

s AAVRTOYU I PLYRY—=N=T TV 5—=230: TOT7 TV —2 3 >id. HSM O7 TET
T, IRTOLERRELZWIBETZCZBMELTVWEY, T CICERTE3RETESICHEE
LETH. IVRA—HBF—PDHAXEZIAALTEMDIAI—RATr—XZHR—rF23HTETFXT,

s OSATIURSATSY: ZOSATS5ViIF. A—HF—F7 TV =3y oL T —N—¢t
DBEEEBEZHICLET,

0.2.3.1 WK AEHERSICEVWT. XOTNA R/BREBEOR— b EHR—KLTWVWET,

*« POSIX S >%1 L

* ST Micro SPC58N*

 Infineon Aurix TC3xx*

« Infineon Aurix TC4Axx* (f B ISFE)
« Infineon Traveo T2G* (EAXHFE)
+ Renesas RH850* ((EBX ST E)

« NXP S32* GEHXISFRE)

C IR LIERIREDIED. WS DD DRIBADR— b ZREERP T,

c RE2ENSE. TNSDR—ETIE. HSM J7ICET23BHREIIET2LHIC) AIRIA—2D
NDADWRETT, LIz oT. TNEDT5Y b T +— LD wolfHSM 7R— MME—RRICIZABEL TEH
DEtHA, CEBERHATITVE LS. info@wolfssljp FTERWVEHE LT,

0.3 wolfHSM DissHF

WoIfHSM DERH—MRMARERHIE. HSM 370ty % BHL=TIILFIAT7TINAROT7 TV 5r—2 a3y
A7D 1 DTEETBEEFEOT7 S )r—2a il HSM [ Di&eexBINdT 3 T,

TN R LT wolfHSM Z 1T 3 7= OICREBRRAID X T v TiF. FED wolfHSM R— ~ DFIBEIZHE
ST HSM A7 ETU I 7L Y RAY—N—%RTTZZETTo WOIfHSM H—N—=F7FUr—> 3 o
FNARCO—RINTEIMTBIE, 95477 F)r—> a3V wolfHSM 25147 hSA475
e > L. WolfHSM 254 7 > MEEERD 1 V22V A %EH/E L T, WolfHSM 254047 k API &
wolfCrypt API Z3@ L T HSM EWEETE 3L DICHD £9,

Z WOlfHSM R— ~ZIiE. T 74 b DBEF vy RILOREF AL T —N—COWERAEERTIFAT >
FTFEFZTUDNEENTVET, oo Y—N—DU T 7L Y RAREEFT—N—O—ILNYIICL>TAHR
AIAZATE. TOKREIFI AT VRV IIRA M ZB L THUHI I EHNTEET,

03.1 BEFNBIFIT Y MEE

WOIfHSM 2 54 7> b ZERT3ICIE. 7747 AV THFIAMEERFRZEIDHE T, BMABI AT
FDNZA—2ZRAWVWTHHAALIEZ RIT T 2HEDHD X7,
U547 AV TF X MMEER whClientContext & 7547 FOREPREL F—N— L D@EE%
FRFLET, SIRTODIZAT7VRAPLIE. 547 RAVTEIARODRA VA ZZITED £,
V54T MREBERICIE. T—N—COBERICIYTFIAMERE - LT3 7DICERTNZE
EL 1Y —8&E (whCommClientConfig) AFENTWVF Y, whCommClientConfig #iE&KIE. EED
FSYVRR—bEE MBAHAAAXIEHRAEZL) 205472 bHMERT MRV GEEFEIRZ—T—R
ICNTYRLET,
V3472 ERET B —MRNEFIRIZUTOED T,

1. BNO RS Y RAR=bD S Y RAR— bREBER. AVTFI b I-IUNYIREZEDEHT,

#IERME
2. BEV ATV FREBEREZEIDET, FIE1DFFYRR—FREICNAVR
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3. FlIE2 DBEVSATYMREEFRAL TS0 7> MREBSHEEEID LT, MHAL
4. VSA T AT RAMMEEERZEIDYT

5. wh_Client_Init() #MUHLTISA 7Y MRETY 17> b E#EL

6. 754147+ API ZER L TH—/N\—C &

LTS, 90547277V r—2 3 VRAORENZRLET, T Tld. lHARAFDODHBEXEY FSVX
R—brLAYEFERALT. Y—N—ICITO2—UIITR+EZEELFT,

#include <string.h> /* for memcmp() */
#include "wolfhsm/client.h" /* 547>k API (BEHREEZD) */
#include "wolfhsm/wh_transport_mem.h" /* 5> 2R — F522E

/* FE 1: EEXEU S VIAR—MREDEID TR */
/* HBEXEY NS VRAR—MERE */
static whTransportMemConfig transportMemCfg = { /* HEXATUEE */ };
/* HEXEURSYRAR—bOVTFRN (CRREE) */
whTransportMemClientContext transportMemClientCtx = {0};
/* HRMBEBEENSVRAR— b VE—T 1 —R%
BAMBREICNA Y RTZO-ILNY IBER */
whTransportClientCb transportMemClientCb = {WH_TRANSPORT_MEM_CLIENT_CB};

/* %HIE 2: VA7 I\JJE.E&“E%E%'JD%T\ S URR—FRITNAVR */
BIRLIEN SV RAR—FREZFERITZDEDICITAT7 Y MEBEZRE */
thommClientConfig commClienthg = {
.transport_cb transportMemClientCbh,
.transport_context (void*)transportMemClientCtx,
.transport_config (void*)transportMemCfg,
.client_id 123, /* —BOU AT ERRF */

b
* FE 3: 547 FREDEID HTEAEAL */
thllentConflg clientCfg= {

.comm = commClientCfg,
b

/* FIE 4: 0547 FAVTEIRDEIDYHT */
whClientContext clientCtx = {0};

* FE 5: IREINRETI A7 bz */
wh_Client_Init(&clientCtx, &clientCfg);

/* FlE 6: 514 F7>k API #ERALTH—/N\—iEFE */

/* EZRET—RX%EFRETEZINY Ty */

char recvBuffer [WH_COMM_DATA_LEN] = {0};
char sendBuffer [WH_COMM_DATA_LEN] = {0};
uintl6_t sendLen = snprintf(&sendBuffer,

sizeof(sendBuffer),
"Hello World!\n");

uintl6_t recvlLen 0;

/* TO—VIIZAMZEXEEFEL. I6EZREITRETIOVY */
wh_Client_Echo(client, sendLen, &sendBuffer, &recvlLen, &recvBuffer);

COPYRIGHT ©2024 wolfSSL Inc. 6
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if ((recvLen != sendLen ) ||

(0 '= memcmp(sendBuffer, recvBuffer, sendLen))) {

/* TZ5— 1 FXELLEBOELHDOAITOA—NyIINEh o7 */
}

EBICDOWTIE, ES5E US4 TV RSATS)RZELIEE L,

0.3.2 EFXFNLY—/IERE

E D WolfHSM R— MZIE. HSM a7 ETRITIBLSICREBAHD) 77 LY AP —N=T F)r—> 3
UHMEB L TWB®. FHTOH—N—RTEIIHNEHD FHA.

WOIfHSM H# —N—ZFERT3ICI1F. Y—N—ITFIMBEKRZEIDET. BHRISAT Y FDONT
A—FZRWTZPRLEZRITIBIRENDHD T, BE. /5172 L DBIE. BSLIRE. 8O
BIE, MERMA T FOREDVEENE T, L. TNODREIVR—RY b2 IRTHHLT
PHEIRIHDEFEA. BEBODDAIEHMELL ET,

347 RBENM ISy aREEZFEALIENM AT b ML= LUO—-DILES
(VI T7DH) 2 R-—b B —N—Z2RET B OICBELFIEZUATICRLET,

1. Y—N—BEREDFE 1. BHDO SV RAKR—bD SV XR— MREEBER., A>T7F X O
— Ny OREXEIDYT, AL 2. FIE1.1 DSV RR— MREZFERAL TEEY—N\—REE
EEZEIDH T, YHA1E
2. 5—=N—NVM O>FEFXFOMERE 1. BLARIL TSV a2 XA NL—=U RSAN—DOFRE. IVTF
by A=Y VEBEFEEZZD YT, Mt (CNSDOEBEERDEREIIR— MIL->TRHEINE
F)2.NYM 75y afRE. AVTHFI b A=Y IBEREEID YT, PEMEL. FIE 2.1 DR
—rISYDaREEENSICNAYE 3. NVM OVTF X MEEAEZEID H T, wh_Nvm_Init()
ZMER L TFIE 2.2 OFRE T
3. ¥ —N—HFHOBES I T+ X MEGEKRTE D YT, 5L
4. wolfCrypt Z4#I81t (9. H—N—%HEAL T BEIICITVET)
5. H—N—HREBSEEZRDEHT, MHLL. BEY—N\—FE. NVM OV TFIA b BEOVTFX
FxN1TVR
6. H—N—J>FF X MEEFEEED YT, wh_Server_Init() ZFERL TH—/N\—RE THIHL
7. BRBEBBZ NI VRR— DU T4 72 MEEICERATE 2 EHEHEVXRE . wh_Server_SetConnected()
ZEAL T —N—EEREBZEAAICRE GHICOVWTRY Y 7IILTOY S LZ28RZTV)
8. wh_Server_HandleRequestMessage() ZERALTI 17> M) I IT R b ZNIE
H—N—IE NVM 75y 2 afREZFERALTNM A IS T I A ML= HR— T 3LSICRET
FET, FlE1DREIC. H—/N—TNVM =4t T2 FIBZRITL TSI L,
#include <string.h> /* for memcmp() */
#include "wolfhsm/server.h" /* t—/\— API GEERTEZZL) */
#include "wolfhsm/wh_transport_mem.h" /* k352 2~ R3E */

/* FIE 1.1: HEXEY FSORR—FEREOED YT EHEL */
/* HEXEY RSV RAR—EERE */
static whTransportMemConfig transportMemCfg = { /* HEATUEE */ };

/* HEXEUSSIZAR—FIAVTFIE (RRE) */
whTransportMemServerContext transportMemServerCtx = {0};

/* HMRNBBEESZVAR—bMYE—-T1—R%

BHERBRREICNA > RTBZO-IL/\y J8EE */
whTransportServerCb transportMemServerCb = {WH_TRANSPORT_MEM_SERVER_CB};

/* FlE 1.2: BEF—N—REBVEAXZEDHT,
SV RR—BIZNAVR */

COPYRIGHT ©2024 wolfSSL Inc. 7
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/* BRUICA SV RAR- bREZREATBESICH-—N—BEZRE */
whCommServerConfig commServerCfg = {
.transport_cb transportMemServexrCb,
.transport_context (void*)transportMemServerCtx,
.transport_config (void*)transportMemCfg,
.server_id 456, /* —EOY—/N—FHBF */

b
/* H—/N— NWM J>TFX ~DOFEE */

/* FE 2.1: R—rEBDT7ISYaRXRNL—SRSAN—FHOD
AVTFRAMEREDEID HTEEAE */

/* R=brT7Zv2adYTFI+ (BEKRIIR—NER) */
MyPortFlashContext portFlashCtx = {0}

/* R—bTSvIaRE */
MyPortFlashConfig portFlashCfg = { /* F—rEEOEE */ };

/* R—=bT7SYalD NWM 75w >ad—)L/INy IRE */
whFlashCb portFlashCb = { /* N\VWM 75w ald— )L\ v IDR—rT7 5wy 258 </ };

/* FIE 2.2: NM 75 v aRERERZED ST, FIHEL.
FIE 2.1 OR—=FREICNAE */
whNvmFlashConfig nvmFlashCfg = {

.cb = portFlashCb,
.context = portFlashCtx,
.config = portFlashCfg,

},
whNvmFlashContext nfc = {0};

/* FIE 2.3: NVM OV FF b, |/E. J=IUNYIBEBEFRZEIDHT,
FIE 2.2 ® NVM 75 v afRETHEAL */
whNvmCb nvmFlashCb = {WH_NVM_FLASH_CB};

whNvmConfig nvmConf = {

.cb = nvmFlashCb;
.context = nfc;
.config = nvmFlashCfg,

},
whNvmContext nvmCtx = {0};

wh_Nvm_Init(&nvmCtx, &whNvmConfig);

/* FE 3: BSAYTHFIMEEERDEID H T */
whServerCryptoContext cryptoCtx = {0};

/* B—N—REDEIDZTEHHAL */
whServerConfig serverCfg = {

.comm = commServerCfg,

.nvm = nvmCtx,

.cxrypto = &cryptoCtx,

.devid = INVALID_DEVID, /* »2Wd. hAZLESI—)L/N\w 2 devID =ZEE */

Y,

COPYRIGHT ©2024 wolfSSL Inc. 8
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wolfCrypt_Init();

whServerContext server = {0};
wh_Server_Init(&server, &serverCfg);

wh_Server_SetConnected(&server, WH_COMM_CONNECTED) ;

while (1) {
wh_Server_ HandleRequestMessage(&server);

}

04 SA1TFVHE
WOIFHSM (3. #BA%A S 27 LA ICRE THENB/N—RI T TEF2UT 1 EPa2—)L (HSM) APL %

IRETZOICHKE LI, B a5 —THRABEBRS ATV TT, CDZ1TZVIE EDODT TV —
aAVvOEGEBRLIEOICEHBEICKTE - HAEDLEZ ATk —EOKEEI Y R—3 > FEFDIC
BEINTLWET, COETIE. AVR—RIFT7—FFTI0F v, BELIYV—. TEEMEXED (NVM).
BEE, BES{tigfE. \—RFIx7ExaUFsESa—)L (HSM) HR— kAR Y. wolfHSM D FE 41
BEOVR—R > bOWEZHBELE,

0.4.1 BXx

s AVKR—R VT —FTIF ¥
« B
- FEOVR—U K
*x 7547 > H—/X— API
* BELAV—
s NEREMEXTED
- FEREEXEVDXEZT—4
- FERMEXEVDOT—FTIF v
- FEHRUEXEUDONYIIVR
- TR
RS LR
- N\—RIT7ESHYR—k

042 AVER=RIFT7=XTIF%

WOIfHSM D& IV R—2 > M. HBOHHAL. R/E. AVTFIALIML =T —F 70 F v Z2HDOL
SICERETLTWVWE T, Chid BRBN—RIIT7 TS5y b7 x—LREILRRBICHREICEETES LS
IC9371HTT,

N=FOx70FMIE. void* L LTBRINBEMGIF TN TLRVWIYTF I MEEERICO-INY S
B¥ = BEE(TT 5 C L T SRIBIRED SHRILL TVE T,

0.4.21 AYFE—R2 FOPEAL wolfHSM OV R—=%> bD. —HEHLRRTE EVHLORZERL X9,
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#include "wolfhsm/component.h" /* wolfHSM JYR—=%> DR API VT 7L Y
o A *F/
#include "port/vendor/mycomponent.h" /* TTw kT4 —LEEOHREC DT H A ESE
o DER.

* BLUTI-INYIBEBOEE */

/* mycomponent HOBHEI—INyIDILYy I Ty TT—TILZiEH, Bl
wolfhsm/component.h TIRHEEINBZHRETH D CITER */
whComponentCb my_cb[1] = {MY_COMPONENT_CB};

/* BEERET—R. BET—RIE init() OETHRICHEEEFH S
* AE—CNBZCITFER */
const myComponentConfig my_config = {
.my_number
.my_string

’
"This is a string",

}

/* myComponent DEIHVIRREDERIEID HT */
myComponentContext my_context[1] = {0},

/* TS5y T7A—LEBOO—ILN\y O RFERB LIV ER—2> FOFERE */
const whComponentConfig comp_config[1] = {
.cb = my_cb,
.context = my_context,
.config = my_config
b
whComponentContext comp_context[1l] = {0},
int rc = wh_Component_Init(comp_context, comp_config);

rc = wh_Component_DoSomething(comp_context, 1, 2, 3);
rc = wh_Component_CleanUp(comp_context);
0.4.3 i&fE

WOIfHSM O@EL A1V —ld. 547> b —N—RICEVWTEBRBYEOSVWWNABD/NT Y kR—ZD
BEERHITZILISICKALTVES, COLAIV—IFEBEABDI NS YRR M XAZ I LEHRIEL.
FHMEED2-IIEERBELET, 75347V R EY—N—OWATUIITRMELRRY ZDHERE%R
DEILTVWBIET. XvtE—CBEOREBNABRR—) VT, E|DRAHR/ARY M HR—MNMIEDIER
HAAIB % BREICL TWE T,

0431 FEIJVER=-RVFHF

c DSAT UMY —N—=APL: V5472 b —N—RDOBEDOLOHDAA VAR —TT—R, C
NSFI—Y-—T7FUIr—2avicL>TEERFERAINS API T,

cBELAV— 1 ISAT7 VR EY—N—ATRBREINBZIAvE-J DT+ —T v hEBEZERL.
BRCGB NI VAR- LAV —DREANDHRT V2 —7 1 — X %=

c FIVRAR=bFLAV— I BRBELBBZ I VAR-MOEFNLGERR, 771472 Y —N—[ET
T—ADRBICEDL S ICERETNEID ZEEL XY,

0432 I9514F7 Y =N—API SLARILDISAT > bet—/N— API (wolfhsm/wh_client.h
£ wolfhsm/wh_server.h TER) I BEDHDEERA VX —T 11— TT, CN5DOBEEKIT. WP
VHELTHSELANILOEEOFAEHMRIL L. RIBRBIEDIODS VTIERE NS OF I a1y
R—T T —RAERMHLEFT,
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UTFIC. 2747 APLZERL T —N—ICZO— VI I XA ZXETIHEDOEEFAZRLET,

wh_Client_EchoRequest(&clientCtx, sendlLen, &sendBuffer);

while (WH_ERROR_NOTREADY == wh_Client_EchoResponse(client, &recv_len,
«~ Tecv_buffer));

0433 BELIY— BELAV—IE. IDEBLARILDISATYRET—N—D APLICE > THUEH
TN, TELRILDE SV RAKR— P EDBTT—2%2XRZET 3OO AvE—J U JBECHEOY Y
DENTEIMELET, THULARILD RSV AR—FENETZODMR1 >4 —7 2 —ABEHERM
TRIBEIIATVNCBEY—N—0DHRILZRRELTVWET, BELAIVY—APIIZ. UJITXRbEL
AR ZADEZEMETERINTED. TSSOV IIRMELRARYRIEELANILDOBIETIEAR L X
vt —JICEELE T,

BUSATU NI —EIC1 DOUIIRMDBEY—N—ICEETEET, H—N—EIS1T72 RO
DUERRICT B8, —EIC1 DOUI TR MEMBLET,

04331 Xyt—=Y Xyt—JiIF AIZEREORAMO—REFHOAVA—THERINE T, AvEd—IE>
—VRAIDEVIIRMERIFLARVZADEEEZRLET, HET. @737ty aviEREzR
HITBZ7-DDEBMT7 1 —ILRHIRELET,

typedef struct {
uintl6_t magic;
uintl6_t kind;
uintlé_t seq;
uintl6e_t size;
} whCommHeader;

Xyt—=2F H—N—DPEXLUVKEEEERITITBTDICHNEBER VIV IR N T—RE, MEEORTER% Y
SATYRMIRTIEODDL AR REHTEIUELTB-DICHERINET, XvtE—I 81 Fid. #eex =
F92AVR—FYMIEDWTHIL—MbEN, FIBEINEEEEDO ENDRITINATVWE L Z—EICH
MLET, B (I>TFTaT72eN—T3Y) ZBETZEHICAvEZ—JICIE Magic 71 —ILRAE
FNTED,. RAI1O—RATESNZT—22X1M T4 TREBRICTI—v I VT T3HICRHRERE
ERIEMOENMERTNE T, BEEEDVR—R > MCIE. 21T« JiEE Ton-the-wire] Xwvt—
ST =Y MEHOEBRETSVE—MRENHDEFT, H—N—F. LARY R T A= v cHRUIITR
F A=W bhe—RITBZCZRAELET,

XY=V RHTTF—RAVTIOVEETCCICNMA T HEDA vy =20 TI3HBE Ty TSNk
XEVRAVEZDZITELDYR—FLTWVWEY, Chld. FICH—N—O>KR—%> A DMA AKX TT
—REET VX TEBZERERMEDOH D, NT =XV R ) T4 AILBIBIEOT-HDHDTT, BEARA
VAP AX (IPS) & size_t DEWVEEITZ7H. AJREBBEIETIRTORA VR YA X% uint6d_t
CLTEETEIHNELHD XY,

AyE—=I1F AvHA—0D Magic 7«1 —JLRZFERLT lon-the-wire] 7#—<v hTI>d—FTh,
BEARXYN—DEESNLIVT A 7V EBEAYE—DN—U 3y (REF 0x01) HAREnFEd, U
VIRAMAYE—PZIIBTZH—N—OAVR—2> MMEI BESNEERAT AT TA— Y MMIE
L. RXV%ZFTL BREZVIIZA DT A=y MCBIYO—RLET, 547V RTIE VD
TIRET74#—=I Y bE—RBLBVWXRy D ZWIBTIRBIEIHDEFEA. TVI—REThcXvtE—
& Magic 74 —ILRTIREINII>VT A 7T BORAM T4 TBERCBEAL YA L1770 b %zi8
ELTWET,
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MFIC 95147 hBELAV—HNUI IR b ZXETE2HEOREAZRLET,

uintl6_t req_magic = wh_COMM_MAGIC_NATIVE;

uintl6_t req_type = 123;

uintl6_t request_id;

char* req_data = "RequestData";

rc = wh_CommClient_SendRequest(context, req_magic, req_type, &request_id,
sizeof(req_data), req_data);

uintl6_t resp_magic, resp_type, resp_id, resp_size;
char response_data[20];
while((rc = wh_CommClient_RecvResponse(context,&resp_magic, &resp_type,
o &resp_id,
&resp_size, resp_data)) == WH_ERROR_NOTREADY) {

}

A= LAV—IBEINE IV RR— IS — 3N THIEBESNE T, V547> MNY—
N=RFIAVTFRAZIV—2T VT TRIRENHZCEITEEL TSI L,

0434 FS2DRAB=F LSRR —FE SATSURVIIRXMERFIL AR A LTUET S
=i, AZH 14X (BAMTU £T) OFREENTY E (INTRF)) Z#2XyvtE—IJ LAV —ICiIBEBLE
9, whTransportClientCb TEEINIHMRA VEZ—T 1 —AZREL. T—RDORZENVELREC
commClient/commServer IC& > TEEFUOHINE T,

whTransportClientCb 1 2 —J 1 —RERETIHAZLN TV RAR—bETa—)LIF. H—N—-k
VAT MIBRTEZT, 20%R. BENBY—N—CIFA4T7> D) IIRNLRARY AMEERE
NLTEHNICERINET,

XEUNYT7 S VRAR—FEID2—I)LE POSIXTCP V47 v b kT2 RR— b DRERFIE. wolfHSM T
HR—FLTWE SV AR—FDHRTRBZZEDNTEET,

0.4.3.41 HR—=FLTWBFSYRAFE—=F wWoIfHSM |F. UTF 2 DDA AH RSV RR—rE[LEL
TVWE9,

« XEUNYT7ZYRKR—b (wh_transport_mem.c)
* POSIXTCP V47w b b3 Y RKR— b (port/posix_transport_tcp.c)

XEY RSYRR—MIIFEAEDIAH WOITHSM R— b DT 7 AL b bS5 > RR— K TH D .wolfHSM
A7SA4TZVD—8TE, V747> b —N—RBOEEXEV 7OV I EFRALT. FFRKR—F
J—INYIDEFHABRRERRHLET, HEXEU IS YRR—EXAZXLIE. 2 D2OXEYTOY
IHEBIDYUTRIETEELE T, 1 2FEVIIRMNH. B3 1 DIEFRELARVYRATY, 75147
VHIREAERVIOVIICVIIANEETIAA. REXE) 7OV IDSL ARV XZHEAIRD £9,
H—N—REREXEVIOAVIHNSVIII M EHEAWMD. FEXAETVITOVIICLRARY RAZEFIAH
x93, 7OV IUICIE. FRERI B EIITHERICBHIZHHE AT —RAT7IINEENTVE
To COANZILIE. PATLOA=ILPRY T —IBEOKEEEEET 50, BEDDMRMICH
BELOICERETEINTVET,

POSIX TCP k5 > XK — kld. wolfHSM POSIX R— kD—EPTTo 7547V FEY—N—ADT—2D
RSYURR—MEEELTTCP VY b 2ERALET. VY MIIPVA DA T, /> JOvF I T,
044 FHERMEXEV

WOIHSM ICHIF B REHEMEAEY (NVM) (3. XET—RET—R2TOV I = FHIXEMNBA TSI b
ZBEEIBLHIFERAINET. NVM ST 3 VI BZERIFIC S Yoo aryAiELICOI v b
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SNBCCZRAT S, EREOBVEFHNRMGMEEZRERLE I, TELREICIE. 2727 FDEM.
—EXR. HidWD. BE. BLUEETEIAZT-ROREHIEENE T,

NVM OEEBRIEREE LT, U THEENE T,

s PR XAEER NVM ADAZEH A XTF—REAXZT—4 (ID. SN, RS, 798X, 7359) %
REE(T T B 7= D API

c AT—RRITZT%EF D2 DDOBEERARERN—T s> a>EFEALT. BICETAEE

s AT MEROIY MU ERFERLTEMESN, BEEEFICTOTSLEINS

s EELEIDIFEFTINE D, RFDDHDIEITHEFRAED AI8E

s ATz NI VRSN A TS ERWT, 77T TBN—Ta > avICeBEgE O
E—93Z THREIND

s BIHEFICROA T U b 2BATEDH. REIRY I AT V2 %EER

0441 FHEREUXAEBIDAZT=—2 FERMXTED (NVM) XZTF—2RE. NVM ICRESNATY
IV E2ERBELIVERTIEODICERINE T, COXRXT—RIE. BAF. 7TOEXMER. 757, %
DMDEMRYE. EF TPV MIBETI3EERBRZEELET. XEZT—RIZED. NNMADA T
IV MEHEICEER., 7R BEITZ3EHTEET,

typedef struct {

whNvmId id;

whNvmAccess access;
whNvmFlags flags;
whNvmSize 1len;

uint8_t label [WOLFHSM_NVI
} whNvmMetadata;

* ID (whNvmId id) :NVM #7220 bO—BOHAFTY. CDID IF NVM ADREDA TS ¥
FEBRBLT7IERATZEOICERASNE T, AT FOFTAED. EFAH. HIBRRE DIE
EOREICLE 9

« 72U+t X (whNvmAccess access): ATV TV DT IV REREEERELEFT. DT 1 —ILRIE
HENEDESBEBETHA IS T MITIERTEZ D EIBELE T, EXxa)TFaRUS—%RHE
L. EBROHZIVTA T4 DHDNA TSI MEFETETZCEFELET,

« 7774 (whNvmFlags flags): BMEHRZIEHE LD ATz bOBIEZEELD T3EM7
SUTY, 750 #7200 CHGABMDERD. —EHH. ZOMOKRED TONT 1 21D
e, FREBECRETA IOV 2T —0 93 DICERATEEY,

« RE whNvmSize len): #7720 MIBEEMITONTT—RORE (N1 MEfAL) TY,

« SAJL (uint8_t label[]): ATV FOARBDFEOHBZIHERDSARNILE-IEHEBITY .

—BEOHF /

7Ot MR /

BmM754 /

F—=EDRSE (N1 LEfAD) /
LABEL_LEN]; / SRJL */

=~ ~ ~ ~

0442 FHERUAEBVYDTZ—FTIF ¥ wWolfHSM H—/N—[F. FEFKEXED (NVM) 2EZ0LEY
BEHDICAAIAYR— b T7—FFOF v 7 TO—FICRWVE T, BEIXTANAIPD CBEIBDICHHN
THDh, FHRCHRAEZITA XIEERHELE T,
1. JRARE (wh_nvm.h) : TOANY A =T 71 J)LIE. NVM BEQRBA V2 —T 1 —X%2E&HLET,
nvm_Read. nvm_Write. nvm_Erase. nvm_Init D NVM 2ERDOBEHR1 VA ESENTWL

F9. CNSDOAEHRT > AIE whNvmConfig #EiEED—ETH D EED NVM REZ 5 NVM
AR—=TT—RIINA YV RTBEDHICERINE T,

2. BESNRE (wh_nvm flash.c, wh_nvm_flash.h) : ChS5DT7 70 ILid. 75y aXEYBED NVM
AVR—T I —ADEFNAREZRBELEF T, CCTEEINZIEBHIFZ. ABAI>2—71—XT
EBESNTEEH IR FvICENLTED, NVM 2EOERBOEREY LTERATEEY,

whServerContext #i&EKICIE whNvmConfig XU N—HEFEFNTUVWET, ZHlE NVM BEEH—/N—
AVTFHFIAMINA Y RTBEDICFERSIN. Y—N—DERESN/ENVM AU EX—T—X&2FEALT
NVM EZRITTEDLSICLE T,
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H—/N—T NVM Z#HHAL T 3 ICIE. AT OFIBHHETT,

1. whNvmConfig #:&&EZEID H T, #HHMELL. FHEDNVM Ny o T > K (fl : wh_nvm_flash.c »
5) NDONA VT T =i

2. whServerConfig #E&EZEID H T, #HAMELL. €D nvmConfig X>/N\N—%FIE 1 THHALL /-
whNvmConfig #iEAKICERE

3. whServerContext #&&EZ 2D YT

4. wh_Server_Init() ZMU'H LT, whServerConfig #&&TH —/\—%Z#IHAt

CNICED H—N—RBEESNINYF VT AT TRESNIENM EEZFEATET 3L 5ICRD.
whNvmConfig IBEHRTELR P REZRMIT I L THEICANEZ S LD TEET,

0.4.43 FHERUEXEVONYIIVE I{E. wolfHSM A R— L TW3B NVM Ny oI R7AON
AH—IF. NVM 75w > aEYa—JL (wh_nvm_flash.c) DHATT. CDEZa—)Lid. NVM 1%
— 7z — B (wh_nvm.h) OEFMAREEZRHBEL. NNM T—RXA 7275y aXEUTFNAR
ICRYEYTLET, BLANILDTISYSaRSAN—ETFNAREAETHH., ZnNEEINAEIVE—F
>k (wh_flash.h) ELTHEEIN. 4—47 Y bN—RITFIGCLTANBEZZ e TEET,

045 RER

WOIfHSM S 75 )&, FERMEXETUHNLDRBRDRE. FidrdH. TV RAR—F BRT7I7EADRD
IC RAM [CHBZICERSNBBOF v v > d. BLUN—RID T T7TEHRETNA ABEOWFERYE . SEN
HRIEEIEMEEEIRMHLE T, BIX. RS TE3T7I/ERFRELEDIC. HIODNVM A TSI FELATER
ERMEAEVICHREINE T, wolfHSM i, BED AL a—<T—hIERTI-DHICEIMBIRINI- S,
MERES(EN—R I 7ICRBEBENICHEAAA T T, BEE API OFMICOVWTIE. 7514765
ATSVEAPI RFa Xy bDEIS 3y EIBEBIIETL,

0.4.6 ST

WOIfHSM DFHERIAHERED 1 DIE. I 547> h 7P /r—> 3> wolfCrypt APl ZBERFERATE 5 &
SICLBLS. BB A3EEtigEEREBICHSM Q7 L TRITTEIETT, CHNIIUTOXU Y b %
H7c6LFET,

c USATIRT TV T—=23aviE HSMBETT—RZWARICRITE T 1OICHBREMEEE
SOOI IVERETIVEDNDD EFEA. CNICED BRI Y FILICED £T,

- WOlfCrypt U LD/XS X— &% 1 DBEB T 23T, O—AILL YU E— kD HSM 8% fEH |-
PIDBEZBZENTEEY, REORARORRAMEFAHXOBZEZRRLET, 751787
Ur—2a>OEIF. HSM 7D F > 514 2 Il%%E1TH. wolfCrypt DO—AILA Y XZV T
TAOrEATZ2ERTEE I,

* WOIfHSM APL (3. > TFIHDRELTVWT, SEBRRFa XV EHBHD. HE5DIRETEOH;E
MREESNTUVET,

wolfCrypt API MEUFH L %Z wWolfHSM H — N—ICREBICU 1 LU b TE 2888, wolfCrypt @ TEES O
=)L\ (cryptoch EBMHEND) ICETVTWVET,

WOIfHSM 2514 7> bid. BE -y 2 LTUE—FFOS—TvO—)L (RPC) O v I ERE
95 T, wolfCrypt API FEUME L Z wolfHSM —N—ICU A A LU b TE X T, wolfCrypt DEES O
—INY I TL—LT7—2I2&D A—HF—IFBRLEBSETIILIVILDT I 4L b REZ FEZ L.
RITEFICHBOA AR LREXRHBTEFE I, wolfHSM 517> b 54735 1JIE. wolfCrypt ICEES O
=Ny o ZF&EL. & wolfCrypt BES 1L APl B Z R BIRIETEITEINS HSM F—N—AD ) E— b+
7O =9 A—)UCEBRLET, BSO—ILNY I [T A LD wolfCrypt API U L TRIFANS
N37 N1 ZXID (devid) NFXA—RICEDVWTGEREINE T,

WoIfHSM &, wolfHSM H —/N—BES1t7 /N1 X%Z&RF WOLFHSM_DEV_ID fEZE&ZL THNH. ThzfE
B wolfCrypt B D devId NSAX—RE L TETENTEFET, devid NFX—EZHR—+T3
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wolfCrypt API (C{& WOLFHSM_DEV_ID ZB 9 N TEX Y. AU R—FETNTVIHE. Bt
EIZBEHIINC WolfHSM H—N—IC k> TRIFEIhEF T,

04.6.1 N=FI9x7EEYE—F ZLDOHSMFTNARIFE. W<OH D7) I LER—4 v rEL
TEN—RIxT770€5L—>3 VBEEDHRRA TLWET, wolfHSM H—/N—(&. HSM H—/\—H 1 R DB
SEBETFNAXN—R Iz T7ICATO—RITBZeHHR—FLTUVWET, HSM T/ XHWIE L T
W3IHE. WolfHSM ' —N\N—Z2—H—Hh' 5 DR BANZMRBEETIC. TNEBEMNICITS L S5ICK
ETEFET, TNATRAEABDODN—RIT770t5L—>3 BEICDWVWTIE. 2D F /N1 XD wolfHSM
R—FDORFTaXYEEITELLETL,

0.4.7 AUTOSAR SHE
(AERIFRBRMFETT, )

0.5 93147V bF314T3V

DS5ATRSAT S5 APLIZ. A—HF—H wolfHSM X355 T 370 DEELFER T, FIFATTREL K
DREBVANEZDHBICDOVTIE. API RFa XY hEITBEBIIETL,

0.5.1 API MED{#

ITRTDIZAT7 >~ AP BBEIF. BRINF I3 DOEEEZ TR Y wolfHSM T5—O—RZRL £FJ, —58
DEMIEABRIS—TTH, HOKKIEICA—F—HS5DT7 I I VHUREBETHZIEEZTIHDOD
HOFET W/ >TOvEx>TBEDEED WH_ERROR_NOTREADY), Z< DU 517> b APLIZ.
—N—I5—0—F (BEICE>TIFEMDODRT—4ER) bA—H—IEELFT, CNickb. BE-A
BYUIOIRMNI YO aVIERILTEH 0D, H—N—DREE RITTEAD -G RICHWIGTE
F9, HIZIE. FELBEWNM AT 0 b ES—N—ICERLEIFEE. NVM DEREICA TS T
EFEBMLESELEBE. £RIET—N—DRIETEIELSICRESINATULVAVWES{ETILI) A L%ZFEH
LESELIHBERENZHELET,

I>—21—FKRiZ wolfhsm/wh_error.h TEEZEL TWET, FHHICDOWVWTIE. API RFa XY b TBHR
<TETLN,

052 REIFS¥0S 30

IFEAEDIZAT > b APLIZTZLICIEREAT, DEI NS OH IS a VIoBINTWVWET, DF 0. 2F
DOTRAMELRARYRIZDODWTHIZOBE#DHD £, VIITXMERKIEH—N—ICV I IR bEZEE
L. 7OV IEFICAEICRED T, LARYABEBISEREBRZ NSV RAR—r2R—U2YILTLRR
VRZHR L. LARYZADEFEETIFBSIENEZITV. FLEEEL TVWRWESIFEIEICED XY, Ch
IC&D. 9547 bD CPUBAUIINEEBEKICTZ IR, H—N—ICREBETINZBIEEZUIT
ARTEZT, UTFIC. Techoy Xyt—S%FERALAIERBVITAMEL AR ZORUE LAIZRL
F£9,

int rc;
rc = wh_Client_EchoRequest(&clientCtx, sendLen, &sendBuffer);
if (rc !'= WH_ERROR_OK) {

}
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while ((rc = wh_Client_EchoResponse(client, &recv_len, recv_buffer)) ==
<» WH_ERROR_NOTREADY) {

/* WHOMIBHERITTSH. FISHEHZES */
}

if (rc != WH_ERROR_OK) {
/* T5—K38 */
}

053 347,V TXR}b

IS5AT7 AV THF R MEEER (WwhClientContext) & 5172 FOERTEREZFRIEFL, H—N
—CDEHDOIVRRA VL ERLET, £l 953070 REY—N—DOVFFI NI 1 1 OFEFR
ICHDET, DEDEROY—N—CXWETZ 7TV r—2a3 > TlE H—N=il1 2095147+
AVFFRAMNDPBEBICEDET, K547V FNAPIERKIZ. 75047 AV TFIAMES|IBELTE
ITERD ., EDHY—N—FEHICRET BIEENERLET, wolfSSLICIBENTWAS A THNIE. WOLFSSL %
BOAVTEFAMEERCEROFEVAEZ TR RAVWEEVWTILWDB LAEEA.

0531 2347 FAVTERRAMOPMAME VSTV FAVTEINTREDI S AT >~ APl Z{E
FBY%a1lc. whClientConfig BREEER L wh_Client_Init() B ZFERL TEEXRZREL. ¥
HMt T 3RENHD £7,

7472 FREBERIE. U—N—BEOEHOIAVTHFINZHTE - P ITIOICFERINDERE
[BE%E (whCommClientConfig) ZfR#FL £, whCommClientConfig #&EKIE. KEFED L5 > XKR—
FEE MEAAAFTIFHARRL) 2. 77472 bHMERTIHRNBBEN >V FZ—T T — NI VR
LET,

IIAT Y ERET B —MRNBFIRIIUTOED TY,

1. BO S Y RAR—bDEHD TV AR—MREBER. A>TFI M BLUPO-INYIERE
EEDYTTHELT S

2. BEVSAT Y MREBERZZDYUT, ISA TV DMEBRTESZLSICATY T 1 DRIV RR
—rBREICNTVERETS

3. ATV 20BEISATY MEEEFER LTI 7Y FREBSEREZE DY TTYELT S

4, V547 FAVTFRAMEEREZEIDHTS

5. wh_Client_Init() ZMUHELTISA TV RRETISI 7> b EMEALT 3

6. V547> MAPI ZERLTH—N—CERT S

UTIC, HHAADODHEXEY FSVRR—bEERITZ 95477 TV r—o 3> 0fREFfEZTL
x99,

#include <string.h> /* for memcmp() */
#include "wolfhsm/client.h" /* 547>k API CEEXREZST)  */
#include "wolfhsm/wh_transport_mem.h" /* o> 2R — R4 */

/* 27y 11 HEXEU S YRR—MREDOED BT ML */

/* HEXEY MY AR—MERE */

static whTransportMemConfig transportMemCfg = { /* HEXAETUEE */ };

/* HEXEV RS YRR—EIVTHFIL (REE)  */

whTransportMemClientContext transportMemClientCtx = {0};

/* MRMBBEENSVAR— bV Z—T—%

* BEMAEREICNA Y RTZI-IL/Ny IEER */

whTransportClientCb transportMemClientCb = {WH_TRANSPORT_MEM_CLIENT_CB};

/* RTv T 2. U547V MBEREDINDLHUTE FSVYAR—KMADNA VR */
/* BIRLIEFNSVRAR—FREZFERITZESICVZATY MNBEESKRTE */
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whCommClientConfig commClientCfg[1l] = {{
.transport_cb = transportMemClientCb,
.transport_context (void*)transportMemClientCtx,
.transport_config (void*)transportMemCfg,
.client_id 123, /* —BEOI7SA4T7 > FBRF */

|3

/1* Z7w T 31 USATYNREDED HTEHEE */
whClientConfig clientCfg= {

.comm = commClientCfg,
I

/* AT 4 OSATFRAVTEINDEIDHT */
whClientContext clientCtx = {0};

/* 7w T 5 BEINLRETYSA 7> ML */
wh_Client_Init(&clientCtx, &clientCfg);

INTOIZATYRAVTERINDAL SN, (FRZERITIBLDICIZTAT U NS41T 5 APL B
TEATESELSICBDE LT, 5IE/HE. —N—Illecho VITI X ZEEFELTHET,

/* A7y 6: 9547 API ZERLTH—/N—CXEE */
/[* ERET—RX%EFREFITEZNY T 7 */

char recvBuffer [WH_COMM_DATA_LEN]
char sendBuffer[WH_COMM_DATA_LEN]

{0};
{0};

uintl6_t sendLen = snprintf(&sendBuffer,
sizeof (sendBuffer),
"Hello World!\n");
uintl6_t recvLen = 0;

/* echo WDUOIRb%ZZFEL. LRARVYAEZETDZIETIOVY */
wh_Client_Echo(client, sendLen, &sendBuffer, &recvLen, &recvBuffer);

if ((recvLen != sendLen ) ||
(0 '= memcmp(sendBuffer, recvBuffer, sendLen))) {
/* TZ5— XK ELIEHBDERELHDIR->TIEN oz */

RECBEERDOHEAEGODEDDLERMICERLEDD LNEEA. LHL. CHNICEKDIZAT7FO—R
ZEETZCRL BBB SV RAR-FREICHEICANBISND L SICLTVET, fIXIE. HE
AXAEVISYRAR—FDSTCP TV RAR=-MIYIDBERB5E. FSYRAR—FRECI-IANY I
BRZZEETBREITTES 7747 I FDEDDOERS (LEEDOFIE2 UEDITART) BEICERET
ERS

#include <string.h> /* for memcmp() */
#include "wolfhsm/client.h" /* 547>k APL GEEREZZD) */
#include "port/posix_transport_tcp.h" /* TR — REEE */

/* 7w F 1: POSIX TCP b3SV RAKR—EREDEID HTEHEL */
/* O34TV ARE/AVTFIE */
whTransportClientCb posixTransportTcpCb = {PTT_CLIENT_CB};
posixTransportTcpClientContext posixTranportTcpCtx = {0};
posixTransportTcpConfig posixTransportTcpCfg = {

/* IP LR—bMDRE */
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whCommClientConfig commClientCfg = {{
.transport_cb posixTransportTcpCh,
.transport_context (void*)posixTransportTcpCtx,
.transport_config (void*)posixTransportTcpCfg,
.client_id 123,

I3

A7y 7T 6Decho VIR MIHL EFTHEMABFERG T, H—/N\—DEEHRESNNIL. FED
D547V NAPIEFETEEY,

0.5.4 FIERMEXATVIRE

Dt TIE. 951472 NVMAPLI OfERAEDHIZTRLET, REINS U HF IS 3> APIB[E
RICERTESE I, FEOLSHICTOVFVT APIEZFERALE T,

D547 MDY —=N—DNM I L—=%FEARETBICIE. FTPEEV IR M —N—ICXELE
o MEATIE. CHCE>TH—N—AITASHDT IS aVvhRITINBZIEFHDFEA. LHLEF
KOICIZS CICKREEMZ ZAEMEDH 2D, VAT T TV =3 VICHBBIEV VIR M2 S
HBECEHELET,

int rc;

int serverRc;
uint32_t clientId;
uint32_t serverld;

rc = wh_Client_NvmInit(&clientCtx, &serverRc, &clientlId, &serverld);

LN TET B L. 751047 bid NvmAddObject B ZFRAL TA Iz FEERLEMTE X
o IRTDATIVTI M LTRAET—EIY MU ZERTBIHENDH B ITFRLTLIZTL,

int serverRc;

whNvmId id = 123;

whNvmAccess access = WOLFHSM_NVM_ACCESS_ANY;
whNvmFlags flags = WOLFHSM_NVM_FLAGS_ANY;
uint8_t label[] = “My Label”;

uint8_t myData[] = “This is my data.”

whClient_NvmAddObject(&clientCtx, id, access, flags, strlen(label), &label,
« sizeof(myData), &myData, &serverRc);

BEOA TV MIRIGT DT —RIF. TOBZTEHTETET,
byte myUpdate[] = “This is my update.”

whClient_NvmAddObject(&clientCtx, &myMeta, sizeof(myUpdate), myUpdate);
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FSYRR—MREATIAE—LTEEIRITHAVWA TSI 7 MMIDOWVWTIE NvmAddObject BB%d DMA
N=2aVHEFERATEEY, CNOSIMETREESKBRICE > TTF—22—N—|TETH. T—N—HE
BXEURADT—RICTIVERATEET, 2. Y=N=—DISA 7V RDTRLRICT VLR T BH]
IS 759 b TA—LDHRELDT RLABREIZT vy 2 EMEESXB L §3581F. DMA J—
Wy O BERETEINREDNH D CICTEELLET L,

whNvmMetadata myMeta = {
.id = 123,
.access = WOLFHSM_NVM_ACCESS_ANY,
.flags WOLFHSM_NVM_FLAGS_ANY,
.label = “My Label”

Y

uint8_t myData[] = “This is my data.”

wh_Client_NvmAddObjectDma(client, &myMeta, sizeof(myData), &myData),
< &serverRc);

NVM F 721 bDT—4IE NvmRead B Z AL THAND CENTEX Y, 7. AddObjectDma
ICX35 9 % NvmRead B8 DMAN—S 3 > HEHEL. ARICERTEE Y,

const whNvmId myId = 123;
const whNvmSize offset = 0;

whNvmSize outlLen;
int outRc;

byte myBuffer[BIG_SIZE];

whClient_NvmRead(&clientCtx, myId, offset, sizeof(myData), &serverRc, outlen,
< &myBuffer)

whClient_NvmReadDma(&clientCtx, myid, offset, sizeof(myData), &myBuffer,
< &serverRc);

F7T 10 ~F NvmDestroy BB#izER L THIBR/IEETET £9, CNSOBEKIF. HIfRT254T70 Y
FIDDUZRE (EEF)) #318ICEDEFT, VUXAFADID BANVM ICEELABVEETHIS—IFHEELE
Ao

whNvmId idlList[] = {123, 456};
whNvmSize count = sizeof(myIds)/ sizeof(myIds[0]);
int serverRc;

wh_Client_NvmDestroyObjectsRequest(&clientCtx, count, &idList);
wh_Client_NvmDestroyObjectsResponse(&clientCtx, &serverRc);

NVM RO A T2 o b, NvmList Bz FERAL THETET T, COBEKIE. start_id i51EF 3
NVM ) X FARDRICY Y F9 2 ID #EF L. access & flags Ic¥ v F9 3 ID O##%E out_count
ICERELE T,

int wh_Client_NvmList(whClientContext* c,

whNvmAccess access, whNvmFlags flags, whNvmId start_id,
int32_t *out_rc, whNvmId *out_count, whNvmId *out_id);

TARTD NVM API BEEDEFEMARHABIC DWW TIE. API RFa XY FE BB,
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0.5.5 RER

wolfCrypt THEAT2 - L #BE L #IE. LUTFD API Z@HE LT HSM OF—Z R 7ICO— K L. BEBIC
IGCTNVM ICREFETEZEY,

#include "wolfhsm/wh_client.h"

uintl6_t keyId = WOLFHSM_KEYID_ERASED;

uint32_t keylLen;

byte key[AES_128_KEY_SIZE] = { };

byte label[WOLFHSM_NVM_LABEL_LEN] = { Y,

whClientContext clientCtx;
whClientCfg clientCfg = { };

wh_Client_Init(&clientCtx, &clientCfg);

wh_Client_KeyCache(clientCtx, 0, label, sizeof(label), key, sizeof(key),

- &keyId);

wh_Client_KeyCommit(clientCtx, keyId);

wh_Client_KeyEvict(clientCtx, keyId);

keyLen = sizeof(key);

wh_Client_KeyExport(clientCtx, keyId, label, sizeof(label), key, &keylLen);
wh_Client_KeyErase(clientCtx, keylId);

wh_Client_KeyCache . X SRJL% HSM D RAM F v v 2 ICBL. BIN iz keyId CBEETIS
&9, WOLFHSM_KEYID_ERASED % keyId & L TfERT % &\ wolfHSM IZFT L LW—RD keyId ZE|D X
T keyld NS X—2%ELTRLF T, wolfHSM O F v v 220w bOFIE WOLFHSM_NUM_RAMKEYS
TRETINLBICERINTSED. IRNTORIOY HENDIZEIF WH_ERROR_NOSPACE ZiRL £,
FrwPal NVM ORBICEET ZRIE. NVM ICNY I Ty TENTVWB D, SDZEDEDIHD
AR—RAZBRTB1=DICF vy anoHIBREINE T,

wh_Client_KeyCommit |, F+v v adn/-#% keyld THRESNIF—LY LTNVMIZREFELEF T,

wh_Client_KeyEvict i&. #ZF v v ahSHIBRLETH. I3 v FETNTULBIHTIENVM ICIFFEL
N

wh_Client_KeyExport (F. BORBEZ HSM D50 517> MIFGRAEHLEFT,
wh_Client_KeyErase &, IEEINIHEEZF v v ahSHIBRL. NVM D5 HBEELEFT,

0.5.6 BESIEE

9347 T T )r—2 32T wolfCrypt ZfE 3 2% 5. devId 5|8 & LT WOLFHSM_DEV_ID % &
TIET. B HZESLIRIEE WolfHSM H—N—TRITTEET, L. wolfHSM D) E— b+
BES{tZz@EHE I BHIIC. WOIfHSM 254 7> b 48Rt § 2 ELHD £9,

WOITHSM A Z D 7L ) X L%E FHHR— L TUVARLVIEE. APIFEUH LI CRYPTOCB_UNAVAILABLE
#RLEY,

WTFIS 95147 75— 3 wolfHSM —/N—T AES CBC BEEMLigEx RT3 30%E =L
£9,

#include "wolfhsm/client.h"
#include "wolfssl/wolfcrypt/aes.h"

whClientContext clientCtx;
whClientCfg clientCfg = { };
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wh_Client_Init(&clientCtx, &clientCfg);

Aes aes;
byte key[AES_128_KEY_SIZE] = { /* AES & */ };
byte iv[AES_BLOCK_SIZE] = { /* AES IV */ };

byte plainText[AES_BLOCK_SIZE] = { /* 32 */ };
byte cipherText[AES_BLOCK_SIZE];

wc_AesInit(&aes, NULL, WOLFHSM_DEV_ID);
wc_AesSetKey(&aes, &key, AES_BLOCK_SIZE, &iv, AES_ENCRYPTION);
wc_AesCbcEncrypt(&aes, &cipherText, &plainText, sizeof(plainText));

wc_AesFree(&aes);

I54T7 Y rRBEDOEORHDDICHSMFAEDIRE (Bl : HSM N\N—Rox7*%—) 2EATIHNENDH S5
A, wh_Client_SetKeyAes (X7 3OS 7ILI) XLBDOREROER) BREDI ST > ~ AP
BE#MEFERALET, CHICED. IBESNT HSM £ —2 B OESIHIRIEICER T3 L S5 wolfHSM 1235
RCEET,

#include "wolfhsm/client.h"
#include "wolfssl/wolfcrypt/aes.h"

whClientContext clientCtx;
whClientCfg clientCfg = { /* &E */ };

wh_Client_Init(&clientCtx, &clientCfg);

uintl6e_t keyId;

Aes aes;

byte key[AES_128_KEY_SIZE] = { /* AES @ */ };

byte label [WOLFHSM_NVM_LABEL_LEN] = { /* o ~JL */ };
byte iv[AES_BLOCK_SIZE] = { /* AES IV */ };

byte plainText[AES_BLOCK_SIZE] = { /* 3 */ };
byte cipherText[AES_BLOCK_SIZE];

wc_AesInit(&aes, NULL, WOLFHSM_DEV_ID);

/* IV [FREAICERET 2HENH S */
wc_AesSetIV(&aes, iv);

* ZORISERIOEREDRAZI VI TEFyyaTEET, CCTIEAlELTRLTWET */
wh_Client_KeyCache(clientCtx, @, label, sizeof(label), key, sizeof(key),
o &keyId);
wh_Client_SetKeyAes(&aes, keyId);
wc_AesCbcEncrypt(&aes, &cipherText, &plainText, sizeof(plainText));

/* BOHIRIFERETY, RBIFF v v aFld NVM IZFEEFESN. wolfCrypt TERTE XY */
wh_Client_KeyEvict(clientCtx, keyId);
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wc_AesFree(&aes);
BEStx oS04 7 > bOO—HILTERITLIEVIESIE. we_AesInit() I INVALID_DEVID #EL 9,
wc_AesInit(&aes, NULL, INVALID_DEVID);

SDFELWERAZEDOHBEP T R—FINTVBIESHTIIL IV ILOFRLT ) X ZEERHBTLES,
wolfSSL ¥ = 27 JLA® wolfCrypt API U 7 7 L > X & TBRFEE L,

0.5.6.1 CMAC Fvviadhi-EB%=FERT5 CMACIEREDIGZE. CMAC /\v > 1 X KRR {E%E 1
ElOBMBFUSEL TERITITZ7HD. wolfHSM EBEDROBEBRZFEVHIHRELRH D £F9, BEHN
HMUOHESINEEZICISTAT UMD REZRBTETIESIE. BED wc_AesCmacGenerate_ex &
wc_AesCmacVerify_ex ZERATET X9, LH L. FHIICF vy adhlicxF—Z2FEAT 37DICIK
wh_Client_AesCmacGenerate & wh_Client_AesCmacVerify R I3HELRHD £FT, 70>
3w FTIFRVEIS® we_InitCmac_ex. wc_CmacUpdate. wc_CmacFinal i&. 7540 7> MMAlD#E -
BRICFy Y aNcBOEE5THFEATEET, CNSOEBTFyv adnicx—%FEHTS
IZIE. MU LTl NULL F—/NFX—2R%ZE L. wh_Client_SetKeyCmac % {EMA L TEYI% keyld %
BRETIBENHDZFT,

0.5.7 AUTOSAR SHE API

(AEIFRARBTFETT. )

0.6 Y—=NF1T3V

WOIfHSM H—N—5 14 7S V% BSZ+1 7> wolfCrypt DY —N—@IEETY, 7SV Ir—>3>
WESIREZERY —N—ICA 70— RTI3LHDDAI U EZ—T A RZ2RMBLET, EAT—N—TK
WOIfHSM ' —N—Y 7 bz 7ZERTLET, chISED. 7TV Tr—> 3 VIdBESEF—Z2BELRD.
O—AIITERFEZETLIED T %< BEREEERITTEET,

06.1 CriZL®

(FREIRBRAREFTETT, )

0.6.2 MIEPIEE
(FEIIRBAREFETT, )

063 APIUTZ7LY2R
(REIFRARETFETT, )

0.6.4 RER
(FEIFRBRBEFETT, )

0.6.5 S

WOIfHSM IE R T DEESHZIEIC wolfCrypt ZFER L 9. DD, wolfHSM I& wolfCypt THR—kTh
TWBEED7II DV XL%EA7O— R L. wolfHSM % —N—TRTTE£9, Thiidk. HEBRFNE
{317 7= ShangMi BES (SM2. SM3. SM4) . Kyber. LMS. XMSS A X DHEFES7ILIVILHE
ENE9,
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0.7 hRA2AI1X

WOIfHSM (F. EILREFDF 72 3> 1—HY—FEOI—-INY I ZBL TEBDOHDIAZIA IR b
ZRMLTUVWEY, CNUCED, 7 FA4TSVDOA—RZEETBZ B, BLVWI—RT7—XPRIE
ICEDLETHBTETE T, AETIE. WolfHSM THIBAREBAREI A XF T a v OMEZHRBLE T,
ARIFUATDED T,

s SATSVRE: Z47 7)) DREDKEEEMELEIEEML T 20 NT KA T3>
s DMA =NV T: V54TV EDXEVICERET VAT 300 TIREERITTZHIC. =N
—|CBRTERHRAEZLO=ILINY YD

s DMAZRLAFEVRN 54T DT I REZHEDAXA T BIFICHET 370D —/N\—D
T4 A

s ARZLA—=ILINYT: T T 4L bD HSM BEEETIEW IS L TULWARVIFEDIRERXRITI B0
—N—ICBBRLTITFAT7 Y DU EIENTEZHARZLO—ILNY YD

071 SATSVRE

WOIfHSM S 7S VICIE. ANAIEOERZBL TA/F 7 EYDEZZ N TEFZZLDEILR
A7 arhHDET, CThEDREY IO wh_config.h WS ERIDREAY X —T 71 ILTES
TNBZEZBELTVES, COT7 71 ILIEWOIfHSM ZFEHETZ3 7 T Tr—>a Vit >TEEI N
AVNASDAVII—RNRDTF4 LY FURICEBESNZHNELRHD £,

B2 7LD wh_config.h [FEMEREEREADRE L LT TARTD wolfHSM R— MMIEMELTWET,

wh_config.h TEZRAIEEX wolfHSM DRFEEEDFTLBR Y X MMZDWTId. API RFa XY & ITER
KIS,

0.7.2 DMA Jd=ILN\v¥

WOIfHSM DA A L2 F XEU 71X (DMA) d—ILN\y I#Eeid. VS5SA TV RDODXEVICEET I
AT BB THIRILIBEEITS OO T v o2 —N—AIERBHELET, CNIFFLLWEEXEY 7—
FTIOFvADBEEXITSIRICEIKBBEINE T, COMEEIIRIC. 75047 e —N—DXEURM
D—EBUEBRTDEHIC. Fv v aDEMEPT RLAZH, ZOMDHIZLXEVIRIEREDRETE
D72 a>EY—N—DRTITIVENHZEEICEHRTI,

d—JL/Nw2IlE wh_Server_DmaRegisterCh32() & U wh_Server_DmaRegisterCh64 () B%%
FRALTH—N—IZBHRTTFT, CNICL-TRESALI-IUNYZIF H—N—O2FTFI DTN
TO DMARIEICNT Y REINET,

NEYFEMEYRDTRLAZMIEBTZODAAZDOO—ILINY VEBHNRET. ChblEEhENn
REYrE64AEY DI ZAT 2 DMAAPIBEBICHIGL £9. dI— )Ly 7B#IE whServerD-
maClientMem32Cb &L U whServerDmaClientMem64Cb BET. UTFDLSICERZRLTWVWET,

typedef int (*whServerDmaClientMem32Cb) (struct whServerContext_t* server,
uint32_t clientAddr, void** serverPtr,
uint32_t len, whServerDmaOper oper,
whServerDmaFlags flags);

typedef int (*whServerDmaClientMem64Cb) (struct whServerContext_t* server,
uint64_t clientAddr, void** serverPtr,
uint64_t len, whServerDmaOper oper,
whServerDmaFlags flags);

DMA J—J)L\w I BEIIUT O3 | #==ZITED £

« server: H—N—O>FTF XA MADRT VA

e clientAddr: 72 RXENB3IVSAT7 > RDXEIJF7RLR

s serverPtr: H—N—DXEUT7RLRX (CNHRAIE) ANDRA VR, A—=ILNY T IIREBERE
BBYYyEYIEBRLERBICCNERELE T,
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o len: RSN XA EVIREONA FEADRE

« oper: BTN —N—T RFL R LTEITEINESL LTVBXEUVIRE CEARA Y MMID
WTIEFXRDtE o> 3> THA) OfEE

« flags: XEVIREDEBMT 55, FRNICEATZI 2 RBL THRERLTULWSEIETT,

=)L\ ZIERIEFIC WH_ERROR_OK . TS —HARELEBEIIIS—I—RZRIMBELRHD X9,
dA—ILNY IR LIS, Y—N—FITS5—0—RZ2ISA 7> MIIEESEET,

0.7.21 =NV IDfUE DMA I—=INYvIIE. Y—N—DXEUTIELIXDOADD 4 DDEKRBK
A4V FTIThNET:

s ABDEL VAT MXEUDST—REHRAWBDENCA—ILNY IDBFVOHEINET, T—N
—FA—INyIZFERLT. PRLAZHEOX vy 1 0EMEARYE . RERFRAID GI0REE
RITTBIHNELRHD XY,

s MARDE: VSAT U MAEIUDST—REFGAHETRICOA—INY IDRREVHEINET, Y —
N=FaA=INYIZFERALT. FvvPaDRPRY. BERHTFRDEBOREZRITTIIHNED
HOFET,

s EFIAAEL VATV RXEBVICT—2EZETIATCEICO-INYyIBRRUHEINE T, H—/N—
WEO—=INYy I EFEALT. PRLIAZBEPF vy aDEW LAY, REREZAHBIDRIEEZE
TI23RBENHBDET,

cETARR VTAT U MAEVICT—RZETAARRICO-IANY IDIFUOHEEINE T, H—N
—EaA=INYI%EFERLT. v vPaDERYE. REREZIAABDIREEZRITITIVNELDH
DEI,

=Ny IDREVPHINBZRA > bE. oper 5IZE L TI—INYIISEINE T, EFNICIE. I
TOWTNHDETT,

typedef enum {
WH_SERVER_DMA_OPER_PRE_READ, /* FiAEVDEIDIREIE */
WH_SERVER_DMA_OPER_POST_READ, /* ZiAHLDEDIRIE */
WH_SERVER_DMA_OPER_PRE_WRITE, /* ZZAABIDIERIE */
WH_SERVER_DMA_OPER_POST_WRITE /* EZIAAEDIREIE */
} whServerDmaOper;

CHUSED. O=ILNNY7IF oper DIET switch XZEFEAL. RT3 XEVREOBEICEOWVWT
HRELODY IV ZRITTEET. UTICDMAO—-INY I DREFZRLET,

#include "wolfhsm/wh_server.h"
#include "wolfhsm/wh_error.h"

/* 32 EVRISATRTRLZAAD DMA Od—)L/\w I REH| */

int myDmaCallback32(whServerContext* server, uint32_t clientAddr,
void** xformedCliAddr, uint32_t 1len,
whServerDmaOper oper, whServerDmaFlags flags)

/* BEBIZISLCTIZAT M RLAZEY—N—D7 R L XZER-ICEHEE. F) : memmap() */
*xformedCliAddr = (void*)clientAddr; /* Zia%mZ1T */

switch (oper) {

case WH_DMA_OPER_CLIENT_READ_PRE:
/* A BEIDREZ C ZICER. Bl L Fv v aDEMLE */
break;

case WH_DMA_OPER_CLIENT_READ_POST:
/* FiAEDEBDIEEZ C ISR */
break;

case WH_DMA_OPER_CLIENT_WRITE_PRE:
/* EZAABIDREZ C CICEEHR */
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break;
case WH_DMA_OPER_CLIENT_WRITE_POST:
/* BEFZAAEROREEZCICER. Fl i FrviaDdTIITya */
break;
default:
return WH_ERROR_BADARGS;

}

return WH_ERROR_OK;

0.7.22 =Ny IDBEH I—ILNvZiF. WOTHH—N—OVTFTFIMNIEBETETET, L
Brid—N—HREEEEEE L T, FEMERICIFO—- Ny o EFEKEERALTERLE I,

FEERFICO— LNy O ZFIRT BICIE. =Ly 788 —N\—REBERND DMA SREBEEIC
SHZIMNENHBDET, BE. =N\ IBEBOREIFEETHD. FHELAZVWI—IL/INY T NULL &
RETETET,

#include "wolfhsm/wh_server.h"

/* DMA32 J—I)LN\y 7 %ZH o —N—REBSHEDOAHAL L B —N\N—DFEMEDf */
int main(void)
{

whServerDmaConfig dmaCfg = {0};

dmaCfg.dma32Cb = myDmaCallback32;

whServerConfig serverCfg = {
.dmaCfg = dmaCfg,

/* BERICT B0, ZOMDEREITEE */
Y

whServerContext serverCtx;
wh_Server_Init(&serverCtx, &serverCfg);

/* Y=N=D7TV)r—3>o0dyy */
}
MEMERICO-IUNY I Z BT T 5EIE. UTOKSICEBEFUHLE T,

#include "wolfhsm/wh_server.h"

int main(void)

{ whServerConfig serverCfg = { /* T—/\—DHEE */ };
whServerContext serverCtx;

wh_Server_Init(&serverCtx, &serverCfg);

/* ETERELIEO-INY I EFER */
wh_Server DmaRegisterCb32(&serverCtx, myDmaCallback32);
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[* Y=N=TTFUr—a3>oadvy */

0.7.3 DMAZFLZREFAUX b

WOIfHSM (&, V547> D DMA 7 RL RICHT S FFRIU X b1 HREALTVWET, Chickb. 75
AT7VMMIELBT7 7R ZE/ICKELIZRFEDOXEBEFICHIRETEX T, ZOKEEIZ. —/\—DFIE
B7IVEREEETZOH. HBBIVWEISAT Y MDRBILTIVELATEBZXEVICORTIELRATES
ESICTBHICEATY, AlIZIX. EROATTENENI AT Y MEITINZTIILFIATSRAT LA
TlE. 95147V MIDISA T RDXEBVBEICTIVEITERVWELSICIRETHD., BELF—
REDKEBERESUAREEDH 2T —N—XEVZHAHT DB TEREVKLSICTRETT,

2L OFFRI ) X bREIR. TN AEBDXREVREXANDZILDOLICEZEBOREL L THET S
CEZERBHRLTVWET, £oT FEBREVT VL RZHCE—DHEHIREIIEZZRSTRHD FE
o A=Y =BT TVr—2a Z2BRICHML. HSM 7 LEEXEV Z Y X T LDZRD OBAH 57
BMIBIDICHEL. TNARAEBDOXAEVREXANZILZRET 5 EHFAXRTY,

0.7.3.1 FFAUVZRMADEH DMA I—-ILNYZEEKFRIC. WOTHY—N—VFTFINMNIBETEE
EXS

FIEREERSICY) X b Z BT BICIE. Y —N—REBEHRAD DMA REBESIRIC) X M ZRET 2HED H
DET,

#include "wolfhsm/wh_server.h"
#include "wolfhsm/wh_error.h"

/* FFRISNZ A EVUBEEESE */
const whServerDmaAddrAllowlList allowlList = {
.TeadlList = {
{(void*)0x20001000, ©0x100}, /* 0x20001000 H'5 Ox200010FF F TOFHAHD %=
o 5FAR] */
{(void*)0x20002000, 0x200}, /* 0x20002000 H5 Ox200021FF FTOFAED %
s B */

.writelList = {
{(void*)0x20003000, ©0x100}, /* 0x20003000 H5 0Ox200030FF FTOEZAH%
o 5FA] */
{(void*)0x20004000, 0x200}, /* 0x20004000 H5 Ox200041FF FTODEZA
o BFEI */
Y,

HE

b

int main()

{

whServerConfig config;

whServerDmaConfig dmaCfg = {0};
dmaCfg.allowList = &allowlList;

whServerConfig serverCfg = {

.dmaCfg = dmaCfg,

/* BRICT BT, TOMDREISEEE */
b

COPYRIGHT ©2024 wolfSSL Inc. 26



0.7 HREIAX CONTENTS

whServerContext server;

wh_Server_Init(&server, &config);

}

BB, 79547 Mo —N—ICBRINZITARNTO DMA 121EIE. FfU X MEBELTFI VIS
NET, 2507 DU X MIBWXEBUEIHICTZ 7R LES TR, H—N—lZ051T7 >k
ICIS—%RL. FOREIFETINEEA.

0.7.4 HARAZLO=ILINYY

WOIfHSM DA XA R LO—)LINy JREEEICK D BAEEIF T —N—LICHXZLO—-IILN\y VB ZETRT
BIET. SATSUDKRERIERTEE T, CNS5DOI—IL/NY ZIiE. HSM B L TOLWARWRE DR
ERRITTBR1=DIC. V74TV D SRUVHT AN TEEYT, FlXIE. ABN—RI T 7DEMLPE
b, DAZLDERPREIL—F o ORE, BMAT7DEFXFa2aT7T—bDRT—IJVIRETY,

0741 H—=N—ll H—N—lF BEDOREZERT D HARZLO-ININYIVBRZERTEET, C
NS5 OE#KIE whServerCustomCb B THBIMERBH D £7,

typedef int (*whServerCustomCb) (
whServerContext* server,
const whMessageCustomCb_Request* req,
whMessageCustomCb_Response* resp

<

)

Y—N—DOAXZLOA—ILNyIZBEEIZ. Y —N—DHARXEZLI=INNYIT 4 ANYFT—TILDA
T RIS T Z—20OHF (ID) ICEE[ITENET. 75072 MEIEUVELEZERTBZEEIC. &
DID TA—INYIEBBLET,

ARRZLA=INY ZiE D=Ly VBBIZEINS whMessageCustomCb_Request 5|#%&L T,
BELEIRAVEEBR HEXEVIRATLTER) IKE->TIZA TV DS EINET—RIZTIE
ATEET, A-IINYITRBANT—RICEDVWTLIEZITL. whMessageCustomCb_Response 5|#
ZBLTITATYMIBREINBZIHENT—RZERTEET, ANWBHISA 7Y b T—2OEREIR
WOIfHSM IC &K > TABBTRIETND D, NAZLO—INY I TINSZNIBTIHEIEHD FE A
LRARYZEBERICIE. 0747 MEREIEZHOIS—A—ReUEZ—>A—FROT71s—JLKD
BFEATVET, I7—I—RIEI-INYIICE>THRESN, VE—YOA—REARZLOA—-ILNY D
MoDRDEICRESNE T,

0.7.42 I954F7YMIl OSA47> b TNSDOHREZLOA—IINYIEFVUHET-HDOIVIIX+
EH—N—ICEETEFET, APLIE. 25147 M APLOMMOBER RO VT X FEAKE L XK XE
BERMELET, V51TV MIAREZL) VTR MEEERDA VYV RAVRAETE L. HRAELT—2% K
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FE L. wh_Client_CustomCbRequest() ZFERA L TH—N—IZXEITIHENHDFT, T—/N—DL
AR>ZIE wh_Client_CustomCbResponse() ZFHALTR—U I TBENTE. EBICZRFEIN
fema. LARYRAT—RIFHAID whMessageCustomCh_Response() ICHISNE T,

254 7> ki wh_Client_CustomCheckRegistered() ROBEHEFEAL T. FEDI—ILNV Y
ID DERREEZHRIZCHTEIFET, COBERE. IBESNALO—ILNY Y ID B —N—DORFBO
—INYITF=TIINICBERINTVEIHESHEY—N—ICRAVEDE XY, H—N—I3BRREZRT
true £7:-1Z false TRHEL X7,

0743 HRBALAXyE=S U547 M AREZLVIIZA B LIUVL AR A Xyt —J SR
HBL T, ARAEZLODA=NWNYIICT—REZELTED,. T—2%ERITH>7DTEEXT, CN5DAREL
DIOIZAMEELUVL AR ZAA =2 —ED ID. 2414 B8R F. BLUVT—EZRI1O—RZET &K
SICEBRINTVET, IDIFT—N—DO—INYIT—TILNDA TV IRICRIGLET, 31T T«
—JILRIE. T—ERAMO—REEDESICHERINEIIEARZLOA=INYIIZRLET, T—42XR10O
—REBBEEYAZDT—ENY T 7T 54TV MIEEDHETHERATEE T, L ARV IEERKIC
&, BRI S—O— REHDNEBMINTUVETD,

typedef struct {
uint32_t id;
uint32_t type;
whMessageCustomCb_Data data;
} whMessageCustomCb_Request;

typedef struct {
uint32_t id;
uint32_t type;
int32_t rc;
int32_t err;
whMessageCustomCb_Data data;
} whMessageCustomCb_Response;

0.7.44 HARXRRALT—RADEHE HAZLT—A2E|L whMessageCustomCb_Data HBFEEHEAL T
EERITDIENTEET, CORBRKICIT—MHHNAT—2E (f : dma32. dmabd) AOBEFLREREZH
BERL. - —EROXAFX—VHOET—FZN\v 77 (buffer) ’AEINTVET, 517> &
JOIRARD type 74 —ILRZEBL T Y—N—D— NV IDIAZAVADT—RELED &S ICHER
ITREINZIETRTETET, WolfHSM ZRVIDBEDRA T > 7T v 0 R2AEBERDI=HICFHIL. 7&D
DRA HMEIFHRRLY ZAT7 > 21 T THEHABIETY,

0.7.45 ARAZALIA=INYI2DH ZZTld. $HAAHD DMA XZAILDT RL AIBERA T EH
92312V IIRbE, HRB LAY —EHZRXAT%=ERATZ2 20V +D. G5t 38BEDY
SATIVR) IR NENIBTERZARZLOA=INNYy I ZRELET,

T ISAT Y —N-—BATHETNEZHEDOX Yy E-—JZEERLE T,

#include "wolfhsm/wh_message_customcb.h"
#define MY_CUSTOM_CB_ID @
enum {

MY_TYPE_A = WH_MESSAGE_CUSTOM_CB_TYPE_USER_DEFINED_START,
MY_TYPE_B,
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} myUserDefinedTypes;

typedef struct {
int foo;
int bar;

} myCustomCbDataA;

typedef struct {
int noo;
int baz;

} myCustomCbDataB;

H—N—AITIE. VIIAERIBTZE0C. I-IINYIEEEL. U—N—OVFF I MIERT I
BERHDFET, BHE. A—INYIDERIIVT LBRID I VT X CDMNIBRI THIMEITHD FE Ao
WDOTHITO A TEXT,

#include "wolfhsm/wh_server.h"

#include "my_custom_cb.h"

int doWorkOnClientAddr(uint8_t* addr, uint32_t size) {
/* RROBEEIT */
}

int doWorkWithTypeA(myCustomTypeA* typeA) {
/* BRY=&ERIT */
}

int doWorkWithTypeB(myCustomTypeB* typeB) {
/* BRI ERIT */

}

static int customServerCb(whServerContext* server,
const whMessageCustomCb_Request* req,
whMessageCustomCb_Response* resp)

{

int rc;
resp->err = WH_ERROR_OK;

/* DMA VIR b%=iEH L TUIE */

if (req->type == WH_MESSAGE_CUSTOM_CB_TYPE_DMA32) {
uint8_t* clientPtr =
o (uint8_t*) ((uintptr_t)reqg->data.dma32.client_addr);
size_t clientSz = req->data.dma32.client_sz;

if (clientPtr == NULL) {
resp->err = WH_ERROR_BADARGS;

¥
else {

rc = doWorkOnClientAddr(clientPtr, clientSz);
}

}

else if (req->type == MY_TYPE_A) {
myCustomCbDataA *data = (myCustomCbDataA*)((uintptr_t)req->data.data);
rc = doWorkWithTypeA(data);
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/* BREBICHLTIZS—O—RERE */
if (/% To5—%H%F */) {
resp->err = WH_ERROR_ABORTED;
¥
}
else if (req->type == MY_TYPE_B) {
myCustomCbDataB *data = (myCustomCbDataB) ((uintptr_t)req->data.data);
rc = doWorkWithTypeB(data);
/* BREICIGECTIS—O—RERE */
if (/% T4 */) {
resp->err = WH_ERROR_ABORTED;
}
}

return rc;

int main(void) {
whServerContext serverCtx;
whServerConfig serverCfg = {

/* H—N\N—DBRTE */
},

wh_Server_Init(&serverCtx, &serverCfg);
wh_Server_RegisterCustomCb(&serverCtx, MY_CUSTOM_CB_ID, customServerChb));

/* H—=N—UJITX%MNIE (FGBRL) */
while (1) {
wh_Server_HandleRequestMessage(&serverCtx);

}

}
CNT. 9347 MIARZLAA=INY T OEFRZEEL. VE— P THUHIT N TESLIICH
DFELT

#include "wh_client.h"
#include "my_custom_cb.h"

whClientContext clientCtx;
whClientConfig clientCfg = {
/* 95472 NDERE */
b
whClient_Init(&clientCtx, &clientCfg);
bool isRegistered = wh_Client_CustomCheckRegistered(&client, MY_CUSTOM_CB_ID);
if (isRegistered) {

uint8_t buffer[LARGE_SIZE] = {/* +—% */};
myCustomCbDataA typeA = {/* +—% */};
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myCustomCbDataB typeB = { 3

whMessageCustomCb_Request req = {0};
whMessageCustomCb_Request resp = {0};

req.id = MY_CUSTOM_CB_ID;
req.type WH_MESSAGE_CUSTOM_CB_TYPE_DMA32;
req.data.dma32.client_addr (uint32_t) ((uintptr_t)&data);
req.data.dma32.client_sz sizeof(data);
wh_Client_CustomCbRequest(clientCtx, &req);

wh_Client_CustomCbResponse(clientCtx, &resp);

memset(req, 0, sizeof(req));

req.id = MY_CUSTOM_CB_ID;

req.type = MY_TYPE_A;

memcpy (&req.data.data, typeA, sizeof(typeA));
wh_Client_CustomCbRequest(clientCtx, &req);
wh_Client_CustomCbResponse(clientCtx, &resp);

memset(req, 0, sizeof(req));

req.id = MY_CUSTOM_CB_ID;

req.type = MY_TYPE_B;

memcpy (&req.data.data, typeA, sizeof(typeB));
wh_Client_CustomCbRequest(clientCtx, &req);
wh_Client_CustomCbResponse(clientCtx, &resp);

R=Fa1 29

DU 3> TiE. WolfHSM OR—F 0 Y JICRET 2ERCBREZIRMEIZICZBEMNE LTVWETD,
MOABICDOWTITEHEBAWELET,

BWE
SR
R=Fa 201420271 —2X

0.8.1 =

WOIfHSM BIRICIISEDN— R T 7 EM@ET 3OO I-—FREFENTH ST, BETIEIRTTEIEE
Ao WOIFHSM Z T NA R TRITITBICIE Y—NT TV Tr—2a3 P o547 hEBELTRITTES
L5 BEBN—RIITRSAN—CHRELAV—2Z2FERALTSATSUZERITZIVENHD £

o BEHICIE. ROBRENUETT,

Y—N=F7FUr—>a>oiReEhe/N— D7 OHEE
H—N\—IZH51T S wolfCrypt 1AL
H—N—DOFBREMEXE UIBK

Y—N= 05147 bD S AR— MER
F—N—C T Z4 7> bDEGINIE
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CNSOBHZRML. Y—N\— APLZEERIRERT T T —> 3 »Ic5 vy 9% 3— R %, wolfHSM TR
— b1 EFATVET,

WOIfHSM DRHAR— h 3. HR— b TN TVBTXETEBT—FTI/FvAICRELTVLE Y., Ehth
DR=KIEIRDBLDHEFENE T,

c RZVRTAYI I LAY —N=T TV =232 COT7 TV r—2 3 >E HSM 7 TEAT
SN INTOREBRFELET S CZANELTVEY, ICICERATEZRETTRRICHKEE
LEITH TV RIS -DPAREIA XL TEMDI—RT—RZHR-—bTEIEHTEEXY,

c VZATIURIATIN CDIATZVIE - =TTV r—>3a VitV yo LT —N—&
DBEEZBRBICLET,

0.8.2 MR

0.8.2.1 Infineon Aurix TC3XX CDR— FDEFBIFRVA—ICL>THIEThTWEY, CABDA
I&. info@wolfssl.jp FTHBUVEHE 2T\,
Infineon Aurix TC3xx
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0.8.2.2 STSPC58NN C DR—bDEHIFARNVA—ICE>THIBTINTWVWET, CABDAIE
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ST SPC58NN

* 3 D0 200MHz e200z4256 PowerPC 7 U sr—> 3> 7
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Bo2r. SETEFEN—RIT7HRCICEHFINIEEREEE LD ICEBRETEET,

POSIX R— MMIATEIREL E I,

s XEUNY T 7RI VRR—F

« TCP RSV RFE—

s Unix X1V RSV RR—k

s RRAMR—ZXELUVT7AIAR—=ADODNM 75y adIal—4—

0.8.2.4 Skeleton X7 ILEYHR—FDY—XO—RiF. FRKON—RIzT7/FTSv T H—LKR—F
DORBRE L TERTE2IEMEL 177 FZIRHL FT, SEKICIE. ERNARHRBEFEINE 70—
BIS—H—REBICHBEATNTWVWE O, TEITEFARBICBVWVT—EBLI-RREZEZ2 e TEE
ER
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EE{t/N—RYT7

« TRNG. ##. NFA#EES - LEHEES
TSy bTa—LAVA—TT—R

« T—bo—= YR TFUT—ayaT Uty b XEUSIR
« R— b EBRRIEOVNTIILEICIEELEX T,

1 wolfHSMAPIVZ 7L >R

.2 wolfhsm/wh_client.h

2.1 Types

Name

enum wc_CipherType { WC_CIPHER_NONE = 0}

.2.2 Functions

Name

int

int

int

int

int

int

int

int

int
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wh_Client_Init(whClientContext * ¢, const
whClientConfig * config)
wh_Client_Cleanup(whClientContext *
c)Disconnects from the server and releases
client context resources.
wh_Client_SendRequest(whClientContext * c,
uint16_t group, uint16_t action, uint16_t
data_size, const void * data)
wh_Client_RecvResponse(whClientContext * c,
uint16_t * out_group, uint16_t * out_action,
uint16_t * out_size, void * data)
wh_Client_IsRequestPending(const
whClientContext * c)Reports whether a request
has been sent whose matching response has
not yet been consumed.
wh_Client_CommInitRequest(whClientContext
* c)Sends a communication initialization
request to the server.
wh_Client_CommInitResponse(whClientContext
* ¢, uint32_t * out_clientid, uint32_t *
out_serverid)Receives a communication
initialization response from the server.
wh_Client_CommlInit(whClientContext * c,
uint32_t * out_clientid, uint32_t *
out_serverid)Initializes communication with

the server with a blocking call.
wh_Client_CommInfoRequest(whClientContext
* ¢)Sends a communications information
request to the server.
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wh_Client_CommiInfoResponse(whClientContext
* ¢, Uint8_t * out_version, uint8_t * out_build,
uint32_t * out_cfg_comm_data_len, uint32_t *
out_cfg_nvm_object_count, uint32_t *
out_cfg_keycache_count, uint32_t *
out_cfg_keycache_bufsize, uint32_t *
out_cfg_keycache_bigcount, uint32_t *
out_cfg_keycache_bigbufsize, uint32_t *
out_cfg_customcb_count, uint32_t *
out_cfg_dmaaddr_count, uint32_t *
out_debug_state, uint32_t * out_boot_state,
uint32_t * out_lifecycle_state, uint32_t *
out_nvm_state)Receives a communication
information response from the server.
wh_Client_CommInfo(whClientContext * c,
uint8_t * out_version, uint8_t * out_build,
uint32_t * out_cfg_comm_data_len, uint32_t *
out_cfg_nvm_object_count, uint32_t *
out_cfg_keycache_count, uint32_t *
out_cfg_keycache_bufsize, uint32_t *
out_cfg_keycache_bigcount, uint32_t *
out_cfg_keycache_bigbufsize, uint32_t *
out_cfg_customcb_count, uint32_t *
out_cfg_dmaaddr_count, uint32_t *
out_debug_state, uint32_t * out_boot_state,
uint32_t * out_lifecycle_state, uint32_t *
out_nvm_state)Retrieves server configuration
and state with a blocking call.
wh_Client_SetCryptoAffinity(whClientContext
* ¢, uint32_t affinity)Sets the crypto affinity on
the client context.
wh_Client_GetCryptoAffinity(whClientContext
* ¢, uint32_t * out_affinity)Gets the current
crypto affinity from the client context.
wh_Client_CommCloseRequest(whClientContext
* ¢)Sends a communication close request to the
server.
wh_Client_CommCloseResponse(whClientContext
* c)Receives a communication close response
from the server.
wh_Client_CommClose(whClientContext *
c)Closes communication with the server.
wh_Client_EchoRequest(whClientContext * c,
uint16_t size, const void * data)Sends an echo
request to the server.
wh_Client_EchoResponse(whClientContext *
¢, uint16_t * out_size, void * data)Receives an
echo response from the server.
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wh_Client_Echo(whClientContext * ¢, uint16_t
snd_len, const void * snd_data, uint16_t *
out_rcv_len, void * rcv_data)Sends an echo
request to the server and receives the
response.
wh_Client_KeyCacheRequest_ex(whClientContext
* ¢, uint32_t flags, uint8_t * label, uint16_t
labelSz, const uint8_t * in, uint16_t inSz,
uint16_t keyld)Sends a key cache request to the
server.
wh_Client_KeyCacheRequest(whClientContext
* ¢, uint32_t flags, uint8_t * label, uint16_t
labelSz, const uint8_t * in, uint16_t inSz)Sends a
key cache request to the server.
wh_Client_KeyCacheResponse(whClientContext
* ¢, uint16_t * keyld)Receives a key cache
response from the server.
wh_Client_KeyCache(whClientContext * c,
uint32_t flags, uint8_t * label, uint16_t labelSz,
const uint8_t * in, uint16_t inSz, uint16_t *
keyld)Sends a key cache request to the server
and receives the response.
wh_Client_KeyEvictRequest(whClientContext

* ¢, uint16_t keyld)Sends a key eviction request
to the server.
wh_Client_KeyEvictResponse(whClientContext
* c)Receives a key eviction response from the
server.

wh_Client_KeyEvict(whClientContext * c,
uint16_t keyld)Sends a key eviction request to
the server and receives the response.
wh_Client_KeyExportRequest(whClientContext
* ¢, uint16_t keyIld)Sends a key export request
to the server.
wh_Client_KeyExportResponse(whClientContext
* ¢, uint8_t * label, uint16_t labelSz, uint8_t *
out, uint16_t * outSz)Receives a key export
response from the server.
wh_Client_KeyExport(whClientContext * c,
uint16_t keyld, uint8_t * label, uint16_t labelSz,
uint8_t * out, uint16_t * outSz)Sends a key
export request to the server and receives the
response.
wh_Client_KeyCommitRequest(whClientContext
* ¢, whNvmld keylId)Sends a key commit
request to the server.
wh_Client_KeyCommitResponse(whClientContext
* c)Receives a key commit response from the
server.

wh_Client_KeyCommit(whClientContext * c,
whNvmld keyId)Sends a key commit request to
the server and receives the response.
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wh_Client_KeyEraseRequest(whClientContext

* ¢, whNvmlId keylId)Sends a key erase request
to the server.
wh_Client_KeyEraseResponse(whClientContext
* c)Receives a key erase response from the
server.

wh_Client_KeyErase(whClientContext * c,
whNvmld keyId)Sends a key erase request to
the server and receives the response.
wh_Client_KeyRevokeRequest(whClientContext
* ¢, whKeyId keyld)Sends a key revoke request
to the server.
wh_Client_KeyRevokeResponse(whClientContext
* c)Receives a key revoke response from the
server.

wh_Client_KeyRevoke(whClientContext * c,
whKeyld keyld)Sends a key revoke request to
the server and receives the response.
wh_Client_KeyCacheDmaRequest(whClientContext
* ¢, uint32_t flags, uint8_t * label, uint16_t
labelSz, const void * keyAddr, uint16_t keySz,
uint16_t keyld)Sends a key cache request using
DMA to the server.
wh_Client_KeyCacheDmaResponse(whClientContext
* ¢, uint16_t * keyld)Receives a key cache
response for DMA from the server.
wh_Client_KeyCacheDma(whClientContext *

¢, uint32_t flags, uint8_t * label, uint16_t

labelSz, const void * keyAddr, uint16_t keySz,
uint16_t * keyld)Performs a complete key

cache operation using DMA.
wh_Client_KeyExportDmaRequest(whClientContext
* ¢, uint16_t keyld, const void * keyAddr,

uint16_t keySz)Sends a key export request

using DMA to the server.
wh_Client_KeyExportDmaResponse(whClientContext
* ¢, uint8_t * label, uint16_t labelSz, uint16_t *
outSz)Receives a key export response for DMA
from the server.
wh_Client_KeyExportDma(whClientContext *

¢, uint16_t keyld, const void * keyAddr, uint16_t
keySz, uint8_t * label, uint16_t labelSz, uint16_t
* outSz)Performs a complete key export
operation using DMA.
wh_Client_KeyWrap(whClientContext * ctx,
enum wc_CipherType cipherType, uint16_t
serverKeyld, void * keyIn, uint16_t keySz,
whNvmMetadata * metadataln, void *
wrappedKeyOut, uint16_t *
wrappedKeyInOutSz)Sends a key wrap request
to the server and receives the response.
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wh_Client_KeyWrapRequest(whClientContext

* ctx, enum wc_CipherType cipherType,

uint16_t serverKeyld, void * key, uint16_t keySz,
whNvmMetadata * metadata)Sends a key wrap
request to the server.
wh_Client_KeyWrapResponse(whClientContext

* ctx, enum wc_CipherType cipherType, void *
wrappedKeyOut, uint16_t *
wrappedKeyInOutSz)Receives a key wrap

response from the server.
wh_Client_KeyUnwrapAndExport(whClientContext
* ctx, enum wc_CipherType cipherType,

uint16_t serverKeyld, void * wrappedKeyln,

uint16_t wrappedKeySz, whNvmMetadata *
metadataOut, void * keyOut, uint16_t *
keyInOutSz)Requests the server to unwrap and
export a wrapped key and receives the

response.
wh_Client_KeyUnwrapAndExportRequest(whClientContext
* ctx, enum wc_CipherType cipherType,

uint16_t serverKeyld, void * wrappedKeylIn,

uint16_t wrappedKeySz)Requests the server to
unwrap-and-export a wrapped key.
wh_Client_KeyUnwrapAndExportResponse(whClientContext
* ctx, enum wc_CipherType cipherType,
whNvmMetadata * metadataOut, void *

keyOut, uint16_t * keyInOutSz)Receives an
unwrap-and-export response from the server.
wh_Client_KeyUnwrapAndCache(whClientContext
* ctx, enum wc_CipherType cipherType,

uint16_t serverKeyld, void * wrappedKeyln,

uint16_t wrappedKeySz, uint16_t *
keyIdOut)Requests the server to unwrap and

cache a wrapped key and receives the

response.
wh_Client_KeyUnwrapAndCacheRequest(whClientContext
* ctx, enum wc_CipherType cipherType,

uint16_t serverKeyld, void * wrappedKeylIn,

uint16_t wrappedKeySz)Sends a key
unwrap-and-cache request to the server.
wh_Client_KeyUnwrapAndCacheResponse(whClientContext
* ctx, enum wc_CipherType cipherType,

uint16_t * keyldOut)Receives an

unwrap-and-cache response from the server.
wh_Client_DataWrap(whClientContext * ctx,

enum wc_CipherType cipherType, uint16_t
serverKeyld, void * dataln, uint32_t datalnSz,

void * wrappedDataOut, uint32_t *
wrappedDatalnOutSz)Helper function to wrap

a data object using a specified key.
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wh_Client_DataUnwrap(whClientContext *

ctx, enum wc_CipherType cipherType, uint16_t
serverKeyld, void * wrappedDataln, uint32_t
wrappedDatalnSz, void * dataOut, uint32_t *
datalnOutSz)Helper function to unwrap a

wrapped data object using a specified key.
wh_Client_CounterInitRequest(whClientContext

* ¢, whNvmId counterId, uint32_t counter)
wh_Client_CounterInitResponse(whClientContext
* ¢, uint32_t * counter)
wh_Client_CounterInit(whClientContext * c,
whNvmlId counterld, uint32_t *

counter)Creates and initializes a counter with

the value set in counter.
wh_Client_CounterResetRequest(whClientContext
* ¢, whNvmId counterId)
wh_Client_CounterResetResponse(whClientContext
* ¢, uint32_t * counter)
wh_Client_CounterReset(whClientContext * c,
whNvmlId counterld, uint32_t *

counter)Creates and initializes a counter with

to 0.
wh_Client_CounterIncrementRequest(whClientContext
* ¢, whNvmId counterlId)
wh_Client_CounterIncrementResponse(whClientContext
* ¢, uint32_t * counter)
wh_Client_CounterIncrement(whClientContext

* ¢, whNvmId counterld, uint32_t *
counter)Increments a counter.
wh_Client_CounterReadRequest(whClientContext
* ¢, whNvmId counterId)
wh_Client_CounterReadResponse(whClientContext
* ¢, uint32_t * counter)
wh_Client_CounterRead(whClientContext * c,
whNvmId counterlId, uint32_t * counter)Read a
counter.
wh_Client_CounterDestroyRequest(whClientContext
* ¢, whNvmId counterId)
wh_Client_CounterDestroyResponse(whClientContext
* ()

wh_Client_CounterDestroy(whClientContext *

¢, whNvmId counterld)Destroy a counter.
wh_Client_NvmlInitRequest(whClientContext

* ¢)Sends a non-volatile memory (NVM)

initialization request to the server.
wh_Client_NvmInitResponse(whClientContext

* ¢, int32_t * out_rc, uint32_t *

out_clientnvm_id, uint32_t *
out_servernvm_id)Receives a non-volatile

memory (NVM) initialization response from the
server.
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wh_Client_NvmInit(whClientContext * c,

int32_t * out_rc, uint32_t * out_clientnvm_id,
uint32_t * out_servernvm_id)Sends a

non-volatile memory (NVM) initialization

request to the server and receives the

response.
wh_Client_NvmCleanupRequest(whClientContext
* ¢)Sends a non-volatile memory (NVM) cleanup
request to the server.
wh_Client_NvmCleanupResponse(whClientContext
* ¢, int32_t * out_rc)Receives a non-volatile
memory (NVM) cleanup response from the

server.

wh_Client_NvmCleanup(whClientContext * c,
int32_t * out_rc)Sends a non-volatile memory
(NVM) cleanup request to the server and

receives the response.
wh_Client_NvmGetAvailableRequest(whClientContext
* ¢)Sends a request to the server to get

available non-volatile memory (NVM)

information.
wh_Client_NvmGetAvailableResponse(whClientContext
* ¢, int32_t * out_rc, uint32_t * out_avail_size,
whNvmld * out_avail_objects, uint32_t *
out_reclaim_size, whNvmId *
out_reclaim_objects)Receives a response from

the server with available non-volatile memory
(NVM) information.

wh_Client_ NvmGetAvailable(whClientContext

* ¢, int32_t * out_rc, uint32_t * out_avail_size,
whNvmld * out_avail_objects, uint32_t *
out_reclaim_size, whNvmId *
out_reclaim_objects)Sends a request to the

server and receives a response with available
non-volatile memory (NVM) information.
wh_Client_NvmAddObjectRequest(whClientContext
* ¢, whNvmId id, whNvmAccess access,
whNvmFlags flags, whNvmSize label_len,

uint8_t * label, whNvmSize len, const uint8_t *
data)Sends a request to the server to add an
object to non-volatile memory (NVM).
wh_Client_NvmAddObjectResponse(whClientContext
* ¢, int32_t * out_rc)Receives a response from

the server after attempting to add an object to
non-volatile memory (NVM).
wh_Client_NvmAddObject(whClientContext *

¢, whNvmlId id, whNvmAccess access,

whNvmFlags flags, whNvmSize label_len,

uint8_t * label, whNvmSize len, const uint8_t *
data, int32_t * out_rc)Sends a request to the

server and receives a response to add an

object to non-volatile memory (NVM).
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wh_Client_NvmlListRequest(whClientContext
* ¢, whNvmAccess access, whNvmFlags flags,
whNvmld start_id)Sends a request to the server
to list non-volatile memory (NVM) objects.
wh_Client_NvmListResponse(whClientContext
* ¢, int32_t * out_rc, whNvmId * out_count,
whNvmlId * out_id)Receives a response from
the server with a list of non-volatile memory
(NVM) objects.
wh_Client_NvmList(whClientContext * c,
whNvmAccess access, whNvmFlags flags,
whNvmId start_id, int32_t * out_rc, whNvmId *
out_count, whNvmId * out_id)Sends a request
to the server and receives a response to list
non-volatile memory (NVM) objects.
wh_Client_NvmGetMetadataRequest(whClientContext
* ¢, whNvmld id)Sends a request to the server
to get metadata of a non-volatile memory
(NVM) object.
wh_Client_NvmGetMetadataResponse(whClientContext
* ¢, int32_t * out_rc, whNvmId * out_id,
whNvmAccess * out_access, whNvmFlags *
out_flags, whNvmSize * out_len, whNvmSize
label_len, uint8_t * label)Receives a response
from the server with metadata of a non-volatile
memory (NVM) object.
wh_Client_NvmGetMetadata(whClientContext
* ¢, whNvmlId id, int32_t * out_rc, whNvmlId *
out_id, whNvmAccess * out_access,
whNvmFlags * out_flags, whNvmSize * out_len,
whNvmSize label_len, uint8_t * label)Sends a
request to the server and receives a response
to get metadata of a non-volatile memory
(NVM) object.
wh_Client_NvmDestroyObjectsRequest(whClientContext
* ¢, whNvmlId list_count, const whNvmId *
id_list)Sends a request to the server to destroy
non-volatile memory (NVM) objects.
wh_Client_NvmbDestroyObjectsResponse(whClientContext
* ¢, int32_t * out_rc)Receives a response from
the server after attempting to destroy
non-volatile memory (NVM) objects.
wh_Client_NvmDestroyObjects(whClientContext
* ¢, whNvmlId list_count, const whNvmId *
id_list, int32_t * out_rc)Sends a request to the
server and receives a response to destroy
non-volatile memory (NVM) objects.
wh_Client_NvmReadRequest(whClientContext
* ¢, whNvmlId id, whNvmSize offset, whNvmSize
data_len)Sends a request to the server to read
data from a non-volatile memory (NVM) object.
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int wh_Client_NvmReadResponse(whClientContext
* ¢, int32_t * out_rc, whNvmSize * out_len,
uint8_t * data)Receives a response from the
server with NVM object data.

int wh_Client_ NvmRead(whClientContext * c,
whNvmId id, whNvmSize offset, whNvmSize
data_len, int32_t * out_rc, whNvmSize *
out_len, uint8_t * data)Sends a request to the
server and receives a response to read data
from a non-volatile memory (NVM) object.

int wh_Client_NvmAddObjectDmaRequest(whClientContext
* ¢, whNvmMetadata * metadata, whNvmSize
data_len, const uint8_t * data)Sends a request
to the server to add an object to non-volatile
memory (NVM) using DMA.

int wh_Client_NvmAddObjectDmaResponse(whClientContext
* ¢, int32_t * out_rc)Receives a response from
the server after attempting to add an object to
non-volatile memory (NVM) using DMA.

int wh_Client_NvmAddObjectDma(whClientContext
* ¢, whNvmMetadata * metadata, whNvmSize
data_len, const uint8_t * data, int32_t *
out_rc)Sends a request to the server and
receives a response to add an object to
non-volatile memory (NVM) using DMA.

int wh_Client_NvmReadDmaRequest(whClientContext
* ¢, whNvmlId id, whNvmSize offset,
whNvmSize data_len, uint8_t * data)

int wh_Client_NvmReadDmaResponse(whClientContext
* ¢, int32_t * out_rc)Receives a response from
the server after attempting to read data from
non-volatile memory (NVM) using DMA, with
automatic detection of client address width
(32-bit or 64-bit).

int wh_Client NvmReadDma(whClientContext *
¢, whNvmlId id, whNvmSize offset, whNvmSize
data_len, uint8_t * data, int32_t * out_rc)Sends
a request to the server and receives a response
to read data from non-volatile memory (NVM)
using DMA, with automatic detection of client
address width (32-bit or 64-bit).

int wh_Client_CustomCbRequest(whClientContext
* ¢, const whMessageCustomCb_Request *
req)Sends a custom callback request to the
server.

int wh_Client_CustomCbResponse(whClientContext
* ¢, whMessageCustomCb_Response *
resp)Receives a response from the server after
sending a custom callback request.

int wh_Client_CustomCheckRegisteredRequest(whClientContext
* ¢, uint32_t id)Sends a request to the server to
check if a custom callback is registered.
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int wh_Client_CustomCbCheckRegisteredResponse(whClientCont
* ¢, uint16_t * outld, int *
responseError)Receives a response from the
server after checking if a custom callback is
registered.

int wh_Client_CustomCbCheckRegistered(whClientContext
* ¢, uint16_tid, int * responseError)Sends a
request to the server and receives a response
to check if a custom callback is registered.

int wh_Client_AuthLoginRequest(whClientContext
* ¢, whAuthMethod method, const char *
username, const void * auth_data, uint16_t
auth_data_len)Sends an authentication request
to the server.

int wh_Client_AuthLoginResponse(whClientContext
* ¢, int32_t * out_rc, whUserld *
out_user_id)Receives an authentication
response from the server.

int wh_Client_AuthLogin(whClientContext * c,
whAuthMethod method, const char *
username, const void * auth_data, uint16_t
auth_data_len, int32_t * out_rc, whUserld *
out_user_id)Authenticates a user with the
server (blocking convenience wrapper).

int wh_Client_AuthLogoutRequest(whClientContext
* ¢, whUserId user_id)Sends a logout request to
the server.

int wh_Client_AuthLogoutResponse(whClientContext

* ¢, int32_t * out_rc)Receives a logout response
from the server.

int wh_Client_AuthLogout(whClientContext * ,
whUserId user_id, int32_t * out_rc)Logs out a
user from the server (blocking convenience
wrapper).

int wh_Client_AuthUserAddResponse(whClientContext
* ¢, int32_t * out_rc, whUserld *
out_user_id)Receives a user add response from
the server.

int wh_Client_AuthUserAddRequest(whClientContext
* ¢, const char * username, whAuthPermissions
permissions, whAuthMethod method, const
void * credentials, uint16_t
credentials_len)Sends a user add request to the
server.

int wh_Client_AuthUserAdd(whClientContext * c,
const char * username, whAuthPermissions
permissions, whAuthMethod method, const
void * credentials, uint16_t credentials_len,
int32_t * out_rc, whUserld * out_user_id)Adds a
new user to the server (blocking convenience
wrapper).
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wh_Client_AuthUserGetRequest(whClientContext

* ¢, const char * username)Sends a user get

request to the server.
wh_Client_AuthUserGetResponse(whClientContext

* ¢, int32_t * out_rc, whUserld * out_user_id,
whAuthPermissions *

out_permissions)Receives a user get response

from the server.
wh_Client_AuthUserGet(whClientContext * c,

const char * username, int32_t * out_rgc,

whUserld * out_user_id, whAuthPermissions *
out_permissions)Gets user information from

the server (blocking convenience wrapper).
wh_Client_AuthUserDeleteRequest(whClientContext
* ¢, whUserId user_id)Sends a user delete

request to the server.
wh_Client_AuthUserDeleteResponse(whClientContext
* ¢, int32_t * out_rc)Receives a user delete

response from the server.
wh_Client_AuthUserDelete(whClientContext *

¢, whUserld user_id, int32_t * out_rc)Deletes a

user from the server (blocking convenience

wrapper).
wh_Client_AuthUserSetPermissionsRequest(whClientContext
* ¢, whUserId user_id, whAuthPermissions
permissions)Sends a user set permissions

request to the server.
wh_Client_AuthUserSetPermissionsResponse(whClientContex
* ¢, int32_t * out_rc)Receives a user set

permissions response from the server.
wh_Client_AuthUserSetPermissions(whClientContext
* ¢, whUserld user_id, whAuthPermissions
permissions, int32_t * out_rc)Sets user

permissions on the server (blocking

convenience wrapper).
wh_Client_AuthUserSetCredentialsRequest(whClientContext
* ¢, whUserld user_id, whAuthMethod method,

const void * current_credentials, uint16_t
current_credentials_len, const void *

new_credentials, uint16_t

new_credentials_len)Sends a user set

credentials request to the server.
wh_Client_AuthUserSetCredentialsResponse(whClientContext
* ¢, int32_t * out_rc)Receives a user set

credentials response from the server.
wh_Client_AuthUserSetCredentials(whClientContext
* ¢, whUserld user_id, whAuthMethod method,

const void * current_credentials, uint16_t
current_credentials_len, const void *

new_credentials, uint16_t new_credentials_len,

int32_t * out_rc)Sets user credentials on the

server (blocking convenience wrapper).
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wh_Client_CertInitRequest(whClientContext *
c)Sends a request to initialize the certificate

manager on the server.
wh_Client_CertInitResponse(whClientContext

* ¢, int32_t * out_rc)Receives a response from

the server after initializing the certificate

manager.

wh_Client_CertInit(whClientContext * c,

int32_t * out_rc)Sends a request and receives a
response to initialize the certificate manager.
wh_Client_CertAddTrustedRequest(whClientContext
* ¢, whNvmId id, whNvmAccess access,

whNvmFlags flags, uint8_t * label, whNvmSize
label_len, const uint8_t * cert, uint32_t

cert_len)Sends a request to add a trusted

certificate to NVM storage.
wh_Client_CertAddTrustedResponse(whClientContext
* ¢, int32_t * out_rc)Receives a response from

the server after adding a trusted certificate.
wh_Client_CertAddTrusted(whClientContext *

¢, whNvmlId id, whNvmAccess access,

whNvmFlags flags, uint8_t * label, whNvmSize
label_len, const uint8_t * cert, uint32_t cert_len,

int32_t * out_rc)Sends a request and receives a
response to add a trusted certificate.
wh_Client_CertEraseTrustedRequest(whClientContext
* ¢, whNvmId id)Sends a request to erase a

trusted certificate from NVM storage.
wh_Client_CertEraseTrustedResponse(whClientContext
* ¢, int32_t * out_rc)Receives a response from

the server after erasing a trusted certificate.
wh_Client_CertEraseTrusted(whClientContext

* ¢, whNvmlId id, int32_t * out_rc)Sends a

request and receives a response to erase a

trusted certificate.
wh_Client_CertReadTrustedRequest(whClientContext
* ¢, whNvmlId id, uint32_t cert_len)Sends a

request to read a trusted certificate from NVM

storage.
wh_Client_CertReadTrustedResponse(whClientContext
* ¢, Uint8_t * cert, uint32_t * cert_len, int32_t *
out_rc)Receives a response from the server

after getting a trusted certificate.
wh_Client_CertReadTrusted(whClientContext

* ¢, whNvmlId id, uint8_t * cert, uint32_t *

cert_len, int32_t * out_rc)Sends a request and

receives a response to read a trusted

certificate.
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wh_Client_CertVerifyRequest(whClientContext

* ¢, const uint8_t * cert, uint32_t cert_len,

whNvmld trustedRootNvmld)Sends a request

to verify a certificate against trusted

certificates.
wh_Client_CertVerifyResponse(whClientContext

* ¢, int32_t * out_rc)Receives a response from

the server after verifying a certificate.
wh_Client_CertVerify(whClientContext * c,

const uint8_t * cert, uint32_t cert_len,

whNvmlId trustedRootNvmlId, int32_t *

out_rc)Sends a request and receives a response

to verify a certificate.
wh_Client_CertVerifyAndCacheLeafPubKeyRequest(whClientC
* ¢, const uint8_t * cert, uint32_t cert_len,

whNvmld trustedRootNvmId, whNvmFlags
cachedKeyFlags, whKeyld keyld)Sends a

request to verify a certificate and cache the leaf

public key.
wh_Client_CertVerifyAndCacheLeafPubKeyResponse(whClient
* ¢, whKeylId * out_keyld, int32_t *

out_rc)Receives a response from the server

after verifying a certificate and caching the leaf

public key.
wh_Client_CertVerifyAndCacheLeafPubKey(whClientContext
* ¢, const uint8_t * cert, uint32_t cert_len,

whNvmld trustedRootNvmId, whNvmFlags
cachedKeyFlags, whKeyld * inout_keyld, int32_t

* out_rc)Sends a request and receives a

response to verify a certificate, while also

instructing the server to cache the public key of

the leaf certificate.
wh_Client_CertAddTrustedDmaRequest(whClientContext
* ¢, whNvmlId id, whNvmAccess access,

whNvmFlags flags, uint8_t * label, whNvmSize

label_len, const void * cert, uint32_t

cert_len)Sends a request to add a trusted

certificate to NVM storage using DMA.
wh_Client_CertAddTrustedDmaResponse(whClientContext
* ¢, int32_t * out_rc)Receives a response from

the server after adding a trusted certificate

using DMA.
wh_Client_CertAddTrustedDma(whClientContext

* ¢, whNvmId id, whNvmAccess access,

whNvmFlags flags, uint8_t * label, whNvmSize

label_len, const void * cert, uint32_t cert_len,

int32_t * out_rc)Sends a request and receives a

response to add a trusted certificate using

DMA.
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wh_Client_CertReadTrustedDmaRequest(whClientContext
* ¢, whNvmlId id, void * cert, uint32_t

cert_len)Sends a request to read a trusted

certificate from NVM storage using DMA.
wh_Client_CertReadTrustedDmaResponse(whClientContext
* ¢, int32_t * out_rc)Receives a response from

the server after reading a trusted certificate

using DMA.
wh_Client_CertReadTrustedDma(whClientContext

* ¢, whNvmlId id, void * cert, uint32_t cert_len,

int32_t * out_rc)Sends a request and receives a
response to read trusted certificate using DMA.
wh_Client_CertVerifyDmaRequest(whClientContext

* ¢, const void * cert, uint32_t cert_len,

whNvmld trustedRootNvmlId)Sends a request

to verify a certificate using DMA.
wh_Client_CertVerifyDmaResponse(whClientContext
* ¢, int32_t * out_rc)Receives a response from

the server after verifying a certificate using

DMA.

wh_Client_CertVerifyDma(whClientContext *

¢, const void * cert, uint32_t cert_len, whNvmId
trustedRootNvmld, int32_t * out_rc)Sends a

request and receives a response to verify a

certificate using DMA.
wh_Client_CertVerifyDmaAndCacheLeafPubKeyRequest(whCl
* ¢, const void * cert, uint32_t cert_len,

whNvmld trustedRootNvmId, whNvmFlags
cachedKeyFlags, whKeyld keyId)Sends a

request to verify a certificate using DMA and

cache the leaf certificate public key.
wh_Client_CertVerifyDmaAndCacheLeafPubKeyResponse(wh!
* ¢, whKeyId * out_keyld, int32_t *

out_rc)Receives a response from the server

after verifying a certificate using DMA and

caching the leaf public key.
wh_Client_CertVerifyDmaAndCacheLeafPubKey(whClientCont
* ¢, const void * cert, uint32_t cert_len,

whNvmld trustedRootNvmId, whNvmFlags
cachedKeyFlags, whKeyld * inout_keyld, int32_t

* out_rc)Sends a request and receives a

response to verify a certificate using DMA and

cache the leaf certificate public key.
wh_Client_CertVerifyAcertRequest(whClientContext
* ¢, const void * cert, uint32_t cert_len,

whNvmld trustedRootNvmld)Sends a request

to verify an attribute certificate.
wh_Client_CertVerifyAcertResponse(whClientContext
* ¢, int32_t * out_rc)Receives a response from

the server after verifying an attribute

certificate.
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int wh_Client_CertVerifyAcert(whClientContext *
¢, const void * cert, uint32_t cert_len, whNvmId
trustedRootNvmlId, int32_t * out_rc)Sends a
request and receives a response to verify an
attribute certificate.

int wh_Client_CertVerifyAcertDmaRequest(whClientContext
* ¢, const void * cert, uint32_t cert_len,
whNvmld trustedRootNvmId)Prepares and
sends a DMA request to verify an attribute
certificate.

int wh_Client_CertVerifyAcertDmaResponse(whClientContext
* ¢, int32_t * out_rc)Receives a response from
the server after verifying an attribute
certificate using DMA.

int wh_Client_DmaRegisterAllowList(struct
whClientContext_t * client, const
whDmaAddrAllowList * allowlist)Registers a
DMA address allowlist for client-side validation.

int wh_Client_DmaRegisterCh(struct
whClientContext_t * client,
whClientDmacClientMemCb cb)Registers a
custom client DMA callback.

int wh_Client_DmaProcessClientAddress(struct
whClientContext_t * client, uintptr_t clientAddr,
void ** serverPtr, size_t len, whDmaOper oper,
whDmaFlags flags)Processes a client address
for DMA operations, using the native pointer
size of the system.

int wh_Client_CertVerifyAcertDma(whClientContext
* ¢, const void * cert, uint32_t cert_len,
whNvmId trustedRootNvmld, int32_t *
out_rc)Sends a DMA request and receives a
response to verify an attribute certificate.

.2.3 Attributes

Name
const intfWH_NUM_DEVIDS] WH_DEV_IDS _ARRAY

.2.4 Types Documentation

.2.41 enum wc_CipherType

Enumerator Value Description
WC_CIPHER_NONE 0

.2.5 Functions Documentation

.2.5.1 function wh_Client_Init
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int wh_Client_Init(
whClientContext * c,
const whClientConfig * config

)

Parameters:

* ¢ The pointer to the whClientContext object to be initialized.
+ config The pointer to the whClientConfig object containing the configuration settings.

Return: Returns 0 on success, or a negative value indicating an error.

Context initialization and shutdown functions Initializes a whClientContext object with the provided
configuration.

.2.5.2 function wh_Client_Cleanup

int wh_Client_Cleanup(
whClientContext * c

)
Disconnects from the server and releases client context resources.
Parameters:

*+ ¢ A pointer to the whClientContext structure to be cleaned up.
Return: Returns 0 on success, or a negative value on failure.

This function frees any resources allocated during the initialization of the whClientContext. It should
be called when the client is no longer needed

.2.5.3 function wh_Client_SendRequest

int wh_Client_SendRequest(
whClientContext * c,
uintl6_t group,
uintl6_t action,
uintl6_t data_size,
const void * data

)
Parameters:

* ¢ The client context.

+ group The group identifier.

+ action The action identifier.

« data_size The size of the data to be sent. Zero is allowed in the case of NULL data.

+ data A pointer to the data to be sent. NULL is allowed in the case of zero-sized data.

Return: Returns 0 on success, or a negative value on failure.

Generic request/response functions Sends a request to the server using the specified client context.

.2.5.4 function wh_Client_RecvResponse

int wh_Client_RecvResponse(
whClientContext * c,
uintlé_t * out_group,
uintl6_t * out_action,
uintlé6_t * out_size,
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void * data

)
Parameters:

« ¢ The client context.

+ out_group Pointer to store the received group value.
« out_action Pointer to store the received action value.
+ out_size Pointer to store the received size value.

+ data Pointer to store the received data.

Return: 0 if successful, a negative value if an error occurred.

Receives a response from the server and extracts the group, action, size, and data.

.2.5.5 function wh_Client_IsRequestPending

int wh_Client_IsRequestPending(
const whClientContext * c

)

Reports whether a request has been sent whose matching response has not yet been consumed.
Parameters:

* ¢ The client context.
Return: 1 if a request is outstanding, 0 if idle, WH_ERROR_BADARGS on NULL or uninitialized context.

Does not mutate any context state. Intended to be polled from within client API *Request functions
so they can fail fast before doing any payload construction or pre-send side effects (e.g. DMA address
translation).

.2.5.6 function wh_Client_CommInitRequest

int wh_Client_CommInitRequest(
whClientContext * c

)

Sends a communication initialization request to the server.
Parameters:

* ¢ Pointer to the client context.
Return: int Returns 0 on success, or a negative error code on failure.
Comm component functions

This function prepares and sends a communication initialization request message to the server. It
populates the message with the client's ID (initialized from the config struct at client initialization) and
sends it using the communication context.

.2.5.7 function wh_Client_CommInitResponse

int wh_Client_CommInitResponse(
whClientContext * c,
uint32_t * out_clientid,
uint32_t * out_serverid
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Receives a communication initialization response from the server.
Parameters:

+ ¢ Pointer to the client context.
+ out_clientid Pointer to store the client ID from the response.
+ out_serverid Pointer to store the server ID from the response.

Return: int Returns 0 on success, or a negative error code on failure.

This function waits for and processes a communication initialization response message from the
server. It validates the response and extracts the client and server IDs from the message.

.2.5.8 function wh_Client_CommlInit

int wh_Client_CommInit(
whClientContext * c,
uint32_t * out_clientid,
uint32_t * out_serverid

)
Initializes communication with the server with a blocking call.
Parameters:

+ ¢ Pointer to the client context.
+ out_clientid Pointer to store the client ID from the response.
+ out_serverid Pointer to store the server ID from the response.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of initializing communication with the server. It sends
an initialization request and waits for a valid response, extracting the client and server IDs from the
response.

.2.5.9 function wh_Client_CommiInfoRequest

int wh_Client_CommInfoRequest(
whClientContext * ¢

)
Sends a communications information request to the server.
Parameters:
+ ¢ Pointer to the client context.
Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a communication information request message to the server.

.2.5.10 function wh_Client_CommInfoResponse

int wh_Client_CommInfoResponse(
whClientContext * c,
uint8_t * out_version,
uint8_t * out_build,

uint32_t * out_cfg_comm_data_len,
uint32_t * out_cfg_nvm_object_count,
uint32_t * out_cfg_keycache_count,
uint32_t * out_cfg_keycache_bufsize,
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)

uint32_t * out_cfg_keycache_bigcount,
uint32_t * out_cfg_keycache_bigbufsize,
uint32_t * out_cfg_customcb_count,
uint32_t * out_cfg_dmaaddr_count,
uint32_t * out_debug_state,

uint32_t * out_boot_state,

uint32_t * out_lifecycle_state,
uint32_t * out_nvm_state

Receives a communication information response from the server.

Parameters:

¢ Pointer to the client context.

out_version Pointer to store the server version string (8 bytes)

out_build Pointer to store the server build string (8 bytes)

out_cfg_comm_data_len Pointer to store the server’s maximum data len for any request or re-
sponse

out_cfg_nvm_object_count Pointer to store the server's maximum number of NVM objects
out_cfg_keycache_count Pointer to store the server's number of keys in the server RAM
out_cfg_keycache_bufsize Pointer to store the server’s maximum size of each key in server RAM
out_cfg_keycache_bigcount Pointer to store the server’'s number of big keys in the server RAM
out_cfg_keycache_bigbufsize bufsize Pointer to store the server's maximum size of each big key
in server RAM

out_cfg_customcb_count Pointer to store the server's number of custom callbacks
out_cfg_dmaaddr_count Pointer to store the server’s number of dmaaddr regions Growth:
out_debug_state Pointer to store the server’s current debug state

out_boot_state Pointer to store the server’s current boot state

out_lifecycle_state Pointer to store the server’s lifecycle state

out_nvm_state Pointer to store the server's current nvm state

Return: int Returns 0 on success, or a negative error code on failure.

This function waits for and processes a communication information response message from the server.
It validates the response and extracts the server configuration data from the message.

.2.5.11 function wh_Client_CommInfo

int

wh_Client_CommInfo(
whClientContext * c,
uint8_t * out_version,
uint8_t * out_build,

uint32_t * out_cfg_comm_data_len,
uint32_t * out_cfg_nvm_object_count,
uint32_t * out_cfg_keycache_count,
uint32_t * out_cfg_keycache_bufsize,
uint32_t * out_cfg_keycache_bigcount,
uint32_t * out_cfg_keycache_bigbufsize,
uint32_t * out_cfg_customcb_count,
uint32_t * out_cfg_dmaaddr_count,
uint32_t * out_debug_state,

uint32_t * out_boot_state,

uint32_t * out_lifecycle_state,
uint32_t * out_nvm_state
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Retrieves server configuration and state with a blocking call.
Parameters:

+ ¢ Pointer to the client context.

+ out_version Pointer to store the server version string (8 bytes)

+ out_build Pointer to store the server build string (8 bytes)

+ out_cfg_comm_data_len Pointer to store the server's maximum data len for any request or re-
sponse

+ out_cfg_nvm_object_count Pointer to store the server's maximum number of NVM objects

+ out_cfg_keycache_count Pointer to store the server's number of keys in the server RAM

+ out_cfg_keycache_bufsize Pointer to store the server’s maximum size of each key in server RAM

+ out_cfg_keycache_bigcount Pointer to store the server’'s number of keys in the server RAM

+ out_cfg_keycache_bigbufsize Pointer to store the server’'s maximum size of each key in server
RAM

+ out_cfg_customcb_count Pointer to store the server’s number of custom callbacks

+ out_cfg_dmaaddr_count Pointer to store the server’s number of dmaaddr regions Growth:

+ out_debug_state Pointer to store the server’s current debug state

* out_boot_state Pointer to store the server’s current boot state

+ out_lifecycle_state Pointer to store the server’s lifecycle state

« out_nvm_state Pointer to store the server's current nvm state

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending communication info request and parsting the
response from the server by busy polling for a valid response.

.2.5.12 function wh_Client_SetCryptoAffinity

int wh_Client_SetCryptoAffinity(
whClientContext * c,
uint32_t affinity

)

Sets the crypto affinity on the client context.
Parameters:

¢ Pointer to the client context.
+ affinity Requested crypto affinity (WH_CRYPTO_AFFINITY_SW or WH_CRYPTO_AFFINITY_HW).

Return: int Returns 0 on success, or WH_ERROR_BADARGS on invalid input.

Affinity is stored locally and transmitted per-message in every crypto request. No round-trip to the
server is required.

.2.5.13 function wh_Client_GetCryptoAffinity

int wh_Client_GetCryptoAffinity(
whClientContext * c,
uint32_t * out_affinity

)

Gets the current crypto affinity from the client context.
Parameters:

+ ¢ Pointer to the client context.
+ out_affinity Pointer to store the current crypto affinity.

Return: int Returns 0 on success, or WH_ERROR_BADARGS on invalid input.
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.2.5.14 function wh_Client_CommCloseRequest

int wh_Client_CommCloseRequest(
whClientContext * c

)
Sends a communication close request to the server.
Parameters:
+ ¢ Pointer to the client context.
Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a communication close request message to the server. It signals the
server to close the communication channel with the client.

.2.5.15 function wh_Client_CommCloseResponse

int wh_Client_CommCloseResponse(
whClientContext * c

)
Receives a communication close response from the server.
Parameters:
+ ¢ Pointer to the client context.
Return: int Returns 0 on success, or a negative error code on failure.

This function checks for and processes a communication close response message from the server.

.2.5.16 function wh_Client_ CommClose

int wh_Client_CommClose(
whClientContext * c

)

Closes communication with the server.
Parameters:
+ ¢ Pointer to the client context.
Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of closing communication with the server. It sends a close
request and waits for a valid response to confirm that the communication channel has been closed.

.2.5.17 function wh_Client_EchoRequest

int wh_Client_EchoRequest(
whClientContext * c,
uintl6e_t size,
const void * data

)

Sends an echo request to the server.
Parameters:

« ¢ Pointer to the client context.
* size Size of the data payload.
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+ data Pointer to the data payload.
Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends an echo request message to the server. The message contains a
data payload of the specified size. This function does not block; it returns immediately after sending
the request.

.2.5.18 function wh_Client_EchoResponse

int wh_Client_EchoResponse(
whClientContext * c,
uintl6_t * out_size,
void * data

)
Receives an echo response from the server.
Parameters:

* ¢ Pointer to the client context.
+ out_size Pointer to store the size of the received data payload.
+ data Pointer to store the received data payload.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process an echo response message from the server. It validates the response
and extracts the data payload. This function does not block; it returns WH_ERROR_NOTREADY if a
response has not been received.

.2.5.19 function wh_Client_Echo

int wh_Client_Echo(
whClientContext * c,
uintl6_t snd_len,
const void * snd_data,
uintl6_t * out_xcv_len,
void * rcv_data

)
Sends an echo request to the server and receives the response.
Parameters:

+ ¢ Pointer to the client context.

* snd_len Size of the data payload to send.

* snd_data Pointer to the data payload to send.

+ out_rcv_len Pointer to store the size of the received data payload.
* rcv_data Pointer to store the received data payload.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending an echo request to the server and receiving
the response. It sends the request and repeatedly attempts to receive a valid response, extracting
the data payload from the response once received. This function blocks until the entire operation is
complete or an error occurs.
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.2.5.20 function wh_Client_KeyCacheRequest_ex

int wh_Client_KeyCacheRequest_ex(
whClientContext * c,
uint32_t flags,
uint8_t * label,
uintl6_t labelSz,
const uint8_t * in,
uintl6_t inSz,
uintle_t keylId
)

Sends a key cache request to the server.
Parameters:

+ ¢ Pointer to the client context.

+ flags Flags for the key cache request.

+ label Pointer to the label associated with the key.

+ labelSz Size of the label.

* in Pointer to the key data to be cached.

* inSz Size of the key data.

+ keylId Key ID to be used for caching. If set to WH_KEYID_ERASED, a new ID will be generated.

Return: int Returns 0 on success, or a negative error code on failure.
Key functions

For client-side key data to be used, it must first be brought into the key cache (RAM) of the HSM server.
Key cache requests instruct the server to transfer key data from client memory and allocate space in
the HSM server RAM to hold this key. Key eviction requests instruct the HSM server to remove the key
from the cache so that the RAM may be reused. Key export requests instruct the server to send back
the cached key data to client RAM. Key commit requests instruct the HSM server to write the cached
key into the HSM NVM. Key erase requests instruct the HSM server to remove a previously committed
key from NVM.

This function prepares and sends a key cache request message to the server. The message contains
the specified flags, label, and input data. This function does not block; it returns immediately after
sending the request.

.2.5.21 function wh_Client_KeyCacheRequest

int wh_Client_KeyCacheRequest(
whClientContext * c,
uint32_t flags,
uint8_t * label,
uintl6_t labelSz,
const uint8_t * in,
uintl6_t inSz

)

Sends a key cache request to the server.
Parameters:

+ ¢ Pointer to the client context.

+ flags Flags for the key cache request.

+ label Pointer to the label associated with the key.
+ labelSz Size of the label.

* in Pointer to the key data to be cached.
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* inSz Size of the key data.
Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a key cache request message to the server. The message contains
the specified flags, label, and input data. This function does not block; it returns immediately after
sending the request.

.2.5.22 function wh_Client_KeyCacheResponse

int wh_Client_KeyCacheResponse(
whClientContext * c,
uintlée_t * keyId

)

Receives a key cache response from the server.
Parameters:

* ¢ Pointer to the client context.
+ keyld Pointer to store the key ID assigned by the server.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a key cache response message from the server. It validates the
response and extracts the key ID. This function does not block; it returns WH_ERROR_NOTREADY if a
response has not been received.

.2.5.23 function wh_Client_KeyCache

int wh_Client_KeyCache(
whClientContext * c,
uint32_t flags,
uint8_t * label,
uintl6_t labelSz,
const uint8_t * in,
uintl6_t inSz,
uintlée_t * keyId

)

Sends a key cache request to the server and receives the response.
Parameters:

+ ¢ Pointer to the client context.

+ flags Flags for the key cache request.

+ label Pointer to the label associated with the key.

+ labelSz Size of the label.

+ in Pointer to the key data to be cached.

* inSz Size of the key data.

+ keyld Pointer to store the key ID assigned by the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a key cache request to the server and receiving
the response. It sends the request and repeatedly attempts to receive a valid response, extracting the
key ID from the response once received. This function blocks until the entire operation is complete or
an error occurs.
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.2.5.24 function wh_Client_KeyEvictRequest

int wh_Client_KeyEvictRequest/(
whClientContext * c,
uintle_t keyId

)

Sends a key eviction request to the server.
Parameters:

¢ Pointer to the client context.
+ keyld Key ID to be evicted.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a key eviction request message to the server. The message contains
the specified key ID. This function does not block; it returns immediately after sending the request.

.2.5.25 function wh_Client_KeyEvictResponse

int wh_Client_KeyEvictResponse(
whClientContext * ¢

)

Receives a key eviction response from the server.
Parameters:
+ ¢ Pointer to the client context.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a key eviction response message from the server. It validates the
response. This function does not block; it returns WH_ERROR_NOTREADY if a response has not been
received.

.2.5.26 function wh_Client_KeyEvict

int wh_Client_KeyEvict(
whClientContext * c,
uintl6_t keyId

)

Sends a key eviction request to the server and receives the response.
Parameters:

» ¢ Pointer to the client context.
+ keyld Key ID to be evicted.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a key eviction request to the server and re-
ceiving the response. It sends the request and repeatedly attempts to receive a valid response. This
function blocks until the entire operation is complete or an error occurs.

.2.5.27 function wh_Client_KeyExportRequest
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int wh_Client_KeyExportRequest(
whClientContext * c,
uintl6_t keyId

)

Sends a key export request to the server.
Parameters:

» ¢ Pointer to the client context.
+ keyld Key ID to be exported.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a key export request message to the server. The message contains
the specified key ID. This function does not block; it returns immediately after sending the request.

.2.5.28 function wh_Client_KeyExportResponse

int wh_Client_KeyExportResponse(
whClientContext * c,
uint8_t * label,
uintl6_t labelSz,
uint8_t * out,
uintlé6_t * outSz
)

Receives a key export response from the server.
Parameters:

+ ¢ Pointer to the client context.

+ label Pointer to store the label associated with the key.
+ labelSz Size of the label buffer.

+ out Pointer to store the exported key data.

+ outSz Pointer to store the size of the exported key data.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a key export response message from the server. It validates
the response and extracts the label and key data. This function does not block; it returns
WH_ERROR_NOTREADY if a response has not been received.

.2.5.29 function wh_Client_KeyExport

int wh_Client_KeyExport/(
whClientContext * c,
uintl6e_t keyId,
uint8_t * label,
uintl6_t labelSz,
uint8_t * out,
uintl6_t * outSz

)

Sends a key export request to the server and receives the response.
Parameters:

» ¢ Pointer to the client context.
+ keylId Key ID to be exported.
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+ label Pointer to store the label associated with the key.
+ labelSz Size of the label buffer.

+ out Pointer to store the exported key data.

+ outSz Pointer to store the size of the exported key data.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a key export request to the server and receiving
the response. It sends the request and repeatedly attempts to receive a valid response, extracting the
label and key data from the response once received. This function blocks until the entire operation is
complete or an error occurs.

.2.5.30 function wh_Client_KeyCommitRequest

int wh_Client_KeyCommitRequest(
whClientContext * c,
whNvmId keyId

)
Sends a key commit request to the server.
Parameters:

+ ¢ Pointer to the client context.
+ keyld Key ID to be committed. Committing a key means making it persistent in non-volatile
memory.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a key commit request message to the server. The message contains
the specified key ID. This function does not block; it returns immediately after sending the request.

.2.5.31 function wh_Client_KeyCommitResponse

int wh_Client_KeyCommitResponse(
whClientContext * ¢

)
Receives a key commit response from the server.
Parameters:

* ¢ Pointer to the client context.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a key commit response message from the server. It validates the
response. This function does not block; it returns WH_ERROR_NOTREADY if a response has not been
received.

.2.5.32 function wh_Client_KeyCommit

int wh_Client_KeyCommit(
whClientContext * c,
whNvmId keyId

)

Sends a key commit request to the server and receives the response.

Parameters:
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+ ¢ Pointer to the client context.
+ keyld Key ID to be committed. Committing a key means making it persistent in non-volatile
memory.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a key commit request to the server and re-
ceiving the response. It sends the request and repeatedly attempts to receive a valid response. This
function blocks until the entire operation is complete or an error occurs.

.2.5.33 function wh_Client_KeyEraseRequest

int wh_Client_KeyEraseRequest (
whClientContext * c,
whNvmId keyId

)

Sends a key erase request to the server.
Parameters:

« ¢ Pointer to the client context.
+ keyld Key ID to be erased.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a key erase request message to the server. The message contains
the specified key ID. This function does not block; it returns immediately after sending the request.

.2.5.34 function wh_Client_KeyEraseResponse

int wh_Client_KeyEraseResponse(
whClientContext * ¢

)
Receives a key erase response from the server.
Parameters:

« ¢ Pointer to the client context.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a key erase response message from the server. It validates the
response. This function does not block; it returns WH_ERROR_NOTREADY if a response has not been
received.

.2.5.35 function wh_Client_KeyErase

int wh_Client_KeyErase(
whClientContext * c,
whNvmId keyId

)

Sends a key erase request to the server and receives the response.
Parameters:

« ¢ Pointer to the client context.
+ keyld Key ID to be erased.
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Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a key erase request to the server and receiving
the response. It sends the request and repeatedly attempts to receive a valid response. This function
blocks until the entire operation is complete or an error occurs.

.2.5.36 function wh_Client_KeyRevokeRequest

int wh_Client_KeyRevokeRequest (
whClientContext * c,
whKeyId keyId

)

Sends a key revoke request to the server.
Parameters:

« ¢ Pointer to the client context.
+ keyld Key ID to be revoked.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a key revoke request message to the server. The message contains
the specified key ID. This function does not block; it returns immediately after sending the request.

.2.5.37 function wh_Client_KeyRevokeResponse

int wh_Client_KeyRevokeResponse(
whClientContext * c

)

Receives a key revoke response from the server.
Parameters:
+ ¢ Pointer to the client context.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a key revoke response message from the server. It validates the
response. This function does not block; it returns WH_ERROR_NOTREADY if a response has not been
received.

.2.5.38 function wh_Client_KeyRevoke

int wh_Client_KeyRevoke(
whClientContext * c,
whKeyId keyId

)

Sends a key revoke request to the server and receives the response.
Parameters:

« ¢ Pointer to the client context.
+ keyld Key ID to be revoked.

Return: int Returns 0 on success, or a negative error code on failure.
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This function handles the complete process of sending a key revoke request to the server and receiving
the response. It sends the request and repeatedly attempts to receive a valid response. This function
blocks until the entire operation is complete or an error occurs.

.2.5.39 function wh_Client_KeyCacheDmaRequest

int wh_Client_KeyCacheDmaRequest (
whClientContext * c,
uint32_t flags,
uint8_t * label,
uintlée_t labelSz,
const void * keyAddr,
uintle_t keySz,
uintl6e_t keyId
)

Sends a key cache request using DMA to the server.
Parameters:

+ ¢ Pointer to the client context.

+ flags Key flags.

+ label Optional label for the key.

+ labelSz Size of the label in bytes.

+ keyAddr DMA address of the key data.

+ keySz Size of the key in bytes.

keyId Key ID to be associated with the cached key.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a key cache request message using DMA addressing to the server.
The message contains the key data and metadata. This function does not block; it returns immediately
after sending the request.

.2.5.40 function wh_Client_KeyCacheDmaResponse

int wh_Client_KeyCacheDmaResponse(
whClientContext * c,
uintlée_t * keyId

)

Receives a key cache response for DMA from the server.
Parameters:

* ¢ Pointer to the client context.
+ keyld Pointer to store the assigned key ID.

Return: int Returns 0 on success, or a negative error code on failure.

This function processes a key cache response message for a DMA operation from the server. It vali-
dates the response and returns the assigned key ID.

.2.5.41 function wh_Client_KeyCacheDma

int wh_Client_KeyCacheDma (
whClientContext * c,
uint32_t flags,
uint8_t * label,
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uintl6_t labelSz,
const void * keyAddr,
uintl6e_t keySz,
uintle_t * keyId

)

Performs a complete key cache operation using DMA.
Parameters:

+ ¢ Pointer to the client context.

+ flags Key flags.

+ label Optional label for the key.

+ labelSz Size of the label in bytes.

+ keyAddr DMA address of the key data.

+ keySz Size of the key in bytes.

+ keyld Pointer to store the assigned key ID.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of caching a key using DMA, including sending the request
and receiving the response.

.2.5.42 function wh_Client_KeyExportDmaRequest

int wh_Client_KeyExportDmaRequest (
whClientContext * c,
uintl6e_t keyId,
const void * keyAddr,
uintl6e_t keySz

)

Sends a key export request using DMA to the server.
Parameters:

+ ¢ Pointer to the client context.

+ keyld Key ID to export.

+ keyAddr DMA address where the key should be exported.
+ keySz Size of the key buffer in bytes.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a key export request message using DMA addressing to the server.

.2.5.43 function wh_Client_KeyExportDmaResponse

int wh_Client_KeyExportDmaResponse(
whClientContext * c,
uint8_t * label,
uintl6_t labelSz,
uintlé6_t * outSz

)

Receives a key export response for DMA from the server.
Parameters:

» ¢ Pointer to the client context.
+ label Buffer to store the key's label.
 labelSz Size of the label buffer.
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+ outSz Pointer to store the actual size of the exported key.
Return: int Returns 0 on success, or a negative error code on failure.

This function processes a key export response message for a DMA operation from the server.

.2.5.44 function wh_Client_KeyExportDma

int wh_Client_KeyExportDma (
whClientContext * c,
uintl6e_t keyId,
const void * keyAddr,
uintl6e_t keySz,
uint8_t * label,
uintl6_t labelSz,
uintlé_t * outSz

)

Performs a complete key export operation using DMA.
Parameters:

+ ¢ Pointer to the client context.

+ keyld Key ID to export.

+ keyAddr DMA address where the key should be exported.
+ keySz Size of the key buffer in bytes.

+ label Buffer to store the key's label.

+ labelSz Size of the label buffer.

+ outSz Pointer to store the actual size of the exported key.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of exporting a key using DMA, including sending the re-
quest and receiving the response.

.2.5.45 function wh_Client_KeyWrap

int wh_Client_KeyWrap(
whClientContext * ctx,
enum wc_CipherType cipherType,
uintl6e_t serverKeyId,
void * keylIn,
uintl6e_t keySz,
whNvmMetadata * metadataln,
void * wrappedKeyOut,
uintl6_t * wrappedKeyInOutSz

)

Sends a key wrap request to the server and receives the response.
Parameters:

*+ ctx Pointer to the client context.

+ cipherType Cipher used to wrap the key.

+ serverKeyld Key ID of the key encryption key on the server.
+ keyln Pointer to the key material to wrap.

+ keySz The size in bytes of the key material to wrap.

« metadataln Pointer to the metadata for the wrapped key.
+ wrappedKeyOut Pointer to store the wrapped key.
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* [in/out] wrappedKeyInOutSz IN: Size of wrappedKeyOut in bytes. OUT: Size of the total wrapped
key object returned by the server. OUT may be less than IN.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a key wrap request to the server and receiving
the response. It sends the request and repeatedly attempts to receive a valid response, extracting the
wrapped key from the response data once received. This function will block until the entire operation
completes or an error occurs.

.2.5.46 function wh_Client_KeyWrapRequest

int wh_Client_KeyWrapRequest(
whClientContext * ctx,
enum wc_CipherType cipherType,
uintl6é_t serverKeyId,
void * key,
uintl6_t keySz,
whNvmMetadata * metadata

)
Sends a key wrap request to the server.
Parameters:

*+ ctx Pointer to the client context.

+ cipherType Cipher used to wrap the key.

+ serverKeyld Key ID of the key encryption key on the server.
+ key Pointer to the key material to wrap.

+ keySz The size in bytes of the key material to wrap.

« metadataln Pointer to the metadata for the wrapped key.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a key wrap request to the server. The request data contains the key
data and metadata to be wrapped. This function does not block; it returns immediately after sending
the request.

.2.5.47 function wh_Client_KeyWrapResponse

int wh_Client_KeyWrapResponse(
whClientContext * ctx,
enum wc_CipherType cipherType,
void * wrappedKeyOut,
uintl6_t * wrappedKeyInOutSz

)

Receives a key wrap response from the server.
Parameters:

*+ ctx Pointer to the client context.

+ cipherType Cipher used to wrap the key.

+ wrappedKeyOut Pointer to store the wrapped key.

* [in/out] wrappedKeyInOutSz IN: Size of the wrappedKeyOut buffer. OUT: Size of the wrapped
key object. OUT may be less than IN

Return: int Returns 0 on success, or a negative error code on failure.
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This function attempts to process a key wrap response message from the server. It will validate the
response and extract the wrapped key from the response data. This function does not block; it returns
WH_ERROR_NOTREADY if a response has not been received.

.2.5.48 function wh_Client_KeyUnwrapAndExport

int wh_Client_KeyUnwrapAndExport (
whClientContext * ctx,
enum wc_CipherType cipherType,
uintl6_t serverKeyId,
void * wrappedKeyIn,
uintl6_t wrappedKeySz,
whNvmMetadata * metadataOut,
void * keyOut,
uintlé_t * keyInOutSz

)

Requests the server to unwrap and export a wrapped key and receives the response.
Parameters:

* ctx Pointer to the client context.

+ cipherType Cipher used when for unwrapping the key.

+ serverKeyld Key ID to be used for unwrapping the key.

+ wrappedKeylIn Pointer to the wrapped key data.

+ wrappedKeySz The size in bytes of the wrapped key data.

* metadataOut Pointer to store the unwrapped key metadata.

+ keyOut Pointer to store the unwrapped key.

* [in/out] keyInOutSz IN: Size of the keyOut buffer. OUT: Size of the exported key returned by the
server. OUT may be less than IN.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a unwrap key and export request to the server
and receiving the response. It sends the request and repeatedly attempts to receive a valid response,
extracting the unwrapped key and metadata from the response data once received. This function will
block until the entire operation completes or an error occurs.

.2.5.49 function wh_Client_KeyUnwrapAndExportRequest

int wh_Client_KeyUnwrapAndExportRequest (
whClientContext * ctx,
enum wc_CipherType cipherType,
uintl6_t serverKeylId,
void * wrappedKeyIn,
uintl6_t wrappedKeySz

)

Requests the server to unwrap-and-export a wrapped key.
Parameters:

+ ctx Pointer to the client context.

+ cipherType Cipher used when for unwrapping the key.

+ serverKeyld Key ID to be used for unwrapping the key.

+ wrappedKeyln Pointer to the wrapped key data.

+ wrappedKeySz The size in bytes of the wrapped key data.
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Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a key unwrap-and-export request to the server. The request data
contains the wrapped key for the server to unwrap. This function does not block; it returns immediately
after sending the request.

.2.5.50 function wh_Client_KeyUnwrapAndExportResponse

int wh_Client_KeyUnwrapAndExportResponse (
whClientContext * ctx,
enum wc_CipherType cipherType,
whNvmMetadata * metadataOut,
void * keyOut,
uintl6_t * keyInOutSz

)

Receives an unwrap-and-export response from the server.
Parameters:

+ ctx Pointer to the client context.

+ cipherType Cipher used when for unwrapping the key.

* metadataOut Pointer to store the unwrapped key metadata.

+ keyOut Pointer to store the unwrapped key.

+ [in/out] keyInOutSz IN: Size of the keyOut buffer. OUT: Size of the exported key returned by the
server. OUT may be less than IN.

Return: int Returns 0 on success, or a negative error code on failure.

This function attempts to process an unwrap-and-export response message from the server. It will
validate the response and extract the metadata and unwrapped key from from the response data.
This function does not block; it returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.51 function wh_Client_KeyUnwrapAndCache

int wh_Client_KeyUnwrapAndCache(
whClientContext * ctx,
enum wc_CipherType cipherType,
uintl6_t serverKeyId,
void * wrappedKeyIn,
uintl6_t wrappedKeySz,
uintlé_t * keyIdOut

)

Requests the server to unwrap and cache a wrapped key and receives the response.
Parameters:

* ctx Pointer to the client context.

+ cipherType Cipher used when unwrapping the key.

+ serverKeyld Key ID to be used for unwrapping the key.

+ wrappedKeylIn Pointer to the wrapped key data.

+ wrappedKeySz The size in bytes of the wrapped key data.

+ keyIdOut Pointer to store the server-assigned ID of the cached key.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a unwrap-and-cache request to the server and
receiving the response. It sends the request and repeatedly attempts to receive a valid response,
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extracting the server-assigned key ID for the unwrapped key once received. This function will block
until the entire operation completes or an error occurs.

.2.5.52 function wh_Client_KeyUnwrapAndCacheRequest

int wh_Client_KeyUnwrapAndCacheRequest (
whClientContext * ctx,
enum wc_CipherType cipherType,
uintl6_t serverKeyId,
void * wrappedKeyIn,
uintl6_t wrappedKeySz

)

Sends a key unwrap-and-cache request to the server.
Parameters:

*+ ctx Pointer to the client context.

+ cipherType Cipher used when unwrapping the key.

+ serverKeyld Key ID to be used for unwrapping the key.

+ wrappedKeylIn Pointer to the wrapped key data.

+ wrappedKeySz The size in bytes of the wrapped key data.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a key unwrap-and-cache request to the server. The request data
contains the wrapped key for the server to unwrap and cache. This function does not block; it returns
immediately after sending the request.

.2.5.53 function wh_Client_KeyUnwrapAndCacheResponse

int wh_Client_KeyUnwrapAndCacheResponse (
whClientContext * ctx,
enum wc_CipherType cipherType,
uintl6e_t * keyIdOut

)

Receives an unwrap-and-cache response from the server.
Parameters:

+ ctx Pointer to the client context.
+ cipherType Cipher used when unwrapping the key.
+ keyIldOut Pointer to store the server-assigned ID of the cached key.

Return: int Returns 0 on success, or a negative error code on failure.

This function attempts to process an unwrap-and-cache response message from the server. It will
validate the response and extract the server-assigned key ID for the cached key. This function does
not block; it returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.54 function wh_Client_DataWrap

int wh_Client_DataWrap(
whClientContext * ctx,
enum wc_CipherType cipherType,
uintl6_t serverKeylId,
void * dataln,
uint32_t dataInSz,
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void * wrappedDataOut,
uint32_t * wrappedDataInOutSz
)

Helper function to wrap a data object using a specified key.
Parameters:

+ ctx Pointer to the client context.

+ cipherType Cipher used when wrapping the data.

+ serverKeyld Key ID to be used for wrapping the data.

+ dataln Pointer to the plaintext data you want to wrap.

+ datalnSz The size in bytes of the plaintext data.

+ wrappedDataOut The pointer to the buffer that stores the resulting wrapped data.

* [in/out] wrappedDatalnOutSz IN: The size in bytes of wrappedDataOut buffer. OUT: The size of
the wrapped data object returned from the server. OUT may be less than IN.

Return: int Returns 0 on success, or a negative error code on failure.

This helper function uses existing calls in wolfHSM and wolfCrypt to construct a wrapped data object
using a specified cipher and key id

.2.5.55 function wh_Client_DataUnwrap

int wh_Client_DataUnwrap(
whClientContext * ctx,
enum wc_CipherType cipherType,
uintl6_t serverKeyId,
void * wrappedDataln,
uint32_t wrappedDatalnSz,
void * dataOut,
uint32_t * dataInOutSz
)

Helper function to unwrap a wrapped data object using a specified key.
Parameters:

+ ctx Pointer to the client context.

+ cipherType Cipher used when unwrapping the data.

+ serverKeyld Key ID to be used for wrapping the data.

+ wrappedDataln Pointer to the wrapped data object you want to unwrap.

« wrappedDatalnSz The size in bytes of the wrapped data object.

+ dataOut The pointer to the buffer that stores the resulting unwrapped data.

* [in/out] datalnOutSz IN: The size in bytes of dataOut. OUT: The size of the unwrapped data object
return by the server. OUT may be less than IN.

Return: int Returns 0 on success, or a negative error code on failure.

This helper function uses existing calls in wolfHSM and wolfCrypt to unwrap a wrapped data object
using a specified cipher and key id

.2.5.56 function wh_Client_CounterInitRequest

int wh_Client_CounterInitRequest(
whClientContext * c,
whNvmId counterlId,
uint32_t counter
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.2.5.57 function wh_Client_CounterInitResponse

int wh_Client_CounterInitResponse(
whClientContext * c,
uint32_t * counter

.2.5.58 function wh_Client_CounterInit

int wh_Client_CounterInit(
whClientContext * c,
whNvmId counterlId,
uint32_t * counter

)
Creates and initializes a counter with the value set in counter.
Parameters:

+ ¢ Pointer to the whClientContext structure.

» counterld counter ID to be associated with the counter.

+ counter Value to initialize the counter with, returns with the value set by the HSM for confirma-
tion.

Return: int Returns 0 on success or a negative error code on failure.

This function creates/resets a counter with the supplied counterld and gives it the value stored in
counter at the start of the call.

.2.5.59 function wh_Client_CounterResetRequest

int wh_Client_CounterResetRequest(
whClientContext * c,
whNvmId counterId

.2.5.60 function wh_Client_CounterResetResponse

int wh_Client_CounterResetResponse(
whClientContext * c,
uint32_t * counter

.2.5.61 function wh_Client_CounterReset

int wh_Client_CounterReset(
whClientContext * c,
whNvmId counterId,
uint32_t * counter

)
Creates and initializes a counter with to 0.
Parameters:

* ¢ Pointer to the whClientContext structure.
« counterId Counter ID to be associated with the counter.
+ counter Value set by the HSM for confirmation.
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Return: int Returns 0 on success or a negative error code on failure.

This function creates/resets a counter with the supplied counterId and gives it the value of 0.

.2.5.62 function wh_Client_CounterIncrementRequest

int wh_Client_CounterIncrementRequest(
whClientContext * c,
whNvmId counterId

.2.5.63 function wh_Client_CounterIncrementResponse

int wh_Client_CounterIncrementResponse (
whClientContext * c,
uint32_t * counter

.2.5.64 function wh_Client_CounterIncrement

int wh_Client_CounterIncrement (
whClientContext * c,
whNvmId counterlId,
uint32_t * counter

)

Increments a counter.
Parameters:

* ¢ Pointer to the whClientContext structure.
» counterld Counter ID to be associated with the counter.
+ counter Value set by the HSM for confirmation.

Return: int Returns 0 on success or a negative error code on failure.

This function increments a counter created previously. If the counter would roll over the HSM will
saturate the value, keeping it at the uint32_t max.

.2.5.65 function wh_Client_CounterReadRequest

int wh_Client_CounterReadRequest(
whClientContext * c,
whNvmId counterId

.2.5.66 function wh_Client_CounterReadResponse

int wh_Client_CounterReadResponse(
whClientContext * c,
uint32_t * counter
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.2.5.67 function wh_Client_CounterRead

int wh_Client_CounterRead(
whClientContext * c,
whNvmId counterld,
uint32_t * counter

)

Read a counter.
Parameters:

¢ Pointer to the whClientContext structure.
« counterId Counter ID to be associated with the counter.
+ counter Value set by the HSM.

Return: int Returns 0 on success or a negative error code on failure.

This function read a counter created previously.

.2.5.68 function wh_Client_CounterDestroyRequest

int wh_Client_CounterDestroyRequest (
whClientContext * c,
whNvmId counterId

.2.5.69 function wh_Client_CounterDestroyResponse

int wh_Client_CounterDestroyResponse(
whClientContext * c

)

.2.5.70 function wh_Client_CounterDestroy

int wh_Client_CounterDestroy(
whClientContext * c,
whNvmId counterId

)
Destroy a counter.
Parameters:

* ¢ Pointer to the whClientContext structure.
« counterId Counter ID to be associated with the counter.

Return: int Returns 0 on success or a negative error code on failure.

This function destroys an NVM counter created previously.

.2.5.71 function wh_Client_NvmlInitRequest

int wh_Client_NvmInitRequest(
whClientContext * c

)

Sends a non-volatile memory (NVM) initialization request to the server.

Parameters:
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+ ¢ Pointer to the client context.
Return: int Returns 0 on success, or a negative error code on failure.
NVM functions

This function prepares and sends an NVM initialization request message to the server. The message
contains the client NVM ID. This function does not block; it returns immediately after sending the
request.

.2.5.72 function wh_Client_NvmlInitResponse

int wh_Client_NvmInitResponse(
whClientContext * c,
int32_t * out_rc,
uint32_t * out_clientnvm_id,
uint32_t * out_servernvm_id

)

Receives a non-volatile memory (NVM) initialization response from the server.
Parameters:

« ¢ Pointer to the client context.

« out_rc Pointer to store the return code from the server.

+ out_clientnvm_id Pointer to store the client NVM ID assigned by the server.

+ out_servernvm_id Pointer to store the server NVM ID assigned by the server.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process an NVM initialization response message from the server. It validates
the response and extracts the client and server NVM IDs. This function does not block; it returns
WH_ERROR_NOTREADY if a response has not been received.

.2.5.73 function wh_Client_NvmlInit

int wh_Client_NvmInit(
whClientContext * c,
int32_t * out_rc,
uint32_t * out_clientnvm_id,
uint32_t * out_servernvm_id

)
Sends a non-volatile memory (NVM) initialization request to the server and receives the response.
Parameters:

¢ Pointer to the client context.

« out_rc Pointer to store the return code from the server.

+ out_clientnvm_id Pointer to store the client NVM ID assigned by the server.

+ out_servernvm_id Pointer to store the server NVM ID assigned by the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending an NVM initialization request to the server and
receiving the response. It sends the request and repeatedly attempts to receive a valid response,
extracting the client and server NVM IDs from the response once received. This function blocks until
the entire operation is complete or an error occurs.
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.2.5.74 function wh_Client_NvmCleanupRequest

int wh_Client_NvmCleanupRequest/(
whClientContext * c

)
Sends a non-volatile memory (NVM) cleanup request to the server.
Parameters:
+ ¢ Pointer to the client context.
Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends an NVM cleanup request message to the server. This function does
not block; it returns immediately after sending the request.

.2.5.75 function wh_Client_NvmCleanupResponse

int wh_Client_NvmCleanupResponse(
whClientContext * c,
int32_t * out_rc

)
Receives a non-volatile memory (NVM) cleanup response from the server.
Parameters:

¢ Pointer to the client context.
« out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process an NVM cleanup response message from the server. It validates the
response. This function does not block; it returns WH_ERROR_NOTREADY if a response has not been
received.

.2.5.76 function wh_Client_NvmCleanup

int wh_Client_NvmCleanup(
whClientContext * c,
int32_t * out_rc

)

Sends a non-volatile memory (NVM) cleanup request to the server and receives the response.
Parameters:

+ ¢ Pointer to the client context.
» out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending an NVM cleanup request to the server and
receiving the response. It sends the request and repeatedly attempts to receive a valid response. This
function blocks until the entire operation is complete or an error occurs.

.2.5.77 function wh_Client_NvmGetAvailableRequest
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int wh_Client_NvmGetAvailableRequest (
whClientContext * ¢

)
Sends a request to the server to get available non-volatile memory (NVM) information.
Parameters:
+ ¢ Pointer to the client context.
Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to the server to retrieve information about the available
and reclaimable NVM space and objects. This function does not block; it returns immediately after
sending the request.

.2.5.78 function wh_Client_NvmGetAvailableResponse

int wh_Client_NvmGetAvailableResponse(
whClientContext * c,
int32_t * out_rc,
uint32_t * out_avail_size,
whNvmId * out_avail_objects,
uint32_t * out_reclaim_size,
whNvmId * out_reclaim_objects

)
Receives a response from the server with available non-volatile memory (NVM) information.
Parameters:

+ ¢ Pointer to the client context.

« out_rc Pointer to store the return code from the server.

« out_avail_size Pointer to store the available NVM size.

+ out_avail_objects Pointer to store the available NVM objects.

« out_reclaim_size Pointer to store the reclaimable NVM size.

+ out_reclaim_objects Pointer to store the reclaimable NVM objects.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a response message from the server containing information
about the available and reclaimable NVM space and objects. This function does not block; it returns
WH_ERROR_NOTREADY if a response has not been received.

.2.5.79 function wh_Client_ NvmGetAvailable

int wh_Client_NvmGetAvailable(
whClientContext * c,
int32_t * out_rc,
uint32_t * out_avail_size,
whNvmId * out_avail_objects,
uint32_t * out_reclaim_size,
whNvmId * out_reclaim_objects

)

Sends a request to the server and receives a response with available non-volatile memory (NVM) infor-
mation.

Parameters:
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¢ Pointer to the client context.

« out_rc Pointer to store the return code from the server.

« out_avail_size Pointer to store the available NVM size.

+ out_avail_objects Pointer to store the available NVM objects.

» out_reclaim_size Pointer to store the reclaimable NVM size.

+ out_reclaim_objects Pointer to store the reclaimable NVM objects.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to the server to retrieve information
about the available and reclaimable NVM space and objects, and receiving the response. It sends
the request and repeatedly attempts to receive a valid response. This function blocks until the entire
operation is complete or an error occurs.

.2.5.80 function wh_Client_ NvmAddObjectRequest

int wh_Client_NvmAddObjectRequest/(
whClientContext * c,
whNvmId id,
whNvmAccess access,
whNvmFlags flags,
whNvmSize label_len,
uint8_t * label,
whNvmSize len,
const uint8_t * data

)

Sends a request to the server to add an object to non-volatile memory (NVM).
Parameters:

+ ¢ Pointer to the client context.

+ id The ID of the NVM object to add.

+ access The access permissions for the NVM object.
+ flags Flags associated with the NVM object.

+ label_len The length of the label.

+ label Pointer to the label data.

* len The length of the data.

+ data Pointer to the data to be added.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to the server to add an object to the NVM. The request
includes the object ID, access permissions, flags, label, and data. This function does not block; it
returns immediately after sending the request.

.2.5.81 function wh_Client_NvmAddObjectResponse

int wh_Client_NvmAddObjectResponse(
whClientContext * c,
int32_t * out_rc

)

Receives a response from the server after attempting to add an object to non-volatile memory (NVM).
Parameters:

» ¢ Pointer to the client context.
« out_rc Pointer to store the return code from the server.
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Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a response message from the server after an add object request.
It validates the response and extracts the return code. This function does not block; it returns
WH_ERROR_NOTREADY if a response has not been received.

.2.5.82 function wh_Client_NvmAddObject

int wh_Client_NvmAddObject(
whClientContext * c,
whNvmId id,
whNvmAccess access,
whNvmFlags flags,
whNvmSize label_len,
uint8_t * label,
whNvmSize 1len,
const uint8_t * data,
int32_t * out_rc

)

Sends a request to the server and receives a response to add an object to non-volatile memory (NVM).
Parameters:

+ ¢ Pointer to the client context.

+ id The ID of the NVM object to add.

+ access The access permissions for the NVM object.

+ flags Flags associated with the NVM object.

+ label_len The length of the label.

+ label Pointer to the label data.

* len The length of the data.

+ data Pointer to the data to be added.

« out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to the server to add an object to
the NVM and receiving the response. It sends the request and repeatedly attempts to receive a valid
response. This function blocks until the entire operation is complete or an error occurs.

.2.5.83 function wh_Client_NvmListRequest

int wh_Client_NvmListRequest(
whClientContext * c,
whNvmAccess access,
whNvmFlags flags,
whNvmId start_id

)

Sends a request to the server to list non-volatile memory (NVM) objects.
Parameters:

+ ¢ Pointer to the client context.

+ access The access permissions for the NVM objects to list.
+ flags Flags associated with the NVM objects to list.

« start_id The starting ID of the NVM obijects to list.
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Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to the server to list NVM objects. The request includes the
access permissions, flags, and the starting object ID. This function does not block; it returns immedi-
ately after sending the request.

.2.5.84 function wh_Client_NvmListResponse

int wh_Client_NvmListResponse(
whClientContext * c,
int32_t * out_rc,
whNvmId * out_count,
whNvmId * out_id

)
Receives a response from the server with a list of non-volatile memory (NVM) objects.
Parameters:

+ ¢ Pointer to the client context.

» out_rc Pointer to store the return code from the server.

+ out_count Pointer to store the count of NVM objects that match the criteria.
+ out_id Pointer to store the ID of the first matching NVM object.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a response message from the server containing a list of NVM objects.
It validates the response and extracts the return code, count of objects, and the object IDs. The count
is the number of objects that match the flags/access pattern starting at start_id. The out_id is the first
matching object ID. This function does not block; it returns WH_ERROR_NOTREADY if a response has
not been received.

.2.5.85 function wh_Client_NvmList

int wh_Client_NvmList(
whClientContext * c,
whNvmAccess access,
whNvmFlags flags,
whNvmId start_id,
int32_t * out_rc,
whNvmId * out_count,
whNvmId * out_id

)
Sends a request to the server and receives a response to list non-volatile memory (NVM) objects.
Parameters:

* ¢ Pointer to the client context.

*+ access The access permissions for the NVM objects to list.

+ flags Flags associated with the NVM objects to list.

+ start_id The starting ID of the NVM objects to list.

« out_rc Pointer to store the return code from the server.

+ out_count Pointer to store the count of NVM objects that match the criteria.
+ out_id Pointer to store the ID of the first matching NVM object.

Return: int Returns 0 on success, or a negative error code on failure.
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Note: Enumerating all objects requires calling this function in a loop with successive start_id values.
In thread-safe builds, concurrent NVM modifications between calls may result in inconsistent results.

This function handles the complete process of sending a request to the server to list NVM objects and
receiving the response. It sends the request and repeatedly attempts to receive a valid response. The
count is the number of objects that match the flags/access pattern starting at start_id. The out_id
is the first matching object ID. This function blocks until the entire operation is complete or an error
occurs.

.2.5.86 function wh_Client_ NvmGetMetadataRequest

int wh_Client_NvmGetMetadataRequest(
whClientContext * c,
whNvmId id

)

Sends a request to the server to get metadata of a non-volatile memory (NVM) object.
Parameters:

+ ¢ Pointer to the client context.
+ id The ID of the NVM object for which metadata is requested.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to the server to retrieve metadata for a specific NVM object.
The request includes the object ID. This function does not block; it returns immediately after sending
the request.

.2.5.87 function wh_Client_NvmGetMetadataResponse

int wh_Client_NvmGetMetadataResponse(
whClientContext * c,
int32_t * out_rc,
whNvmId * out_id,
whNvmAccess * out_access,
whNvmFlags * out_flags,
whNvmSize * out_len,
whNvmSize label_len,
uint8_t * label
)

Receives a response from the server with metadata of a non-volatile memory (NVM) object.
Parameters:

+ ¢ Pointer to the client context.

» out_rc Pointer to store the return code from the server.

+ out_id Pointer to store the ID of the NVM object.

+ out_access Pointer to store the access permissions of the NVM object.
+ out_flags Pointer to store the flags of the NVM object.

+ out_len Pointer to store the length of the data.

+ label_len The length of the label buffer.

+ label Pointer to store the label data.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a response message from the server containing metadata of an NVM
object. It validates the response and extracts the return code, object ID, access permissions, flags, data
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length, and label. This function does not block; it returns WH_ERROR_NOTREADY if a response has not
been received.

.2.5.88 function wh_Client NvmGetMetadata

int wh_Client_NvmGetMetadata(
whClientContext * c,
whNvmId id,
int32_t * out_rc,
whNvmId * out_id,
whNvmAccess * out_access,
whNvmFlags * out_flags,
whNvmSize * out_len,
whNvmSize label_len,
uint8_t * label

)

Sends a request to the server and receives a response to get metadata of a non-volatile memory (NVM)
object.

Parameters:

+ ¢ Pointer to the client context.

+ id The ID of the NVM object for which metadata is requested.

« out_rc Pointer to store the return code from the server.

+ out_id Pointer to store the ID of the NVM object.

+ out_access Pointer to store the access permissions of the NVM object.
+ out_flags Pointer to store the flags of the NVM object.

+ out_len Pointer to store the length of the data.

+ label_len The length of the label buffer.

+ label Pointer to store the label data.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to the server to get metadata of an
NVM object and receiving the response. It sends the request and repeatedly attempts to receive a
valid response. This function blocks until the entire operation is complete or an error occurs.

.2.5.89 function wh_Client_NvmDestroyObjectsRequest

int wh_Client_NvmDestroyObjectsRequest (
whClientContext * c,
whNvmId list_count,
const whNvmId * id_list

)

Sends a request to the server to destroy non-volatile memory (NVM) objects.
Parameters:

+ ¢ Pointer to the client context.
+ list_count The number of NVM objects to destroy.
+ id_list Pointer to an array of IDs of the NVM objects to destroy.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to the server to destroy a list of NVM objects. The request
includes the count of objects and their IDs. This function does not block; it returns immediately after
sending the request.
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.2.5.90 function wh_Client_NvmDestroyObjectsResponse

int wh_Client_NvmDestroyObjectsResponse(
whClientContext * c,
int32_t * out_rc

)
Receives a response from the server after attempting to destroy non-volatile memory (NVM) objects.
Parameters:

¢ Pointer to the client context.
« out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a response message from the server after attempting to destroy
NVM objects. It validates the response and extracts the return code. This function does not block; it
returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.91 function wh_Client_NvmbDestroyObjects

int wh_Client_NvmDestroyObjects(
whClientContext * c,
whNvmId list_count,
const whNvmId * id_list,
int32_t * out_rc

)

Sends a request to the server and receives a response to destroy non-volatile memory (NVM) objects.
Parameters:

+ ¢ Pointer to the client context.

+ list_count The number of NVM objects to destroy.

+ id_list Pointer to an array of IDs of the NVM objects to destroy.
» out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to the server to destroy NVM objects
and receiving the response. It sends the request and repeatedly attempts to receive a valid response.
This function blocks until the entire operation is complete or an error occurs.

.2.5.92 function wh_Client_ NvmReadRequest

int wh_Client_NvmReadRequest(
whClientContext * c,
whNvmId id,
whNvmSize offset,
whNvmSize data_len

)
Sends a request to the server to read data from a non-volatile memory (NVM) object.
Parameters:

* ¢ Pointer to the client context.
+ id The ID of the NVM object to read from.
+ offset The offset within the NVM object data to start reading from.
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+ data_len The length of data to read.
Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to the server to read data from a specific NVM object. The
request includes the object ID, the offset within the NVM object data to start reading from, and the
length of data to read. This function does not block; it returns immediately after sending the request.

.2.5.93 function wh_Client_ NvmReadResponse

int wh_Client_NvmReadResponse(
whClientContext * c,
int32_t * out_rc,
whNvmSize * out_len,
uint8_t * data

)

Receives a response from the server with NVM object data.
Parameters:

¢ Pointer to the client context.

« out_rc Pointer to store the return code from the server.
+ out_len Pointer to store the length of the data read.

+ data Pointer to store the NVM object data.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a response message from the server containing NVM object data.
It validates the response and extracts the return code, the length of the data read, and the data itself.
This function does not block; it returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.94 function wh_Client_ NvmRead

int wh_Client_NvmRead(
whClientContext * c,
whNvmId id,
whNvmSize offset,
whNvmSize data_len,
int32_t * out_rc,
whNvmSize * out_len,
uint8_t * data

)

Sends a request to the server and receives a response to read data from a non-volatile memory (NVM)
object.

Parameters:

« ¢ Pointer to the client context.

+ id The ID of the NVM object to read from.

+ offset The offset within the NVM object data to start reading from.
+ data_len The length of data to read.

« out_rc Pointer to store the return code from the server.

+ out_len Pointer to store the length of the data read.

+ data Pointer to store the NVM object data.

Return: int Returns 0 on success, or a negative error code on failure.
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This function handles the complete process of sending a request to the server to read data from an
NVM object and receiving the response. It sends the request and repeatedly attempts to receive a
valid response. This function blocks until the entire operation is complete or an error occurs.

.2.5.95 function wh_Client_ NvmAddObjectDmaRequest

int wh_Client_NvmAddObjectDmaRequest (
whClientContext * c,
whNvmMetadata * metadata,
whNvmSize data_len,
const uint8_t * data

)
Sends a request to the server to add an object to non-volatile memory (NVM) using DMA.

Parameters:

+ ¢ Pointer to the client context.

+ metadata Pointer to the metadata.

+ data_len The length of the data to be added.
« data Pointer to the data to be added.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to the server to add an object to NVM using DMA. The
request includes the metadata client address, the length of the data, and the data client address. This
function does not block; it returns immediately after sending the request.

.2.5.96 function wh_Client_NvmAddObjectDmaResponse

int wh_Client_NvmAddObjectDmaResponse (
whClientContext * c,
int32_t * out_rc

)

Receives a response from the server after attempting to add an object to non-volatile memory (NVM)
using DMA.

Parameters:

» ¢ Pointer to the client context.
« out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a response message from the server after attempting to add an
object to NVM using DMA. It validates the response and extracts the return code. This function does
not block; it returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.97 function wh_Client_ NvmAddObjectDma

int wh_Client_NvmAddObjectDma (
whClientContext * c,
whNvmMetadata * metadata,
whNvmSize data_len,
const uint8_t * data,
int32_t * out_rc
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Sends a request to the server and receives a response to add an object to non-volatile memory (NVM)
using DMA.

Parameters:

¢ Pointer to the client context.

* metadata Pointer to the metadata.

+ data_len The length of the data to be added.

« data Pointer to the data to be added.

* out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to the server to add an object to NVM
using DMA and receiving the response. It sends the request and repeatedly attempts to receive a valid
response. This function blocks until the entire operation is complete or an error occurs.

.2.5.98 function wh_Client_ NvmReadDmaRequest

int wh_Client_NvmReadDmaRequest (
whClientContext * c,
whNvmId id,
whNvmSize offset,
whNvmSize data_len,
uint8_t * data

.2.5.99 function wh_Client_NvmReadDmaResponse

int wh_Client_NvmReadDmaResponse(
whClientContext * c,
int32_t * out_rc

)

Receives a response from the server after attempting to read data from non-volatile memory (NVM)
using DMA, with automatic detection of client address width (32-bit or 64-bit).

Parameters:

» ¢ Pointer to the client context.
« out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a response message from the server after attempting to read
data from NVM using DMA. The client address width (32-bit or 64-bit) is automatically detected.
It validates the response and extracts the return code. This function does not block; it returns
WH_ERROR_NOTREADY if a response has not been received.

.2.5.100 function wh_Client_NvmReadDma

int wh_Client_NvmReadDma (
whClientContext * c,
whNvmId id,
whNvmSize offset,
whNvmSize data_len,
uint8_t * data,
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int32_t * out_rc
)

Sends a request to the server and receives a response to read data from non-volatile memory (NVM)
using DMA, with automatic detection of client address width (32-bit or 64-bit).

Parameters:

+ ¢ Pointer to the client context.

+ id The NVM ID of the object to read.

+ offset The offset within the object to start reading from.

+ data_len The length of the data to be read.

« data Pointer to the data buffer where the data will be read into.
« out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to the server to read data from NVM
using DMA and receiving the response. The client address width (32-bit or 64-bit) is automatically
detected. It sends the request and repeatedly attempts to receive a valid response. This function
blocks until the entire operation is complete or an error occurs.

.2.5.101 function wh_Client_CustomCbRequest

int wh_Client_CustomCbRequest(
whClientContext * c,
const whMessageCustomCb_Request * req

)
Sends a custom callback request to the server.
Parameters:

+ ¢ Pointer to the client context.
* req Pointer to the custom callback request structure.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a custom callback request to the server. The request includes the
custom callback request structure. This function does not block; it returns immediately after sending
the request.

.2.5.102 function wh_Client_CustomCbResponse

int wh_Client_CustomCbResponse(
whClientContext * c,
whMessageCustomCb_Response * resp

)
Receives a response from the server after sending a custom callback request.
Parameters:

+ ¢ Pointer to the client context.
* resp Pointer to store the custom callback response from the server.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a response message from the server after sending a custom callback
request. It validates the response and extracts the return code. This function does not block; it returns
WH_ERROR_NOTREADY if a response has not been received.
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.2.5.103 function wh_Client_CustomCheckRegisteredRequest

int wh_Client_CustomCheckRegisteredRequest (
whClientContext * c,
uint32_t id

)

Sends a request to the server to check if a custom callback is registered.
Parameters:

¢ Pointer to the client context.
¢ id The ID of the custom callback to check.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to the server to check if a custom callback is registered.
The requestincludes the callback ID. This function does not block; it returns immediately after sending
the request.

.2.5.104 function wh_Client_CustomCbCheckRegisteredResponse

int wh_Client_CustomCbCheckRegisteredResponse(
whClientContext * c,
uintlé6_t * outld,
int * responseError

)

Receives a response from the server after checking if a custom callback is registered.
Parameters:

+ ¢ Pointer to the client context.
+ outld Pointer to store the callback ID from the server.
* responseError Pointer to store the response error code from the server.

Return: int Returns 0 if the callback is registered, WH_ERROR_NOHANDLER if it is not registered, or a
negative error code on failure.

This function attempts to process a response message from the server after checking if a custom
callback is registered. It validates the response and extracts the return code and callback ID. This
function does not block; it returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.105 function wh_Client_CustomCbCheckRegistered

int wh_Client_CustomCbCheckRegistered(
whClientContext * c,
uintlée_t id,
int * responseError

)
Sends a request to the server and receives a response to check if a custom callback is registered.
Parameters:

+ ¢ Pointer to the client context.
* id The ID of the custom callback to check.
* responseError Pointer to store the response error code from the server.

Return: int Returns 0 if the callback is registered, WH_ERROR_NOHANDLER if it is not registered, or a
negative error code on failure.
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This function handles the complete process of sending a request to the server to check if a custom
callback is registered and receiving the response. It sends the request and repeatedly attempts to
receive a valid response. This function blocks until the entire operation is complete or an error occurs.

.2.5.106 function wh_Client_AuthLoginRequest

int wh_Client_AuthLoginRequest(
whClientContext * c,
whAuthMethod method,
const char * username,
const void * auth_data,
uintl6_t auth_data_len

)

Sends an authentication request to the server.
Parameters:

+ ¢ Pointer to the client context.

* method The authentication method to use (e.g., WH_AUTH_METHOD_PIN).
* username The user name to login (null-terminated C string).

« auth_data Pointer to the authentication data.

+ auth_data_len Length of the authentication data.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends an authentication request message to the server. The request in-
cludes the authentication method and authentication data (e.g., PIN). This function does not block; it
returns immediately after sending the request.

.2.5.107 function wh_Client_AuthLoginResponse

int wh_Client_AuthLoginResponse(
whClientContext * c,
int32_t * out_rc,
whUserId * out_user_id

)
Receives an authentication response from the server.
Parameters:

¢ Pointer to the client context.
« out_rc Pointer to store the return code from the server.
« out_user_id Pointer to store the authenticated user ID.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process an authentication response message from the server. It validates
the response and extracts the return code and user ID. This function does not block; it returns
WH_ERROR_NOTREADY if a response has not been received.

.2.5.108 function wh_Client_AuthLogin

int wh_Client_AuthLogin(
whClientContext * c,
whAuthMethod method,
const char * username,
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const void * auth_data,
uintl6_t auth_data_len,
int32_t * out_rc,

whUserId * out_user_id

)

Authenticates a user with the server (blocking convenience wrapper).
Parameters:

+ ¢ Pointer to the client context.

* method The authentication method to use (e.g.,, WH_AUTH_METHOD_PIN).
* username The user name to login (null-terminated C string).

« auth_data Pointer to the authentication data.

+ auth_data_len Length of the authentication data.

« out_rc Pointer to store the return code from the server.

« out_user_id Pointer to store the authenticated user ID.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending an authentication request to the server and
receiving the response. It sends the request and repeatedly attempts to receive a valid response. This
function blocks until the entire operation is complete or an error occurs.

.2.5.109 function wh_Client_AuthLogoutRequest

int wh_Client_AuthLogoutRequest(
whClientContext * c,
whUserId user_id

)
Sends a logout request to the server.
Parameters:

« ¢ Pointer to the client context.
+ user_id The user ID to logout.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a logout request message to the server. This function does not block;
it returns immediately after sending the request.

.2.5.110 function wh_Client_AuthLogoutResponse

int wh_Client_AuthLogoutResponse(
whClientContext * c,
int32_t * out_rc

)

Receives a logout response from the server.
Parameters:

¢ Pointer to the client context.
« out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a logout response message from the server. This function does not
block; it returns WH_ERROR_NOTREADY if a response has not been received.
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.2.5.111 function wh_Client_AuthLogout

int wh_Client_AuthLogout(
whClientContext * c,
whUserId user_id,
int32_t * out_rc

)
Logs out a user from the server (blocking convenience wrapper).
Parameters:

« ¢ Pointer to the client context.
+ user_id The user ID to logout.
« out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a logout request to the server and receiving
the response. It sends the request and repeatedly attempts to receive a valid response. This function
blocks until the entire operation is complete or an error occurs.

.2.5.112 function wh_Client_AuthUserAddResponse

int wh_Client_AuthUserAddResponse(
whClientContext * c,
int32_t * out_rc,
whUserId * out_user_id

)

Receives a user add response from the server.
Parameters:

¢ Pointer to the client context.
« out_rc Pointer to store the return code from the server.
« out_user_id Pointer to store the new user ID.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a user add response message from the server. This function does
not block; it returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.113 function wh_Client_AuthUserAddRequest

int wh_Client_AuthUserAddRequest (
whClientContext * c,
const char * username,
whAuthPermissions permissions,
whAuthMethod method,
const void * credentials,
uintl6_t credentials_len

)
Sends a user add request to the server.
Parameters:

» ¢ Pointer to the client context.
« username The username for the new user.
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* permissions The permissions for the new user.

* method The authentication method for the new user.
+ credentials Pointer to the credentials data.

+ credentials_len Length of the credentials data.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a user add request message to the server. This function does not
block; it returns immediately after sending the request.

.2.5.114 function wh_Client_AuthUserAdd

int wh_Client_AuthUserAdd(
whClientContext * c,
const char * username,
whAuthPermissions permissions,
whAuthMethod method,
const void * credentials,
uintl6_t credentials_len,
int32_t * out_rc,
whUserId * out_user_id

)

Adds a new user to the server (blocking convenience wrapper).
Parameters:

¢ Pointer to the client context.

« username The username for the new user.

* permissions The permissions for the new user.

* method The authentication method for the new user.

+ credentials Pointer to the credentials data.

+ credentials_len Length of the credentials data.

« out_rc Pointer to store the return code from the server.
« out_user_id Pointer to store the new user ID.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a user add request to the server and receiving
the response. It sends the request and repeatedly attempts to receive a valid response. This function
blocks until the entire operation is complete or an error occurs.

.2.5.115 function wh_Client_AuthUserGetRequest

int wh_Client_AuthUserGetRequest(
whClientContext * c,
const char * username

)

Sends a user get request to the server.
Parameters:

+ ¢ Pointer to the client context.
* username The username to look up.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a user get request message to the server. This function does not
block; it returns immediately after sending the request.
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.2.5.116 function wh_Client_AuthUserGetResponse

int wh_Client_AuthUserGetResponse(
whClientContext * c,
int32_t * out_rc,
whUserId * out_user_id,
whAuthPermissions * out_permissions

)
Receives a user get response from the server.
Parameters:

« ¢ Pointer to the client context.

« out_rc Pointer to store the return code from the server.
+ out_user_id Pointer to store the user ID.

+ out_permissions Pointer to store the user permissions.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a user get response message from the server. This function does
not block; it returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.117 function wh_Client_AuthUserGet

int wh_Client_AuthUserGet (
whClientContext * c,
const char * username,
int32_t * out_rc,
whUserId * out_user_id,
whAuthPermissions * out_permissions

)
Gets user information from the server (blocking convenience wrapper).
Parameters:

+ ¢ Pointer to the client context.

* username The username to look up.

« out_rc Pointer to store the return code from the server.
« out_user_id Pointer to store the user ID.

+ out_permissions Pointer to store the user permissions.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a user get request to the server and receiving
the response. It sends the request and repeatedly attempts to receive a valid response. This function
blocks until the entire operation is complete or an error occurs.

.2.5.118 function wh_Client_AuthUserDeleteRequest

int wh_Client_AuthUserDeleteRequest(
whClientContext * c,
whUserId user_id

)
Sends a user delete request to the server.

Parameters:
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« ¢ Pointer to the client context.
« user_id The user ID to delete.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a user delete request message to the server. This function does not
block; it returns immediately after sending the request.

.2.5.119 function wh_Client_AuthUserDeleteResponse

int wh_Client_AuthUserDeleteResponse(
whClientContext * c,
int32_t * out_rc

)
Receives a user delete response from the server.
Parameters:

» ¢ Pointer to the client context.
« out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a user delete response message from the server. This function does
not block; it returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.120 function wh_Client_AuthUserDelete

int wh_Client_AuthUserDelete(
whClientContext * c,
whUserId user_id,
int32_t * out_rc

)
Deletes a user from the server (blocking convenience wrapper).
Parameters:

« ¢ Pointer to the client context.
» user_id The user ID to delete.
« out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a user delete request to the server and receiving
the response. It sends the request and repeatedly attempts to receive a valid response. This function
blocks until the entire operation is complete or an error occurs.

.2.5.121 function wh_Client_AuthUserSetPermissionsRequest

int wh_Client_AuthUserSetPermissionsRequest (
whClientContext * c,
whUserId user_id,
whAuthPermissions permissions

)

Sends a user set permissions request to the server.

Parameters:
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¢ Pointer to the client context.
+ user_id The user ID to set permissions for.
* permissions The new permissions to set.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a user set permissions request message to the server. This function
does not block; it returns immediately after sending the request.

.2.5.122 function wh_Client_AuthUserSetPermissionsResponse

int wh_Client_AuthUserSetPermissionsResponse(
whClientContext * c,
int32_t * out_rc

)

Receives a user set permissions response from the server.
Parameters:

¢ Pointer to the client context.
» out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a user set permissions response message from the server. This
function does not block; it returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.123 function wh_Client_AuthUserSetPermissions

int wh_Client_AuthUserSetPermissions(
whClientContext * c,
whUserId user_id,
whAuthPermissions permissions,
int32_t * out_rc

)

Sets user permissions on the server (blocking convenience wrapper).
Parameters:

¢ Pointer to the client context.

+ user_id The user ID to set permissions for.

* permissions The new permissions to set.

« out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a user set permissions request to the server
and receiving the response. It sends the request and repeatedly attempts to receive a valid response.
This function blocks until the entire operation is complete or an error occurs.

.2.5.124 function wh_Client_AuthUserSetCredentialsRequest

int wh_Client_AuthUserSetCredentialsRequest(
whClientContext * c,
whUserId user_id,
whAuthMethod method,
const void * current_credentials,
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uintl6_t current_credentials_len,
const void * new_credentials,
uintl6_t new_credentials_len

)
Sends a user set credentials request to the server.
Parameters:

+ ¢ Pointer to the client context.

 user_id The user ID to set credentials for.

« method The authentication method.

« current_credentials Pointer to the current credentials data.

+ current_credentials_len Length of the current credentials data.
* new_credentials Pointer to the new credentials data.

* new_credentials_len Length of the new credentials data.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a user set credentials request message to the server. This function
does not block; it returns immediately after sending the request.

.2.5.125 function wh_Client_AuthUserSetCredentialsResponse

int wh_Client_AuthUserSetCredentialsResponse(
whClientContext * c,
int32_t * out_rc

)
Receives a user set credentials response from the server.
Parameters:

¢ Pointer to the client context.
« out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if no response is available, or a negative
error code on failure.

This function attempts to process a user set credentials response message from the server. This func-
tion does not block; it returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.126 function wh_Client_AuthUserSetCredentials

int wh_Client_AuthUserSetCredentials(
whClientContext * c,
whUserId user_id,
whAuthMethod method,
const void * current_credentials,
uintl6_t current_credentials_len,
const void * new_credentials,
uintl6_t new_credentials_len,
int32_t * out_rc

)
Sets user credentials on the server (blocking convenience wrapper).
Parameters:

+ ¢ Pointer to the client context.
+ user_id The user ID to set credentials for.
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« method The authentication method.

* current_credentials Pointer to the current credentials data.

+ current_credentials_len Length of the current credentials data.
* new_credentials Pointer to the new credentials data.

* new_credentials_len Length of the new credentials data.

« out_rc Pointer to store the return code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a user set credentials request to the server and
receiving the response. It sends the request and repeatedly attempts to receive a valid response. This
function blocks until the entire operation is complete or an error occurs.

.2.5.127 function wh_Client_CertInitRequest

int wh_Client_CertInitRequest(
whClientContext * ¢

)
Sends a request to initialize the certificate manager on the server.

Parameters:
+ ¢ Pointer to the client context.
Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to initialize the certificate manager on the server. This
function does not block; it returns immediately after sending the request.

.2.5.128 function wh_Client_CertInitResponse

int wh_Client_CertInitResponse(
whClientContext * c,
int32_t * out_rc

)

Receives a response from the server after initializing the certificate manager.
Parameters:

* ¢ Pointer to the client context.
+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function attempts to process a response message from the server after initializing the certificate
manager. It validates the response and extracts the return code. This function does not block; it
returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.129 function wh_Client_CertInit

int wh_Client_CexrtInit(
whClientContext * c,
int32_t * out_rc

)
Sends a request and receives a response to initialize the certificate manager.

Parameters:

« ¢ Pointer to the client context.
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+ out_rc Pointer to store the response code from the server.
Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to initialize the certificate manager
and receiving the response. It blocks until the entire operation is complete or an error occurs.

.2.5.130 function wh_Client_CertAddTrustedRequest

int wh_Client_CertAddTrustedRequest (
whClientContext * c,
whNvmId id,
whNvmAccess access,
whNvmFlags flags,
uint8_t * label,
whNvmSize label_len,
const uint8_t * cert,
uint32_t cert_1len

)
Sends a request to add a trusted certificate to NVM storage.
Parameters:

» ¢ Pointer to the client context.

« id The NVM ID to store the certificate.
 cert Pointer to the certificate data.

+ cert_len Length of the certificate data.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to add a trusted certificate to NVM storage. This function
does not block; it returns immediately after sending the request.

.2.5.131 function wh_Client_CertAddTrustedResponse

int wh_Client_CertAddTrustedResponse(
whClientContext * c,
int32_t * out_rc

)
Receives a response from the server after adding a trusted certificate.
Parameters:

¢ Pointer to the client context.
+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function attempts to process a response message from the server after adding a trusted certifi-
cate. It validates the response and extracts the return code. This function does not block; it returns
WH_ERROR_NOTREADY if a response has not been received.

.2.5.132 function wh_Client_CertAddTrusted

int wh_Client_CertAddTrusted(
whClientContext * c,
whNvmId id,
whNvmAccess access,
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whNvmFlags flags,
uint8_t * label,
whNvmSize label_len,
const uint8_t * cert,
uint32_t cert_len,
int32_t * out_rc

)
Sends a request and receives a response to add a trusted certificate.
Parameters:

¢ Pointer to the client context.

« id The NVM ID to store the certificate.

+ cert Pointer to the certificate data.

+ cert_len Length of the certificate data.

+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to add a trusted certificate and re-
ceiving the response. It blocks until the entire operation is complete or an error occurs.

.2.5.133 function wh_Client_CertEraseTrustedRequest

int wh_Client_CertEraseTrustedRequest(
whClientContext * c,
whNvmId id

)
Sends a request to erase a trusted certificate from NVM storage.
Parameters:

« ¢ Pointer to the client context.
« id The NVM ID of the certificate to delete.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to erase a trusted certificate from NVM storage. This
function does not block; it returns immediately after sending the request.

.2.5.134 function wh_Client_CertEraseTrustedResponse

int wh_Client_CertEraseTrustedResponse(
whClientContext * c,
int32_t * out_rc

)
Receives a response from the server after erasing a trusted certificate.
Parameters:

» ¢ Pointer to the client context.
+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function attempts to process a response message from the server after erasing a trusted certifi-
cate. It validates the response and extracts the return code. This function does not block; it returns
WH_ERROR_NOTREADY if a response has not been received.
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.2.5.135 function wh_Client_CertEraseTrusted

int wh_Client_CertEraseTrusted(
whClientContext * c,
whNvmId id,
int32_t * out_rc

)
Sends a request and receives a response to erase a trusted certificate.
Parameters:

« ¢ Pointer to the client context.
« id The NVM ID of the certificate to delete.
+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to erase a trusted certificate and
receiving the response. It blocks until the entire operation is complete or an error occurs.

.2.5.136 function wh_Client_CertReadTrustedRequest

int wh_Client_CertReadTrustedRequest(
whClientContext * c,
whNvmId id,
uint32_t cert_1len

)
Sends a request to read a trusted certificate from NVM storage.
Parameters:

¢ Pointer to the client context.
« id The NVM ID of the certificate to retrieve.
+ cert_len Maximum length of the certificate buffer.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to read a trusted certificate from NVM storage. This func-
tion does not block; it returns immediately after sending the request.

.2.5.137 function wh_Client_CertReadTrustedResponse

int wh_Client_CertReadTrustedResponse(
whClientContext * c,
uint8_t * cert,
uint32_t * cert_len,
int32_t * out_rc

)
Receives a response from the server after getting a trusted certificate.
Parameters:

¢ Pointer to the client context.

 cert Pointer to store the certificate data.

+ cert_len Pointer to the maximum length of the certificate buffer. On output, contains the actual
length of the certificate.

+ out_rc Pointer to store the response code from the server.
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Return: int Returns 0 on success, or a negative error code on failure.

This function attempts to process a response message from the server after getting a trusted certifi-
cate. It validates the response, extracts the certificate data, and updates the certificate length. This
function does not block; it returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.138 function wh_Client_CertReadTrusted

int wh_Client_CertReadTrusted(
whClientContext * c,
whNvmId id,
uint8_t * cert,
uint32_t * cert_len,
int32_t * out_rc

)

Sends a request and receives a response to read a trusted certificate.
Parameters:

¢ Pointer to the client context.

« id The NVM ID of the certificate to retrieve.

+ cert Pointer to store the certificate data.

+ cert_len Pointer to the maximum length of the certificate buffer. On output, contains the actual
length of the certificate.

+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to read a trusted certificate and
receiving the response. It blocks until the entire operation is complete or an error occurs.

.2.5.139 function wh_Client_CertVerifyRequest

int wh_Client_CertVerifyRequest(
whClientContext * c,
const uint8_t * cert,
uint32_t cert_len,
whNvmId trustedRootNvmId

)
Sends a request to verify a certificate against trusted certificates.
Parameters:

+ ¢ Pointer to the client context.

+ cert Pointer to the certificate data to verify.

+ cert_len Length of the certificate data.

+ trustedRootNvmId NVM ID of the trusted root certificate to verify against.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to verify a certificate against trusted certificates. This
function does not block; it returns immediately after sending the request.

.2.5.140 function wh_Client_CertVerifyResponse

int wh_Client_CertVerifyResponse(
whClientContext * c,
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int32_t * out_rc

)

Receives a response from the server after verifying a certificate.
Parameters:

« ¢ Pointer to the client context.
+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function attempts to process a response message from the server after verifying a certificate.
It validates the response and extracts the return code. This function does not block; it returns
WH_ERROR_NOTREADY if a response has not been received.

.2.5.141 function wh_Client_CertVerify

int wh_Client_CertVerify(
whClientContext * c,
const uint8_t * cert,
uint32_t cert_len,
whNvmId trustedRootNvmId,
int32_t * out_rc

)
Sends a request and receives a response to verify a certificate.

Parameters:

+ ¢ Pointer to the client context.

+ cert Pointer to the certificate data to verify.

+ cert_len Length of the certificate data.

+ trustedRootNvmId NVM ID of the trusted root certificate to verify against.
+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to verify a certificate and receiving
the response. It blocks until the entire operation is complete or an error occurs.

.2.5.142 function wh_Client_CertVerifyAndCacheLeafPubKeyRequest

int wh_Client_CertVerifyAndCachelLeafPubKeyRequest (
whClientContext * c,
const uint8_t * cert,
uint32_t cert_len,
whNvmId trustedRootNvmId,
whNvmFlags cachedKeyFlags,
whKeyId keyId

)

Sends a request to verify a certificate and cache the leaf public key.
Parameters:

* ¢ Pointer to the client context.

+ cert Pointer to the certificate data to verify.

+ cert_len Length of the certificate data.

+ trustedRootNvmId NVM ID of the trusted root certificate to verify against.

COPYRIGHT ©2024 wolfSSL Inc. 100



.2 wolfhsm/wh_client.h CONTENTS

+ cachedKeyFlags NVM usage flags to apply when caching the leaf public key (e.g., WH_NVM_FLAGS_USAGE_VERIF
WH_NVM_FLAGS_USAGE_SIGN).

+ keyld The keyld to cache the leaf public key in. If set to WH_KEYID_ERASED, the server will pick
a keyld.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to verify a certificate and also instructs the server to cache
the public key of the leaf certificate. This function does not block; it returns immediately after sending
the request.

.2.5.143 function wh_Client_CertVerifyAndCacheLeafPubKeyResponse

int wh_Client_CertVerifyAndCachelLeafPubKeyResponse(
whClientContext * c,
whKeyId * out_keyId,
int32_t * out_rc

)
Receives a response from the server after verifying a certificate and caching the leaf public key.
Parameters:

¢ Pointer to the client context.
+ out_keyId Pointer to store the key ID of the cached leaf public key.
+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function attempts to process a response message from the server after verifying a certificate and
caching the leaf public key. It validates the response and extracts the return code and key ID. This
function does not block; it returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.144 function wh_Client_CertVerifyAndCacheLeafPubKey

int wh_Client_CertVerifyAndCachelLeafPubKey (
whClientContext * c,
const uint8_t * cert,
uint32_t cert_len,
whNvmId trustedRootNvmId,
whNvmFlags cachedKeyFlags,
whKeyId * inout_keyId,
int32_t * out_rc

)

Sends a request and receives a response to verify a certificate, while also instructing the server to
cache the public key of the leaf certificate.

Parameters:

+ ¢ Pointer to the client context.

+ cert Pointer to the certificate data to verify.

+ cert_len Length of the certificate data.

+ trustedRootNvmId NVM ID of the trusted root certificate to verify against.

+ cachedKeyFlags NVM usage flags to apply when caching the leaf public key (e.g., WH_NVM_FLAGS_USAGE_VERIF
WH_NVM_FLAGS_USAGE_SIGN).

inout_keyld Pointer to the desired key ID of the cached leaf public key. If setto WH_KEYID_ERASED,

the server will pick a keyld. On output, contains the keyld of the cached leaf public key.

+ out_rc Pointer to store the response code from the server.
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Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to verify a certificate and cache the
leaf public key, and receiving the response. It blocks until the entire operation is complete or an error
occurs.

.2.5.145 function wh_Client_CertAddTrustedDmaRequest

int wh_Client_CertAddTrustedDmaRequest (
whClientContext * c,
whNvmId id,
whNvmAccess access,
whNvmFlags flags,
uint8_t * label,
whNvmSize label_len,
const void * cert,
uint32_t cert_1len

)
Sends a request to add a trusted certificate to NVM storage using DMA.
Parameters:

+ ¢ Pointer to the client context.

« id NVM ID to store the trusted certificate.
+ cert Pointer to the certificate data to add.
+ cert_len Length of the certificate data.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to add a trusted certificate to NVM storage using DMA.
This function does not block; it returns immediately after sending the request.

.2.5.146 function wh_Client_CertAddTrustedDmaResponse

int wh_Client_CertAddTrustedDmaResponse (
whClientContext * c,
int32_t * out_rc

)
Receives a response from the server after adding a trusted certificate using DMA.
Parameters:

« ¢ Pointer to the client context.
+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function attempts to process a response message from the server after adding a trusted certificate
using DMA. It validates the response and extracts the return code. This function does not block; it
returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.147 function wh_Client_CertAddTrustedDma

int wh_Client_CertAddTrustedDma(
whClientContext * c,
whNvmId id,
whNvmAccess access,
whNvmFlags flags,
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uint8_t * label,
whNvmSize label_len,
const void * cert,
uint32_t cert_len,
int32_t * out_rc

)

Sends a request and receives a response to add a trusted certificate using DMA.
Parameters:

« ¢ Pointer to the client context.

« id NVM ID to store the trusted certificate.

+ cert Pointer to the certificate data to add.

+ cert_len Length of the certificate data.

+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to add a trusted certificate using
DMA and receiving the response. It blocks until the entire operation is complete or an error occurs.

.2.5.148 function wh_Client_CertReadTrustedDmaRequest

int wh_Client_CertReadTrustedDmaRequest (
whClientContext * c,
whNvmId id,
void * cert,
uint32_t cert_1len

)
Sends a request to read a trusted certificate from NVM storage using DMA.

Parameters:

+ ¢ Pointer to the client context.

+ id NVM ID of the trusted certificate to get.

« cert Pointer to buffer to store the certificate data.
+ cert_len Length of the certificate buffer.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to read a trusted certificate from NVM storage using DMA.
This function does not block; it returns immediately after sending the request.

.2.5.149 function wh_Client_CertReadTrustedDmaResponse

int wh_Client_CertReadTrustedDmaResponse(
whClientContext * c,
int32_t * out_rc

)

Receives a response from the server after reading a trusted certificate using DMA.
Parameters:

« ¢ Pointer to the client context.
+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.
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This function attempts to process a response message from the server after reading a trusted certifi-
cate using DMA. It validates the response and extracts the return code. This function does not block;
it returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.150 function wh_Client_CertReadTrustedDma

int wh_Client_CertReadTrustedDma
whClientContext * c,
whNvmId id,
void * cert,
uint32_t cert_len,
int32_t * out_rc

)
Sends a request and receives a response to read trusted certificate using DMA.
Parameters:

+ ¢ Pointer to the client context.

+ id NVM ID of the trusted certificate to get.

 cert Pointer to buffer to store the certificate data.

+ cert_len Length of the certificate buffer.

+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to read a trusted certificate using
DMA and receiving the response. It blocks until the entire operation is complete or an error occurs.

.2.5.151 function wh_Client_CertVerifyDmaRequest

int wh_Client_CertVerifyDmaRequest(
whClientContext * c,
const void * cert,
uint32_t cert_len,
whNvmId trustedRootNvmId
)

Sends a request to verify a certificate using DMA.
Parameters:

+ ¢ Pointer to the client context.

+ cert Pointer to the certificate data to verify.

+ cert_len Length of the certificate data.

+ trustedRootNvmId NVM ID of the trusted root certificate to verify against.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to verify a certificate using DMA. This function does not
block; it returns immediately after sending the request.

.2.5.152 function wh_Client_CertVerifyDmaResponse

int wh_Client_CertVerifyDmaResponse(
whClientContext * c,
int32_t * out_rc

COPYRIGHT ©2024 wolfSSL Inc. 104



.2 wolfhsm/wh_client.h CONTENTS

Receives a response from the server after verifying a certificate using DMA.
Parameters:

+ ¢ Pointer to the client context.
* out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function attempts to process a response message from the server after verifying a certificate
using DMA. It validates the response and extracts the return code. This function does not block; it
returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.153 function wh_Client_CertVerifyDma

int wh_Client_CertVerifyDma(
whClientContext * c,
const void * cert,
uint32_t cert_len,
whNvmId trustedRootNvmId,
int32_t * out_rc

)
Sends a request and receives a response to verify a certificate using DMA.
Parameters:

¢ Pointer to the client context.

+ cert Pointer to the certificate data to verify.

+ cert_len Length of the certificate data.

+ trustedRootNvmId NVM ID of the trusted root certificate to verify against.
+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to verify a certificate using DMA and
receiving the response. It blocks until the entire operation is complete or an error occurs.

.2.5.154 function wh_Client_CertVerifyDmaAndCacheLeafPubKeyRequest

int wh_Client_CertVerifyDmaAndCachelLeafPubKeyRequest (
whClientContext * c,
const void * cert,
uint32_t cert_len,
whNvmId trustedRootNvmId,
whNvmFlags cachedKeyFlags,
whKeyId keyId
)

Sends a request to verify a certificate using DMA and cache the leaf certificate public key.
Parameters:

+ ¢ Pointer to the client context.

+ cert Pointer to the certificate data to verify.

+ cert_len Length of the certificate data.

+ trustedRootNvmId NVM ID of the trusted root certificate to verify against.

+ cachedKeyFlags NVM usage flags to apply when caching the leaf public key (e.g., WH_NVM_FLAGS_USAGE_VERIF
WH_NVM_FLAGS_USAGE_SIGN).
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+ keyld The keyId to cache the leaf public key in. If set to WH_KEYID_ERASED, the server will pick
a keyld.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to verify a certificate using DMA and also instructs the
server to cache the public key of the leaf certificate. This function does not block; it returns immediately
after sending the request.

.2.5.155 function wh_Client_CertVerifyDmaAndCacheLeafPubKeyResponse

int wh_Client_CertVerifyDmaAndCachelLeafPubKeyResponse(
whClientContext * c,
whKeyId * out_keyId,
int32_t * out_rc

)

Receives a response from the server after verifying a certificate using DMA and caching the leaf public
key.

Parameters:

¢ Pointer to the client context.
+ out_keyld Pointer to store the key ID of the cached leaf public key.
* out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function attempts to process a response message from the server after verifying a certificate
using DMA and caching the leaf public key. It validates the response and extracts the return code
and key ID. This function does not block; it returns WH_ERROR_NOTREADY if a response has not been
received.

.2.5.156 function wh_Client_CertVerifyDmaAndCachelLeafPubKey

int wh_Client_CertVerifyDmaAndCachelLeafPubKey (
whClientContext * c,
const void * cert,
uint32_t cert_len,
whNvmId trustedRootNvmId,
whNvmFlags cachedKeyFlags,
whKeyId * inout_keyId,
int32_t * out_rc

)

Sends a request and receives a response to verify a certificate using DMA and cache the leaf certificate
public key.

Parameters:

+ ¢ Pointer to the client context.

+ cert Pointer to the certificate data to verify.

+ cert_len Length of the certificate data.

+ trustedRootNvmId NVM ID of the trusted root certificate to verify against.

+ cachedKeyFlags NVM usage flags to apply when caching the leaf public key (e.g., WH_NVM_FLAGS_USAGE_VERIF
WH_NVM_FLAGS_USAGE_SIGN).

inout_keyld Pointer to the desired key ID of the cached leaf public key. If setto WH_KEYID_ERASED,

the server will pick a keyld. On output, contains the keyld of the cached leaf public key.

+ out_rc Pointer to store the response code from the server.
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Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to verify a certificate using DMA and
cache the leaf certificate public key, and receiving the response. It blocks until the entire operation is
complete or an error occurs.

.2.5.157 function wh_Client_CertVerifyAcertRequest

int wh_Client_CertVerifyAcertRequest(
whClientContext * c,
const void * cert,
uint32_t cert_len,
whNvmId trustedRootNvmId
)

Sends a request to verify an attribute certificate.
Parameters:

+ ¢ Pointer to the client context.

+ cert Pointer to the attribute certificate data to verify.

+ cert_len Length of the attribute certificate data.

+ trustedRootNvmId NVM ID of the trusted root certificate to verify against.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a request to verify an attribute certificate against a trusted root
certificate. This function does not block; it returns immediately after sending the request.

.2.5.158 function wh_Client_CertVerifyAcertResponse

int wh_Client_CertVerifyAcertResponse(
whClientContext * c,
int32_t * out_rc

)
Receives a response from the server after verifying an attribute certificate.
Parameters:

» ¢ Pointer to the client context.
+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function attempts to process a response message from the server after verifying an attribute
certificate. It validates the response and extracts the return code. This function does not block; it
returns WH_ERROR_NOTREADY if a response has not been received.

.2.5.159 function wh_Client_CertVerifyAcert

int wh_Client_CertVerifyAcert(
whClientContext * c,
const void * cert,
uint32_t cert_len,
whNvmId trustedRootNvmId,
int32_t * out_rc
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Sends a request and receives a response to verify an attribute certificate.
Parameters:

+ ¢ Pointer to the client context.

+ cert Pointer to the attribute certificate data to verify.

+ cert_len Length of the attribute certificate data.

+ trustedRootNvmId NVM ID of the trusted root certificate to verify against.
+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a request to verify an attribute certificate and
receiving the response. It blocks until the entire operation is complete or an error occurs.

.2.5.160 function wh_Client_CertVerifyAcertDmaRequest

int wh_Client_CertVerifyAcertDmaRequest (
whClientContext * c,
const void * cert,
uint32_t cert_len,
whNvmId trustedRootNvmId
)

Prepares and sends a DMA request to verify an attribute certificate.
Parameters:

+ ¢ Pointer to the client context.

+ cert Pointer to the attribute certificate data to verify.

+ cert_len Length of the attribute certificate data.

+ trustedRootNvmId NVM ID of the trusted root certificate to verify against.

Return: int Returns 0 on success, or a negative error code on failure.

This function prepares and sends a DMA request to verify an attribute certificate against a trusted root
certificate. This function does not block; it returns immediately after sending the request.

.2.5.161 function wh_Client_CertVerifyAcertDmaResponse

int wh_Client_CertVerifyAcertDmaResponse (
whClientContext * c,
int32_t * out_rc

)
Receives a response from the server after verifying an attribute certificate using DMA.
Parameters:

« ¢ Pointer to the client context.
+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function attempts to process a response message from the server after verifying an attribute
certificate using DMA. It validates the response and extracts the return code. This function does not
block; it returns WH_ERROR_NOTREADY if a response has not been received.
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.2.5.162 function wh_Client_DmaRegisterAllowList

int wh_Client_DmaRegisterAllowlList(
struct whClientContext_t * client,
const whDmaAddrAllowlList * allowlist

)

Registers a DMA address allowlist for client-side validation.
Parameters:

« client Pointer to the client context.
« allowlist Pointer to the DMA address allowlist structure.

Return: int Returns WH_ERROR_OK on success, or WH_ERROR_BADARGS if the arguments are invalid.

This function allows the client to register an allowlist of valid DMA addresses. The allowlist will be
checked during DMA operations to ensure addresses are within allowed ranges.

.2.5.163 function wh_Client_DmaRegisterCh

int wh_Client_DmaRegisterCh(
struct whClientContext_t * client,
whClientDmaClientMemCb cb

)
Registers a custom client DMA callback.
Parameters:

+ client Pointer to the client context.
* cb The custom DMA callback handler to register.

Return: int Returns WH_ERROR_OK on success, or WH_ERROR_BADARGS if the arguments are invalid.

This function allows the client to register a custom callback handler for processing memory operations.
The callback will be invoked during DMA operations to transform client addresses, manipulate caches,
etc.

.2.5.164 function wh_Client_ DmaProcessClientAddress

int wh_Client_DmaProcessClientAddress(
struct whClientContext_t * client,
uintptr_t clientAddr,
void ** serverPtr,
size_t 1len,
whDmaOper oper,
whDmaFlags flags

)

Processes a client address for DMA operations, using the native pointer size of the system.
Parameters:

+ client Pointer to the client context.

+ clientAddr The client address to be processed.

+ serverPtr Pointer to store the transformed server address.
+ len The length of the memory operation.

+ oper The DMA operation type (e.qg., read or write).

+ flags Flags for the DMA operation.
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Return: int Returns WH_ERROR_OK on success, WH_ERROR_BADARGS if the arguments are invalid, or
a negative error code on failure

This function transforms a client address for DMA operations. It performs user-supplied address trans-
formations, cache manipulations, and checks the transformed address against the client's allowlist if
registered.

.2.5.165 function wh_Client_CertVerifyAcertDma

int wh_Client_CertVerifyAcertDma(
whClientContext * c,
const void * cert,
uint32_t cert_len,
whNvmId trustedRootNvmId,
int32_t * out_rc

)
Sends a DMA request and receives a response to verify an attribute certificate.
Parameters:

« ¢ Pointer to the client context.

+ cert Pointer to the attribute certificate data to verify.

+ cert_len Length of the attribute certificate data.

+ trustedRootNvmId NVM ID of the trusted root certificate to verify against.
+ out_rc Pointer to store the response code from the server.

Return: int Returns 0 on success, or a negative error code on failure.

This function handles the complete process of sending a DMA request to verify an attribute certificate
and receiving the response. It blocks until the entire operation is complete or an error occurs.

.2.6 Attributes Documentation

.2.6.1 variable WH_DEV_IDS_ARRAY
const int[WH_NUM_DEVIDS] WH_DEV_IDS_ARRAY;

.2.7 Source code

/
Copyright (C) 2024 wolfSSL Inc.

This file is part of wolfHSM.

wolfHSM is free software; you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 3 of the License, or
(at your option) any later version.

wolfHSM is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with wolfHSM. If not, see <http://www.gnu.org/licenses/>.

ok o X F F ¥ ok F F ¥ F F F F * *
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*/
/*

*

wolfhsm/wh_client.h
Base WolfHSM Client Library API

The WolfHSM Client provides a single context and connection to a
WolfHSM Server. All communications and state are internally managed by
registering a crypto callback function to be invoked synchronously when
wolfCrypt functions are called. In order to specify to use the WolfHSM
Server for cryptographic operations, the device id WH_DEV_ID should be
passed into any of the wolfCrypt init functions.

In addition to the offload of cryptographic functions, the WolfHSM Client
also exposes WolfHSM Server key management, non-volatile memory, and
protocol

functions.

* ok ok ok ok ok * o+ ok F ¥

* % o+ L

/

#ifndef WOLFHSM_WH_CLIENT_H_
#define WOLFHSM_WH_CLIENT_H_

/* Pick up compile-time configuration */
#include "wolfhsm/wh_settings.h"

/* System libraries */
#include <stdint.h>

/* Common WolfHSM types and defines shared with the server */
#include "wolfhsm/wh_common.h"

/* Component includes */

#include "wolfhsm/wh_comm.h"

#include "wolfhsm/wh_message_customcb.h"
#ifdef WOLFHSM_CFG_DMA

#include "wolfhsm/wh_dma.h"

#endif /* WOLFHSM_CFG_DMA */

#include "wolfhsm/wh_keyid.h"

#include "wolfhsm/wh_auth.h"

/* Forward declaration of the client structure so its elements can reference
* itself (e.g. server argument to custom callback) */
typedef struct whClientContext_t whClientContext;

#ifndef WOLFHSM_CFG_NO_CRYPTO

/* WolfCrypt types and defines */
#include "wolfssl/wolfcrypt/types.h"

/* Device Id to be registered and passed to wolfCrypt functions */

enum WH_CLIENT_DEVID_ENUM {
WH_DEV_ID = ©x5748534D, /* "WHSM" */
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#ifdef WOLFHSM_CFG_DMA
WH_DEV_ID_DMA = 0x57444D41, /* "WDMA"™ */

WH_NUM_DEVIDS 2
#else
WH_NUM_DEVIDS = 1
#endif
b
extern const int WH_DEV_IDS_ARRAY[WH_NUM_DEVIDS];
#else

/* for compile purpose */
#define WH_DEV_ID -2 /* invalid ID */
/* cipher types */
enum wc_CiphexrType {
WC_CIPHER_NONE = 0,
Hi
#endif

#ifdef WOLFHSM_CFG_DMA

typedef int (*whClientDmaClientMemCb) (struct whClientContext_t* client,
uintptr_t clientAddr, void** ptr,
size_t len, whDmaOper oper,
whDmaFlags flags);

/* Common DMA callback types and structures */
typedef struct {

whClientDmaClientMemCb cb;

const whDmaAddrAllowlList* dmaAddrAllowList; /* allowed addresses */
} whClientDmaConfig;

/* Per-operation async DMA context: stores translated input DMA address

* that must survive across the Request/Response boundary for POST cleanup.

* State is now passed inline (not via DMA), so only input tracking is needed.
* joAddr: translated DMA address for input POST

* clientAddr: original client address for POST

* joSz: DMA'd size for POST */

typedef struct {
uintptr_t ioAddr;
uintptr_t clientAddr;
uint64_t ioSz;

} whClientDmaAsyncSha;

/* Async DMA context union. Only one DMA request can be in flight at a time
* per client context, so a single union suffices. Each Response function
* knows which member to access based on its own operation type. */
typedef union {
whClientDmaAsyncSha sha;
} whClientDmaAsyncCtx;

typedef struct {
whClientDmaClientMemCb cb;
const whDmaAddrAllowlList* dmaAddrAllowlList; /* allowed addresses */
void* heap; /* heap hint for using static memory (or other allocator) */
whClientDmaAsyncCtx asyncCtx;

} whClientDmaContext;
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#endif /* WOLFHSM_CFG_DMA */

/* Client context */
struct whClientContext_t {

uintle_t
uintlé_t
uint32_t

last_req_id;
last_req_kind;
cryptoAffinity;

#ifdef WOLFHSM_CFG_DMA
whClientDmaContext dma;

#endif /* WOLFHSM_CFG_DMA */
whCommClient comm[1];

b

struct whClientConfig_t {
whCommClientConfig* comm;

#ifdef WOLFHSM_CFG_DMA
whClientDmaConfig* dmaConfig;

#endif /* WOLFHSM_CFG_DMA */

},

typedef struct whClientConfig_t whClientConfig;

int wh_Client_Init(whClientContext* c, const whClientConfig* config);

int wh_Client_Cleanup(whClientContext* c);

int wh_Client_SendRequest(whClientContext* c, uintl6_t group, uintl6_t action,

int wh_Client_IsRequestPending(const whClientContext* c);

int wh_Client_CommInitRequest(whClientContext* c);

uintl6_t data_size, const void* data);
int wh_Client_RecvResponse(whClientContext* c, uintl6_t* out_group,
uintl6_t* out_action, uintl6_t* out_size,

void* data);

int wh_Client_CommInitResponse(whClientContext* c, uint32_t* out_clientid,

int wh_Client_CommInit(whClientContext* c, uint32_t* out_clientid,
uint32_t* out_serverid);

int wh_Client_CommInfoRequest(whClientContext* c);

int wh_Client_CommInfoResponse(whClientContext* c,

uint8_t*
uint8_t*
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t

uint32_t* out_serverid);

out_version,

out_build,
*out_cfg_comm_data_len,
*out_cfg_nvm_object_count,
*out_cfg_keycache_count,
*out_cfg_keycache_bufsize,
*out_cfg_keycache_bigcount,
*out_cfg_keycache_bigbufsize,
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uint32_t
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t

*out_cfg_customcb_count,
*out_cfg_dmaaddr_count,
*out_debug_state,
*out_boot_state,
*out_lifecycle_state,
*out_nvm_state);

int wh_Client_CommInfo(whClientContext* c,

int

int

int

int

int

int

int

int

int

int

int

int

uint8_t*
uint8_t*
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t

wh_Client_SetCryptoAffinity(whClientContext* c, uint32_t affinity);

out_version,

out_build,
*out_cfg_comm_data_len,
*out_cfg_nvm_object_count,
*out_cfg_keycache_count,
*out_cfg_keycache_bufsize,
*out_cfg_keycache_bigcount,
*out_cfg_keycache_bigbufsize,
*out_cfg_customcb_count,
*out_cfg_dmaaddr_count,
*out_debug_state,
*out_boot_state,
*out_lifecycle_state,
*out_nvm_state);

wh_Client_GetCryptoAffinity(whClientContext* c, uint32_t* out_affinity);

wh_Client_CommCloseRequest(whClientContext* c);

wh_Client_CommCloseResponse(whClientContext* c);

wh_Client_CommClose(whClientContext* c);

wh_Client_EchoRequest(whClientContext* c, uintl6_t size, const void* data);

wh_Client_EchoResponse(whClientContext* c, uintl6_t* out_size, void* data);

wh_Client_Echo(whClientContext* c, uintl6_t snd_len, const void* snd_data,

wh_Client_KeyCacheRequest_ex(whClientContext* c, uint32_t flags,
uint8_t* label, uintl6_t labelSz,
< uint8_t* in,

uintl6_t inSz, uintl6_t keyId);

wh_Client_KeyCacheRequest(whClientContext* c, uint32_t flags,

wh_Client_KeyCacheResponse(whClientContext* c, uintl6_t* keyId);

uintl6_t* out_rcv_len, void* rcv_data);

const

uint8_t* label, uintl6_t labelSz, const uint8_t* in,

uintl6_t inSz);

wh_Client_KeyCache(whClientContext* c, uint32_t flags, uint8_t* label,
uintl6_t labelSz, const uint8_t* in, uintl6_t inSz,

uintlée_t* keyId);
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int

int

int

int

int

int

int

int

int

int

int

int

int

int

int

wh_Client_KeyEvictRequest(whClientContext* c, uintl6_t keyId);

wh_Client_KeyEvictResponse(whClientContext* c);

wh_Client_KeyEvict(whClientContext* c, uintl6_t keyId);

wh_Client_KeyExportRequest(whClientContext* c, uintl6_t keyId);

wh_Client_KeyExportResponse(whClientContext* c, uint8_t* label,
uintl6_t labelSz, uint8_t* out,
uintlé_t* outSz);

wh_Client_KeyExport(whClientContext* c, uintl6_t keyId, uint8_t* label,
uintl6_t labelSz, uint8_t* out, uintl6_t* outSz);

wh_Client_KeyCommitRequest(whClientContext* c, whNvmId keyId);
wh_Client_KeyCommitResponse(whClientContext* c);
wh_Client_KeyCommit (whClientContext* c, whNvmId keyId);
wh_Client_KeyEraseRequest(whClientContext* c, whNvmId keyId);
wh_Client_KeyEraseResponse(whClientContext* c);
wh_Client_KeyErase(whClientContext* c, whNvmId keyId);
wh_Client_KeyRevokeRequest (whClientContext* c, whKeyId keyId);
wh_Client_KeyRevokeResponse(whClientContext* c);

wh_Client_KeyRevoke(whClientContext* c, whKeyId keyId);

#ifdef WOLFHSM_CFG_DMA

int

int

int

int

int

int

wh_Client_KeyCacheDmaRequest(whClientContext* c, uint32_t flags,
uint8_t* label, uintl6_t labelSz,
const void* keyAddr, uintl6_t keySz,
uintl6_t keyId);

wh_Client_KeyCacheDmaResponse(whClientContext* c, uintl6_t* keylId);
wh_Client_KeyCacheDma(whClientContext* c, uint32_t flags, uint8_t* label,
uintl6_t labelSz, const void* keyAddr, uintl6_t keySz,
uintl6e_t* keyId);

wh_Client_KeyExportDmaRequest(whClientContext* c, uintl6_t keyId,
const void* keyAddr, uintl6_t keySz);

wh_Client_KeyExportDmaResponse(whClientContext* c, uint8_t* label,
uintl6_t labelSz, uintl6_t* outSz);

wh_Client_KeyExportDma(whClientContext* c, uintl6_t keyId,
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const void* keyAddr, uintl6_t keySz, uint8_t* label,
uintl6_t labelSz, uintl6_t* outSz);

#endif /* WOLFHSM_CFG_DMA */

int wh_Client_KeyWrap(whClientContext* ctx, enum wc_CipherType cipherType,

int

int

int

int

int

int

int

int

int

int

uintl6_t serverKeyId, void* keyIn, uintl6_t keySz,
whNvmMetadata* metadataln, void* wrappedKeyOut,
uintl6_t* wrappedKeyInOutSz);

wh_Client_KeyWrapRequest(whClientContext*  ctx,

enum wc_CipherType cipherType,
uintl6_t serverKeyId, void* key, uintl6_t keySz,
whNvmMetadata* metadata);

wh_Client_KeyWrapResponse(whClientContext*  ctx,

enum wc_CipherType cipherType,
void* wrappedKeyOut, uintl6_t* wrappedKeyInOutSz);

wh_Client_KeyUnwrapAndExport(whClientContext* ctx,

enum wc_CiphexType cipherType,

uintl6_t serverKeyId, void* wrappedKeyIn,
uintl6_t wrappedKeySz,
whNvmMetadata* metadataOut, void* keyOut,
uintl6_t* keyInOutSz);

wh_Client_KeyUnwrapAndExportRequest(whClientContext*  ctx,

enum wc_CipherType cipherType,

uintlé_t serverKeyId,
void* wrappedKeyIn,
uintlé_t wrappedKeySz) ;

wh_Client_KeyUnwrapAndExportResponse(whClientContext*  ctx,

enum wc_CipherType cipherType,
whNvmMetadata* metadatalOut,
void* keyOut, uintl6_t* keyInOutSz);

wh_Client_KeyUnwrapAndCache(whClientContext*  ctx,

enum wc_CipherType cipherType,
uintl6_t serverKeyId, void* wrappedKeylIn,
uintl6_t wrappedKeySz, uintl6_t* keyIdOut);

wh_Client_KeyUnwrapAndCacheRequest(whClientContext* ctx,

enum wc_CipherType cipherType,
uintl6_t serverKeyId, void* wrappedKeyIn,
uintl6_t wrappedKeySz);

wh_Client_KeyUnwrapAndCacheResponse(whClientContext* ctx,

enum wc_CipherType cipherType,
uintle_t* keyIdOut);

wh_Client_DataWrap(whClientContext* ctx, enum wc_CipherType cipherType,

uintl6_t serverKeyId, void* dataln, uint32_t datalnSz,
void* wrappedDataOut, uint32_t* wrappedDatalInOutSz);

wh_Client_DataUnwrap(whClientContext* ctx, enum wc_CiphexrType cipherType,

uintl6_t serverKeyId, void* wrappedDataln,
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int
int

int

int
int
int

int
int
int

int
int
int

int
int
int
int

int

int

int

int

int

int

int

int

uint32_t wrappedDataInSz, void* dataOut,
uint32_t* dataInOutSz);

wh_Client_CounterInitRequest(whClientContext* c, whNvmId counterId,
uint32_t counter);

wh_Client_CounterInitResponse(whClientContext* c, uint32_t* counter);
wh_Client_CounterInit(whClientContext* c, whNvmId counterId,
uint32_t* counter);

wh_Client_CounterResetRequest(whClientContext* c, whNvmId counterId);
wh_Client_CounterResetResponse(whClientContext* c, uint32_t* counter);
wh_Client_CounterReset(whClientContext* c, whNvmId counterId,
uint32_t* counter);

wh_Client_CounterIncrementRequest(whClientContext* c, whNvmId counterId);
wh_Client_CounterIncrementResponse(whClientContext* c, uint32_t* counter);
wh_Client_CounterIncrement(whClientContext* c, whNvmId counterId,
uint32_t* counter);

wh_Client_CounterReadRequest(whClientContext* c, whNvmId counterId);
wh_Client_CounterReadResponse(whClientContext* c, uint32_t* counter);
wh_Client_CounterRead(whClientContext* c, whNvmId counterId,
uint32_t* counter);

wh_Client_CounterDestroyRequest(whClientContext* c, whNvmId counterId);
wh_Client_CounterDestroyResponse(whClientContext* c);
wh_Client_CounterDestroy(whClientContext* c, whNvmId counterId);
wh_Client_NvmInitRequest(whClientContext* c);
wh_Client_NvmInitResponse(whClientContext* c, int32_t* out_rc,
uint32_t* out_clientnvm_id,
uint32_t* out_servernvm_id);

wh_Client_NvmInit(whClientContext* c, int32_t* out_rc,
uint32_t* out_clientnvm_id, uint32_t* out_servernvm_id);

wh_Client_NvmCleanupRequest(whClientContext* c);
wh_Client_NvmCleanupResponse(whClientContext* ¢, int32_t* out_xc);
wh_Client_NvmCleanup(whClientContext* c, int32_t* out_rc);
wh_Client_NvmGetAvailableRequest(whClientContext* c);
wh_Client_NvmGetAvailableResponse(whClientContext* c, int32_t* out_rc,
uint32_t* out_avail_size,
whNvmId* out_avail_objects,
uint32_t* out_reclaim_size,

whNvmId* out_reclaim_objects);

wh_Client_NvmGetAvailable(whClientContext* c, int32_t* out_rc,
uint32_t* out_avail_size,
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whNvmId* out_avail_objects,
uint32_t* out_reclaim_size,
whNvmId* out_reclaim_objects);

int wh_Client_NvmAddObjectRequest(whClientContext* c, whNvmId id,
whNvmAccess access, whNvmFlags flags,
whNvmSize label_len, uint8_t* label,
whNvmSize len, const uint8_t* data);

int wh_Client_NvmAddObjectResponse(whClientContext* c, int32_t* out_rc);

int wh_Client_NvmAddObject(whClientContext* c, whNvmId id, whNvmAccess access,
whNvmFlags flags, whNvmSize label_len,
uint8_t* label, whNvmSize len, const uint8_t* data,
int32_t* out_xc);

int wh_Client_NvmListRequest(whClientContext* c, whNvmAccess access,
whNvmFlags flags, whNvmId start_id);

int wh_Client_NvmListResponse(whClientContext* c, int32_t* out_rc,
whNvmId* out_count, whNvmId* out_id);

int wh_Client_NvmList(whClientContext* c, whNvmAccess access, whNvmFlags flags,
whNvmId start_id, int32_t* out_rc, whNvmId* out_count,
whNvmId* out_id);

int wh_Client_NvmGetMetadataRequest(whClientContext* c, whNvmId id);

int wh_Client_NvmGetMetadataResponse(whClientContext* c, int32_t* out_rc,
whNvmId* out_id, whNvmAccess* out_access,
whNvmFlags* out_flags, whNvmSize* out_len,
whNvmSize label_len, uint8_t* label);

int wh_Client_NvmGetMetadata(whClientContext* c, whNvmId id, int32_t* out_xc,
whNvmId* out_id, whNvmAccess* out_access,
whNvmFlags* out_flags, whNvmSize* out_len,
whNvmSize label_len, uint8_t* label);

int wh_Client_NvmDestroyObjectsRequest(whClientContext* c, whNvmId list_count,
const whNvmId* id_list);

int wh_Client_NvmDestroyObjectsResponse(whClientContext* c, int32_t* out_rc);

int wh_Client_NvmDestroyObjects(whClientContext* c, whNvmId list_count,
const whNvmId* id_list, int32_t* out_xc);

int wh_Client_NvmReadRequest(whClientContext* c, whNvmId id, whNvmSize offset,
whNvmSize data_len);

int wh_Client_NvmReadResponse(whClientContext* c, int32_t* out_rc,
whNvmSize* out_len, uint8_t* data);

int wh_Client_NvmRead(whClientContext* c, whNvmId id, whNvmSize offset,
whNvmSize data_len, int32_t* out_rc, whNvmSize* out_len,
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uint8_t* data);

int wh_Client_NvmAddObjectDmaRequest(whClientContext* c,
whNvmMetadata* metadata,
whNvmSize data_len, const uint8_t* data);

int wh_Client_NvmAddObjectDmaResponse(whClientContext* c, int32_t* out_rc);
int wh_Client_NvmAddObjectDma(whClientContext* c, whNvmMetadata* metadata,

whNvmSize data_len, const uint8_t* data,
int32_t* out_xc);

/*

* @brief Sends a request to the server to read data from non-volatile memory
* (NVM) using DMA, with automatic detection of client address width (32-bit or
* 64-bit).

*

* This function prepares and sends a request to the server to read data from
* NVM using DMA. The client address width (32-bit or 64-bit) is automatically
* detected. The request includes the NVM ID, offset, length of the data, and

* the data client address. This function does not block; it returns immediately
* after sending the request.

*

* @param[in] c Pointer to the client context.

* @param[in] id The NVM ID of the object to read.

* @param[in] offset The offset within the object to start reading from.

* @param[in] data_len The length of the data to be read.

*

@param[in] data Pointer to the data buffer where the data will be read into.
@return int Returns @ on success, or a negative error code on failure.

*

*/

int wh_Client_NvmReadDmaRequest(whClientContext* c, whNvmId id,
whNvmSize offset, whNvmSize data_len,
uint8_t* data);

int wh_Client_NvmReadDmaResponse(whClientContext* c, int32_t* out_xc);

int wh_Client_NvmReadDma(whClientContext* c, whNvmId id, whNvmSize offset,
whNvmSize data_len, uint8_t* data, int32_t* out_xc);

/* Client custom-callback support */

int wh_Client_CustomCbRequest(whClientContext* c,
const whMessageCustomCb_Request* req);

int wh_Client_CustomCbResponse(whClientContext* c,
whMessageCustomCb_Response* resp);

int wh_Client_CustomCheckRegisteredRequest(whClientContext* c, uint32_t id);
int wh_Client_CustomCbCheckRegisteredResponse(whClientContext* c,

uintlée_t* outld,
int* responseError) ;
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int wh_Client_CustomCbCheckRegistered(whClientContext* c, uintl6_t id,
int* responseError);

int wh_Client_AuthLoginRequest(whClientContext* c, whAuthMethod method,
const char* username, const void* auth_data,
uintl6_t auth_data_len);

int wh_Client_AuthLoginResponse(whClientContext* c, int32_t* out_rc,
whUserId* out_user_id);

int wh_Client_AuthLogin(whClientContext* c, whAuthMethod method,
const char* username, const void* auth_data,
uintl6_t auth_data_len, int32_t* out_rc,
whUserId* out_user_id);

int wh_Client_AuthLogoutRequest(whClientContext* c, whUserId user_id);
int wh_Client_AuthLogoutResponse(whClientContext* c, int32_t* out_xc);

int wh_Client_AuthLogout(whClientContext* ¢, whUserId user_id, int32_t*
< out_xc);

int wh_Client_AuthUserAddResponse(whClientContext* ¢, int32_t* out_rc,
whUserId* out_user_id);

int wh_Client_AuthUserAddRequest(whClientContext* c, const char* username,
whAuthPermissions permissions,
whAuthMethod method, const void* credentials,
uintl6_t credentials_len);

int wh_Client_AuthUserAdd(whClientContext* c, const char* username,
whAuthPermissions permissions, whAuthMethod method,
const void* credentials, uintl6_t credentials_len,
int32_t* out_rc, whUserId* out_user_id);
int wh_Client_AuthUserGetRequest(whClientContext* c, const char* username);
int wh_Client_AuthUserGetResponse(whClientContext* c, int32_t* out_rc,
whUserId* out_user_id,
whAuthPermissions* out_permissions);
int wh_Client_AuthUserGet(whClientContext* c, const char* username,
int32_t* out_rc, whUserId* out_user_id,
whAuthPermissions* out_permissions);
int wh_Client_AuthUserDeleteRequest(whClientContext* c, whUserId user_id);

int wh_Client_AuthUserDeleteResponse(whClientContext* c, int32_t* out_xrc);

int wh_Client_AuthUserDelete(whClientContext* c, whUserId user_id,
int32_t* out_xc);
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int wh_Client_AuthUserSetPermissionsRequest(whClientContext* «c,
whUserId user_id,
whAuthPermissions permissions);

int wh_Client_AuthUserSetPermissionsResponse(whClientContext* c,
int32_t* out_xrc);

int wh_Client_AuthUserSetPermissions(whClientContext* c, whUsexrId user_id,
whAuthPermissions permissions,
int32_t* out_xc);

int wh_Client_AuthUserSetCredentialsRequest(
whClientContext* c, whUserId user_id, whAuthMethod method,
const void* current_credentials, uintl6_t current_credentials_len,
const void* new_credentials, uintl6_t new_credentials_len);

int wh_Client_AuthUserSetCredentialsResponse(whClientContext* c,
int32_t* out_rc);

int wh_Client_AuthUserSetCredentials(
whClientContext* c, whUserId user_id, whAuthMethod method,
const void* current_credentials, uintl6_t current_credentials_len,
const void* new_credentials, uintl6_t new_credentials_len, int32_t*
< out_rc);

int wh_Client_CertInitRequest(whClientContext* c);
int wh_Client_CertInitResponse(whClientContext* c, int32_t* out_rc);
int wh_Client_CertInit(whClientContext* c, int32_t* out_xrc);
int wh_Client_CertAddTrustedRequest(whClientContext* c, whNvmId id,
whNvmAccess access, whNvmFlags flags,
uint8_t* label, whNvmSize label_len,
const uint8_t* cert, uint32_t cert_len);
int wh_Client_CertAddTrustedResponse(whClientContext* c, int32_t* out_xrc);
int wh_Client_CertAddTrusted(whClientContext* c, whNvmId id, whNvmAccess
< access,
whNvmFlags flags, uint8_t* label,
whNvmSize label _len, const uint8_t* cert,
uint32_t cert_len, int32_t* out_rc);
int wh_Client_CertEraseTrustedRequest(whClientContext* c, whNvmId id);

int wh_Client_CertEraseTrustedResponse(whClientContext* c, int32_t* out_xrc);

int wh_Client_CertEraseTrusted(whClientContext* c, whNvmId id, int32_t*
< out_rc);

int wh_Client_CertReadTrustedRequest(whClientContext* c, whNvmId id,
uint32_t cert_len);
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int wh_Client_CertReadTrustedResponse(whClientContext* c, uint8_t* cert,
uint32_t* cert_len, int32_t* out_xc);

int wh_Client_CertReadTrusted(whClientContext* c, whNvmId id, uint8_t* cert,
uint32_t* cert_len, int32_t* out_xc);

int wh_Client_CertVerifyRequest(whClientContext* c, const uint8_t* cert,
uint32_t cert_len, whNvmId trustedRootNvmId);

int wh_Client_CertVerifyResponse(whClientContext* c, int32_t* out_rc);

int wh_Client_CertVerify(whClientContext* c, const uint8_t* cert,
uint32_t cert_len, whNvmId trustedRootNvmId,
int32_t* out_xc);

int wh_Client_CertVerifyAndCachelLeafPubKeyRequest (
whClientContext* c, const uint8_t* cert, uint32_t cert_len,
whNvmId trustedRootNvmId, whNvmFlags cachedKeyFlags, whKeyId keyId);

int wh_Client_CertVerifyAndCachelLeafPubKeyResponse(whClientContext* c,
whKeyId* out_keyId,
int32_t* out_xc);

int wh_Client_CertVerifyAndCachelLeafPubKey (
whClientContext* c, const uint8_t* cert, uint32_t cert_len,
whNvmId trustedRootNvmId, whNvmFlags cachedKeyFlags, whKeyId* inout_keyId,
int32_t* out_xc);

#ifdef WOLFHSM_CFG_DMA
int wh_Client_CertAddTrustedDmaRequest(whClientContext* c, whNvmId id,
whNvmAccess access, whNvmFlags flags,
uint8_t* label, whNvmSize label_len,
const void* cert, uint32_t cert_len);
int wh_Client_CertAddTrustedDmaResponse(whClientContext* c, int32_t* out_xrc);
int wh_Client_CertAddTrustedDma(whClientContext* c, whNvmId id,
whNvmAccess access, whNvmFlags flags,
uint8_t* label, whNvmSize label_len,
const void* cert, uint32_t cert_len,

int32_t* out_xc);

int wh_Client_CertReadTrustedDmaRequest(whClientContext* c, whNvmId id,
void* cert, uint32_t cert_len);

int wh_Client_CertReadTrustedDmaResponse(whClientContext* c, int32_t* out_xrc);

int wh_Client_CertReadTrustedDma(whClientContext* c, whNvmId id, void* cert,
uint32_t cert_len, int32_t* out_rc);

int wh_Client_CertVerifyDmaRequest(whClientContext* c, const void* cert,
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uint32_t cert_len, whNvmId trustedRootNvmId);
int wh_Client_CertVerifyDmaResponse(whClientContext* c, int32_t* out_rc);

int wh_Client_CertVerifyDma(whClientContext* c, const void* cert,
uint32_t cert_len, whNvmId trustedRootNvmId,
int32_t* out_xc);

int wh_Client_CertVerifyDmaAndCachelLeafPubKeyRequest (
whClientContext* c, const void* cert, uint32_t cert_len,
whNvmId trustedRootNvmId, whNvmFlags cachedKeyFlags, whKeyId keyId);

int wh_Client_CertVerifyDmaAndCachelLeafPubKeyResponse(whClientContext* c,
whKeyId* out_keyId,
int32_t* out_xc);

int wh_Client_CertVerifyDmaAndCachelLeafPubKey (
whClientContext* c, const void* cert, uint32_t cert_len,
whNvmId trustedRootNvmId, whNvmFlags cachedKeyFlags, whKeyId* inout_keyId,
int32_t* out_xc);

#endif /* WOLFHSM_CFG_DMA */

int wh_Client_CertVerifyAcertRequest(whClientContext* c, const void* cert,
uint32_t cert_len,
whNvmId trustedRootNvmId);

int wh_Client_CertVerifyAcertResponse(whClientContext* c, int32_t* out_rc);

int wh_Client_CertVerifyAcert(whClientContext* c, const void* cert,
uint32_t cert_len, whNvmId trustedRootNvmId,
int32_t* out_xc);

int wh_Client_CertVerifyAcertDmaRequest(whClientContext* c, const void* cert,
uint32_t cert_len,
whNvmId trustedRootNvmId);

int wh_Client_CertVerifyAcertDmaResponse(whClientContext* c, int32_t* out_xrc);

#if defined (WOLFHSM_CFG_DMA)
int wh_Client_DmaRegisterAllowlList(struct whClientContext_t* client,
const whDmaAddrAllowlList* allowlist);

int wh_Client_DmaRegisterCb(struct whClientContext_t* client,
whClientDmaClientMemCb cb);

int wh_Client_DmaProcessClientAddress(struct whClientContext_t* client,
uintptr_t clientAddr, void** serverPtr,
size_t len, whDmaOper oper,
whDmaFlags flags);
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int wh_Client_CertVerifyAcertDma(whClientContext* c, const void* cert,
uint32_t cert_len, whNvmId trustedRootNvmId,
int32_t* out_xc);

#endif /* WOLFHSM_CFG_DMA */

#define WH_CLIENT_KEYID_MAKE_GLOBAL(_id) ((_id) | WH_KEYID_CLIENT_GLOBAL_FLAG)

#define WH_CLIENT_KEYID_MAKE_WRAPPED(_id) ((_id) |
< WH_KEYID_CLIENT_WRAPPED_FLAG)

#define WH_CLIENT_KEYID_MAKE_WRAPPED_GLOBAL(_id) \
((_id) | WH_KEYID_CLIENT_GLOBAL_FLAG | WH_KEYID_CLIENT_WRAPPED_FLAG)

#define WH_CLIENT_KEYID_MAKE_WRAPPED_META(_clientId, _id) \
WH_MAKE_KEYID(WH_KEYTYPE_WRAPPED, (_clientId), (_id))

#endif /* IWOLFHSM_WH_CLIENT_H_ */

.3 wolfhsm/wh_client_crypto.h

.3.1 Functions

Name

int wh_Client_RngGenerate(whClientContext *
ctx, uint8_t * out, uint32_t size)Generate
random bytes.

int wh_Client_RngGenerateDma(whClientContext
* ctx, uint8_t * out, uint32_t size)Generate
random bytes using DMA.

int wh_Client_Curve25519SetKeylId(curve25519_key
* key, whKeylId keyld)Associates a Curve25519
key with a specific key ID.

int wh_Client_Curve25519GetKeyId(curve25519_key
* key, whKeyld * outld)Gets the wolfHSM keyId
being used by the wolfCrypt struct.

int wh_Client_Curve25519ImportKey(whClientContext
* ctx, curve25519_key * key, whKeyId *
inout_keyld, whNvmFlags flags, uint16_t
label_len, uint8_t * label)Imports wolfCrypt
Curve25519 key as a raw byte array into the
wolfHSM server key cache.

int wh_Client_Curve25519ExportKey(whClientContext
* ctx, whKeyld keyld, curve25519_key * key,
uint16_t label_len, uint8_t * label)Exports a
serialized curve25519 key from the wolfHSM
server keycache and decodes it into the
wolfCrypt curve25519 key structure.
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wh_Client_Curve25519MakeCacheKey(whClientContext
* ctx, uint16_t size, whKeyld * inout_key id,
whNvmFlags flags, const uint8_t * label,
uint16_t label_len)Generate a Curve25519 key
in the server key cache.
wh_Client_Curve25519MakeExportKey(whClientContext
* ctx, uint16_t size, curve25519_key *
key)Generate a Curve25519 key by the server
and export to the client.
wh_Client_Curve25519SharedSecret(whClientContext
* ctx, curve25519_key * priv_key,
curve25519_key * pub_key, int endian, uint8_t *
out, uint16_t * out_size)Compute an X25519
shared secret using a public and private key.
wh_Client_EccSetKeyId(ecc_key * key,

whKeyld keyId)Associates a Ecc key with a
specific key ID.

wh_Client_EccGetKeyId(ecc_key * key,

whKeyld * outld)Gets the wolfHSM keyld being
used by the wolfCrypt struct.
wh_Client_EccImportKey(whClientContext *
ctx, ecc_key * key, whKeyId * inout_keyId,
whNvmFlags flags, uint16_t label_len, uint8_t *
label)
wh_Client_EccExportKey(whClientContext *
ctx, whKeyld keyld, ecc_key * key, uint16_t
label_len, uint8_t * label)
wh_Client_EccMakeExportKey(whClientContext
* ctx, int size, int curveld, ecc_key * key)
wh_Client_EccMakeCacheKey(whClientContext
* ctx, int size, int curveld, whKeyld *
inout_key_id, whNvmFlags flags, uint16_t
label_len, uint8_t * label)
wh_Client_EccSharedSecret(whClientContext

* ctx, ecc_key * priv_key, ecc_key * pub_key,
uint8_t * out, uint16_t * out_size)
wh_Client_EccSign(whClientContext * ctx,
ecc_key * key, const uint8_t * hash, uint16_t
hash_len, uint8_t * sig, uint16_t * inout_sig_len)
wh_Client_EccVerify(whClientContext * ctx,
ecc_key * key, const uint8_t * sig, uint16_t
sig_len, const uint8_t * hash, uint16_t hash_len,
int * out_res)
wh_Client_Ed25519SetKeyId(ed25519_key *
key, whKeyld keyld)Associates an Ed25519 key
with a specific key ID.
wh_Client_Ed25519GetKeyId(ed25519_key *
key, whKeyld * outld)Retrieves the key ID from
an Ed25519 key device context.
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wh_Client_Ed25519ImportKey(whClientContext
* ctx, ed25519_key * key, whKeyld *
inout_keyld, whNvmFlags flags, uint16_t
label_len, uint8_t * label)Import an Ed25519

key into the server keystore/cache.
wh_Client_Ed25519ExportKey(whClientContext
* ctx, whKeyld keyld, ed25519_key * key,
uint16_t label_len, uint8_t * label)Export an
Ed25519 key from the server to the client.
wh_Client_Ed25519MakeExportKey(whClientContext
* ctx, ed25519_key * key)Create a new Ed25519
key on the server and export it without caching.
wh_Client_Ed25519MakeCacheKey(whClientContext
* ctx, whKeyld * inout_key_id, whNvmFlags
flags, uint16_t label_len, uint8_t * label)Create

a new Ed25519 key on the server and store it in
cache/NVM.
wh_Client_Ed25519Sign(whClientContext *

ctx, ed25519_key * key, const uint8_t * msg,
uint32_t msgLen, uint8_t type, const uint8_t *
context, uint32_t contextLen, uint8_t * sig,
uint32_t * inout_sig_len)Sign a message using
an Ed25519 key on the server.
wh_Client_Ed25519Verify(whClientContext *
ctx, ed25519_key * key, const uint8_t * sig,
uint32_t sigLen, const uint8_t * msg, uint32_t
msgLen, uint8_t type, const uint8_t * context,
uint32_t contextlLen, int * out_res)Verify a
message signature using an Ed25519 key on
the server.
wh_Client_Ed25519SignDma(whClientContext
* ctx, ed25519_key * key, const uint8_t * msg,
uint32_t msglen, uint8_t type, const uint8_t *
context, uint32_t contextLen, uint8_t * sig,
uint32_t * inout_sig_len)Sign a message using
an Ed25519 key via DMA.
wh_Client_Ed25519VerifyDma(whClientContext
* ctx, ed25519_key * key, const uint8_t * sig,
uint32_t sigLen, const uint8_t * msg, uint32_t
msglen, uint8_t type, const uint8_t * context,
uint32_t contextLen, int * out_res)Verify a
signature using an Ed25519 key via DMA.
wh_Client_RsaSetKeyId(RsaKey * key,
whNvmId keyId)Associates an RSA key with a
specific key ID.

wh_Client_RsaGetKeyId(RsaKey * key,
whNvmld * outld)Gets the wolfHSM keyld

being used by the wolfCrypt struct.
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int wh_Client_RsalmportKey(whClientContext *
ctx, const RsaKey * key, whKeyld * inout_keyld,
whNvmFlags flags, uint32_t label_len, uint8_t *
label)Imports wolfCrypt RSA key as a PCKS1
DER-formatted file into the wolfHSM server key
cache.

int wh_Client_RsaExportKey(whClientContext *
ctx, whKeyld keyld, RsaKey * key, uint32_t
label_len, uint8_t * label)Exports a PKCS1
DER-formated RSA key from the wolfHSM
server keycache and decodes it into the
wolfCrypt RSA key structure.

int wh_Client_RsaMakeExportKey(whClientContext
* ctx, uint32_t size, uint32_t e, RsaKey * rsa)
int wh_Client_RsaMakeCacheKey(whClientContext

* ctx, uint32_t size, uint32_t e, whKeyld *
inout_key_id, whNvmFlags flags, uint32_t
label_len, uint8_t * label)

int wh_Client_RsaFunction(whClientContext * ctx,
RsaKey * key, int rsa_type, const uint8_t * in,
uint16_t in_len, uint8_t * out, uint16_t *
inout_out_len)

int wh_Client_RsaGetSize(whClientContext * ctx,
const RsaKey * key, int * out_size)
int wh_Client_HkdfMakeCacheKey(whClientContext

* ctx, int hashType, whKeyld keyIdIn, const
uint8_t * inKey, uint32_t inKeySz, const uint8_t
* salt, uint32_t saltSz, const uint8_t * info,
uint32_t infoSz, whKeyld * inout_key_id,
whNvmFlags flags, const uint8_t * label,
uint32_t label_len, uint32_t outSz)Generate
HKDF output and store in the server key cache.

int wh_Client_HkdfMakeExportKey(whClientContext
* ctx, int hashType, whKeyld keyIdIn, const
uint8_t * inKey, uint32_t inKeySz, const uint8_t
* salt, uint32_t saltSz, const uint8_t * info,
uint32_t infoSz, uint8_t * out, uint32_t
outSz)Generate HKDF output and export to the
client.

int wh_Client_CmacKdfMakeCacheKey(whClientContext
* ctx, whKeyld saltKeyld, const uint8_t * salt,
uint32_t saltSz, whKeyld zKeyld, const uint8_t *
Z, uint32_t zSz, const uint8_t * fixedInfo,
uint32_t fixedInfoSz, whKeyld * inout_key _id,
whNvmFlags flags, const uint8_t * label,
uint32_t label_len, uint32_t outSz)Generate
CMAC two-step KDF output and store it in the
server cache.
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int wh_Client_CmacKdfMakeExportKey(whClientContext
* ctx, whKeyld saltKeyld, const uint8_t * salt,
uint32_t saltSz, whKeyld zKeyld, const uint8_t *
Z, uint32_t zSz, const uint8_t * fixedInfo,
uint32_t fixedInfoSz, uint8_t * out, uint32_t
outSz)Generate CMAC two-step KDF output
and export to the client.

int wh_Client_AesSetKeylId(Aes * key, whNvmId
keyld)Associates an AES key with a specific key
ID.

int wh_Client_AesGetKeyId(Aes * key, whNvmId *

outld)Gets the wolfHSM keyld being used by
the wolfCrypt struct.

int wh_Client_AesCtr(whClientContext * ctx, Aes *
aes, int enc, const uint8_t * in, uint32_t len,
uint8_t * out)Performs an AES-CTR operation.

int wh_Client_AesCtrDma(whClientContext * ctx,
Aes * aes, int enc, const uint8_t * in, uint32_t
len, uint8_t * out)Performs an AES-CTR
operation using DMA.

int wh_Client_AesEcb(whClientContext * ctx, Aes
* aes, int enc, const uint8_t * in, uint32_t len,
uint8_t * out)Performs an AES-ECB operation.

int wh_Client_AesEcbDma(whClientContext * ctx,
Aes * ges, int enc, const uUint8_t * in, uint32_t
len, uint8_t * out)Performs an AES-ECB
operation using DMA.

int wh_Client_AesChc(whClientContext * ctx, Aes
* aes, int enc, const uint8_t * in, uint32_t len,
uint8_t * out)Performs an AES-CBC operation.

int wh_Client_AesCbhcDma(whClientContext * ctx,
Aes * aes, int enc, const uint8_t * in, uint32_t
len, uint8_t * out)Performs an AES-CBC
operation using DMA.

int wh_Client_AesChcRequest(whClientContext *
ctx, Aes * aes, int enc, const uint8_t * in,
uint32_t len)Send an AES-CBC encrypt/decrypt
request to the server (non-blocking)

int wh_Client_AesChcResponse(whClientContext
* ctx, Aes * aes, uint8_t * out, uint32_t *
out_size)Receive the server's AES-CBC response
(non-blocking)

int wh_Client_AesGcm(whClientContext * ctx, Aes
* aes, int enc, const uint8_t * in, uint32_t len,
const uint8_t * iv, uint32_t iv_len, const uint8_t
* authin, uint32_t authin_len, const uint8_t *
dec_tag, uint8_t * enc_tag, uint32_t tag_len,
uint8_t * out)Performs an AES-GCM operation.
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int wh_Client_AesGcmDma(whClientContext *
ctx, Aes * aes, int enc, const uint8_t * in,
uint32_t len, const uint8_t * iv, uint32_t iv_len,
const uint8_t * authin, uint32_t authin_len,
const uint8_t * dec_tag, uint8_t * enc_tag,
uint32_t tag_len, uint8_t * out)Performs an
AES-GCM operation using DMA.

int wh_Client_Cmac(whClientContext * ctx, Cmac
* cmac, CmacType type, const uint8_t * key,
uint32_t keyLen, const uint8_t * in, uint32_t
inLen, uint8_t * outMac, uint32_t *
outMacLen)Performs a CMAC operation on the
input data.

int wh_Client_CmacSetKeyId(Cmac * key,
whNvmld keyId)Associates a CMAC key with a
specific key ID.

int wh_Client_CmacGetKeyId(Cmac * key,
whNvmlId * outld)Gets the wolfHSM keyld
being used by the wolfCrypt struct.

int wh_Client_CmacDma(whClientContext * ctx,
Cmac * cmac, CmacType type, const uint8_t *
key, uint32_t keyLen, const uint8_t * in, uint32_t
inLen, uint8_t * outMac, uint32_t *
outMacLen)Performs CMAC operations using
DMA for data transfer.

int wh_Client_Sha256(whClientContext * ctx,
wc_Sha256 * sha, const uint8_t * in, uint32_t
inLen, uint8_t * out)Performs a SHA-256 hash
operation on the input data.

int wh_Client_Sha256UpdateRequest(whClientContext
* ctx, wc_Sha256 * sha, const uint8_t * in,
uint32_t inLen, bool * requestSent)Async
request half of a non-DMA SHA-256 Update.

int wh_Client_Sha256UpdateResponse(whClientContext
* ctx, we_Sha256 * sha)Async response half of a
non-DMA SHA-256 Update.

int wh_Client_Sha256FinalRequest(whClientContext
* ctx, wc_Sha256 * sha)Async request half of a
non-DMA SHA-256 Final.

int wh_Client_Sha256FinalResponse(whClientContext
* ctx, we_Sha256 * sha, uint8_t * out)Async
response half of a non-DMA SHA-256 Final.

int wh_Client_Sha256Dma(whClientContext * ctx,
wc_Sha256 * sha, const uint8_t * in, uint32_t
inLen, uint8_t * out)Performs a SHA-256 hash
operation on the input data using DMA.

int wh_Client_Sha256DmaUpdateRequest(whClientContext
* ctx, wc_Sha256 * sha, const uint8_t * in,
uint32_t inLen, bool * requestSent)Async
request half of a DMA SHA-256 Update.
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wh_Client_Sha256DmaUpdateResponse(whClientContext
* ctx, wc_Sha256 * sha)Async response half of a

DMA SHA-256 Update.
wh_Client_Sha256DmaFinalRequest(whClientContext
* ctx, wc_Sha256 * sha)Async request half of a

DMA SHA-256 Final.
wh_Client_Sha256DmaFinalResponse(whClientContext
* ctx, wc_Sha256 * sha, uint8_t * out)Async

response half of a DMA SHA-256 Final.
wh_Client_Sha224(whClientContext * ctx,

wc_Sha224 * sha, const uint8_t * in, uint32_t

inLen, uint8_t * out)Performs a SHA-224 hash

operation on the input data.
wh_Client_Sha224UpdateRequest(whClientContext

* ctx, wc_Sha224 * sha, const uint8_t * in,

uint32_t inLen, bool * requestSent)Async

request half of a non-DMA SHA-224 Update.
wh_Client_Sha224UpdateResponse(whClientContext

* ctx, wc_Sha224 * sha)Async response half of a
non-DMA SHA-224 Update.
wh_Client_Sha224FinalRequest(whClientContext

* ctx, wc_Sha224 * sha)Async request half of a

non-DMA SHA-224 Final.
wh_Client_Sha224FinalResponse(whClientContext

* ctx, we_Sha224 * sha, uint8_t * out)Async

response half of a non-DMA SHA-224 Final.
wh_Client_Sha224Dma(whClientContext * ctx,
wc_Sha224 * sha, const uint8_t * in, uint32_t

inLen, uint8_t * out)Performs a SHA-224 hash

operation on the input data using DMA.
wh_Client_Sha224DmaUpdateRequest(whClientContext
* ctx, wc_Sha224 * sha, const uint8_t * in,

uint32_t inLen, bool * requestSent)
wh_Client_Sha224DmaUpdateResponse(whClientContext
* ctx, wc_Sha224 * sha)
wh_Client_Sha224DmaFinalRequest(whClientContext
* ctx, wc_Sha224 * sha)
wh_Client_Sha224DmaFinalResponse(whClientContext
* ctx, wc_Sha224 * sha, uint8_t * out)
wh_Client_Sha384(whClientContext * ctx,

wc_Sha384 * sha, const uint8_t * in, uint32_t

inLen, uint8_t * out)Performs a SHA-384 hash

operation on the input data.
wh_Client_Sha384UpdateRequest(whClientContext

* ctx, wc_Sha384 * sha, const uint8_t * in,

uint32_t inLen, bool * requestSent)Async

request half of a non-DMA SHA-384 Update.
wh_Client_Sha384UpdateResponse(whClientContext

* ctx, wc_Sha384 * sha)Async response half of a
non-DMA SHA-384 Update.
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wh_Client_Sha384FinalRequest(whClientContext

* ctx, wc_Sha384 * sha)Async request half of a

non-DMA SHA-384 Final.
wh_Client_Sha384FinalResponse(whClientContext

* ctx, wc_Sha384 * sha, uint8_t * out)Async

response half of a non-DMA SHA-384 Final.
wh_Client_Sha384Dma(whClientContext * ctx,
wc_Sha384 * sha, const uint8_t * in, uint32_t

inLen, uint8_t * out)Performs a SHA-384 hash

operation on the input data using DMA.
wh_Client_Sha384DmaUpdateRequest(whClientContext
* ctx, wc_Sha384 * sha, const uint8_t * in,

uint32_t inLen, bool * requestSent)
wh_Client_Sha384DmaUpdateResponse(whClientContext
* ctx, wc_Sha384 * sha)
wh_Client_Sha384DmaFinalRequest(whClientContext
* ctx, wc_Sha384 * sha)
wh_Client_Sha384DmaFinalResponse(whClientContext
* ctx, wc_Sha384 * sha, uint8_t * out)
wh_Client_Sha512(whClientContext * ctx,

wc_Sha512 * sha, const uint8_t * in, uint32_t

inLen, uint8_t * out)Performs a SHA-512 hash

operation on the input data.
wh_Client_Sha512UpdateRequest(whClientContext

* ctx, wc_Sha512 * sha, const uint8_t * in,

uint32_t inLen, bool * requestSent)Async

request half of a non-DMA SHA-512 Update.
wh_Client_Sha512UpdateResponse(whClientContext

* ctx, we_Sha512 * sha)Async response half of a
non-DMA SHA-512 Update.
wh_Client_Sha512FinalRequest(whClientContext

* ctx, wc_Sha512 * sha)Async request half of a

non-DMA SHA-512 Final.
wh_Client_Sha512FinalResponse(whClientContext

* ctx, wc_Sha512 * sha, uint8_t * out)Async

response half of a non-DMA SHA-512 Final.
wh_Client_Sha512Dma(whClientContext * ctx,
wc_Sha512 * sha, const uint8_t * in, uint32_t

inLen, uint8_t * out)Performs a SHA-512 hash

operation on the input data using DMA.
wh_Client_Sha512DmaUpdateRequest(whClientContext
* ctx, wc_Sha512 * sha, const uint8_t * in,

uint32_t inLen, bool * requestSent)
wh_Client_Sha512DmaUpdateResponse(whClientContext
* ctx, wc_Sha512 * sha)
wh_Client_Sha512DmaFinalRequest(whClientContext
* ctx, wc_Sha512 * sha)
wh_Client_Sha512DmaFinalResponse(whClientContext
* ctx, wc_Sha512 * sha, uint8_t * out)
wh_Client_MIDsaSetKeyId(MIDsaKey * key,

whKeyld keyId)Associates a ML-DSA key with a

specific key ID.
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wh_Client_MIDsaGetKeyId(MIDsaKey * key,
whKeyld * outld)Gets the wolfHSM keyld being
used by the wolfCrypt struct.
wh_Client_MIDsaImportKey(whClientContext

* ctx, MIDsaKey * key, whKeyId * inout_keyld,
whNvmFlags flags, uint16_t label_len, uint8_t *
label)Import a ML-DSA key to the server key

cache.
wh_Client_MIDsaExportKey(whClientContext

* ctx, whKeyld keyld, MIDsaKey * key, uint16_t
label_len, uint8_t * label)Export a ML-DSA key

from the server.
wh_Client_MIDsaMakeExportKey(whClientContext
* ctx, int level, int size, MIDsaKey *

key)Generate a new ML-DSA key pair and

export the public key.
wh_Client_MIDsaMakeCacheKey(whClientContext
* ctx, int size, int level, whKeyId * inout_key_id,
whNvmFlags flags, uint16_t label_len, uint8_t *
label)Create and cache a new ML-DSA key on

the server.

wh_Client_MIDsaSign(whClientContext * ctx,
const byte * in, word32 in_len, byte * out,

word32 * out_len, MIDsaKey * key, const byte *
context, byte contextLen, word32
preHashType)Sign a message using a ML-DSA
private key.
wh_Client_MIDsaVerify(whClientContext * ctx,
const byte * sig, word32 sig_len, const byte *

msg, word32 msg_len, int * res, MIDsaKey *

key, const byte * context, byte contextLen,

word32 preHashType)Verify a ML-DSA

signature.
wh_Client_MIDsaCheckPrivKey(whClientContext
* ctx, MIDsaKey * key, const byte * pubKey,

word32 pubKeySz)Check a ML-DSA private key.
wh_Client_MIDsaImportKeyDma(whClientContext
* ctx, MIDsaKey * key, whKeyId * inout_keyld,
whNvmFlags flags, uint16_t label_len, uint8_t *
label)Import a ML-DSA key using DMA.
wh_Client_MIDsaExportKeyDma(whClientContext
* ctx, whKeyld keyld, MIDsaKey * key, uint16_t
label_len, uint8_t * label)Export a ML-DSA key
using DMA.
wh_Client_MIDsaMakeExportKeyDma(whClientContext
* ctx, int level, MIDsaKey * key)Generate a new
ML-DSA key pair and export it using DMA.
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wh_Client_MIDsaSignDma(whClientContext *
Cctx, const byte * in, word32 in_len, byte * out,
word32 * out_len, MIDsaKey * key, const byte *
context, byte contextLen, word32
preHashType)Sign a message using ML-DSA
with DMA.
wh_Client_MIDsaVerifyDma(whClientContext
* ctx, const byte * sig, word32 sig_len, const
byte * msg, word32 msg_len, int * res,
MIDsaKey * key, const byte * context, byte
contextlLen, word32 preHashType)Verify a
ML-DSA signature with DMA.
wh_Client_MIDsaCheckPrivKkeyDma(whClientContext
* ctx, MIDsaKey * key, const byte * pubKey,
word32 pubKeySz)Check a ML-DSA private key
against public key with DMA.

.3.2 Functions Documentation

.3.2.1 function wh_Client_RngGenerate

int wh_Client_RngGenerate(
whClientContext * ctx,
uint8_t * out,
uint32_t size

)

Generate random bytes.
Parameters:

« ctx Pointer to the client context

+ out Pointer to the where the bytes are to be placed. May be NULL.

+ size Number of bytes to generate. *

Return: int Returns 0 on success or a negative error code on failure.

This function requests the server to generate random bytes by repeatedly requesting the maximum

block size of data from the server at a time

.3.2.2 function wh_Client_RngGenerateDma

int wh_Client_RngGenerateDma(
whClientContext * ctx,
uint8_t * out,
uint32_t size

)
Generate random bytes using DMA.
Parameters:

« ctx Pointer to the client context

+ out Pointer to where the bytes are to be placed

+ size Number of bytes to generate
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Return: int Returns 0 on success or a negative error code on failure.

This function requests the server to generate random bytes directly into client memory using DMA,
eliminating the need for chunking and copying through the communication buffer.

.3.2.3 function wh_Client_Curve25519SetKeyld

int wh_Client_Curve25519SetKeyId(
curve25519_key * key,
whKeyId keyId

)

Associates a Curve25519 key with a specific key ID.
Parameters:

+ key Pointer to the Curve25519 key structure.
+ keyld Key ID to be associated with the Curve25519 key.

Return: int Returns 0 on success or a negative error code on failure.

This function sets the device context of a Curve25519 key to the specified key ID. On the server side,
this key ID is used to reference the key stored in the HSM

.3.2.4 function wh_Client_Curve25519GetKeyld

int wh_Client_Curve25519GetKeyId(
curve25519_key * key,
whKeyId * outId

)
Gets the wolfHSM keyId being used by the wolfCrypt struct.
Parameters:

+ key Pointer to the Curve25519 key structure.
+ outId Pointer to the key ID to return.

Return: int Returns 0 on success or a negative error code on failure.

This function gets the device context of a Curve25519 key that was previously set by either the crypto
callback layer or wh_Client_SetKeyCurve25519.

.3.2.5 function wh_Client_Curve25519ImportKey

int wh_Client_Curve25519ImportKey (
whClientContext * ctx,
curve25519_key * key,
whKeyId * inout_keyId,
whNvmFlags flags,
uintl6_t label_len,
uint8_t * label

)

Imports wolfCrypt Curve25519 key as a raw byte array into the wolfHSM server key cache.
Parameters:

+ ctx Pointer to the wolfHSM client structure.
+ key Pointer to the curve25519 key structure.
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+ inout_keyld Pointer to the key ID. Set to WH_KEYID_ERASED to have the server allocate a unique
id. May be NULL.

+ flags Value of flags to indicate server usage

+ label_len Length of the optional label in bytes, Valid values are 0 to WH_NVM_LABEL_LEN.

+ label pointer to the optional label byte array. May be NULL.

Return: int Returns 0 on success or a negative error code on failure.

This function converts the curve25519_key struct to serialized format, installs into the server’s key
cache, and provides the server-allocated keyld for reference.

.3.2.6 function wh_Client_Curve25519ExportKey

int wh_Client_Curve25519ExportKey (
whClientContext * ctx,
whKeyId keyId,
curve25519_key * key,
uintl6_t label_len,
uint8_t * label
)

Exports a serialized curve25519 key from the wolfHSM server keycache and decodes it into the
wolfCrypt curve25519 key structure.

Parameters:

+ ctx Pointer to the wolfHSM client structure.

+ out_keyld Server key ID to export.

+ key Pointer to the Curve25519 key structure.

+ label_len Length of the optional label in bytes, Valid values are 0 to WH_NVM_LABEL_LEN.
+ label pointer to the optional label byte array. May be NULL.

Return: int Returns 0 on success or a negative error code on failure.

This function exports the specified key from wolfHSM server key cache as a serialized byte array and
decodes the key into the wolfCrypt curve25519_key structure, optionally copying out the associated
label as well.

.3.2.7 function wh_Client_Curve25519MakeCacheKey

int wh_Client_Curve25519MakeCacheKey (
whClientContext * ctx,
uintl6e_t size,
whKeyId * inout_key_id,
whNvmFlags flags,
const uint8_t * label,
uintl6_t label_len

)

Generate a Curve25519 key in the server key cache.
Parameters:

+ ctx Pointer to the client context

* size Size of the key to generate in bytes, normally set to CURVE25519_KEY_SIZE.

+ inout_key_id. Set to WH_KEYID_ERASED to have the server select a unique id for this key.

+ flags Optional flags to be associated with the key while in the key cache or after being committed.
Set to WH_NVM_FLAGS_NONE if not used.
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+ label Optional label to be associated with the key while in the key cache or after being committed.
Set to NULL if not used.
+ label_len Size of the label up to WH_NVM_LABEL_SIZE. Set to 0 if not used.

Return: int Returns 0 on success or a negative error code on failure.

This function requests the server to generate a new Curve25519 key and insert it into the server's key
cache.

.3.2.8 function wh_Client_Curve25519MakeExportKey

int wh_Client_Curve25519MakeExportKey (
whClientContext * ctx,
uintl6e_t size,
curve25519_key * key

)

Generate a Curve25519 key by the server and export to the client.
Parameters:

+ ctx Pointer to the client context

* size Size of the key to generate in bytes, normally set to CURVE25519_KEY_SIZE.

+ key Pointer to a wolfCrypt key structure, which will be initialized to the new key pair when suc-
cessful

Return: int Returns 0 on success or a negative error code on failure.

This function requests the server to generate a new Curve25519 key pair and export it to the client,
without using any key cache or additional resources

.3.2.9 function wh_Client_Curve25519SharedSecret

int wh_Client_Curve25519SharedSecret
whClientContext * ctx,
curve25519_key * priv_key,
curve25519_key * pub_key,
int endian,
uint8_t * out,
uintl6_t * out_size

)
Compute an X25519 shared secret using a public and private key.
Parameters:

+ ctx Pointer to the client context

+ priv_key Pointer to a wolfCrypt key structure that holds the private key

+ pub_key Pointer to a wolfCrypt key structure that holds the public key

+ endian Endianness of the values. EC25519_BIG_ENDIAN (typical) or EC25519_LITTLE_ENDIAN

Return: int Returns 0 on success or a negative error code on failure.

This function requests the server compute the shared secret using the provided wolfCrypt private and
public keys. Note, the client will temporarily import any missing key material to the server as required.

.3.2.10 function wh_Client_EccSetKeyld

int wh_Client_EccSetKeyId(
ecc_key * key,
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whKeyId keyId
)

Associates a Ecc key with a specific key ID.
Parameters:

+ key Pointer to the Ecc key structure.
+ keyld Key ID to be associated with the Ecc key.

Return: int Returns 0 on success or a negative error code on failure.

This function sets the device context of a Ecc key to the specified key ID. On the server side, this key
ID is used to reference the key stored in the HSM

.3.2.11 function wh_Client_EccGetKeyld

int wh_Client_EccGetKeyId(
ecc_key * key,
whKeyId * outId

)

Gets the wolfHSM keyId being used by the wolfCrypt struct.
Parameters:

+ key Pointer to the Ecc key structure.
+ outld Pointer to the key ID to return.

Return: int Returns 0 on success or a negative error code on failure.

This function gets the device context of a Ecc key that was previously set by either the crypto callback
layer or wh_Client_EccSetKeyId.

.3.2.12 function wh_Client_EccImportKey

int wh_Client_EccImportKey (
whClientContext * ctx,
ecc_key * key,
whKeyId * inout_keyId,
whNvmFlags flags,
uintl6_t label_len,
uint8_t * label

.3.2.13 function wh_Client_EccExportKey

int wh_Client_EccExportKey(
whClientContext * ctx,
whKeyId keyId,
ecc_key * key,
uintl6_t label_len,
uint8_t * label

.3.2.14 function wh_Client_EccMakeExportKey

int wh_Client_EccMakeExportKey(
whClientContext * ctx,

COPYRIGHT ©2024 wolfSSL Inc. 137



.3 wolfhsm/wh_client_crypto.h

CONTENTS

int size,
int curveld,
ecc_key * key

.3.2.15 function wh_Client_EccMakeCacheKey

int wh_Client_EccMakeCacheKey (
whClientContext * ctx,
int size,
int curveld,
whKeyId * inout_key_id,
whNvmFlags flags,
uintl6_t label_len,
uint8_t * label

.3.2.16 function wh_Client_EccSharedSecret

int wh_Client_EccSharedSecret(
whClientContext * ctx,
ecc_key * priv_key,
ecc_key * pub_key,
uint8_t * out,
uintlé6_t * out_size

.3.2.17 function wh_Client_EccSign

int wh_Client_EccSign(
whClientContext * ctx,
ecc_key * key,
const uint8_t * hash,
uintl6_t hash_len,
uint8_t * sig,
uintlé_t * inout_sig_len

.3.2.18 function wh_Client_EccVerify

int wh_Client_EccVerify(
whClientContext * ctx,
ecc_key * key,
const uint8_t * sig,
uintl6e_t sig_len,
const uint8_t * hash,
uintl6_t hash_len,
int * out_res

.3.2.19 function wh_Client_Ed25519SetKeyld

int wh_Client_Ed25519SetKeyId(
ed25519_key * key,
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)

Associates an Ed25519 key with a specific key ID.

Sets the device context of an Ed25519 key to the provided key ID.

.3.2.20 function wh_Client_Ed25519GetKeyId

int wh_Client_Ed25519GetKeyId(
ed25519_key * key,
whKeyId * outld

)

Retrieves the key ID from an Ed25519 key device context.

.3.2.21 function wh_Client_Ed25519ImportKey

int wh_Client_Ed25519ImportKey(
whClientContext * ctx,
ed25519_key * key,
whKeyId * inout_keyId,
whNvmFlags flags,
uintl6_t label_1len,
uint8_t * label

)
Import an Ed25519 key into the server keystore/cache.

.3.2.22 function wh_Client_Ed25519ExportKey

int wh_Client_Ed25519ExportKey (
whClientContext * ctx,
whKeyId keyId,
ed25519_key * key,
uintl6_t label_len,
uint8_t * label

)
Export an Ed25519 key from the server to the client.

.3.2.23 function wh_Client_Ed25519MakeExportKey

int wh_Client_Ed25519MakeExportKey(
whClientContext * ctx,
ed25519_key * key

)

Create a new Ed25519 key on the server and export it without caching.

.3.2.24 function wh_Client_Ed25519MakeCacheKey

int wh_Client_Ed25519MakeCacheKey(
whClientContext * ctx,
whKeyId * inout_key_id,
whNvmFlags flags,
uintl6_t label_len,
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uint8_t * label
)

Create a new Ed25519 key on the server and store it in cache/NVM.

.3.2.25 function wh_Client_Ed25519Sign

int wh_Client_Ed25519Sign(
whClientContext * ctx,
ed25519_key * key,
const uint8_t * msg,
uint32_t msglLen,
uint8_t type,
const uint8_t * context,
uint32_t contextLen,
uint8_t * sig,
uint32_t * inout_sig_len

)

Sign a message using an Ed25519 key on the server.

.3.2.26 function wh_Client_Ed25519Verify

int wh_Client_Ed25519Verify
whClientContext * ctx,
ed25519_key * key,
const uint8_t * sig,
uint32_t siglen,
const uint8_t * msg,
uint32_t msglLen,
uint8_t type,
const uint8_t * context,
uint32_t contextlLen,
int * out_res

)

Verify a message signature using an Ed25519 key on the server.

.3.2.27 function wh_Client_Ed25519SignDma

int wh_Client_Ed25519SignDma(
whClientContext * ctx,
ed25519_key * key,
const uint8_t * msg,
uint32_t msglLen,
uint8_t type,
const uint8_t * context,
uint32_t contextLen,
uint8_t * sig,
uint32_t * inout_sig_len

)
Sign a message using an Ed25519 key via DMA.

.3.2.28 function wh_Client_Ed25519VerifyDma
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int wh_Client_Ed25519VerifyDma(
whClientContext * ctx,
ed25519_key * key,
const uint8_t * sig,
uint32_t siglen,
const uint8_t * msg,
uint32_t msglLen,
uint8_t type,
const uint8_t * context,
uint32_t contextLen,
int * out_res

)
Verify a signature using an Ed25519 key via DMA.

.3.2.29 function wh_Client_RsaSetKeyld

int wh_Client_RsaSetKeyId(
RsaKey * key,
whNvmId keyId

)

Associates an RSA key with a specific key ID.
Parameters:

+ key Pointer to the RSA key structure.
+ keyld Key ID to be associated with the RSA key.

Return: int Returns 0 on success or a negative error code on failure.

This function sets the device context of an RSA key to the specified key ID. On the server side, this key
ID is used to reference the key stored in the HSM.

.3.2.30 function wh_Client_RsaGetKeyId

int wh_Client_RsaGetKeyId(
RsaKey * key,
whNvmId * outId

)
Gets the wolfHSM keyld being used by the wolfCrypt struct.
Parameters:

+ key Pointer to the RSA key structure.
+ outld Pointer to the key ID to return.

Return: int Returns 0 on success or a negative error code on failure.

This function gets the device context of a RSA key that was previously set by either the crypto callback
layer or wh_Client_SetKeyRsa.

.3.2.31 function wh_Client_RsaImportKey

int wh_Client_RsaImportKey(
whClientContext * ctx,
const RsaKey * key,
whKeyId * inout_keyId,
whNvmFlags flags,
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uint32_t label_len,
uint8_t * label

)
Imports wolfCrypt RSA key as a PCKS1 DER-formatted file into the wolfHSM server key cache.
Parameters:

+ ctx Pointer to the wolfHSM client structure.

+ key Pointer to the RSA key structure.

+ flags Value of flags to indicate server usage

+ label_len Length of the optional label in bytes, Valid values are 0 to WH_NVM_LABEL_LEN.
+ label pointer to the optional label byte array. May be NULL.

+ out_keyld Pointer to the key ID to return.

Return: int Returns 0 on success or a negative error code on failure.

This function converts the RsaKey struct to DER format, installs into the server’s key cache, and pro-
vides the server-allocated keyld for reference.

.3.2.32 function wh_Client_RsaExportKey

int wh_Client_RsaExportKey(
whClientContext * ctx,
whKeyId keyId,
RsaKey * key,
uint32_t label_len,
uint8_t * label

)

Exports a PKCS1 DER-formated RSA key from the wolfHSM server keycache and decodes it into the
wolfCrypt RSA key structure.

Parameters:

+ ctx Pointer to the wolfHSM client structure.

+ out_keyld Server key ID to export.

+ key Pointer to the RSA key structure.

+ label_len Length of the optional label in bytes, Valid values are 0 to WH_NVM_LABEL_LEN.
+ label pointer to the optional label byte array. May be NULL.

Return: int Returns 0 on success or a negative error code on failure.

This function exports the specified key from wolfHSM server key cache as a PCKS1 DER file and decodes
the key into the wolfCrypt RsaKey structure, optionally copying out the associated label as well.

.3.2.33 function wh_Client_RsaMakeExportKey

int wh_Client_RsaMakeExportKey(
whClientContext * ctx,
uint32_t size,
uint32_t e,
RsaKey * rsa

.3.2.34 function wh_Client_RsaMakeCacheKey

int wh_Client_RsaMakeCacheKey (
whClientContext * ctx,
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uint32_t size,

uint32_t e,

whKeyId * inout_key_id,
whNvmFlags flags,
uint32_t label_len,
uint8_t * label

.3.2.35 function wh_Client_RsaFunction

int wh_Client_RsaFunction(
whClientContext * ctx,
RsaKey * key,
int rsa_type,
const uint8_t * in,
uintl6_t in_len,
uint8_t * out,
uintl6_t * inout_out_len

.3.2.36 function wh_Client_RsaGetSize

int wh_Client_RsaGetSize(
whClientContext * ctx,
const RsaKey * key,
int * out_size

.3.2.37 function wh_Client_HkdfMakeCacheKey

int wh_Client_HkdfMakeCacheKey (
whClientContext * ctx,
int hashType,
whKeyId keyIdIn,
const uint8_t * inKey,
uint32_t inKeySz,
const uint8_t * salt,
uint32_t saltSz,
const uint8_t * info,
uint32_t infoSz,
whKeyId * inout_key_id,
whNvmFlags flags,
const uint8_t * label,
uint32_t label_len,
uint32_t outSz

)
Generate HKDF output and store in the server key cache.
Parameters:

+ ctx Pointer to the client context

* hashType Hash type (WC_SHA256, WC_SHA384, WC_SHA512, etc.)

+ keyIdIn Key ID of input key material from cache. Set to WH_KEYID_ERASED to use inKey/inKeySz
instead.

+ inKey Input keying material (can be NULL if keyIdIn is set)
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* inKeySz Size of input keying material (must be 0 if using keyIdIn)

+ salt Optional salt (can be NULL)

+ saltSz Size of salt (0 if NULL)

+ info Optional info (can be NULL)

« infoSz Size of info (0 if NULL)

+ inout_key_id. Set to WH_KEYID_ERASED to have the server select a unique id for this key.
+ flags NVM flags to be associated with the key metadata

+ label Label to be associated with the key metadata

+ label_len Size of the label up to WH_NVM_LABEL_SIZE. Set to 0 if not used.

+ outSz Size of key material to generate and cache

Return: int Returns 0 on success or a negative error code on failure.

This function requests the server to generate HKDF output and store it in the server’s key cache. The
generated key material is not returned to the client.

.3.2.38 function wh_Client_HkdfMakeExportKey

int wh_Client_HkdfMakeExportKey (
whClientContext * ctx,
int hashType,
whKeyId keyIdIn,
const uint8_t * inKey,
uint32_t inKeySz,
const uint8_t * salt,
uint32_t saltSz,
const uint8_t * info,
uint32_t infoSz,
uint8_t * out,
uint32_t outSz

)

Generate HKDF output and export to the client.
Parameters:

*+ ctx Pointer to the client context

+ hashType Hash type (WC_SHA256, WC_SHA384, WC_SHA512, etc.)

+ keylIdIn Key ID of input key material from cache. Set to WH_KEYID_ERASED to use inKey/inKeySz
instead.

+ inKey Input keying material (can be NULL if keyIdIn is set)

* inKeySz Size of input keying material (must be 0 if using keylIdIn)

+ salt Optional salt (can be NULL)

* saltSz Size of salt (0 if NULL)

+ info Optional info (can be NULL)

* infoSz Size of info (0 if NULL)

+ out Output buffer for key material

+ outSz Size of output buffer

Return: int Returns 0 on success or a negative error code on failure.

This function requests the server to generate HKDF output and export it to the client, without using
any key cache or additional resources

.3.2.39 function wh_Client_CmacKdfMakeCacheKey

int wh_Client_CmacKdfMakeCacheKey(
whClientContext * ctx,
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whKeyId saltKeyId,
const uint8_t * salt,
uint32_t saltSz,
whKeyId zKeyId,
const uint8_t * z,
uint32_t zSz,
const uint8_t * fixedInfo,
uint32_t fixedInfoSz,
whKeyId * inout_key_id,
whNvmFlags flags,
const uint8_t * label,
uint32_t label_len,
uint32_t outSz

)

Generate CMAC two-step KDF output and store it in the server cache.
Parameters:

+ ctx Pointer to the client context.

+ saltKeyld Key ID of the salt material. Set to WH_KEYID_ERASED to use the salt buffer instead.

+ salt Pointer to the salt buffer. May be NULL when saltKeyId is provided.

+ saltSz Size of the salt buffer in bytes.

+ zKeyld Key ID of the Z shared secret. Set to WH_KEYID_ERASED to use the z buffer instead.

+ z Pointer to the shared secret buffer. May be NULL when zKeyld is provided.

+ 2Sz Size of the shared secret buffer in bytes.

+ fixedInfo Optional fixed info buffer (may be NULL).

+ fixedInfoSz Size of the fixed info buffer in bytes.

+ inout_key_id Pointer to the key ID to use or update. Set to WH_KEYID_ERASED to have the server
allocate one.

+ flags NVM flags to associate with the generated key.

+ label Optional label metadata to store alongside the key.

+ label_len Length of the optional label in bytes.

+ outSz Desired size of the derived key material.

Return: int Returns 0 on success or a negative error code on failure.

This function requests the server to run the NIST SP 800-56C two-step CMAC KDF. The derived key
material is cached on the server and not returned to the client.

.3.2.40 function wh_Client_CmacKdfMakeExportKey

int wh_Client_CmacKdfMakeExportKey(
whClientContext * ctx,
whKeyId saltKeyId,
const uint8_t * salt,
uint32_t saltSz,
whKeyId zKeyId,
const uint8_t * z,
uint32_t zSz,
const uint8_t * fixedInfo,
uint32_t fixedInfoSz,
uint8_t * out,
uint32_t outSz

)

Generate CMAC two-step KDF output and export to the client.
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Parameters:

* ctx Pointer to the client context.

+ saltKeyld Key ID of the salt material. Set to WH_KEYID_ERASED to use the salt buffer instead.
+ salt Pointer to the salt buffer. May be NULL when saltKeyId is provided.

+ saltSz Size of the salt buffer in bytes.

+ zKeyld Key ID of the Z shared secret. Set to WH_KEYID_ERASED to use the z buffer instead.
+ z Pointer to the shared secret buffer. May be NULL when zKeyld is provided.

+ 2Sz Size of the shared secret buffer in bytes.

+ fixedInfo Optional fixed info buffer (may be NULL).

+ fixedInfoSz Size of the fixed info buffer in bytes.

+ out Output buffer for the derived key material.

+ outSz Size of the output buffer in bytes.

Return: int Returns 0 on success or a negative error code on failure.

This function requests the server to run the NIST SP 800-56C two-step CMAC KDF and return the de-
rived key material directly to the client.

.3.2.41 function wh_Client_AesSetKeyld

int wh_Client_AesSetKeyId(
Aes * key,
whNvmId keyId

)

Associates an AES key with a specific key ID.
Parameters:

+ key Pointer to the AES key structure.
+ keyld Key ID to be associated with the AES key.

Return: int Returns 0 on success or a negative error code on failure.

This function sets the device context of an AES key to the specified key ID. On the server side, this key
ID is used to reference the key stored in the HSM

.3.2.42 function wh_Client_AesGetKeyld

int wh_Client_AesGetKeyId(
Aes * key,
whNvmId * outId

)

Gets the wolfHSM keyld being used by the wolfCrypt struct.
Parameters:

+ key Pointer to the AES key structure.
+ outld Pointer to the key ID to return.

Return: int Returns 0 on success or a negative error code on failure.

This function gets the device context of a AES key that was previously set by either the crypto callback
layer or wh_Client_SetKeyAes.

.3.2.43 function wh_Client_AesCtr
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int wh_Client_AesCtr(
whClientContext * ctx,
Aes * aes,
int enc,
const uint8_t * in,
uint32_t 1len,
uint8_t * out

)
Performs an AES-CTR operation.
Parameters:

+ ctx Pointer to the wolfHSM client context.

+ aes Pointer to the AES structure.

+ enc 1 for encrypt, 0 for decrypt.

+ in Pointer to the input data.

* len Length of the input and output data in bytes.
+ out Pointer to the output data.

Return: int Returns 0 on success or a negative error code on failure.

This function performs an AES-CTR encrypt or decrypt operation on the input data and stores the result
in the output buffer.

.3.2.44 function wh_Client_AesCtrDma

int wh_Client_AesCtxrDma(
whClientContext * ctx,
Aes * aes,
int enc,
const uint8_t * in,
uint32_t 1len,
uint8_t * out

)
Performs an AES-CTR operation using DMA.
Parameters:

* ctx Pointer to the wolfHSM client context.

+ aes Pointer to the AES structure.

« enc 1 for encrypt, 0 for decrypt.

+ in Pointer to the input data.

* len Length of the input and output data in bytes.
+ out Pointer to the output data.

Return: int Returns 0 on success or a negative error code on failure.

This function performs an AES-CTR encrypt or decrypt operation on the input data and stores the result
in the output buffer using direct memory access when communicating with the wolfHSM server.

.3.2.45 function wh_Client_AesEch

int wh_Client_AesEcb(
whClientContext * ctx,
Aes * aes,
int enc,
const uint8_t * in,
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uint32_t 1len,
uint8_t * out

)
Performs an AES-ECB operation.
Parameters:

+ ctx Pointer to the wolfHSM client context.

+ aes Pointer to the AES structure.

+ enc 1 for encrypt, 0 for decrypt.

* in Pointer to the input data.

* len Length of the input and output data in bytes.
+ out Pointer to the output data.

Return: int Returns 0 on success or a negative error code on failure.

This function performs an AES-ECB encrypt or decrypt operation on the input data and stores the result
in the output buffer.

.3.2.46 function wh_Client_AesEcbhDma

int wh_Client_AesEcbDma(
whClientContext * ctx,
Aes * aes,
int enc,
const uint8_t * in,
uint32_t 1len,
uint8_t * out

)
Performs an AES-ECB operation using DMA.
Parameters:

+ ctx Pointer to the wolfHSM client context.

+ aes Pointer to the AES structure.

+ enc 1 for encrypt, 0 for decrypt.

* in Pointer to the input data.

* len Length of the input and output data in bytes.
+ out Pointer to the output data.

Return: int Returns 0 on success or a negative error code on failure.

This function performs an AES-ECB encrypt or decrypt operation on the input data and stores the result
in the output buffer using direct memory access when communicating with the wolfHSM server.

.3.2.47 function wh_Client_AesChc

int wh_Client_AesCbc(
whClientContext * ctx,
Aes * aes,
int enc,
const uint8_t * in,
uint32_t 1len,
uint8_t * out

)
Performs an AES-CBC operation.
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Parameters:

+ ctx Pointer to the wolfHSM client context.

+ aes Pointer to the AES structure.

+ enc 1 for encrypt, 0 for decrypt.

* in Pointer to the input data.

* len Length of the input and output data in bytes.
+ out Pointer to the output data.

Return: int Returns 0 on success or a negative error code on failure.

This function performs an AES-CBC encrypt or decrypt operation on the input data and stores the result
in the output buffer.

.3.2.48 function wh_Client_AesChcDma

int wh_Client_AesCbcDma(
whClientContext * ctx,
Aes * aes,
int enc,
const uint8_t * in,
uint32_t 1len,
uint8_t * out

)
Performs an AES-CBC operation using DMA.
Parameters:

* ctx Pointer to the wolfHSM client context.

+ aes Pointer to the AES structure.

+ enc 1 for encrypt, 0 for decrypt.

* in Pointer to the input data.

+ len Length of the input and output data in bytes.
+ out Pointer to the output data.

Return: int Returns 0 on success or a negative error code on failure.

This function performs an AES-CBC encrypt or decrypt operation on the input data and stores the result
in the output buffer using direct memory access when communicating with the wolfHSM server.

.3.2.49 function wh_Client_AesCbcRequest

int wh_Client_AesCbcRequest(
whClientContext * ctx,
Aes * aes,
int enc,
const uint8_t * in,
uint32_t len

)

Send an AES-CBC encrypt/decrypt request to the server (non-blocking)
Parameters:

+ ctx Pointer to the client context

+ aes Pointer to the AES structure with key and 1V state

* enc 1 for encrypt, 0 for decrypt

* in Pointer to the input data (must be block-aligned)

* len Length of the input data in bytes (must be a multiple of AES_BLOCK_SIZE)
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Return: int Returns 0 on success or a negative error code on failure.

Sends a single AES-CBC request to the server. The key material is read from the Aes struct (set via
wc_AesSetKey or wh_Client_AesSetKeyld). For decryption, the IV is updated with the last input cipher-
text block before sending to support in-place operation. Use wh_Client_AesCbcResponse to retrieve
the result.

.3.2.50 function wh_Client_AesCbcResponse

int wh_Client_AesCbcResponse(
whClientContext * ctx,
Aes * aes,
uint8_t * out,
uint32_t * out_size

)
Receive the server's AES-CBC response (non-blocking)
Parameters:

* ctx Pointer to the client context

+ aes Pointer to the AES structure (IV updated on encrypt)

+ out Pointer to where the output data is placed. Must not be NULL.
+ out_size Set to the number of bytes produced. May be NULL.

Return: int Returns 0 on success, WH_ERROR_NOTREADY if the response is not yet available, or a
negative error code on failure.

Retrieves the result of a prior wh_Client_AesCbcRequest call. For encryption, the IV in the Aes struct
is updated with the last ciphertext block for CBC chaining. Returns WH_ERROR_NOTREADY if the re-
sponse is not yet available.

.3.2.51 function wh_Client_AesGcm

int wh_Client_AesGcm(
whClientContext * ctx,
Aes * aes,
int enc,
const uint8_t * in,
uint32_t 1len,
const uint8_t * iv,
uint32_t iv_len,
const uint8_t * authin,
uint32_t authin_len,
const uint8_t * dec_tag,
uint8_t * enc_tag,
uint32_t tag_len,
uint8_t * out

)
Performs an AES-GCM operation.
Parameters:

+ ctx Pointer to the wolfHSM client context.

+ aes Pointer to the AES structure.

+ enc 1 for encrypt, 0 for decrypt.

* in Pointer to the input data.

* len Length of the input and output data in bytes.
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* iv Pointer to the IV data.

* iv_len Length of the IV data in bytes.

+ authin Pointer to the authentication data.

+ authin_len Length of the authentication data in bytes.
+ dec_tag Pointer to the decryption tag data.

+ enc_tag Pointer to the encryption tag data.

+ tag_len Length of the tag data in bytes.

+ out Pointer to the output data.

Return: int Returns 0 on success or a negative error code on failure.

This function performs an AES-GCM encrypt or decrypt operation on the input data and stores the
result in the output buffer.

.3.2.52 function wh_Client AesGcmDma

int wh_Client_AesGcmDma(
whClientContext * ctx,
Aes * aes,
int enc,
const uint8_t * in,
uint32_t 1len,
const uint8_t * iv,
uint32_t iv_len,
const uint8_t * authin,
uint32_t authin_len,
const uint8_t * dec_tag,
uint8_t * enc_tag,
uint32_t tag_len,
uint8_t * out

)
Performs an AES-GCM operation using DMA.
Parameters:

+ ctx Pointer to the wolfHSM client context.

+ aes Pointer to the AES structure.

+ enc 1 for encrypt, 0 for decrypt.

* in Pointer to the input data.

* len Length of the input and output data in bytes.
* iv Pointer to the IV data.

* iv_len Length of the IV data in bytes.

+ authin Pointer to the authentication data.

+ authin_len Length of the authentication data in bytes.
+ dec_tag Pointer to the decryption tag data.

* enc_tag Pointer to the encryption tag data.

+ tag_len Length of the tag data in bytes.

+ out Pointer to the output data.

Return: int Returns 0 on success or a negative error code on failure.

This function performs an AES-GCM encrypt or decrypt operation on the input data and stores the
result in the output buffer using direct memory access when communicating with the wolfHSM server.

.3.2.53 function wh_Client_Cmac
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int wh_Client_Cmac(
whClientContext * ctx,
Cmac * cmac,
CmacType type,
const uint8_t * key,
uint32_t keylLen,
const uint8_t * in,
uint32_t inLen,
uint8_t * outMac,
uint32_t * outMaclLen

)

Performs a CMAC operation on the input data.
Parameters:

+ ctx Pointer to the wolfHSM client context.

+ cmac Pointer to the CMAC structure.

* type The type of CMAC operation.

+ key Pointer to the key buffer, or NULL if using a key stored in HSM.

+ keyLen Length of the key in bytes.

* in Pointer to the input data buffer, or NULL for finalization.

* inLen Length of the input data in bytes.

+ outMac Pointer to the output buffer for the CMAC tag.

+ outMacLen Pointer to the size of the output buffer, updated with actual size.

Return: int Returns WH_ERROR_OK (0) on success, or a negative error code on failure.

This function performs a CMAC operation with the specified parameters. It can be used for initializa-
tion, update, or finalization of CMAC operations, depending on the input arguments.

.3.2.54 function wh_Client_CmacSetKeyId

int wh_Client_CmacSetKeyId(
Cmac * key,
whNvmId keyId

)

Associates a CMAC key with a specific key ID.
Parameters:

+ key Pointer to the CMAC key structure.
+ keylId Key ID to be associated with the CMAC key.

Return: int Returns 0 on success or a negative error code on failure.

This function sets the device context of a CMAC key to the specified key ID. On the server side, this key
ID is used to reference the key stored in the HSM

.3.2.55 function wh_Client_CmacGetKeyIld

int wh_Client_CmacGetKeyId(
Cmac * key,
whNvmId * outId

)

Gets the wolfHSM keyld being used by the wolfCrypt struct.

Parameters:
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+ key Pointer to the CMAC key structure.
+ outld Pointer to the key ID to return.

Return: int Returns 0 on success or a negative error code on failure.

This function gets the device context of a CMAC key that was previously set by either the crypto callback

layer or wh_Client_SetKeyCmac.

.3.2.56 function wh_Client_CmacDma

int wh_Client_CmacDma(
whClientContext * ctx,
Cmac * cmac,
CmacType type,
const uint8_t * key,
uint32_t keylLen,
const uint8_t * in,
uint32_t inLen,
uint8_t * outMac,
uint32_t * outMaclLen

)

Performs CMAC operations using DMA for data transfer.

Parameters:

« ctx Pointer to the client context structure.
« cmac Pointer to the CMAC structure to be used.

* type The type of CMAC operation (e.g., WC_CMAC_AES).
+ key Pointer to the key data. NULL if using a stored key.

+ keyLen Length of the key in bytes.

+ in Pointer to the input data. NULL if not performing an update.

+ inLen Length of the input data in bytes.

+ outMac Pointer to store the CMAC result. NULL if not finalizing.

+ outMacLen Pointer to the size of the outMac buffer. Updated with actual size on return.

Return: int Returns 0 on success or a negative error code on failure.

This function performs CMAC operations (initialize, update, finalize) using DMA for efficient data trans-
fer between client and server. The operation performed depends on which parameters are non-NULL.

.3.2.57 function wh_Client_Sha256

int wh_Client_Sha256(
whClientContext * ctx,
wc_Sha256 * sha,
const uint8_t * in,
uint32_t inLen,
uint8_t * out

)

Performs a SHA-256 hash operation on the input data.

Parameters:

« ctx Pointer to the client context structure.

+ sha Pointer to the SHA-256 context structure.
* in Pointer to the input data.

+ inLen Length of the input data in bytes.
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+ out Pointer to the output buffer.
Return: int Returns 0 on success or a negative error code on failure.

This function performs a SHA-256 hash operation on the input data and stores the result in the output
buffer.

.3.2.58 function wh_Client_Sha256UpdateRequest

int wh_Client_Sha256UpdateRequest(
whClientContext * ctx,
wc_Sha256 * sha,
const uint8_t * in,
uint32_t inLen,
bool * requestSent

)
Async request half of a non-DMA SHA-256 Update.
Parameters:

+ ctx Client context.

+ sha SHA-256 context (buffer/buffLen updated on success).

* in Input data (may be NULL only if inLen == 0).

* inLen Input length. Must not exceed the per-call capacity (max inline + remaining buffer slack);
use the blocking wrapper for arbitrary lengths.

* requestSent Set to true if a server request was sent and a matching Response call is required;
false if the input was fully absorbed into sha->buffer and no round-trip was issued.

Return: WH_ERROR_OK on success, WH_ERROR_BADARGS if inLen exceeds the per-call capacity (sha
is left unchanged in that case).

Serializes and sends an Update request carrying as many full blocks as fit in the comm buffer (up to
WH_MESSAGE_CRYPTO_SHA256_MAX_INLINE_UPDATE_SZ bytes), absorbing any leading bytes already
buffered in sha->buffer. Any tail (<64 bytes) remaining after this call is stored in sha->buffer for the
next call. Does NOT wait for a reply.

Contract: at most one outstanding async request may be in flight per whClientContext (enforced
by the comm layer's pending-request tracking). If *requestSent is true, the caller MUST call
wh_Client_Sha256UpdateResponse before issuing any other async Request on the same ctx, including
a Request using a different wc_Sha256 instance or a different algorithm.

.3.2.59 function wh_Client_Sha256UpdateResponse

int wh_Client_Sha256UpdateResponse(
whClientContext * ctx,
wc_Sha256 * sha

)

Async response half of a non-DMA SHA-256 Update.

Single-shot RecvResponse; returns WH_ERROR_NOTREADY if the server has not yet replied. On suc-
cess, updates sha->digest/hiLen/loLen from the reply. MUST only be called if the matching Request
returned requestSent == true.

.3.2.60 function wh_Client_Sha256FinalRequest

int wh_Client_Sha256FinalRequest(
whClientContext * ctx,

COPYRIGHT ©2024 wolfSSL Inc. 154



.3 wolfhsm/wh_client_crypto.h CONTENTS

wc_Sha256 * sha
)

Async request half of a non-DMA SHA-256 Final.
Sends the current sha->buffer (0..63 bytes) as the last block.

.3.2.61 function wh_Client_Sha256FinalResponse

int wh_Client_Sha256FinalResponse(
whClientContext * ctx,
wc_Sha256 * sha,
uint8_t * out

)
Async response half of a non-DMA SHA-256 Final.

Single-shot RecvResponse. Copies final digest into out, then resets sha state via wc_InitSha256_ex
(preserving devld).

.3.2.62 function wh_Client_Sha256Dma

int wh_Client_Sha256Dma(
whClientContext * ctx,
wc_Sha256 * sha,
const uint8_t * in,
uint32_t inLen,
uint8_t * out

)
Performs a SHA-256 hash operation on the input data using DMA.

Parameters:

+ ctx Pointer to the client context structure.

+ sha Pointer to the SHA-256 context structure.
* in Pointer to the input data.

* inLen Length of the input data in bytes.

+ out Pointer to the output buffer.

Return: int Returns 0 on success or a negative error code on failure.

This function performs a SHA-256 hash operation on the input data and stores the result in the output
buffer using DMA.

.3.2.63 function wh_Client_Sha256DmaUpdateRequest

int wh_Client_Sha256DmaUpdateRequest (
whClientContext * ctx,
wc_Sha256 * sha,
const uint8_t * in,
uint32_t inLen,
bool * requestSent

)
Async request half of a DMA SHA-256 Update.

Buffers partial blocks on the client. Sends whole blocks via DMA to the server, with any assembled first
block (from the partial buffer) as inline trailing data. Sets *requestSent to indicate whether a message
was sent (false when all input was absorbed into the partial-block buffer).
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.3.2.64 function wh_Client_Sha256DmaUpdateResponse

int wh_Client_Sha256DmaUpdateResponse (
whClientContext * ctx,
wc_Sha256 * sha

)

Async response half of a DMA SHA-256 Update.

Receives the server response and restores the updated SHA state from the inline response. Runs POST
DMA cleanup for the input buffer.

.3.2.65 function wh_Client_Sha256DmaFinalRequest

int wh_Client_Sha256DmaFinalRequest (
whClientContext * ctx,
wc_Sha256 * sha

)
Async request half of a DMA SHA-256 Final.

Sends the partial-block tail as inline data with the resume state. No DMA addresses are used (the final
hash is returned inline in the response).

.3.2.66 function wh_Client_Sha256DmaFinalResponse

int wh_Client_Sha256DmaFinalResponse (
whClientContext * ctx,
wc_Sha256 * sha,
uint8_t * out

)
Async response half of a DMA SHA-256 Final.

Receives the final hash from the inline response and copies it to out.

.3.2.67 function wh_Client_Sha224

int wh_Client_Sha224(
whClientContext * ctx,
wc_Sha224 * sha,
const uint8_t * in,
uint32_t inLen,
uint8_t * out

)
Performs a SHA-224 hash operation on the input data.
Parameters:

+ ctx Pointer to the client context structure.

+ sha Pointer to the SHA-224 context structure.
* in Pointer to the input data.

+ inLen Length of the input data in bytes.

+ out Pointer to the output buffer.

Return: int Returns 0 on success or a negative error code on failure.

This function performs a SHA-224 hash operation on the input data and stores the result in the output
buffer.
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.3.2.68 function wh_Client_Sha224UpdateRequest

int wh_Client_Sha224UpdateRequest(
whClientContext * ctx,
wc_Sha224 * sha,
const uint8_t * in,
uint32_t inLen,
bool * requestSent

)
Async request half of a non-DMA SHA-224 Update.
Parameters:

+ ctx Client context.

» sha SHA-224 context (buffer/buffLen updated on success).

* in Input data (may be NULL only if inLen == 0).

* inLen Input length. Must not exceed the per-call capacity (max inline + remaining buffer slack);
use the blocking wrapper for arbitrary lengths.

* requestSent Set to true if a server request was sent and a matching Response call is required;
false if the input was fully absorbed into sha->buffer and no round-trip was issued.

Return: WH_ERROR_OK on success, WH_ERROR_BADARGS if inLen exceeds the per-call capacity (sha
is left unchanged in that case).

Serializes and sends an Update request carrying as many full blocks as fit in the comm buffer (up to
WH_MESSAGE_CRYPTO_SHA224_MAX_INLINE_UPDATE_SZ bytes), absorbing any leading bytes already
buffered in sha->buffer. Any tail (<64 bytes) remaining after this call is stored in sha->buffer for the
next call. Does NOT wait for a reply.

Contract: at most one outstanding async request may be in flight per whClientContext (enforced
by the comm layer's pending-request tracking). If *requestSent is true, the caller MUST call
wh_Client_Sha224UpdateResponse before issuing any other async Request on the same ctx, including
a Request using a different wc_Sha224 instance or a different algorithm.

.3.2.69 function wh_Client_Sha224UpdateResponse

int wh_Client_Sha224UpdateResponse(
whClientContext * ctx,
wc_Sha224 * sha

)
Async response half of a non-DMA SHA-224 Update.

Single-shot RecvResponse; returns WH_ERROR_NOTREADY if the server has not yet replied. On suc-
cess, updates sha->digest/hiLen/loLen from the reply. MUST only be called if the matching Request
returned requestSent == true.

.3.2.70 function wh_Client_Sha224FinalRequest

int wh_Client_Sha224FinalRequest(
whClientContext * ctx,
wc_Sha224 * sha

)

Async request half of a non-DMA SHA-224 Final.
Sends the current sha->buffer (0..63 bytes) as the last block.
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.3.2.71 function wh_Client_Sha224FinalResponse

int wh_Client_Sha224FinalResponse(
whClientContext * ctx,
wc_Sha224 * sha,
uint8_t * out

)
Async response half of a non-DMA SHA-224 Final.

Single-shot RecvResponse. Copies final digest into out, then resets sha state via wc_InitSha224_ex
(preserving devld).

.3.2.72 function wh_Client_Sha224Dma

int wh_Client_Sha224Dma(
whClientContext * ctx,
wc_Sha224 * sha,
const uint8_t * in,
uint32_t inLen,
uint8_t * out

)
Performs a SHA-224 hash operation on the input data using DMA.
Parameters:

« ctx Pointer to the client context structure.

« sha Pointer to the SHA-224 context structure.
* in Pointer to the input data.

* inLen Length of the input data in bytes.

+ out Pointer to the output buffer.

Return: int Returns 0 on success or a negative error code on failure.

This function performs a SHA-224 hash operation on the input data and stores the result in the output
buffer using DMA.

.3.2.73 function wh_Client_Sha224DmaUpdateRequest

int wh_Client_Sha224DmaUpdateRequest (
whClientContext * ctx,
wc_Sha224 * sha,
const uint8_t * in,
uint32_t inLen,
bool * requestSent

.3.2.74 function wh_Client_Sha224DmaUpdateResponse

int wh_Client_Sha224DmaUpdateResponse (
whClientContext * ctx,
wc_Sha224 * sha
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.3.2.75 function wh_Client_Sha224DmaFinalRequest

int wh_Client_Sha224DmaFinalRequest (
whClientContext * ctx,
wc_Sha224 * sha

.3.2.76 function wh_Client_Sha224DmaFinalResponse

int wh_Client_Sha224DmaFinalResponse (
whClientContext * ctx,
wc_Sha224 * sha,
uint8_t * out

.3.2.77 function wh_Client_Sha384

int wh_Client_Sha384(
whClientContext * ctx,
wc_Sha384 * sha,
const uint8_t * in,
uint32_t inLen,
uint8_t * out

)
Performs a SHA-384 hash operation on the input data.
Parameters:

« ctx Pointer to the client context structure.

« sha Pointer to the SHA-384 context structure.
* in Pointer to the input data.

* inLen Length of the input data in bytes.

+ out Pointer to the output buffer.

Return: int Returns 0 on success or a negative error code on failure.

This function performs a SHA-384 hash operation on the input data and stores the result in the output

buffer.

.3.2.78 function wh_Client_Sha384UpdateRequest

int wh_Client_Sha384UpdateRequest(
whClientContext * ctx,
wc_Sha384 * sha,
const uint8_t * in,
uint32_t inLen,
bool * requestSent

)
Async request half of a non-DMA SHA-384 Update.
Parameters:

+ ctx Client context.

+ sha SHA-384 context (buffer/buffLen updated on success).

* in Input data (may be NULL only if inLen == 0).

* inLen Input length. Must not exceed the per-call capacity (max inline + remaining buffer slack);

use the blocking wrapper for arbitrary lengths.
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* requestSent Set to true if a server request was sent and a matching Response call is required;
false if the input was fully absorbed into sha->buffer and no round-trip was issued.

Return: WH_ERROR_OK on success, WH_ERROR_BADARGS if inLen exceeds the per-call capacity (sha
is left unchanged in that case).

Serializes and sends an Update request carrying as many full blocks as fit in the comm buffer (up to
WH_MESSAGE_CRYPTO_SHA384_MAX_INLINE_UPDATE_SZ bytes), absorbing any leading bytes already
buffered in sha->buffer. Any tail (<128 bytes) remaining after this call is stored in sha->buffer for the
next call. Does NOT wait for a reply.

Contract: at most one outstanding async request may be in flight per whClientContext (enforced
by the comm layer's pending-request tracking). If *requestSent is true, the caller MUST call
wh_Client_Sha384UpdateResponse before issuing any other async Request on the same ctx, including
a Request using a different wc_Sha384 instance or a different algorithm.

.3.2.79 function wh_Client_Sha384UpdateResponse

int wh_Client_Sha384UpdateResponse(
whClientContext * ctx,
wc_Sha384 * sha

)
Async response half of a non-DMA SHA-384 Update.

Single-shot RecvResponse; returns WH_ERROR_NOTREADY if the server has not yet replied. On suc-
cess, updates sha->digest/hiLen/loLen from the reply. MUST only be called if the matching Request
returned requestSent == true.

.3.2.80 function wh_Client_Sha384FinalRequest

int wh_Client_Sha384FinalRequest(
whClientContext * ctx,
wc_Sha384 * sha

)
Async request half of a non-DMA SHA-384 Final.

Sends the current sha->buffer (0..127 bytes) as the last block.

.3.2.81 function wh_Client_Sha384FinalResponse

int wh_Client_Sha384FinalResponse(
whClientContext * ctx,
wc_Sha384 * sha,
uint8_t * out

)
Async response half of a non-DMA SHA-384 Final.

Single-shot RecvResponse. Copies final digest into out, then resets sha state via wc_InitSha384_ex
(preserving devld).

.3.2.82 function wh_Client_Sha384Dma

int wh_Client_Sha384Dma(
whClientContext * ctx,
wc_Sha384 * sha,
const uint8_t * in,
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uint32_t inLen,
uint8_t * out

)
Performs a SHA-384 hash operation on the input data using DMA.

Parameters:

« ctx Pointer to the client context structure.

+ sha Pointer to the SHA-384 context structure.
* in Pointer to the input data.

* inLen Length of the input data in bytes.

+ out Pointer to the output buffer.

Return: int Returns 0 on success or a negative error code on failure.

This function performs a SHA-384 hash operation on the input data and stores the result in the output
buffer using DMA.

.3.2.83 function wh_Client_Sha384DmaUpdateRequest

int wh_Client_Sha384DmaUpdateRequest (
whClientContext * ctx,
wc_Sha384 * sha,
const uint8_t * in,
uint32_t inLen,
bool * requestSent

.3.2.84 function wh_Client_Sha384DmaUpdateResponse

int wh_Client_Sha384DmaUpdateResponse (
whClientContext * ctx,
wc_Sha384 * sha

.3.2.85 function wh_Client_Sha384DmaFinalRequest

int wh_Client_Sha384DmaFinalRequest(
whClientContext * ctx,
wc_Sha384 * sha

.3.2.86 function wh_Client_Sha384DmaFinalResponse

int wh_Client_Sha384DmaFinalResponse(
whClientContext * ctx,
wc_Sha384 * sha,
uint8_t * out

.3.2.87 function wh_Client_Sha512

int wh_Client_Sha512(
whClientContext * ctx,
wc_Sha512 * sha,
const uint8_t * in,
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uint32_t inLen,
uint8_t * out

)

Performs a SHA-512 hash operation on the input data.
Parameters:

« ctx Pointer to the client context structure.

+ sha Pointer to the SHA-512 context structure.
* in Pointer to the input data.

* inLen Length of the input data in bytes.

+ out Pointer to the output buffer.

Return: int Returns 0 on success or a negative error code on failure.

This function performs a SHA-512 hash operation on the input data and stores the result in the output
buffer.

.3.2.88 function wh_Client_Sha512UpdateRequest

int wh_Client_Sha512UpdateRequest(
whClientContext * ctx,
wc_Sha512 * sha,
const uint8_t * in,
uint32_t inLen,
bool * requestSent

)
Async request half of a non-DMA SHA-512 Update.

Parameters:

+ ctx Client context.

+ sha SHA-512 context (buffer/buffLen updated on success).

* in Input data (may be NULL only if inLen == 0).

* inLen Input length. Must not exceed the per-call capacity (max inline + remaining buffer slack);
use the blocking wrapper for arbitrary lengths.

* requestSent Set to true if a server request was sent and a matching Response call is required;
false if the input was fully absorbed into sha->buffer and no round-trip was issued.

Return: WH_ERROR_OK on success, WH_ERROR_BADARGS if inLen exceeds the per-call capacity (sha
is left unchanged in that case).

Serializes and sends an Update request carrying as many full blocks as fit in the comm buffer (up to
WH_MESSAGE_CRYPTO_SHA512_MAX_INLINE_UPDATE_SZ bytes), absorbing any leading bytes already
buffered in sha->buffer. Any tail (<128 bytes) remaining after this call is stored in sha->buffer for the
next call. Does NOT wait for a reply.

Contract: at most one outstanding async request may be in flight per whClientContext (enforced
by the comm layer's pending-request tracking). If *requestSent is true, the caller MUST call
wh_Client_Sha512UpdateResponse before issuing any other async Request on the same ctx, including
a Request using a different wc_Sha512 instance or a different algorithm.

.3.2.89 function wh_Client_Sha512UpdateResponse

int wh_Client_Sha512UpdateResponse(
whClientContext * ctx,
wc_Sha512 * sha
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Async response half of a non-DMA SHA-512 Update.

Single-shot RecvResponse; returns WH_ERROR_NOTREADY if the server has not yet replied. On suc-
cess, updates sha->digest/hiLen/loLen from the reply. MUST only be called if the matching Request
returned requestSent == true.

.3.2.90 function wh_Client_Sha512FinalRequest

int wh_Client_Sha512FinalRequest(
whClientContext * ctx,
wc_Sha512 * sha

)

Async request half of a non-DMA SHA-512 Final.
Sends the current sha->buffer (0..127 bytes) as the last block.

.3.2.91 function wh_Client_Sha512FinalResponse

int wh_Client_Sha512FinalResponse(
whClientContext * ctx,
wc_Sha512 * sha,
uint8_t * out

)
Async response half of a non-DMA SHA-512 Final.

Single-shot RecvResponse. Copies final digest into out, then resets sha state via wc_InitSha512_ex
(preserving devld and hashType).

.3.2.92 function wh_Client_Sha512Dma

int wh_Client_Sha512Dma(
whClientContext * ctx,
wc_Sha512 * sha,
const uint8_t * in,
uint32_t inLen,
uint8_t * out

)
Performs a SHA-512 hash operation on the input data using DMA.
Parameters:

+ ctx Pointer to the client context structure.

+ sha Pointer to the SHA-512 context structure.
* in Pointer to the input data.

* inLen Length of the input data in bytes.

+ out Pointer to the output buffer.

Return: int Returns 0 on success or a negative error code on failure.

This function performs a SHA-512 hash operation on the input data and stores the result in the output
buffer using DMA.

.3.2.93 function wh_Client_Sha512DmaUpdateRequest

int wh_Client_Sha512DmaUpdateRequest (
whClientContext * ctx,
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wc_Sha512 * sha,
const uint8_t * in,
uint32_t inLen,
bool * requestSent

.3.2.94 function wh_Client_Sha512DmaUpdateResponse

int wh_Client_Sha512DmaUpdateResponse (
whClientContext * ctx,
wc_Sha512 * sha

.3.2.95 function wh_Client_Sha512DmaFinalRequest

int wh_Client_Sha512DmaFinalRequest (
whClientContext * ctx,
wc_Sha512 * sha

.3.2.96 function wh_Client_Sha512DmaFinalResponse

int wh_Client_Sha512DmaFinalResponse(
whClientContext * ctx,
wc_Sha512 * sha,
uint8_t * out

.3.2.97 function wh_Client_MIDsaSetKeyld

int wh_Client_M1DsaSetKeyId(
M1DsaKey * key,
whKeyId keyId

)

Associates a ML-DSA key with a specific key ID.
Parameters:

+ key Pointer to the ML-DSA key structure.
+ keylId Key ID to be associated with the ML-DSA key.

Return: int Returns 0 on success or a negative error code on failure.

This function sets the device context of a ML-DSA key to the specified key ID. On the server side, this
key ID is used to reference the key stored in the HSM

.3.2.98 function wh_Client_MIDsaGetKeyld

int wh_Client_M1DsaGetKeyId(
M1DsaKey * key,
whKeyId * outld

)
Gets the wolfHSM keyId being used by the wolfCrypt struct.

Parameters:
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+ key Pointer to the ML-DSA key structure.
+ outld Pointer to the key ID to return.

Return: int Returns 0 on success or a negative error code on failure.

This function gets the device context of a ML-DSA key that was previously set by either the crypto
callback layer or wh_Client_MIDsaSetKeyId.

.3.2.99 function wh_Client_MIDsaImportKey

int wh_Client_M1DsaImportKey(
whClientContext * ctx,
M1DsaKey * key,
whKeyId * inout_keyId,
whNvmFlags flags,
uintl6_t label_len,
uint8_t * label

)

Import a ML-DSA key to the server key cache.
Parameters:

+ ctx Pointer to the client context

+ key Pointer to the key to import

* inout_keyld Pointer to key ID to use/receive
+ flags Flags to control key persistence

+ label_len Length of optional label

+ label Optional label to associate with key

Return: int Returns 0 on success or a negative error code on failure.

.3.2.100 function wh_Client_MIDsaExportKey

int wh_Client_M1DsaExportKey(
whClientContext * ctx,
whKeyId keyId,
M1DsaKey * key,
uintl6_t label_len,
uint8_t * label

)

Export a ML-DSA key from the server.
Parameters:

+ ctx Pointer to the client context

+ keyld ID of key to export

+ key Pointer to receive exported key

+ label_len Length of optional label buffer
+ label Optional buffer to receive key label

Return: int Returns 0 on success or a negative error code on failure.

.3.2.101 function wh_Client_MIDsaMakeExportKey

int wh_Client_M1DsaMakeExportKey(
whClientContext * ctx,
int level,
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int size,
M1DsaKey * key
)

Generate a new ML-DSA key pair and export the public key.
Parameters:

+ ctx Pointer to the client context structure.

* type The ML-DSA algorithm type.

+ size Size of the key in bits.

+ key Pointer to the ML-DSA key structure to store the key.

Return: int Returns 0 on success, or a negative error code on failure.

This function generates a new ML-DSA key pair in the HSM and exports the public key to the client.
The private key remains securely stored in the HSM.

.3.2.102 function wh_Client_MIDsaMakeCacheKey

int wh_Client_M1DsaMakeCacheKey (
whClientContext * ctx,
int size,
int level,
whKeyId * inout_key_id,
whNvmFlags flags,
uintl6_t label_len,
uint8_t * label

)

Create and cache a new ML-DSA key on the server.
Parameters:

+ ctx Pointer to the client context

+ size Size of key to generate

+ level ML-DSA security level of the key to generate
* inout_key_id Pointer to key ID to use/receive

+ flags Flags to control key persistence

+ label_len Length of optional label

+ label Optional label to associate with key

Return: int Returns 0 on success or a negative error code on failure.

.3.2.103 function wh_Client_MIDsaSign

int wh_Client_M1DsaSign(
whClientContext * ctx,
const byte * in,
woxrd32 in_len,
byte * out,
word32 * out_len,
M1DsaKey * key,
const byte * context,
byte contextLen,
word32 preHashType
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Sign a message using a ML-DSA private key.
Parameters:

+ ctx Pointer to the client context structure.

* in Pointer to the message to sign.

+ in_len Length of the message in bytes.

+ out Buffer to store the signature.

+ out_len Pointer to size of output buffer, updated with actual size.

* key Pointer to the ML-DSA key structure.

+ context Optional FIPS 204 context string for domain separation, or NULL for no context.

+ contextLen Length of the context string (max 255).

+ preHashType Hash type for HashML-DSA (e.g. WC_HASH_TYPE_SHA256), or WC_HASH_TYPE_NONE
for pure ML-DSA.

Return: int Returns 0 on success, or a negative error code on failure.

This function signs a message using a ML-DSA private key stored in the HSM.

.3.2.104 function wh_Client_MIDsaVerify

int wh_Client_M1DsaVerify/(
whClientContext * ctx,
const byte * sig,
word32 sig_len,
const byte * msg,
word32 msg_len,
int * res,
M1DsaKey * key,
const byte * context,
byte contextLen,
word32 preHashType

)

Verify a ML-DSA signature.
Parameters:

+ ctx Pointer to the client context structure.

+ sig Pointer to the signature to verify.

+ sig_len Length of the signature in bytes.

* msg Pointer to the original message.

* msg_len Length of the message in bytes.

* res Pointer to store verification result (1=success, 0=failure).

+ key Pointer to the ML-DSA key structure.

+ context Optional FIPS 204 context string for domain separation, or NULL for no context.

+ contextLen Length of the context string (max 255).

+ preHashType Hash type for HashML-DSA (e.g. WC_HASH_TYPE_SHA256), or WC_HASH_TYPE_NONE
for pure ML-DSA.

Return: int Returns 0 on success, or a negative error code on failure.

This function verifies a ML-DSA signature using the HSM.

.3.2.105 function wh_Client_MIDsaCheckPrivKey

int wh_Client_M1DsaCheckPrivKey (
whClientContext * ctx,
M1DsaKey * key,

COPYRIGHT ©2024 wolfSSL Inc. 167



.3 wolfhsm/wh_client_crypto.h CONTENTS

const byte * pubKey,
word32 pubKeySz
)

Check a ML-DSA private key.
Parameters:

+ ctx Pointer to the client context structure.
* key Pointer to the ML-DSA key structure.
* pubKey Pointer to the public key data.

+ pubKeySz Size of the public key in bytes.

Return: int Returns 0 on success, or a negative error code on failure.

This function validates a ML-DSA private key against its public key using the HSM.

.3.2.106 function wh_Client_MIDsaImportKeyDma

int wh_Client_M1DsaImportKeyDma (
whClientContext * ctx,
M1DsaKey * key,
whKeyId * inout_keyId,
whNvmFlags flags,
uintl6_t label_len,
uint8_t * label

)

Import a ML-DSA key using DMA.
Parameters:

+ ctx Pointer to the client context structure.

+ key Pointer to the ML-DSA key structure representing the key to import.
+ inout_keyld Pointer to store/provide the key ID.

+ flags NVM flags for key storage.

+ label_len Length of the key label in bytes.

+ label Pointer to the key label.

Return: int Returns 0 on success, or a negative error code on failure.
This function imports a ML-DSA key into the HSM using DMA.

.3.2.107 function wh_Client_MIDsaExportKeyDma

int wh_Client_M1DsaExportKeyDma (
whClientContext * ctx,
whKeyId keyId,
M1DsaKey * key,
uintl6_t label_len,
uint8_t * label

)
Export a ML-DSA key using DMA.
Parameters:

+ ctx Pointer to the client context structure.

+ keyld ID of the key to export.

+ key Pointer to the ML-DSA key structure to hold the exported key.
+ label_len Length of the key label in bytes.
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+ label Pointer to the key label.
Return: int Returns 0 on success, or a negative error code on failure.
This function exports a ML-DSA key from the HSM using DMA.

.3.2.108 function wh_Client_MIDsaMakeExportKeyDma

int wh_Client_M1DsaMakeExportKeyDma (
whClientContext * ctx,
int level,
M1DsaKey * key

)

Generate a new ML-DSA key pair and export it using DMA.
Parameters:

+ ctx Pointer to the client context structure.
* level The ML-DSA security level.
+ key Pointer to the ML-DSA key structure to store the key.

Return: int Returns 0 on success, or a negative error code on failure.

This function generates a new ML-DSA key pair in the HSM and exports it using DMA.

.3.2.109 function wh_Client_MIDsaSignDma

int wh_Client_M1DsaSignDma(
whClientContext * ctx,
const byte * in,
word32 in_len,
byte * out,
woxrd32 * out_len,
M1DsaKey * key,
const byte * context,
byte contextLen,
word32 preHashType

)

Sign a message using ML-DSA with DMA.
Parameters:

+ ctx Pointer to the client context structure.

* in Pointer to the message to sign.

+ in_len Length of the message in bytes.

+ out Pointer to store the signature.

+ out_len On input, size of out buffer. On output, length of signature.

+ key Pointer to the ML-DSA key structure.

+ context Optional FIPS 204 context string for domain separation, or NULL for no context.

+ contextLen Length of the context string (max 255).

+ preHashType Hash type for HashML-DSA (e.g. WC_HASH_TYPE_SHA256), or WC_HASH_TYPE_NONE
for pure ML-DSA.

Return: int Returns 0 on success, or a negative error code on failure.

This function signs a message using ML-DSA with DMA.
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.3.2.110 function wh_Client_MIDsaVerifyDma

int wh_Client_M1DsaVerifyDma(
whClientContext * ctx,
const byte * sig,
word32 sig_len,
const byte * msg,
word32 msg_len,
int * res,
M1DsaKey * key,
const byte * context,
byte contextLen,
word32 preHashType

)

Verify a ML-DSA signature with DMA.
Parameters:

+ ctx Pointer to the client context structure.

* sig Pointer to the signature to verify.

+ sig_len Length of the signature in bytes.

* msg Pointer to the message that was signed.

* msg_len Length of the message in bytes.

* res Result of verification (1 = success, 0 = failure).

+ key Pointer to the ML-DSA key structure.

+ context Optional FIPS 204 context string for domain separation, or NULL for no context.

+ contextLen Length of the context string (max 255).

+ preHashType Hash type for HashML-DSA (e.g. WC_HASH_TYPE_SHA256), or WC_HASH_TYPE_NONE
for pure ML-DSA.

Return: int Returns 0 on success, or a negative error code on failure.
This function verifies a ML-DSA signature with DMA.

.3.2.111 function wh_Client_MIDsaCheckPrivKkeyDma

int wh_Client_M1DsaCheckPrivKeyDma (
whClientContext * ctx,
M1DsaKey * key,
const byte * pubKey,
word32 pubKeySz
)

Check a ML-DSA private key against public key with DMA.
Parameters:

+ ctx Pointer to the client context structure.

+ key Pointer to the ML-DSA private key structure.

+ pubKey Pointer to the public key to check against.
+ pubKeySz Size of the public key in bytes.

Return: int Returns 0 on success, or a negative error code on failure.

This function checks if a ML-DSA private key matches a public key with DMA.
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.3.3 Source code

/

Copyright (C) 2024 wolfSSL Inc.
This file is part of wolfHSM.

wolfHSM is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 3 of the License, or

(at your option) any later version.

wolfHSM is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with wolfHSM. If not, see <http://www.gnu.org/licenses/>.

* ok ok ko ok ok ko ok ok F F ok ok F F oF

/
/*
* wolfhsm/wh_client_crypto.h
*/

#ifndef WOLFHSM_WH_CLIENT_CRYPTO_H_
#define WOLFHSM_WH_CLIENT_CRYPTO_H_

/* Pick up compile-time configuration */
#include "wolfhsm/wh_settings.h"

#ifndef WOLFHSM_CFG_NO_CRYPTO

/* System libraries */
#include <stdint.h>
#include <stdbool.h>

/* Common WolfHSM types and defines shared with the server
#include "wolfhsm/wh_common.h"

/* Component includes */
#include "wolfhsm/wh_comm.h"
#include "wolfhsm/wh_client.h"

#include "wolfssl/wolfcrypt/settings.h"
#include "wolfssl/wolfcrypt/types.h"
#include "wolfssl/wolfcrypt/error-crypt.h"
#include "wolfssl/wolfcrypt/wc_port.h"
#include "wolfssl/wolfcrypt/cryptocb.h"
#include "wolfssl/wolfcrypt/aes.h"
#include "wolfssl/wolfcrypt/cmac.h"
#include "wolfssl/wolfcrypt/curve25519.h"
#include "wolfssl/wolfcrypt/rsa.h"
#include "wolfssl/wolfcrypt/ecc.h"
#include "wolfssl/wolfcrypt/ed25519.h"

COPYRIGHT ©2024 wolfSSL Inc. 171

*/



.3 wolfhsm/wh_client_crypto.h CONTENTS

#include "wolfssl/wolfcrypt/dilithium.h"
#include "wolfssl/wolfcrypt/hmac.h"

int wh_Client_RngGenerate(whClientContext* ctx, uint8_t* out, uint32_t size);

#ifdef WOLFHSM_CFG_DMA

int wh_Client_RngGenerateDma(whClientContext* ctx, uint8_t* out, uint32_t
< size);

#endif /* WOLFHSM_CFG_DMA */

#ifdef HAVE_CURVE25519
int wh_Client_Curve25519SetKeyId(curve25519_key* key, whKeyId keyId);

int wh_Client_Curve25519GetKeyId(curve25519_key* key, whKeyId* outId);

int wh_Client_Curve25519ImportKey(whClientContext* ctx, curve25519_key* key,
whKeyId *inout_keyId, whNvmFlags flags,
uintl6e_t label_len, uint8_t* label);

int wh_Client_Curve25519ExportKey(whClientContext* ctx, whKeyId keyId,
curve25519_key* key, uintl6_t label_len, uint8_t* label);

int wh_Client_Curve25519MakeCacheKey(whClientContext* ctx,
uintlée_t size,
whKeyId *inout_key_id, whNvmFlags flags,
const uint8_t* label, uintl6_t label_len);

int wh_Client_Curve25519MakeExportKey(whClientContext* ctx,
uintl6_t size, curve25519_key* key);

int wh_Client_Curve25519SharedSecret(whClientContext* ctx,
curve25519_key* priv_key, curve25519_key* pub_key,
int endian, uint8_t* out, uintl6_t *out_size);

#endif /* HAVE_CURVE25519 */

#ifdef HAVE_ECC
int wh_Client_EccSetKeyId(ecc_key* key, whKeyId keyId);

int wh_Client_EccGetKeyId(ecc_key* key, whKeyId* outId);

/* TODO: Send key to server */

int wh_Client_EccImportKey(whClientContext* ctx, ecc_key* key,
whKeyId *inout_keyId, whNvmFlags flags,
uintl6_t label_len, uint8_t* label);

/* TODO: Recv key from server */

int wh_Client_EccExportKey(whClientContext* ctx, whKeyId keylId,
ecc_key* key,
uintl6_t label_len, uint8_t* label);

/* TODO: Server creates and exports a key, without caching */
int wh_Client_EccMakeExportKey(whClientContext* ctx,

int size, int curveld, ecc_key* key);
/* TODO: Server creates and imports the key to cache. */
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int wh_Client_EccMakeCacheKey(whClientContext* ctx,
int size, int curveld,
whKeyId *inout_key_id, whNvmFlags flags,
uintl6e_t label_len, uint8_t* label);

/* TODO: Perform shared secret computation (ECDH) */

int wh_Client_EccSharedSecret(whClientContext* ctx,
ecc_key* priv_key, ecc_key* pub_key,
uint8_t* out, uintl6_t *out_size);

/* TODO: Server generates signature of input hash */
int wh_Client_EccSign(whClientContext* ctx,
ecc_key* key,
const uint8_t* hash, uintl6_t hash_len,
uint8_t* sig, uintl6_t *inout_sig_len);

/* TODO: Server verifies the signature of the provided hash */
int wh_Client_EccVerify(whClientContext* ctx, ecc_key* key,
const uint8_t* sig, uintl6_t sig_len,
const uint8_t* hash, uintl6_t hash_len,
int *out_res);

#endif /* HAVE_ECC */

#ifdef HAVE_ED25519
int wh_Client_Ed25519SetKeyId(ed25519_key* key, whKeyId keyId);

int wh_Client_Ed25519GetKeyId(ed25519_key* key, whKeyId* outId);

int wh_Client_Ed25519ImportKey(whClientContext* ctx, ed25519_key* key,
whKeyId* inout_keyId, whNvmFlags flags,
uintl6_t label_len, uint8_t* label);

int wh_Client_Ed25519ExportKey(whClientContext* ctx, whKeyId keyId,
ed25519_key* key, uintl6_t label_len,
uint8_t* label);

int wh_Client_Ed25519MakeExportKey(whClientContext* ctx, ed25519_key* key);

int wh_Client_Ed25519MakeCacheKey(whClientContext* ctx, whKeyId* inout_key_id,
whNvmFlags flags, uintl6_t label_len,
uint8_t* label);

int wh_Client_Ed25519Sign(whClientContext* ctx, ed25519_key* key,
const uint8_t* msg, uint32_t msglLen, uint8_t type,
const uint8_t* context, uint32_t contextlLen,
uint8_t* sig, uint32_t* inout_sig_len);

int wh_Client_Ed25519Verify(whClientContext* ctx, ed25519_key* key,
const uint8_t* sig, uint32_t siglen,
const uint8_t* msg, uint32_t msglLen, uint8_t type,
const uint8_t* context, uint32_t contextLen,
int* out_res);
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#ifdef WOLFHSM_CFG_DMA

int wh_Client_Ed25519SignDma(whClientContext* ctx, ed25519_key* key,
const uint8_t* msg, uint32_t msglLen, uint8_t type,
const uint8_t* context, uint32_t contextlLen,
uint8_t* sig, uint32_t* inout_sig_len);

int wh_Client_Ed25519VerifyDma(whClientContext* ctx, ed25519_key* key,
const uint8_t* sig, uint32_t siglen,
const uint8_t* msg, uint32_t msglen,
uint8_t type, const uint8_t* context,
uint32_t contextLen, int* out_xres);

#endif /* WOLFHSM_CFG_DMA */

#endif /* HAVE_ED25519 */

#ifndef NO_RSA
int wh_Client_RsaSetKeyId(RsaKey* key, whNvmId keyId);

int wh_Client_RsaGetKeyId(RsaKey* key, whNvmId* outId);

int wh_Client_RsaImportKey(whClientContext* ctx, const RsaKey* key,
whKeyId *inout_keyId, whNvmFlags flags,
uint32_t label_len, uint8_t* label);

int wh_Client_RsaExportKey(whClientContext* ctx, whKeyId keyId,
RsaKey* key, uint32_t label_len, uint8_t* label);

/* Generate an RSA key on the server and export it inta an RSA struct */
int wh_Client_RsaMakeExportKey(whClientContext* ctx,
uint32_t size, uint32_t e, RsaKey* rsa);

/* Generate an RSA key on the server and put it in the server keycache */
int wh_Client_RsaMakeCacheKey(whClientContext* ctx,

uint32_t size, uint32_t e,

whKeyId* inout_key_id, whNvmFlags flags,

uint32_t label_len, uint8_t* label);

/* TODO: Request server to perform the RSA function */
int wh_Client_RsaFunction(whClientContext* ctx,
RsaKey* key, int rsa_type,
const uint8_t* in, uintl6_t in_len,
uint8_t* out, uintl6_t *inout_out_len);

/* TODO: Request server to get the RSA size */
int wh_Client_RsaGetSize(whClientContext* ctx,
const RsaKey* key, int* out_size);

#endif /* INO_RSA */

#ifdef HAVE_HKDF

int wh_Client_HkdfMakeCacheKey(whClientContext* ctx, int hashType,
whKeyId keyIdIn, const uint8_t* inKey,
uint32_t inKeySz, const uint8_t* salt,
uint32_t saltSz, const uint8_t* info,

COPYRIGHT ©2024 wolfSSL Inc. 174



.3 wolfhsm/wh_client_crypto.h CONTENTS

uint32_t infoSz, whKeyId* inout_key_id,
whNvmFlags flags, const uint8_t* label,
uint32_t label_len, uint32_t outSz);

int wh_Client_HkdfMakeExportKey(whClientContext* ctx, int hashType,
whKeyId keyIdIn, const uint8_t* inKey,
uint32_t inKeySz, const uint8_t* salt,
uint32_t saltSz, const uint8_t* info,
uint32_t infoSz, uint8_t* out, uint32_t outSz);

#endif /* HAVE_HKDF */

#ifdef HAVE_CMAC_KDF

int wh_Client_CmacKdfMakeCacheKey(whClientContext* ctx, whKeyId saltKeyId,
const uint8_t* salt, uint32_t saltSz,
whKeyId zKeyId, const uint8_t* z,
uint32_t zSz, const uint8_t* fixedInfo,
uint32_t fixedInfoSz, whKeyId* inout_key_id,
whNvmFlags flags, const uint8_t* label,
uint32_t label_len, uint32_t outSz);

int wh_Client_CmacKdfMakeExportKey(whClientContext* ctx, whKeyId saltKeyId,
const uint8_t* salt, uint32_t saltSz,
whKeyId zKeyId, const uint8_t* z,
uint32_t zSz, const uint8_t* fixedInfo,
uint32_t fixedInfoSz, uint8_t* out,
uint32_t outSz);

#endif /* HAVE_CMAC_KDF */

#ifndef NO_AES
int wh_Client_AesSetKeyId(Aes* key, whNvmId keyId);

int wh_Client_AesGetKeyId(Aes* key, whNvmId* outld);

#ifdef WOLFSSL_AES_COUNTER
int wh_Client_AesCtr(whClientContext* ctx, Aes* aes, int enc, const uint8_t*
= in,

uint32_t len, uint8_t* out);

int wh_Client_AesCtrDma(whClientContext* ctx, Aes* aes, int enc,
const uint8_t* in, uint32_t len, uint8_t* out);
#endif /* WOLFSSL_AES_COUNTER */

#ifdef HAVE_AES_ECB
int wh_Client_AesEcb(whClientContext* ctx, Aes* aes, int enc, const uint8_t*
= in,

uint32_t len, uint8_t* out);

int wh_Client_AesEcbDma(whClientContext* ctx, Aes* aes, int enc,
const uint8_t* in, uint32_t len, uint8_t* out);
#endif /* HAVE_AES_ECB */
#ifdef HAVE_AES_CBC
int wh_Client_AesCbc(whClientContext* ctx,
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Aes* aes, int enc,
const uint8_t* in, uint32_t len,
uint8_t* out);

int wh_Client_AesCbcDma(whClientContext* ctx, Aes* aes, int enc,
const uint8_t* in, uint32_t len, uint8_t* out);

int wh_Client_AesCbcRequest(whClientContext* ctx, Aes* aes, int enc,
const uint8_t* in, uint32_t 1len);

int wh_Client_AesCbcResponse(whClientContext* ctx, Aes* aes, uint8_t* out,
uint32_t* out_size);
#endif /* HAVE_AES_CBC */

#ifdef HAVE_AESGCM
int wh_Client_AesGcm(whClientContext* ctx,
Aes* aes, int enc,
const uint8_t* in, uint32_t len,
const uint8_t* iv, uint32_t iv_len,
const uint8_t* authin, uint32_t authin_len,
const uint8_t* dec_tag, uint8_t* enc_tag, uint32_t tag_len,
uint8_t* out);

int wh_Client_AesGcmDma(whClientContext* ctx, Aes* aes, int enc,
const uint8_t* in, uint32_t len, const uint8_t* iv,
uint32_t iv_1len, const uint8_t* authin,
uint32_t authin_len, const uint8_t* dec_tag,
uint8_t* enc_tag, uint32_t tag_len, uint8_t* out);
#endif /* HAVE_AESGCM */

#endif /* INO_AES */

#ifdef WOLFSSL_CMAC
int wh_Client_Cmac(whClientContext* ctx, Cmac* cmac, CmacType type,
const uint8_t* key, uint32_t keylLen, const uint8_t* in,
uint32_t inLen, uint8_t* outMac, uint32_t* outMaclLen);
int wh_Client_CmacSetKeyId(Cmac* key, whNvmId keyId);
int wh_Client_CmacGetKeyId(Cmac* key, whNvmId* outId);
#ifdef WOLFHSM_CFG_DMA
int wh_Client_CmacDma(whClientContext* ctx, Cmac* cmac, CmacType type,
const uint8_t* key, uint32_t keylLen, const uint8_t* in,
uint32_t inLen, uint8_t* outMac, uint32_t* outMacLen);
#endif /* WOLFHSM_CFG_DMA */
#endif /* WOLFSSL_CMAC */

#ifndef NO_SHA256
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int wh_Client_Sha256(whClientContext* ctx, wc_Sha256* sha, const uint8_t* in,
uint32_t inLen, uint8_t* out);

int wh_Client_Sha256UpdateRequest(whClientContext* ctx, wc_Sha256* sha,
const uint8_t* in, uint32_t inlLen,
bool* requestSent);

int wh_Client_Sha256UpdateResponse(whClientContext* ctx, wc_Sha256* sha);

int wh_Client_Sha256FinalRequest(whClientContext* ctx, wc_Sha256* sha);

int wh_Client_Sha256FinalResponse(whClientContext* ctx, wc_Sha256* sha,
uint8_t* out);

int wh_Client_Sha256Dma(whClientContext* ctx, wc_Sha256* sha, const uint8_t*
< in,
uint32_t inLen, uint8_t* out);
#ifdef WOLFHSM_CFG_DMA
int wh_Client_Sha256DmaUpdateRequest(whClientContext* ctx, wc_Sha256* sha,
const uint8_t* in, uint32_t inLen,
bool* requestSent);
int wh_Client_Sha256DmaUpdateResponse(whClientContext* ctx, wc_Sha256* sha);
int wh_Client_Sha256DmaFinalRequest(whClientContext* ctx, wc_Sha256* sha);
int wh_Client_Sha256DmaFinalResponse(whClientContext* ctx, wc_Sha256* sha,
uint8_t* out);
#endif /* WOLFHSM_CFG_DMA */
#endif /* INO_SHA256 */
#if defined (WOLFSSL_SHA224)
int wh_Client_Sha224(whClientContext* ctx, wc_Sha224* sha, const uint8_t* in,
uint32_t inLen, uint8_t* out);
int wh_Client_Sha224UpdateRequest(whClientContext* ctx, wc_Sha224* sha,
const uint8_t* in, uint32_t inLen,
bool* requestSent);
int wh_Client_Sha224UpdateResponse(whClientContext* ctx, wc_Sha224* sha);
int wh_Client_Sha224FinalRequest(whClientContext* ctx, wc_Sha224* sha);

int wh_Client_Sha224FinalResponse(whClientContext* ctx, wc_Sha224* sha,
uint8_t* out);

int wh_Client_Sha224Dma(whClientContext* ctx, wc_Sha224* sha, const uint8_t*
= in,
uint32_t inlLen, uint8_t* out);

#ifdef WOLFHSM_CFG_DMA
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int wh_Client_Sha224DmaUpdateRequest(whClientContext* ctx, wc_Sha224* sha,
const uint8_t* in, uint32_t inLen,
bool* requestSent);

int wh_Client_Sha224DmaUpdateResponse(whClientContext* ctx, wc_Sha224* sha);

int wh_Client_Sha224DmaFinalRequest(whClientContext* ctx, wc_Sha224* sha);

int wh_Client_Sha224DmaFinalResponse(whClientContext* ctx, wc_Sha224* sha,
uint8_t* out);

#endif /* WOLFHSM_CFG_DMA */

#endif /* WOLFSSL_SHA224 */

#if defined(WOLFSSL_SHA384)
int wh_Client_Sha384(whClientContext* ctx, wc_Sha384* sha, const uint8_t* in,
uint32_t inlLen, uint8_t* out);

int wh_Client_Sha384UpdateRequest(whClientContext* ctx, wc_Sha384* sha,
const uint8_t* in, uint32_t inlLen,
bool* requestSent);

int wh_Client_Sha384UpdateResponse(whClientContext* ctx, wc_Sha384* sha);
int wh_Client_Sha384FinalRequest(whClientContext* ctx, wc_Sha384* sha);

int wh_Client_Sha384FinalResponse(whClientContext* ctx, wc_Sha384* sha,
uint8_t* out);

int wh_Client_Sha384Dma(whClientContext* ctx, wc_Sha384* sha, const uint8_t*
< in,
uint32_t inLen, uint8_t* out);

#ifdef WOLFHSM_CFG_DMA

int wh_Client_Sha384DmaUpdateRequest(whClientContext* ctx, wc_Sha384* sha,
const uint8_t* in, uint32_t inLen,
bool* requestSent);

int wh_Client_Sha384DmaUpdateResponse(whClientContext* ctx, wc_Sha384* sha);

int wh_Client_Sha384DmaFinalRequest(whClientContext* ctx, wc_Sha384* sha);

int wh_Client_Sha384DmaFinalResponse(whClientContext* ctx, wc_Sha384* sha,
uint8_t* out);

#endif /* WOLFHSM_CFG_DMA */

#endif /* WOLFSSL_SHA384 */
#if defined (WOLFSSL_SHA512)
int wh_Client_Sha512(whClientContext* ctx, wc_Sha512* sha, const uint8_t* in,
uint32_t inLen, uint8_t* out);
int wh_Client_Sha512UpdateRequest(whClientContext* ctx, wc_Sha512* sha,
const uint8_t* in, uint32_t inlLen,
bool* requestSent);

int wh_Client_Sha512UpdateResponse(whClientContext* ctx, wc_Sha512* sha);

int wh_Client_Sha512FinalRequest(whClientContext* ctx, wc_Sha512* sha);

COPYRIGHT ©2024 wolfSSL Inc. 178



.3 wolfhsm/wh_client_crypto.h CONTENTS

int wh_Client_Sha512FinalResponse(whClientContext* ctx, wc_Sha512* sha,
uint8_t* out);

int wh_Client_Sha512Dma(whClientContext* ctx, wc_Sha512* sha, const uint8_t*
[ in,
uint32_t inLen, uint8_t* out);

#ifdef WOLFHSM_CFG_DMA

int wh_Client_Sha512DmaUpdateRequest(whClientContext* ctx, wc_Sha512* sha,
const uint8_t* in, uint32_t inLen,
bool* requestSent);

int wh_Client_Sha512DmaUpdateResponse(whClientContext* ctx, wc_Sha512* sha);

int wh_Client_Sha512DmaFinalRequest(whClientContext* ctx, wc_Sha512* sha);

int wh_Client_Sha512DmaFinalResponse(whClientContext* ctx, wc_Sha512* sha,
uint8_t* out);

#endif /* WOLFHSM_CFG_DMA */

#endif /* WOLFSSL_SHA512 */

#ifdef HAVE_DILITHIUM

int wh_Client_M1DsaSetKeyId(M1DsaKey* key, whKeyId keyId);
int wh_Client_M1DsaGetKeyId(M1DsaKey* key, whKeyId* outId);

int wh_Client_M1DsalImportKey(whClientContext* ctx, M1lDsaKey* key,
whKeyId* inout_keyId, whNvmFlags flags,
uintl6_t label_len, uint8_t* label);

int wh_Client_M1DsaExportKey(whClientContext* ctx, whKeyId keyId, MlDsaKey*
[ key,
uintl6_t label_len, uint8_t* label);

int wh_Client_M1DsaMakeExportKey(whClientContext* ctx, int level, int size,
M1DsaKey* key);
int wh_Client_M1lDsaMakeCacheKey(whClientContext* ctx, int size, int level,
whKeyId* inout_key_id, whNvmFlags flags,
uintl6_t label_len, uint8_t* label);
int wh_Client_M1DsaSign(whClientContext* ctx, const byte* in, word32 in_len,
byte* out, word32* out_len, MlDsaKey* key,
const byte* context, byte contextLen,
word32 preHashType);
int wh_Client_M1DsaVerify(whClientContext* ctx, const byte* sig,
word32 sig_len, const byte* msg, word32 msg_len,
int* res, MlDsaKey* key, const byte* context,
byte contextLen, word32 preHashType);

int wh_Client_M1DsaCheckPrivKey(whClientContext* ctx, MlDsaKey* key,
const byte* pubKey, word32 pubKeySz);

#ifdef WOLFHSM_CFG_DMA
int wh_Client_M1DsaImportKeyDma(whClientContext* ctx, M1lDsaKey* key,
whKeyId* inout_keyId, whNvmFlags flags,

COPYRIGHT ©2024 wolfSSL Inc. 179



.4 wolfhsm/wh_server.h CONTENTS

uintl6_t label_len, uint8_t* label);

int wh_Client_M1DsaExportKeyDma(whClientContext* ctx, whKeyId keyId,
M1DsaKey* key, uintl6_t label_len,
uint8_t* label);

int wh_Client_M1DsaMakeExportKeyDma(whClientContext* ctx, int level,
M1DsaKey* key);

int wh_Client_M1DsaSignDma(whClientContext* ctx, const byte* in,
word32 in_len, byte* out, word32* out_len,
M1DsaKey* key, const byte* context,
byte contextLen, word32 preHashType);

int wh_Client_M1DsaVerifyDma(whClientContext* ctx, const byte* sig,
word32 sig_len, const byte* msg,
word32 msg_len, int* res, MlDsaKey* key,
const byte* context, byte contextLen,
word32 preHashType);

int wh_Client_M1DsaCheckPrivKeyDma(whClientContext* ctx, M1lDsaKey* key,
const byte* pubKey, word32 pubKeySz);

#endif /* WOLFHSM_CFG_DMA */
#endif /* HAVE_DILITHIUM */

#endif /* IWOLFHSM_CFG_NO_CRYPTO */
#endif /* IWOLFHSM_WH_CLIENT_CRYPTO_H_ */

4 wolfhsm/wh_server.h

4.1 Functions

Name

int wh_Server_Init(whServerContext * server,
whServerConfig * config)Initializes the server
context with the provided configuration.

int wh_Server_SetConnected(whServerContext *
server, whComm~Connected connected)Sets the
connection state of the server.

int wh_Server_SetConnectedCh(void * s,
whCommConnected connected)Sets a callback
function that should be invoked by the
underlying transport after it is initialized.

int wh_Server_GetConnected(whServerContext *
server, whComm~Connected *
out_connected)Gets the connection state of the
server.
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Name

int

int

int

int

int

int

int

int

int
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wh_Server_HandleRequestMessage(whServerContext
* server)Handles incoming request messages
and dispatches them to the appropriate
handlers.
wh_Server_Cleanup(whServerContext *
server)Cleans up the server context and
associated resources.
wh_Server_RegisterCustomCb(whServerContext
* server, uint16_t action, whServerCustomCb
handler)Registers a custom callback handler
for a specific action.
wh_Server_HandleCustomCbRequest(whServerContext
* server, uint16_t magic, uint16_t action,
uint16_t seq, uint16_t req_size, const void *
req_packet, uint16_t * out_resp_size, void *
resp_packet)Handles incoming custom callback
requests.

wh_Server_DmaRegisterCb(struct
whServerContext_t * server,
whServerDmacClientMemCb cb)Registers a
custom client DMA callback.
wh_Server_DmaRegisterMemCopyCh(whServerContext
* server, whServerDmaMemCopyCb
cb)Registers a custom memory copy callback
for DMA operations. This function allows the
server to register a callback that will be invoked
during DMA memory copy operations. The
callback overrides the use of memcpy when
copying to and from client memory. This is
useful if standard memcpy cannot be used to
copy data back and forth between the client,
even after client addresses are transformed
through the standard DMA callbacks (e.g. if
client memory can only be accessed though a
hardware FIFO or register interface)
wh_Server_DmaRegisterAllowList(struct
whServerContext_t * server, const
whServerDmaAddrAllowList *
allowlist)Registers the allowable client
read/write addresses for DMA.
wh_Server_DmaCheckMemOperAllowed(const
struct whServerContext_t * server,
whServerDmaOper oper, void * addr, size_t
size)Checks if a DMA memory operation is
allowed based on the server’s allowlist.
wh_Server DmaProcessClientAddress(struct
whServerContext_t * server, uintptr_t
clientAddr, void ** serverPtr, size_t len,
whServerDmaOper oper, whServerDmaFlags
flags)Processes a client address for DMA
operations, using the native pointer size of the
system.
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Name

int wh_Server_ NvmLock(whServerContext *
server)

int wh_Server NvmUnlock(whServerContext *
server)

4.2 Functions Documentation

.4.2.1 function wh_Server _Init

int wh_Server_Init(
whServerContext * server,
whServerConfig * config

)
Initializes the server context with the provided configuration.
Parameters:

+ server Pointer to the server context.
+ config Pointer to the server configuration.

Return: int Returns 0 on success, WH_ERROR_BADARGS if the arguments are invalid, or WH_ERROR_ABORTED
if initialization fails.

Public server context functions

This function must be called before any other server functions are used on the supplied context. Note
that the NVM and Crypto components of the config structure MUST be initialized before calling this
function.

.4.2.2 function wh_Server_SetConnected

int wh_Server_SetConnected(
whServerContext * server,
whCommConnected connected

)

Sets the connection state of the server.
Parameters:

« server Pointer to the server context.
« connected The connection state to set.

Return: int Returns 0 on success, or WH_ERROR_BADARGS if the arguments are invalid.

The connection state indicates whether the server is ready to handle incoming requests. This function
should be invoked when the underlying transport is ready for use.

.4.2.3 function wh_Server _SetConnectedCb

int wh_Server_SetConnectedCb(
void * s,
whCommConnected connected

)

Sets a callback function that should be invoked by the underlying transport after it is initialized.

Parameters:
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+ s Pointer to the server context.
« connected The connection state to set.

Return: int Returns 0 on success.

The connection state indicates whether the server is ready to handle incoming requests. This function
should be invoked when the underlying transport is ready for use.

.4.2.4 function wh_Server_GetConnected

int wh_Server_GetConnected(
whServerContext * server,
whCommConnected * out_connected

)

Gets the connection state of the server.
Parameters:

+ server Pointer to the server context.
« out_connected Pointer to store the connection state.

Return: int Returns 0 on success, or WH_ERROR_BADARGS if the arguments are invalid.

.4.2.5 function wh_Server_HandleRequestMessage

int wh_Server_HandleRequestMessage(
whServerContext * server

)

Handles incoming request messages and dispatches them to the appropriate handlers.
Parameters:
* server Pointer to the server context.

Return: int Returns 0 on success, WH_ERROR_BADARGS if the arguments are invalid, WH_ERROR_NOTREADY
if the server is not connected or no data is available, or a negative error code on failure.

This function processes incoming request messages from the communication server in a non-blocking
fashion. It determines the message group and action, and dispatches the request to the appropriate
handler. The function also sends a response back to the client.

.4.2.6 function wh_Server_Cleanup

int wh_Server_Cleanup(
whServerContext * server

)
Cleans up the server context and associated resources.
Parameters:
* server Pointer to the server context.
Return: int Returns WH_ERROR_OK on success, or WH_ERROR_BADARGS if the arguments are invalid.

This function releases any resources associated with the server context, including communication
server resources. It resets the server context to its initial state.
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.4.2.7 function wh_Server_RegisterCustomCb

int wh_Server_RegisterCustomChb(
whServerContext * server,
uintl6_t action,
whServerCustomCb handler

)
Registers a custom callback handler for a specific action.
Parameters:

« server Pointer to the server context.
+ actionld The action ID for which the callback is being registered.
+ cb The custom callback handler to register.

Return: int Returns WH_ERROR_OK on success, or WH_ERROR_BADARGS if the arguments are invalid.
Server custom callback functions

This function allows the server to register a custom callback handler for a specific action ID. The call-
back will be invoked when a request with the corresponding action ID is received.

.4.2.8 function wh_Server_HandleCustomCbRequest

int wh_Server_HandleCustomCbRequest (
whServerContext * server,
uintl6_t magic,
uintl6_t action,
uintlé_t seq,
uintlé_t req_size,
const void * req_packet,
uintlé_t * out_resp_size,
void * resp_packet

)
Handles incoming custom callback requests.
Parameters:

+ server Pointer to the server context.

* magic The magic number for the request.

+ action The action ID of the request.

+ seq The sequence number of the request.

* req_size The size of the request packet.

* req_packet Pointer to the request packet data.

+ out_resp_size Pointer to store the size of the response packet.
* resp_packet Pointer to store the response packet data.

Return: int Returns WH_ERROR_OK on success, WH_ERROR_BADARGS if the arguments are invalid,
WH_ERROR_ABORTED if the request is malformed, or a negative error code on failure.

This function processes incoming custom callback requests by invoking the registered custom call-
back handler for the specified action. It translates the request and response messages and sends the
appropriate response back to the client.

.4.2.9 function wh_Server_DmaRegisterCb

int wh_Server_DmaRegisterCh(
struct whServerContext_t * server,
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whServerDmaClientMemCb cb

)

Registers a custom client DMA callback.
Parameters:

+ server Pointer to the server context.
+ cb The custom DMA callback handler to register.

Return: int Returns WH_ERROR_OK on success, or WH_ERROR_BADARGS if the arguments are invalid.
Server DMA functions

This function allows the server to register a custom callback handler for processing client memory
operations. The callback will be invoked during DMA operations to transform client addresses, manip-
ulate caches, etc.

.4.2.10 function wh_Server_DmaRegisterMemCopyCb

int wh_Server_DmaRegisterMemCopyCb(
whServerContext * server,
whServerDmaMemCopyCb cb

)

Registers a custom memory copy callback for DMA operations. This function allows the server to
register a callback that will be invoked during DMA memory copy operations. The callback overrides
the use of memcpy when copying to and from client memory. This is useful if standard memcpy cannot
be used to copy data back and forth between the client, even after client addresses are transformed
through the standard DMA callbacks (e.g. if client memory can only be accessed though a hardware
FIFO or register interface)

Parameters:

+ server Pointer to the server context.
* cb The custom memory copy callback handler to register.

Return: int Returns WH_ERROR_OK on success, or WH_ERROR_BADARGS if the arguments are invalid.

.4.2.11 function wh_Server_DmaRegisterAllowList

int wh_Server_DmaRegisterAllowlList(
struct whServerContext_t * server,
const whServerDmaAddrAllowlList * allowlist

)

Registers the allowable client read/write addresses for DMA.
Parameters:

« server Pointer to the server context.
« allowlist Pointer to the list of allowable client addresses.

Return: int Returns WH_ERROR_OK on success, or WH_ERROR_BADARGS if the arguments are invalid.

This function allows the server to register a list of allowable client addresses for DMA read and write
operations. The server will check these addresses during DMA operations to ensure they are within
the allowed range for the client
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.4.2.12 function wh_Server_DmaCheckMemOperAllowed

int wh_Server_DmaCheckMemOperAllowed (
const struct whServerContext_t * server,
whServerDmaOper oper,
void * addr,
size_t size

)
Checks if a DMA memory operation is allowed based on the server’s allowlist.
Parameters:

* server Pointer to the server context.

+ oper The DMA operation type (e.g., read or write).
+ addr The address to be checked.

+ size The size of the memory operation.

Return: int Returns WH_ERROR_OK if the operation is allowed, WH_ERROR_BADARGS if the arguments
are invalid, or WH_ERROR_ACCESS if the operation is not allowed.

This function verifies whether a specified DMA memory operation is permitted by checking the oper-
ation type and the address range against the server’s registered allowlist. If no allowlist is registered,
the operation is allowed.

.4.2.13 function wh_Server DmaProcessClientAddress

int wh_Server DmaProcessClientAddress(
struct whServerContext_t * server,
uintptr_t clientAddr,
void ** serverPtr,
size_t 1len,
whServerDmaOper oper,
whServerDmaFlags flags

)

Processes a client address for DMA operations, using the native pointer size of the system.
Parameters:

+ server Pointer to the server context.

+ clientAddr The client address to be processed.

+ serverPtr Pointer to store the transformed server address.
+ len The length of the memory operation.

+ oper The DMA operation type (e.g., read or write).

+ flags Flags for the DMA operation.

Return: int Returns WH_ERROR_OK on success, WH_ERROR_BADARGS if the arguments are invalid, or
a negative error code on failure.

This function transforms a client address for DMA operations. It performs user-supplied address trans-
formations, cache manipulations, and checks the transformed address against the server's allowlist if
registered.

.4.2.14 function wh_Server NvmLock

int wh_Server_NvmLock (
whServerContext * server

)
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Server NVM Locking API for handler-level thread safety

.4.2.15 function wh_Server_NvmUnlock

int wh_Server_NvmUnlock(
whServerContext * server

)

.4.3 Source code

/
Copyright (C) 2024 wolfSSL Inc.

This file is part of wolfHSM.

wolfHSM is free software; you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 3 of the License, or
(at your option) any later version.

wolfHSM is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with wolfHSM. If not, see <http://www.gnu.org/licenses/>.
/

* ok ok ok ok ok ok ok ok ok ok ko ok ok F F ok

/~k
* wolfhsm/wh_server.h
*

*

*/

#ifndef WOLFHSM_WH_SERVER_H_
#define WOLFHSM_WH_SERVER_H_

/* Pick up compile-time configuration */
#include "wolfhsm/wh_settings.h"

#include <stdint.h>
#include <stdbool.h>
#include <stddef.h>

/* Forward declaration of the server structure so its elements can reference
* itself (e.g. server argument to custom callback) */
typedef struct whServerContext_t whServerContext;

#include "wolfhsm/wh_common.h"

#include "wolfhsm/wh_comm.h"

#include "wolfhsm/wh_keycache.h"
#include "wolfhsm/wh_nvm.h"

#ifdef WOLFHSM_CFG_ENABLE_AUTHENTICATION
#include "wolfhsm/wh_auth.h"

COPYRIGHT ©2024 wolfSSL Inc. 187



.4 wolfhsm/wh_server.h CONTENTS

#endif /* WOLFHSM_CFG_ENABLE_AUTHENTICATION */
#include "wolfhsm/wh_message_customcb.h"
#include "wolfhsm/wh_log.h"

#ifdef WOLFHSM_CFG_DMA

#include "wolfhsm/wh_dma.h"

#endif /* WOLFHSM_CFG_DMA */

#ifndef WOLFHSM_CFG_NO_CRYPTO

#include "wolfssl/wolfcrypt/settings.h"
#include "wolfssl/wolfcrypt/types.h"
#include "wolfssl/wolfcrypt/random.h"
#include "wolfssl/wolfcrypt/rsa.h"
#include "wolfssl/wolfcrypt/ecc.h"
#include "wolfssl/wolfcrypt/curve25519.h"
#include "wolfssl/wolfcrypt/cryptocb.h"
#include "wolfssl/wolfcrypt/sha256.h"
#endif /* !WOLFHSM_CFG_NO_CRYPTO */

#ifdef WOLFHSM_CFG_SHE_EXTENSION
#include "wolfhsm/wh_she_common.h"
#include "wolfhsm/wh_server_she.h"
#endif

#ifndef WOLFHSM_CFG_NO_CRYPTO

typedef struct whServerCryptoContext {

#ifndef WC_NO_RNG
WC_RNG rng[1];

#else
/* Placeholder to prevent empty struct in C90Q */
uint8_t WH_PADI[1];

#endif

} whServerCryptoContext;

#endif /* IWOLFHSM_CFG_NO_CRYPTO */

/* Type definition for a custom server callback */
typedef int (*whServerCustomCb) (

whServerContext* server, /* points to dispatching server ctx */
const whMessageCustomCb_Request* req, /* request from client to callback */
whMessageCustomCb_Response* resp /* response from callback to client */

);

#ifdef WOLFHSM_CFG_DMA

/* Maintain existing naming for common DMA types */
typedef whDmaAddrAllowlList whServerDmaAddrAllowlList;

typedef whDmaOper whServerDmaOper;
typedef whDmaFlags whServerDmaFlags;
typedef whDmaAddr whServerDmaAddr;
typedef whDmaAddrlList whServerDmaAddrlList;
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#ifdef WOLFHSM_CFG_DMA_CUSTOM_CLIENT_COPY
typedef whDmaCopyOper whServerDmaCopyOper;
#endif /* WOLFHSM_CFG_DMA_CUSTOM_CLIENT_COPY */

/* DMA callbacks invoked internally by wolfHSM before and after every client
* memory operation. */
typedef int (*whServerDmaClientMemCb) (struct whServerContext_t* server,
uintptr_t clientAddr, void** serverPtr,
size_t len, whServerDmaOper oper,
whServerDmaFlags flags);

#ifdef WOLFHSM_CFG_DMA_CUSTOM_CLIENT_COPY
/* DMA callback invoked to copy from the client */
typedef int (*whServerDmaMemCopyCb) (struct whServerContext_t* server,
uintptr_t clientAddr, uintptr_t serverPtr,
size_t len, whServerDmaCopyOper oper,
whServerDmaFlags flags);
#endif /* WOLFHSM_CFG_DMA_CUSTOM_CLIENT_COPY */

/* Server DMA configuration struct for initializing a server */
typedef struct {

whServerDmaClientMemCb cb; /* DMA callback */
#ifdef WOLFHSM_CFG_DMA_CUSTOM_CLIENT_COPY

whServerDmaMemCopyCb memCopyCb; /* DMA memory copy callback
o/

#endif /* WOLFHSM_CFG_DMA_CUSTOM_CLIENT_COPY */
const whServerDmaAddrAllowlList* dmaAddrAllowlList; /* allowed addresses */
} whServerDmaConfig;

typedef struct {

whServerDmaClientMemCb cb; /* DMA callback */
#ifdef WOLFHSM_CFG_DMA_CUSTOM_CLIENT_COPY

whServerDmaMemCopyCb memCopyCb; /* DMA memory copy callback
o/

#endif /* WOLFHSM_CFG_DMA_CUSTOM_CLIENT_COPY =*/

const whServerDmaAddrAllowList* dmaAddrAllowlList; /* allowed addresses */
} whServerDmaContext;
#endif /* WOLFHSM_CFG_DMA */

typedef struct whServerConfig_t {
whCommServerConfig* comm_config;
whNvmContext* nvm;

#ifdef WOLFHSM_CFG_ENABLE_AUTHENTICATION
whAuthContext* auth;

#endif /* WOLFHSM_CFG_ENABLE_AUTHENTICATION */

#ifndef WOLFHSM_CFG_NO_CRYPTO
whServerCryptoContext* crypto;
#ifdef WOLFHSM_CFG_SHE_EXTENSION
whSexrverSheContext* she;
#endif /* WOLFHSM_CFG_SHE_EXTENSION */
#if defined WOLF_CRYPTO_CB
int devId;
#endif /* WOLF_CRYPTO_CB */
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#endif /* !WOLFHSM_CFG_NO_CRYPTO */

#ifdef WOLFHSM_CFG_DMA
whServerDmaConfig* dmaConfig;

#endif /* WOLFHSM_CFG_DMA */

#ifdef WOLFHSM_CFG_LOGGING
whLogConfig* logConfig;

#endif /* WOLFHSM_CFG_LOGGING */

} whServerConfig;

/* Context structure to maintain the state of an HSM server */
struct whServerContext_t ({
whNvmContext* nvm;
#ifdef WOLFHSM_CFG_ENABLE_AUTHENTICATION
whAuthContext* auth;
#endif /* WOLFHSM_CFG_ENABLE_AUTHENTICATION */
whCommServer comm[1];
#ifndef WOLFHSM_CFG_NO_CRYPTO
whServerCryptoContext* crypto;
int devld;
whKeyCacheContext localCache; /* Unified cache structure */
#ifdef WOLFHSM_CFG_SHE_EXTENSION
whServerSheContext* she;
#endif
#endif /* IWOLFHSM_CFG_NO_CRYPTO */
whServerCustomCb customHandlerTable [WOLFHSM_CFG_SERVER_CUSTOMCB_COUNT] ;
#ifdef WOLFHSM_CFG_DMA
whServerDmaContext dma;
#endif /* WOLFHSM_CFG_DMA */
int connected;
#ifdef WOLFHSM_CFG_LOGGING
whLogContext log;
#endif /* WOLFHSM_CFG_LOGGING */
Y

/* Initialize the comms and crypto cache components.

* Note: NVM and Crypto components must be initialized prior to Server Init

*/

int wh_Server_Init(whServerContext* server, whServerConfig* config);

int wh_Server_SetConnected(whServerContext* server, whCommConnected connected);

int wh_Server_SetConnectedCb(void* s, whCommConnected connected);

int wh_Server_GetConnected(whServerContext* server,
whCommConnected* out_connected);

int wh_Server_HandleRequestMessage(whServerContext* server);
int wh_Server_Cleanup(whServerContext* server);

int wh_Server_RegisterCustomCb(whServerContext* server, uintl6_t action,
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whServerCustomCb handler);

int wh_Server_HandleCustomCbRequest(whServerContext* server, uintl6_t magic,
uintl6é_t action, uintl6_t seq,
uintlé_t req_size, const void* req_packet,
uintl6_t* out_resp_size, void* resp_packet);

#ifdef WOLFHSM_CFG_DMA

int wh_Server_DmaRegisterCb(struct whServerContext_t* server,
whServerDmaClientMemCb cb);

#ifdef WOLFHSM_CFG_DMA_CUSTOM_CLIENT_COPY

int wh_Server_DmaRegisterMemCopyCb(whServerContext* server,
whServerDmaMemCopyCb cb);

#endif /* WOLFHSM_CFG_DMA_CUSTOM_CLIENT_COPY */

int wh_Server_DmaRegisterAllowlList(struct whServerContext_t* server,
const whServerDmaAddrAllowList* allowlist);

int wh_Server_DmaCheckMemOperAllowed(const struct whServerContext_t* server,
whServerDmaOper oper, void* addr,
size_t size);

int wh_Server_DmaProcessClientAddress(struct whServerContext_t* server,
uintptr_t clientAddr, void** serverPtr,
size_t len, whServerDmaOper oper,
whServerDmaFlags flags);

int whServerDma_CopyFromClient(struct whServerContext_t* server,
void* serverPtr, uintptr_t clientAddr,
size_t len, whServerDmaFlags flags);

int whServerDma_CopyToClient(struct whServerContext_t* server,
uintptr_t clientAddr, void* serverPtr, size_t len,
whServerDmaFlags flags);

#endif /* WOLFHSM_CFG_DMA */

#ifdef WOLFHSM_CFG_THREADSAFE

int wh_Server_NvmLock(whServerContext* server);

int wh_Server_NvmUnlock(whServerContext* server);

#define WH_SERVER_NVM_LOCK(server) wh_Server_NvmLock(server)
#define WH_SERVER_NVM_UNLOCK (server) wh_Server_NvmUnlock(server)
#else

#define WH_SERVER_NVM_LOCK(server) (WH_ERROR_OK)

#define WH_SERVER_NVM_UNLOCK(server) (WH_ERROR_OK)

#endif

#endif /* IWOLFHSM_WH_SERVER_H_ */
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