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Abstract—Lattices are the basis of most NIST-recommended
post-quantum cryptography (PQC) schemes, required to
thwart the threat posed by the eventual construction of large-
scale quantum computers. At the same time, lattices enable
more advanced cryptographic constructions, such as fully ho-
momorphic encryption (FHE), which is increasingly used for
privacy-preserving applications like machine learning. This
work delves into the efficiency and trade-off assessment of
polynomial multiplication algorithms and their applications
to PQC, FHE, and other schemes. Such algorithms are at
the core of lattice-based cryptography and may become a
critical bottleneck when deploying PQC- and FHE-based
solutions on resource-constrained devices. We propose a
formal analysis of so-called incompleteness in the Number
Theoretic Transform (NTT). Although this concept is not
new, our systematization shows how to optimize polynomial
multiplication in quotient rings, considering factors such as
the degree of incompleteness, the associated prime moduli,
constraints of the target platform, and target security level.
Besides efficiency, we formally show that the systematized
family of incomplete NTT variants supports a larger set
of prime moduli. This property enables new trade-offs for
algorithms like the FIPS-approved module-lattice-based key
encapsulation mechanism (ML-KEM) and faster amortized
bootstrapping in FHE schemes. Our results include shorter
ciphertexts in ML-KEM with only a modest hit in per-
formance and a 6 – 42% performance boost in the NTT
computation of a state-of-the-art FHE solution.

Index Terms—Polynomial multiplication, post-quantum
cryptography (PQC), lattices, fully homomorphic encryption
(FHE), optimization, number-theoretic transform (NTT).

1. Introduction

Lattice-based cryptography is the basis of many
quantum-safe key encapsulation mechanisms (KEM) [1],
digital signature algorithms (DSA) [2], and fully homo-
morphic encryption (FHE) schemes [3]. Post-quantum
cryptography (PQC) is increasingly relevant, as classical
cryptographic algorithms (e.g., based on integer factoriza-
tion [4] and discrete logarithms [5]) may become vulner-
able to a large-scale, cryptographically relevant quantum
computer (CRQC) [6] running Shor’s algorithm [7]. In
2016, NIST began standardizing quantum-safe KEM and
DSA schemes [8]. Most schemes chosen for standardiza-

tion are lattice-based [1], [2], [9], leveraging computation-
ally hard problems like learning with errors (LWE) [10].

Lattices are also the basis of many modern FHE solu-
tions [11]–[15]. By using efficient bootstrapping mech-
anisms, those schemes enable privacy-preserving com-
putation over encrypted data, an increasingly necessary
requirement for machine learning solutions that need to
cope with government regulations.

Besides quantum security and better privacy, lattices
also facilitate parallelism and scalability across different
security levels [16]–[18]. However, implementing PQC
and FHE on constrained devices, like microcontrollers in
Internet of Things (IoT) applications, requires computing,
bandwidth, and memory efficiency. This often demands
trade-offs and optimizations of polynomial multiplications
in quotient rings, operations that account for 30-50% of
computation in lattice-based PQC and FHE [19]. For poly-
nomials with n coefficients, the traditional Schoolbook
multiplication algorithm has a complexity of O

(
n2

)
, while

the 2-way Toom-Cook (Karatsuba) algorithm achieves
O
(
n1.58

)
. A more efficient method is the number-theoretic

transform (NTT), the finite-field analog of the fast Fourier
transform (FFT). Specifically, NTT enables polynomial
multiplications in a quotient ring such as Zq[x]/(Φ(x))
with a complexity of O(n lg n).

The NTT method essentially converts polynomials
a(x) and b(x) from the coefficient domain to the value
domain, where they can be multiplied more easily. Al-
though NTT can be implemented differently, one common
approach is using an iterative algorithm. In this case,
the execution sequence follows a tree-like structure with
k = lg n layers (iterations) – see Figure 1, which shows
the execution tree for a complete, (k,k)-layer NTT. Due to
the properties of cyclotomic polynomials and the Chinese
remainder theorem (CRT), the degree-δ polynomial Φ(x)
in one layer can be factored into two smaller, degree-
(δ/2) polynomials in the next layer, defining a residue
number system. Thus, a(x) can be represented in this
lower layer as two polynomials, each with half the number
of coefficients. After k layers, a(x) and b(x) can be
represented using n constants each, so their product in
this layer becomes simply a point-wise multiplication.
Applying the inverse NTT can then convert this product
back to the coefficient domain.

There are many algorithm-, software-, and hardware-
level optimization tricks in the literature [20]–[27] to
improve the performance of NTT-based polynomial mul-
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Figure 1: The execution tree of an NTT, showing the layer-by-
layer CRT-based splitting of the polynomial quotient rings.

tiplication. Most of them are grounded on the complete
NTT construction, comprising all layers. However, further
performance gains can be obtained by stopping at an
earlier layer of the NTT. Suppose that we stop the NTT
execution at layer ℓ < k, which we call an (ℓ,k)-layer
incomplete NTT; the inverse NTT will also be incomplete,
starting at layer ℓ. In this case, although the polynomials in
layer ℓ are no longer constant, their degree may be small
enough to enable efficient computations using a regular
polynomial multiplication algorithm. Indeed, as shown
in Figure 2, our experimental evaluations indicated that
algorithms like Schoolbook and Karatsuba could be faster
than NTT, depending on the size of the input polynomials.

Our literature review indicates that there are a few
works [28]–[33] where more efficiency is achieved using
an incomplete NTT. One example is Kyber [1], a key en-
capsulation mechanism recently standardized by NIST un-
der the name ML-KEM: while its original version adopted
a complete NTT, the current standard uses one less layer
for improved performance. To the best of our knowledge,
though, this choice was essentially empirical rather than
based on a formal and comprehensive analysis of possible
alternatives. In particular, the correlation between various
potential alternatives and performance, ciphertext size, and
other metrics remain largely unexplored.

More generally, we could not find any study that thor-
oughly explores and formally defines the entire range and
benefits of NTT incompleteness. To bridge this gap, we
hereby propose a systematic approach to identify optimal
settings for performing polynomial multiplications using a
family of incomplete NTTs. This enables, for example, the
execution of Schoolbook or Karatsuba algorithms for the
small-degree polynomials appearing at the incomplete lay-
ers of the NTT, leading to faster execution time. Moreover,
this approach enables interesting tradeoffs. In particular,
adopting NTT often restricts relevant parameters, such as
the degree of the modulus polynomial n and the modulus
q. Those, in turn, affect other metrics like security and
overall performance. We show that such restrictions can
also be relaxed by incorporating incomplete NTTs.

Contributions. Our main outcomes are described below.
I) We formalize and generalize the full spectrum of

incompleteness in NTT-based polynomial multiplica-

Figure 2: CPU cycles required to multiply two n-coefficient
polynomials: when n ≤ 50, Schoolbook/Karatsuba is more
efficient than NTT. We used an x86 64 server with an Intel(R)
Xeon(R) Gold 5118 CPU@2.30GHz as a testbed, and measured
the mean over 100 runs of each algorithm implemented in C.

tions – applicable in both cyclic and nega-cyclic con-
volutions – and investigate their main benefits. For
instance, we formally show that an incomplete NTT
enables a broader, more relaxed set of compatible
moduli. This creates a range of options for fast poly-
nomial multiplications, enabling performance gains
of up to 40% in applications like FHE amortized
bootstrapping. At the same time, this family enables
different combinations of algorithms for the base
polynomial multiplications done after the incomplete
NTT calls, opening a “mixing-and-matching” door to
choosing various options (e.g., like Karatsuba, Toom-
Cook, and Schoolbook) depending on the context.
This study complements the few works in the litera-
ture that discuss incomplete NTTs in an ad-hoc and
empirical manner and incorporates them as special
cases of the analyzed family of incomplete NTTs.

II) We propose a framework for finding the optimal con-
figuration of incomplete NTT-based polynomial mul-
tiplications. Specifically, for a target computing plat-
form, application, and security level, our approach
optimizes parameters like the number of layers to
be skipped and the corresponding finite field prime
modulus. The resulting configuration may not only
benefit from optimizations available in the literature
but also benefit from a wider choice of values for the
underlying modulus.

III) We consider some concrete scenarios to evaluate
the practical benefits of the proposed systemati-
zation. Namely, we show an in-depth study of
how NTT incompleteness affects Kyber [1] in a
resource-constrained setting, using an ARM Cortex
M4 microcontroller, and we demonstrate the impact
of our approach on the overall performance of a
state-of-the-art amortized bootstrapping algorithm for
FHE [34]. The source code and scripts used to
produce the experimental results are publicly avail-
able at: https://github.com/smhafiz/incompleteness
in ntts new tradeoffs lattice crypto.git.

Among our evaluation results, we examine the stan-
dalone task of multiplying two polynomials under Kyber’s
cryptographic settings using an isochronous implementa-
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tion (i.e., protected against timing side-channel attacks).
Our results indicate that a 2-incomplete NTT is 5% faster
than the 1-incomplete NTT adopted in Kyber. Since Kyber
skips NTT calls by directly sampling in the NTT domain,
though, those gains end up being diluted when we con-
sider the whole task of keypair generation, encapsulation,
and decapsulation. We also show new parameter sets that
enable interesting tradeoffs between decryption failure rate
(DFR), ciphertext compression, and performance, leverag-
ing unique properties of incomplete NTTs (e.g., a wider
modulus choice). For example, for its highest security
level, Kyber1024, we present a new parameter set that
achieves a DFR lower than 2−165 and 4% shorter cipher-
texts at the expense of a modest performance hit (around
9%) compared to the reference implementation [1]. This
compression is relevant because, compared to classical
schemes (e.g., RSA and ECDH), Kyber’s main drawback
is substantially larger ciphertexts [35].

For concreteness, we also evaluate how different in-
complete NTT settings affect the TLS 1.3 protocol in
a hybrid key exchange scenario, combining ECDH and
Kyber, as done in some real-world deployments [36]–[38].
As expected, the overall computation time of the initial
key exchange is dominated by the slower ECDH, while
the bandwidth usage is governed by Kyber’s larger cipher-
texts. However, with NTT incompleteness, both client- and
server-side computation costs are increased only by 0.5%,
2%, and 5% for 128-, 192-, and 256-bit security levels,
respectively. Meanwhile, Kyber’s ciphertext compression
leads to communication costs 4 – 8% lower, compared to
the 6% gain obtained in [35].

Finally, in our FHE case study, we explore optimal
choices of incompleteness in NTT and prime modulus
for different security levels of a state-of-the-art amortized
bootstrapping algorithm [34]. This ultimately results in a
42%, 30%, 6%, and 33% improvement over regular (com-
plete) NTT-based option for 128-, 192-, 256-, and 512-bit
security, respectively. We envision that this broad explo-
ration of polynomial multiplication strategies, as well as
our experimental findings, can be applied to optimize any
application involving such operations, including lattice-
based cryptography.

Paper outline. Section 2 lists some useful notations used
in this study. Section 3 formalizes and generalizes NTT
incompleteness, leading to our proposal and thorough
evaluation of the theoretical benefits of an (ℓ,k)-layer
incomplete NTT in Section 4. To evaluate the proposed
mechanisms, Section 5 experimentally demonstrates how
to obtain optimal incompleteness parameters in practice.
Sections 6 and 7 then assess two real-world scenarios,
showing novel tradeoffs for ML-KEM Kyber, and better
performance in a state-of-the-art amortized bootstrapping
algorithm for FHEW-like schemes. Section 8 reviews re-
lated works and Section 9 concludes the discussion.

2. Notations

Zq is the finite field of integers modulo prime q.
Polynomials are represented by bold and small letters.
Zq[x]/(Φ(x)) is a polynomial quotient ring of polynomi-
als a(x) ∈ Zq[x] reduced by Φ(x). Due to the reduction,
each polynomial of the ring has a degree less than the

degree of Φ(x) and the same number of coefficients. The
degree of the modulus polynomial Φ(x) is denoted by n
and is a power of 2 throughout this work. If Φ(x) is xn−1,
the primitive nth root of unity is ωn, and they are relevant
to cyclic convolution. If Φ(x) is the 2nth cyclotomic
polynomial, xn + 1, the primitive 2nth root of unity is
ζ2n, and they are relevant to negacyclic convolution. We
use ζρ2n to denote that ζ2n is raised to the power of ρ.
Integers ℓ and k are the number of iterations (layers) used
in the incomplete and complete NTT, respectively. When
presenting a cryptographic application, we use λ to denote
its security level. For simplicity, we use the term “NTT”
when referring to both the linear transformation and the
fast algorithm used to compute it. Also, when clear from
the context, we use it to denote an NTT-based polynomial
multiplication. Finally, lg stands for the base-2 logarithm.

3. NTT incompleteness: introduction

We start by revising the regular NTT, a linear trans-
formation that enables fast multiplication of two polyno-
mials a(x) and b(x) in the quotient ring Zq[x]/(Φ(x)).
Let Φ(x) be the 2nth cyclotomic polynomial (xn + 1)
for the negacyclic (a.k.a. negative-wrapped) convolution-
based multiplication, where n = 2k. Following the prop-
erties of Cyclotomics discussed in Appendix C.1, one
root of Φ(x) is a primitive 2nth root of unity, hereby
denoted ζ2n, with q ≡ 1 mod 2n and ζ2n2n ≡ 1 mod q.
More than that, all of its n roots (a.k.a. twiddle fac-
tors) are given by ζ12n, ζ

3
2n, ζ

5
2n, . . . , ζ

2n−1
2n . Using these

roots, we can factorize xn + 1 into n linear polynomials
(a.k.a. ideals in the ring): xn + 1 ≡ (x − ζ12n)(x −
ζ32n)(x− ζ52n) . . . (x− ζ2n−1

2n ) ∈ Zq[x]. Due to remainder
arithmetic [39] and Chinese remainder theorem (CRT)
(reviewed in Appendix C.2), we have a ring isomorphism:

Zq[x]/(x
n+1) ∼= Zq[x]/(x−ζ12n)×. . .×Zq[x]/(x−ζ2n−1

2n ).

Intuitively, reducing any given polynomial a(x) by
xn + 1 is equivalent to reducing it by n linear fac-
tors in Zq[x]. The remainder a(x) mod (x− ζ2i−1

2n ) can
then be computed by evaluating the polynomial at the
root, ζ2i−1

2n . Hence, the reduction consists in evaluat-
ing a(x) on the n roots, i.e., we need to compute
a(ζ12n),a(ζ

3
2n), . . . ,a(ζ

2n−1
2n ). Thus, we map a(x) in the

ring to this tuple in Zn
q .

With this preamble, we can now discuss how the NTT
converts a polynomial from the coefficient domain to the
value domain. One of the most efficient NTT algorithms,
described in [40], iteratively splits the modulus polyno-
mial xn + 1 into two factors per iteration, forming the
layered execution tree illustrated in Figure 1. To reach
the linear factors, this divide-and-conquer approach takes
k = lg n iterations. Since the in-place updates of the input
vector involve O(n) operations, the asymptotic cost of the
algorithm is O(n lg n).

Now, due to the mapping technique [39] in the ring
isomorphism, we can evaluate the product polynomial
c(x) = a(x) · b(x) ∈ Zq[x]/(x

n + 1) by using the
NTT, i.e., by making c(x) = invNTT(NTT(a(x)) ⊙
NTT(b(x))). The point-wise multiplication ⊙ can be
applied once the input polynomials a(x) and b(x) are
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separately converted to the value domain, at the end of
the NTT operation. We then have the n-tuple in Zn

q :

a(ζ12n) ·b(ζ12n),a(ζ32n) ·b(ζ32n), . . . ,a(ζ2n−1
2n ) ·b(ζ2n−1

2n ),

This gives the n point values of the product polynomial
c(x) in the value domain. We can then convert c(x) to
the coefficient domain using the inverse NTT operation
(or invNTT, for short), which uses the CRT to interpolate
those n points and, hence, reconstruct the polynomial c(x)
of degree-(n − 1). The point-wise multiplication has n
multiplications and the most efficient in-place iterative
invNTT algorithm [41], similarly to the forward NTT
algorithm, uses O(n lg n) operations. Overall, the com-
plexity of multiplying two polynomials in Zq[x]/(x

n+1)
becomes, thus, O(n lg n+ n+ n lg n) = O(n lg n).

One interesting property of this iterative NTT algo-
rithm is that it is possible to stop its execution before the
final layer of the execution tree, due to the mathemati-
cal properties of Cyclotomics and CRT. Doing so leads
to the implementation of what is called an incomplete
NTT method [30]. By stopping at the ℓ < k layer
when processing the cyclotomic ring1 element a(x) as
input, it no longer factors into linear polynomials, but
rather into small-degree polynomials. Hence, if a(x) and
b(x) are submitted to this incomplete NTT execution,
they cannot be multiplied via a point-wise operation
anymore. Instead, that requires a complete polynomial
multiplication algorithm (e.g., Schoolbook or Karatsuba).
We call this latter operation base multiplication, whose
output is a tuple of similarly small-degree polynomi-
als. Finally, to obtain c(x) = a(x) · b(x) ∈ Zq[x]/
(xn + 1) in the coefficient domain, the output of the
base multiplication must be processed with an incom-
plete invNTT, running only ℓ iterations. Therefore, anal-
ogously to the complete NTT, we can write c(x) =
invNTT(ℓ,k)(NTT(ℓ,k)(a(x)) ⋆ NTT(ℓ,k)(b(x))), where ⋆
is the position-wise base multiplication.

Formalizing NTT incompleteness. We can now formally
define the family of incomplete NTT and its properties.
Definition 1 (Incomplete and complete NTT). An (ℓ, k)-
layer NTT is an algorithm that stops at ℓ out of k layers,
where k = log n and ℓ ∈ [1, k]. We call an (ℓ, k)-layer
NTT a complete NTT when ℓ = k, and an incomplete
NTT when ℓ ∈ [1, k − 1].
Definition 2 (Incompleteness property). An (ℓ, k)-layer
NTT has (k − ℓ)-incompleteness.
Corollary 1 (Completeness property). Analogously, an
(ℓ, k)-layer NTT has ℓ-completeness.

Next, we define a convenient operation to describe the
powers of the twiddle factors.
Definition 3 (Bit reversal). Let n be a non-negative integer
such that 0 ≤ n < 2k for some k. Let BitRevk(n) denote
the integer whose bit representation is the same as n when
written in reverse. Formally, if n = 2k−1nk−1+. . .+2n1+
n0, then BitRevk(n) = 2k−1n0 + . . .+ 2nk−2 + nk−1.

The following three statements are various outcomes
of iterative splitting of the polynomial quotient rings due
to incompleteness.

1. Cyclotomic ring is a polynomial quotient ring where the modulus
polynomial is fixed as a cyclotomic polynomial.

Observation 1. After an incomplete (ℓ, k)-layer NTT, the
2ℓ elements or polynomials are in the Zq[x]/(x

2k−ℓ −
ζ
2·BitRevℓ(i)+1

2ℓ+1 ) polynomial quotient ring, where i ∈
[0, 2ℓ−1] and ζ2ℓ+1 is the primitive 2ℓ+1-th root of unity.
Corollary 2. After an incomplete (ℓ, k)-layer NTT, each
of the reduced polynomials has a degree at most 2k−ℓ−1
and, thus, has 2k−ℓ coefficients.
Theorem 1. An incomplete (ℓ, k)-layer NTT factors
the quotient polynomial xn + 1 into

∏i=2ℓ−1
i=0 (x2k−ℓ −

ζ
2·BitRevℓ(i)+1

2ℓ+1 ).
Figure 1 can be seen as a graphical depiction of this

theorem. After a complete (k, k)-layer NTT, the elements
or polynomials are in Zq[x]/(x

20 − ζρ2n
20
) = Zq[x]/(x

20 −

ζρ
2·2k
20

) = Zq[x]/(x
20 − ζρ

2k+1

20

) = Zq[x]/(x
20 − ζρ

2k+1−0)

— the 2k smaller polynomials are degree-(20 − 1), or
degree-0, or constant. After an incomplete (k − 1, k)-
layer NTT, the elements or polynomials are in Zq[x]/

(x21 − ζρ2n
2

) = Zq[x]/(x
21 − ζρ

2k+1−1) = Zq[x]/(x
21 −

ζρ
2k
) — in this case, the 2k−1 smaller polynomials are

degree-(21−1) or degree-1. Likewise, after an incomplete
(ℓ, k)-layer NTT, the 2ℓ elements or polynomials are in
Zq[x]/(x

2k−ℓ − ζρ2n

2k−ℓ

) = Zq[x]/(x
2k−ℓ − ζρ

2k+1−k+ℓ) =

Zq[x]/(x
2k−ℓ − ζρ

2ℓ+1) — in this case, the smaller poly-
nomials are degree-(2k−ℓ − 1).
Observation 2. For the (k − ℓ)-incompleteness, we only
require a primitive 2ℓ+1-th root of unity, i.e., ζ2ℓ+1 .
Corollary 3. For the (k − ℓ)-incompleteness, we require
a prime modulus, q ≡ 1 mod 2ℓ+1.

For (k−ℓ)-incompleteness, we do not need a primitive
2n-th root of unity, but rather a primitive 2n

2k−ℓ = 2ℓ+1-th
root of unity. This can be achieved using a smaller q, as
shown in Theorem 2.
Theorem 2. An incomplete (ℓ, k)-layer NTT can use a
smaller q than the complete, (k, k)-layer NTT counterpart.

Proof. A complete, (k, k)-layer NTT needs a modulus q ≡
1 mod 2k+1 and, from Definition 1, we have ℓ < k.

Illustrative example. We showcase the incomplete NTT
method with real examples in what follows.
Example 1. Say we want to multiply two polynomials
with n = 256 = 28 coefficients so that k = 8. If
we employ a (5, 8)-layer incomplete NTT-based multi-
plication, the NTT algorithm stops at layer ℓ = 5 out
of k = 8 layers. We need a primitive 25+1 = 64-th
root of unity instead of a 512-th one. One immediate
implication is that to obtain the 512-th primitive root
of unity, we need a prime modulus of at least 7681 –
conversely, for the 64-th primitive root of unity, a much
smaller modulus is available, e.g., as small as 257. After
the 5-th layer, there are 25 smaller polynomials, all in
Zq[x]/(x

23 − ζρ26) = Zq[x]/(x
8 − ζρ64) — in this case,

those polynomials are degree-(23−1) = degree-7, and have
8 coefficients. Furthermore, the (5, 8)-layer incomplete
NTT splits (x256 + 1) into

∏i=31
i=0 (x8 − ζ

2·BitRev5(i)+1
64 ) =

(x8 − ζ164)(x
8 − ζ3364 ) . . . (x

8 − ζ3164 )(x
8 − ζ6364 ).
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Corollary 4. For a given k-completeness, there is a min-
imum modulus qmin that satisfies q ≡ 1 mod 2ℓ+1, irre-
spective of the original number of coefficients, n.
Example 2. For 1-completeness, qmin = 5. Likewise for
2-completeness, qmin = 17; for 3-completeness, qmin =
17; for 4-completeness, qmin = 97; for 5-completeness,
qmin = 193; for 6-completeness, qmin = 257; for 7-
completeness, qmin = 257; for 8-completeness, qmin =
7681; and so on.

We observe that the minimum prime modulus also gets
larger as we increase the completeness.

Algorithm 1 Incomplete (ℓ, k)-layer NTT
1: procedure NTT(ℓ,k)(a)
2: for i← 0 to ℓ− 1 do
3: d← 2k−1−i

4: for j ← 0 to 2i − 1 do
5: ω ← ζ

BitRevℓ(2
i+j)

2ℓ+1

6: for u← 0 to d− 1 do
7: idx← 2dj + u
8: t0 ← a[idx]
9: t1 ← ω · a[idx+ d]

10: a[idx]← t0 + t1
11: a[idx+ d]← t0 − t1

12: return â

4. A flexible, incomplete (ℓ, k)-layer NTT

In this section, we discuss how to construct an adapt-
able and efficient (ℓ, k)-layer incomplete NTT algorithm
for multiplying polynomials using negacyclic convolution
(also transferable to cyclic convolution) in a quotient ring.
Essentially, this is shown in Algorithm 3, which described
the steps required for multiplying two polynomials in
a suitable negacyclic ring by leveraging the arbitrarily
incomplete forward and inverse NTT (Algorithms 1 and 2,
respectively). We can see that, after executing the (ℓ, k)-
layer NTTs for input polynomials a and b, Algorithm 3 is
left with a total of 2ℓ small-degree polynomials for each
input. Those polynomials are correspondingly multiplied
using traditional Schoolbook or Karatsuba in Step 5 of
Algorithm 3. We now define this particular polynomial
multiplication, hereby called base multiplication.
Definition 4. PolyMulZq

n (a,b) is a negacyclic convolution-
based algorithm to multiply two degree-(n − 1) poly-

Algorithm 2 Incomplete (ℓ, k)-layer invNTT
1: procedure INVNTT(ℓ,k)(ĉ)
2: for i← ℓ− 1 down to 0 do
3: d← 2k−1−i

4: for j ← 0 to 2i − 1 do
5: ω ← ζ

−BitRevℓ(2
i+j)

2ℓ+1

6: for u← 0 to d− 1 do
7: idx← 2dj + u
8: t0 ← ĉ[idx] + ĉ[idx+ d]
9: t1 ← ĉ[idx]− ĉ[idx+ d]

10: ĉ[idx]← t0
11: ĉ[idx+ d]← ω · t1
12: for i← 0 to n− 1 do
13: ĉ[i]← ĉ[i] · 2−ℓ mod q

14: return c

nomials a,b ∈ Zq[x]/(x
n + 1). The product, c :=

PolyMulZq
n (a,b) is also in Zq[x]/(x

n + 1).

Definition 5. BaseMul
Zq

2k−ℓ(a,b) is a PolyMul
Zq

2k−ℓ(a,b)
and occurs after an incomplete (ℓ, k)-layer NTT.

To facilitate the comparison between polynomial mul-
tiplication algorithms using incomplete and complete
NTTs, we also define in Algorithm 4 the negacyclic
polynomial multiplication using the latter. This algorithm
uses the following definition.
Definition 6. PointWiseMulZq

(a, b) is a constant multipli-
cation PolyMul

Zq

1 (a, b), and occurs after a complete (k, k)-
layer NTT, where a, b ∈ Zn

q .

Algorithm 3 Incomplete (ℓ, k)-layer NTT-based polyno-
mial multiplication

1: procedure PolyMul
Zq
n (a,b)

2: â← NTT(ℓ,k) (a)

3: b̂← NTT(ℓ,k) (b)
4: for i = 1 to 2ℓ chunks do
5: ĉ[i]← BaseMul

Zq

2k−ℓ (â[i], b̂[i]) ▷ 2ith 2k−ℓ-length
chunk-wise multiplication

6: c← invNTT(ℓ,k) (ĉ)

Algorithm 4 (k, k)-layer complete NTT-based polyno-
mial multiplication

1: procedure PolyMul
Zq
n (a,b)

2: â← NTT(k,k) (a)

3: b̂← NTT(k,k) (b)
4: for i = 1 to 2k elements do
5: ĉ[i]← PointWiseMulZq (â[i], b̂[i]) ▷ ith

element-wise multiplication
6: c← invNTT(k,k) (ĉ)

With those base algorithms defined, we can proceed
with the potential benefits of using incomplete NTTs, as
well as finding configurations that better explore those
benefits.

4.1. Incompleteness for relaxation on moduli

NTT imposes restrictions on moduli choice for a given
n. This may be undesirable from a designer’s perspective
because smaller moduli may enable a range of practical
optimizations, including lazy modular reductions: with
smaller inputs, a single register can accommodate the
output of a larger number of algebraic operations before a
modular reduction is needed to avoid overflows. The effect
of such optimizations can be observed in the design of
CRYSTALS-Kyber, for example, which adopted q = 3329
(12 bits) in the final round of the NIST standardization
procedure, replacing the initial choice of q = 7681 (13
bits) for increased efficiency. Other examples are dis-
cussed in Section 6 (also for CRYSTALS-Kyber) and in
Section 7 (for amortized bootstrapping for FHEW/TFHE-
like schemes).

We hereby show that NTT incompleteness can ease the
constraints, offering more choices for moduli selection for
a given n. For instance, while a complete NTT may not
have any supported modulus in a given range of values,
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our proposed family of incomplete NTTs may allow a
much broader set of moduli options. In what follows, we
formally prove this flexibility added by NTT incomplete-
ness. Before that, however, we show some lemmas that
will help us build our proof.
Lemma 1. For ℓ ≥ 1, there is a prime q such that q ≡
1 mod 2ℓ, but q ̸≡ 1 mod 2ℓ+1.

Proof. Dirichlet’s theorem states that if a, b ∈ N are
relatively prime (co-prime), there are infinitely many
primes of the form q = a + mb with m ∈ Z. For
our case, we assume a = 1 + 2ℓ and b = 2ℓ+1. Since
a = 1 + 2ℓ is an odd number and b = 2ℓ+1 is a
power of 2, they are co-prime. Therefore, we can apply
Dirichlet’s theorem to find infinitely many primes of the
form (1+ 2ℓ)+m · 2ℓ+1. But if we take any one of these
primes q = 1 + 2ℓ +m · 2ℓ+1, we see that q ≡ 1 mod 2ℓ

and q ≡ 1 + 2ℓ mod 2ℓ+1 ̸≡ 1 mod 2ℓ+1. Consequently,
we can find a prime q (or, in fact, infinitely many) such
that q ≡ 1 mod 2ℓ, but q ̸≡ 1 mod 2ℓ+1.

We can extend this result to prove a more general case
when ℓ1 < ℓ2.

Lemma 2. For ℓ1 < ℓ2, there is a prime q such that q ≡
1 mod 2ℓ1 , but q ̸≡ 1 mod 2ℓ2 .

Proof. Assume ℓ2 = ℓ1 + m where m ≥ 1 is a positive
integer. According to Lemma 1, there is a prime q such
that q ≡ 1 mod 2ℓ1+m−1, but q ̸≡ 1 mod 2ℓ1+m ̸≡ 1 mod
2ℓ2 . Since, m ≥ 1, we have q ≡ 1 mod 2ℓ1 . Thus, we
can find a prime q such that q ≡ 1 mod 2ℓ1 , but q ̸≡
1 mod 2ℓ2 .

Theorem 3. Let Sℓ1 , Sℓ2 be two sets of moduli that support
(ℓ1, k)-layer and (ℓ2, k)-layer incomplete NTT, respec-
tively. If ℓ1 < ℓ2 then Sℓ2 ⊊ Sℓ1 .

Proof. First we prove that Sℓ2 ⊂ Sℓ1 , then we show that
Sℓ2 ̸= Sℓ1 . From Corollary 3, we know that Sℓ1 = {q1 :
q1 ≡ 1 mod 2ℓ1+1} and Sℓ2 = {q2 : q2 ≡ 1 mod 2ℓ2+1}.

Take an element q2 from set Sℓ2 . Then, for some
integer m ∈ N, we have

q2 = 1 +m2ℓ2+1 = 1 +m2ℓ2−ℓ12ℓ1+1.

Since ℓ2 − ℓ1 > 0, then q2 ≡ 1 mod 2ℓ1+1, meaning that
q2 is also an element of Sℓ1 . Thus, we prove Sℓ2 ⊂ Sℓ1 .

From Lemma 2, we know that there exists a prime q
such that q ∈ Sℓ1 but q /∈ Sℓ2 when ℓ1 < ℓ2. Therefore, we
prove Sℓ2 ̸= Sℓ1 . We conclude, thus, that Sℓ2 ⊊ Sℓ1 .

4.2. Achieving optimal incompleteness

From the discussion so far, we have a new arbitrarily
flexible incomplete NTT algorithm along with its unique
advantage of enabling a broader set of moduli. The ques-
tion is how to choose the best magnitude of incomplete-
ness in a given setup. Next, to inspect the optimization
equation, we gradually study some important definitions
and observations.
Definition 7 (Computation needed). For a given platform,
let resources consumed for executing operation A be
denoted by W(A) (read as “computation in A”). Such
resources can be measured by common metrics, such as
the number of CPU cycles, elapsed wall-clock time, etc.

Here, we are more concerned with the computational
costs of the actual implementation than with asymptotic
complexity. Therefore, we can write the following defini-
tions for capturing the computational costs of polynomial
multiplication using complete and incomplete NTT imple-
mentations, as well as the differences between them:
Observation 3 (Computation needed in complete
NTT-based PolyMul).

W(Alg. 4) = W
(
NTT(k,k) (a)

)
+W

(
NTT(k,k) (b)

)
+ 2k · W

(
PointWiseMulZq

)
+W

(
invNTT(k,k) (ĉ)

)
. (1)

Observation 4 (Computation needed in incomplete
NTT-based PolyMul).

W(Alg. 3) = W
(
NTT(ℓ,k) (a)

)
+W

(
NTT(ℓ,k) (b)

)
+ 2ℓ · W

(
BaseMul

Zq

2k−ℓ

)
+W

(
invNTT(ℓ,k) (ĉ)

)
. (2)

Definition 8 (Savings in incomplete NTT). For a given n,
let S

(
NTT(ℓ,k)

)
(read as “savings in NTT(ℓ,k)”) be the

difference between W
(
NTT(ℓ,k)

)
and W

(
NTT(k,k)

)
, i.e.,

S
(
NTT(ℓ,k)

)
= W

(
NTT(k,k)

)
−W

(
NTT(ℓ,k)

)
.

Definition 9 (Overhead in incomplete NTT-based
PolyMul). For a given n = 2k, let C(BaseMul) (read
as “overhead in BaseMul”) be the difference between
W

(
BaseMul

Zq

2k−ℓ

)
and W

(
PointWiseMulZq

)
, i.e.,

C(BaseMul) = 2ℓ · W
(
BaseMul

Zq

2k−ℓ

)
− 2k · W

(
PointWiseMulZq

)
.

Algorithm 3 can save a noticeable amount of compu-
tation during its two calls of forward NTT and one call
of the inverse NTT, as it avoids some layers of regular
computation. On the other hand, it incurs some overhead
to multiply smaller-degree polynomials by BaseMul, com-
pared to point-wise constant multiplication. There are per-
formance gains to be obtained when the savings outweigh
the incurred overhead, i.e., the incomplete NTT is better
if the following condition is met:
Definition 10 (Incompleteness is better). For a given
n = 2k, we say that (k − ℓ)-incompleteness is better
if W(Algorithm 4) > W(Algorithm 3). Alternatively, if
S
(
2 · NTT(ℓ,k) + invNTT(ℓ,k)

)
> C(BaseMul).

Also, according to Theorem 3, and Corollary 3 and
Theorem 2, one significant benefit of incomplete NTT
is its ability to operate with smaller moduli than those
usually required for a complete NTT. Hence, in principle
we have two degrees of liberty for optimization — the
values of ℓ and q — to choose according to any target
computing environment. Nevertheless, in many crypto-
graphic applications, there is a relation between the chosen
modulus and the associated security strength of a given
cryptographic protocol, which may limit the choice of q. It
is important, thus, to consider two scenarios when looking
for optimal performance gains: when q can be chosen and
when it is fixed by the application itself. Those scenarios
are formalized as follows.
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TABLE 1: Theoretical polynomial multiplication costs when
µ/α = 5, according to Equations 3 and 4.

n
Complete NTT Incomplete NTT Schoolbook

(ℓ = k) (ℓ = k − 1) (ℓ = k − 2) (ℓ = k − 3) (ℓ = 0)

64 4672 4512 4608 5472 24,640
128 10,688 10,368 10,560 12,288 98,432
256 24,064 23,424 23,808 27,264 393,472
512 53,504 52,224 52,992 59,904 1,573,376

4.2.1. Optimal incompleteness when q can be chosen.
Definition 11 (SecurityAchieved(q)). For a given lattice
cryptography-based application, the security strength that
can be obtained by having a given modulus q for the
underlying cryptographic protocol.
Definition 12 (Optimal (k − ℓ)-incompleteness and q).
For a given n and λ, we define the optimal (k − ℓ)-
incompleteness as the pair of (cryptographically-relevant)
ℓ and q that maximize the gain function defined as

G(ℓ, q) = W(Alg. 4)−W(Alg. 3)
= S

(
2 · NTT(ℓ,k) + invNTT(ℓ,k)

)
− C(BaseMul) ,

where ℓ and q satisfy
1) 1 ≤ ℓ < k,
2) q ≡ 1 mod 2ℓ+1, and
3) SecurityAchieved(q) ≥ λ.

4.2.2. Optimal incompleteness when q is fixed.
Definition 13 (Optimal (k − ℓ)-incompleteness). For
a given n and q, we define the optimal (k − ℓ)-
incompleteness as the value of ℓ that maximizes the gain
function G(ℓ) = W(Alg. 4)−W(Alg. 3) , for 1 ≤ ℓ < k.

4.3. Analysis

Modular addition and multiplication consume varying
numbers of CPU cycles and memory across different
computing platforms. Hence, it is imperative to consider
their actual costs, measured in the target platform, as part
of the optimization process. Then, we can plug those costs
in our proposed optimization algorithms.
Definition 14. For a given finite field, let α and µ be the
costs associated, respectively, with (modular) addition and
multiplication in a given platform.

Equation 2 becomes, then:

W(Alg. 3) = W
(
NTT(ℓ,k) (a)

)
+W

(
NTT(ℓ,k) (b)

)
+ 2ℓ · W

(
BaseMul

Zq

2k−ℓ

)
+W

(
invNTT(ℓ,k) (ĉ)

)
= 3ℓ · 2k−1(2α+ µ)

+
(
22k−ℓ + 2k

)
(α+ µ). (3)

Similarly, Equation 1 becomes:

W(Alg. 4) = W
(
NTT(k,k) (a)

)
+W

(
NTT(k,k) (b)

)
+ 2k · W

(
PointWiseMulZq

)
+W

(
invNTT(k,k) (ĉ)

)
= 3 · k · 2k−1(2α+ µ) + µ · 2k+1. (4)

Multiplication typically takes more CPU cycles than
addition in hardware. However, the actual cost ratio varies

depending on the target machine, from general-purpose to
embedded systems. Hence, to illustrate our optimization
problem, we hereby discuss a few arbitrary ratios: we
use µ/α = 5 in Table 1,2 and some other ratios in
the Appendix (see Tables 5 and 6). We also consider a
range of coefficients n = [64, 512]. We can see that, for
incompleteness parameters ℓ = k − 1 or ℓ = k − 2, the
computation cost of polynomial multiplication using the
incomplete NTT is lower than what is needed with the
complete NTT (ℓ = k = log2(n)). This indicates that, for
a reasonable value of µ/α, there are a few options to
choose from the incompleteness pool that perform better
than with a complete NTT. We remark that the compu-
tation needed when using the incomplete NTT observed
for µ/α = 5 when 1 ≤ ℓ ≤ k − 3 is lower than that of
the Schoolbook algorithm (ℓ = 0), but higher than the
computation needed with the complete NTT. Following
Definition 8, we can write:
Observation 5. For a given n, the S

(
NTT(ℓ,k)

)
is the

difference between W
(
NTT(ℓ,k)

)
and W

(
NTT(k,k)

)
, i.e.,

S
(
NTT(ℓ,k)

)
= W

(
NTT(k,k)

)
−W

(
NTT(ℓ,k)

)
= 2k−1(k − ℓ)(2α+ µ).

Likewise,

S
(
invNTT(ℓ,k)

)
= W

(
invNTT(k,k)

)
−W

(
invNTT(ℓ,k)

)
= 2k−1(k − ℓ)(2α+ µ). (5)

Also, following Definition 9:
Observation 6. For a given n, the C(BaseMul)

is the difference between W
(
BaseMul

Zq

2k−ℓ

)
and

W
(
PointWiseMulZq

)
, i.e.,

C(BaseMul) = 2ℓ · W
(
BaseMul

Zq

2k−ℓ

)
− 2k · W

(
PointWiseMulZq

)
= 22k−ℓ(α+ µ) + 2k · (α− µ). (6)

Finally, given the values of n and λ from the underly-
ing application, the platform-specific modular arithmetic
costs of α and µ, as well as the set of constraints ap-
plicable to ℓ and q, we solve the optimization problem
below to maximize function G(ℓ, q) (see Definition 12 and
Equations 5, 6):

max
ℓ,q

G(ℓ, q) = 3 · 2k−1(k − ℓ)(2α+ µ)

− 22k−ℓ(α+ µ)− 2k · (α− µ)

satisfying 1 ≤ ℓ < k,

q ≡ 1 mod 2ℓ+1,

SecurityAchieved(q) ≥ λ.

(7)

To determine a suitable modulus for an (ℓ, k)-layer
incomplete NTT, we solve the above optimization prob-
lem, which is also illustrated in Appendix D as a bird’s-
eye view. Since efficient lattice-based schemes typically
require smaller moduli, this can be achieved through an
exhaustive search. In many cases, application security
requirements allow a range of prime moduli. Once such

2. This choice of µ/α = 5 should be somewhat compatible with the
Cortex-M3 processor, where additions take one cycle and long unsigned
multiplication (UMULL) takes 3 to 5 cycles [42].
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TABLE 2: Optimal ℓ when one input polynomial is already in
the NTT domain considering µ/α = 5. Computation costs are
theoretical but exact.

n
Complete NTT Incomplete NTT Schoolbook

(ℓ = k) (ℓ = k − 1) (ℓ = k − 2) (ℓ = k − 3) (ℓ = 0)

64 3328 3392 3712 4800 24,640
128 7552 7680 8320 10,496 98,432
256 16,896 17,152 18,432 22,784 393,472
512 37,376 37,888 40,448 49,152 1,573,376

a range is identified, we iteratively check the next prime
(starting from the lower bound) against the given con-
straints. Specifically, the prime must be congruent to 1
modulo 2ℓ+1 and must support both primitive 2ℓ+1th and
2ℓth roots of unity for negacyclic convolution-based poly-
nomial multiplication in a quotient ring using an incom-
plete NTT. The complexity of this brute-force approach
depends on the number of primes within that range.

4.4. Optimal ℓ if inputs are in NTT domain

For some cryptographic schemes, we can directly sam-
ple input polynomials in the NTT domain, which saves the
cost associated with executing NTT-related operations. If
one of the given polynomials is already in the NTT do-
main, then Definition 10 becomes the following corollary.
Corollary 5. For a given n, when one polynomial is
already in NTT domain, incompleteness is better if
S
(
NTT(ℓ,k) + invNTT(ℓ,k)

)
> C(BaseMul) .

The gain function in the optimization Equation 7 then
changes to:

G(ℓ) = 2 · 2k−1 · (k − ℓ)(2α+ µ)− 22k−ℓ · (α+ µ)

− 2k · (α− µ). (8)

Similarly, if both input polynomials are already in the
NTT domain, Definition 10 becomes:
Corollary 6. For a given n and q, when both polyno-
mials are in NTT domain, incompleteness is better if
S
(
invNTT(ℓ,k)

)
> C(BaseMul) .

Meanwhile, the gain function in the optimization
Equation 7 narrows down to:

G(ℓ) = 2k−1 · (k − ℓ)(2α+ µ)− 22k−ℓ · (α+ µ)

− 2k · (α− µ). (9)

TABLE 3: Optimal ℓ when both input polynomials are already
in the NTT domain considering µ/α = 5. Computation costs
are theoretical but exact.

n
Complete NTT Incomplete NTT Schoolbook

(ℓ = k) (ℓ = k − 1) (ℓ = k − 2) (ℓ = k − 3) (ℓ = 0)

64 1984 2272 2816 4128 24,640
128 4416 4992 6080 8704 98,432
256 9728 10,880 13,056 18,304 393,472
512 21,248 23,552 27,904 38,400 1,573,376

We demonstrate the implication of having polynomials
directly sampled in the NTT domain in Table 2 consider-
ing µ/α = 5. Like Table 1, we have various n = [64, 512]
values of the theoretical computation cost of Schoolbook,
complete NTT, and all selected incomplete NTT members

for a given n. We find that a few incomplete NTT options,
e.g., ℓ = k − 1 and ℓ = k − 2, that were better than
complete NTT (in Table 1) are either a bit (Table 2)
or more (Table 3) costly than complete NTT. Especially,
when one or both input polynomials can be sampled
directly in the NTT domain, the saving margin disappears
(as also noticed from the above corollaries), and complete
NTT becomes the better choice. However, 1-incomplete
(ℓ = k − 1) NTTs are still comparable to the complete
NTT performance, and since incompleteness enables a
relaxed set of moduli, some contexts may benefit from
it by boosting performance or new tradeoff opportunities
offered by this choice.

5. Benchmarking optimal incompleteness

Using our C testbed on an x86 64 server equipped
with an Intel(R) Xeon(R) Gold 5118 CPU@2.30GHz (in-
troduced in Figure 2), we analyzed the performance of tra-
ditional polynomial multiplication strategies, motivating
the use of Schoolbook or Karatsuba algorithms for small-
degree polynomials in the incomplete NTT setting. While,
in theory, any polynomial multiplication algorithm can
serve as the base multiplication, we initially maintained
a general discussion and considered three widely used
algorithms as potential candidates. However, in practice,
our results indicate that Schoolbook multiplication out-
performs other approaches on both our server and ARM
Cortex-M4 embedded device for the base multiplication.

Now, we evaluate our proposed methodology for n =
{256, 512, 1024}, considering the scenarios where q is
fixed and can be changed. In PQC, smaller values of n
are more relevant, whereas in FHE, larger values (≥ 1024)
are used. Our results are illustrated in Figure 3. Along the
Y-axis, we plot the gain3 as a percentage of incomplete
NTT’s cost relative to its complete counterpart, as defined
below:
Definition 15 (Relative gain). Let Grelative be the relative
gain of incomplete NTT-based PolyMul against com-
plete NTT-based PolyMul. It is evaluated as

Grelative =
W

(
NTT(k,k)

)
−W

(
NTT(ℓ,k)

)
W

(
NTT(k,k)

)
= 1−

W
(
NTT(ℓ,k)

)
W

(
NTT(k,k)

) .
As shown in Figures 3a, 3b, and 3c, for each value

of n, multiple advantageous options – characterized by
a relative gain above 0% – exist for selecting ℓ and
q. However, the number of instances where incomplete
NTT configurations yield better performance, indicated
by the number of bars above the zero line, decreases
as n increases. Figures 3a and 3c illustrate that if a
given application requires a minimum modulus of 7681
for n = 256 or 12289 for n = 1024 due to security
or other constraints, the optimal choices are the (8, 8)-
layer complete NTT and the (10, 10)-layer complete NTT,
respectively. However, Figure 3b shows that when the
application does not permit modulus changes, the (9, 9)-
layer complete NTT is not necessarily the optimal choice.

3. Note that when relative gain becomes negative, we call it a relative
overhead.
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(c) Optimal ℓ = 7

Figure 3: Optimal ℓ and q in practice, measured by the relative gain in CPU cycles on our C testbed, for multiplying two arbitrary
polynomials with n = 256 (3a), 512 (3b), and 1024 (3c). Relative gain 0% represents the complete NTT instances.

Specifically, when n = 512 and q is fixed at 12289, the
(7, 9)-layer incomplete NTT outperforms the (9, 9)-layer
complete NTT. These findings indicate that even when
an application imposes constraints on modulus selection,
introducing incompleteness in the NTT computation may
still lead to performance improvements.

If an application allows modulus variation, reducing
the modulus for each value of n leads to an increased
number of advantageous options through incompleteness.
Specifically, when n = 256, 512, the performance of in-
complete NTT configurations with ℓ = 8, 7, 6, 5 improves
– the corresponding bars become taller – as the modulus
decreases. Furthermore, for any given reduced q, fixing
n (e.g., n = 256) reveals that the (6, 8)-layer incomplete
NTT outperforms all other configurations. This allows us
to determine the optimal value of ℓ for each n, which
we identify as 6, 7, and 7 for n = 256, 512, and 1024,
respectively.

As a concrete example, the (6, 8)-layer incomplete
NTT with q = 257 is 41% faster than the (8, 8)-layer
complete NTT, which requires q ≥ 7681. Similarly, for
n = {512, 1024}, using a smaller modulus enables the
incomplete NTT to outperform complete NTT alterna-
tives. These findings demonstrate that certain incomplete
NTT configurations provide better performance than their
complete NTT counterparts. However, the most substantial
performance gains are observed when the target applica-
tion supports using a smaller modulus – a condition that
may not always be viable in practice.
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Figure 4: CPU cycles taken by the incomplete NTT-based
PolyMul (Alg. 3) in the modified PQClean reference imple-
mentation of Kyber on an ARM Cortex-M4 for varying incom-
pleteness and selected moduli. The y-axis represents the relative
overhead (in %) compared to Kyber’s default (7,8)-layer NTT
with q = 3329, marked as a blue diamond with a 0% overhead.

6. Case study: ML-KEM Crystals-Kyber

Kyber’s original design used q = 7681 as the under-
lying prime modulus, and a complete (8,8)-layer NTT for
polynomial multiplication. However, its most recent ver-
sion provides faster polynomial multiplication by adopting
1-incompleteness in NTT and changing the modulus to
q = 3329, which is a particular case of our proposed
family of incomplete NTTs. In both versions, though, the
set of parameters employed is such that: (1) the underlying
MLWE problem is capable of effectively protecting the
scheme’s private key and ciphertext; and (2) the resulting
decryption failure rate (DFR) is negligible – namely,
2−120 for security level 1, 2−136 for security level 2, and
2−165 for security level 3 [43]. In this section, we assess
Kyber’s choice of parameters, as well as alternatives, by
seeking the optimal value of incompleteness under varying
practical constraints. The goal is to explore trade-offs
between those parameters while still preserving Kyber’s
underlying MLWE security and DFR. For comparison
with our proposed scenarios, we mark the current Kyber
configuration as the default setup.

Experimental setup. We use Kyber’s constant-time C
reference implementation from PQClean [44], targeting
an ARM Cortex-M4 (STM32 Nucleo-F439ZI) due to its
practical relevance. Cycle counts are measured via the
Cortex-M4’s Data Watchpoint and Trace (DWT) registers,
with clock prescaler settings configured to 28 MHz for
minimizing memory latency [20]. Performance is reported
in CPU cycles, making it independent of the particular
clock frequency configured in the device. This approach
offers a standardized, precise, and configuration-agnostic
metric that facilitates comparisons between different stud-
ies and device settings. Nevertheless, the actual time in
seconds for each experiment can be calculated by multi-
plying the cycle count by the inverse of the CPU clock
frequency. Software compilation was conducted using
arm-none-eabi-gcc (v9.2.1) with -O3 optimizations
for Cortex-M4. Peripheral configurations were managed
via STM32 CubeMX. The reported results corresponds
to an average of 100 runs of each experiment, yielding
a negligible standard deviation (below 0.3%). We also
verified correctness across all procedures (keypair gen-
eration, encapsulation, and decapsulation) to ensure our
modifications did not introduce implementation errors.
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(a) Kyber key pair generation.
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(b) Kyber key encapsulation.
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(c) Kyber key decapsulation.

Figure 5: CPU cycles spent executing modified PQClean reference implementation of Kyber512 on an ARM Cortex-M4 device to
enable various incompleteness in NTT/invNTT and associated and selected moduli. Along the Y-axis, we present the relative overhead
in percentage of each case compared to the default case, i.e., (7,8)-layer NTT with q=3329, marked by a diamond-shaped blue point.

6.1. Optimizing performance and modulus

Initially, we evaluate the performance of the following
operations in Kyber: incomplete NTT (Appendix Figure
13a); incomplete invNTT (Appendix Figure 13b); and
full polynomial multiplication (Figure 4). As expected,
we observe that more incompleteness leads to NTT and
invNTT procedures requiring less computation. For in-
stance, a call to the (4,8)-layer incomplete NTT function
is faster than any (ℓ > 4,8)-layer options. However, higher
incompleteness incurs overhead in the base multiplication
(shown in Table 4, since it requires the multiplication
of higher-degree constituent polynomials as discussed in
Algorithm 3. Consequently, the overall polynomial mul-

BaseMul Time (cycles)

BaseMulZ33292 134

BaseMulZ33294 450

BaseMulZ33298 1766

BaseMulZ332916 7112

TABLE 4: CPU cycles consumed executing BaseMul for (7,8)-
layer to (4,8)-layer incomplete NTT-based polynomial multipli-
cation options (Algorithm 3).

tiplication performance exhibits different results. More
precisely, as discussed in Section 4.2 and Definition 10,
we observe better performance if two calls to incomplete
NTT and one call to incomplete invNTT save more cycles
than the overhead added to the comparatively higher-
degree polynomial-based base multiplication. In particu-
lar, as shown in Figure 4, a (6,8)-layer incomplete NTT-
based polynomial multiplication is 5% faster than the one
observed in Kyber’s default, (7,8)-layer specification.

As discussed in Section 4.1, NTT incompleteness
also allows a more relaxed set of moduli. For ex-
ample, for a given range, say 2048 < q < 4096
(i.e., the prime moduli that need 12 bits to repre-
sent), (5,8)-layer incomplete NTT supports more mod-
uli (e.g., 2113, 2689, 2753, 3137, 3329, 3457) than that of
(6,8)-layer incomplete NTT (with only 2689, 3329, 3457).
Whereas, the default (7,8)-layer permits only one prime
modulus (3329) in this range, being restrictive. There-
fore, for each level of incompleteness, we measure
the performance under different q from the union
set {2081, 2113, 2689, 3137, 3329, 3457, 3617, 4001} ob-
taining the results shown in Figure 13.

By analyzing the results, we can see that a given level
of incompleteness leads to similar performance for the

1000 2000 3000 4000 5000 6000

Field size q

−350

−300

−250

−200

−150

−100

−50

D
FR

(lo
g

2
)

q = 3329

DFR1 = 2−120

DFR3 = 2−136

DFR5 = 2−165

Kyber512, (du, dv) = (10, 4)

Kyber512, (du, dv) = (10, 3)

Kyber768, (du, dv) = (10, 4)

Kyber768, (du, dv) = (10, 3)

Kyber1024, (du, dv) = (11, 5)

Kyber1024, (du, dv) = (10, 5)

Figure 6: DFRs for Kyber with all three security levels for
varying moduli leveraged by incompleteness in NTT with current
and proposed values of (du, dv) depicted by solid and dashed
lines, respectively. The horizontal lines show the DFR targets
for security levels 1, 3 and 5.

multiplication between two arbitrary polynomials, except
for a few moduli (e.g., 2689 and 3457).4 Overall, the (4,8)-
and (5,8)-layers are respectively 40% and 5% slower than
the default (7,8)-layer incomplete NTT chosen by Kyber.
However, (6,8)-layer incomplete NTT-based polynomial
multiplication is 5% faster than the (7,8)-layers. Therefore,
for polynomial multiplication, the (6,8)-layer with either
q = 3329 or 3457 would be a better choice.

However, since Kyber allows sampling one or both
of the input polynomial(s) directly in the NTT domain
(as in Section 4.4), those gains in the standalone poly-
nomial multiplication are not reflected in Kyber’s keypair
generation, encapsulation, and decapsulation operations.
More precisely, we observed that saving at most one
call to NTT and one call to invNTT often could not
supersede the overhead in schoolbook-based base multi-
plication. This difference accumulated over all polynomial
multiplications involved in Kyber’s operations, resulting
in a performance hit of 5%, 8%, and 10% for (6,8)-layer
incomplete NTT-based Kyber512 (Figure 5), Kyber768
(Figure 17), and Kyber1024 (Figure 18).

4. Investigating the reason, we isolated the compiler-generated As-
sembly code for the (6,8)-layer incomplete NTT with q = 2689 and
q = 3457. Both Assembly snippets look identical except for the zeta
table (twiddle factor) values. In addition, we have also inserted some
instruction counters to check how many times each Assembly label block
was being accessed in both cases. Since the observed counter values were
the same for both cases, we concluded that the instruction execution
counts are also equal for both q = 2689 and q = 3457 cases. Hence, this
difference is not being caused by divergences in the compiler outputs.
Instead, it is happening during the code execution.
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6.2. Optimizing DFR and ciphertext size

In this and in the following sections, we use the
security estimate script5 from the Kyber team to evaluate
the impact and new trade-offs that can leverage incom-
pleteness. Figure 6 shows how the value of (du, dv) pair6

affects the decryption failure rate (DFR) when the modu-
lus q (in the X-axis) is changed. Regular values of (du, dv)
are shown in solid lines, while modified values use dashed
lines. We observe that, by decreasing either du or dv while
increasing q, the DFR also decreases. This is relevant
because a low DFR is a common security requirement
for KEMs, which otherwise may be vulnerable to chosen-
ciphertext attacks exploiting decryption failures [45], [46].
Therefore, the lower DFR obtained with an increased
modulus, as enabled through incompleteness, can be ben-
eficial in the design of such algorithms.

Remarkably, there is no clear guidance on how the
DFR target for each security level should be defined.
To allow for some tradeoff margin in our analysis while
keeping the DFR as low as expected by state-of-the-art
lattice schemes, we define DFR targets compatible with
those adopted by Saber [43], another scheme considered
promising by NIST . Concretely, we adopt the DFR targets
DFR1 = 2−120, DFR3 = 2−136, and DFR5 = 2−165, for
the corresponding NIST security levels 1, 3, and 5.

Figure 6 shows that, when we decrease the value of dv
or du by 1 for a given q, the DFR gets higher, following
the dashed lines for all security levels of Kyber. From
the definition, lower du or dv facilitates shorter ciphertext
sizes. This flexibility on the value of q, enabled by our
family of incomplete NTTs, is useful when one desires
to achieve a particular DFR for a specific application
context. For instance, this feature comes in handy if we
need a compressed ciphertext size. We have to lower the
value du or dv. However, as we observed, lowering du
or dv increases the DFR. We can increase the modulus
from 3329 to compensate for that change in DFR and
still support the minimum value of it.

6.3. Proposed parameter sets with new tradeoffs

Figure 7 shows that the proposed family of incom-
plete NTT members contributes new options for the
balance between DFR and ciphertext compression for
all security levels. The key factor of this contribution
is enabling a broader and relaxed set of prime moduli
q = {4001, 3137, 3457} by introducing more incomplete-
ness ℓ = {4, 5, 6}, respectively, than the default selection
with q = 3329 and ℓ = 7. The corresponding new points
are marked in yellow, red, and magenta, respectively, and
the current point is marked in black.

We observe that, for each security level, there are
several new points that fall under the corresponding DFR
target. For instance, in level 1, there are three points of
interest: two providing lower DFR than that of Kyber512
and one providing 4% ciphertext compression. Likewise,
level 3 also has three additional points of interest, with
one of them providing 3% smaller ciphertexts. In contrast,

5. https://github.com/pq-crystals/security-estimates
6. The (du, dv) parameter gives the number of bits into which the

coefficients from the two parts of the ciphertext are compressed.
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Figure 7: New tradeoffs concerning DFRs, ciphertext compres-
sions for Kyber via NTT incompleteness. The plot shows DFR
and ciphertext sizes for pairs of compression parameters (du, dv)
when using different moduli. (ℓ, q) pairs are illustrated in solid
circles with different colors and (du, dv) pairs are annotated in
groups by arrows. The current Kyber setups for all security levels
are marked by second circles. Two vertical dashed lines separate
three regions, and three horizontal dashed lines showcase the
target DFR values of three security levels.

there are multiple interesting possibilities in level 5 below
DFR5 that enable up to 8% shorter ciphertexts when using
ℓ = 4 out of 8 NTT levels. According to the underlying
application requirements (e.g. shorter ciphertexts due to
network latency or very low DFR for security reasons), a
PQC practitioner can choose one of them.

In the specific case of Kyber1024, an interesting trade-
off exists for (du = 10, dv = 7, q = 3457, ℓ = 6): the
DFR remains below the target of 2−165, while ciphertexts
become 4% shorter than the standardized choice. In terms
of performance, this choice of q = 3457 leads to an
overhead of approximately 9% for keypair generation,
encapsulation, and decapsulation (see Figure 18).

6.4. Impact on hybrid key exchange protocols

Transport Layer Security (TLS) is one of the most
widely deployed security protocols for providing authenti-
cation, integrity, and confidentiality between communicat-
ing peers [47]. A key component of the TLS process is the
key exchange, during which the client and server work to
establish a shared secret that enables subsequent encrypted
data exchanges [48]. In TLS 1.3, the key exchange pro-
cess typically relies on the Elliptic-Curve Diffie Hellman
Ephemeral (ECDHE) scheme [48]. Furthermore, a rec-
ommended strategy by Cloudflare, Google, etc. [36]–[38]
for facilitating a gradual transition to quantum-resistant
systems is to begin adopting hybrid schemes [49]. For
instance, in hybrid key exchange, the classical and post-
quantum components are computed separately, and the
final shared secret is obtained by concatenating them [49].
This way, an adversary would need to break both the
classical and post-quantum components to obtain the
shared secret [47]. In particular, the draft standard “draft-
kwiatkowski-tls-ecdhe-mlkem-02” proposes using ECDHE
(either X25519 or secp256r1) in conjunction with the
Kyber768 KEM for the key exchange process in TLS

11

https://github.com/pq-crystals/security-estimates


secp256r1Kyber512 secp384r1Kyber768 secp521r1Kyber1024
0
1
2
3
4
5
6
7

CP
U 

cy
cle

s

1e7

dflt. 0.4%1.5%4.9%

dflt. 0.4%1.6%4.7%

dflt. 0.5%1.7%4.9%(l, q)
(7,3329)
(6,3457)
(5,3137)
(4,4001)

Figure 8: Total CPU cycle counts for hybrid key exchange
operations on the TLS 1.3 client side using various NTT (ℓ, q)
pairs in Kyber. The bottom and top portions of each bar represent
the proportion of the total cycle count attributed to elliptic curve
and Kyber operations, respectively. ‘Dflt.’ denotes the current
standard, and the other percentages indicate additional overhead
compared to the default.

1.3 [50]. The hybrid key exchange process in TLS 1.3 is
illustrated in the call flow diagram in Appendix Figure 14.

To assess the impact of Kyber with varying NTT
incompleteness settings in the context of TLS 1.3 with
hybrid key exchange, we selected the (ℓ, q) pairs from
Figure 7. Kyber instances with different (ℓ, q) pairs were
evaluated in conjunction with the corresponding NIST
curves at the same security level. For the actual exper-
iments, we extended the Cortex-M4 experimental setup
from Section 6, incorporating the NIST curves imple-
mentation from Mbed TLS7. Then, for both the client
and server, we measured the cycle counts of the elliptic
curve and Kyber operations involved in the key exchange
process illustrated in Figure 14. Figure 8, as well as
Figure 15 in Appendix H, show the cycle counts for each
hybrid key exchange scheme, illustrating the effects of
various (ℓ, q) combinations for Kyber on the client and
server sides.

Our experiments indicate that the (ℓ, q) = (6, 3457)
combination leads to a 0.4% average increase in CPU
cycles on the client side and a 0.3% on the server side,
compared to the default (7,3329) setting. For the (5, 3137)
pair, we observed an average increase of 1.5% in CPU
cycles on the client side and 1.1% on the server side.
Lastly, for (4, 4001), the increase is around 4.9% and 3%
for the client and server sides, respectively.

The results indicate that more incompleteness in NTT
causes minimal computation impacts when we build a
hybrid key exchange protocol with a classic counterpart.
In expense of that, the download cost (of ciphertext of the
shared secret) for the TLS 1.3 client is reduced by 4%, 3%,
and 8% with the (ℓ = 4, q = 4001) pair (recap Figure 7)
for 128-, 192-, and 256-bit security, respectively, of the
hybrid scheme. Note that prior work [35] compresses
Kyber ciphertext by only 6%, using a different method
(namely, a 2-dimensional encoding).

More concretely, with (ℓ = 4, q = 4001), and (du =
10, dv = 5), for the kyber1024-based TLS 1.3 hybrid key
exchange, we save 1024 bits, at the cost of an increase
in total time (i.e., both client- and server-side) of 29.43
milliseconds (setting the clock speed of the STM32F4
board of ARM Cortex-M4 at 180MHz). In that case,
the handshake should be faster if the bandwidth of the

7. https://github.com/Mbed-TLS/mbedtls/releases/tag/mbedtls-3.4.0

network system is lower than 1024/29.43 = 34.8 kbps.
Otherwise, the handshake will theoretically be slower,
although the break-even may actually appear at larger
bandwidths due to other practical factors: in networks
with limited maximum transmission unit (MTU), larger
payloads may require a larger number of packets, so our
size reduction would be beneficial; also, noisy networks
usually benefit from smaller payloads, since the probabil-
ity of errors in packets grows with the packet size.

7. Case Study: Amortized Bootstrapping

We analyze the impact of incomplete NTT in a practi-
cal scenario: an FHE amortized bootstrapping algorithm.
This choice is motivated by the growing relevance of
such algorithms in the scientific literature, especially in
recent years [34], [51]–[54]. State-of-the-art schemes,
such as FHEW/TFHE [12], [14], refresh a single (en-
crypted) message per bootstrapping operation. While the
resulting bootstrapping algorithm is relatively fast com-
pared to precedent schemes, other FHE schemes, such
as BGV/BFV [15], [55], support batching techniques.
This means they can amortize the cost of bootstrapping
over multiple packed messages within a single (larger)
ciphertext, achieving higher efficiency. In light of this
observation, some studies have proposed amortized boot-
strapping algorithms for FHEW/TFHE-like schemes aim-
ing to improve their bootstrapping costs.

The algorithm introduced by De Micheli et al. [34]
is an example of such an amortized bootstrapping algo-
rithm. Their proposal packs many messages into a single
ciphertext using a ring structure. Bootstrapping this ring-
based ciphertext then relies on polynomial multiplications,
which can leverage NTT-based algorithms. In fact, [34]
does apply an incomplete NTT to enhance performance,
although their concrete parameter analysis is somewhat
limited. Thus, it becomes natural to consider their algo-
rithm as a case study and systematically explore different
configurations to achieve optimal results. Specifically, we
hereby examine new values for the incompleteness degree
ℓ and modulus q, considering security levels from 128 to
512 bits, and provide detailed performance figures.

Bootstrapping with packed LWE ciphertexts. To better
evaluate our results, it is useful to detail the amortized
bootstrapping algorithm further proposed in [34]. Essen-
tially, it can be divided into three main steps:

1) A packing step: it takes some LWE ciphertexts as in-
put and “packs” them into a single RLWE ciphertext,
denoted as (a,b) ∈ Rq × Rq, where Rq is the dth
cyclotomic ring modulo some prime q.

2) A homomorphic decryption step: at the core of the
bootstrapping procedure, it computes the encryption
of the ring element (a·z+b) ∈ Rq, where a (gadget)
RLWE encryption of the secret key z is known.

3) An extraction step: the LWE ciphertexts are recov-
ered with reduced noise.

We focus on the second step, the homomorphic decryption
step, as we are interested in the homomorphic compu-
tation of the polynomial multiplication a · Enc(z). As
mentioned above, the proposed algorithm uses the notion
of incomplete NTT (called “partial FFT” in [34]) for better
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performance. The polynomial multiplication a·Enc(z) can
then be expressed as

invNTTH
(ℓ,k)(NTT(ℓ,k)(a)

H
⋆ Enc

(
NTT(ℓ,k)(z)

)
),

where
H
⋆ denotes the homomorphic multiplication of ele-

ments in the NTT domain and invNTTH
(ℓ,k) is a homomor-

phic implementation of the invNTT(ℓ,k) operation.
Besides working with the Rq ring, the algorithm also

involves the qth cyclotomic ring modulo some Q > 0, de-
noted by Rreg in [34]. This is the ring used by the so-called
cryptographic registers in the FHEW framework [14]. A
register corresponds to a gadget RLWE (denoted RLWE′)
or RGSW encryption of a monomial Xm ∈ Rreg for
m ∈ Zq. Essentially, using these registers means that
all computations are performed “in the exponent.” By
encrypting values in the exponent, FHEW leverages the
algebraic structure of cyclotomic rings to perform fast
monomial multiplications. This allows for the efficient
implementation of the blind rotation in bootstrapping.

Going back to the polynomial multiplication in step
2, we notice that it uses an incomplete NTT (in the clear)
to obtain NTT(ℓ,k)(a), as well as an inverse homomorphic
incomplete NTT to ultimately obtain a · Enc(z). For the
last component, the bootstrapping key will contain RGSW
registers of NTT(ℓ,k)(z). The resulting output are registers
encoding the coefficients of a·z+b, i.e., RLWE ciphertexts
encrypting X(a·z+b)i where (a · z + b)i denotes the ith
coefficient. We refer to [34] for additional details, in par-
ticular for the homomorphic multiplication which needs
to be adapted to the use of an incomplete NTT (see [34,
Algorithm 2]).

Better bootstrapping performance with alternative
NTT incompleteness settings. To analyze the perfor-
mance of amortized bootstrapping under different settings,
we first recall the core operation used in [34] to esti-
mate its cost: the scalar multiplication by arbitrary ring
elements, which is used as a building block for other
procedures. This operation, denoted as Rreg ⊙ RLWE′

when performed in the registers, multiplies an RLWE′

ciphertext by a ring element r ∈ Rreg. More formally,
⊙ : Rreg × RLWE′ → RLWE is defined as

r⊙RLWE′(m) =

dB−1∑
i=0

ri ·RLWE(vi ·m) = RLWE(r ·m),

RLWE′, in turn, is defined as RLWE′(m) =
(RLWE(v0 · m), · · · ,RLWE(vdB−1 · m)) for a gadget
vector v = (v0, · · · , vdB−1) of length dB and the ring
element r =

∑dB−1
i=0 vi ·ri, which can also be decomposed

using the same gadget vector.
All other operations in the registers used in the al-

gorithm, namely ciphertext-ciphertext multiplication, ring
automorphisms, and scheme-switching, can be described
using the ⊙ multiplication [34, Table 2]. The homomor-
phic invNTT itself relies on such operations and, thus, can
also be described using the ring scalar multiplication ⊙.

Given these considerations, the cost of the algorithm
can be estimated by the number of ⊙ operations performed
per register (e.g., as reported in [34, Table 3]). Once we
have the total ⊙ count for the entire algorithm, its overall
cost (our y-axis in Figure 9) is estimated as follows.
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Figure 9: Theoretical performance – in the order of
(number of ⊙)(1 + dB)(q lg q) – evaluation for the amortized
bootstrapping algorithm from [34]. For each security level
λ = 128, 192, 256, 512, the best performance is achieved with
an incomplete-NTT where ℓ = 6, 8, 8, 7, respectively. We report
each case’s optimal modulus q by the × mark.

First, note that each ⊙ product requires exactly (dB + 1)
NTT operations, where dB is the number of elements in
the gadget vector. Moreover, each NTT operates on a q-
dimensional vector, as we are looking at elements of Rreg,
leading to a total computational complexity of q lg q. Com-
bining these costs, the overall performance of the algo-
rithm can be estimated as (number of ⊙)(1+dB)(q lg q).
This equation reveals the impact of q on the performance
of the bootstrapping algorithm: it shows that adopting a
smaller modulus, as allowed by some incomplete NTT
settings (see Section 4.1), can reduce the costs of this
operation. This is exactly what motivates our analyses
conducted in this section.

When optimizing the overall cost of the bootstrapping
algorithm, some security constraints must be taken into ac-
count. Specifically, for a target security level, the amount
of LWE ciphertexts ϕ(d) that can be securely packed into
an RLWE ciphertext depends on the dth cyclotomic ring
Rq modulo q. Suitable parameters satisfying these security
constraints are determined using an LWE estimator [56].
Considering these constraints, parameters such as the in-
completeness degree ℓ, the length of the gadget dB , and
the radix decomposition of the NTT can then be chosen
to optimize operation count and error growth.

Figure 9 shows the overall costs of bootstrapping for
different incompleteness degrees ℓ and security levels —
192, 256, and 512 are new with respect to [34]. We can
observe that the best performance is always achieved when
an incomplete NTT is used with parameter ℓ = 6, 8, 8, 7
for the security levels λ = 128, 192, 256, 512, respectively.
The smallest (possible) value of q is chosen for each cor-
responding parameter set. We note that a complete NTT
(i.e., ℓ = 10) forces the modulus q = 12, 289 for security
levels 128, 192, and 256, and up to q = 40, 961 for
security level 512. This leads to quite expensive computa-
tions. For λ = 128, 192, 512, the optimal values of q are
3329, 7681, 18433, respectively. This ability to work with
smaller moduli, as well as the significant size gap between
the moduli optimized by incompleteness and those con-
strained by complete-NTT, results in a performance gain
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of 33%, 29% and 42% for security levels λ = 128, 192
and 512. In contrast, for λ = 256, the optimal modulus
remains q = 12,289 even in the incomplete NTT scenario.
Consequently, the performance gain from incompleteness
is less significant, although still at 6%.

For λ = 128, we report in Figure 9 the value of q
for each ℓ to illustrate the best available choice of the
modulus. De Micheli et al. only reported the results for
q = 7681 in [34, Table 6] which matches our number
for this specific value of q. We note that more incom-
pleteness (e.g., ℓ = 1 to 4) leads to an even smaller
modulus q = 2689. However, in these cases, the base
multiplication becomes too expensive to counter-balance
the smaller modulus. Appendix I shows additional plots
for the tradeoffs between the size of q and the number of
scalar multiplications.

Finally, our experimental results shown in Figure 3c
suggest that adopting larger values of n in FHE schemes
(e.g., 1024) may limit the performance improvement ob-
tained from NTT incompleteness. However, this study
demonstrates that an incomplete NTT not only applies to
cleartext computation, which may offer a minor speedup,
but also provides significant advantages in algorithms
where NTT is performed homomorphically.

8. Related work

Many studies in the literature evaluate and optimize
the performance of NTT in resource-constrained devices,
commonly through assembly tricks and software-hardware
co-design [20]–[27]. The PQClean project [44], for ex-
ample, is a repository of highly tested, reliable imple-
mentations in C. The pqm4 project [20] goes even fur-
ther, providing various implementations tailored for the
Cortex-M4, including reference, clean, and highly opti-
mized implementations leveraging assembly instructions
and floating-point registers. Abdulrahman et al. [21] fur-
ther improve efficiency by using a smaller modulus in
Dilithium to enable Fermat transforms, and by applying
Cooley–Tukey butterflies for inverse NTT in both Kyber
and Dilithium.

In the software-hardware co-design front, Abdulrah-
man et al. [21] leveraged floating-point registers to cache
values in the NTT and used asymmetric multiplication
to reduce redundant computations in Kyber. Güneysu et
al. [57] focused on optimizing GLP, BLISS, and Dilithium
by incorporating unrolling and inlining coding strategies
in NTT calls to accelerate the signing procedure. Gre-
conici et al. [58] presented constant-time implementations
of Dilithium, using techniques such as lazy reduction and
signed polynomial representation to prevent underflows
and optimize modular arithmetic. Botros et al. [23] and
Alkim et al. [24] introduced optimizations for Kyber,
such as exploiting DSP instructions, reducing RAM usage
without sacrificing performance, and applying link-time
optimization. They also introduced signed Montgomery
reduction and precomputation of twiddle factors in Mont-
gomery representation to streamline NTT computation.

A few works [28]–[33], similarly to ours, state the
benefits of stopping a few layers earlier than a regular
NTT. However, we could not find any study exploring and
formally defining the whole spectrum of NTT incomplete-

ness or the potential performance gains from adopting a
much smaller modulus in an incomplete setting.

At the same time, one of the main contributions of our
work consists in a method that enables finding the optimal
order of incompleteness, something that was not explored
in the realm of post-quantum cryptography until very
recently [30], [59]. For example, the thesis of Lips [30]
explores optimizations of polynomial multiplication for
embedded platforms, comparing state-of-the-art options
with a focus on regular addition and multiplication costs
as efficiency metrics. The thesis discusses that regular
NTT outperforms these options and states that incomplete
NTT may offer even greater efficiency and adaptability.
However, exploring the full potential of incompleteness,
such as applying Schoolbook at an earlier stage of the
NTT, is left as future work. In contrast, our work explores
the full spectrum of incompleteness following a formal
representation while also including ciphertext compres-
sion as an additional metric in our analysis.

Compared to related studies, our systematic method is
flexible and quite general, so it can be adapted to optimize
polynomial multiplication in a wide range of applications
and platforms. Furthermore, since our proposal is more
fundamental and broad in nature, it can be combined with
most of the prior instances of optimizing assembly-level
and software-hardware co-designs.

9. Concluding remarks

We formally analyzed incompleteness in the number-
theoretic transform (NTT) and demonstrated that (ℓ, k)-
layer incomplete NTTs outperform complete NTT for
polynomial multiplication in a quotient ring, a key op-
eration in lattice-based cryptography. This enhances the
efficiency of PQC and FHE implementations. While prior
works have explored NTT incompleteness, our study pro-
vides the first systematic evaluation across the full pa-
rameter spectrum, identifying optimal values for various
application constraints.

Besides performance enhancement, the introduced in-
completeness in NTT enables a broader and more relaxed
set of prime moduli than complete NTT. With smaller
prime moduli, we observed a significant performance
boost. We thoroughly examined NIST-approved module
lattice-based key encapsulation mechanism (ML-KEM)
Crystals-Kyber to showcase the impact of incompleteness
on performance and proposed new parameter sets, achiev-
ing smaller ciphertext sizes and lower decryption failure
rates (DFR) than the current standard. This comes with a
modest performance hit but becomes negligible compared
to the gains in compressing the size of the secret share
when we assessed the TLS 1.3 hybrid key exchange –
a combination of classical and post-quantum algorithms
deployed by industries.

We also showcased the optimal performance of one
of the state-of-the-art amortized bootstrapping algorithms
for FHEW-style schemes achieved by incompleteness in
NTT, leveraging a smaller modulus that is varied by the
overall security strength of the application. Both of the
case studies will facilitate theoreticians and practitioners
alike to improve performance and explore new tradeoffs
of lattice-based cryptographic applications across different
computing platforms.
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Appendix A.
Data availability

We provide all necessary artifacts – including Python
scripts, C++ source code, and evaluation results for ARM
Cortex-M4 microcontrollers – to reproduce all figures and
tables presented in the main text and appendices. These
resources are available at: https://github.com/smhafiz/
incompleteness in ntts new tradeoffs lattice crypto.git.

Appendix B.
Baseline comparison

Figure 10: Consumed CPU cycles in our C testbed, averaged
over 100 runs, for baseline polynomial multiplication in a quo-
tient ring, PolyMulZ769

2 to PolyMulZ769
128 , for 2 ≤ n ≤ 128.

PolyMul is defined in Definition 4. We observe that when
n ≤ 30, Schoolbook/Karatsuba is more efficient than NTT.

Figure 11: Consumed CPU cycles in our C testbed, averaged
over 100 runs, for baseline polynomial multiplication in a quo-
tient ring, PolyMulZ25601

2 to PolyMulZ25601
512 , for 2 ≤ n ≤ 512.

PolyMul is defined in Definition 4. We observe that when
n ≤ 30, Schoolbook/Karatsuba is more efficient than NTT.

Appendix C.
Preliminaries

This section reviews pertinent properties of cyclotomic
polynomials and how they impact techniques like the Chi-
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nese remainder theorem (CRT) and the number-theoretic
transform (NTT).

C.1. Cyclotomics

For m ≥ 1, let ωm ∈ C be a primitive m-th root of
unity. We can take for example ωm = e

2πi
m . It is clear that

ωm is a generator for the multiplicative group of all mth
roots of unity.

From Number Theory, we know that if ωm is a prim-
itive root of unity, then ωj

m is a primitive root of unity
if and only if GCD(j,m) = 1 or equivalently, j ∈ Z∗

m,
i.e., the multiplicative group of reduced residue classes
modulo m. Thus, the set of all primitive mth roots of the
unit is given by {ωj

m|j ∈ Z∗
m}.

We now take the polynomial Φm(x) =
∏

j∈Z∗
m
(x −

ωj
m), which is a monic polynomial of degree ϕ(m),

where ϕ is the Euler Totient function. This is called the
mth cyclotomic polynomial. Some interesting facts about
the cyclotomic polynomials are that (i) Φm(x) ∈ Z[x],
(ii) Φm(x)|xm − 1 in Z[x], (iii) Φm(x) ∤ xk − 1 in Z[x]
for any k < n, and (iv) Φm(x) is irreducible over Z.

As a special case, if m = 2k+1 for some integer k ≥ 0,
then ϕ(m) = m/2 = 2k and so deg(Φm(x)) = 2k. Since
Φm(x)|xm−1 = (x2k −1)(x2k +1) and deg(Φm(x)) = k
and Φm(x) is irreducible over Z, we must have Φm(x) =

x2k+1 in this case. The following theorem on cyclotomics
and the subsequent corollary provides the basis for why
they are useful in NTT:
Theorem 4. Let p be a prime number such that p ∤ m. Then
Φm(x) = f1(x)f2(x) . . . fℓ(x) in Zp[x], where fi(x) are
irreducible and pairwise relatively prime polynomials in
Zp[x]. Moreover, each fi(x) is of degree d, where d =
ϕ(m)

ℓ and d is the order of p mod m. That is d is the
smallest positive integer such that pd ≡ 1 mod m.

An immediate corollary is the following:
Corollary 7. If p ≡ 1 mod m, then Φm(x) splits into
distinct linear factors modulo p. In this case we will have
Φm(x) =

∏
i∈Z∗

m
(x−ai), where a is a primitive mth root

of unity modulo p.
Example 3. Consider p(x) = x16 + 1, which is the 32nd
cyclotomic polynomial (m = 32). If we take q = 3, then
since 38 ≡ 1 mod 32, we expect x16 +1 to split into two
factors of degree 8 each. Indeed we have

x16 + 1 = (x8 + x4 + 2)(x8 + 2x4 + 2)

in Z3[x].
To find a prime q so that x16 +1 splits completely in

Zq[x], we need to find a prime p such that p ≡ 1 mod 32.
Such a p is 97. Indeed we have

x16 + 1 =(x+ 19)(x+ 20)(x+ 28)(x+ 30)(x+ 34)

(x+ 42)(x+ 45)(x+ 46)(x+ 51)(x+ 52)

(x+ 55)(x+ 63)(x+ 67)

(x+ 69)(x+ 77)(x+ 78)

in Z97[x].
The different ways that cyclotomics can split will

come in handy to determine primes that will lead to a
spectrum of cases of incomplete NTT.

Figure 12: A bird’s-eye view of the proposed method for op-
timizing NTT-based polynomial multiplication through incom-
pleteness and a relaxed moduli set, considering constraints im-
posed by the target application and computing platform.

C.2. Chinese remainder theorem

We recall how the Chinese remainder theorem (CRT)
works for polynomials and how this leads to the NTT. The
following theorem is the main description of the CRT for
polynomials over a finite field:
Theorem 5. Assume that F is a field and let f(x) ∈ F [x]
be a polynomial such that f(x) = f1(x)f2(x) · · · fk(x)
in F [x], where f1, f2, . . . , fk are pairwise coprime poly-
nomials. Then F [x]/(f) ≃ F [x]/(f1) × F [x]/(f2) · · · ×
F [x]/(fk).

The forward direction in the isomorphism given above
is the NTT algorithm, while the reverse direction in the
isomorphism is the inverse NTT. The complete NTT
occurs when all quotient polynomials fi are degree 1
polynomials, i.e., linear polynomials.

Appendix D.
Bird’s eye view

Figure 12 gives an overview of the proposed optimiza-
tion procedure. Our goal is to optimize polynomial multi-
plication in quotient rings based on the target application,
such as PQC or FHE, which may impose constraints
on parameters such as the number of coefficients (n)
and minimum security strength (λ). Furthermore, different
computing platforms have varying computational costs for
modular additions (α) and multiplications (µ). To address
these constraints, we seek a suitable procedure to deter-
mine the best incompleteness level (ℓ) and modulus (q).
This is accomplished by solving Equation 7 in Section 4.3,
which accounts for the constraints imposed by the target
application and computing platform.

Appendix E.
Impact of computing platform costs

TABLE 5: Theoretical polynomial multiplication costs when
µ/α = 1, according to Equations 3 and 4.

n
Complete NTT Incomplete NTT Schoolbook

(ℓ = k) (ℓ = k − 1) (ℓ = k − 2) (ℓ = k − 3) (ℓ = 0)

64 1856 1824 1792 2016 8256
128 4288 4224 4160 4608 32,896
256 9728 9600 9472 10,368 131,328
512 21,760 21,504 21,248 23,040 524,800
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TABLE 6: Theoretical polynomial multiplication costs when
µ/α = 1, according to Equations 3 and 4.

n
Complete NTT Incomplete NTT Schoolbook

(ℓ = k) (ℓ = k − 1) (ℓ = k − 2) (ℓ = k − 3) (ℓ = 0)

64 8192 7872 8128 9792 45,120
128 18,688 18,048 18,560 21,888 180,352
256 41,984 40,704 41,728 48,384 721,152
512 93,184 90,624 92,672 105,984 2,884,096

Appendix F.
Side-channel attacks.

Side-channel attacks exploit leakage from crypto-
graphic implementations, primarily via timing or phys-
ical channels (e.g., power, electromagnetic radiation).
NIST mandates that PQC schemes be resistant to timing-
based side-channel attacks. Therefore, the reference im-
plementation of ML-KEM (Crystals-Kyber) is designed
to be isochronous (constant-time) to prevent timing-
based attacks. Similarly, our implementations are also
isochronous, offering protection against timing attacks.
However, Kyber’s reference implementation does not ad-
dress power or electromagnetic radiation-based physical
side-channel attacks [60], [61], making it susceptible.
This was not required by NIST, as typical defenses like
shuffling and masking significantly slow down perfor-
mance. Our incomplete NTT-based implementations also
do not provide countermeasures against power or EM-
based physical side-channel attacks [62].

Appendix G.
Optimizing performance and modulus: Kyber

Figure 13 showcases CPU cycles spent executing the
incomplete NTT and invNTT in the modified PQClean
reference implementation of Kyber on an ARM Cortex-
M4 for different levels of incompleteness and selected
modulus values. The Y-axis represents the relative over-
head (in percentage) compared to Kyber’s default (7,8)-
layer NTT with q = 3329, marked as a diamond-shaped
blue point with a 0% overhead.
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(a) Incomplete NTT on Kyber testbed.
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(b) Incomplete invNTT on Kyber testbed.

Figure 13: Optimizing performance and modulus for Kyber.

Client Server

Figure 14: Hybrid key exchange process in TLS 1.3: the client
and server’s shared secrets (cssc, csss) are obtained by con-
catenating the corresponding ECDHE and Kyber768 computed
secrets.

Appendix H.
TLS 1.3 hybrid key exchange protocol

secp256r1Kyber512 secp384r1Kyber768 secp521r1Kyber1024
0
1
2
3
4
5
6
7

CP
U 

cy
cle

s

1e7

dflt. 0.3%1.1%3.5%

dflt. 0.3%1.1%3.2%

dflt. 0.2%0.9%2.5%(l, q)
(7,3329)
(6,3457)
(5,3137)
(4,4001)

Figure 15: Total CPU cycle counts for hybrid key exchange
operations on the TLS 1.3 server side using various NTT (ℓ, q)
pairs in Kyber. The bottom portion of each bar represents the
proportion of the total cycle count attributed to EC operations,
while the top portion indicates the proportion of the total cycle
count attributed to Kyber operations. ‘Dflt.’ denotes the current
standard, and the other percentages illustrate additional overhead
than the default.
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Figure 16: Overall theoretical performance, number of ring
multiplication, and optimized choice of modulus q as a function
of the incompleteness parameter ℓ for λ = 192.

Appendix I.
Parameter choices: amortized bootstrapping

In Figure 16, we illustrate the overall performance
of the amortized bootstrapping algorithm from [34] as a
function of the incompleteness degree ℓ along with the
number of scalar ring multiplications and moduli q for
security level λ = 192 (similar figures can be generated
for λ = 128, 256 and λ = 512). The overall performance
is a function of both the modulus q and the number of
ring multiplication. More precisely, the performance is
evaluated as ⊙(1 + dB)q lg q where ⊙ is the number of
R × RLWE multiplications and dB is the gadget size.
As expected, we can see that the more incompleteness
one considers, the smaller the moduli q gets. Indeed, for
ℓ = 10, which corresponds to a complete-NTT, the choice
of q is maximal, i.e., q = 12289. However, as ℓ decreases,
the choice of q can be optimized, and smaller values for
the modulus are possible (for example, q = 7681 for
ℓ = 7, 8 down to q = 4481 for ℓ = 1, 2, 3, 4). Moreover,
the number of ring scalar multiplications R×RLWE also
varies with the degree of incompleteness. We refer to [34]
for the precise analysis of the number of operations in each
step of the algorithm and simply note that the number of
ring multiplications tends to increase as incompleteness
also increases since more operations are needed for the
base multiplication. As already commented in the main
body of the paper, the optimal performance is given for
ℓ = 8, which corresponds to q = 7681 and 98 R×RLWE
multiplications.
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Appendix J.
Benchmarking Kyber768 and Kyber1024
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(a) Kyber768 key pair generation.
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(b) Kyber768 key encapsulation.
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(c) Kyber768 key decapsulation.

Figure 17: CPU cycles spent executing modified PQClean reference implementation of Kyber768 on an ARM Cortex-M4 device
to enable various incompleteness in NTT/invNTT and associated and selected moduli. Along the Y-axis, we present the relative
overhead in percentage of each case compared to the default case, i.e., (7,8)-layer NTT with q = 3329, marked by a diamond-shaped
blue point with a 0% relative overhead.
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(a) Kyber1024 key pair generation.
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(b) Kyber1024 key encapsulation.
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(c) Kyber1024 key decapsulation.

Figure 18: CPU cycles spent executing modified PQClean reference implementation of Kyber1024 on an ARM Cortex-M4 device
to enable various incompleteness in NTT/invNTT and associated and selected moduli. Along the Y-axis, we present the relative
overhead in percentage of each case compared to the default case, i.e., (7,8)-layer NTT with q = 3329, marked by a diamond-shaped
blue point with a 0% relative overhead.
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