Approved for Release: 2015/06/10 C01229684
SECRET/-FNOFORN/ /MR

= EO 13526 1.4(c)<25Yrs

4 July 2005

MEMORANDUM FOR: Ingpector General, CIA

FROM:
Former Deputy Chief y
DCI Counterterrorist Center

SUBJECT : (U) Joint Response to 0IG Report -

“Accountability Regarding Findings and
Conclusions of the Joint Inquiry into
Intelligence Community Activities Before
& After 9/11/2001.”

I. Introduction

1. (U) The following represents the joint response of
17 of the officers cited in the OIG report on accountability
prepared in response to the findings and conclusions of the
Joint Inquiry into the terrorist attacks of 9/11/2001.

° For unexplained reasons the OIG decided at some
point between an earlier draft of its report and
this final version that a number of us were no
longer to be recommended for accountability
boards. We all decided, however, to sign this
joint response because none of us had any insight
into the criteria used by the 0IG to make its
final determination.

2. (U) Although the 0IG’'s evaluation of the Joint
Inquiry’s findings has improved when compared to the
portions of the initial draft we were shown in the December
2004-January 2005 timeframe, largely thanks to the input
from the individuals identified in that report, we still
find this OIG document to be deeply flawed. Unfortunately,
the OIG review has missed an historic opportunity to examine
what worked and did not work well within the IC. Instead,
it has chosen to take a very narrow approach to its mandate
from the Joint Inquiry; an approach that does not attempt to
produce a realistic and comprehensive review of what
happened. In so doing, it abandoned any hope of producing a
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document that would help CIA and the IC improve its ability
to work CT issues in the future.

3. (U) For the sake of completeness and the
historical record, we insist that this joint response, the
13 January 2005 joint response to the earlier 0OIG draft, any
separate responses designated by individual authors, the
August 2001 OIG Inspection report on CTC, and the September
2001 OIG Inspection report on NE Division be made an
official part of this OIG report on 9/11. We believe that
it is essential that these documents be included in order to
provide a complete picture, not just to those who will read
this record in the process of deciding if there will be
accountability boards, but also because it is clear that
"this OIG report may eventually—perhaps sooner rather than
later—be released to the public.

. The release of the Department of Justice IG report
sets a precedent for demands that the CIA also
release the 0IG report that may be difficult to
ignore.

° If these materials are not included as part of the
official report, the only official record will be
what we consider to be a flawed 0OIG report.
Fairness and history demand that we be given some
opportunity to respond.

L The above named documents should also be
referenced in your report so it will be clear to
any reader that they exist.

4. (U) At the same time, the process for commenting
on the OIG report ensures that our responses will be
inadequate. We have never been allowed to retain a working
copy of the report. We have been forced to read and take
notes on what is a lengthy document; a process that makes
responding in detail to the numerous charges difficult.
And, we have not been given significant time or any
resources to try to research many of these accusations.
This response is already significantly beyond the initial
ten days we were allocated to read and respond to a report
that had been years in investigation and preparation.
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Almost without exception, whenever we have been able to
research specific charges or facts raised in the initial and
final OIG reports, we have found serious problems. Although
the OIG had complete access to all lotus notes and cables
from the period under review and draws on them—on a
selective basis—to make its case, we have not had the same
access. We believe we would have been able to present a
more complete picture of our actions/efforts/thinking if we
had equal access to notes, cable traffic, and administrative
documents. '

5. (U) By concentrating its efforts on an attempt to
find individuals to blame, the 0OIG report has ignored the
bigger issues that would have led to an in-depth examination
of our CT analysis and operations and, hopefully, would have
produced recommendations that could have stood the test of
time. At a superficial level, the 0IG reports tells us that
we only need to worry about ensuring that our officers live
up to some ill-defined level of “professional standards” and
surprises will be avoided and the IC will run smoothly.

L The IG in its introduction, for example,
explicitly excludes from consideration an
evaluation of successes—many of which were
achievements of the same officers criticized in
its report. A comparison with what worked well
would have given greater context to the supposed
failures of the CIA and might have led to
improvements in CT analysis and operations in the
future.

] As such, the IG has failed to produce a
comprehensive “lessons learned” that could guide
us in determining what still needs to be changed.

6. (U) The 0IG report also demonstrates a clear lack
of understanding about the policy, resource, and practical
constraints that governed CTC decisions and actions. It
compounds this problem via the selective use of “facts” to
make points that are based on either misunderstanding or a
deliberate attempt to create a case for individual
accountability rather than an unbiased examination of
events.
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7. (U) PFinally, the leadership team in place during
the run-up to 9/11/2001 wants to restate the point raised in
the 1/13/2005 joint response: we were responsible for the
Center’s actions, within the constraints placed upon us by
policy and the resources we had under our control. It is
our belief that to hold more junior officers responsible for
the work environment they found themselves in, and over
which they had no control, would only encourage an
environment of risk-aversion or discourage individuals from
taking on the risky missions.

II. Context

8. (U) We will not attempt to repeat the many
contextual problems we had with the earlier draft, although
some carry through to the final report. We again urge a
close read of our 1/13/2005 joint response, which contains a
detailed response to many of the claims that are either
explicit or implicit in the O0IG final report. There are a
number of issues that do require additional comment,
however, now that we have seen the entire report and
revisions to the earlier OIG draft.

9. (€) Resources. This is a prime example of a topic
that demonstrates how the OIG report either lacks an
understanding about the policy and resource constraints we
faced or how it tries to selectively use “facts” to paint a
negative picture of CTC. The 0OIG report, for example,
gquestions CTC'’s management of available resources. In
particular it claims that we did not spend all the money
available to us despite our repeated requests for additional

funding. As pr of this it cites the fact that there is
currently about e of CTC FYOO0 base funds unspent.
L In reality, on 30 September 2000 there was only

(0.5 percent) in FY00 base funds that was

not obligated. This represented only about 2 days
of spending in CTC.
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What is the discrepancy? We obligate funds
against activities such as field operations, PCS
deployments, contracts, etc. If all the charges
do not come through, the unspent total climbs over
the years until the books are cleared. It is
against provisions of the Anti-Deficiency Act to
obligate or spend more money than we have been
budgeted. Under these circumstances and w1th the
late arrival of Base funds in FYO0O

Sl e giEddBe=, 1t 1s miraculous that we
were as close to spending our entire budget as we
were at the end of FYO0O0.

0IG is well aware from its previous audits that
deobligations of expired one-year tenured budgets
is a long-standing Agency problem and not systemic
to just CTC. To resolve this problem, the Agency
was granted authority to fight the post-9/11 war
on terrorism using two-year tenured budgets. The
Agency did not have two-year tenured budgets until
FY02 and CTC did the best it could within the
constraints of those fiscal realities in FY0O0.

Even the entire e represents only
slightly more than one week of funding at our
average spend rate, and as a percent of our budget
(less than 3 percent) is not significantly
different than the overall DO budget “excess” for
FY00. Not something you can build new initiatives
upon.

The OIG report seems to implicitly say we should
have obligated more money than we had on the
assumption that not all the estimated bills would
come due over the next four years. Not something
we were allowed to do.

(€) Moreover, the 0IG report selectively treats

the fundamental issue of the Center’s financial resources.
One passage in the report asserts that the OIG did not
attempt to reach a conclusion on what overall funding should
have been because of conflicting information on the adequacy
of funding. Despite being unable to comment on resources,
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somehow they seem to be content to misuse budget information
to claim inefficient management of funds. Finally, we would
note FY00 was a very confused year: starting off with cuts,
accelerated spending due to the Millennium Threat, and late

in the year a reserve release and supplemental funding.

U It is clear from the post-9/11 environment that we
were nowhere near the funding level required to
carry out an aggressive CT program. And that the
overall issue is how the USG allocates funds to
cover priority issues. That topic cannot be
adequately addressed without looking at the roles
of Congress and OMB.

11. (@) staffing. Similarly, the OIG report says it
does not assess the sufficiency of personnel in CTC, except
to the extent that it concludes there were not enough
officers with operations experience in UBL Station given the
workload the unit faced. This seems to be an attempt by OIG
to ignore the workload issue that we discussed extensively
in our 13 January 2005 joint response and the IG’'s own
August 2001 inspection report. The focus on operations
experience also seems to be an attempt to divert attention
from the reality of the CTC environment pre-9/11.

° The officers we had working these issues were the
same ones that were responsible for the success
CTC had prior to 9/11 and, in many cases, are the
ones responsible for CTC’s post-9/11 successes
once we had adequate resources, authorities, and
policies. It also ignores the operational
experience of the people in the field who, by-and-
large, were responsible for implementation.

. The 0IG report also seriously downplays the
importance of our effort to homebase more analysts
and operations officers to deepen our expertise
across the board. This process continues through
today and began once CTC was given permission to
homebase officers rather than to rely exclusively
on rotations.
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12. (S=a®) Finally, we are puzzled by the
inconsistency in OIG messages on training, especially with
respect to targeting officers in UBL Station. Several
quotes from the IG’s December 2003 Inspection Report on “The
Future of Target Analysis” will highlight the mixed message
being provided by the OIG. First, the OIG defines target
analysis in a manner consistent with the approach of UBL
Station:

L “There are contending definitions of target
analysis, but for the purposes of this inspection
report, we define it as the application of
analytic techniques to focus collection and covert
action.” And, “These target officers can provide
background information, context, and insight about
which targets should be sought, and how they can
best be pursued.”

13. (Svdi®) The December 2003 report then quotes a
“widely respected senior target officer” to describe the
tradecraft of targeting, indicating that it involves:
driving collection, target marketing, ‘operationalizing’
information, and operational planning. The detailed
discussion included in the report of these last three
characteristics accurately describes the main activities of
UBL Station, which served as a headquarters component that
was driving, marketing, and coordinating field operations.
Instead of highlighting that the UBL Station targeting
effort was doing exactly what its own target analysis
inspection says they should be doing, the 0IG 9/11 report
criticizes them for not having the same operational
experience and training that exists in the field.

o There is no evidence in the 0OIG 9/11 report to
support its assessment that officers highly
trained in the recruitment cycle and street
tradecraft—necessary to run field operations—are
by definition more qualified than targeting
officers to use all-source intelligence to
identify, validate, designate for pursuit, and
coordinate multi-station operations against
targets of interest.

v
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o If the 0IG, nevertheless, believes that operations
training is necessary, we question why they did
not include that recommendation as part of its
9/11 target analysis recommendations in December
2003, or for that matter, make a similar
recommendation in its August 2001 inspection of
CTC.

- The OIG 9/11 report seems to indicate that offices
and officers will be held accountable for having
or providing training that the 0IG itself does not
recommend. In the current environment it will be
difficult to send many targeting officers through

\course

the

14. (&) 8Systemic Problems. The OIG 9/11 report
abdicates any responsibility for examining the role of
systemic issues in the runup to the terrorist attacks.
Without understanding the nature of these systemic issues
assoclated with the Agency and the USG approach to
counterterrorism, we are uncertain how the IG’'s assertion of
lapses on the part of individuals square with the 19
systemic recommendations the OIG says it made to the DDCI in
September 2004 by the 0IG. The memo the 0IG drafted on
systemic issues within the CIA needs to be considered as a
part of the overall 0OIG process. The 0IG 9/11 report
clearly states that such a memo was prepared and forwarded
to the DDCI. None of us have seen this report.

15. (&S+==E) August 2001 OIG Inspection of CTC. This
is perhaps the most perplexing portion of the final OIG
report. The initial draft IG report completely ignored the
0IG’'s own CTC inspection report, delivered just one month
prior to the 9/11 terrorist attacks. As highlighted in our
1/13/2005 joint response, the August 2001 inspection report
speaks of a well-run Center that is suffering from a
stressful work environment, and limited options for dealing
with continued shortfalls. Nowhere in this earlier report
does the 0OIG recommend the Agency take steps to change the
environment in CTC.

8
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° When this report was brought to the O0IG’s
attention in our January 2005 response, it made
major changes to its initial findings in the 9/11
report, but ultimately absolves itself of any
responsibility for its earlier report by
essentially claiming that its inspections process
was superficial, conducting a “lessons learned”
exercise, and changing its methodology.
Nevertheless, the 0IG 9/11 report still cites the
August 2001 report to make points when it suits
its purposes.

° None of this can change the fact that leadership
throughout the Agency has been told to rely on IG
inspections as an aid in improving the management
of their units. We are now being told that was a
mistake and that OIG will do better in the future.
That 1s all very convenient with the benefit of
hindsight, but it seems that no matter what
assertions are made now, these inspections were
supposed to identify problems and make
recommendations for corrections.

° We, in fact, believe the August 2001 report is a
better representation of the environment in CTC
and implicitly the environment inside the Agency
with respect to CT-related issues than is the
flawed 9/11 IG report.

16. (@) The IG seems to be on the horns of a dilemma:
either they have to admit that the problems they are now
citing are only evident with the benefit of hindsight
because they could not detect them at the time, or they have
to admit that they have for years been producing useless
reports and that perhaps they should hold themselves up to
the same standard of accountability—that they did not
perform their jobs with a reasonable level of
professionalism, skill, and diligence and consequently did
not discharge their responsibilities in a satisfactory
manner. At a minimum, if one accepts the current IG
position, the OIG inspection process should be shut down
until the IG can explain its past practices and how it
intends to improve in the future. There is no sense
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spending the resources currently devoted to the inspection
process if it is not providing management with a useful tool
to improve itself that will not be repudiated when
convenient.

ITII. Key Issues

A. Watchlisting & Passing Intelligence to the FBI

17. (S+=a8) Despite our best efforts in our previous
joint response to inform the 0OIG of the procedures
associated with watchlisting, including the fact that the
instructions to the field clearly indicated that it was a
field and not a Headquarters function, the final report
continues to accuse CTC officers of not performing up to the
IG’'s standard. It also accuses the former Chief, CTC of not
upgrading procedures for nominating individuals for
watchlisting. The system and procedures in place and
described in cables to the field did, in fact, produce more
nominations by CIA than from any other government agency and
there is no indication that there was widespread confusion
on responsibilities. With the resources and people
available pre-9/11, it functioned as well as any system
could have operated.

° We have gone into some detail in our 13 January
2005 joint response and will not repeat that
material here, but urge a close read of our
earlier comments.

. It is unclear why the OIG has selectively focused
accountability on a few CTC officers when the
field has primary responsibility and FBI officers
had the information about both men as soon as CTC
learned of it. As the 0IG report points out,
dozens of officers opened and/or read the cable.

° Here as in other places we also must object to the
connotation of some of the passages in the 0IG
report. For example, the report asserts that if
al-Mihdhar and al-Hazmi had been placed on the No-
Fly list there might have been a greater chance of
disrupting the 9/11 plots. It is impossible to
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know the consequences of placing these two
individuals on the watch list earlier or on the
No-Fly list. 1Indeed, the plotters were successful
in dealing with the inability of one member of the
group to get into the United States. Yet the
report seems to want to imply greater impact to
warrant accountability boards.

B. Strategic Analysis

18. (U) The final draft of the 0IG 9/11 report fails
to address the key issue on strategic analysis that we
raised in our 13 January joint response. Fundamentally,
strategic analysis is designed to call policymaker attention
to an important issue. There are no credible indications
that the people that mattered inside the USG did not fully
understand the al-Qa’ida threat. Indeed, if anything, the
9/11 Commission hearings and report clearly indicate that
senior officials in both the Clinton and Bush
administrations understood the threat.

° During the Clinton administration that awareness
was embedded in the covert action authorities
approved by the White House. In public testimony
these officials even claim to have given us far
more authority than an exacting, legal reading of
the Memoranda of Notification would justify.

° The understanding of the threat did not end with
the Clinton administration. One of the officials
who spanned both administrations was Dick Clarke,
the NSC’s senior CT policy officer. Consequently,
there was continuity in Bush administration on
this issue. Additional strategic pieces would not
have advanced the knowledge base of those charged
with making or advocating policy in the NSC.

19. (U) Strategic analysis does not exist in the real
intelligence world for its own sake. Yet given the
certainty that the magnitude of the al-Qa’ida threat was
fully understood in the policy community, the IG still seems
to be telling us that we should have produced more, at the
same time telling us that we also did not produce enough
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current intelligence for the PDB and SEIB. The IG has taken
the usual bureaucratic approach, requiring that more be done
across the board without any recommendation for additional
resources to accomplish this mission and then threatening to
hold people accountable for not being able to be all things
to all people. Unlike the IG’s 9/11 report, at least its
August 2001 inspection report acknowledged that CTC had few
options to meet these conflicting demands and was doing a
good job managing the environment that confronted the
Center.

. That said, although we believe our record is
solid, CTC was not satisfied with the amount of
strategic analysis we were able to complete given
our staffing levels and competing demands for
analytic products. Unlike the OIG report, which
just asserts we should have done more, we were
actively working to increase the resources devoted
to strategic analysis. The former Chief of the
Analysis and Information Group was aggressively
pushing a program to increase staffing and
expertise within AIG. CTC could not control the
speed of the response from the bureaucracy.

20. (U) The OIG criticism of our strategic analysis
is carried to an extreme in the discussion of the production
of intelligence analysis on aircraft as weapons. On this
topic the IG faults CTC for not doing a specific assessment
of this threat. Yet the 9/11 Commission staff in its August
2004 Staff Report on the FAA makes the following statements:
“The FAA was the agency primarily responsible for assessing
intelligence for its relevance specifically to US commercial
aviation.” And also: “Nevertheless, the FAA had indeed
considered the possibility that terrorists would hijack a
plane and use it as a weapon. In the spring of 2001, FAA
intelligence distributed an unclassified CD-ROM presentation
to air carriers and airports, including Logan, Newark, and
Dulles. The presentation cited the possibility that
terrorist might conduct suicide hijacking but stated:
‘fortunately, we have no indication that any group is
currently thinking in that direction.’” The Staff Report
later states: *“However, the FAA’'s security briefings to
airports in the spring of 2001 contained an important
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caveat. It stated that from the hijackers’ perspective, ‘A
domestic hijacking would likely result in a greater number

" of American hostages but would be operationally more
difficult. We don’'t rule it out . . . If, however, the
intent of the hijacker is not to exchange hostages for
prisoners, but to commit suicide in a spectacular explosion,
domestic hijacking would probably be preferable.’” What
should we make of this? A couple of obvious conclusions are
warranted:

° The IG has not dealt with material surfaced by
other inquiries, such as the 9/11 Commission. In
some cases, such as this one, this material should
have a fundamental impact on the IG’'s conclusions.

° The IG is again asking that CTC do something
additional that would only duplicate work that has
already been done by some other element of the
USG, and in this case an organization that had
primacy over the issue. This is particularly
striking during a period of intelligence reform
prompted by the 9/11 Commission report that is
calling for less duplication.

° The possibility that aircraft would be used as
weapons was not enough to generate a real world
response even when explicitly acknowledged because
there was not specific threat information. As the
OIG report notes, there was on average only about
one report per year that dealt with the aircraft
threat out of the thousands of threat reports
received between the mid-1990s and 2001. One more
review by CTC would not have changed the response
by the aviation community. Although it is worth
noting that the former Chief of AIG was in the
process of setting up a unit to look at possible
future terrorist tactics at the time of 9/11.

21. (U) The 0OIG effort to assign accountability to
CTC is also evident in the charge that not enough was done
by CTC on the domestic aspect of the threat. The 9/11
Commission Report clearly indicates: “Taken together, the
two directives (PDD 62 & 63) basically left the Justice
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Department and the FBI in charge at home and left terrorism
abroad to the CIA, the State Department, and other agencies,
under Clarke’s and Berger’s coordinating hand.” On several
occasions the former Chief, CTC asked the FBI for a
comprehensive briefing on the role and activities of al-
Qa’ida in the United States. We never received such a
briefing. Yet now, the IG would hold us responsible for
actions that properly were a different organizations lead,
just as in the case of analysis of aircraft as weapons.

C. Kahlid Shaykh Muhammad (KSM)

22. (S==gE) There is not much more ground to cover
than what we highlighted in our 13 January joint response,
and we urge a close read of our earlier comments. A few key
points, however, are worth emphasizing here:

L The IG claim that we should have come to closure
on the role of KSM sooner than we did is, of
course, driven by hindsight, when everything
becomes much clearer. On top of this, however,
the IG report does not present a credible scenario
as to the implications of our limited
understanding of the role played by KSM. It is
not as if CTC did not capture and render KSM
because we were not able to document his role in
al-Qa’ida beginning in the late 1990s.

° The idea that it was inappropriate to assign KSM
to the Remdieieons—Bwawel rather than to UBL
Station is also perplexing and driven by
hindsight. The IG documents that the FBI
considered KSM an FBI case, not even a joint FBI-
CIA case. There was a warrant out for his arrest.
Rendions—Reameals was assigned the job of
providing support in tracking down and capturing
those individuals wanted in the United States.

The IG report even states that CTC issued hundreds
of requirements cables in its effort to locate KSM
and bring him to justice. These cables often
emphasized the fact that KSM posed a threat and
asked for information about what he was doing and
with whom he was meeting. CTC was working +hke—=
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wendimeomw with the resources available to it under
the policies in place at the time.

e And finally, the internal contradictions in the IG
report are nowhere more evident than when
discussing KSM. The IG wants CTC to add to the
workload of UBL Station by leaving the KSM case
there, at the same time they are complaining that
unit was suffering from a heavy workload and did
not have the experience to carry out operations.

D. Intra-DO Coordination and Cooperation/Liaison
Relationships

23. (Bvmidi®) We will not repeat our earlier comments
from our 13 January joint response, but would like to note
the 21 September 2001 IG Inspection of the Near East
Division to emphasize the correctness of some of our earlier
comments. '

- That report acknowledged the\ \

) In its current report, the IG again ignores its
contemporary inspection of similar or related
issues, and instead chooses to assert that lack of
progress with] ‘was the result of poor
relations between

24. (S-=id¥®) Elsewhere in its NE inspection the IG
implicitly points out the excellent working relationship
between NE and CTC by praising] |Stations

and = RBase. All places that CTC was heavily involved
in funding and working with on the CT target. Given all of
this it seems more likely that the problem with working the
CT target in| ‘had more to do with the

enrirommant thare than with tension between GE%FS%a%éeﬁ{:::::]
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SUBJECT: (U) Joint Response to OIG Report -
“Accountability Regarding Findings and Conclusions
of the Joint Inquiry into Intelligence Activities
Before & After 9/11/2001.~"

) Indeed, the OIG inspection of NE was more
concerned with looking backward to the last
crisis. The only recommendation it made to NE

management was to review its work on H

No recommendations or significant discussion
addressed any of the issues now raised in the O0IG
9/11 report.

E. Intelligence Community

25. (U) The overall discussion of the role of the
Intelligence Community in the OIG’'s 9/11 report is
confusing. When non-CIA elements of the IC refuse to staff
the Community Counterterrorism Board in CTC, the IG asserts
it is CTC or CIA’'s fault, not the fault of the organization
that was supposed to fill the position. At the same time,
when the IC does something good—the OIG report praises the
ADCI/Collection as the manager with the only effective
collection strategy-it implicitly seems to imply that this
was simultaneously a failing of the CIA and CTC. CTC was
working very closely with the ADCI/Collection and saw this
as a successful part of the overall CT effort. There was
certainly no reason to divert scarce resources to duplicate
what was already working.

° Other parts of the 0IG 9/11 report on CTC's
interaction with the IC seem to ignore the 9/11
Commission’s Report and the entire debate over
intelligence reform which highlighted the lack of
control over the IC by the DCI or an entity like
CTC with community responsibilities. It seems odd
to hold individuals accountable for issues that
seemingly required the largest organizational
realignment of the entire IC in
50 yvears to correct.

IV. Unfinished Business

26. (U) A comprehensive and useful report on 9/11
would have included a discussion of broader issues to help
the CIA evolve in a time of intelligence reform. Among the

16
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SUBJECT: (U) Joint Response to 0IG Report -
“Accountability Regarding Findings and Conclusions
of the Joint Inquiry into Intelligence Activities
Before & After 9/11/2001."

difficult topics that have not yet been addressed is how to
deal with surprise and, in particular, surprise attack. The
key questions should have been:

L How can CTC officers, who in the pre-9/11
environment were clearly working the hardest and
the longest on this issue, do things differently
in this period of intelligence reform to reduce
the risk of surprise?

° How do personnel and budgets get allocated when
there are conflicting priorities?

L How do you attract officers to work on high
priority topics such as counterterrorism, if when
the inevitable intelligence surprise comes along
they are going to be held personally accountable?

Acknowledgement Block

(U) Seventeen officers mentioned in the 0IG 9/11
report, including all 16 of the current or former CTC
officers cited by the IG, have signed the above response.
Signatures have been retained separately by the former
DC/CTC in accordance with the approach used in the 0IG
report, which utilizes only the titles of the officers
involved.
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“Accountability Regarding Findings and Conclusions
of the Joint Inquiry into Intelligence Activities
Before & After 9/11/2001.~"

CTC Front Office Statement and Signature Blocks

(U) Finally, the former CTC front office wants to re-
emphasize (as it did in the 1/13/2005 joint response) that
we were responsible for the activities of the Center under
our watch. We believe it is not appropriate for more junior
officers to be held responsible for conditions over which
they had no control. All of the undersigned believe that
the Center admirably discharged its responsibilities given
the constraints under which it was operating. If we were
not always successful, it was not for want of trying or
dedication to the mission. We are proud to have served with
our fellow officers on the front line in the war against
terrorism during this difficult and stressful period. There
was no more expert and determined group of individuals
anywhere than those who labored in anonymity within CTC to
protect our country and our fellow citizens. CTC's
capabilities are clearly demonstrated by the series of
operations and analyses conducted by the Center that set the
stage for the USG response to the 9/11 attacks, and perhaps
more dramatically by the success achieved when previous
restrictions and resource constraints were removed. The
country and we owe a debt of gratitude to those who gave of
themselves before and after 9/11 to fight the terrorists who
plot attacks against America. It was an honor to serve with
them.
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IG-2001-0513
22 August 2001

MEMORANDUM FOR: Deputy Director for Operations
Deputy Director for Intelligence
Chief, Counterterrorist Center

FROM: | |
Acting Inspector General
SUBJECT: (u//2rZHe) Inspection Report of the
DCI Counterterrorist Center
1. (U//&F898) Attached is the final report of our

inspection of the DCI Counterterrorist Center. The three
recommendations are the same as those contained in the draft
report you reviewed. Based on the DDO’'s formal comments we
have changed the text or, in cases where we did not agree,
identified and included the comments (italicized) as part of
the text. I will assume your concurrence unless I hear from
you within 10 days. Please note that the recommendations will
be included in our semiannual report to the DCI.

2. (U/ /2FH0) Please forward to me, within 60 days, a
formal report setting forth the actions taken to implement the
recommendations and/or a timetable for eventual full
implementation.

3. (U/ [aF90) If you have additional observations or
comments about this inspection or any related matters, please
feel free to contact my Acting Deputy, | ; the

Assistant Inspector General for Inspections,

‘ or me.

/signed/

Attachment: As stated
cc: EXDIR (w/att)

DDCI/CM (w/att)

CFO (w/att)

D/CFO/Budget (w/att)

C/ORMS/DO (w/att)
Downgrade to U//&AFHS when
separated from attachment
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SUBJECT: (U//AFY6) Inspection Report of the DCI
Counterterrorist Center

OIG/INS| (20 August 2001)
FILE: TEAMS/CTC2000/ADMIN/A-Final Cover Memo.doc

Distribution:
Original - DDI, DDO, C/CTC (w/att)
- EXDIR (w/att)
- DDCI/CM (w/att)
- CFO (w/att)
- D/CFO/Budget (w/att)
- C/ORMS/DO (w/att)
- IG Subject File/CTC2000 (w/att)
- IG Chrono (w/o att)
- AIG Chrono (w/o att)
AIG[  (w/att)
—[DAId]w/att)
- File Copy (w/att)
- Compliance Review (w/att)
- C/P&P/0OIG (w/att)
-~ AIG (w/att)
- AIG (w/att)
- Team Leader/CTC2000 (w/att)
- Team File/CTC2000 (w/o att)
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(U) EXECUTIVE HIGHLIGHTS

(& The DCI Counterterrorist Center (CTC) is a well-
managed component that successfully carries out the
Agency’s counterterrorist responsibilities to collect and
analyze intelligence on international terrorism and to
undermine the capabilities of terrorist groups. CTC fulfills
inter-Agency responsibilities for the DCI by coordinating
national intelligence, providing warning, and promoting the
effective use of Intelligence Community resources on
terrorism issues. The Center has made progress on
problems identified at the time of the last inspection in
1994—specifically its professional relationship with the
Federal Bureau of Investigation. Indeed, since 1994, the
Center has broadened and deepened its operational
partnerships with other US Government organizations
working the terrorist target through an increased exchange
of personnel and information.

) CTC owes its success to a number of factors.

e CTC employees clearly understand their mission and
believe their work is vital to saving American lives. This
sense of mission and belief in its importance and its
success have helped to create what customers, partners,
and CTC employees describe as a highly dedicated and
motivated workforce which produces quality work.

e CTC’s resources have steadily increased over the last five
years, with personnel growing by 74 percent during that
period and the budget morejthan doubling. The Center’s
comparatively favorable resource situation allows it not
only to expand its own programs but also to support
operations against terrorists and liaison relationships that
DO area divisions otherwise could not fund. The OIG
cautions, however, that, in recent years, most of the
increase in CTC’s budget has come in the form of
supplemental funding, which is unpredictable.
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o Center employees have earned strong customer support.
Customers describe CTC as the leading source of
expertise on terrorism, responsive to requirements, and a
community facilitator.

e Customers, partners, senior Agency managers, and
Center employees credit the strong front office
management team with articulating a clear vision and
strategy and implementing an effective program against
a difficult target.

& Although CTC received generally positive
reviews, customers did identify some gaps. Military and
diplomatic security customers are seeking detailed
information on the plans and intentions of key terrorist
groups and timely warning of terrorist attacks with specifics
on target, date, and place. Customers are concerned that not
enough work to provide context for policy decisions is
getting done because reports officers are under pressure to
disseminate threat reporting quickly, and analysts have time
only to focus on crises or other short-term demands. Some
consumers worry that Center analysts do not have the time
to spot trends or to knit together the threads from the flood
of information.

(SAANE) After reviewing the Center’s capabilities,
current management is trying to increase collection of
actionable information—the reporting gap identified by
consumers. The senior management team determined that
to be successful against key targets requires an operational
strategy that places an increased emphasis on recruitment
and penetration of key terrorist organizations by traditional
clandestine methods—unilateral operations. A key element

of this strategy is|

This includes some shifting of personnel from stations that
| . |generally have less
| | Although the program to implement
the new strategy is in its early stages—implementation
began in late 1999—CTC statistics suggest that it is having
some success. The impact on| of the

strategy shift at this early stage has been difficult to assess.
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(877NF Although CTC has increased its emphasis
on unilateral operations, a key component of the center’s
operational effort is| |

| |
| lenhancing the relationship with foreign
liaison services so that they become active partnerq

| | The program has
provided a number of benefits, but the ambitious effort to
enlarge the program without a clearly documented and
articulated plan risks the continuity of this strategy beyond
the tenure of the current management team. Therefore, we
recommend that CTC develop a written strategy for the
| |program to include, but not necessarily be limited to:
a discussion of criterial - , a five-year
resource projection showing both personnel and funds
required, a plan for improving responsiveness to operational
correspondence |and continued increased
counterintelligence scrutinyl | ‘

&) CTC management faces additional challenges in
fulfilling its mission: recruiting and retaining a skilled
workforce, managing demands and crises to guard against
burnout and to allow more strategic work, and coordinating
and communicating internally and externally. Many of
these challenges result from the complex, shifting, and high-
profile nature of the target and from customer expectations
that allow little room for error. Center managers are aware
of and focused on most of these issues.

& Workforce. The Center has had difficulty
attracting and retaining a sufficient cadre of trained,
experienced officers required for the new operational
strategy, expanded|  program, and strategic analysis.
CTC’s customers, partners, and managers have identified
some areas of inexperience among both operations and
analytic officers. The Center has made a concerted effort to
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attract and retain talented officers—largely through home-
basing. A number of CTC managers and officers pointed to
career development deficiencies that may dissuade talented
officers from choosing the Center for a career, however.
Analysts, for example, expressed concerns about career
guidance and training and ill-defined career paths. They
characterized the ceiling on the overall number of DI officers
in the Center as a policy that has had a negative impact on
CTC’s ability to attract and retain analysts. Center
operations officers also were uneasy about career planning
and advancement opportunities. CTC management
described several developmental issues that they are starting
to address, but the OIG recommends a more systematic
approach to include detailed, written career guidance for
each discrete CTC home-based occupation.

(&) Stressful Work Environment. Center employees
frequently operate in a state of crisis—resulting from a series
of terrorist incidents and multiple known threats—and
amidst strong demands from policymakers and Agency
senior managers. Moreover, a substantial proportion of CTC
personnel believe that their work unit does not have
sufficient personnel to accomplish the mission. This
combination leads to employee burnout and leaves little
time for strategic reflection on both analysis and
operations—potentially leading to missed opportunities.
Employees told us that they deal with this situation by
working extra hours and frequently they have time for only
the most essential tasks. Center officers noted that
management is sensitive to this issue. Without more
personnel, however, the OIG accepts that CTC has limited
options to deal with this work environment; the center is
nearly fully staffed and crises are part of the nature of the
target.

&ANE) CTC also must cope with information
overload, frequently resulting from successful operations
against terrorist cells. Most Center interviewees who had an
opinion gave mixed reviews of CTC’s ability to effectively
exploit the data the Center collects. They generally believed
that the Center does its best to scope, scan, and prioritize
information for immediate action. Some officers
acknowledged, however, that the demands placed on CTC
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do not allow it to exploit all the information it collects. Asa
consequence, the risk exists that a potential warning will go
unidentified. Once again, the OIG recognizes that CTC has
limited options in dealing with this issue, but some
efficiencies could be gained with the Language Exploitation
Branch—the unit that bears primary responsibility for
translating clandestinely acquired foreign language
materials. Specifically, we recommend that CTC develop a
plan for the Language Exploitation Branch to address
workflow and morale issues.

() Communication and Coordination. The Center
brings an Agency focus to an important transnational target,
requiring close cooperation with units in all directorates,
particularly the area divisions in the DO. Interviews of area
division and station officers indicated a need for closer
communication and coordination. Such interaction is critical
because CTC is the repository of counterterrorist funds, and
changing priorities and strategies can lead to abrupt shifts in
resources provided to the area divisions and field stations on
which CTC depends to conduct much of its operational
business. The OIG suggests that CTC management find
opportunities to engage in a more active dialogue with DO
area division management and ensure a dialogue with
affected field stations to minimize potential fallout.
Similarly, we found that CTC was not taking full advantage
of resources available in the DI. The Center could increase
the effectiveness of its analytic resources and gain more
regional expertise by fostering stronger relationships with DI
regional offices.

¢&) While CTC employees were generally pleased
with front office managers, a number of the interviewees,
who commented on their management style, acknowledged
that Center personnel saw little of the chief and deputies.
They noted that in the fast-paced and stressful work
environment, employees desired simple affirmation of a job
well done from their managers. Almost all the interviewees
recognized the increasing demands placed on the Center’s
senior management by external and internal customers, as
well as the logistical challenges presented by a large
workforce| |
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Nevertheless, the OIG encourages all front office managers
to make interaction with center personnel a higher priority.
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(U) INTRODUCTION

8 The DCI Counterterrorist Center (CTC) was
formed in 1986 as a result of perceptions that terrorist
incidents were increasing and that CIA’s counterterrorist
efforts required focus (see figure 1). CTC operates under the
Director of Central Intelligence (DCI) but resides in the
Directorate of Operations (DO) for administrative purposes.
It performs the counterterrorist responsibilities that
Presidential Decision Directives/NSC-39 and -62 assign to
the Agency. The Center oversees a comprehensive
counterterrorist operations program to collect intelligence on
and minimize the capabilities of international terrorist
groups and state sponsors and produces all-source analysis
on international terrorism. This Center brings an Agency
and Community focus to a Tier One transnational target and
has received steadily increasing resources to address this
issue (see figure 2). The nature of the target and the breadth
of the Center’s scope requires CTC to cooperate closely with
units in all four directorates, particularly the area divisions
in the DO." CTC fulfills inter-Agency responsibilities for the
DCI by coordinating national intelligence, providing
warning, and promoting the effective use of Intelligence
Community resources on terrorism issues.

' (&) Presidential Decision Directive NSC-35 ranks counterterrorism as a Tier One objective.
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Figure 2

(U) CTC operates in a challenging environment in
which the target has become more complex and the potential
consequences of terrorist attacks more deadly than in
previous decades. Terrorists are growing less dependent on
state sponsorship and instead are forming loose,
transnational affiliations based on ideology or theology.
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Originally organized into groups, terrorist organizations
have become decentralized. Their funding and logistical
networks cross borders, and they make use of widely
available technology to communicate quickly and securely.
As a result of these trends, terrorists are difficult to detect
and track, and traditional tools to counter them—diplomatic
activities, economic sanctions, and military actions—are less
effective.
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(U) CTC AND THE DO

() CTC management’s operational focus is to
develop a stronger unilateral effort to penetrate terrorist
organizations in key areas, maintain strong foreign liaison
relationships, and build on the |

| )program. While CTC gets generally good
reviews from field stations and area divisions, better
coordination on strategy and operations could improve
these relationships and the effectiveness of the Center.

(U) Operations to Counter Terrorism

(54 CTC has had some recent notable successes
in preempting and thwarting terrorists’ plans. The Center
employs a number of tactics, including recruitments,
penetrations, disruptions, and renditions.’

¢ Millennium Threat. In collaboration with US law
enforcement and foreign intelligence and law
enforcement agencies, CTC orchestrated a global effort
against Usama Bin Ladin| |

e Disruption oﬁ }
S In the second half of 2000, CTC, working with
multiple stations and services, identifie operatives
and detained or arrested| |terrorists. This disruption
prevented attacks against US interests, according to CTC.

. | | In late 2000, CTC worked with its
DO and foreign partners to identify and disrupt a

J -

*(U/ /fA4186) A rendition is the detention of a suspect for whom a legal warrant has been issued
and who is turned over to a legal authority after seizure.
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EALANE The current CTC senior management team
determined that success against key targets, such as Usama
Bin Laden, | required increased
emphasis on recruitment and penetration of key terrorist
organizations by traditional clandestine methods—unilateral
operations. At the time of the program review by current
CTC management, |

| 'which Center managers
judged left CTC on the defensive and reactive to threats.
They noted that unilateral operations would augment what
they viewed as effective disruption and rendition programs.

A key element of the strategy was

/Center management increased

the number of overseas positions and shifted some officers
from stations| and
generally have less potential for payoff (see figure 3).
Cooperation with key liaison services would be maintained,
but CTC management was seeking the right balance
between unilateral and liaison operations.
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Figure 3

CTC Overseas Position Shifts
FY 2000-2002*

NEW

“POSITIONS | ~  NEW
CuT . POSITIONS
L TO BE ADDED

In alphabetical |

order:

() CTC management recognized that this strategy
would require new personnel policies.

e To increase the number of operations officers available to
serve overseas, CTC plans to home-base| |
officers from each Clandestine Service Trainees (CST)
graduating class; CTC received  Dofficers from the
December 2000 class. The Center began home-basing DO
officers below GS-13 in 1999, which allows it to receive
new CSTs. Moreover, CTC management launched a
direct hiring campaign to employ officers with special
skills: native fluency in languages, such as Farsi and
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Arabic; military backgrounds; and advanced degrees. A
senior CTC manager said that the campaign had been
successful in bringing onboard ~ |hires but that
many applicants with the desired ethnic background
could not pass the security process.

e The Center developed a counterterrorist-focused
operations course specifically tailored for officers
undertaking CTC activities in the field.

{S§/NF) In addition, CTC realized the need to
communicate its new operational strategy to DO
Headquarters and the field. Beginning in October 1999, a
series of cables and briefings explained the strategy,
including the need to realign personnel and budgetary

resources.\ ‘
field officers interviewed were familiar with CTC’s new
operational strategy.
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SAANE Although the new program focusing on
unilateral operations is in its early stages—implementation
began in late 1999—CTC statistics suggest that it is having
some success. Recruitment pitches increased H

J L suggesting a more aggressive operational posture.

(S/ANF) Station managers primarily supported the
strategy, although the majority also expressed caution.

(S7NF)|

SECRET/7NOFORNY /X1 8 August 2001

Approved for Release: 2015/06/10 C01525482




Approved for Release: 2015/06/10 C01525482
DCI Counterterrorist Center SECREFTAANOFORN/ /X1

() As CTC continues to implement its new strategy
and as priorities inevitably shift, further divides between the
agenda of the Center and divisions are likely to occur, with
possible long-term implications| |

‘ ‘Although CTC warned of resource
implications, the actual cuts and shifts appear to have come
as a surprise to those in the field, based on interview data. A
senior CTC manager said that the Center does discuss the
resource implications with affected stations—although
generally after the decision has been made—and in some
cases Center management has reversed decisions as a result
of this dialogue. The OIG suggests that CTC management
find opportunities to engage in a more active dialogue
with DO area division management and ensure a dialogue
with affected field stations to minimize potential fallout.

S The Program

(5/AANF) Another key element of CTC’s operational
effort is its |
| which focuses on The program
began in 1998 and was modeled on the successtul

Sﬁ‘
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(677NF) The primary goal of the program is to
enhance‘
EAANE) The program has provided a number

of benefits. It has proved successful in

(S/ANE) Program Strategy. Although CTC senior
management told us that it has a  |program strategy, it
has not yet been documented or articulated to ensure
continuity of this strategy beyond the tenure of the current
management team.

e This lack of written documentation criteria for
establishinDcan lead to decisions that are viewed
as inconsistent, according to interviewees.

e This lack of a documented approach can lead to
inadequate communication among all pertinent parties,
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including area divisions, stations% ‘
| For example, a field manager described
problems and delays in the establishment of a

(SAANE) Interviewees, including program managers,
commented on the need for clearly articulated program
guidance that is rigorous and transparent. At the same time,
this guidance needs to remain flexible so that a  is
established when it is the best tool to use against the
counterterrorist target} ‘

| | CTC management has shown
flexibility to date. |

¢5) DDO Comment: “The discussion of Emakes too much of
the fact that there is limited written guidance on the program
strategy. The lack of a written document does not equate to a ‘lack
of systematic approach’... That said, formalizing the guidance on

an be a useful exercise, and we will pursue that
recommendation.”

. € Program Management. | |Branchhasa
clear role in establishing and providing ongoing logistical
support| - | Branch personnel receive
high marks from field officers, despite the fact that the unit
is at less than half strength and experienced nearly
100 percent turnover in FY 2000. If the  program
expands rapidly—as planned—this will tax already strained
employees, and CTC will need to ensure an adequate staff.

{8) Operational guidance, however, has been more
problematic. Field personnel had a difficult time identifying
a focal point on operational matters, resulting in a
perception of inconsistent, contradictory, or inadequate
guidance from CTC. |
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£8) The on-site program manager position is
demanding and complex. We found that some of the |
program managers were overworked and, in some cases,
had additional duties. In one instance, the program
manager put in at least 40 hours overtime per pay period.
The administrative duties can be burdensome and can
distract the manager from guiding
Distractions can be damaging |

£5) Program managers bear heavy responsibility for a
success, and CTC management is now giving greater

attention to qualifications. The Center has recognized that

experienced operations officers are needed t

| and run operations. Some program
and station managers also stress that language proficiency is
a necessity in most areas.

(SAANE) | |
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(S FINDINGS

. have helped focus on the

counterterrorist target,f —‘

e CTC’s plan to double the number oi f realized, will
require start-up money fo nits and operations and
maintenance money fo nits, plus an increased

support structure at Headquarters.

e CTC has no written formal plan or established criteria for the
creation of

e Program managers who work a number of different terrorist
targets find it difficult to deal with each of the CTC
components responsible for the different targets.

e Program managers frequently are burdened with additional
responsibilities or heavy administrative duties that distract
them from guidinéj

(S) RECOMMENDATION #1 (For C/CTC): That CTC
develop a written strategy for the program. The strategy
should include, but not necessarily be limited to: a discussion of
criteria for establishing ~ |a five-year resource projection
showing both personnel and funds required for established and
planned Eand the Headquarters" L plan
clarifyine points of contact and responsibilities for operational
matters,

(U) CTC Relations with DO Stations

() About two-thirds of field officers interviewed
praised CTC for the assistance it provides, especially during
high visibility events.

August 2001
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Stations were particularly pleased that the Center’s
financial assistance allows them to conduct operations
against terrorists and maintain programs to develop

| i 'which their
home divisions could not fund (see figure 4).

Usama Bin Laden (UBL) Station was frequently singled
out for its exceptional support. Field officers described
the assistance as “excellent,” “timely,” “forward
leaning,” and “substantive.” One manager marveled at
UBL Station’s ability to respond immediately during fast
moving situations.

Station personnel consistently appreciated analysis and
background information provided by CTC, particularly
since holdings in the field are so limited. When supplied
in a timely fashion, the information fostered deeper
cooperation |

Stations visited by the team highly valued thez

training provided by CTC Training Branch, especially the
course;](Z

]

Station officers praised CTC employees who traveled
overseas to brief and discuss counterterrorist issues.
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Figure 4

CTC FUNDING TO OTHER DO DIVISIONS
FY 2000*

This chart is classified-SEERET

5 The remaining one-third of field interviewees
noted some shortcomings, ranging from fairly isolated
incidents to broader concerns. Some stations in

[ claim to have had to delay operations because of
poor coordination over the
source of funding. A more frequent complaint was slow or
missing responses to cable traffic| |

| | Most interviewees were quick to point out that CTC
was usually responsive to urgent requests, but routine
queries sometimes fell through the cracks. They usually
attributed this to an overworked staff that was busy putting
out fires. Nevertheless, some reported that slow or
inadequate responses put an extra burden on the station] |

f \ ‘

A A number of field officers and managers
voiced frustration that CTC’s operational advice is
sometimes “off the mark” and shows a lack of sound
jiudgment or inexperience in dealing with‘ ‘
‘ ‘From their view these
operational lapses—though infrequent—tend to mar the
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important cooperative and mutually supportive relationship
with the area divisions and stations. Interviewees and
partner/customer survey respondents noted that these
miscues foster the perception that CTC at times does not
show an appreciation for the negative impact |

of some of its proposals. Comments from several
DO field managers echoed the wording of the recent IG

inspection report on }hat CTC is not
always sensitive to “the difficulties they face in balancing
broader, long-term with short-term,

changing requirements inherent in counterterrorism
collection operations.” They cited several examples of
instances in which actions proposed by CTC could have
jeopardized and Agency credibility.

€5) A survey of Headquarters customers and partners
mirrors the field response. Seventy percent of DO
respondents were satisfied with their interaction with CTC,
and 78 percent rated the overall quality of the work
relationship as good or excellent. Thirty-four percent of the
DO respondents, however, had specific criticisms to offer.
When asked how CTC could be more responsive to
customer / partner needs, survey respondents most
frequently commented that the Center needed better
coordination of operations and a better understanding of
station equities‘
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(U) Collection and Reporting

&) Counterterrorism has high priority, and, at
several stations, this objective is a primary driver of station
operations.| |

\ | This emphasis, as
well as resources directed at the target, has paid dividends
in terms of the number and quality of disseminated reports.
According to CTC statistics, the number of disseminated
reports has risen steadily since 1997 (see figure 5). In
addition, the quality of reports has improved, with
48 percent of the reports graded “good” or above in 1999 as
compared to 44 percent the previous year." No figures for
grades in 2000 were available.

Figure 5

CT Reporting Trends

1998 1999 2000

1997

This chart is classified SECRET/NOFORN

© |

‘48 The DO assigns one of five grades—outstanding, excellent, good, satisfactory, or
unsatisfactory—or a more neutral designation—not graded—to its reports. Grades are based on
each report’s relevance to national or security interests, impact on US policy, and
authoritativeness.
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Figure 6

This chart is classified SEERETHNOFORN

(S/ANE) Despite the positive reporting trends, CTC
management and customers identified some reporting gaps,
including the plans and intentions of key terrorist groups
and timely warning of terrorist attacks with specifics on
target, time, and place. In particular, military customers and
some embassy officials stated the need for detailed, less
generic information on planned attacks. CTC managers note
that the emphasis on the| strategy is
designed to close these gaps and provide the more
predictive reporting demanded by their consumers.
Nevertheless, the nature of the target will limit the Center’s
ability to collect timely warning of time, place, and target of
attacks. While supporting this effort, a senior Agency
manager warned that these operations require long-term
commitment and discipline, which can be difficult to
maintain in the current atmosphere, which rewards instant
results.

(57NF) Senior Agency officers were adamant that
the Center had no choice but to follow the “zero threshold”
approach for threat reporting—all threat information is
disseminated quickly—leaving customers thirsting for more
context and analysis. Threat reporting constituted
12 percent of all reports CTC disseminated in 2000. Almost
all customers interviewed recognized this approach as a
“necessary evil” in the counterterrorist field, but some senior
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customers, particularly from the military, complained that
threat reporting was difficult to act upon if it did not include
enough context to judge the reliability. One senior military
officer explained that it was especially frustrating because
reporting from CTC “carries tremendous weight.” Given the
level of activity and limited resources, however, CTC’s
cannot provide
both timeliness and context to each and every report. Asa
result, the Center engages in a delicate balancing act
between the risk of losing credibility—a concern frequently
voiced by field managers and officers—and unacceptable
delays.

42y Overall, Washington and field customers,
managers, and officers giveﬁhigh marks for rapid
dissemination and reaction. The group accomplishes this
mission despite being chronically understaffed, and many
customers and partners credited this record to the dedication
of the reports officers. The majority of field managers and
officers were satisfied with the feedback they received on
their terrorist-related reporting. Accessions lists—
containing grades and comments on disseminated reports—
are the primary source of much of the feedback.

provides grades and comments on counterterrorist reports
to the area division reports officers who are responsible for
sending feedback on all station reporting to the field. Two-
thirds of field managers and officers interviewed rated the
feedback as adequate to good; those from stations working
high interest targets tended to be better satisfied.

(U) Counterintelligence and Security

(/) CTC in the last year has effectively
established a robust CI element, which is aggressively

addressing defensive and offensive Cl issues. |
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(U) CTC’S ANALYSIS

& CTC provides tactical and strategic analysis to the
policy, intelligence, and law enforcement communities, as
well as support to operational targeting and planning.
Customers, partners, and Assessments and Information
Group (AIG) analysts were generally satisfied with the
Center’s tactical analysis, but reviews were more mixed on
strategic analysis, with some interviewees identifying gaps
in long-term research and analytical depth.

(U) The Role of Analysis

& CTC has had an analytic component since its
inception in 1986 as Agency management saw a need to
centralize terrorism analysis. AIG is the Center’s primary
source of analysis, and, like the rest of CTC, has undergone
growth and reorganization, particularly in the last three
years.” AIG has expanded from two regional branches
focusing on the Middle East and the “rest of the world,” to
five branches, with increased focus on Usama Bin Ladin’s
network and the threat from weapons of mass destruction.
Despite these increases, the group remains a relatively small
part of the Center, accounting for only 14 percent of staff
officers or only 7 percent of the total CTC workforce.

&> AIG’s small size belies the critical role it plays in
meeting the CTC mission. Analysts in AIG have a
multidimensional mission that ranges from production of
traditional Directorate of Intelligence (DI) current and
longer-term analytic products to CTC-unique warning items
in support of operational planning and liaison relations (see
figure 7). This mission is made even more complicated by
the strong demand from policymakers for support in the
form of briefings, specialized products, and twice-weekly
community video teleconferences, as well as by frequent
briefings to Agency senior managers and Congressional

*42) In addition to AIG officersDTC employees, who work in the Center’s two operations
groups, are in the analytic career service—CTC/DI.
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testimony. Interviewees from this group characterized their
customer base as broad, high-level, and demanding.
Moreover, AIG analysts devote a significant amount of
time—interviewees estimated between 30 and 50 percent—
to counterterrorism operations support, working closely
with their colleagues in thé |operations groups on
targeting and planning aimed at penetrations, recruitments,
renditions, and disruptions.

Figure 7

CTC Analytical Products for FY 2000 G Ad hoe
@ Briefings

OCurrent intelligence
OTerrorism Review highlights
O Terrorism Review articles
Country Threat Assessments
B Commentaries

B Intelligence Reports

H Community Assessments

B Community Advisories

This chart is classified SECREF

{6 Although analysts and managers consistently
described their mission as a blend of analytic production and
support to policymakers and involvement in operational
planning, a number of interviewees expressed concern about
unclear priorities among the competing demands on
analysts’ time. AIG interviewees most frequently cited lack
of direction or conflicting signals as the biggest obstacle to
accomplishing the mission. In an environment in which
there is a general perception that analysts are pressed for
time, they expressed the expectation that management
would set clear priorities for them. AIG management was
viewed as vacillating between its commitment to support
operations and the more traditional DI analytic functions.

As one analyst put it, “we are told the DCI and Deputy
Director for Intelligence (DDI) want more analytic think
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pieces but management has not explained what that means.”
Others pointed out that AIG starts each year with good
intentions of doing more long-term research, only to have
those plans scrapped by inevitable crises and short-term
demands. Nevertheless, some of the more senior analysts
cited their disappointment at perceptions that management
was attempting to emphasize long-term research at the
expense of support to operations because they had been
attracted to CTC by the opportunity to undertake
nontraditional analysis. They expressed concern that the
blend of support to operations and analysis that
characterizes the “Center” concept was declining in CTC.

(U) Customer Reaction

S Policy-level customers generally valued CTC
analysis. Consumers most appreciated it when the analysis
provided the needed context for decisionmaking. A senior
Department of State officer, for example, appreciates the
community video teleconferences—in which CTC usually
takes the lead—because it affords him the opportunity to
have a dialogue with analysts who have expertise and are
familiar with intelligence report sourcing. A National
Security Council (NSC) official said he rated most highly
short, finished products that provided background
information. An ambassador was effusive in his praise for
the quality of analytic products on a major terrorist group;
these products helped prepare him for his posting.

White House
President

National Secu
NSC
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«€y Customers were concerned that not enough work
to provide context for policy decisions was getting done
because analysts focus on crises or other short-term
demands. A senior military customer asked for more
predictive analysis from CTC with clearer implications
because he may need to act to protect deployed forces based
on information provided by the Center. Other military
interviewees worried that Center analysts do not have the
time to spot trends or to knit together the threads given the
flood of information.

£ The consensus from AIG’s operational
counterparts in CTC is that analyst support to operations
planning continues to be one of the strengths of the Center.
Several of the managers from the operations groups stressed
the importance of close cooperation and continue to seek
avenues to strengthen the relationship. Moreover, two-
thirds of the analysts interviewed could cite examples of
contributions they made to operations planning.

42> AIG officers received mixed reviews on analytic
depth and expertise from both their military customers and
DI counterparts. Symbolizing this dichotomy of opinion, DI
respondents to the OIG survey of CTC partners and
customers identified staff expertise as both AIG’s leading
strength and an area in need of improvement. AIG
employees represent a wide range of experience, but the
group is slightly more junior than the DI average. A senior
DI manager noted that the relative inexperience of AIG
analysts shows. A primary theme in the comments that DI
counterparts attached to the OIG survey was inexperience
and lack of expertise, which sometimes resulted in weak
assessments or questionable conclusions. A senior customer
cited two examples of inexperienced analysts being poorly
prepared to brief senior policymakers. More experienced
analysts and managers were singled out for favorable
reviews from several policymakers.
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(U) Analytic Concerns

&) AIG analysts acknowledge that the constant state
of crisis and strong demand from policymakers and Agency
seniors limit their ability to conduct strategic research and
develop in-depth expertise. The lack of time to undertake
warning and predictive analysis was one of the most
frequent concerns voiced by analysts we interviewed. Such
analysis, they noted, could enable them to predict terrorists’
patterns of behavior or operational practices to allow the
Center’s operational components “to get ahead of the
target.”

«&) This concern is neither new nor unique to CTC.
Following the bombings of the US embassies in Africa, CTC
management commissioned the DI's

\ \staff to review the Center’s
finished intelligence on Usama Bin Ladin and to suggest
tradecraftimprovements] ~ acknowledged that the
finished intelligence revealed “significant strides in
intelligence reporting, analysis, and the application of
tradecraft principles” during the period reviewed, but
recommended that AIG management make a conscious
decision to set aside or dedicate analysts to undertake
research. The study cautioned that new challenges—the
eruption of reporting, much of it unreliable, and the dramatic
growth in customer taskings—hindered the Center’s ability to
conduct in-depth research on Usama Bin Ladin and his
organization. The OIG found that, 18 months after th
survey, these conditions persist, and AIG remains largely
reactive despite the infusion of more analytic resources. The
OIG suggests that CTC continue to enhance its analytic
expertise and improve its products by: (1) vigorously
pursuing the “lessons learned” approach that it used
successfully in the aftermath of the Khobar Towers and US
Embassy bombings and by (2) commissioning a follow-up

tudy of analytic tradecraft across AIG.

45> DDO Comment: “The report highlights the difficulty of
undertaking strategic analysis in a near-constant crisis
environment. The OIG should know that even as the inspection
team was conducting its review of the Center, the DCI and DDI
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were working on this issue. The DDI has provided a new infusion
of seasoned analysts into CTC, many of whom will serve in a new
strategic analysis branch to meet just those analytical needs
identified in the report.”

£J AIG management is aware of the relative
inexperience of the analyst cadre and the time pressures.
ihoted that the cadre is relatively junior, and some
lack the experience to conduct sophisticated long-term

analysis. trategy is to focus on recruiting from the DI,
. with AIG’s improved r’eput'atlonz
will have success] “grow” senior analysts

from within the Center—which will take five
years—by paying careful attention to career development
issues. steps to date include seeking

developmental assignments for some analysts. \

(@] The OIG found that AIG was not taking full
advantage of resources available in the DI. A number of
partner/ customer survey respondents—including several
more senior analysts and managers—commented that CTC
analysts should improve their coordination and
collaboration with their DI counterparts. CTC and Office of
Near Eastern, South Asian, and African Analysis managers
have had preliminary discussions about exchanging analysts
to encourage better collaboration and more “cross
fertilization” of expertise. We conclude that AIG could
increase the effectiveness of its analytic resources and gain
more regional expertise by fostering stronger relationships
with DI regional offices.
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(U) SURGE AND INFORMATION EXPLOITATION
MANAGEMENT

45y Due to the nature of the target, CTC faces the
challenge of surge management. Surge can be triggered in
various ways, ranging from a terrorist incident or known
threat to information overload resulting from |
| |operations and disruptions of terrorist cells.

(U) Crisis Management

46 A number of interviewees described CTC as
frequently operating in a state of crisis—responding to a
series of terrorist actions or threats. Center officers and
managers overwhelmingly believe that they surge well in
crisis situations through team effort, initiative, and
prioritization. Employees have learned from experience
their roles and responsibilities and automatically assume
those roles when a crisis occurs. On occasion, the effort of
CTC employees is supplemented with assistance from the DI
and the DO. Several interviewees noted that their managers
were sensitive to the potential for burnout. Management, for
example, does encourage employees to take time off as
needed and as appropriate.

(U) Exploitation of Data

«5>r The majority of interviewees who had an opinion
gave mixed reviews to CTC’s ability to effectively exploit the
data the Center clandestinely collects. They generally
believe that the Center does the best it can to scope, scan,
and prioritize information for immediate action. They
viewed . las the most difficult challenge

|
Some officers acknowledged, however, that the
demands placed on CTC do not allow it to exploit all the
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information it collects. As a consequence, the risk exists that
a potential warning will go unidentified.

~«5¥ As the unit that provides cleared, native linguistic
support to CTC, the Language Exploitation Branch (LEB)
bears the primary responsibility for translating clandestinely
acquired foreign language materials. The branch, which is
located at| | also provides| |

E support to a variety of language-related operations. At
the time of the inspection, the branch includedlp—\

| LEB has undergone significant growth since

the last OIG inspection.

45y The biggest management challenge in LEB is
finding the right people with the right skills and getting
them cleared. The task of the linguists is particularly
difficult because| |

4£€) LEB translators have an excellent reputation
among CTC officers for responsiveness and high quality
work, and they are in constant demand |
\ ‘ | LEB has taken a number of
creative steps to cope with the volume of data that requires
translation. Som act as workflow adjudicators,
identifying the most time-sensitive work, making
assignments, and establishing deadlines. The linguists also
are adept at scanning quickly through the large volumes of
information to identify threat tipoffs, summarizing data, and
deciding what needs immediate translation and what can
wait. Despite these efforts, the translators cannot process all
of the information quickly, and several interviewees
expressed concern about what they might be missing.| |

| | Although LEB has worked with the
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S Several interviewees commented specifically on
the importance of a strong, continuous management
presence in the facility to ensure optimum operation. The
triage process performed on the large volume of tasking
requires guidance, even beyond what the workflow
adjudicators can provide. At the time of the inspection, the
newly-appointed branch chief was without a deputy, which
forced him to divide his time between Headquarters and the
LEB  [facility; the recent selection of a deputy and
improved secure phone and computer connectivity should
increase management presence at the facility. According to
som¢  thelackof close attention to daily
operations has resulted in a decline in work quality and
productivity. Management also is an important conduit,
providing customer feedback and information about the
Center and Agency to a group of linguists who come from a
variety of cultural backgrounds and who have little
exposure to the Agency “culture.” Some observed that
having only one manager who is frequently absent had
contributed to a decline in morale and did not allow
sufficient oversight of personnel work habits and overtime
allocation.

<6rThe]  hppear to be very security
conscious about protecting and their own

personal security.
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~+€ Protracted confusion and uncertainty exists
among the linguists over changes in their[ status, pay,
and benefits, which have had a negative impact on morale.

Several people
strongly stated the desire for clear, written guidance.

4> FINDINGS

e Workflow management in the Language Exploitation Branch
is difficult because of shifting priorities and the large volume
of material and requires close management attention.

e Maintaining morale in a separate facility with officers of
varied backgrounds and clearance levels has been a problem.

¢ Entitlements, including pay and benefits, have been subject to
change and have not been spelled out in writing.

6 RECOMMENDATION #2 (For C/CTC): That CTC
develop a plan for the Language Exploitation Branch to address
workflow and morale issues. The plan should evaluate the
usefulness of creating an administrative handbook that explains
employee entitlements.
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(U) CTC’'S COMMUNITY ROLE

<5} The DCI is responsible for coordinating the
counterterrorist efforts of the Intelligence Community (IC).
In addition, Presidential Decision Directive/NSC-39 charges
the DCI to disseminate to US Government entities threat
warnings pertaining to terrorist threats derived from foreign
intelligence. As the Special Assistant to the DCI, C/CTC
acts as the DCI’s community representative for
counterterrorist matters.

£&) The Community Counterterrorism Board (CCB)
is the organizational component of CTC that executes the
DCI’s community responsibility. C/CCB chairs the Inter-
Agency Intelligence Committee on Terrorism (IICT), a forum
for organizations representing the intelligence, law
enforcement, defense, and regulatory communities to advise
and assist the DCI with respect to the coordination and
publication of national intelligence on terrorism issues and
to promote the effective use of IC resources. A
subcommittee of the IICT, for example, meets quarterly to
determine tier listings of intelligence priorities for terrorist
groups. Moreover, CCB manages the procedures,
production, and mechanisms by which the IC prepares,
coordinates, and disseminates terrorist threat publications.
The Terrorism Warning Group (TWG), a cross-community
group residing within CCB, prepares coordinated IC threat
warnings from the DCI to alert senior policymakers of
possible foreign terrorist attacks against US and allied
personnel, facilities, and interests.

{€r The majority of customers and Center managers
whom we interviewed and who claimed to be familiar with
CCB praised the board for its coordination role. Customers
valued CCB most for its capacity as an “honest broker” in
facilitating and deconflicting community views on threat
warnings. Most CTC managers who had views recognized
that CCB plays a necessary and frequently unheralded role
as liaison with the community. One manager noted that
CCB is not adequately acknowledged for the contribution
that it makes. Indeed, more than one half of the Center
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managers whom we interviewed lacked a clear
understanding of CCB'’s role and function.

&y Some Center managers noted that CCB—
particularly the Terrorist Warning Group—is understaffed
because other agencies had not filled their assigned
community positions. Director of Central Intelligence
Directive mandates TWG's role and composition.
Interviewees suggested that Center employees often step in
to fill gaps created by this understaffing.
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(U) EXTERNAL OPERATIONAL PARTNERSHIPS

) Since the OIG’s last inspection of CTC in 1994, the
Center has broadened and deepened its operational
partnerships with other US Government organizations
working the terrorist target. The working relationships have
been marked by an increased exchange of people and
information (see figure 8). The| detailees currently
assigned to CTC form the core of the Center’s tactical
partnerships. This number represents a jump of almost
50 percent from the total in 1997. In turn, detailees have
increased the two-way flow of information by supporting
joint efforts by CTC and their home organization or by
working in regular CTC line positions.
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Fieure 8
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(U) Federal Bureau of Investigation

() CTC and FBI interviewees consider the

relationship between the two organizations to be vastl
improved since the 1994 OIG inspection of CTC. i

| The growth in
joint activities and cross assignments suggests that the
relationship is now more institutionalized and less
personality dependent. The Center provided operational

‘ support to about| FBI in 1999-2000.] |

\ \in February 2000, CTC described,
“cooperative relations with the FBI, which allowed us to
work together on what were closely linked domestic and
international terrorist threats” as one of the three key
elements to the success of the Agency’s response to the
millennium threat. The assignment of top flight personnel to
significant positions at the Headquarters level of both
organizations has substantially improved coordination; one
of the three CTC deputies is an FBI officer, and a senior
Agency officer is assigned to the Counterterrorist Section of
the FBIL.

(& Interviewees noted that some problems persist
and probably will never be overcome fully. A natural
tension exists between the two organizations, deriving from
their different missions, which can be negotiated but never
eliminated. The most frequently cited catalyst for
disagreements was the difference in organizational
mission—intelligence collection for the Agency and
successful prosecutions of terrorists for the FBI. While some
interviewees commented that potential intelligence
opportunities were lost because of deference to law
enforcement goals, most acknowledged the mutual benefits
derived from cooperation. Concerns still remain in both
organizations about access to the counterpart’s mission
critical information. The intensity of this issue, however,
was much less pronounced than that encountered during the
1994 inspection, suggesting improvement in this area. The
cross assignments provide a mechanism for employees from
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both organizations to gain perspectives on the different
missions and facilitate sharing of information through
approved channels.

(U) Department of Defense

577N CTC’s relationship with NSA has improved
dramatically since the last inspection. NSA information has
been critical to a number of disruptions and renditions
orchestrated by CTC.|
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(U) CTC LEADERSHIP AND MANAGEMENT ISSUES

(U) Mission

(& CTC’s mission-oriented workforce is generally
well managed, especially given the size and scope of the
organization and the target. Nevertheless, the OIG found
several areas of employee concern that—if ignored by
management—could erode the Center’s effectiveness.

(S) CTC employees clearly understand their mission
and believe that their work is vital to saving American lives.
Most of the employees interviewed described the mission as
incorporating, in total or some part, the effort to “identify,
disrupt, render, or, in some other manner, stop terrorism
and terrorists.” Survey results show that 98 percent of
respondents understand the mission and function of their
work units—a figure slightly higher than average in the DO.
Moreover, employees believe that they are having an impact.
Interviewees pointed to specific actions—renderings, arrests,
disruptions—as exemplars of mission successes. According
to the survey, 93 percent of respondents believe that they are
meeting the needs of their customers.

(&) This sense of mission and belief in its importance
and success have helped to create what customers, partners,
and CTC employees describe as a highly dedicated
workforce that produces quality work. Field officers, for
example, characterized the workforce as “enthusiastic,”
“proactive,” “energetic,” and “hard working.” More than
80 percent of the respondents to the customer/partner
survey agree that CTC is committed to doing high quality
work. Likewise, 97 percent of the respondents to the
component survey said that the work of their unit is of good
quality, slightly more positive than attitudes measured in
other DO component inspections.
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(U) Quality of Leadership and Management

+&) Interviewees characterized CTC’s front office
managers as operationally savvy and models of mission-
oriented managers. Component and field personnel
generally commend C/CTC, in particular, for his review of
the Center’s counterterrorist strategy and decision to expand
unilateral operations. Senior Agency managers regard front
office management as operating an effective program
against a difficult target. Customers respect the Center’s
chief and deputies for opening channels of communication
and for their expertise. Senior customers described C/CTC
as “responsive,” a “facilitator,” and an excellent
spokesperson for the Center.

© CTC employees were generally pleased with

front office management, and survey respondents rated
these officers on par with the rest of the DO management in
communications issues. Of the interviewees who
commented on their management style, a significant number
indicated that Center personnel seldom saw the chief and
deputies. They noted that, in their fast-paced and stressful
work environment, employees desired simple affirmation of
a job well done from their managers—something that they
thought could be done more often. Almost all the
interviewees recognized the increasing demands placed on
the Center’s senior management by external and internal
customers, as well as the logistical challenges presented by a
large, dispersed workforce, |

| | Nevertheless, the OIG
encourages all front office managers to make interaction
with Center personnel a higher priority.

(&) Interview and survey results suggest that
analysts feel more removed from Center management than
the rest of CTC officers. The survey showed that they were
less comfortable discussing concerns or ideas with the CTC
front office than were the rest of the Center respondents;
only 32 percent of analysts feel free to discuss these issues
with senior management as compared to 49 percent of total
respondents. A minority—about 20 percent of AIG analysts
interviewed—observed that the CTC front office does not
understand or fully appreciate the contribution that analysts
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make to the center. Their concern frequently centered on the
operations focus of the current management team. Indeed, a
review of the briefing slides used by CTC management to
market its strategic vision reveals a focus on operations and
little mention of analysis. Some interviewees also expressed
concern over the lack of any institutional mechanisms for
top-down communications. As an example, one observed
that the absence of information fuels an active and negative
“rumor mill.” The career development recommendation
presented later in this report should help clarify for analysts
the front office’s expectations about the role of CTC analysts
and offer a mechanism for communication between
managers and analysts.

(© Interview and survey data show that Center
personnel generally value the dedication and effectiveness of
their branch and group chiefs. Comments from the
component survey suggest that employees find the relatively
high rate of supervisor turnover to be disruptive, however.
Analysts’ survey responses were less positive about their
branch and group management than on average in the
Center and Agency (see figure 9). AIG interviewees gave
mixed reviews of their branch management, and many were
reserving judgment about the AIG group chief, who was
new to the job at the time of the inspection.
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Figure 9

CTC Analysts’ Perceptions of Management
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(U) Funding

Although CTC’s overall budget has enjoyed growth
over the last five years, the Center has become increasingly
dependent on supplemental funding to maintain a robust
mission (see figure 10). Interviewees overwhelmingly said
that to date the budget had been adequate. DO area division
officers compared the Center’s finances favorably to other
parts of the directorate and were generally pleased with
CTC’s financial support to them. Field interviewees, for
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example, were able to identify operations undertaken and
liaison relationships strengthened as a result of CTC
funding. Nevertheless, supplemental funding as a financial
source is unpredictable, and the attendant uncertainty can
have a negative impact on sustaining the mission.

Figure 10

I
This chart is classified SEERETF

S4B In addition, unanticipated crises, which
necessitate a surge in spending, require program
adjustments, both at Headquarters and in the field.
Problems occur during the gap between the time that
resources are expended on these surges and reserve or
supplemental funds are allocated to the Center to offset
these costs. A number of interviewees described FY 2000,
during which CTC estimates that 15 percent of its budget
was consumed by the additional cost of the millennium
surge, as an especially difficult or “rollercoaster” year. The
additional expenditures were made during the first quarter
of the fiscal year, but reserve funds were not received until
May, with supplemental money following in August.
During the gap period, interviewees told us that programs
ranging fro |

[ wereaffected. The impact of the fluctuation in
funding was felt in a number of areas, such as
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The Center cut financial resources to several groups and DO
divisions in the spring, and cut
deployments, resulting in dramatic cuts| |
ﬁ CTC, which is facing the start-up costs of the new
| |along with the operating and maintenance costs for
existing] | may eventually require increased funding or
be forced to make cuts elsewhere in its program.

(U) Staffing

& CTC draws on employees from all four
directorates, incorporates detailees from the Intelligence
Community (IC) and law enforcement agencies, and
employs a large staff of contractors (see figure 11). The OIG
views this diversity as a strength because it contributes to
the Center’s ability to integrate the needs and differing
approaches and cultures of Agency components as well as
various IC partners. We noted previously how detailees
serving in CTC allowed a smoother exchange of information
and contributed to better working relationships with these
agencies.

Figure 11
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(&) While Center employees consider budget
resources to be adequate, they are less sanguine that CTC
has adequate personnel resources to effectively fulfill the
mission. Forty percent of survey respondents believe that
their work unit does not have sufficient personnel to
accomplish the mission; these figures are largely comparable
with survey results from the rest of the DO and are
symptomatic of perceived shortages in the entire directorate.
A substantially higher proportion of respondents from the
operations, reports, and operational support groups do not
believe that their work units have sufficient personnel.
Interview data generally paralleled the results of the survey.
group managers interviewed identified a
shortage of personnel or inadequate skills mix as the biggest
obstacle to accomplishing the mission. Every interviewee in

said they needed additional personnel to do the job well. In
AIG the responses were more evenly split between those
who believed the group needed additional personnel
resources and those who found the resources adequate.

(&) CTC has limited options for dealing with this
perceived personnel shortage. CTC’s staffing table shows
that, during 2000, the Center was only 3 to 6 percent below
its hiring ceiling. Nevertheless, employees are stretched by
any staffing shortage, particularly in those units that are
chronically short-staffed, such as the | |
Center management has redistributed personnel to areas it
feels are facing the greatest demands; UBL Station, for
example, is actually over strength by|  |workers as of
January 2001. Management is also trying to improve the
effectiveness of the staff by addressing the skills mix issue,
which is discussed below in more detail.

(8 Center employees are managing this perceived
shortage in a way that leaves many vulnerable to burnout
and allows little time for strategic work. Personnel regularly
work extra hours and are only able to perform what they
perceive to be the essential tasks. One manager commented
that the demand on the staff means that they go from crisis
to crisis and are not able to look at trends or more long-
range issues to get ahead of the terrorist. An AIG analyst
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worried that he only had time to answer the mail, and, as a
result, he might miss warning signs of a threat.

(U) Skills Mix Issues

€& As discussed previously, CTC’s customers,
partners, and managers have identified some areas of
inexperience among both operations and analytic officers.
CTC has taken great strides in recent years to attract and
retain talented officers—largely through home-basing. Yet
CTC managers and employees perceive that the Center has
not been as successful as it could be in this area. Center
managers identified a number of developmental issues,
which they are starting to address.

€€) Home-basing. For several years after CTC’s
inception, it relied almost exclusively on rotatees from other
directorates to undertake the substantive work. This
strategy did not ensure that the Center was able to retain the
best officers and contributed to the lack of expertise and
depth.

(&) The Center now home-bases both analysts and
DO officers as a method of developing in-house talent while
continuing to draw on DI and DO rotational officers to
provide experience and regional expertise. CTC evaluates
its home-based officers below the G5-14 level in two
panels—one for DI and one for DO career tracks. About
three-quarters of interviewees had a favorable reaction to
home-basing, viewing it as a commitment on the part of
Center management to counterterrorism as a professional
specialty worthy of its own career service.

(& Career development issues. Although CTC’s ability
to home-base its officers has addressed some of the Center’s
difficulties with retaining and building expertise, a number
of CTC managers and officers pointed to career
development deficiencies that may dissuade talented officers
from choosing to home-base in CTC. Survey and interview
data revealed concerns, particularly among analysts and
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operations officers, that cause them to question the viability
of a career in counterterrorism.

£ The component survey shows that analysts are
less satisfied with career guidance and training than survey
respondents from CTC and the DI on average (see figure 12).
Of the analysts who commented on training during
interviews, only one expressed satisfaction with the level
and type of training. Moreover, 25 percent of AIG
interviewees worried about the lack of a career path, and the
component survey response suggests similar career
development concerns.

Figure 12
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(C) Several CTC managers and AIG analysts
identified the ceiling on the overall number of DI officers in
the Center—commonly referred to as the “quota”—as a
source of tension and a policy that has had a negative impact
on the Center’s ability to recruit and retain analysts. CTC
managers explained the strategy as a means to better
manage the migration of analysts to operational groups
where they often experience career development problems.
Many of these analysts perform target analysis—operational
opportunities identified through research—a job unique to
the centers. As a result, these analysts can face difficulty
advancing in the DI career track and frequently do not have
sufficient training and experience for acceptance into one of
the DO career services and to sustain a successful DO career.
All of the analysts and most of the managers who discussed
the “quota” issue were unhappy with the way in which it
was handled, particularly the inadequate level of
communication to explain its purpose and impact. The OIG
suggests that CTC management review its strategy for
balancing between DI and DO officers in the Center and
communicate its thinking clearly and comprehensively to
the Center workforce.

{8 Survey and interview results show that
operations officers—both CTC home-based and those
currently on rotation to the Center—are uncertain about the
prospects for a successful and full career when home-based
in CTC. Operations officers who responded to the
component survey were less positive than the Agency
average on career planning and advancement opportunity
issues (see figure 13). About 50 percent of these officers, for
example, expressed dissatisfaction with CTC’s career
development process. Most case officer interviewees
claimed to be weighing their career options and taking a
“wait-and-see” attitude to a CTC career. Several voiced their
perception that, despite increased hiring and more overseas
slots, CTC management is not focused on career
development guidance for operations officers, particularly at
the GS-13 journeyman level and beyond. Some noted that
the expectations for what experiences and training constitute
a career path for CTC home-based DO officers appear to
have changed and are not transparent. Several interviewees
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suggested that Center management needed to be more
aggressive in articulating the special role of CTC operations
officers and serving as their advocate in DO assignment and
promotion panels.

Figure 13
CTC Operations Officer Career Management Concerns
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¢ Center managers are aware that these career
development issues need to be addressed if CTC is to
compete for talent with the rest of the Agency and develop
its own cadre of qualified counterterrorism specialists. For
instance, the new C/AIG is focusing on training and
developmental assignments, including internal rotations and
the Analyst Overseas Program. Prior to Darrival, the
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Center had begun, but never completed, a process to define
an analytic career for CTC. The multi-dimensional
recruiting program, and the pilot

| Course all are steps taken to enhance career
opportunities in CTC for DO officers. The recent plan, titled
“CTC Best Management Initiative - 2001” includes a
proposed “Career Development Council” that is designed to
address multiple career development issues.

¢©) FINDINGS

o Home-basing, while helpful, has not addressed the career
concerns of CTC officers, particularly as CTC has stepped up
efforts to recruit officers directly into the Center.

e A sizable number of CTC analysts and operations officers
have expressed dissatisfaction with the career development
guidance and training opportunities currently available to
them.

e CTC managers have taken some steps to address these
concerns; but, as in the case of the DI “quota” issue, they have
not been adequately communicated and have lacked a
comprehensive, Center-based approach.

&) RECOMMENDATION #3 (For C/CTC): That CTC
prepare detailed, written career guidance for each discrete CTC
home-based occupation (analyst, operations officer, desk officer,
reports officer), building on the initial work done last year for
analysts and taking into consideration the “Career Development
Council” model. The guidance should identify assignments,
training, and other development opportunities for each CTC
occupation at the developmental, full-performance, and
senior/expert levels. This guidance should be made available to
all CTC employees, and managers should be held accountable for
counseling employees individually on the implications for them.
CTC should also develop a program for educating managers on
the new guidelines and a plan for holding them accountable.
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(U) Managing Contractors

(8) CTC employs about  contractors—or roughly
percent of the Center’s total workforce—who perform
vital services. They translate documents and other materials

acquired in support of CTC’s mission, provide central |
development and support, train| [personnel in

the tradecraft of counterterrorism, and provide, |
support for stations|

(S} This diverse contractor population is complex to
manage. Contractors fall under three different types of
arrangements— |

| —each
governed by a different set of regulations. Moreover, many
of the contractors are located |
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The decentralized administration and diversity of
contracts have made it difficult for Management Group to
ensure fairness and consistency, particularly as the number
and variety of __|contracts have grown. CTC
management recognizes the problems in contract
administration and has recently created a business advisor
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position to provide centralized oversight. The advisor
reported for duty at the beginning of January 2001, and one
of her first tasks was to create a list of all contractors to
include the type of arrangement under which they work.
OIG strongly endorses the creation of this new position and
recognizes that CTC’s contract population would benefit
from oversight and standardization. The size and
complexity of that population also suggests some level of
on-site support in outlying units.

Diversity Issues

The OIG found no pattern of gender or minority
discrimination in CTC. The Center’s workforce—48 percent
female and 11 percent minority, according to CTC
statistics—is roughly as diverse as the rest of the Agency’s
population. More than 80 percent of component survey
respondents saw no gender or race preferences with regard
to promotions, assignments, awards, and other personnel
actions. These responses were slightly more positive than
responses from other DO and Agency components. Center
management should note, however, that 39 percent of
respondents who identify themselves as minority believe
that non-minorities receive preference with regard to
personnel actions as compared to 22 percent of minorities in
the DO. Comments from CTC minority interviewees,
however, did not further clarify this perception. C/CTCis
aware of this issue and has indicated that he will address it.
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(U) FINDINGS AND RECOMMENDATIONS

€¢5) FINDINGS

. Shave helped focus‘ - on the
counterterrorist target,

e CTC’s plan to double the number of[| | if realized, will
require start-up money forgtmits and operations and
maintenance money for nits, plus an increased
support structure at Headquarters.

e CTC has no written formal plan or established criteria for the
creation of

e Program managers who work a number of different terrorist
targets find it difficult to deal with each of the CTC
components responsible for the different targets.

e Program managers frequently are burdened with additional
responsibilities or heavy administrative duties that distract
them from guiding

) RECOMMENDATION #1 (For C/CTC): That CTC
develop a written strategy for the.  |program. The strategy
should include, but not necessarily be limited to: a discussion of
criteria for establishing:L a five-year resource projection
showing both personnel and funds required for established and

planned and the Headquarters’| , a plan
clarifying points of contact and responsibilities for operational
matters,
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(© FINDINGS

e Workflow management in the Language Exploitation Branch
is difficult because of shifting priorities and the large volume
of material and requires close management attention.

¢ Maintaining morale in a separate facility with officers of
varied backgrounds and clearance levels has been a problem.

o Entitlements, including pay and benefits, have been subject to
change and have not been spelled out in writing,.

© RECOMMENDATION #2 (For C/CTC): That CTC
develop a plan for the Language Exploitation Branch to address
workflow and morale issues. The plan should evaluate the
usefulness of creating an administrative handbook that explains
employee entitlements.

€) FINDINGS

o Home-basing, while helpful, has not addressed the career
concerns of CTC officers, particularly as CTC has stepped up
efforts to recruit officers directly into the Center.

o \ésizable number of CTC analysts and operations officers
have expressed dissatisfaction with the career development
guidance and training opportunities currently available to
them.

e CTC managers have taken some steps to address these
concerns; but, as in the case of the DI@uota” issué;(they have
not been adequately communicated and have lacked a
comprehensive, Center-based approach.

& RECOMMENDATION #3 (For C/CTC): That CTC
prepare detailed, written career guidance for each discrete CTC
home-based occupation (analyst, operations officer, desk officer,
reports officer), building on the initial work done last year for
analysts and taking into consideration the “Career Development
Council” model. The guidance should identify assignments,
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training, and other development opportunities for each CTC
occupation at the developmental, full-performance, and
senior/expert levels. This guidance should be made available to
all CTC employees, and managers should be held accountable for
counseling employees individually on the implications for them.
CTC should also develop a program for educating managers on
the new guidelines and a plan for holding them accountable.
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(U) SCOPE AND METHODOLOGY

(2 A team of eight inspectors, one research assistant
and one secretary conducted an inspection of CTC from
September 2000 through February 2001. Based on the Terms
of Reference provided to senior CTC management, the
inspection focused on a range of topics, including: mission
accomplishment, customer satisfaction, and operational and
personnel management success. The goal was to provide
Agency senior managers, and the Chief of CTC in particular,
a balanced, objective view of the Center—highlighting
programs and processes that are working well, and noting
those areas that need improvement. ‘

(& The team gathered information for this report
from interviews, a CTC employee opinion survey, a
customer/partner survey of DI and DO officers, two focus
groups, and numerous documents on a wide range of topics
related to the Center’s activities. In addition to 16 overview

briefings from CTC managers,\

| Inspectors spoke with 112 non-
Agency customers and CTC counterparts in the Washington
area, and
overseas. Views were solicited from officers representing
the following agencies and organizations: the National
Security Council, the Federal Bureau of Investigation, the
National Security Agency, the Defense Intelligence Agency,
the Departments of State and Defense, the Secret Service,
and the Congressional oversight committees. The team
supplemented its own interviews with information relevant
to CTC from interviews conducted as part of IG inspections
of Central Eurasia Division and Latin America Division in
1998, and inspections of European Division, Office of
Military Affairs, and the DCI Nonproliferation Center in
1999. Team members reviewed a large number of policy,
substantive, administrative, and budgetary documents, as
well as the June 2000 report of the National Commission on

August 2001
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Terrorism, chaired by Ambassador Bremer. There WereD
responses to the employee opinion survey, which represents
56 percent of the CTC employees and detailees who were
polled. In additionDDO and DI officers responded to the
customer/partner survey, includin who provided
written comments. These surveys provided valuable data
on CTC employee and customer/partner perceptions of key
issues.
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(U) EMPLOYEE OPINION SURVEY

(U/ FAFFO) As part of its inspection of the DCI
Counterterrorist Center (CTC), the Office of Inspector
General conducted a component survey. We distributed the
survey questionnaire via Lotus Notes to all CTC careerists—
both working in CTC and on rotation outside the Center—
and to personnel belonging to other Agency components but
currently serving in CTC. We received responses
representing a return rate of nearly 55 percent.

(U/ /-AF56) The survey items assessed opinions on a
number of career and job related issues. For most items,
respondents were asked to choose from among six possible
responses” Agree, Tend to agree, Neutral, Tend to disagree,
Disagree, and Not applicable/Don’t know. The responses
were aggregated into three categories as follows:

Category Responses

Agree Agree and Tend to agree
Neutral Neutral

Disagree Disagree and Tend to disagree

(U/ /AF50) Most items in the report are worded so
that “Agree” represents a favorable opinion and “Disagree”
an unfavorable opinion. Responses of “Not applicable/
Don’t know” were not counted in tabulating results. For
comparison to the CTC survey results, columns labeled
“CTC1994” and “AGENCY” are included. The first
represents the survey results from the 1994 OIG inspection
of CTC, the latter is a compilation of OIG survey results
taken of 38 other Agency components since 1993.
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Inspector General Survey for DO/CTC 2000 Inspection--Dec 6, 2000

CTC1994 CTC2000 AGENCY

Total Sample

1. Considering everything, I am satisfied with my job.

Agree 86% 81% 78%
Neutral 6% 9% 9%
Disagree 8% 10% 14%
Base

2. My job makes good use of my skills and abilities.

Agree 78% 81% 76%
Neutral 6% 8% 9%
Disagree 16% 11% 15%
Base \ |

3. I believe that my efforts and contributions are valued and appreciated.

Agree 80% 74% 67%
Neutral 11% 12% 14%
Disagree 9% 14% 19%
Base \

4. T believe I am performing a valuable function for the Agency.

Agree - 93% -
Neutral - 5% -
Disagree - 1% -
Base : — -

5. CTC is a good place for me to work and develop my career.
Agree 70% 77% 61%
Neutral 19% 10% 19%
Disagree 12% 12% 20%

Base \

6. If you have your own way, will you be working for CTC 3 years from now?

Yes - 58% 51%
No assgt ends - 22% 15%
No will retire - 3% 8%
No other - 16% 26%
Base -

7. I believe the primary strengths of CTC are:

Staff exp - 58.7% -
Work unit sup - 31.5% -
Cntr leadrshp - 28.0% -
Resources - 62.2% -
Work impact - 86.2% -
Work env - 62.6% -
Other - [:if:f% -
Base - -

- 99.2% -

—CONFIPENTIAL/ /X1 2 August 2001
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Inspector General Survey for DO/CTC 2000 Inspection--Dec

Total Sample

8. I believe CTC needs improvement most in these areas:

CTC1994 CTC200

0

AGENCY

Staff exp - 26
Work unit sup - 32.
Cntr leadrshp - 28.
Resources - 17
Work impact - 3.
Work env - 8.
Other - 22
Base -

- 82.
Responses -

.4%

7%

6, 2000

9. T understand the mission and functions of my work unit.

Agree
Neutral
Disagree
Base

10. My work unit meet the needs

99% 98%
- 1%
1% 1%

94%
3%
3%

the right things.

Agree
Neutral
Disagree
Base

93% 93%
3% 5%
4% 2%

of our customers,

87%
7%
6%

i.e., we are doing

11. The people in my work unit are committed to doing high quality work.

Agree
Neutral
Disagree
Base

12. Overall,

Agree
Neutral
Disagree
Base

- 94%
= 3%
- 2%

the work done in my work unit

is of good quality.

97% 97% 93%
1% 2% 4%
3% 1% 2%

13. I know what is expected of me at work.

Agree
Neutral
Disagree
Base

Agree
Neutral
Disagree
Base

- 84%
- 10%

N

14. At work my opinions seem to count.

- T4%
- 15%
- 10%

15. My work unit has sufficient personnel to accomplish its mission.

Agree - 50% 49%
Neutral - 10% 9%
Disagree - 40% 43%
Base -
August 2001 3 -CONFIPENTIAT/ /X1
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Inspector General Survey for DO/CTC 2000 Inspection--Dec 6, 2000

CTC1994 CTC2000 AGENCY

Total Sample

16. My work unit has the appropriate skills mix to accomplish its misison.

Agree - 77% 71%
Neutral - 8% 9%
Disagree - 15% 20%
Base -

17. T have access to the computers and specialized eqguipment I need to

do my job.
Agree 94% 85% 88%
Neutral 2% 7% 4%
Disagree 4% 8% 8%
Base

18. I receive the computer support I need to do my job.

Agree 86% 72% 80%
Neutral 5% 12% 8%
Disagree 9% 15% 12%
Base

19. T receive the administrative and clerical support I need to do my job.

Agree 72% 58% 71%
Neutral 7% 15% 11%
Disagree 21% 27% 18%
Base

20. I have access to the information I need to do my job.

Agree - 82% -
Neutral - 9% -
Disagree - 10% -
Base - L ] -

21. CTC effectively exploits the information on terrorism that is
available to it.

Agree - 83% -
Neutral - 11% -
Disagree - 6% -

22. People in my work unit cooperate to get the job done.
Agree 93% 92% 88%
Neutral 2% 3% 6%
Disagree 6% 4% 6%
Base

23. My work unit's working relationships with its contacts in other
CTC components are:

Excellent - 31% -
Good - 55% -
Fair - 12% -
Poor - 2% -

_CONEIDENTIAL/ /X1 4 August 2001
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CTC1994 CcTC2000 AGENCY

Total Sample

24.

25.

26.

27.

28.

29.

30.

31.

My work unit's working relationships with its contacts in other
Agency components are:
Excellent - 26% -
Good - 62% -
Fair - 12% -
Poor - 1% -
My work unit's working relationships with its contacts in other
government organizations are:
Excellent - 31% -
Good - 58% -
Fair - 11% -
Poor - 1% -

Responsibilities for issues that cut across different work units
within CTC are clearly defined.
Agree 61% 56% 44%
Neutral 18% 15% 23%
Disagree 21% 29% 33%
Base
Responsibilities for issues that cut across CTC and other
Agency components are clearly defined.
Agree 64% 51% 47%
Neutral 17% 22% 23%
Disagree 19% 26% 30%
Base
T understand CTC's current work priorities.
Agree - 81% -
Neutral - 12% -
Disagree - 7% -

Most of the time, the amount of work I am expected to do on my job is:
Too much 33% 38% 36%
About right 60% 59% 56%
Too little 7% 3% 8%
Base
T am satisfied with the amount of freedom I have in doing my work.
Agree 92% 84% 86%
Neutral 3% 6% 5%
Disagree 5% 10% 9%
Base
Overall, my own management at the work unit level is doing a good job.
Agree 87% 80% 78%
Neutral 6% 9% 11%
Disagree 8% 11% 12%
Base
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Inspector General Survey for DO/CTC 2000 Inspection--Dec 6, 2000

CTC1994 CTC2000 AGENCY

Total Sample

32. Overall, my supervisor manages people effectively.

Agree T77% 74% 70%
Neutral 5% 10% 11%
Disagree 18% 15% 19%
Base \ |

33. Overall, my supervisor effectively manages the substantive or
operational efforts of my work unit.

Agree 87% 78% 74%
Neutral 5% 11% 11%
Disagree 8% 11% 14%
Base

34. My supervisor gives appropriate attention to security matters.

Agree 92% 90% 85%
Neutral 3% 8% 9%
Disagree 4% 2% 6%
Base

35. CTC devotes appropriate attention to counterintelligence.

Agree - 86% 80%
Neutral - 9% 13%
Disagree - 5% 8%
Base -

36. Overall, my own management at the group level is doing a good job.

Agree - 71% 67%
Neutral - 15% 17%
Disagree - 14% 17%
Base -

37. My group level management has a good understanding of what my
work unit does.

Agree - 72% -
Neutral - 13% -

Disagree - & -
Base - -

38. CTC management sets and communicates clear standards for employee
conduct and office practices.

Agree : 76% 68% 64%
Neutral 12% 19% 15%
Disagree 11% 13% 21%
Base

39. CTC management deals effectively with people who are not
meeting the requirements of the job.

Agree 45% 37% 28%
Neutral 22% 31% 23%
Disagree 33% 32% 49%
Base
_CONEBFNTIAT/ /X1 6 August 2001
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C
Total Sample

40. CTC management communicates to its employees a clear vision
for the future of the Center.

Agree 66% 53% 50%
Neutral 16% 25% 19%
Disagree 18% 22% 30%
Base ‘

41. The vision and mission of CTC make me feel like my work is important.

Agree - 85% -
Neutral - 10% -

Disagree - -
Base - -

42. CTC seems to be making reasonable progress in achieving its
long-range goals.

Agree 77% 76% 56%
Neutral 17% 15% 27%
Disagree 6% 8% 17%
Base

43. Overall, CTC front office management is doing a good job.

Agree 83% 69% 59%
Neutral 9% 21% 21%
Disagree 8% 10% 20%
Base

44. CTC front office management explains adequately the reasons for
its actions.

Agree 63% 48% 45%
Neutral 19% 29% 21%
Disagree 19% 24% 34%
Base ‘ |

45. T am informed in a timely manner about events and decisions that
affect my work.

Agree 73% 61% 56%
Neutral 9% 16% 17%
Disagree 18% 23% 28%
Base

46. I am satisfied with the information I receive about what is going on

in CTC.
Agree 66% 45% 52%
Neutral 9% 24% 20%
Disagree 25% 31% 28%
Base \ \

47. I feel free to discuss work-related matters with my immediate

supervisor.
Agree 92% 88% 87%
Neutral 2% 5% 5%
Disagree 6% 7% 8%
Base

August 2001 7 _CONEIDENFAT/ /X1
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CTC1994

CTC2000

2000 Inspection--Dec 6, 2000

AGENCY

Total Sample

48. I feel free to express concerns

group level in CTC.

Agree
Neutral
Disagree
Base

- 66%
- 18%
- 16%

or ideas to management at the

63%
14%
23%

49. I feel free to express concerns or ideas to CTC front office

management.

Agree 78% 49% 51%
Neutral 6% 22% 18%
Disagree 16% 29% 31%
Base

50. My PARs fairly and accurately reflect my performance.

Agree
Neutral
Disagree

90% 84%
4% 9%
6% 7%

80%
9%
11%

Base ‘

51. My supervisor gives me enough feedback so that I know how I am doing.

Agree
Neutral
Disagree

68% 72%
8% 14%
24% 14%

62%
14%
24%

Base \

52. There is sufficient reward and recognition given in CTC for

doing good work.

Agree
Neutral
Disagree

62% 59%
11% 11%
27% 29%

47%
17%
36%

Base

53. My supervisor encourages

Agree
Neutral
Disagree
Base

my development.

- 73%
- 12%
- 15%

54. At work, I have had opportunities to learn and grow.

Agree
Neutral
Disagree
Base

- 81%
- 9%
- 10%

55. T know the criteria for promotion from my current grade level

to the next.

Agree 79% 69% 61%
Neutral 5% 8% 11%
Disagree 15% 23% 28%
Base
LONEPENTIAT/ /X1 8 August 2001
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C
Total Sample

56. The CTC promotion panels evaluate people fairly.
Agree - 62% 48%
Neutral - 17% 23%
Disagree - 21% 29%
Base -
57. I am satisfied with the help I get from CTC in planning my career.
Agree 37% 32% 34%
Neutral 19% 26% 22%
Disagree 44% 42% 45%
Base \
58. T am satisfied with my opportunities for advancement in CTC.
Agree 45% 50% 40%
Neutral 21% 22% 19%
Disagree 34% 28% 40%
Base \ |
59. I have received adequate training for my current job.
Agree 77% 67% 75%
Neutral 8% 16% 11%
Disagree 15% 17% 14%
Base
60. New people in my work unit receive sufficient guidance and on-the-job
training.
Agree 79% 70% 68%
Neutral 12% 13% 14%
Disagree 10% 17% 18%
Rase \ \
61. Personnel practices in CTC demonstrate strong commitment to creating and
maintaining an effective, culturally diverse workforce.
Agree 60% 69% 65%
Neutral 23% 19% 20%
Disagree 17% 13% 15%
Base
62. With respect to promotions, assignments, awards and other personnel
actions, my experience in CTC is that:
Men preferred - 11% 10%
Women preferred - 6% 17%
All are equal - 83% 73%
Base -
63. With respect to promotions, assignments, awards and other personnel
actions, my experience in CTC is that:
Minority pref. - 3% 15%
Non-mnr pref. - 9% 7%
All are equal - 88% 78%
Base - \ |
August 2001 9 CONHEPENTIAT/ /X1
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(U) EXECUTIVE SUMMARY

(U) The Senate Select Committee on Intelligence and
the House Permanent Select Committee on Intelligence
requested that the CIA’s Office of Inspector General (OIG)
review the findings of their Joint Inquiry (JI) Report and
undertake whatever additional investigations were
necessary to determine whether any Agency employees
were deserving of awards for outstanding service provided
before the attacks of September 11, 2001 (9/11), or should be
held accountable for failure to perform their responsibilities
in a satisfactory manner.

(U) The Accountability Review Team assembled by
the Inspector General (IG) focused exclusively on the issues
identified by the JI. The IG was not asked by the Congress to
conduct a comprehensive review of the capabilities and
functioning of the Agency’s many components involved
with counterterrorism programs, and the Team did not do
s0. As a result, this account does not document the many
successes of the Agency and its officers at all levels
(including many whose actions are discussed in this report)
in the war on terrorism, both before and after 9/11.

(U) Similarly, because this report was designed to
address accountability issues, it does not include
recommendations relating to the systemic problems that
were identified. Such systemic recommendations as were
appropriate to draw from this review of the events of the
pre-9/11 period have been forwarded separately to senior
Agency managers. In its regular program of audits,
investigations, and inspections, the OIG continues to review
the counterterrorism programs and operations of the
Agency, identifying processes that work well and those that

~ might be improved.

(U) After conducting its review, the Inspector
General Team reports that, while its findings differ from
- those of the JI on a number of matters, it reaches the same
- overall conclusions on most of the important issues.

FOP-SECRET | (b)(1)
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Concerning certain issues, the Team concluded that the
Agency and its officers did not discharge their
responsibilities in a satisfactory manner. As a result, the
Inspector General recommends that the Director, Central
Intelligence Agency establish an Accountability Board made
up of individuals who are not employees of the Agency to
review the performance of some individuals and assess their
potential accountability. ‘

(U) Inits deliberations, the Team used a “reasonable
person” approach and relied on Agency regulations—which
are subjective—concerning standards of accountability. A
discussion of those regulations is included in the Foreword.
While the Team found that many officers performed their
responsibilities in an exemplary fashion, it did not
recommend individuals for additional recognition because
these officers already have been rewarded.

(U) The Team found no instance in which an
employee violated the law, and none of the errors discussed
herein involves misconduct. Rather, the review focuses on
areas where individuals did not perform their duties in a
satisfactory manner; that is, they did not—with regard to the
specific issue or issues discussed—act “in accordance with a
reasonable level of professionalism, skill, and diligence,” as
required by Agency regulation. On occasion, the Team has
found that a specific officer was responsible for a particular
action or lack of action, but has not recommended that an
Accountability Board review the officer’s performance. Such
a conclusion reflects the Team's view that extenuating
circumstances mitigate the case.

(U) The findings of greatest concern are those that
identify systemic problems where the Agency’s programs or
processes did not work as they should have, and concerning
which a number of persons were involved or aware, or
should have been. Where the Team found systemic failures,
it has recommended that an Accountability Board assess the
performance and accountability of those managers who, by
virtue of their position and authorities, might reasonably
have been expected to oversee and correct the process. In
general, the fact that failures were systemic should not
absolve responsible officials from accountability.

(b)(1)
(b)(3)
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(U) The Review Team found that Agency officers
from the top down worked hard against the al-Qa’ida and
Usama Bin Ladin (UBL) targets. They did not always work
effectively and cooperatively, however. The Team found
neither a “single point of failure” nor a “silver bullet” that
would have enabled the Intelligence Community (IC) to
predict or prevent the 9/11 attacks. The Team did find,
however, failures to implement and manage important
processes, to follow through with operations, and to
properly share and analyze critical data. If IC officers had
been able to view and analyze the full range of information
available before 11 September 2001, they could have
developed a more informed context in which to assess the
threat reporting of the spring and summer that year.

(U) This review focuses only on those findings of the
Joint Inquiry that relate to the Central Intelligence Agency.
The Team cooperated with the Department of Justice
Inspector General and the Kean Commission as they
pursued their separate inquiries. For this report, the Team
interviewed officers from other agencies who had been
detailed to the CIA in the period before 9/11, but did not
undertake to interview systematically other officers outside
CIA and the IC Management Staff. This report reaches no
conclusions about the performance of other agencies or their
personnel.

(U) Senior Leadership and Management of the Counterterrorlsm
Effort

(U) The JI concluded that, before 9/11, neither the US
Government nor the IC had a comprehensive strategy for
combating al-Qa’ida. It charged that the Director of Central
Intelligence (DCI) was either unwilling or unable to marshal
the full range of IC resources necessary to combat the
growing threat to the United States. The OIG Team also
found that the IC did not have a documented,
comprehensive approach to al-Qa’ida and that the DCI did
not use all of his authorities in leading the IC’s strategic
effort against UBL.
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16> The Team found that the DCI was actively and

forcefully engaged in the counterterrorism efforts of the CIA.
Beginning in 1999, he received regular updates, often daily,
on efforts to track and disrupt UBL. He was personally
engaged in sounding the alarm about the threat to many
different audiences in the policy community, military,
Congress, and public, and he worked directly and

- personally with foreign counterparts to encourage their i
cooperation. |

574N In December 1998, the DCI signed a -
memorandum in which he declared: “We are at war.” In
addition to directives related to collection programs and
other matters, this memorandum stated that the Deputy
Director for Central Intelligence (DDCI) would chair an
interagency group to formulate an integrated, interagency
plan to counter the terrorist challenge posed by
Usama Bin Ladin. The DCI wrote that he wanted “...no
resources or people spared in this effort, either inside CIA or
the Community.”

5/ The Team found that neither the DCI nor
the DDCI followed up these warnings and admonitions by
creating a documented, comprehensive plan to guide the
counterterrorism effort at the Intelligence Community level.
The DDCI chaired at least one meeting in response to the
DCI directive, but the forum soon devolved into one of
tactical and operational, rather than strategic, discussions.
These subsequent meetings were chaired by the Executive
Director of the CIA and included féw if any officers from
other IC agencies. While CIA and other agencies had
individual plans and important initiatives underway, senior
officers in the Agency and Community told the Team that no
comprehensive strategic plan for the IC to counter UBL was
created in response to the DCI’s memorandum, or at any ‘
time prior to 9/11.

5/ The DCI Counterterrorist Center (CTC) was
not used effectively as a strategic coordinator of the IC’s
counterterrorism efforts. CTC’s stated mission includes the
production of all-source intelligence and the coordination of
the IC’s counterterrorism efforts. Before 9/11, however, the
Center’s focus was primarily operational and tactical. While

(b)(1)
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focusing on operations is critically important and does not
necessarily mean that other elements of mission will be
ignored, the Team found that this nearly exclusive focus—
which resulted in many operational successes—had a
negative impact on CTC’s effectiveness as a coordinator of
IC counterterrorism strategy. The Team found that the most
effective interagency effort against UBL was that of the
Assistant DCI for Collection, who, from the early months of
1998 to 9/11, worked with representatives of several
intelligence agencies to stimulate collection.

«5/5- In the years leading up to 9/11, the DCI

worked hard and with some success, at the most senior

levels of government, to secure additional budgetary

resources to rebuild the CIA and the IC. At the same time,

the Team found that he did not use his senior position and

unique authorities to work with the National Security

Council to elevate the relative standing of counterterrorism

in the formal ranking of intelligence priorities, or to alter the

deployment of human and financial resources across

agencies in a coordinated approach to the terrorism target.

While the nature of the IC makes the mission of managing it

problematic and difficult, the DCI at the time had some

authority to move manpower and funds among agencies.

The Team found that, in the five years prior to 9/11, the DCI (b)(1)
on six occasions used these authorities to move almost - : (b)(3)
Emillion in funds from other agencies to the CIA for a

number of important purposes, (b)(1)
| | One of these fransfers helped fund a (b)(3)
Middle East program that was terrorism-related, but none

supported programs designed to counter UBL or al-Qa’ida.

Nor were DCI authorities used to transfer any personnel into

these programs in the five years prior to 9/11. .

“=H3 The Team notes that the former DCI
recognized the need for an integrated, interagency plan, and
believes that such a plan was needed to mobilize all of the
operational, analytic, and resource capabilities of the IC to
enable the several agencies of the Community to work
cooperatively and with maximum effectiveness against
al-Qa’ida. At the same time, the Team concludes that the
former DCI, by virtue of his position, bears ultimate
responsibility for the fact that no such strategic plan was
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ever created, despite his specific direction that this should be
done. '

<5#/#NF) The JT report discussed a persistent strain in
relations between CIA and the National Security Agency
(NSA) that impeded collaboration between the two agencies
in dealing with the terrorist challenge from al-Qa’ida. The
Team, likewise, found that significant differences existed
between CIA and NSA over their respective authorities. The
Team did not dccument in detail or take a position on the
merits of this disagreement, but notes that the differences
remained unresolved well into 2001 in spite of the fact that
considerable management attention was devoted to the
issue, including at the level of the Agency’s Deputy
Executive Director. Senior officers of the CIA and the IC
Management Staff stated that these interagency differences
had a negative impact on the IC’s ability to perform its
mission and that only the DCI’s vigorous personal
involvement could have led to a timely resolution of the
matter.

&) The Team recommends that an Accountability
Board review the performance of the former DCI for failing
to act personally to resolve the differences between CIA and
NSA in an effective and timely manner.

(U) See the Team'’s discussions of Systemic Findings
2 (The DCI's Role); 4 (Application of Technology); and 7
(Computer Exploitation) for discussion of these issues. '

(U) Management of CIA’s Resources for Counterterrorism

-S> Funding for the Agency’s counterterrorism
programs increased significantly from Fiscal Year (FY)1998
to FY 2001 as a result of supplemental appropriations. These
funds were appropriated, in part, because of the efforts of
the CIA’s Director and senior leaders to convince the
Administration and Congress that the Agency was short of
resources for counterterrorism and other key programs. The
Team preparing this report did not attempt to reach a

FOP-SECREF | | o (b)(1)
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conclusion regarding the proper level of funding for
counterterrorism programs. '

«5)- The Team did find, however, that during the same
period they were appealing the shortage of resources, senior
officials were not effectively managing the Agency’s
counterterrorism funds. In particular, Agency managers .
moved funds from the base budgets of the Counterterrorist
Center and other counterterrorism programs to meet other
corporate and Directorate of Operations (DO) needs. The
Team found that from FY 1997 to FY 2001 (as of 9/11),

| Imillion was redistributed from counterterrorism (b)(1)
programs to other Agency priorities. Some of these funds (b)(3)
were used to strengthen the infrastructure of the DO and,
thus, indirectly supported counterterrorism efforts; other
funds were used to cover nonspecific corporate “taxes” and
for a variety of purposes that, based on the Agency’s
budgetary definitions, were unrelated to terrorism.

Conversely, no resources were reprogrammed from other
Agency programs to counterterrorism, even after the DCI’s
statement in December 1998 that he wanted no resources
spared in the effort. The Team found that the Agency made
little use of the Reserve for Contingencies to support its
counterterrorism effort. Finally, CTC managers did not
spend all of the funds in their base budget, even after it had
been reduced by diversions of funds to other programs.

+&) The Team recommends that an Accountability
Board review the performance of the Executive Director, the
Deputy Director for Operations, and the Chief of CTC
during the years prior to 9/11 regarding their management
of the Agency’s counterterrorism financial resources,
including specifically their redirection of funds from
counterterrorism programs to other priorities.

<& Concerning human resources, the Team found
that the unit within CTC responsible for Usama Bin Ladin,
UBL Station, by the accounts of all who worked there, had
an excessive workload. Most of its officers did not have the
operational experience, expertise, and training necessary to
accomplish their mission in an effective manner. Taken
together, these weaknesses contributed to performance
lapses related to the handling of materials concerning

]uné 2005
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individuals who were to become the 9/11 hijackers. The
Team recommends that an Accountability Board review the
performance of the Chiefs of CTC during the period 1997-
2001 regarding the manner in which they staffed the UBL
component.

“c-The Team found that certain units within CTC
did not work effectively together to understand the structure
and operations of al-Qa’ida. This situation had a ‘
particularly negative impact on performance with respect to
Khalid Shaykh Muhammad (KSM), the mastermind of the
9/11 attacks. The Team, like the Joint Inquiry, found that
CTC’s assigning principal responsibility for KSM to the
Renditions Branch had the consequence that the resources of _
the| 'UBL Station, and CTC analysts (b)(3)
were not effectively brought to bear on the problem. CTC
considered KSM to be a high-priority target for
apprehension and rendition, but did not recognize the
significance of reporting from credible sources in 2000 and
2001 that portrayed him as a senior al-Qa’ida lieutenant and
thus missed important indicators of terrorist planning. This
intelligence reporting was not voluminous and its.
significance is obviously easier to determine in hindsight,

~ but it was noteworthy even in the pre-9/11 period because it

included the allegation that KSM was sending terrorists to
the United States to engage in activities on behalf of
Bin Ladin.

<E€)-The evidence indicates that the management

“approach employed in CTC had the effect of actively

reinforcing the separation of responsibilities among the key

CTC units working on KSM. The Team recommends that an (b)(3)
Accountability Board review the performance of the (b)(7)(c)

and

| for failure to provide proper oversight and guidance to their (b)(7)(c)
officers; to coordinate effectively with other units; and to

allocate the workload to ensure that KSM was being covered

appropriately. The Team also recommends that an

Accountability Board review the performance of the Chief of

CTC for failure to ensure that CTC units worked in a

coordinated, effective manner against KSM. Finally, the

Team recommends that an Accountability Board review the

performance of the| for (b)(7)(c)

FOP-SECREE ] | (b)(1)
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failure to produce any analytic coverage of
Khalid Shaykh Muhammad from 1997 to 2001."

(U) See the Team’s discussions of Systemic Finding 3
(Counterterrorism Resources) and Factual Finding 5i
(Khalid Shaykh Muhammad) for further information on
these issues. :

(U) Information Sharing

~+&)r The Team's findings related to the issue of
information sharing are in general accord with the JI’s
overall assessment of CIA’s performance. Like the ]I, the
Team found problems in the functioning of two separate but
related processes in the specific case of the Malaysia
operation of early 2000: entering the names of suspected
al-Qa’ida terrorists on the “watchlist” of the Department of
State and providing information to the Federal Bureau of
Investigation (FBI) in proper channels. The Team also found
that CTC did not forward relevant information to EE;E;;
|In regard to broader issues of
information sharing, the Team found basic problems with
processes designed to facilitate such sharing. In particular,
CTC managers did not clarify the roles and responsibilities
of officers detailed to CTC by other agencies.

~«57/INFr The Malaysia Operation. Agency officers
did not, on a timely basis, recommend to the Department of
State the watchlisting of two suspected al-Qa’ida terrorists,
Nawaf al-Hazmi and Khalid al-Mihdhar. These individuals,
who later were among the hijackers of 9/11, were known by
the Agency in early January 2000 to have traveled to Kuala
Lumpur, Malaysia, to participate in a meeting of suspected
terrorists. From Kuala Lumpur, they traveled to Bangkok.
~ In January 2000, CTC officers received information that one

of these suspected terrorists had a US visa; in March 2000,
_ \ _

'(U) As aresult of a conflict of interest, the Inspector General recused himself from deliberations
on the performance of Agency components and individuals relating to the KSM issue and to the
strategic analysis issues discussed below. The two successive Deputy Inspectors General did
participate in accountability discussions regarding analysis and all other issues.
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these officers had information that the other had flown from
Bangkok to Los Angeles.

~«5/ANF-In the period January through March 2000,
some 50 to 60 individuals read one or more of six Agency
cables containing travel information related to these
terrorists. These cables originated in four field locations and
Headquarters. They were read by overseas officers and
Headquarters personnel, operations officers and analysts,
managers and junior employees, and CIA staff personnel as
well as officers on rotation from NSA and FBI. Over an
18-month period, some of these officers had opportunities to
review the information on multiple occasions, when they
might have recognized its significance and shared it
appropriately with other components and agencies.
Ultimately, the two terrorists were watchlisted in late
August 2001 as a result of questions raised in May 2001 by a
CIA officer on assignment at the FBI.

«€5) In 1998, CTC assumed responsibility for
communicating watchlisting guidance in the Agency. As
recently as December 1999, less than a month before the
events of early January 2000, CTC had sent to all field offices
of the CIA a cable reminding them of their obligation to
watchlist suspected terrorists and the procedures for doing
so. Field components and Headquarters units had
obligations related to watchlisting, but they varied widely in-
their performance. That so many individuals failed to act in
this case reflects a systemic breakdown—a breakdown ’
caused by excessive workload, ambiguities about
responsibilities, and mismanagement of the program.
Basically, there was no coherent, functioning watchlisting

program.

~«£5> The Review Team recommends that an
Accountability Board review the performance of the two
Chiefs of CTC in the years between 1998 and 2001
concerning their leadership and management oversight of
the watchlisting program.

«5ANF- Agency officers also failed to pass the travel
information about the two terrorists to the FBI in the
prescribed channels. The Team found that an FBI officer

FOPSEEREE N | o o)1)
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assigned to CTC on 5 January 2000 drafted a message about
the terrorists’ travel that was to be sent from CIA to the FBI
in the proper channels. Apparently because it was in the
wrong format or needed editing, the message was never
sent. On the same date, another CTC officer sent a cable to
several Agency addressees reporting that the information
and al-Mihdhar’s travel documents had been passed to the
FBI. The officer who drafted this cable does not recall how
this information was passed. The Team has not been able to ;
confirm that the information was passed, or that it was not !
passed. Whatever the case, the Team found no indication o
that anyone in CTC checked to ensure FBI receipt of the ‘
information, which, a few UBL Station officers said, should

have been routine practice.

+5)-Separately, in March 2000, two CIA field locations
sent to a number of addressees cables reporting that
al-Hazmi and another al-Qa’ida associate had traveled to the
United States. They were clearly identified in the cables as
“UBL associates.” The Team has found no evidence, and
heard no claim from any party, that this information was
shared in any manner with the FBI or that anyone in UBL
Station took other appropriate operational action at that
time.

<€) In the months following the Malaysia operation,
the CIA missed several additional opportunities to nominate
al-Hazmi and al-Mihdhar for watchlisting; to inform the FBI
about their intended or actual travel to the United States;
and to take appropriate operational action. These included a
few occasions identified by the Joint Inquiry as well as
several others. '

€S- The consequences of the failures to share
information and perform proper operational followthrough
on these terrorists were potentially significant. Earlier
watchlisting of al-Mihdhar could have prevented his
re-entry into the United States in July 2001. Informing the
FBI and good operational followthrough by CIA and FBI
might have resulted in surveillance of both al-Mihdhar and
al-Hazmi. Surveillance, in turn, would have had the -
potential to yield information on flight training, financing,
and links to others who were complicit in the 9/11 attacks.

" FOP-SECREF | (b)(1)
June 2005 ' XV HES/SHORCOMNINOFORN/7 MR- (b)(3)

Approved for Release: 2015/03/19 C06184107



" Approved for Release: 2015/03/19 C06184107

FOP-SEEREH

OIG Report on CIA Accountability (b)(1 )

HESSHORCONINOFORNAAVR- With Respect to the 9/11 Attacks (b)(3) |

-éS)—The Team recommends that an Accountability :
Board review the performance of key (b)(7)§0)

|

—for failing

to ensure that someone in the Station informed the FBI and
took appropriate operational action regarding al-Hazmi in
March 2000. In addition, the Team recommends that the
Accountability Board assess the performance of the latter
three managers for failing to ensure prompt action relevant
to al-Hazmi and al-Mihdhar during several later
opportunities between March 2000 and August 2001.

(U) Broader Information Sharing Issues. The Joint
Inquiry charged that CIA’s information-sharing problems
derived from differences among agencies with respect to
missions, legal authorities, and cultures. It argued that CIA
efforts to protect sources and methods fostered a reluctance
to share information and limited disclosures to criminal
investigators. The report also alleged that most Agency
officers did not focus sufficiently on the domestic terrorism
front, viewing this as an FBI mission. The 9/11 Review
Team'’s findings are similar in many respects, but the Team
believes the systemic failures in this case do not lie in
reluctance to share. Rather, the basic problems were poor
implementation, guidance, and oversight of processes
established to foster the exchange of information, including
the detailee program.

~&)- CTC and UBL Station had on their rosters
detailees from many different agencies, including the FBIL,
NSA, Federal Aviation Administration , and State
Department. The manner in which these detailees were -
managed left many of them unclear about the nature of their
responsibilities. Many CIA managers and officers believed
the detailees were responsible for conveying information to
their home agencies, while most of the detailees maintained
that they were working as CTC officers and had neither the
time nor the responsibility to serve as links to their home
agencies. The Team found, at a minimum, that there were
fundamental ambiguities about the responsibilities of the
detailees as they related to information sharing, and that
these responsibilities were never delineated explicitly or in

FORSECRET
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writing. The Team recommends that an Accountability
Board review the performance of the two Chiefs of CTC
during the years before 9/11 concerning their oversight of
the Center’s practices in management of the detailee
program.

(U) See the Team’s discussions of Factual Finding 5b
(The Watchlisting Failure) and Systemic Findings 9
(Information Sharing Within the IC) and 10 (Information
Sharing with Non-IC Members) for elaboration on these
issues.

(U) Strategic Analysis

5> The Team, like the JI, found that the IC’s
understanding of al-Qa’ida was hampered by insufficient
analytic focus, particularly regarding strategic analysis. The
Team asked three individuals who had served as senior
intelligence analysts and managers to conduct an
independent review of the Agency’s analytic products
dealing with UBL and al-Qa‘ida for the period from 1998 to
2001 and assess their quality. They found that, while CTC’s
tradecraft was generally good, important elements were
missing. Discussion of implications was generally weak, for
" example. Most important, a number of important issues
were covered insufficiently or not at all. The Team found:

* No comprehensive strategic assessment of al-Qa’ida by
CTC or any other component.

* No comprehensive report focusing on UBL since 1993.
* No examination of the pdtential for terrorists to use
aircraft as weapons, as distinguished from traditional

hijackings.

* Limited analytic focus on the United States as a potential
target.

¢ No comprehensive analysis that put into context the
threats received in the spring and summer of 2001.

FOPSEERET | - (b)(1)
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That said, CTC’s analytic component, the Assessments and
Information Group (AIG), addressed aspects of these issues
in several more narrowly focused strategic papers and other
analytic products.

+5F The personnel resources of AIG were heavily
dedicated to policy-support and operational-support _
activities. Analysts focused primarily on current and tactical
issues rather than on strategic analysis. -In the two years
prior to 9/11, the Directorate of Intelligence’s
land others had
raised with CTC managers the need-to dedicate some
proportion of the analytic work force to strategic analysis, as
was the practice in many DI offices. In early 2001, the DCI
- specifically directed CTC to establish a strategic analysis unit
within AIG. The Chief of AIG had for some time been aware
of the need to strengthen the analytic work force and was
working to do so. The strategic analysis unit was formed in
July 2001; as of late July, it was manned by|  |analysts. (b)(3)

(b)(3)

<5 The Team found that the National Intelligence
Council (NIC) addressed the al-Qa’ida threat to only a
limited extent. The NIC produced a National Intelligence
Estimate on the terrorist threat to the United States in 1995
and an update in 1997. It did not produce a similar,
comprehensive assessment from that point until after 9/11,
although preparation of such a product was underway, with
a CTC drafter, in the early months of 2001 and was being
edited as of 9/11.

(U) See Team discussions of Factual Findings 2 (Signs
of an Impending Attack), 3 (The Threat to the United States),
and 4 (Aircraft as Weapons) and Systemic Finding 5 '
(Strategic Analysis) for further information on these topics.

- (U) Operations (Unilateral and Liaison)

<577NF- The Joint Inquiry charges that CIA did not
effectively develop and use human resources to-penetrate
al-Qa’ida’s inner circle, thus significantly limiting the IC’s
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ability to acquire actionable intelligence before 9/11. The
report argues that this lack of sources resulted from an
excessive reliance on foreign liaison services and walk-ins
(sources who volunteer); a focus on disruption and capture
rather than collection; and adherence to the dirty asset rules
(guidelines that restricted the recruitment of sources who
had committed certain proscribed acts).

54 The Review Team did not find that CIA’s
reliance on liaison for collection was excessive but did find
that,zthis reliance was not balanced with a strong (b)(3)
focus on developing unilateral assets. The Team did not find
that CIA reliance on walk-ins was misguided;|

(b)(1
Although the CIA focused its al-Qa‘ida (b)3

operations on Afghanistan, possibly limiting its ability to
focus elsewhere, the Team believes that this approach was
reasonable and that its purpose was collection on al-Qa’ida
as well as disruption of al-Qa’ida’s activities. While
agreeing that the dirty asset rules may have created a climate
that had the effect of inhibiting certain recruitment
operations, the Team is unable to confirm or determine the |
extent of the impact. Finally, the Team found that several (b) ('3 )

N’ N’

b

operational platforms, specifically the Nonofficial Cover

(NOC) program| |

were not effectively engaged in the battle against al-Qa’ida.

In the case of the NOC program, this reflected the weakness

of the program itself. In the casDit reflected CTC’s

focus on Afghanistan and the priority of its attempts to (b)(3)
penetrate al-Qa‘ida’s inner circle. -

«5/~2H5- The Team found that the CIA’s relations
with foreign liaison services were critical to its ability to
disrupt al-Qa’ida and thwart some terrorist attacks on the
United States. While the capabilities and cooperation of
liaison services were uneven, the program itself did not
detract from CIA’s efforts to mount its own unilateral
operations. The Team did raise serious questions about

whether CTC prior to 9/11 had made the most effective use (b) (1)
o ‘ (b))
liaison services in its operations against al-Qa’ida. This (b)(1)
| | (b)(3)

FORSECRET! | (b)(1)
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Nevertheless, the Team observes that the complicated (b)(3)

dynamics of liaison relationships, including lack of common
goals and counterintelligence problems, suggest that CTC

i b)(1)
managers made reasonable judgments| | (
| \ - (0)3)
57Ny The Joint Inquiry particularly criticized CIA
for the conduct of its operational relationship (b)(1)
It noted that CIA had unsuccessfully pressed (b)(3)

authorities for additional information on individuals later

identified as associates of some of the hijackers. It placed

some of the blame for this on CIA’s decisions\ \ (b)(1)
| The (b)(3)
Team also found that CIA was unable to acquire the '
information cited by the JI but found that it made repeated

efforts to do so and that its lack of success was the result of a

(b)(1) difficult operating environment and limited cooperation on

(b)(3) the part of| | The Team concluded that
the decisions made with respect to‘ \were (b)(1)
reasonable. (b)(3)

«5AANE The Joint Inquiry also argued that both the

FBI and CIA had failed to identify the extent of support from

Saudi nationals or groups for terrorist activities globally or

within the United States and the extent to which such

support, to the extent it existed, was knowing or inadvertent.

While most of the JI discussion on the Saudi issue dealt with -

issues involving the FBI and its domestic operations, the

report also| | ~(b)(1)
| | The Team found that a significant (b)(3)

gap existed in the CIA’s understanding of Saudi extremists’

involvement in plotting terrorist attacks. The primary
_reasons for this gap were the difficulty of the task, the hostile

operational environment, and‘ ‘ (b)(1)

| | (b)(3)
+5//NF) The Team also found, however, that UBL

Station and| were hostile to each other and. (b)(1)

working at cross purposes over a period of years before - (b)(3)

9/11. The Team cannot measure the specific impact of this
counterproductive behavior. Ata minimum, however, the
Team found that organizational tensions cleatly complicated

FOP-SECREF | | - o (b)(1)
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, (b)(1)
and delayed the preparation of Agency approaches| | (b)(3)
| thus negatively affecting the timel
and effective functioning of the exchange with jen (b)(1)
- terrorism issues. ' (b)(3)

(U) See the Team's discussions of Systemic Findings
11 (HUMINT Operations Against Al-Qa’ida) and 15
(Reliance on Foreign Liaison), Factual Finding 5h (The
Hijackers” Associates in Germany), and Related Finding 20
(Issues Relating to Saudi Arabia) for additional information.

(U) Covert Action

&) The Joint Inquiry charged that US policymakers
had wanted Usama Bin Ladin killed as early as August 1998
and believed CIA personnel understood that. However, the
government had not removed the ban on assassination and
did not provide clear direction or authorization for CIA to
kill Bin Ladin or make covert attacks against al-Qa’ida] | (b)(1)
| | The ]I said that the CIA was reluctant to (b)(3)
seek authority to assassinate Bin Ladin and averse to taking
advantage of ambiguities in the authorities it did receive that
might have allowed it more flexibility. The JI argued that
these factors shaped the type of covert action the CIA
undertook against Bin Ladin and that, before September 11,
covert action had little impact on al-Qa’ida or Bin Ladin.

The findings and conclusions of the (b)(1)
Review Team correspond with most but not all of the JI (b)(3)
conclusions. The Team believes that the restrictions in the
authorities given the CIA with respect to Bin Ladin, while
arguably, although ambiguously, relaxed for a period of
time in late 1998 and early 1999, limited the range of
permissible operations. Given the law, executive order, and
past problems with covert action programs, CIA managers
refused to take advantage of the ambiguities that did exist.
The Team believes this position was reasonable and correct.
Ultimately, the Team concludes the failure of the Agency’s
covert action against Bin Ladin lay not in the language and
interpretation of its authorities, but in the limitations of its
covert action capabilities. CIA’s heavy reliance on a single

FOR-GECREF (b))
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group of assets, who were of questionable reliability and had
limited capabilities, proved insufficient to mount a credible
operation against Bin Ladin. Efforts to develop other
options had limited potential prior to 9/11.

&5 MNEY The Joint Inquiry - (b)(1)
states that US military officials were reluctant to use military (b)(3)
assets to conduct operations in Afghanistan or to support or
participate in CIA operations against al-Qa‘ida prior to 9/11.
At least in part, this was a result of the IC’s inability to
provide the necessary intelligence to support military
operations. The findings of the Team match those of the JI as
they relate to the CIA. The Agency was unable to satisfy the
demands of the US military for the precise, actionable
intelligence that the military leadership required in order to
deploy US troops on the ground in Afghanistan or launch !
cruise missile attacks against UBL-related sites beyond the
August 1998 retaliatory strikes in Afghanistan and Sudan.
Differences between CIA and the Department of Defense -
over the cost of replacing lost Predators also hampered
collaboration over the use of that platform in Afghanistan.
The Team concludes, however, that other impediments,
including the slow-moving policy process, reduced the
importance of these CIA-military differences. The Team
believes CIA handled its relationship with the US military
responsibly and within the bounds of what was reasonable
and possible. :

The Joint Inquiry charges that the CIA (b)(1)
failed to attack UBL's finances and failed to work , - (B)E3)
cooperatively with the Department of the Treasury to .
develop leads and establish links to other terrorist funding
sources. The Team, likewise, found that CIA failed to attack
Bin Ladin’s money successfully but finds that this was not
for lack of effort. |

b))
(b)(3)

| The Team also agrees that bureaucratic
obstacles and legal restrictions inhibited CIA’s partnershlp
with the Department of the Treasury

. (b)(1)
HESFSHORCONNOTORNAMR  xxii June 2005 (b)(3)
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(U) See the Team’s discussions of Systemic Findings
13 (Covert Action), 14 (Collaboration with the Military), and
16 (Strategy to Disrupt Terrorist Funding) for more
information on these issues.

(U) Technology

The Joint Inquiry charged that (b)(1)
technology had not been fully and effectively applied in (b)(3)
support of US counterterrorism efforts. The Team found
that significant differences existed between CIA and NSA
over several critical issues. One of these involved a dispute
over which agency had authority] |

| (b)(1)
| This dispute had not yet been resolved (b)(3)
in September 2001. The second issue involved NSA's
unwillingness to share raw SIGINT transcripts with CIA;
this made it more difficult for CTC to perform its mission
against al-Qa’ida. In the late 1990s, however, NSA managers
offered to allow a CTC officer to be detailed to NSA to cull
the transcripts for useful information. CTC sent one officer
to NSA for a brief period of time in 2000, but failed to send
others, citing resource constraints. The Team recommends
that an Accountability Board review the performance of the
Chiefs of CTC for their failure to detail officers to NSA on a
consistent, full-time basis to exploit this material in the years
before 9/11. ' -

(U) See the Team'’s discussions of Systemic Findings
4 (Application of Technology) and 7 (Computer
Exploitation) for discussion of the technology issue.

:  FOPSEEREH | (b)(1)
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(U) FOREWORD: ASSESSING THE JOINT INQUIRY’S
FINDINGS

(U) Introduction

(U) In issuing its final report on 10 December 2002,
the Congressional Joint Inquiry Into Intelligence Community
Activities Before and After the Terrorist Attacks of
September 11, 2001 (9/11) recommended that the CIA
Inspector General (IG) should “review the factual findings
and the record of this Inquiry and conduct investigations
and reviews as necessary to determine whether and to what
extent personnel at all levels should be held accountable for
any omission, commission, or failure to meet professional
standards in regard to the identification, prevention, or
disruption of terrorist attacks, including the events of
September 11, 2001. These reviews should also address
those individuals who performed in a stellar or exceptional
manner, and the degree to which the quality of their
performance was rewarded or otherwise impacted their

~ careers.”.

(U) Accordingly, in February 2003, the Office of -
Inspector General (OIG) constituted the 9/11 Accountability
Review Team to examine the Joint Inquiry’s (JI) findings that
were relevant to the CIA. The IG named the then-Assistant
IG for Inspections to lead this multidisciplinary team.
Although the composition of the Team changed in the
ensuing months, during the bulk of its operating time the
Team also included four inspectors—including individuals
on rotation from each of the mission directorates and the
Director of Central Intelligence (DCI) area—two auditors,
one investigator, a contractor with significant Agency and
inspections experience, a research assistant, and a secretary.
None of the members of the team had worked in the '
Counterterrorist Center or had counterterrorism as a
primary area of expertise; several had worked on various
aspects of the counterterrorism issue previously, however.

FOPR-SECREF | (b)(1)
June 2005 ' 1 HESHSHFORCONNOFORN7MR— - (b)(3)
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(U) Scope

(U) While the JI developed a total of 35 findings—15
of which it termed factual, 16 systemic, and four related—
the Team focused only on the 23 findings that pertained
directly to CIA. In those 23, the Team considered the
performance of officers of other government entities when
appropriate but only assessed the performance of CIA
officers. While several of the systemic findings address
aspects of the broader issue of counterterrorism, the Team
has generally responded to these findings by focusing on
their relevance to the more specific issues of al-Qa’ida,
Usama Bin Ladin (UBL), and the events leading up to 9/11.

(U) For each relevant finding, the Team tried to
determine whether or not the JI's conclusions and charges-
were accurate. Where they were, the Team has tried to
explain the reasons for them and to determine responsibility;
where appropriate, the Team recommends that an
Accountability Board review the performance of specific
individuals. Where the Team found that the JI charges were
not wholly accurate or complete, it has attempted to set the
record straight. '

(U) In general, the Team found that Agency officers
from the top down worked hard against the
al-Qa’ida target. Those whom the Team believes were
deserving of recognition have already received monetary
awards and other forms of formal acknowledgment. The
Team is not recommending that any additional individuals

be recognized.

(U) The Review Team found no instance in which an
employee violated the law. The Team found, however, that
Agency officers did not always perform their Agency duties
in a satisfactory manner—that is, they did not, in a particular
instance, act “in accordance with a reasonable level of
professionalism, skill, and diligence,” as required by Agency
regulations.

HES/SH+ORCONNOFORNFAVR- 2 June 2005
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" (U) The OIG provided to relevant individuals the
draft texts of those portions of the 9/11 review that related
to their respective performances. Those officers provided
comments and responses to the draft. The Team carefully
reviewed and responded to many of the specific comments,
correcting factual errors; removing material that was no
longer relevant; incorporating material from the responses
that provided insight into specific issues; and changing a
number of recommendations relating to accountability. The
OIG then made available to all of these individuals the text
of the entire report, with the exception of language
specifically relating to recommendations for accountability
reviews of the performance of other individuals. The Team
again reviewed individual responses, correcting factual
errors and making language changes where appropriate.”

(U) The Inspector General, in this review,
recommends that the CIA Director establish an
Accountability Board—in accordance with Agency
regulations—made up of individuals who are not employees E
of the CIA to review the cases where the performance of
individual employees was found to fall short of the
standard.” Where failures were collective and/or systemic,
the Team has recommended that an Accountability Board
determine the accountability of those managers who were in
position to oversee and correct the particular situation before
9/11. The Team emphasizes that, in discussing the conduct
of Agency officers, it is addressing performance with respect
to specitic events—not the overall performance of the
individual.

* (U) Many reviewers criticized the report for failing to emphasize sufficiently the many successes
of CTC and UBL Station in the battle against al-Qa’ida. The Team agrees that these successes are
not documented in the report. The report does not focus on the overall record, which includes
many successes in the war on terrorism. This fact derives from the tasking given the OIG, which
dictated a review of perceived breakdowns and failures of process—not an overall review of
CIA’s performance against the al-Qa’ida target.

*(U) Agency Regulation 13-6 describes the nature and processes of the Agency Accountability
Board (AAB). It states that a CIA Director or Deputy Director would convene the AAB “when
events to be examined indicate significant failures of fundamental CIA missions or
responsibilities, involve systemic failures, or involve very senior Agency officers.” It goes on to
state that, “In cases involving review of the actions of very senior Agency officials, the DCI or
DDCI may request an outside body to conduct an accountability review and make
recommendations directly to him/her as appropriate.”

FOPSEERET ] (b)(1)
June 2005 3 HESASHORCONNOFORNFAVR- (b)(3)

Approved for Release: 2015/03/19 C06184107



Approved for Release: 2015/03/19 C06184107

TOP-SECRET

HES/SH7ORCONINOFORNAAVR- With Respect to the 9/11 Attacks

(U) Inits deliberations, the Team has drawn on

Agency Regulation (AR) series 13—Conduct: Accountability
and Discipline: :

AR 13-1, ¢, (4) states that, “Employees...are expected to
perform their duties in a professional and satisfactory
manner. An employee who is responsible for a
significant failure to act in accordance with the level of
professionalism and diligénce reasonably to be
expected... has not lived up to this standard....”

AR 13-1, d, addresses the responsibility of managers,

noting that, “Managers ultimately are responsible for the -

actions or inactions of their subordinates and should
institute reasonable measures to ensure compliance with
Agency standards of conduct.”

AR 13-3, ¢, (1) addresses discipline, stating that, “All -
employees, including managers, are expected to...
perform Agency duties in a satisfactory manner. Those
who fail to do so may be subject to disciplinary action,
which may range from an oral admonition to termination
of employment....” '

(U) The Team also applied the standards for

accountability discussed in AR 13-6, Appendix I:

AR 13-6, Appendix ], ¢, indicates that, “Any finding of
deficient performance must be specific and may include
omissions and failure to act in accordance with a
reasonable level of professionalism, skill, and diligence.”

AR 13-6, Appendix I, d, states that “Determinations
under the above standard will be based in part on
whether the facts objectively indicate a certain action
should have been taken or not taken and whether the
employee had the opportunity and the responsibility to
act or not act.”

HES/SHFORCONNOFORNAAMR 4 : June 2005
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e AR 13-6, Appendix I, e, notes that “Managers may be
held accountable in addition for the action(s) or inaction
of subordinates even if the manager lacks knowledge of
the subordinates conduct. Such accountability depends
on: (1) Whether the manager reasonably should have
been aware of the matter and has taken reasonable
measures to ensure such awareness. (2) Whether the
manager has taken reasonable measures to ensure
compliance with the law and Agency policies and
regulations.”

(U) On occasion, the Team has found that a specific
officer was responsible for a particular action or lack of
action, but has not recommended that an Accountability
Board consider the matter. In such cases, the Team has
concluded that, for various reasons, including mitigating
circumstances, the matters in question have not reached the
threshold for Accountability Board consideration.

(U) In several cases, the Team was divided on the
issue of whether or not the performance of a specific
individual should be reviewed by an Accountability Board.
Some Team members concluded the performance in question
warranted a finding of failure to “act in accordance with a
reasonable level of pr_ofeséionalism, skill, and diligence,” as
specified in Agency regulations; others concluded that the
mitigating circumstances were substantial enough to warrant
a finding of responsibility but not a recommendation
concerning accountability. The Team agreed that, when it
had a clear difference of opinion and consensus could not be
reached, it would be appropriate to describe the situation and
note which officials the Team considered responsible.

(U) Methodology

(U) The 9/11 Review Team drew on numerous
sources during its review. The Team:

e Met and spoke with members of the JI Staff regarding
their report as well as with members of the Director’s

June 2005
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Review Group (DRG), which provided the initial CIA
response to the JI report.

» Had complete access to documentation gathered by the JI
and the DRG, as well as to reports of interviews
conducted by both groups and to Office of Congressional
Affairs write-ups of these interviews. Toward the end of
the review, the Team also examined Kean Commission
interviews, hearings, and findings.

e Conducted interviews of over 200 officers including
current and former senior CIA managers currently or
formerly serving as Deputy Director of Central
Intelligence (DDCI), Assistant Director of Central
Intelligence, Executive Director, Deputy Executive
Director, Deputy Director for Operations (DDO), Deputy
Director for Intelligence (DDI), Deputy Director for
Science and Technology (DDS&T), and Chief Financial
Officer (CFO); CIA staff employees; detailees to the
Counterterrorist Center (CTC) from the Federal Bureau
of Investigation (FBI), the National Security Agency
(NSA), the Federal Aviation Administration (FAA), and
other agencies; and a number of contractors.

» Collected and reviewed information from database
holdings, cable traffic from CTC’s Hercules database, and
Lotus Notes e-mail correspondence.

* Made extensive use of complete access to pre-9/11 CTC
hard-copy-and soft-copy files.

¢ Reviewed numerous books, journals, and other open-
source documents.

e Drew on the OIG’s inspection of CTC, conducted in 2000-
2001, and the accompanying employee survey.

In addition to these sources, which proved beneficial for all
aspects of the review, the Team tapped various other sources
in its assessment of specific findings.

- HCS7/SH7ORCONINOFORN/A7 MR- 6 June 2005
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(U) In addressing findings relating to léadefship and

management issues, the Team:

Reviewed documentation relating to Principals and
Deputies Committee meetings and to Agency resource
and covert action decisionmaking groups.

Examined various National Security Council
memorandums and taskings; Executive Orders;
Presidential Decision Directives; DCI Directives and
Authorities; and DCI memorandums, talking points, and
correspondence.

The Team'’s request to interview the former DCI was not
met because of his schedule; the Team did, however,
review transcripts of his numerous statements and
testimony with respect to 9/11.

- Read transcripts of various Congressional hearings.

Reviewed CIA OIG Inspection Reports on the Foreign
Broadcast Information Service and Foreign Language in
the Agency, and examined the Special Task Force Report
on the Language Incentive Program. :

(U) In addressing findings relating to resources, the

Team:

Exploited information gleaned from the Agency
Financial Management System (AFMS), AFMS/Forest
and Trees Database, Acquisition Requests (ACQUIRe)
database, and the Approving Officer Authorities
database. ‘ ' '

Reviewed various Congressional Budget Justification
Books and Apportionment and Reapportionment (A&R)

schedules from Accounting Operations.

Reviewed UBL Station personnel resource data.

June 2005
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e Reviewed the OIG Inspection Report on Agency Budget
Formulation, and the OIG Audit Report on
- Reprogramming.

{5/ In addressing findings relating to
information sharing, the Team:

» Extensively reviewed all operational cables and other

cable traffic related to

as well as cables related to selected other CTC
operations conducted around the same timeframe; and
cables related to Khalid Shaykh Muhammad.

e Reviewed viewership audits of the Hercules, MDSX, and
databases to determine who opened relevant
cables and cables relating to
Khalid Shaykh Muhammad prior to 9/11.

. Consulted with the Department of Justice Office of
Inspector General inspectors who were examining the
watchlisting issue from the FBI's standpoint.

‘e Assessed badge-in/badge-out data for individuals in |
UBL Station for key weeks in January and March 2000.

(U) In addressing findings relating to strategic
analysis, the Team: °

e Conducted a thorough review of current intelligence
pieces on al-Qa’ida written for the President’s Daily Brief
and Senior Executive Intelligence Brief during the period
1 January 1998 to 10 September 2001.

* Engaged three former senior DI officers to conduct an
extensive evaluation of all Intelligence Reports and CTC
Commentaries on al-Qa’ida produced between 1 January
1997 and 10 September 2001.

HES/SHORCONNOFORNAMR 8 | June 2005
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Examined other Agency analytic products on
counterterrorism, including pertinent ones written since
11 September 2001.

Examined CTC's July 2001 Analysis Enhancement Plan.

(U) In addressing findings relating to unilateral and

liaison operations and covert action, the Team:

Used the Hercules database to conduct surveys of report
sourcing and extensive reviews of cable traffic on specific
covert operations.

Assessed information from the AFMS database.

Reviewed foreign liaison training records.

Examined all Memorandums of Notification regarding
Bin Ladin. ' '

(U) In addressing findings relating to technology, the

. Teamu:

Reviewed OIG inspection reports on the Clandestine
Information Technology Office and its successor, the
Information Operations Center.

Examined legal opinions and other memorandums
between CIA and NSA and between senior Agency

managers.

Reviewed documentation on specific technical projects.

June 2005
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(U) Looking Ahead

(U) The Team hopes that the readers of this report
will focus on lessons that might be learned with respect to
management and process. Many of the breakdowns
discussed herein involved failure to articulate and
implement policies designed to foster information sharing
and cooperation, reinforce important guidelines and
processes, define and monitor areas of overlapping
responsibility, and provide Agency officers and detailees
with the training and guidance they need to perform their
missions effectively. Other breakdowns involved failures to
set priorities and then to follow through with appropriate
programs and policies.

(U) Several officers who reviewed the OIG’s 9/11
draft stated that the report should have focused on the
broader, systemic problems that had hampered the Agency’s
ability to work more effectively against the al-Qa‘ida target.
The Team made no formal recommendations with respect to
these systemic problems in its report, deeming them outside
the scope of its review. In response to a request from the
former Deputy Director of Central Intelligence (DDCI),
however, the Team drafted a memorandum addressing
Agency failures in the pre-9/11 period that it considered

FOPSECREE (b)(1)
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systemic.‘ This memorandum, sent to t}\le DDCI on
24 September 2004, contained 19 recommendations designed
to help overcome the identified deficiencies.

(U) The OIG review covered the period leading up to
11 September 2001, and the Team did not track changes
implemented since that time. With the lessons learned from
this review and others, however, the Team believes a future
OIG team should be able to review policies and processes
curreritly affecting CIA’s counterterrorism efforts in order to
evaluate whether they are being implemented effectively
and systematically.

June 2005
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(U) FACTUAL FINDING 1: BRINGING TOGETHER
THE AVAILABLE INTELLIGENCE

(U) Factual Finding 1 of the Joint Inquiry (JI) states
that, “While the Intelligence Community (IC) had amassed
a great deal of valuable intelligence regarding
Usama Bin Ladin and his terrorist activities, none of it
identified the time, place, and specific nature of the attacks
that were planned for September 11, 2001. Nonetheless, the
Community did have information that was clearly relevant
to the September 11 attacks, particularly when considered
for its collective significance.”

. (U) The Finding goes on to note that, while it found
no “smoking gun,” various threads and pieces of
information available to the IC prior to 11 September 2001
(9/11) were significant and relevant, at least in retrospect.

(U) Assessment of the Finding

&>~ The Office of Inspector General’s 9/11 Review
Team (the Team) concurs with the finding. The Team has
had access to finished intelligence that was unavailable to
the Joint Inquiry and has reviewed reporting that the JI did
not examine, but it, too, has uncovered no information that
provided any of the specifics necessary to warn of the
particular events of 9/11. At the same time, the Team agrees

4 that the IC had relevant information prior to 9/11 on such
subjects as al-Qa’ida’s intent to conduct an attack soon, its
desire to attack in the United States, and terrorists’ use of
aircraft as weapons. While the CIA developed some of the
relevant lines of analysis as fully as a reasonable observer
would expect, it did not do so with all such lines, nor did
anyone in CIA pull these various threads together prior to
9/11.
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(U) Just as the JI report covered these issues in detail
in the findings that follow, so too does the Team address
them later in this report.

(U) Accountability

(U) Because of the scope of the finding, the Team
does not consider accountability here but does so in its
discussion of the remaining factual findings, as well as in
Systemic Findings 5, 9, 10, and 16..
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(U) FACTUAL FINDING 2: SIGNS OF AN IMPENDING
ATTACK |

(U) Factual Finding 2 of the Joint Inquiry (JI) report
states that, “During the spring and summer of 2001, the
Intelligence Community experienced a significant increase in
information indicating that Bin Ladin and al-Qa’ida
intended to strike against US interests in the very near
future.”

46 The Finding notes that some Intelligence
Community (IC) personnel described as unprecedented the
increase in threat reporting during the months leading up to
11 September 2001 (9/11). Among the many examples cited
of stepped-up reporting during the March-September 2001
time frame, the National Security Agency (NSA) issued 33
communications indicating the possibility of an imminent
-attack by al-Qa’ida. The Finding also acknowledges that the
IC advised senior policymakers of the likelihood of an
attack, including in threat advisories, National Security
Council (NSC) briefings, and current intelligence pieces,
although the nature of the reporting did not lend itself to
any specificity.

(U) Assessment of the Finding

-+ The Office of Inspector General’s 9/11 Review
Team agrees that, in the months prior to 9/11, the
Intelligence Community received numerous indications of
an impending al-Qa’ida attack. The Team also agrees that,
during part of the spring and summer, the number of these
indicators increased. However, the Team cannot fully
concur with the finding as stated, in that research shows that
this increase did not continue throughout the entire six-
month period leading up to 9/11. Nor did the Team find
that this increase was unprecedented across all broad
intelligence collection systems, as the Finding’s narrative
suggests.

HESASHAORCONNOFORNAAMR 16 June 2005

Approved for Release: 2015/03/19 C06184107

(b)(1)
(b)(3)

(b)(1)
(b)(3)



Approved for Release: 2015/03/19 C06184107

OIG Report on CIA Accountability TOP-SECRET _ | (b)(1)
With Respect to the 9/11 Attacks ' HESASHFORCONNOFORN/7MR- (b)(3)

54N The Team does agree that, during the
- summer of 2001, many observers perceived the indicators of
a possible attack to be unprecedented:

e In late June 2001, the Counterterrorist Center (CTC) sent
out a cable to all stations noting the Director of Central
Intelligence’s request to share with liaison tearline
information stating, “Over the last several months, we
have seen unprecedented indications that Bin Ladin and
his supporters have been preparing for a terrorist
operation.” In addition to an increase in sensitive
reporting, the tearline noted a surge in the release of
public information and statements on the part of

Bin Ladin.
e Inearly July | (b)(1)
the “unprecedented increase in terrorist threat (b)(3)

reporting,” indicating that al-Qa’ida was poised to attac
US and Israeli interests. :

o The Defense Intelligence Agency based its 30-day
extension of a 20 July 2001 Defense Terrorism Warning
Report on “the fact that since 21 June there have been an
unprecedented number of indicators of near-term
al-Qa’ida attacks.”

<& SIGINT and HUMINT Warnings

b)(1
«5AANE)- Signals intelligence (SIGINT) warnings of a ®)X)
possiblé terrorist attack did increase. |
“FOP-SEERET | (b)(1)
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<5/ In regard to human intelligence (HUMINT)
reporting, al-Qaida threat reporting did increase between
April and June 2001, but then declined through the rest of
the summer: '

* Directorate of Operations telegraph disseminations (TDs)
that warned of an impending al-Qa’ida attack grew from
five in April to 20 in June before dropping again to 14 in
August. Contrary to overall perceptions at the time,
however, the April-June jump was not without
precedent. Indeed, the increase in threat reports issued
between August and October 1999 was steeper and the
number greater. In addition, the spring 2001 increase
started from a low base, as the number of threats
received in April 2001 was the lowest since the Cole
bombing of October 2000.

» An examination of all TDs on al-Qa’ida—i.e., not just the
threat-related ones—shows a similar increase between
April and June 2001 followed by a drop later in the
summer. Again, this growth was from a low starting
point, as the number of such TDs disseminated in April
was the lowest since July 1998, immediately prior to the
African embassy bombings.

e Finally, all cables that CIA issued on al-Qa’ida increased
by 63 percent to 958 during the period April-July 2001.
This increase was also not unprecedented, as al-Qa‘ida-
related cables had nearly doubled to more than 1,500 per
month between September and December 1999.

(U) Informing the Policymakers

«€&)- The Team’s review confirms that the CIA kept
senior policymakers informed of the threat. For example,
between March and August 2001, the Interagency
Intelligence Committee on Terrorism (IICT) issued four
threat advisories or extensions highlighting the imminent

HES7/5T7/7ORCONNOFORN/7 MR- 18 : June 2005
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threat posed by Sunni extremists. While this number was
greater than the single advisory that the IICT issued in 2000,
it was below the six issued in 1999 during the run-up to the
Millennium. CIA also warned of the threat in regular IC
teleconferences run by the NSC, in a July 2001 Deputies
Committee Meeting, in several briefings for House and
Senate committees, and in dedicated briefings for the
President in March and July. In addition, during this time
frame, the DCI and a number of other senior CIA officers
called various foreign leaders and heads of liaison services
to alert them of this increased threat.

-(-S#N-F} In addition, several threat warnings
regarding al-Qa’ida appeared\
between 1 March and 31 August 2001. |

these pieces warned of

the possibility of an impending attack, and several clearly
emphasized the seriousness of the threat." These pieces
included: ’

e Anarticlel =~ [thatemphasized that the threats
from Bin Ladin—including those his organization made
in public statements—were real and not part of an
al-Qa’ida disinformation campalgn

e Apiecethatran. =~ |which noted that

operatives linked to al-Qa’ida expected that the near-
term attacks they were planning would have dramatic
consequences, such as destabilizing governments or
causing major casualties.

e An artlcle\ \that warned that, while
al-Qa’ida had postponed one terrorist operation for a few
months, others remained in train.

£5+ANF However, the volume of this reporting| |
| wasrelatively small when compared with other

June 2005
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<€) Although the CIA used many vehicles to inform
the policymakers of the threat, CTC analysts did not write
“any Intelligence Report (IR) or similar product during the
late spring or summer that provided any assessment of the
overall threat. IRs earlier in the year warned of threats in
Saudi Arabia, Israel, and Yemen; between mid-May 2001
and 9/11, however, CTC wrote no IRs that provided a
comprehensive analysis of all the threats being received or
that put the then-current warning environment in context.
In fact, the few IRs that CTC wrote during the late spring
and summer of 2001 included no threat warnings at all.

(U) Accountability

(U) The Team makes no recommendation concerning
accountability in regard to this finding. However, the Team
notes that the failure to provide a broad assessment that
pulled together all the threat information received during
spring and summer 2001 is part of the broader problem of
inadequate comprehensive strategic analysis, which the
Team assesses in its discussion of Systemic Finding 5.

FOP-SEEREF | . | (b)(1)
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(U) FACTUAL FINDING 3: THE THREAT TO THE
| UNITED STATES

(U) Factual Finding 3 of the Joint Inquiry (JI) states
that, “Beginning in 1998 and continuing into the summer of
2001, the Intelligence Community received a modest, but
relatively steady, stream of intelligence reporting that
indicated the possibility of terrorist attacks within the
United States. Nonetheless, testimony and interviews
confirm that it was the general view of the Intelligence
Community, in the spring and summer of 2001, that the
threatened Bin Ladin attacks would most likely occur
against US interests overseas, despite indications of plans
and intentions to attack in the domestic United States.”

~«5/NF- The JI report further notes that
“Communications intercepts, the arrests of suspected
terrorists in the Middle East and Europe, and a credible
report of a plan to attack a US Embassy in the Middle East
shaped the Community’s thinking” that the attack would be
overseas. That said, the JI cites numerous cases of
intelligence related to the al-Qa’ida threat in the United
States, including reporting in May 2001 that al-Qa’ida
members were planning to infiltrate the country to conduct
terrorist operations, and in late summer 2001 that an
al-Qa’ida associate was considering such attacks. The
Report acknowledges that the President received such threat
information, including in an August 2001 President’s Daily
Brief (PDB). '

(U) Assessment of Joint Inquiry’s Findings

«&F The Team concurs with the JI's Finding. The
preponderance of intelligence reporting indeed suggested
that the likely attack targets would be US interests overseas.

<5#/ANB)- Following upon the reporting trends,
finished intelligence reiterates this view:

FOP-SECREE (b)(1)
June 2005 21 HESASHORCONNOFORN/ MR- (b)(3)

Approved for Release: 2015/03/19 C06184107



Approved for Release: 2015/03/19 C06184107

FOP-SECREF | | OIG Report on CIA Accountability (b)(1)
HESASHFORCONINOFORNAAMR With Respect to the 9/11 Attacks (b)(3)
. (b)(1)
(b)(3)

¢ During the same period, Counterterrorist Center (CTC)
Intelligence Reports (IRs) and Commentaries showed a
similar pattern. Of the 30 reports that CTC's
Assessments and Information Group (AIG) produced
during this time, 15 mentioned specific targets, and nine
of these were in the Middle East. Only four specifically
mentioned the United States as a target, and two of these
did so only in passing. '

e The same is true with threat advisories and related
products done by the Interagency Intelligence Committee
on Terrorism (IICT). The Threat Advisory Extension that
the IICT issued in early August 2001—the final such
paper prior to 9/11—stated, “The Community continues
to believe that the most likely locales for such an attack
are on the Arabian Peninsula, and in Jordan, Israel, and
Europe.”

5ANFr In most of the cases in which the United
States was mentioned as a potential target, it was included at
the bottom of a list of other such targets. For example, one
CTCIR from late 1998 cites 13 countries and six broader
regions before mentioning the United States as a possible
target. In addition, in three warnings in 1999, the HCT added
to its overall warnings about the threat overseas that “...the
possibility that Bin Ladin will still strive to carry out an
attack inside the United States cannot be discounted.”

. FOPSECREF | : (b)(1)
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(U) Analyzing the Threat to the United States...

(U) Analysts produced some key reports that
addressed the terrorist threat in the United States in general-
and the al-Qa’ida threat in particular. These included some
National Intelligence Council (NIC) products, and an
Intelligence Report and a PDB done by CTC/AIG.

548 Prior to 9/11, the NIC produced two major
products that focused on the potential for terrorist attacks in
the United States. The 1995 National Intelligence Estimate
(NIE), “The Foreign Terrorist Threat in the United States,”
notes that, “Terrorists may be more inclined than before to
retaliate with violence for US policies in the Middle East and
toward Muslims in general.. The [1993] bombing of the
World Trade Center (WTC) probably crossed a threshold for
more large-scale terrorist attacks.” The estimate goes on to
cite US targets deemed especially at risk, including national
symbols and transportation infrastructure. Two years later,
the NIC published an Intelligence Community (IC) Brief that
revisited and updated the 1995 NIE. This Brief reaffirmed
the threats cited in 1995 and added Usama Bin Ladin’s claim
that he had received a fatwa (religious authorization) to
attack US targets anywhere in the world until US troops
leave Saudi Arabia and that he had discussed plans to carry
out attacks in the United States.

(U) In December 2000, the NIC also published an
unclassified assessment, “Global Trends 2015,” which
included a few sections that addressed the overall terrorist
threat to the United States. That publication, which the NIC
briefed throughout the policymaking community and which
was featured on ABC’s Nightline in January 2001, stated
that, “Some potential adversaries will seek ways to threaten
the US homeland. The US national infrastructure—
communications, transportation, financial transactions,
energy networks—is vulnerable to physical and electronic
attack... Foreign government and groups will seek to
exploit such vulnerabilities using conventional munitions,
information operations, and even WMD.” The report made
no specific mention of Bin Ladin or al-Qa’ida.

FOPSECRET | (b))
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{57/7NFr In addition, although the NIC’s March 2001
Intelligence Community Assessment (ICA), “Threats to the
Contiauity of Government,” covers a broad array of threats
to the United States—notably Russian and Chinese military
and nuclear threats—the paper identifies nonstate terrorists !
such as al-Qa’ida as providing the greatest threat. The ICA |
includes a Federal Bureau of Investigation (FBI) assessment |
that states, “Usama Bin Ladin, Al-Qa’ida, and affiliated
extremist groups currently pose a clear and immediate -
threat to US interests. During the past seven years,
individuals associated with or sympathetic to Bin Ladin
have conducted or conspired to conduct attacks in the
United States.”

<5728 In CTC, analysts produced in early 2000 one
IR that largely focused on the United States as a target. This
paper assessed then-current information on anti-US
Millennium plots by Islamic extremists in Canada and
Jordan. While reiterating a lack of specificity in the relevant
threat reporting, the paper concludes, among other things,
that: :

* “Information suggesting a Bin Ladin role in these plots
tends to confirm our assessment in recent months that
plans for another round of terrorist attacks—including
targets on US soil—are ready for implementation.”

» “The extent of Bin Ladin’s operational activity in the
United States and Canada...is greater than previously
estimated.”

<S#ANE)- Perhaps the principal analytic products that
focused on the al-Qa‘ida threat to the United States prior to
9/11 were a PDB current development done on 6 August
2001 and its equivalent that appeared in the SEIB the
following day. CTC/AIG drafted this piece after
consultation with the PDB staff, which sought to address
President Bush'’s oft-repeated query regarding the al-Qa‘ida
threat to the United States, according to the President’s
briefer at the time. This article notes that:

“TOP-SEERET | (b)(1)
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e DUsama Bin Ladin has wanted to conduct terrorist attacks
in the United States since 1997.

e The millennium plotting in Canada in 1999 may have
been part of Bin Ladin’s first serious attempt at a terrorist
strike in the United States.

e Bin Ladin’s attacks on the US Embassies in Kenya and
Tanzania in 1998 show that he prepares operations years
in advance and is not deterred by setbacks.

* Al-Qa’ida members, including some US citizens, have
resided in or traveled to the United States for years, and
the group apparently maintains a support structure here.

(U)...But in Relatively Few Assessments

<57/ANFr Despite the March 2001 ICA and other post-
1997 NIC products that incorporated the threat posed by
terrorism or that addressed specific terrorist tactics,” it was
not until mid-2001 that the NIC, with drafting support from
CTC, undertook another estimate comparable in scope to the
1995 one. This paper was in progress as of 9/11. Among the
- reasons for this delay were:

¢ In 1989, DCI Webster moved Community responsibility
for counterterrorism from the NIC to CTC and
eliminated the position of National Intelligence Officer
(NIO) for counterterrorism. While other NIOs followed
counterterrorism in their areas, and the NIO for
Economic and Global Issues had the subject in his

- portfolio, no one in the NIC maintained counterterrorism

as his/her chief area of concentration.

e A few senior officials noted that the gap between the
1997 report and the effort that was started in 2001 was
not unreasonable and only a little beyond the average

"HeAANFY In 1998/99, the NIC produced a two-volume NIE at the request of the Federal
Aviation Agency on the standoff threat to US civil aircraft posed by terrorists and others in the-
United States and abroad.

| FOP-SEEREF (b))
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time that the NIC normally took to revisit such broad
topics. ' '

Unlike the case involving many other estimates, no
policymaker had requested such a study. Indeed, none
had requested the 1995 estimate; former DCI Woolsey
had asked the NIC to produce that NIE. Similarly, no
policymaker had requested the NIE that was in process .
as of 9/11, despite the NIC's fishing expeditions, for such
requestors. '

15/4/2¥) The post-1997 delay in initiating another

NIC estimative product focusing on the terrorist threat to the
United States is striking, given:

Despite divesting other aspects of counterterrorism
analysis from the NIC, the 1989 decision on IC
responsibility for counterterrorism reaffirmed the NIC's
role in producing estimates on the subject.

The major terrorist incidents that occurred in the
following years, including Bin Ladin’s February 1998
fatwa against the United States, the August 1998 African
embassy bombings, and the October 2000 USS Cole
bombing. '

The resulting increase in understanding of the threat
posed by al-Qa’ida, which the NIC’s 1997 IC Brief only
touched upon.

The 1997 IC Brief’s statement that “The Intelligence
Community believes the danger of additional foreign

“terrorist attacks on US soil will persist over the next two

years,” along with the pattern established with the 1997

Brief following up on the Estimate from two years earlier,

which implies a re-examination in 1999.

The fact that no other IC entity was undertaking any
comparable broad assessment of the terrorist threat to the
United States.
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«5/NE5- That said, in reviewing the Team's
discussion on the lack of an estimate in Systemic Finding 2,
which addresses the role of the DCI, the former DCI notes
that “...after 1997, senior policymakers in the previous
Administration, including the President and Secretaries of
State and Defense, the Attorney General, the Director of the
FBI and the National Security Advisor, became so deeply
and personally involved in counterterrorism issues that
another estimate would have added little to what they
already understood.” He further indicates that, “In terms of
the current Administration, I believe it would have been
helpful at the beginning of the Administration to have
produced a comprehensive estimate on al-Qa’ida. An NIE
would have provided useful background as we engaged the
incoming national security team on terrorism.... However,
it is problematic at best to know whether strategic protective
actions would have been taken to minimize the threat, given
our previous experience with the estimates in the mid 1990s,
and the limited time available to the new Administration
before 11 September.”

€57/ Although information uncovered about the
Millennium plots clearly established the United States as an
al-Qa’ida target, CTC undertook no strategic assessment of
the United States as a target aside from the January 2000
Canada-Jordan IR and the 6 August 2001 PDB. Analysts
cited several reasons for this:

e Of 26 current and former AIG analysts and managers
queried, 10 said that AIG did not look at the. United
States because this was the purview of the FBI. A couple
of analysts said their management accordmgly
discouraged such efforts.

¢ Five AIG officers noted that not enough information
existed on the subject to produce an assessment.

e Three said that lack of personnel prevented such a study.

~«5/~ANF5- Broader access to FBI information about
al-Qa’ida activities in the United States could have allowed

June 2005
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CIA to more fully consider the potential of the United States
as a target. The JI investigation revealed examples such as
the Phoenix memorandum in which FBI officers had
information about al-Qa’ida activities in the United States
that they did not share with CIA. Interview data reinforce
this; three CTC analysts noted that they were aware of
probable relevant information that the Bureau did not make
available to them. One FBI detailee to CTC noted that the
Bureau had some 70 active investigations in the United
States against people with some connection to al-Qa’ida.
AIG incorporated this information into its 6 August 2001
PDB. ‘

Finally, as the Joint Inquiry report

indicates, reporting was available in the spring and summer

of 2001 suggesting that al-Qa’ida was planning some activity
in the United States:

¢ InJune 2001, disseminated a cable in
which a collaborative contact indicated, among other
things, that “Khaled”—a Bin Ladin associate and
Ramsi Yousef relative, who the Station suggested may be
Khalid Saykh Muhammad-—was active in recruiting
people to travel to the United States to “carry out
unspecified actions on behalf of Bin Ladin.” According
to the source, Khaled was continuing to travel to the
United States as of late May. An audit of viewers shows
that several AIG analysts opened this cable. (For more
information on this cable, see Factual Finding 5.i.)

e InJuly, a call-in contacted the US Embassy in Abu Dhabi
and said that a group composed mainly of Pakistani UBL
supporters was in the United States planning to conduct
a terrorist operation involving high explosives. CTC
relayed this information to the FBI, the State Department,
the Federal Aviation Administration, and others in the’
form of two Central Intelligence Reports (CIRs).

¢ In August, UBL Station disseminated recent information
that the FBI had received from a Palestinian walk-in—
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admittedly, identified as a fabricator—alleging al-Qa’ida
threats to New York City. '
e Later in August, that UBL -~ (b)(1)
operative Abu Zubaydah was considering mounting (b)(3)

terrorist operations in the United States.

While none of these cables offered specifics, analysts made
no mention of them in published warning pieces prior to
9/11, including in the 6 August PDB.

(U) Implications

{EAANE The widespread IC view that an impending
al-Qa’ida terrorist attack would be against US targets
overseas meant that policymakers focused much less on
such an attack in the United States. Similarly, the IC had

- done no recent broad analytic assessment of the threat to the
United States that could have served to invigorate
policymaker attention to the issue.

(U) Accountability

+&/NE) The preponderance of reporting during the
spring and summer of 2001 pointed to an al-Qa’ida attack on
US interests overseas. As such, the Team finds no
accountability issues in CIA’s pre-9/11 assessment that
al-Qa’ida’s main target would be abroad.

| =S Nevertheless, the Team believes that CTC

| should have made more frequent references in finished
analytic product to the United States as a possible target.
This is particularly the case given Usama Bin Ladin’s
declaration of his intent to conduct attacks in the
United States, the precedent of the 1993 WTC bombing, and
the intelligence reporting that kept coming in well into 2001.
The Team finds this to be part of a broader failure of
strategic analysis, which it assesses in Systemic Finding 5.
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(U) FACTUAL FINDING 4: AIRCRAFT AS WEAPONS

(U) Factual Finding 4 of the Joint Inquiry (JI) report
states that, “From at least 1994, and continuing into the
summer of 2001, the Intelligence Community received
information indicating that terrorists were contemplating,
among, other means of attack, the use of aircraft as weapons.
This information did not stimulate any specific Intelligence
Comm:unity assessment of, or collective US Government
reaction to, this form of threat.”

<55 In support of this finding, the JI report cites
12 cases of pre-9/11 intelligence reporting that describe
plans by terrorists and others to use aircraft as weapons,
albeit acknowledging questionable source credibility for
some of these reports. The Report also notes that some but
not all of these reports were disseminated within the
Intelligence Community (IC) and to other agencies, and that
some senior foreign policy officials from both the Clinton
and the Bush Administrations did not recall receiving any
information on specific threats involving use of aircraft as
weapons.

(U) Assessment of Joint Inquiry’s Findings

<€) The Office of Inspector General’s 9/11 Review
Team concurs with the JI's overall conclusion on this finding
as it relates to the CIA. The Directorate of Operations
disseminated some reports on the planned use of aircraft as
weapons, and other information on the subject was available
as well. However, the Directorate of Intelligence (DI) and
others in the IC—while producing a few intelligence
products that made mention of the subject—did not pull
together this information into any assessments.

<5/ The Team found that, of the 12 cases the JI
cites, only eight are solid examples of use of airplanes as
weapons. Among those that are not, two (the cases from

HES/SH/ORCONINOFORN/7MR- 30 June 2005
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1997 and March 1999) are of other types of planned air
attacks on US targets, one (the case from April 2000)
involves a traditional hijacking threat, and another (the case
from January 1996) is an apparent misinterpretation of the
facts. It should also be noted that two of the eight valid
cases (the ones from October 1996 and February 1999) do not
involve terrorists as perpetrators but rather countries, albeit
ones that support terrorism. (See Table.) In addition, the
reports are diverse and are scattered over a seven-year
period.
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Table F4-1: Intelligence Cited by the Joint Inquiry as Examples of Terrorist
Use of Aircraft as Weapons

Datc Case Cited by Joint Inquiry Comment

12/1994 | Algerian extremists hijack an Air France | French authorities deceived the terrorists into
plane and threaten to crash it into the landing and killed them.
Eiffel Tower.

1/1995 | Abdul Hakim Murad a terrorist
associated with Ramzi Yousef, plans to
crash an airplane into CIA Among other acts, the terrorists behind this plot
Headquarters. also planied to blow up 12 planes over the Pacific

simultaneously.

1/1996 | Terrorists associated with the Blind This misinterprets the facts; the cable relating this
Shaykh plan to fly a plane from threat does not clarify the nature of the planned
Afghanistan and launch a suicide attack | suicide vehicle.
on the White House.

10/1996 | Iran plans to hijack a Japanese plane and | An example of country, rather than terrorist,

' crash it into Tel Aviv. consideration of aircraft as weapons.

1997 A terrorist group plans to use Not an example of “aircraft as weapons” akin to the
Unmanned Aerial Vehicles to attack US | attack of 9/11.
targets, such as embassies.

8/1998 | A group of unidentified Arabs plan to The cable noted that the informatior]
fly an explosive-laden plane from a was
foreign country [Libya] into the World uncorroborated. The Joint Inquiry acknowledges
Trade Center. that the Federal Aviation Administration found this

plot to be highly unlikely, given the state of Libya’s
civil aviation program, which had deteriorated
under years of UN sanctions.

9/1998 CIA provided this information to senior policy- .
al-Qa‘ida plans to fly an explosives- maker#
laden plane into a US airport. \ ,

11/1998 | Turkish Islamic extremists plan to crash | CTC was unable to confirm a linkage between the
a plane into Ataturk’s tomb Turkish group and al-Qa’ida.

2/1999 | The Joint Inquiry notes that CIA found this to be

information that Iraq is

developing a squad of suicide pilots to
crash into US and British forces.

unlikely for several reasons—including Iraqi
problems recruiting such pilots—and implies this
may be more disinformation that Baghdad is
feeding the West via the opposition. Regardless, it
is an example of country, rather than terrorist,
consideration of aircraft as weapons.

3/1999 | An al-Qa’ida member plans a hang Not an example of “aircraft as weapons” akin to the
glider attack on Egypt’s Presidential attack of 9/11. Palestinian groups attempted or
palace. made several such attacks on Israel in the late 1980s.

4/2000 1} Al-Qa‘ida terrorists plan to hijack a A traditional hijacking; not an example of “aircraft

' plane to Afghanistan, blowing it up if as weapons.” '
they failed.

8/2001 | Al-Qa’ida plans to crash a plane into the had

US Embassy in Nairobi.

| overheard this information 10 months earlier.

This table is classiﬁedﬁﬁéR-E-"Fh‘NGFGR—N
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«{57F)-In regard to information sharing with other
government entities, the Team found that the Interagency
Intelligence Committee on Terrorism (IICT) did relay
relevant information to the Federal Aviation Administration
(FAA), Federal Bureau of Investigation (FBI), and others.
Prior to 9/11, the Agency, through the IICT, disseminated
numerous threat advisories involving possible aircraft
hijackings. One such advisory from March 2000, which
restricted its focus to the likelihood that terrorists would
empjioy hijackings to free incarcerated colleagues, noted that,
“in the 1990, limited reports of questionable reliability
suggested Bin Ladin-associated groups or individuals had
discussed a suicide hijacking...into a monument or city.”
The text goes on to term this unlikely, however, given that it
does not offer the terrorists an opportunity for dialogue
regarding their key goal of obtaining the release of captive
members. It also minimized the prospects for hijackings
within the United States, as compared with those initiated
outside the country, arguing that it “would be a more
difficult operation to execute.”

£HNF- Other Relevant Information

In addition to the reporting that the JI
cites in its finding, other information was available on
terrorists’ interest in pilots and pilot training:*

HES/SH7ORCONNOFORNAF MR-

l"'(SﬁH-F-)— The FBI had additional information on this subject of which the CIA was unaware. For

example, the CIA did not see the Phoenix memorandum until April 2002. In addition, an FBI
officer told the JI in October 2002 that, in 1999, two Saudis on a commercial flight between
Phoenix and Washington, DC, twice tried to enter the cockpit. After an emergency landing, FBI
officers investigated but decided not to pursue a prosecution.”

June 2005
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e In mid-August 2001 ‘sent out requests
for information on Zacarias Moussaoui, who had been
arrested in Minnesota earlier in the month. These cables
noted Moussaoui’s enrollment in flight lessons and his
praise of Islamic martyrdom. :

=&/~ Current open-source information also
existed on plans—and, in one case, actions—to conduct
suicide air crashes with the intent of bringing down a target
other than the ajrcraft itself.” This information, although
involving nonterrorists, should be factored in when
considering the overall issue of terrorist use of aircraft as
weapons, since terrorists can adopt tactics from awareness of
others’ activities. Indeed, the JI implicitly acknowledges this
when it includes among its 12 exemplars the two cases
involving planned use of aircraft as weapons by Iran and
Irag. Other examples include:

e In April 1999, police investigating the shootings at
Columbine High School in Colorado found that the two

7 (U) In addition to these current examples, it is well known that Japanese kamikaze pilots used
planes as weapons toward the end of World War II. In an historic case that offers a closer parallel
to the 9/11 attacks, in 1974 failed businessman Samuel Byck unsuccessfully tried to hijack a_
commercial airliner with the intent of crashing it into the White House in order to assassinate
President Nixon. Finally, the concept of employing aircraft as weapons has been utilized in
popular fiction, most notably in Tom Clancy’s best-sellers, Debt of Honor (1994) and Executive
Orders (1996), in which a Japanese pilot crashes a hijacked 747 into the US Capitol Building.
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gunmen planned to hijack an aircraft after the shooting
and crash it into New York City on a suicide mission.

* InOctober of that same year, an Air Botswana pilot, in an
apparent suicide act of revenge against his company, .
crashed his plane into three other Air Botswana planes
on the ground, thereby destroying them and crippling
the airline financially.

<5745 Finally, much information is available on
terrorist suicide bombers employing other types of vehicles !
as weapons. In particular, al-Qa’ida attacked US targets '
using trucks during the African embassy bombings and a
boat in the Cole attack. Indeed, in late October 2000, CTC ;
analysts wrote a two-page memorandum‘ ‘ (b)(1)

that addressed terrorist capabilities for conducting maritime (b)(3)
attacks.

(U) The Agency Did Consider Terrorists’ Use of Aircraft
as Weapons...

- {SAANE) CIA officers were well aware that terrorists
could conduct an attack employing aircraft as weapons, and
some factored this into their work:

-e Many Agency officers knew about the 1995 plan to crash
a plane into CIA Headquarters. This account had
appeared in both clandestine cable traffic and, later, in
open-source literature. ‘ - (b)(7)(d)
Esaid that, following the discovery of this
information, CTC worked with the FBI and the FAA to
take measures on aircraft security. One CTC officer cited
this case as underlying the decision to evacuate the
Headquarters Building on 9/11 after the planes hit the
WTC and the Pentagon. (b)(1)

(b)(3)

(b)(3)

| FOP-SECRET | (b)(1)
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]

* InSeptember 1999, Library of Congress researchers
prepared an in-depth, unclassified assessment on the
psychology of terrorism at the behest of the National
Intelligence Council (NIC). Acknowledging the 1995
plot, this report suggested that al-Qa’ida could conduct
retaliatory attacks against the United States by crash-
landing aircraft packed with high explosives into the
Pentagon, CIA Headquarters, or the White House.

* While most analysts agree that the Egypt Air 990 crash of
October 1999 was unrelated to terrorism, a few CTC
analysts did consider such a linkage, according to }
interview data.| |

(b)(1)
(b)(3)

| | - (b)(1)
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(U)...But Not in an Analytic Assessment

{574 Despite the available intelligence and other
information, analysts did not produce an analytic
assessment of the general threat posed by terrorists’ use of
aircraft as weapons. The only time that the DI analysts in
CTC wrote specifically about aircraft as weapons was in a
imemorandum|
\ \about an al-Qa’ida
plan to crash a plane into a US city. Analysts in the DI, the
NIC, and the IICT did write National Intelligence Estimates,

and various other warning reports that covered
other threats to aviation, such as those posed by traditional
hijackings—both for political extortlon and for sabotage—
and by shoulder-fired weapons,’ but none produced broader
intelligence products that delved specifically into the use of
aircraft as weapons. Similarly, CTC’s November 2000
Intelligence Report, “Bin Ladin’s Terrorist Operations:
Meticulous and Adaptable,” notes several methods of attack
that al-Qa’ida had employed or had the capability and intent
to employ, but it does not consider the potential use of
aircraft as weapons.

15/ANF- Among the reasons that interviewees cited
for the absence of such an assessment was inadequate
analytic resources, although, as the Team discusses in
Systemic Finding 5, the explanation may be that different
conclusions were reached about the most effective utilization
of analytic personnel. About one-fourth of the DCTC

"5/ The NIC, with drafting assistance from CTC/AIG, produced an estimate in October
1998—Standoff Threats to Civil Aviation. This NIE addresses the overall threat to aircraft posed
by Man-Portable Air Defense Systems (MANPADs), as used by state and nonstate actors—
particularly terrorists: While it did not examine the issue of aircraft being used as weapons, the
NIE did note that, “Although threats by Bin Ladin and his supporters to use MANPADs or RPGs
[rocket-propelled grenades] against US targets have been confined to targets abroad thus far, we
are concerned that the focus could shift to domestic attacks.” The estimate includes a list of 19 US
airports that the FAA deemed to be at greatest risk of attack, based on level of activity and special
significance; the list includes the airports later used by the 9/11 hijackers.
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analysts and managers of analysts who responded to our
question on the absence of strategic analysis on terrorist use
of aircraft said that CTC lacked the analytic resources to do
such an analysis, given the demands of meeting the daily
current intelligence load.

{57 NFr In addition, some CTC officers may not
have considered the use of aircraft as weapons because such
activity had never actually occurred, at least at the hands of
terrorists. In contrast, terrorists have long emp'loyed other
aircraft-related attacks—mid-air bombings of aircraft since
1949, aircraft hijackings for political extortion since 1968, and
man-portable missile attacks on civilian aircraft since 1976,
according to academic sources. A former Chief of CTC told
the JI in 2002 that, “Our focus was purely on hijackings and
bombings. Until the last few years, | would be hard-pressed
to give an example of Sunni suicide bombings. [It was] not
part of their culture, [although it] has always been a part of
Shia Muslim culture....” As mentioned previously, the CIR
that went to the FAA and others in March 2000 considered
Usama Bin Ladin’s use of aircraft as weapons to be unlikely.
Indeed, the IICT paper that addressed the same issue as the
CIR did not address aircraft as weapons at all. Finally, one
CTC manager told the Team that, when another CTC
manager first presented information about Moussaoui’s
arrest and desire to fly 747s, senior Agency officers present
laughed and seemed to wonder why they were being told
this information.

{54 Some judged that intelligence on the subject
was inadequate. A senior analytic manager in CTC noted
that they lacked good, strong intelligence on the subject. One
analyst mentioned that the pieces of intelligence cited by the
JI were 12 among thousands received during the period in
question. One senior DI manager told the Team that, “There
is no way that someone could have picked out the aircraft
piece pre-9/11...The dots stand out in retrospect more [now]
than before 9/11.”

(U) Finally, terrorism experts outside government
had undertaken little to no study of the issue. A review of
articles published in two academic journals on terrorism
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between January 1998 and September 2001 showed none
that considered the use of aircraft as weapons. Evenin the
Autumn 1998 issue of Terrorism and Political Violence, which
was devoted exclusively to aviation terrorism and security,
terrorism expert Brian Jenkins and other contributors did not
address the subject, focusing instead on the threats posed by
traditional hijackings, sabotage, and missiles. Although one
article examines emerging threats—including use of “exotic”
explosives, the use of WMD attacks on aviation targets, and
sabotage of aviation-related computer systems—it does not
cunsider aircraft as weapons. Similarly, an article entitled
“Aviation Security Update” in the Summer 1998 issue of The
Journal of Counterterrorism and Security International made
no mention of aircrafts as weapons.

(U) Implications

S The absence of any analytic assessment on
aircraft as weapons made it less likely that policymakers
would warn the airlines about this particular kind of threat
and that the airlines, in turn, could develop strategies to deal
with suicide hijackers. As the Joint Commission Staff has
indicated, because “the antihijacking training for civil
aircraft crews in place on 9/11 was based on previous
experiences with domestic and international hijackings and
other hostage situations,” it offered little guidance for
confronting suicide hijackers. Indeed, the Air Carrier
Standard Security Program guidance advised flight crews to
refrain from overpowering hijackers.

(U) Accountability

<) Analysis of the 12 disparate cases cited by the ]I
and of other available information does not lead to the
conclusion that any specific attack might occur.
Nonetheless, analysts might reasonably have pulled together
an assessment on aircraft as weapons. This did not occur
because managers elected to use analytic manpower on
other issues and, perhaps, because of analytic mindset

FOPSECREF | (b)(1)
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issues. The Team does not believe that this issue, in itself,
justifies a recommendation related to accountability.
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(U) FACTUAL FINDING 5: COLLECTIVE
SIGNIFICANCE OF RELEVANT INFORMATION

(U) Factual Finding 5 states that, “Although relevant
information that is significant in retrospect regarding the
attacks was available to the Intelligence Community prior to
September 11, 2001, the Community too often failed to focus
on that information and consider and appreciate its
collective significance in terms of a probable terrorist attack.
Neither did the Intelligence Community demonstrate
sufficient initiative in coming to grips with the new
transnational threats. Some significant pieces of information
in the vast stream of data being collected were overlooked,
some were not recognized as potentially significant at the
time and therefore not disseminated, and some required
additional action on the part of foreign governments before a
direct connection to the hijackers could have been
established. For all those reasons, the Intelligence
Community failed to fully capitalize on available, and
potentially important, information.”

(U) The Joint Inquiry addresses this issue in 10
subfindings. The Team found that the majority of these
focus on other agencies. However, three are quite relevant
to the CIA:

e 5b,The Watchlisting Failure.
e 5.h, The Hijackers’ Associates in Germany.

¢ 5., Khalid Shaykh Muhammad.

The Team examines the results of these findings and
relevant accountability in the three sections that follow.

- FOPSECRET | (b)(1)
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(U) FACTUAL FINDING 5.B: THE WATCHLISTING
FAILURE '

(U) Factual Finding 5.b states that “The Intelligence
Community acquired additional, and highly significant
information regarding Khalid al-Mihdhar and ,

Nawaf al-Hazmi in early 2000. Critical parts of the
information concerning al-Mihdhar and al-Hazmi lay
dormant within the Intelligence Community for as long as
18 months, at the very time when plans for the September 11
attacks were proceeding. The CIA missed repeated
opportunities to act based on information in its possession
that these two Bin Ladin-associated terrorists were traveling
to the United States, and to add their names to watchlists."”

45> The Joint Inquiry’s accompanying narrative notes
that CIA had sufficient information to watchlist al-Mihdhar
in early January 2000 and to watchlist al-Hazmi two months
later. Although CIA Headquarters had retransmitted
watchlisting guidance to the field as recently as December
1999, Directorate of Operations (DO) officers involved in the
Malaysia case did not follow this guidance. CIA officers
advised the Federal Bureau of Investigation (FBI) of the
Malaysia meeting and say they passed information about
al-Mihdhar’s US visa. However, no record exists of its
passage. ' '

<& The narrative goes on to state that CIA officers
missed other opportunities to nominate the two individuals
for watchlisting and to pass critical information about their
US visas and travel to the FBI:

e InJanuary 2001, when they were investigating
Khallad Bin Attash, the al-Qa’ida terrorist who was the
principal planner of the USS Cole bombing and who had
attended the Malaysia meeting under the name
Salah Bin Yousaf.

FOPSECRER | S (b)(1)
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e In May 2001, when Counterterrorist Center (CTC)
officers shared photos of al-Mihdhar with FBI
Headquarters for purposes of identifying another Cole
bombing suspect.

e InJune 2001, when CTC personnel met with FBI officials
in New York to discuss the Cole. On this occasion, CTC
personnel also showed FBI officials photos of the
Malaysia meeting participants. The report indicates that,
although al-Mihdhar’s name was mentioned in the
meeting, the CIA officers refused to provide additional
information about him and about the circumstances
surrounding the photos.

<63 The narrative concludes by noting that a CTC
officer serving at the FBI finally recognized the significance
of the two terrorists in July 2001; at his suggestion, an FBI
detailee to CTC researched the case and, on 23 August 2001,
notified the FBI and requested that the State Department
watchlist the two individuals.

(U) Assessment of the Finding

£€rThe Office of Inspector General 9/11 Review
Team concurs with the Joint Inquiry’s overall conclusions
that critical information on al-Mihdhar and al-Hazmi lay
dormant within the Intelligence Community for a year and a
half. In addition, the Team agrees that, in January and
March 2000, the CIA was sufficiently aware of the
information within its possession to nominate the two for
watchlisting but failed to do so. The 9/11 Team also agrees
that the CIA missed three other opportunities to act on the
information within its possession, and the Team found
additional missed opportunities. However, the Team
disagrees with the Joint Inquiry’s inference that these
instances were examples of Agency officers purposefully not
sharing information with the FBI :

{6 In regard to information sharing with the FBI, the
Team has found nothing to confirm or refute CTC’s claims

| TORSECREF (b)(1)
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that it sent critical information on the suspected al-Qa’ida
associates—in particular, al-Mihdhar’s travel documents—to
the FBI. The Team's research shows that, if CTC officers did
pass this information to the FBI, they did so informally—as
was common practice—rather than following prescribed
procedures. Accordingly, no record exists of such a
transaction. The Team found that several FBI officers in
CTC had accessed the cables that contained this critical
information as early as January 2000, however, and they also
did not take steps to ensure that this information was
provided to the Bureau.

£€> The Team found this issue to be broader than a
failure to nominate al-Mihdhar and al-Hazmi for
watchlisting or to fully inform the FBl. Team research shows -
multiple occasions in which CIA failed to recognize and
react to operational opportunities presented by the two
al-Qa’ida operatives’ planned and actual travel to the United
States. ‘

(U) The Watchlisting Failure

(b)(1)
«SHANFY| (b)(3)
an al-Qa’ida-
associated| indicating that suspected
al-Qa’ida associates would travel to Kuala Lumpur in early
January 2000 for a meeting. UBL Station| | (b)(1)
| lrecognized this meeting—occurring just days after - (b)(3)
the successful disruptions of the Millennium plot—as
possibly nefarious and requested information on the
participants and| the meeting. In response,
[provided
information. ‘
(b)(1)
(b)(3)
FOPSECRET (b)(1)
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| | (b)(3)
| During their time in Kuala
Lumpur, the al-Qa’ida associates met in an apartment. After (b)(1)
the associates’ departure, | identified (6)(3)
the owner as Yazid Sufaat, later revealed to be a Malaysian
chemist and extremist who also hosted Zacarias Moussaoui ’
in fall 2000. Despite UBL Station’s desire to keep track of the (b)(1)
travelers in Bangkok,|  |received the information | (b)(3)
about their arrival too late to conduct surveillance and did
not learn of their mid-January departure from Thailand until
early March. (See Appendix F5.b-1 at the end of this section (b)(1)
| for a chronological a&ccou’nt of the cables involved | (b)(3)
{SHANE) | afforded two occasions in (b)(1)
~  which CIA officers had sufficient information to nominate (b)3) |
future 9/11 hijackers al-Mihdhar and al-Hazmi for State , |
Department’s watchlist: |
(b)(1) * Inearly January 2000, immediately prior to the two
(b)(3) suspected al-Qa’ida associates’ arrival in Kuala Lumpur,
iresponded to UBL Station’s request for
information with cables that indicated that al-Mihdhar, a (b)(1)
Saudi passport holder, had a valid multiple-entry US visa (b)(3)
that expired in April of that year. also noted that
al-Mihdhar's visa application did not reveal any US entry
stamps; the Base deferred to UBL Station to inquire with
Immigration and Naturalization Service (INS) elements (b)(1)
about al-Mihdhar. During the same week, | (b)(3)
cabled that al-Mihdhar’s visa application listed
New York as his destination. (b)(1)
e Two months later, on 5 March, \cabled (0)3)
(b)(1) information from| ~ |that al-Mihdhar had
(b)(3) departed the Thai capital on an unknown date, that
al-Hazmi had departed on a flight bound for Los Angeles
on 15 January, and that fellow Malaysia meeting -
participant Salah Bin Yousaf (later identified as Khallad)
had been in and out of Bangkok several times since late
December, including on flights bound to and from
(b)(1) Los Angeles, and had departed for Oman on 20 January.
(b)(3) ‘also provided passport numbers for the
“FOP-SEERET (0)(1)
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e The next dayl &esponded

by

noting with interest the travel of the two al-Qa’ida

associates to the United States.

«5)y- Computer system audits of CTC's Hercules
database and the DO’s MDSX andzdatabases show
that numerous officers, many in positions to take action,
accessed one or more of the six cables that contained this

visa or travel information.” According to the audit,

some 50

to 60 officers accessed each cable within a week of its
dissemination. Typically, more than half of those who

opened these cables were CTC officers, including

individuals in UBL Station, the Islamic Extremist Branch

(IEB), and the Assessments and Information Group
Among those key officers who opened all or most o

(AIG).
f these

cables were many in UBL Station,|

| Many Headquarters officers in

East Asia and Near East Divisions also accessed these cables,

according to computer system audits.

-45-None of the officers who read or wrote these

cables, however, nominated the two suspected al-Q

a’ida

operatives for the State Department’s watchlist at the time.
No one in the field or at Headquarters followed any of the

prescribed guidance for nominating individuats for
watchlisting (see below). Similarly, no one in Head
followed any other recognized way to make such a

quarters

nomination, including issuance of a Central Intelligence
Report (CIR). CIRs are reports designed to officially
communicate classified Agency-acquired information,
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particularly involving threats to the United States or US
citizens, to other US Government agencies. However, a
review of Agency CIR records shows that the CIA issued no
CIR related to the watchlisting of al-Mihdhar or al-Hazmi

_during 2000. As the joint Inquiry notes, the CIA did not
formally nominate the two for watchlisting until 23 August
2001, when UBL Station issued a CIR to that effect.

~+5)r-This failure to recommend for watchlisting in a
timely manner occurred despite frequent Agency reminders
on watchlisting guidelines. |

(b)(1)
(b)(3)

¢ Known or suspected terrorists who pose or may pose a
present threat to US interests in the United States or
abroad.

¢ Known or suspected terrorists not now known to be
engaged in terrorist activities against US interests but
who were so engaged within the past 15 years.

, FOPSECRET | (b)(1)
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e Known or suspected terrorists who are currently
engaging in terrorist activity against non-US interests, or
who were so engaged within the past 10 years.
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there was no opportunity for officers to act on this
information unless CIA officers took the initiative to forward
it.

+£5> Although almost two-thirds of the DO officers
whom the Team interviewed expressed pre-9/11 familiarity
with the VISAVIPER program, most did not recall seeing
any specific guidance on the program. Reports officers were
most knowledgeable of the specific guidance and .
procedures; field case officers were less familiar with the
specifics but knew about the program from their work
overseas| | However, about (b)(1)
one-half of the CTC Headquarters-based officers the Team . (b)(3)
questioned said they were unaware of VISAVIPER guidance
prior to 9/11; this group includes several managers.

S/~ Team interviews of DO officers and other
research show a variety of views about who was ultimately
responsible for watchlisting any particular individual:

(b))
(b)(3)

June 2005

FORSECREF | B '(b)(1)..
49 -I-I€S+SH7‘9R€9N—NGF9RN7’+MR- (b)(3)

Approved for Release: 2015/03/19 C06184107




Approved for Release: 2015/03/19 C06184107

-"E@P-S'EGR'E-’H ‘ _ - 0IG Report on CIA Accountability
HESHSHAHORCONINOTORNA MR- With Respect to the 9/11 Attacks

¢ VISAVIPER guidance indicates that the field station
(b)(1) collecting the information is expected to report
(b)(3) candidates for waichlisting,

| said that the field had primary
responsibility for watchlisting, and one key CTC officer
told the Team that the

|
'had the
responsibility for watchlisting al-Mihdhar and al-Hazmi.

* Some interviewees, however, including many in CTC,
felt that the Center, which was set up to manage
transnational issues and staffed with Intelligence
Community personnel, was responsible for nominating

terrorists or suspected terrorists who cross national
boundaries. Further confounding the situation is the fact
that UBL Station was in some respects both a field
element with Station-like authorities and a Headquarters
element within CTC. ' :

e Finally, land other interviewees
indicated that watchlisting was a primary responsibility
of those officers from other agencies who were detailed
to CTC. '

<5#4NE) Prior to 9/11, CTC did not have any
standard or consistent practices for handling watchlisting
activities, despite the fact that the Center assumed
responsibility for communicating the watchlisting guidance
in 1998. The Center had no single point of responsibility for
watchlisting. Each branch had complete responsibility for
all activity associated with terrorist groups assigned to it.

5% Officers can also initiate CIRs recommending watchlisting of terrorists and their associates

HES/SHORCON NOFORN/AAMR- 50 June 2005
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Watchlisting training was on-the-job, and officers learned to
do CIRs by copying the work of others.

<5745 UBL Station did nominate almost| |
individuals for watchlisting prior to 9/11, but interviews
indicate that this activity was not a priority. Most officers
were clear about the criteria and threshold for watchlisting,
especially of individuals with known terrorist connections
and plans to travel to the United States, and the Station had -
at least one officer whom the others recognized as an
authority on watchlisting. However, the decision to ,
watchlist was left to the discretion of the individual working
a particular case and was therefore dependent on his or her
experience and possibly guidance from a supervisor. In
addition, our interviews of Station personnel indicate that
they did not consider the issue to be a priority until July
2000, when a new Chief of Station (COS) arrived and began
to press them to be more active in watchlisting.

~«5/AANE UBL Station’s record on nominating
individuals for terrorism watchlists was better than that of

reinforcing

the importance of VISAVIPER with their staffs, and in May

June 2005
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(U) Failure to Ensure Passage of Information to the FBI

<&/ In addition to the failure to watchlist
al-Hazmi and al-Mihdhar in a timely fashion, CTC officers,
as well as the FBI detailees to CTC, also failed to ensure that
pertinent FBI Headquarters and field officers received
information relevant to the two individuals’ travel.

{5 As is the case with the State Department, the
proper and formal channel to provide CIA information to
the FBI is through issuance of a CIR, and UBL Station had a
strong record of sending CIRs to the Bureau. Indeed, 14 of
24 DO CTC officers queried on the issue identified the CIR
as the proper channel for communicating al-Qa’ida leads to
the FBI. During the period 1 January 1998 to 10 September
2001, UBL Station produced 1,018 CIRs—about one-third of
the CIRs that CTC initiated during the period—according to
a review of cables in Hercules. The vast majority of these
went to the FBI, and in many cases the Bureau was the only
external recipient. A number of these CIRs alerted the FBI to
terrorists or terrorist associates’ actual or intended travel to
the United States. In addition, CIRs to the FBI included
requests for traces, US phone numbers linked to suspected
terrorists, and other information.

+&)>- Interviews indicate, however, that many CTC
personnel used informal channels such as fax, telephone
calls, or hand delivery to pass information to other agencies,
particularly the FBI. In some cases, they said they used these
channels to augment formal ones; in other cases, they were
used in lieu of CIRs. A few interviewees told the Team that
the FBI could not find information passed via CIRs in their .
systems. For that reason, informal means of information
exchange were critical to the working relationship between
CIA and the community, especially the FBI.

HES/SHORCONNOFORNAAMR- 52 | june 2005 | (b)(3)
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+5/ANE) In the case of the Malaysia meeting,
although one of the FBI detailees in UBL Station drafted a
CIR for the FBI in the DO Unified Cable System (DUCS) on
the morning of 5 January 2000, a review of various DO cable
databases and numerous interviews indicate that CTC never
disseminated this CIR. Incorporating the key information
from the‘ ‘cables, the draft CIR provided
al-Mihdhar’s passport data, and noted that he had a
multiple-entry US visa and had listed New York as his
destination. The draft listed FBI Headquarters and the FBI's
New York Field Office as intended recipients. Other
individuals, including UBL Station’s FBI Deputy COS
(DCOS), the targeting officer who was running the
operation, and the CTC detailee at the FBI, accessed the draft
cable in the DUCS system on the 5%, and the Station’s FBI
detailee from the New York office accessed it two days later.
On the afternoon of the 5, the targeting analyst added a
note on the draft to “hold off on CIR for now per [the
Station’s CIA-officer DCOS].” On 13 January 2000, the FBI
detailee who drafted the CIR sent a copy of it via Lotus notes
to the Station’s CIA DCOS, asking, “Is this a no go or should
I remake it in some way [?]” The Team found no record of
any reply. The FBI detailee accessed the draft again on
11 and 16 February 2000. In a series of mid-February notes,
the detailee instructed a DO computer systems contractor to
delete numerous “dead” cables in DUCS but specifically
asked this contractor to retain the draft CIR.

457N The OIG obtained a copy of this draft CIR
only in January 2004.” Prior to that, none of the many CIA

~or FBI individuals involved in the| had

mentioned the existence of such a draft CIR in the numerous
interviews conducted for this and other reviews, including
that of the Joint Inquiry. After receiving it, the Team again
queried many of the principal players. Four years after the
fact, no one—including the FBI detailee author—recalled
anything about the draft CIR, including why CTC never

<574 The OIG obtained the version that appeared in the above-mentioned Lotus Note from
13 January 2000. The Team has no information as to when the cable ultimately was deleted from
the DUCS system, but CTC deleted its database in DUCS in late 2002 when the DO

decommissioned DUCS.
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disseminated it. Upon reviewing a copy of the draft in early
February 2004, however, |
speculated that it would have required major editing,
including elimination of the top secret|
material. This officer also noted that, on the evening of

5 January 2000, everyone in the Station was under the
impression that someone had already passed the travel
documents to the FBI, as indicated in the 5 January cable
SCALEC 134684"; the draft CIR should have acknowledged
that fact, however, to ensure that the Station was sending a
consistent message to the Bureau.

+SAANE- Although the CIA did not employ the
prescribed formal mechanisms to inform the FBI or other
agencies about al-Mihdhar and al-Hazmi’s potential or
actual travel to the United States, CTC officers believe they
used routine, informal channels to keep the Bureau in the
loop:

¢ As mentioned, the UBL Station cable of 5 January 2000,
SCALEC 134684, states that Station personnel had passed
al-Mihdhar’s travel documents to the FBI. The officer

. who wrote this cable told the Team that she does not
recall who in the FBI received the information or how it
was passed. The branch chief noted that the CTC detailee
to the FBI generally served as a go-between for passage
of material to the FBI. However, the 9/11 Review Team
was unable to learn-how or to whom at the FBI this
information was delivered and is unable to confirm or
refute its successful delivery. Whatever the case, the
Team found no information that anyone in CTC later
checked to ensure that the FBI received the documents,
although two Station officers said that this should have
been the routine follow-up procedure.”

'(S7‘7‘H¥-)- ALEC is the cable citation (cite) for UBL Station.

* (U) Twenty CTC officers responded to the OIG Team’s interview question dealmg with the
issue of sharing information with the FBL. Of those 20, eight said that the correct process was to
send a CIR; 10 indicated that a less formal process (such as a phone call or e-mail) was
appropriate; and 12 said that both a CIR and another method should be used. (See further
discussion in Systemic Finding 9: Information Sharing).
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e On b5 and 6 January 2000, the CTC detailee briefed the FBI

'Both FBI
officers agreed with that approach. The team found no
evidence, however, that the briefer mentioned or
included travel or visa information in these briefings or
at any other time, even though cable audit data show that
this officer was aware of this information.

e A short note on al-Mihdhar appeared in the UBL
Millennium Threat Executive Briefing Summary
provided to the FBI Director on 6 January 2000. This note
indicates that al-Mihdhar had arrived in Kuala Lumpur

| | It did not, however, provide
or refer to the visa information.

5A5-Although the Team found no evidence to
confirm or refute that CIA informally passed critical ,
information on al-Mihdhar to the FBI in January, the creation
and review of the draft CIR and cable audits conducted for
this review show that the four FBI detailees in CTC opened a
number of cables associated with the] in
January 2000. Indeed, several opened some of the cables
containing the critical travel information. Within a week of
the cable dissemination dates:

 Two FBI detailees opened| which
mentions al-Mihdhar’s US visas: '

5 During January 2000, the four detailees opened six, 10, 13, and 18 of the relevant cables,
respectively, according to computer system audits,

June 2005
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e One detailee opened‘ ‘which provides

al-Mihdhar’s passport data. Audit data show that this
officer printed out the cable on the day of its ‘
dissemination, which should have afforded him a greater
opportunity to peruse the cable.
(b)(1) . o
(b)(3) e Two detailees opened‘ ‘Wthh lists
New York as al-Mihdhar’s destination.

In addition, three FBI detailees reviewed SCALEC 134684 of
5 January, which noted that CTC had passed al-Mihdhar’s
travel data to the Bureau.

{53 The Station may have missed an opportunity to
re-engage the FBI on the operation later in January 2000. On
the19®/  [senta cable requesting that UBL

(0)(1) Station pass a lead to the FBI Washington Field Office about
(0)(3) a possible family tie of al-Mihdhar to an extremist in Yemen.
ﬁalso requested that| brief the Legal
Attaché in the Embassy. The Team found no evidence in
(b)(1) traffic that either station carried out these actions. On
(b)(3) 20 January, however, presumably in response to a query
about thebcable, the targeting officer who was the
main POC on the operation e-mailed the DCOS that| |
jumping the gun.” Although the note also stated that the
“FBI has been kept abreast of the situation,” the Team has no
information that anyone in the Station had communicated
anything about the operation with anyone in the FBI, aside
from the detailees in the Station, after 6 January 2000.”

+5- Among the detailees who followed the ,
operational traffic was the FBI/New York’s representative in
UBL Station. The Team found that this FBI officer—whose
(b)(1) main responsibility was to read as much traffic as possible
(b)(3) and advise New York of relevant information gleaned from
Agency cables—viewed at least 13 messages related to the
including the short but critical
He failed, however, to pick up on the
New York angle, the US visas, or the potential travel to the

"48)-The Station’s FBI DCOS was among those copied on this note.
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United States. Moreover, no one in UBL Station, including
this detailee’s FBI colleagues, flagged any of the messages
for his attention throughout the operation, even though FBI
New York was the recognized Office of Origin—the
Bureau'’s lead office—for al-Qa’ida issues.

<5 Whether or not anyone in the Station passed
information on.al-Mihdhar to the FBI in January, no one
informed the Bureau about the information in the
cables from March that indicate that
al-Hazmi and Yousaf—clearly noted in the cables as “UBL
associates”—had boarded flights bound for the United
States. Nor has anyone claimed that this occurred. In
addition, three of the FBI detailees to CTC never accessed
these critical March 2000 cables at all, and the other FBI
detailee only did so in August 2001, after Station .
management asked her to revisit the Malaysia meeting.

(U) The Operational Failure

SAANEY Alkhough the was one
that CIA and FBI took seriously because of the perceived

threat that the traveling al-Qa‘ida associates posed against
US interests in Southeast Asia, the team found that many in
UBL Station and elsewhere appear to have dropped focus on
after 8 January 2000, when the travelers
departed for Bangkok. Indeed, the relatively rapid pace of
activity in cable traffic during the first week of January
dropped off thereafter. For example:

o | |did not send out a cable on its efforts to
locate the travelers until 13 January, four days after UBL
Station had sent out an “Immediate” cable requesting
notificationof,  |that the travelers had arrived.
Yet UBL Station sent out no reminders during this four-
day interval.

e For six weeks after‘ ‘cable of 13 January,
thaDssued no cables on the status of the travelers.
However, UBL Station again sent out no reminders. In
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o)
contrast, sent a reminder to (b)(1)
(b)(1) on 11 February. This could explain why (b)(3)
(b)(3) directed its 5 March cable primazily to, |
y (b)(1)
(b)(1) \—[and only “infoed” UBL Station. Indeed, UBL (b)(3)
(b)(3) Station’s final correspondence on thez : (b)(1)
| acable providing tearline information to ' (b)(3)
(b)(1) ' ‘ Fwas on 16 February 2000, although (b)(1)

(b)(3) \ \continued exchanging (b)(3)
cables through early March.

5~ This lack of operational attention is evident C
in the absence of followthrough regarding\ \ (b)(1)
\ barly March : (b)(3) -
referring to al-Hazmi and Yousaf’s travel to the United
States. Although, as mentioned, cable audit data show that
several officers in UBL Station opened these key cables—
usually the day of or the day after their dissemination—
when queried for this review, nonerecalled reading them.
Interviewees told the Team that other, more pressing,
activity required their attention during this time span. A
review of cable traffic sent or received by UBL Station
during the first part of the week of 5 March 2000 shows that
the Station was involved in several ongoing operations at
that time and was preparing for Station personnel to TDY to
| and elsewhere. Station personnel also (b)(1)
told the Team that, from the start, they were not sure how (b)(3)
“bad” the Malaysia meeting participants were and that
Station officers had to focus on people whom they explicitly
knew were high risk.” However, our review of UBL Station
cables from early March 2000 shows that some Station
officers were still doing routine traces and other work on
other individuals with reported possible connections to
al-Qa’ida. - o

~«57/NE5 The travel itinerary of Yousaf (a.k.a.
Khallad), as indicated in| is intriguing (b)(1)
and, in itself, should have stimulated some operational (b)(3)

(b)(7)(d)

"45> In comments provided after reviewing this draft,

‘ ‘states that “Given the insignificance of Hazmi and Mihdar [sic] at the time, I
stand by my initial comments that we devoted exactly the resources they deserved on the basis of
what we knew.”
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follow-up questions by UBL Station. Among other things,
the cable notes that Yousaf departed Bangkok on a flight
bound for Los Angeles on New Year’s Eve and returned the
next day; this should have raised some flags for those
officers following the Millennium threat at that time,
particularly because of the 14 December 1999 arrest of
al-Qa’ida associated terrorist Ahmed Ressam, who was
plotting to attack Los Angeles International Airport.”
According to the jcable, following Yousaf’

1 January return to Bangkok, he:

» Departed Bangkok 2 January 2000 for Kuala Lumpur.
e Reentered Bangkok on 8 January.
e Departed Bangkok on 20 January for Muscat via Karachi.

&> The Team found no evidence to suggest that
anyone in UBL Station gave any thought to exploiting the
operational opportunity posed by the operative’s intended
or planned travel to the United States. As mentioned, no
one informed the FBI. In addition, no one thought to bring
in the\ \D1v1510n

<57NFr Indeed, neither UBL Station nor any field
station informed Dabout the because
Egenerally works closely with the FBI, this failure resulted
in a missed opportunity to work with the FBI to monitor the
suspected UBL associates:

¢ In UBL Station, several ofﬁcers told the Team that they
did not bring in[ __because they believed their briefing
of the FBI about the and claimed
passage of al-Mihdhar’s travel documents to the Bureau
had fulfilled their responsibility as far as notifying
domestic entities about the threat to the United States.
Moreover, some Station interviewees told the Team that

Y45y Khallad indicated in a post-9/11 debriefing that, while the flight he was on went to
Los Angeles, he got off in Hong Kong and returned to Bangkok from there.
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they were focused on operations outside the United
States, did not consider the United States their
responsibility, and did not have the resources to develop

cases w1thE

s At the same time, none of the relevant field stations

addressed its cables to the appropriate stations
| | The then-COS
told the Team that his station did not do so

because, ‘dld not know if
these targets were 9usp1c1ous enough to warrant
aggressive follow-up action by other components of the
US Government inside the United States. As such, he
believes Headquarters had to make the decision to bring
in| |to undertake any aggressive action in the United
States. Indeed, of 8 January
defers to Headquarters for follow-up action on the
traveling UBL associates.

<5AANEF Despite UBL Station’s reasons for not
involving  |a review of cable traffic shows that UBL
Station personnel were aware of comparable situations
involving travel of al-Qa’ida associates to the United States
and that they took appropriate action involvin at the -
time. For example, on 5 January 2000
reported that al-Qa’ida associates Abdallah al-Malki—who
the CIA believed to be procuring radio equipment on behalf
of Islamic extremists associated with UBL—and
Bassam Kandar had departed Ottawa for Las Vegas via
Detroit that day, co1nc1dentally around the same time the

(b)(1) Malaysia operation was unfoldi informed UBL
(b)(3) Station as well as the relevant statlons
(b)(1) | Jand—in the cable’s action line—suggested that
(0)(3) UBL Station notify FBI Headquarters of al-Malki’s travel.

UBL Station in turn requested thatt ~ notify the
Las Vegas Joint Terrorism Task Force (JTTF). In addition,
between 8 December 1999 and 10 January 2000, UBL Station
sent four CIRs to the FBI on al-Malki’s associates and travel
plans. Cable audit data show that UBL Station officers were

reading the traffic around the same time they were
reading the affic.
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+574ANF) Notification of|  |about the travel to the
United States would almost certainly have led to greater
operational opportunities involving the FBL. According to a
senior FBI detailee to UBL Station, prior to 9/11, the
Intelligence and Law Enforcement Communities had two
views on whether to allow suspected terrorists into the
United States. He also noted that it was strictly a judgment
call on the part of those involved as to which approach to
utilize: -

That said, a CIA officer who had worked with the FBI in the

New York City JTTF told the Team that another option

~would have been for the FBI to do nothing.

5/ANE)- In the case of the‘ ‘UBL
Station did not initiate discussion 'with\_[and the FBI to
discuss these options after the Station learned that
al-Mihdhar possessed a US visa and intended to go to New
York. Once the Station learned in March that al-Hazmi had
entered the United States in mid-January, it could have
initiated discussion on the first option while keeping the
second in mind if the suspected al-Qa’ida associates left the
country and then tried to re-enter, as al-Mihdhar eventually
did in 2001. In any case, the 9/11 Review Team found no
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evidence to suggest that anyone in the Station thought to
discuss such operational options with any| __station or the
FBL _ '
(b)(1) -éS#NFH \did not employ
(b)(3) timelv communications channels in its notification of
UBL Stations that the suspected al-Qa’ida
' associates had departed for the Thai capital. The chronology
of communications on 8 January 2000 suggests a
misjudgment on the part of| which
had otherwise exhibited strong operational interest and
savvy in regard to the Malaysia operation:
(b)(1) o At 1152\ ‘on Saturday, 8 January, the
(b)(3) sends|
(b)(1)
| - (b)(3)
¢ Atapproximately 1515 Kuala Lumpur time, al-Mihdhar,
al-Hazmi, and Khallad depart Malaysia on a flight bound
for Bangkok.
e At1530 Kuala Lumpur time, | informs
of this departure.
FOP-SECRET |
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e Atapproximately 1620 Bangkok time (1720 Kuala
Lumpur time), the al-Qa’ida associates arrive in the Thai

capital.
e UBL Station officers read‘ lat_
0823 Eastern Standard Time (EST) Saturday morning.
(b)(1) After some delay, UBL Station sends a NIACT cable to
(b)(3) | albeit delaying
transmission until after| ’
b)(1
Eb;E3; | Accordingly,| |
officers do not read the| or UBL
cables until around| on the 9th,
at which point the al-Qa’ida travelers had been in
Thailand for some 16 hours. According to‘ \
| lof13January, notified
within an hour of receiving the NIACT cable, but the
(b)(1) travelers had not registered at the hotels listed on their
(b)(3) landing cards| |
If] had sent a timely NIACT cable
on 8 January or otherwise notified ina
timely manner, the possibility exists—however slim—that
(b)(1) |
(b)(3) |

(U) More Missed Opportunities?

«5/F In the months following‘ ‘
| |the CIA missed several other opportunities to
nominate al-Hazmi and al-Mihdhar for watchlisting, to

inform the FBI about their intended or actual travel to the
United States, and to take appropriate operational action.
These occasions include the three identified by the Joint
Inquiry (January 2001, late May 2001, and June 2001) as well
as several others.

(b)(3) {F5{ | On23October2000,  [sentout
' a cable tasking UBL Station to conduct traces on individuals

possibly associated with the Cole bombing. Because this
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cable references two January 2000 cables] |
oting al-Mihdhar’s arrival in the Malaysian capital

and departure for Bangkok, it could have triggered a
thorough review that might have flagged the al-Qa‘’ida
associates’ travel beyond Bangkok. However, a review of
cable audit data shows that no one in UBL Station accessed
these| cables electronically in late October
2000, nor.did anyone reopen any of the other

| lcables that contained the key travel information at
this time.

S |In'November 2000, |

phone

numbers used by Cole bombing suspect] |
‘ ‘ UBL Station officers analyzed these
numbers and found that had contacted

~ phone numbers used by al-Mihdhar and his colleague
“Nawaf” in January 2000. In turn, sent a cable
on 16 December noting al-Mihdhar’s travel to Kuala Lumpur
and Bangkok and requesting copies of the surveillance
photos taken during the operation. A UBL Station cable of
27 December 2000, which referenced the cable, sought
| concurrence| 'to show

one of the Malaysia meeting surveillance photos to a joint

In this
cable, the drafter—the targeting officer who had been
handling the ‘earlier that year—notes that
al-Mihdhar had disappeared in Malaysia after early January.
Throughout December 2000, a more careful review of cable
traffic on the part of the officers in the Station could have
turned up Nawaf’s last name, which had reported
in March 2000, and clarified that al-Mihdhar had
“disappeared” in Thailand, not Malaysia. Such a review
could have served torenew| linterest in determining
the whereabouts of all the Malaysia meeting participants.

4]  |In early January 2001, the\
identified an individual in the

surveillance photo as Khallad. While later information
revealed that the asset had misidentified al-Hazmi as:
Khallad, this was the first time the CIA could have directly

HESFST7ORCONNOTFORN/A7 MR- 64

June 2005

Approved for Release: 2015/03/19 C06184107

‘ OIG Report on CIA Accountability
HESASHAORCONINOFORN/AVR-

(b)(1)
(b)(3)

(b)(1)
(b)(3)

(b)(1)
(b)(3)

(b)(1)
(b)(3)

(b)(1)
(b)(3)

(b)(1)
(b)(3)

(b)(1)
(b)(3)

(b)(1)
(b)(3)
(b)(1)
(b)(3)
(b)(1)
(b)3) -

(b)(1)
(b)(3)

(b)(1)
(b)(3)

(b)(1)
(b)(3)



Approved for Release: 2015/03/19 C06184107

OIG Report on CIA Accountability FOP-SECRET | | (b)(1)
With Respect to the 9/11 Attacks : HESASHFORCONNOFORNFA/ MR- (b)(3)

linked al-Hazmi and al-Mihdhar to a known al-Qa’ida
operative. Yet this information did not trigger a
re-examination of the Malaysia meeting or any action
involving these al-Qa’ida associates at the time. Indeed, a
review of cable audit data shows that only the targeting
officer accessed any Malaysia-meeting cables during the
December 2000-January 2001 timeframe.

(b)(1)
(b)(3)
S
| (b)(1)
| followed up on an (b)(3)
FBI debriefing of a Cole bombing detainee by taking another :
look at the Malaysia meeting. On 15 May, this individual
viewed and printed out several cables related to the meeting,.
including the March 20000 |cable, which notes (b)(1)
al-Hazmi’s travel to the United States.” That same day, he (b)(3)
requested that UBL Station send the surveillance photos to
FBI Headquarters. He provided these photos to an FBI
Intelligence Operations Specialist (I0S). Also on the 15", the
former DCOS queried the Cole bombing analyst in AIG
"5y Coincidentally, the Station's lalso pulled up many of these cables— (b)(7)(d)

including the cables from January 2000 that mentioned US visas, but not the ones from March

that mentioned US travel—on 15 May 2001. In a July 2003 interview with the Team, however,

this officer could not recall any reason why|  |would have opened these cables at this time. An (b)(7)(d)-
audit of this officer’s e-mails received during mid-May 2001 shows no relevant communications .

with either the AIG analyst or the former DCOS.

“FOP-SEEREF | (b)(1)
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\This was

the first indication that anyone in CTC noticed the travel to
the United States. Although this revelation ultimately led to
nominating al-Hazmi and al-Mihdhar for watchlisting, it

- took the Station three critical months to do so.

(b)(1)
(b)(3)
(b)(1)
- (b)(3)
(b)(7)(d)
“4c-The Los Angeles travel information was in the last line of the DCOS's 12-line note that
preceded the cable he was forwarding in Lotus notes.
FOP-SEEREF | | | (b)(1)
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«5)-On 13 July 2001, the former UBL Station DCOS
recommended to Station personnel that they revisit the

Malaysia meeting| |
icollected any passport or identification data on
al-Mihdhar. The former DCOS noted that he “had finally

found the cable| from 5 January 2001]
identifying Khallad in Malaysia meeting with
Khalid al-Midhar.” That day, the Station’s Targeting Branch
Chief noted that she had assigned one of the FBI detailees—
who had not been involved with the] |
previously—to this task. This detailee, according to her
interview with the Joint Inquiry staff, was handling other
issues—including a threat to the US Embassy in Yemen—at
this time. Cable audit data show that, on 2 July 2001—prior
to the former DCOS’s recommendation, the detailee accessed
SCALEC 134684 of 5 January 2000, which noted that| |
| |had passed al-Mihdhar's travel documents to the
FBI. Itis unclear why the detailee accessed this cable prior
to receiving the overall request, but, because of its contents,
she likely approached the review of the Malaysia case with
an understanding that the FBI was aware of at least some
aspects of the key travel information. :

=5> On 23 July, having seen no action, the former
DCOS e-mailed the Targeting Branch Chief inquiring as to
the status of the request and noting that, “When the next big
op is carried out by UBL hardcore cadre, Khalad will be at or
near the top of the command food chain—and probably
nowhere near either the attack site or Afghanistan. That
makes people who are available and who have direct access
to him of very high interest. Khalid Midhar [sic] should be
[of] very high interest anyway, given his connection to the

| In a note the next day to the
UBL Station Chief, the Branch Chief vented about the
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request, stating that, “We are well aware that Khalad is an
important lead. But he is no more important than any of the
other Yemen targets who we know were part of the Cole
bombing.” After noting that Station personnel did not know
whether Khalad from the Malaysia operation was
identifiable with Khalad Attash of the Cole bombing, and
that they therefore did not know whether Khalid al-Mihdhar
was part of the bombing, the Branch Chief indicated that she
respected the former DCOS “as much as anyone but this is
ridiculous. I'm sick of getting second-guessed by him and

* having him send you notes about his pet theories...Should
you want to get this out before [the FBI detailee] can, I will
ask someone else. It does deserve attention, but I believe we
have assigned it the proper priority.” Audit data show that,
at this point, the FBI detailee began accessing the bulk of the

cables related to the meeting. Among others, on 24 July, the (b)(1)
: detailee opened\ 'which referenced (b)(3)
(b)(1) al-Mihdhar’s multiple-entry US visa; on 8 August, the officer
(b)(3) viewed‘ ‘and\ \which

provided the additional travel document details. Not until
21 August, however, did the FBI detailee open the 6 March
(b)(1) | cable that mentioned the US travel.” At this
(b)(3) ~ point, the officer went to the Station expert on watchlisting,
who drafted the CIR that the Station sent to the State
Department, the FBI, and other agencies on 23 August.

+S}- Finally, numerous CTC officers opened or
reopened many of\ \cables while- (b)(1)
conducting various traffic searches prior to 9/11, according (b)(3)
to a review of cable audit data, and each of these occasions
represents another missed opportunity. For example, in
“mid-September 2000, a staff operations officer in IEB opened
33 of these cables, including the two cables from March 2000
as well as all of the January 2000 ones with travel data, yet
did not initiate any response; in the Team's interview of July
2003, this officer could not recall looking at these cables on

(b)(1) ; o , - (b)(7)(d)
(b)(3) «5 Although computer system audit data indicate that%& electronically
! accessed the 5 March cable, noted to the OIG Team tha based the CIR on this (b)(7)(d)

provided, although the audit data indicate that the former DCOS was the only individual from

(b)(7)(d) cable. Itis possible that  |was using a hard-copy version of this cable that someone else had (b)(7)(d)
: the Station to access and print this cable between June 2000 and 24 August 2001.

FOP-SECRET | | (b)(1)
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that occasion. Finally, although the targeting officer who ’
handled was working on other issues (b)(1)
by March 2000, cable audit data show that this officer - (b)(3)
reopened various\ \cables (albeit not the (b)(1)
ones with the travel information) on 22 separate occasions (b)(3)

between early March 2000 and September 2001.

+5/4F) Although the Team agrees that the Agency
missed many opportunities to take appropriate actions on
al-Mihdhar and al-Hazmi, it disagrees with the Joint
Inquiry’s inference that these lapses were the result of any
purposeful withholding of information from the FBI. For
example, the Assistant Legal Attaché in Islamabad
participated in the January 2001 meeting with the| | (b)(1)
| Jlinked Khallad with the Malaysia meeting. . (b)(3)
Moreover, when UBL Station gave copies of the surveillance
photos to the FBI Intelligence Operations Officer, she could
do with these as she pleased, excepting|

(b)(1)
(b)(3)
(b)(7)(d)

\ In short, the CIA’s failure
to act until late August 2001 was one of not comprehending
‘the importance of the information, rather than a lack of
willingness to share with other agencies.

| TOP-SECRES N O]
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(b)(1)
(b)(3)
(b)(1)
(b)(3)
(b)(1)
(b)(3)
Malaysia meeting into
(b)(1) October 2000 Intelhge
(b)(3) - | DCI, also in October
The analysts dld -not
that factored in t] (b)(1)
broader context the I (b)(3)
the United States. For. _‘
al-Qa’ida threat to th
3. T
(U) Possible Reasons Behind These Failures
«&r The OIG’s 9/11 Review Team believes that a mix
of systemic and individual failures were at play in the
failures to nominate for watchlisting, inform the FBI, and
pursue operational opportunities.” In addition to an overall
lack of standard procedures related to watchlisting, specific
reasons within UBL Station include the process for handling
incoming cables; work overload; lack of operations
experience among key personnel; and unclear or inattentive
managerial oversight. Contributing to the failures were
actions taken or not taken by certain field stations.
*(U) The Team addresses several of these underlying systemic problems in our discussion of
other findings, including information sharing in Systemic Finding 9 and norunvolvement of | _ (b)(3)
in Systemic Finding 11.
FOPSEEREF | (b)(1)
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(U) Handling Incoming Cables

5/ Many UBL Station officers evidently did not
read the entire contents of key cables. A number of the
critical cables sent to UBL Station had Action-Required lines
that read “None, FYI” and listed the Station among the Info
recipients. Many Station personnel told the Team they did
not have time to read “Info” traffic. However, the
Headquarters dissemination line on almost all the 40 cables
listed only UBL Station as having action, meaning that the
Station was the Headquarters element within CIA that had
the responsibility to react to them. Judging from interview
responses and audit data of individual officers’ cable
access,” UBL Station personnel may have looked at only the
first line—the Action Required line—then quickly moved to
the next document if no specific action was required of them.
Indeed, audit data show that some officers routinely opened
many of the cables they received for less than 10 seconds.
Interviews of some senior Station managers show that they
worked long hours.and weekends, partly to read cables to
ensure that the Station missed none of its actions.

¥ (U) While the time in which individuals kept a cable open on the computer system is a good
general indicator of the attention that the individual gave to the cable, it does not necessarily
translate directly into reading time. On the one hand, the cable could be printed, allowing for
greater time for perusal. On the other hand, a relatively long period in which a document was
open does not necessarily mean that the reader was viewing it for the entire time; he or she could
have had a phone call or some other interruption while the document was on screen.

~ FOP-SECRET (b)(1)
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‘= The Actlon :R
readers navigate throug
Its purpose was to.av
specific actlons withi
paragraph one, ra
long and detailé
to one and’ only
symbol designator ini th
CIA, it is clear who is're
not duplicated; and that

‘Operations never-intend
implied or indire
message Or not. -

«57//Fr Contributing to this issue were cable-
writing problems and practices in the field:

* The key 5 March cable\ \was poorly written. (b)(1)
In particular, its subject line read, “UBL Associates: (b)(3)
Identification of Possible UBL Associates,” rather than
something like, “UBL Associates Travel to the United
States,” which likely would have garnered more
attention from cable readers. It also did not provide a
comment on any of the enticing information regarding
passport numbers or departures on flights bound for the
United States, except for noting'in paragraph three that
Yousaf and al-Mihdhar had traveled to Bangkok
together. In addition, sent the cable as an - (b)(1)

' but only sent it “Info” to ‘ (b)(3)
UBL Station. Moreover, in the Action Required line, it :
states: “None, FYL.” .

b)(1
o While\ picked up on the travel information Eb;&;
o in this cable, its own response
cable deferred action to UBL Station. According to the
| felt that its | (b)(1)
response—that it found the individuals’ travel to the -(b)(3)
FOP-SECREF | | -~ (B)(1)
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United States to be “interesting”—had already
overstepped the] ~ |bounds in highlighting another

information to UBL Station. Accordingly, while
\ directed its cable to UBL Station—
informing and others—it noted that action
required was, “None, FYI”.

Of note, both cables” Headquarters dissemination lines
assigned the Headquarters action for each cable solely to
UBL Station.

~«5)-The cable audit data suggest, however, that the
time that several key UBL Station officers spent reading the
key| cables was sufficient to
absorb the information about the US travel. The cable audit
data show that eight UBL Station officers opened

\within

a week of dissemination on 5 and 6 March, respectively, and
another six officers opened one or the other during that time
frame; several of these 14 officers were managers in the
Station. Additional cable access audit data—which show
when individuals opened particular pieces of traffic then
moved on to another piece—for four of these officers
indicate that these particular individuals had the
cable open for an average of 21 seconds and the

cable open for an average of one minute 13 seconds.
Members of the Review Team who examined the same
cables were easily able to read through the cable text,
including the references to US travel, in about the same
times. This suggests that factors besides inadequate reading

time may underlie the failures to act on this information as
far as these four officers are concerned.

(U) Work Overload

<57/7F- UBL Station personnel told the Team that an
overwhelming amount of incoming traffic and daily taskings
kept them from reading entire cables, causing them to miss
critical information. The OIG survey that accompanied the
2000-2001 inspection of CTC echoed these comments, . '

- showing that 57 percent of UBL Station respondents

June 2005
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believed the amount of work they had to do was too much,
as compared with 38 percent who felt that way in CTC as a
whole. Among other taskings, station personnel prepared
almost daily briefings for the DCI; these occupied significant
portions of the day for some UBL Station managers. In
addition, the Station handled numerous meetings with
liaison services, provided target briefings to a variety of
audiences, and was responsible for exploiting the large
amount of information picked up during raids against UBL-
associated terrorist targets. These taskings and
overwhelrning anecdotal information from Station officers
and other personnel suggest that the Station generally had a
heavy workload.

5+ The OIG's inspection of CTC also reflected

the stressful work environment for the Center as a whole.
That report noted that, “Center employees frequently
operate in a state of crisis—resulting from a series of terrorist
incidents and multiple known threats—and amidst strong
demands from policymakers and Agency senior managers.
Moreover, a substantial proportion of CTC personnel believe
that their work unit does not have sufficient personnel to
accomplish the mission. This combination leads to
employee burnout and leaves little time for strategic
reflection on both analysis and operations—potentially
leading to missed opportunities. Employees told us that
they deal with this situation by working extra hours and
frequently they have time for only the most essential tasks.”
The report further indicated that, “CTC also must cope with

- information overload, frequently resulting from successful
operations against terrorist cells. Most Center interviewees
who had an opinion gave mixed reviews of CTC’s ability to
effectively exploit the data the Center collects. They
generally believed that the Center does its best to scope,
scan, and prioritize information for immediate action. Some
officers acknowledged, however, that the demands placed
on CTC do not allow it to exploit all the information it
collects. As a consequence, the risk exists that a potential
warning will go unidentified.”

~SAANE} The Team examined the Station’s cable
traffic during the critical month of March 2000 as a way of

FOP-SECRET | - : | (b)(1)
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more clearly ascertaining the burden of the workload when
the key cables| were
received. A review of Hercules data holdings shows that
UBL Station received, on average, 36 DO action cables each
day that month. When “info” cables, like the two from

are included, the Station
received an average of 221 DO cables per day for the month,
according to cable counts provided by CTC Hercules
Support. Because the Station was covering a key
transnational issue, this was more than comparably sized
DO field stations, although UBL Station sent out fewer
cables per day that month than such field stations. Adding
in cables from the Departments of Defense and State, the
National Security Agency, and other agencies, UBL Station
received an average of 534 action and info cables per day in
March.” Lotus notes received add even more to the total.
Station officers told the Team that, to get through such a
large cable load, they practiced triage, opening those
messages that appeared to be the most critical to their
mission. '

«5/ANEy An examination of documents actually
accessed provides a more refined indicator of workload, and
an audit of key UBL Station officers’ actual reading habits
shows the volume of traffic handled during the key day of
6 March 2000, a Monday. On that day, an audit of computer
system access shows that:

e The targeting officer electronically accessed 160
documents—including cables, Lotus notes, and messages
in other databases. This officer opened the two key
cables within 15 minutes of badging in around 0715 that
morning. The officer had| lopen for
33 seconds and open for
one minute and five seconds.” '

“(U) The Team did not have comparable comparative total cable counts for other stations.

“f6rAlthoughthe.  |cable was disseminated a full day earlier than the

one, all the individuals discussed here who accessed both on the 6th opened the

one first. .
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» The Chief of the Targeting Branch electronically accessed
' 189 documents. This officer also accessed both cables
(b)(1) relatively early in the morning, vpening| |
(b)(3) | for 12 seconds and| for
three minutes. :

e The Chief of the Operations Branch electronically
accessed 214 documents, including both of the key cables
later in the afternoon. This officer accessed

(b)(1) for 14 ds and

(b)(3) for 14 seconds an

for 29 seconds.
* The DCOS accessed 217 documents, including
| 'which he had open for
17 seconds early in the morning. The DCOS had also

(b)(1) been in on the previous day, a Sunday, during which he
(6)(3) accessed 49 documents, including| |

" He had this cable open for 25 seconds.

» The COS opened 219 documents. He accessed
| for only six seconds and
never opened‘ ‘

(U) Inexperience in Operations

~S) The officers of UBL Station workinD

‘with the exception of the COS, did not

have operational backgrounds; this may explain why they
did not follow up on other operational opportunities posed
by the al-Qa’ida associates coming to the United States. Of
the 14 officers serving in operational positions in the Station
at the time of ‘ ’only one had taken the
Field Tradecraft Course and only three others had taken the
Accelerated Operations Course. Moreover, none had had
any overseas tours as operations officers. Even the Station’s
Operations Branch Chief was a Directorate of Intelligence
(D) officer with no formal operational training as of early
2000. That said, this branch chief and other Station officers
did have relevant on-the-job training, honed by past
operational successes. Nonetheless, the lack of operational
experience within the Station was a recurring theme that
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many DO officers, including senior officials, raised in Team
interviews. A few of the individuals detailed from other
agencies to CTC also remarked on this situation.

<575 Of particular note, the targeting officer who
handled‘ had little to no operations

experience at the time. |

(6)3)

(U) Confusing Chain of Command

+5AAHNE)- Several interviewees depicted a chaotic
atmosphere in UBL Station during the early months of 2000,
with no single supervisor fully aware of activity underway
at any point in time. Indeed, interviews indicate that no
particular officer was responsible for monitoring traffic to
ensure all actions had been addressed. In January 2000,
responsibility for general operational activity against al-
Qa’ida fell to the Operations Branch, with assistance from
the Targeting Branch. Branch members were loosely
assigned geographic areas of responsibility. Tasking of any
Branch was normally handled via Lotus notes and could
originate from any of five senior managers within UBL
Station—the COS, two DCOSs, or the Operations and
Targeting Branch Chiefs. Each officer was responsible for
monitoring his or her own activity.

«5/ANFr This confusing management oversight may
have been partly at fault for the failure to follow up on the
March cables| | The

June 2005
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Station’s FBI DCOS initially assigned the targeting officer to
handle the operation because the travel was originating in
Yemen, within that officer’s area of responsibility, and
because the Station had no one covering Southeast Asia at
the time. Although that DCOS soon departed the Station,
the COS, the other DCOS, and the Operations and Targeting
Branch Chiefs continued to read|
traffic and to oversee the officer’s work. In responding to
this draft report, indicated that
the management oversight was not confusing, in that,

| That said,
while this officer and the other Station managers opened one
or both of the early March cables noting that the al-Qa’ida
associates had traveled to the United States, none ensured
that the targeting officer—who by then had begun working
on other issues, including the terrorist threat to the Sydney
Olympics—or any other Station officer took appropriate
action at the time. As mentioned, when the Team
interviewed these managers, none recalled reading these
cables; at the time, however, they may have assumed that

one of the other managers was handling the case. Given the

targeting officer’s newness, lack of operations experience,
and unfamiliarity with Southeast Asia, dedicated close
supervision of the operation was in order.

(U) Implications

<€ The consequences of the failure to pursue proper
operational followthrough with the information acquired in
‘ ‘while difficult to fully assess, were
potentially dire:

e By itself, watchlisting al-Mihdhar in early January 2000,
when his travel document data first became available,
could have prevented his entrance into the United States
in mid-January. On the other hand, watchlisting
al-Hazmi in March 2000, when the CIA got access to his
travel documentation would not have kept al-Hazmi out

TOPSECREF |
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of the country, since he was here already. Watchlisting
al-Mihdhar after March-—even as late as mid-May 2001,
when UBL Station again becarae aware of his travel—
could have prevented his re-entry on 4 July 2001.
Nonetheless, if this had occurred, al-Qa’ida may well
have continued the 9/11 plot, either with a replacement .
or with one fewer team member.

e Good operational followthrough, however, including
proper notification of the FBI andg could have resulted
in surveillance of al-Hazmi and al-Mihdhar once they were
in the United States. This, in turn, would have had the
potential to yield information on flight training, sources of

- finance, contacts with other hijackers, links through
Malaysian apartment owner Yazid Sufaat to Moussaoui,
and contacts with Khalid Shaykh Muhammad.

(U) Accountability

<€) So many CIA officers at Headquarters and in the
field could have taken appropriate and timely action to
notify appropriate State, FBI, INS, and other US Government
officials about al-Mihdhar and al-Hazmi, but did not do so,
that the Team considers these failures systemic. However,
when the Team examines the record in detail, the
responsibility and potential accountability of some
individuals emerge.

45> In regard to watchlisting:

s Broadly publicized, periodic guidance lays out the
responsibility of stations and bases on the VISAVIPER

program. |

\ This did not
occur. However, as the record shows, these overseas
facilities, as well as| 'had engaged

June 2005
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in little to no VISAVIPER activity during the prior year
despite familiarity with the program, and no one in
Hzadquarters had questioned their lack of attention to
the program. Moreover, these stations and bases were
providing the travel information to UBL Station, which
was in a better position to ascertain the other part of the
watchlisting criteria: the individuals’ involvement with
terrorist organizations. '

* The Team notes, however, that the DO at Headquarters
and in the field paid inconsistent and inadequate '
attention to the VISAVIPER program prior to 9/11.
Although the Office of the DDO and, later, CTC/RR
included VISAVIPER information in numerous terrorism
guidance cables it sent to the field prior to 9/11, this
repeated effort appears to have been a bureaucratic
exercise, with the VISAVIPER guidance usually buried in
the middle of each cable. Indeed, most DO interviewees
told the Team that they could not recall seeing any
VISAVIPER guidance, and about one-third were not
familiar with the program at all. Because CTC had
assumed responsibility for communicating the
watchlisting guidance from 1998 onward, the Team
recommends that an Accountability Board assess the
performance of the Chiefs of CTC from 1998 until
11 September 2001 for the systemic failures involving
lack of understanding and inadequate management and
implementation of this program. The Team notes, '
however, that the latter Chief of CTC had been in place
only about five and a half months at the time of the
Malaysia operation and thus had had less time to devote
to overseeing the VISAVIPER program than had his
predecessor.

<5} As for the Agency’s failure to use proper channels
to inform the FBI about the planned and actual travel of the
al-Qa’ida associates to the United States, UBL Station did not
use prescribed channels to pass along to FBI Headquarters
al-Mihdhar’s travel document information. However,
because the Team cannot confirm or refute statements by
UBL Station officers that they used commonly accepted

FOP-SECRET | (b)(1)
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informal means of communication to inform the FBI, it
makes no recommendation related to accountability.

~ +5> That said, no one in UBL Station informed the
Bureau about al-Hazmi’s departure from Bangkok on a
flight bound for the United States after learning about this

lin March 2000,

nor did any UBL Station officer take any other prompt, _
relevant operational action. Although no one in the Station
now recalls reading these cables, audit records indicate that
several officers had them open for enough time to absorb the -
critical information they contained. While the Team notes
that the targeting officer was the main point of contact
handling the operation, her inexperience placed her in a

poor position to understand all the operational opportunities
available. | |

to ensure prompt action

relevant to al-Hazmi and al-Mihdhar during several later
opportunities between then and August 2001. Regardless of
other Station priorities or the importance of the two future
hijackers in the al-Qa’ida organization, these were identified
al-Qa’ida associates with known planned or actual travel to
the United States. In terms of particular considerations for

Tune 2005
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(S) Appendix F5.b-1: Cables Related to ‘

Cable

Date

S'umm'ary

3-Jan-00

SCALEC 134546

3-Jan-00

3-Jan-00

SCALEC 134547 -

3-Jan-00

4-Jan-00

Notes transit of al-Mihdhar through Dubai.

4-Jan-00

Reports that al-Mihdhar’s passport includes a US visa.

Notes that al-Mihdhar has multiple-entry US visa; provides
visa number. ‘

SCALEC 134589

4-Jan-00

4-Jan-00

on al-Mihdhar’s

4-Jan-00

travel.

of possible lead on UBL

associate.

5-Jan-00

Reports that al-Mihdhar's US visa épplication lists his
destination as New York.

5-Jan-00

Notes that al-Mihdhar's visa application did not feveal' us
entry stamps; defer to UBL to pass to INS.

5-Jan-00

5-Jan-00 -

SCALEC 134684

5-Jan-00

Summarizes scheduled influx of UBL associates to Malaysia

{ notes that UBL Station had passed al-Mihdhar's travel

documents to the FBL

6-Jan-00

Reports that al-Mihdhar has arrived.

6-Jan-00

Notes that al-Mihdhar is under survei]lance\

photos of meeting participants.

SCALEC 134789

7-Jan-00

8-Jan-00

8-Jan-00 -

Reports that UBL associates departed for Bangkok.
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SCALEC 134804 | 9-Jan-00
Indicates that Station has forwarded surveillance photos to
UBL
Station, ‘ Also notes UBL
associates -
9-Jan-00 | |
Provides| flight manifest for al-
Mihdhar,
9-Jan-00 {al-Hazmi, and others.
9-Jan-00
10-Jan-00
Seeks concurrence to pass surveillance photos|
SCALEC 134871 | 11-Jan-00
12-Jan-00 " | Concurs on passage of photos| |
12-Jan-00 |Notes passage of photos
SCALEC 134925 | 12-Jan-00
- Reports on efforts to locate al-Mihdhar and his watchlisting
in :
13-Jan-00 |Thailand; identifies Yousaf as fellow traveler.
13-Jan-00 |Provides update on UBL associate |
Requests that obtain additional details on
13-Jan-00 jtravelers. ;
Reports possible identity of al-Mihdhar relative; request
: Headquarters pass lead to FBI and that pass to
19-Jan-00 |Legatt.
27-Jan-00
SCALEC 135774 | 10-Feb-00
10-Feb-00 |Concurs on providing information
10-Feb-00
11-Feb-00 |Inquires regarding UBL travelers’ whereabouts.
15-Feb-00 | Welcomes opportunity to pass information

HESASHORCONNOFORN/ MR 84
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15-Feb-00
ALEC 136056 16-Feb-00
24-Feb-00
Reports that al-Hazmi flew to Los Angeles on 15 January;
notes travels,|
5-Mar-00
| 'some of the UBL
6-Mar-00 |associates had entered the United States. .
‘ This Table is classified SEEREF
(
)
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(U) FACTUAL FINDING 5.H: HIJACKERS’
ASSOCIATES IN GERMANY

(b)(1)
(b)(3)

, «5/ Factual Finding 5.h of the Joint Inquiry (JT)
Report states, “Since 1995, the CIA had been aware of a

radical Islamic presence in Germany, including individuals

with connections to Usama Bin Ladin. Prior to

September 11,2001, the CIA had unsuccessfully pressured

on
individuals who have now been identified as associates of
some of the hijackers.””

<5773} The JI Report focuses on CIA’s intelligence

on two suspected al-Qa‘ida operatives in Hamburg,

Mamoun Darkazanli and Muhammad Zammar|

FOP-SECRET
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(U) Assessment of Joint Inquiry’s Findings
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(U) Accountability

+5)-Based on its examination, the 9/11 Team believes
CIA mounted reasonably robust efforts

\on terrorist

suspects Mamoun Darkazanli and Muhammad Zammar.
The Team judges that CIA's failure to gain access to these
individuals prior to 9/11 was not due to lack of diligence or
neglect of duty. Accordingly, the Team does not have any
recommendations regarding accountability.
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(U) FACTUAL FINDING 5.I: KHALID SHAYKH
MOHAMMED

5/ANE Factual Finding 5.i of the Joint Inquiry (JI)
report states that, “Prior to September 11, the Intelligence
Community had information linking Khalid Shaykh
Mohammed (KSM), now recognized by the Intelligence
Community as the mastermind of the attacks, to Bin Ladin,
to terrorist plans to use aircraft as weapons, and to terrorist
activity in the United States. The Intelligence Community,
however, relegated KSM to rendition target status following
his 1996 indictment in connection with the Bojinka Plot and, -
as a result focused primarily on his location, rather than his
‘activities and place in the al-Qa’ida hierarchy. The
Community also did not recognize the significance of
reporting in June 2001 concerning KSM's active role in
sending terrorists to the United States, or the facilitation of
their activities upon arriving in the United States. Collection
efforts were not targeted on information about KSM that
might have helped better understand al-Qa’ida’s plans and
intentions, and KSM's role in the September 11 attacks was a
surprise to the Intelligence Community.”

(U) Joint Inquiry Discussion

«SAANE The JI report further states that information
that the Intelligence Community (IC) obtained after
September 11,2001 (9/11) identified Khalid Shaykh
Muhammad (KSM)*—also known as Mukhtar “the Brain,”
Khaled, Pacha, Sheikh Khalid, Khalid al-Shaykh al-Ballushi,
and Muhammad Nabi, among other names—as the
mastermind of the attacks. Before 9/11, KSM had played a
major role in several Islamic extremist plots that were
notable for the large number of casualties they sought to, the
use of airplanes, and their focus on symbolic targets.

*(U) Following FBIS transliteration guidelines,‘the Team uses the spelling “Muhammad”
instead of “Mohammed.”

HESASHFORCONINOTFORNAAMR- 100 June 2005
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=<577/NFr The Jl report indicates that KSM came to the
attention of the IC in early 1995, when information linked
him to Ramzi Yousef’s Bojinka Plot, also referred to as the
Manila Air Conspiracy, in the Philippines. The plot
involved bombing US airplanes flying Asian routes, killing
the Pope, and crashing an airplane into CIA Headquarters.
KSM is Yousef’s uncle, and the two are married to sisters.
Both were linked to the 1993 bombing of the World Trade
Center (WTC-1) and were indicted by a US grand jury in
1996. The US Government kept KSM's indictment under
seal until 1998, while the Federal Bureau of Investigation
(FBI) and CIA tried to locate him and take him into custody.
In 1995, the National Security Council’s Policy Coordination
Group concluded that KSM was a top priority target.

5/~ The J1 repoft notes that the CIA had
information about KSM prior to 9/11, including that he:

¢ Had traveled with Usama Bin Ladin (UBL)

Was working in Qatar in 1995 and 1996. During this
time, the Agency was unsuccessful in efforts to render
him‘ \

Took “jihad” leave in 1995, presumably to fight in Bosnia,

Had moved to Quetta, Pakistan, by March 1998,
according to FBI information.

Had flown into Nairobi (using one of his known aliases)
in August 1998, prior to the embassy bombing there.

The JI report goes on to éay that this information led CIA to
see KSM as part of Bin Ladin’s organization.

{5/#NFy According to the JI report, by early 1998, the

.Counterterrorist Center (CTC) had moved responsibility for
KSM from its Islamic Extremist Branch (IEB) to the
Renditions Branch (RB), which focused on finding terrorists
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and transferring them to justice. The Report states that, after
this transfer, CTC issued few collection requirements
regarding KSM's activities and, in August 2000, cabled to the
field that, “traditional [foreign intelligence] collection is not
our goal with this rendition operation.” The Report says
that only once prior to 9/11 did an analyst write
requirements intended to gather information about KSM's
role and plans.

54/ In June 2001, the CIA broadly disseminated
a cable to the intelligence and policymaking communities
that emphasized KSM's ties to Bin Ladin and indicated that
KSM (here identified as Khaled) traveled to the United
States frequently and actively recruited individuals to travel
outside Afghanistan, including to the United States, to carry
out unspecified activities on behalf of UBL. | | (b)(1)
while it was clear from Khaled’s (b)(3)
comments that the recruits would be engaged in planning
terrorist-related activities, he did not explicitly say so. The JI.
report states that the CIA did not find this information to be
credible but thought that it was worth pursuing in case it
was accurate. The report claims that the Agency apparently
did not recognize the significance of a Bin Ladin lieutenant
sending terrorists to the United States and asking them to
establish contact with colleagues already here.

+5/ANE- Finally, the JI report argues that KSM is the
common thread running between WTC-1 and the 9/11
attacks. The report concludes that the IC’s efforts against
KSM reveal problems in understanding al-Qa’ida activities -
and structure and in formulating a coherent response. It
charges that the IC devoted few analytic or operational
resources to tracking KSM or understanding his activities;
that coordination was irregular at best; and that what little
information was shared was usually forgotten or dismissed.

(U) Assessment of Joint Inquiry’s Finding

(U) The Office of Inspector General (OIG) 9/11
Review Team concurs with the Joint Inquiry’s analysis and
conclusions with respect to this finding. While the Team has

FOP-SEERET | ‘ - (b)(1)
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differences with respect to some of the facts and
interpretations presented in the JI report, particularly the JI's
assessment of collection efforts, it agrees with its overall
conclusion that CIA failed both to pursue reporting
concerning KSM’s connections and operations and to

analyze the information it had available. This failure limited
CIA’s ability to review the range of possible al-Qa‘ida

options during the period of intense concern in 2001 about a
possible attack against US interests by al-Qa’ida.

(U) Collection Against KSM

-FFS+EN—F§- While the Joint Inquiry Report (b)(3).
accurately assesses that the CIA focused its collection effort
against KSM on locating him in order to render him to

justice, it understates the extent of these efforts:

. | (b)(1)
(b)(3)

e CTC’s Renditions Branch amplified these requirements
with cables in March and October 2000. These contained
background details on KSM and requested that NSA
publish any information regarding KSM’s whereabouts
or activities. '

» CTC issued hundreds of requirements cables in its effort |
to locate KSM and bring him to justice. These cables i
often emphasized the fact that KSM posed a threat and
asked for information about what he was doing and with
whom he was meeting.

«SAANB)- In addition, the JI report’s implicit criticism
of the aforementioned August 2000 cable to the field failed to
“provide relevant context. While Headquarters indeed stated
in the cable that, “traditional [foreign intelligence] collection
is not our goal with this rendition operation,” it did so in
response to the field’s information that the source on which

(b)(1)
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the collection depended could not be trusted as a collector of
such intelligence. The Headquarters cable went on to say
that the source might still be used to provide actionable
information on rendition targets, including KSM.

€4  BNE As the Joint Inquiry emphas1zed (b)(3)

however, these requirements and cables to the field reflected
little effort to focus on the reasons for or significance of
KSM'’s frequent and widespread travel. Moreover, they did
not put his travel into a broader context, such as his role in
coordinating worldwide planning for terrorist operations in
cooperation with Usama Bin Ladin. Renditions Branch,
which had primary responsibility for KSM within CTC,
focused on locating and capturing him.

(U) Reporting on KSM

«5/ANF)- As the JI report indicates, before
September 11, Agency reports on KSM noted:

e His connections to Ramzi Yousef, UBL, and other leading
Islamic extremists.

e His extensive international travel.

e The nature of the threat he had posed in the past, ' ' !
including his involvement in WTC-1 and the purported E
plans to fly an explosives-laden plane into CIA
Headquarters; to train Arab pilots in the United States;
and to conduct suicide terrorist attacks against facilities
in the United States, including the White House.

5AANEY In addition to what the JI noted, CIA also

had information allegmg that, among other things, KSM
had:

e Attendeda university in the United States.

e Worked as an engineer when he resided in Qatar in the
mid-1990s.

| o (b)(1)
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e Taken paramilitary training in Afghanistan.

* Joined Abdul Rasul Sayaaf’s Islamic Union, an Afghan
resistance group, in Pakistan in the late 1980s.

* Been involved in other Yousef plots, such as attacking
Pakistani Prime Minister Bhutto and bombing a Shia
shrine in Iran.

Moreover, the hundreds of cables that the Agency
disseminated on KSM during the 1990s trace his extensive

travelsJ

4 N The knowledge that the CIA gained
about the Manila Air Conspiracy, with which KSM was

closely associated, was compelling in establishing the high
priority of KSM as a target. Philippine authorities had
arrested and interrogated one of the accomplices of

Ramzi Yousef and KSM, Abdul Hakim Murad, in the mid-
1990s. Murad laid out the various plans the Yousef group
had developed, including planting bombs on US passenger
aircraft flying Asian routes and having a suicide pilot crash

an explosives-packed aircraft into CIA Headquarters.
Murad said|

that he had planned to use

his skills to crash a plane into CIA Headquarters.

{54 ANE) CIA also had reporting on KSM that
suggested strong ties to UBL, if not formal membership in

al-Qa’ida:

» “Sheikh Khalid,” identified by Agency Headquarters as
KSM, was very close to UBL and had joined UBL’s
organization in Afghanistan in 1998. This information
was included in a series of Agency cables in the fall of

1998;|

| CTC officers in the Renditions

Branch, UBL Station, and the Assessments and

june 2005
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Information Group (AIG)—CTC’s analytic group—read
this reporting.”

¢ A September 2000 cable from the field identified
Khalid al-Shaykh al-Ballushi as one of the most
important members of al-Qa’ida in Afghanistan. UBL
Station’s response indicated that this individual might
well be KSM. | ‘

¢ InJune 2001J

One,

known as Khaled, aka Pacha, was a relative of

Ramzi Yousef and appeared to be one of UBL’s most
trusted lieutentants. He was active in recruiting people
to carry out activities on behalf of UBL. |

|
|

* A series of cables in August 2001‘
described KSM as a well-respected leader within the UBL
organization. | KSM was well
respected by UBL Arabs, especially for his “past deeds”
and that he had a large amount of resources and cash.

(b)) &4+ NB)- Additional CTC reporting presented
KSM’s links to UBL as a matter of fact. |

| In addition, the CIA had been well aware of
KSM'’s close ties to Ramzi Yousef since the mid-1990s and

H&AANF One of the reviewers of the draft report stated that it had not been possible to
understand KSM’s role and importance before 9/11 because he had used numerous aliases. The
Team agrees that KSM used numerous aliases and that he was not always identified as KSM by
the source of the field reporting. UBL Station had a good understanding of the aliases used by
KSM, however, and provided the probable identification in its follow-up cables. In every series
of cables that the Team cites in this report, Khalid Shaykh Muhammad is identified as the
probable subject of the reporting, either in the original reporting or in subsequent cables. The
Team found these cables in CTC’s Hercules database by conducting a search using KSM's name.

,/\
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had received reports of Yousef’s connections to UBL and

al—Qa’ida.‘ ~(b)(1)

(b)(3)

(U) Declining Appreciation of KSM’s Significance

: {54NE) UBL Station focused on KSM and the
potential danger that he posed from the mid-1990s through
mid-1999, when its focus on KSM’s significance, operational
importance, and links to Usama Bin Ladin faded. From mid-
1999 through 11 September 2001, the Station appears to have
made little effort to look at KSM'’s connections to UBL in
order to better understand how al-Qa’ida was operating and
where KSM might fit into its operations. While the Center’s
Renditions Branch maintained a high level of interest in
where he was, it had little apparent interest in who he was
and what he might be planning.

{5/ Cables from the early years of UBL Station
conveyed a sense of urgency on KSM:

. (b)(1)
(b)(3)
. TOPSECRET (Y10
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(b)(3)

e In the fall of 1998, the broadly disseminated CIA cable
that stated that KSM had joined UBL’s organization also
reminded readers that, “the United States regards
Khalid Shaykh Muhammad as a dangerous fugitive with
the skills and the international connections to carry out
further terrorist acts.”

15/ Throughout this period, the US Government
was treating KSM as a serious threat. In 1998, the State
Department’s Heroes Program had promised an award of
$2 million for information leading to his arrest. By 1999, CIA
cables were referring to a $5 million award for such
information. CTC itself considered KSM its prime renditions
target.

«SAANE) After mid-1999, most cables originating in
UBL Station that referred to KSM downplayed his
connections to UBL; did not reinforce the type of threat he
represented; and failed to pick up on indications he was a
senior UBL lieutenant. Indications of this lapse include:

» A UBL Station cable from August 1999 that provided an
analysis of al-Qa‘ida but excluded KSM from a list of
UBL lieutenants.

. (b)(1)
(b)(3)
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(b)(3)
5/ CIA reporting | (b)(1)
Spre-September 2001 provided strong evidence that (b)(3)

Khalid Shaykh Muhammad was a senior lieutenant in
al-Qa’ida. Neither UBL Station officers nor AIG analysts

picked up on the significance of the information, however. (b)(1)
The ]I report emphasized the June 2001 cablez (b)(3)
ithat discussed KSM's connections to UBL and his

possible operations in the United States. ‘ ' (b)(1)

(b)(3)

EE;E;; | The cable of 28 August 2001
- identified KSM as Mukhtar.
A5/ A September 2000 cable directed to UBL

Station | reported that an individual (b)(1)
identified as Khalid al-Shaykh al-Ballushi was one of the (b)(3)

most important members of al-Qa’ida in Afghanistan. UBL
Station’s response cable indicated that Khalid al-Shaykh

al Ballushi might well be KSM, who was a fugitive for his (b)(1)
(b)(1) role in the Manila Air Conspiracy. It asked\ \ (b)(3)
(b)(3) gather more information| including why al-

Ballushi was considered an important person within al-
Qa’ida and what he had done for al-Qa‘’ida. The Team

(b)(1) - found no response| to this specific request,
(b)(3) and UBL Station took no further action on it. |
(b)(1)
(b)(3)
«5/NE The June 2001 cable| (b)(§1)
(b)(3)

‘associates of UBL.

“4SNE)- The cable from UBL Station, sent on 28 September 2000, was originated and |
authorized by reports officers and released by the Chief of UBL Station. '

FOP-SECREF | (b)(1)
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appeared to be one of UBL’s most trusted lieutenants.
Among other things, the cable said that Khaled was active in
recruiting people to come to.the United States to carry out
unspecified terrorist activities on behalf of UBL and that he
continued to travel frequently to the United States himself.”
Several UBL Station officers saw this cable, including the
Chief of Station and the Chief of the Targeting Branch;
several analysts from CTC/AIG also saw the cable as did the
officer in Renditions Branch who was tracking KSM.*

|  0)E)

(b)(1)
(b)(3)

“Khaled” might be Khalid Shaykh
Muhammad. Neither UBL Station officers nor AIG
analysts appear to have focused on the significance of the
information in terms of al-Qa’ida’s structureand
organization, the role played by KSM, or the possible
threat to the United States. -

e The Renditions Branch responded to the field, ()1

(b)(3)
While expressing doubt that the real KSM would
actually come to the United States, the cable indicated
that, if KSM did come to the United States, this would
pose both a threat and an opportunity. The cable
concluded by rerninding‘ ‘that (b)(1)
Renditions Branch had primary action on' KSM and (b)(3)
should be the recipient of future cables concerning him.”
{5777 Khalid Shaykh Muhammad obtained a visa to visit the United States| |
\ There is no evidence he (b)(1)
entered the United States, \ (b)(3)
"48} This was determined by an audit of computer system access.
48} This cable was originated by the RB officer tracking KSM and coordinated with an officer in
CTC/1EB. .
FOP-SECRET | - (b)(1)
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<54NE- On 11 July 2001,

follow-up|

labout KSM. |

repeated the claim that KSM traveled

frequently to the United States|

W U) ‘

There

o1

is no “p” sound in Arabic and, when Arabs use foreign names containing the
pronounce it as “b.”

"o 1

P

sound, they
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, -éSﬁ‘NF-)‘ cable of 28 August
2001
to Khalid Shaykh Muhammad as Mukhtar|
The Team found no evidence
of reaction to this information from any of these units or
individuals before 9/11.
(b)(1)
(b)(3)
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S/ Although CTC did not pick up on the
significance of past reporting on Khalid Shaykh
Muhammad before 9/11, it quickly saw its relevance in the

‘wake of the attacks. \

- 4ANEr In the summer of 2003, the OIG Team asked
CTC officers why they had failed to understand the
significance of reporting indicating that KSM was associated
with al-Qa’ida prior to 9/11. Of the 14 people who
responded:

"S> A month after the attacks, on 17 October 2001, CTC recommended that Khalid Shaykh
Muhammad be watchlisted.

“+45 This one-paragraph cable was in response toacablesent| lindicating a possible
sighting of KSM. The UBL Station cable asked that. |forward all future action on Khalid
Shaykh Muhammad to CTC/RB; it was drafted, authorized, and released by officers in UBL
Station.

FOP-SECREF |
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e Two key CTC individuals| |

said they still had

not seen pre-9/11 evidence that KSM was al-Qa’ida.

Three officers, including ‘
maintained that CTC did know KSM was al-Qa’ida
before 9/11.

The rest provided a variety of explanations ranging from
the murky nature of al-Qa’ida and its superb tradecrafi to
the assertion that KSM was not connected to al-Qa’ida
until late in his career.

54425 In their comments on the IG draft report, a

number of CTC officers challenged the Team’s conclusion
that CTC had convincing evidence before 9/11 that KSM
was aligned with UBL; these officers charged the Team with
relying on 20/20 hindsight. The Team believes, however,
that its analysis and conclusions are based on reliable
reporting that was available to and seen by numerous CTC
officers in the years before 11 September 2001. Several of the
specific arguments made by the reviewers and the responses
of the OIG Team follow:

The reviewers note that KSM’s links to al-Qa’ida were
not known before 9/11, and that no amount of research
would have uncovered KSM’s role as a key UBL
lieutenant. The Team believes that these links were well
documented‘ \in the years before
September 2001; we have evidence that CTC personnel in
UBL Station, Renditions Branch, and AIG were aware of
this reporting. ' '

The reviewers state that KSM used many different aliases
and these aliases could not be attributed to him. The
Team notes that UBL Station itself provided the linkage
of his various aliases to KSM. This was certainly the case
in the relevant cables cited in this report.

HES/SHAORCON-NOFORMNAMR 114 - June 2005
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The reviewers indicate that, because CTC was pursuing
hundreds of known terrorists and thousands of possible
terrorists, there was no reason it should have focused
particularly on KSM. The Team believes that KSM’s
status as one of the US Government'’s top rendition
targets; his past actions, known capabilities, and ongoing
extensive travel, which were well known to CTC
personnel; and the indications from 1998 through 2001
that he had close relations with al-Qa’ida should have
made him a leading target for CTC. Indeed. | (b)(7)(d)

| lin his own comments on this report, stated that
KSM was, in fact, one of CTC’s high priority targets
before 9/11.

The reviewers state that KSM's connections to al-Qa’ida
were limited during the mid-1990s, and it was not until
he relocated to Qandahar in 1999 that his role within the
organization grew beyond his previous fairly

- autonomous connections. The Team notes the field and

Headqurters reporting cited above, indicating that KSM's
contacts with al-Qa’ida did indeed become more formal
in the 1998-1999 period; the Team believes there was
sufficient reporting to have alerted CTC officers to KSM's
changing status with respect to al-Qa’ida.

The reviewers indicate that, before 9/11, intelligence
reporting with respect to KSM was very bad; some was
pure fabrication, some was recycled information, and
some was information that inflated the importance of the
source. The Team has provided source descriptions in
the text of the report and notes that UBL Station took key
reporting on KSM seriously during the 1990s; the source
reporting from 2000 and 2001 received praise from the
DO and UBL Station.

(U) Mukhtar the Brain

+5/NE The JI report also implied that CIA might

have been able to determine that KSM and Mukh'tar,v “the
Brain,” whom the IC knew to be a close associate of UBL,
were one and the same. Had CIA been able to identify

June 2005
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Mukhtar as KSM, it might have been better able to
understand the specifics of the threat posed by al-Qa’ida. In
their interviews, CTC officers clearly stated that they were
unaware of this connection until after 9/11. As indicated
above, however, the Team found a 28 August 2001 cable to
UBL Station| identifying KSM as

‘Mukhtar. While late in the day, this report might well have

triggered an examination of KSM's possible role in al-Qa’ida.

~FSH B The Team also found that
Agency officers did not pursue information related to
Mukhtar and therefore failed to collect intelligence that
ultimately proved to be relevant to the 9/11 attacks.

- (b)3)

as/ NFY- Meanwhlle additional

mtelhgence linked Mukhtar with senior al-Qa’ida operative

Abu Zubaydah. |

imminent threat posed by Abu Zubaydah, while a later slide
stated that the Bin Ladin organization might be in the throes
of advanced preparations for a major attack—most probably

HES/SHFORCON NOFORN//MR 116
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on a US or Israeli target—and that Abu Zubaydah was at the
hub of this activity. Had anyone in CTC picked up on the
identification of KSM as Mukhtar, he or she might have
connected some of the dots.

(U) Reasons for Lack of Focus on KSM

5/ There were several reasons for CIA’s
inability to fully comprehend KSM's significance:

* A fragmented organizational structure and a rigid
division of responsibility created a prolonged artificial
divide within CTC that resulted in KSM’s falling between
the cracks operationally.

e AIG paid virtually no analytic attention to KSM prior to
9/11, despite the potential danger he had posed since the
mid-1990s and frequent reporting on his continuing
operational activity.

(U) Arbitrary Assignment of Responsibility for KSM

{=AE) The creation of UBL Station in 1996 split
responsibility for coverage of Islamic extremist groups; this
negatively affected CIA’s handling of KSM. Prior to 1996,

IEB was CTC'’s single operational unit responsible for

covering all Sunni extremists, including UBL and KSM. In

1996, however, CTC created UBL Station and moved it out of

Headquarters to operate as a “virtual” station. The Station

reported directly to CTC’s deputy chief of operations, while

IEB was subordinated to the chief of offensive programs

who, in turn, reported to the chief of operations. UBL

Station took responsibility for al-Qa’ida and associated .

groups, and IEB retained responsibility for other Sunni ‘ !

extremist groups. Because Bin Ladin's role was not clearly |

understood, however, and because Sunni extremists tended

to have multiple ties, the division made it more difficult for :

the two units to track and reconcile information.| | (b)(7)(d)
indicated that trying to label people al-Qa’ida is :

a wasted effort, as terrorist associations are often loose

| | FORSECRET | (b)(1)
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structures that provide little central direction to what any
individual or cell might be planning.

<=+~ CTC management did not consider KSM to
be an associate of UBL in 1996, so it assigned responsibility
for him to TEB. | |
told the Team that he took with him to the Station
the officers who had followed KSM and had hoped that CTC
management would assign the KSM target to his unit.

<EFANE)- After the split, IEB was understaffed and
overworked, according to the branch chief at the time. This
chief complained that COS/UBL Station had taken the most
experienced officers with him, leaving IEB with only six or
seven officers. Furthermore, he stated that IEB remained
extremely busy working on a variety of issues, including the
TWA 800 crash and the Khobar Towers bombing. The urut
continued to follow KSM and orchestrated several
unsuccessful attempts to render him from Qatar, but other
crises took precedence. The upshot was that IEB did not
work actively on KSM after January 1997.

«&/¥F In late 1997, CTC moved responsibility for
KSM to its new Renditions Branch (RB). CTC management
had created RB to work with the FBI to render terrorists,
such as KSM, whom the United States had indicted. CTC
cables and our interviews strongly support the conclusion,
which the Team shares with the Joint Inquiry, that the
Center’s focus on KSM from 1998 through 9/11 was heavily
oriented towards rendition planning.

- {&/NE) The RB officer assigned responsibility for
KSM began tracking KSM in 1998 and continued to do so
after 9/11. This officer believed the FBI had the lead on
KSM because of the US warrant, and he cooperated with the
FBI to identify operational leads. The New York Special
Agent working the KSM issue, who had been tracking KSM
since the Manila Air Plot of 1995, told the JI that he also
considered KSM an FBI case, not a joint case with the CIA.
In his interview, the RB officer said that he worked both
KSM and Abdul Rahman Yasin, but that Yasin took
precedence because he had more information on him.
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Despite the fact that KSM remained a top-priority rendition
target, the RB officer stated that KSM was on'a backburner
until after 9/11.

«EFANFY Lt is clear from reviewing many of this
officer’s cables that the focus of CTC’s effort on KSM was to
locate him and render him to justice. Numerous cables
referring to KSM’s frequent travels included a warning that
this was a dangerous individual, possibly traveling toa
location to organize a terrorist operation. The cables sought
intelligence on KSM's travels, meetings, and actions so as to
help find him, but they did not seek to learn more about his
connections, intentions, and methods of operating. No one
in CTC ever pulled together these individual operational
cables into an assessment that might have contributed
insight into both KSM’s operations and those of al-Qa’ida.

- &/ New CTC management moved UBL Station
and IEB under a single organizational umbrella, the Sunni
Extremist Group (SEG), in late 1999—in part to end the
tension and competition between the two. Responsibility for
KSM remained in RB, however.| |

told the Team that
his group was overwhelmed with targets; since Renditions
Branch wanted to retain responsibility for KSM, he did not
go to the mat on the issue. | did
not consider KSM an al-Qa’ida figure;| KSM
was autonomous and not subordinate to UBL. '

{&~NE)- The responses of senior CTC managers to
the JI's questions about KSM suggested that they either were
not aware of or did not understand the impact of the
division of responsibilities. |

June 2005 119  HESHSHAORCONNOFORNAAMR—

(b)(1)
(b)(3)

(b)(7)(d)
(b)(7)(d)
(b)(1)

(b)(3)
(b)(7)(d)

(b)(1)
(b)(3)

Approved for Release: 2015/03/19 C06184107



Approved for Release: 2015/03/19 C06184107

FOP-SECREF/ | OIG Report on CIA Accountability (b)(1)

HESASHORCONINOTFORNAAR- With Respect to the 9/11 Attacks (b)(3)
(b)(1)
(b)(3)
(b)(7)(d

that RB and UBL Station would have worked a target -
such as KSM together.

(U) In their comments on the draft report, CTC
officers defended the fact that responsibility for KSM had
been transferred to the Renditions Branch. They argued that
US Government policy mandates that law enforcement take
the lead in pursuit of an indicted terrorist and that RB was
the key focal point of interaction with the FBI. They stress
that efforts to capture KSM would not have been more
successful had CTC linked him to al-Qa‘ida. Finally, they
say that assigning the hunt for KSM to RB was a logical way
to share the workload within CTC and criticize the OIG
report for claiming that an already overworked UBL unit
should have been given primacy. The Team does not claim,
however, that efforts to capture KSM would have been more
successful had his links to al-Qa’ida been established. Nor
does the Team argue that primary responsibility for KSM
should have been given to a UBL unit. Rather, the Team
believes that assigning KSM to RB should not have
prevented UBL Station and AIG from focusing on the
continuing danger that KSM posed; the nature of the danger
that he posed; his growing importance within al-Qa’ida; and
the possible implications of his association with UBL.

- Several CTC interviewees told us that KSM
moved slightly off the screen during the period around the
Millennium, when it became clear that al- Qa’ida was
massing resources for jihad. The shift from awareness of
KSM’s significance to lack of awareness roughly coincides
with the mid-1999 merger of UBL Station and IEB under
SEG. Moreover, several of the UBL Station officers who had
crafted cables noting KSM’s ties to UBL had moved on by
mid-1999; this included the former Chief of Station. A loss
of institutional memory in the case of KSM may have

, (b)(1)
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contributed to a failure to retain and continually reinforce an
understanding of his significance—and thus to recognize the
importance of the cables emphasizing his role in al-Qa’ida in
2000 and 2001.

SN In mid-1999, CTC embarked on its new Plan
against Usama Bin Ladin. Part of this plan involved the
targeting of UBL lieutenants‘ \ (b)(1)
o (D)EB)

KSM
did not make it to the list of lieutenants until after 9/11, in
spite of cables from the field identifying him as a senior aide
to UBL.

(U) Lack of Analysis*

€Ny CTC’s Assessments and Information Group
produced no analysis dealing with KSM. This vacuum of
analysis is particularly notable given KSM's high priority as
a rendition target; the wealth of information available to AIG
‘field'and _ (b)(1)
Headquarters reporting on the nature of the threat he posed; (b)(3)
his ongoing and extensive travels, often linked by CTC to
possible planning for terrorist operations; and reporting

(b)(1)
increasingly close ties to al-Qa’ida. - (b)(3)
4= No AIG Branch was given or took responsibility
for KSM. Eight of the 10 individuals the Team queried said
that no one in the Group was responsible for working on
KSM. | (b)(7)(d)
analysts who followed the UBL network knew about KSM
and knew he was an important player, but that no one (b)(3)
analyst focused on him.
o | b))
have focused on KSM. said that
| | | (b)(7)(d)
*(U) As a result of a conflict of interest, the Inspector General recused himself from deliberations
on the performance of Agency components and individuals relating to this issue. Two successive
Deputy Inspectors General did participate in accountability discussions regarding analysis of
Khalid Shaykh Muhammad.
| | TOP-SECRET | (b)(1)
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(b)(7)(d)

analysts | |werenot working on KSM before '
9/11, however, because they never thought he was a
member of al-Qa’ida. | |

followed KSM because of his possible connections

to the Philippines. |

AIG had no analysts designated to follow KSM;

maintained an interest in KSM because he was “a .
bad guy.”

‘ «5/4 In his response to the OIG draft, ‘
emphasized that the argument that KSM played a key role in
al-Qa’ida throughout the period prior to 9/11 is false—that,
as KSM himself has acknowledged, he was neither a formal
member of al-Qa’ida nor a member of its leadership council.

| went on to emphasize the extremely poor
nature of the reporting on al-Qa‘ida’s leadership and the fact
that KSM did not fit into any of the known categories of that
leadership. The Team believes, however, that there was

considerable reporting in the years before 9/11

which should have alerted analysts in AIG,
to the possibility that KSM was
working with al-Qa’ida. More important, the Team believes
that AIG analysts should have been covering KSM because
he had been recognized by CTC as a key terrorist target
since the mid-1990s; because he was known to represent a
serious potential terrorist threat to the United States; because
he was considered by CTC to be operationally active; and
because, from the late 1990s on, he was identified as having
close links to al-Qa’ida. The Team believes that all of these
considerations outweigh the argument that analysis of KSM
was not warranted because he was perceived to be neither a

_formal member of al-Qa’ida nor a member of its leadership

council.

=N The Team has found no mention of KSM in
any finished intelligence product—Intelligence Report (IR),
Presidential Daily Brief (PDB), Senior Executive Intelligence
Brief, and Terrorism Review—that AIG did between 1998
and 9/11. The Southeast Asia analyst told the Team that he
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never had enough information on KSM to make the PDB
threshold. Although the Joint Inquiry stated that the
Southeast Asia analyst was “concerned that KSM might be -
using Asia as a platform for anti-US terrorist operations and
was providing support to local extremist groups, such as the .
Abu Sayyaf Group,” an October 2000 AIG IR that provides a
comprehensive assessment of all Islamic terrorist networks
operating in Southeast Asia makes no mention of KSM.

«E€//NF) Finally, most of the CTC officers we queried
said that AIG provided little to no support to the Renditions
Branch. A few officers said that the Southeast Asia analyst
would have been involved in supporting Renditions on
KSM. That analyst told the Team, however, that he did not
have much contact with Renditions Branch. Similarly, the :
| told the Team he could not (b)(7)(d)
remember any analysts following KSM prior to 9/11.

(U) Implications

@ CTC’s failure to focus on KSM (b)(3)
analytically from the mid-1990s through September 2001

limited its ability to-put together important pieces of the
puzzle in the period leading up to 9/11. Failure to
understand the nature of the threat posed by KSM; his
continuing operational activity; and the growing evidence of
his connections to UBL and al-Qa’ida limited CTC’s ability
to review the range of possible al-Qa’ida options. One of the
values of analysis and of a written analytic record is the
creation of connective tissue that protects institutional
memory and provides context for new developments.
During the period of intense concern in 2001 about a
possible attack against US interests by al-Qa’ida, a
complementary focus on KSM might have caused CIA
analysts to review aspects of the various plots associated
with KSM, including his intentions to strike US domestic
targets, to use airplanes as weapons, and to use Arabs
trained in the United States as pilots. A focus on these
particular tactics might have provided a context for
assessing the reporting on Moussaoui in August 2001.

FOP-SECRET | (b)(1)
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9/11. Had this information been correlated

understanding of

KSM/Mukhtar’s methods of operating, and concerns about
. an imminent al-Qa’ida threat, however, it is possible that
stronger and more predictive analysis might have resulted.

{E/ANEy Moreover, CTC's operational focus on
disruption in general and on rendition in the case of KSM

appears to have limited its ability to gain a better

understanding of al-Qa’ida’s structure and operations,
including the role of KSM. A broader approach that used
the full scope of intelligence in CTC files would have helped
CIA better understand both KSM’s intentions and those of

al-Qa’ida.

L&A There was a lack of synergy within the
Center between operations and analysis on KSM. Failure in
each area fed failure in the other. Had the analysts focused
on KSM, for example, they would have been in a better
position to drive collection. Had the operations officers been
more aware of the implications of KSM’s travel and
operational activity from mid-1999 through the summer of
2001, their cables might have better informed analysis. CTC
did not provide an environment that fostered development
of either a systematic operational approach to KSM as a
target or a coherent analytical effort to understand who he
was, with whom he was working, and what he might do.

(U) Accountability

«SANE) The failure to follow up on KSM's

significance and to recognize and.incorporate incoming
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information that would have shed light on the nature of the
danger he posed was individual, collective, and systemic.

S/ Despite its focus on Usama Bin Ladin and

his lieutenants, UBL Station generally overlooked the

significance of KSM from mid-1999 through the attacks of

11 September 2001. Failure to focus on KSM's operational

significance and his increasing ties to the al-Qa’ida

organization in the late 1990s hindered the Station’s ability

to understand the implications of the reporting in 2000 and

2001 that noted KSM’s role in al-Qa’ida. While the Station

responded| (b)(1)
| (b)(3)
| it did not follow up in any other way. Nor

did it pick up on the reports of KSM's links to UBL, his

alleged travel to the United States, and his identification as

Mukhtar in the summer of 2001. Regardless of who had

responsibility for KSM operationally, the Team believes UBL

Station had a responsibility to review consistently the

structure and capabilities of al-Qa’ida.

+5/NF- A number of officers had access to these
cables and were involved in the cable traffic back and forth.
Some of these officers were relatively junior, however, and
not in a position to understand the significance of the cables
on their own. The Team believes that ultimate responsibility
for tracking individuals who might be associated with UBL
rested with UBL Station and that responsibility for
overseeing the work of the Station belonged to Station
management.

<5//F Up until mid-1999, UBL Station had been
doing a good job of keeping track of KSM and noting the
threat that he posed in numerous cables—in spite of the fact
that Renditions Branch had the lead role with respect to
tracking him. After mid-1999, UBL Station did not follow
through in the same way and even began to discourage field
stations from alerting it to KSM's activities, advising them to

deal with RB instead. | |
(b)(7)(c)
for failure to provide oversight and guidance to the
FOP-SECRET (b)(1)
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officers in the Station, coordinate effectively with other units,
and allocate the workload to ensure that Khalid Shaykh
Muhammad was being covered appropriately.

: «&/NF- The Team also recommends that the Board
review the performance of the Chief of CTC from mid-1999
through September 2001 for failure to ensure that CTC units
were working together effectively on KSM. The Chief of
CTC stated in his interviews that KSM was one of a number
of UBL’s key lieutenants that CTC was after and that SEG
would have been responsible for tracking him—not
Renditions Branch. His deputy said that UBL Station and
Renditions Branch would have worked on KSM together.
Their subordinates in CTC did not have the same
understanding of their responsibilities, however. As
demonstrated earlier, after mid-1999, officers in UBL Station
did not believe or behave as though they had any
responsibility to focus on KSM; rather, they deferred to
Renditions Branch.

NN |

(b)(7)(c)

| The fact that KSM had been a
key rendition target for CTC since the late 1990s; the nature
of the threat he posed, particularly to the domestic United
States; his continuing and extensive operational activity; and
his growing ties to al-Qa’ida—all reflected in field and
Headquarters reporting from the mid-1990s through
11 September 2001—should have been reflected i in the

analytic producg It was not. (b)(7)(c)
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(U) SYSTEMIC FINDIN G 1: MEETING THE GLOBAL
TERRORIST CHALLENGE

!

(U) Systemic Finding 1 of the Joint Inquiry (JI) Report
states that, “Prior to September 11, the Intelligence
Community was neither well organized nor equipped, and
did not adequately adapt, to meet the challenge posed by
global terrorists focused on targets within the domestic
United States. Serious gaps existed between the collection
coverage provided by US foreign and US domestic
intelligence capabilities. The US foreign intelligence
agencies paid inadequate attention to the potential for a
domestic attack. The CIA’s failure to watchlist suspected
terrorists aggressively reflected a lack of emphasis on a
process designed to protect the homeland from the terrorist
threat. As a result, CIA employees failed to watchlist
al-Mihdhar and al-Hazmi. At home, the counterterrorism
effort suffered from the lack of an effective domestic
intelligence capability. The FBI was unable to identify and
monitor effectively the extent of activity by al-Qa’ida and
other international terrorist groups operating in the United
States. Taken together, these problems greatly exacerbated
the nation’s vulnerability to an increasingly dangerous and
immediate international terrorist threat inside the United
States.”

(U) This finding serves to sum up many of the JI's
overall conclusions. Accordingly, the Office of Inspector
General’s 9/11 Review Team examines this finding’s broad
range of issues in the remaining systemic findings as well as

in several of the factual findings already addressed.
{

(U) Accountability

(U) The Team does not address accountability issues
for this broad finding but instead addresses accountability
matters, where pertinent, with regard to the specific
systemic findings that follow. '

. A | FOP-SECRET | (b)(1)
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(U) SYSTEMIC FINDING 2: A COMPREHENSIVE
COUNTERTERRORISM STRATEGY AND THE
DCI'S ROLE |

(U) Systemic Finding 2 of the Joint Inquiry (JI) report
indicates that, “Prior to September 11, 2001, neither the US
Government as a whole nor the Intelligence Community had
a comprehensive counterterrorism strategy for combating

- the threat posed by Usama Bin Ladin. Furthermore, the
Director of Central Intelligence (DCI) was either unwilling
or unable to marshal the full range of Intelligence
Community resources necessary to combat the growing
threat to the United States.” '

(U) Joint Inquiry Discussion

+5/NF) In supporting its charge that the Intelligence
Community (IC) lacked a comprehensive counterterrorism
strategy prior to 11 September 2001 (9/11), the J1 criticizes
two broad CIA initiatives:

e The DCI’s Declaration of War Against Usama Bin Ladin
(UBL). The JI points out that the DCI's December 1998
memorandum, which stated that, “We are at war...I want
no resources or people spared in this effort either inside
the CIA or the Community,” had only a limited
readership. It notes that important members of the
counterterrorism community such as the Assistant
Director of the Counterterrorism Division in the Federal
Bureau of Investigation (FBI), the Deputy Secretary of
Defense, and the Chairman of the Joint Chiefs of Staff
(JCS) were unaware of the memorandum. The JI
concludes that this lack of awareness suggests the
Community was fragmented and operating without a
comprehensive-strategy.

‘e ThePlan. In his JI testimony, the DCI referred to The
Plan—a broad operational effort that the Counterterrorist

TOPSECREF | | (b))
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Center (CTC) devised in 1999 and pursued through
9/11—as a “new, comprehensive, operational plan of
attack against UBL and al-Qa‘ida, inside and outside of
Afghanistan.” However, the JI notes that The Plan was
largely CIA-driven and consisted primarily of covert
action efforts directed at UBL and the development and
deployment of the Predator. It asserts that The Plan was-
inadequate as a strategy because of the absence of a
number of important strategic components, including an
IC-wide National Intelligence Estimate (NIE) of the -
threat posed by UBL, a delineation of the resources
required to execute The Plan, significant participation by
other IC elements and the FBI, a downgrading of other IC
priorities, and attention to the threat to and
vulnerabilities of the US homeland.

(U) The report observes that the IC’s dispersed
nature hampered its effective leadership. It states that the
relatively few IC officers who worked on the al-Qa’ida target.
were geographically separated, often not connected by
secure information technology, and operated within -
established bureaucracies that were not attuned to one
another’s requirements. It notes that, in such an
environment, leadership was an especially critical factor in
achieving success. .

(U) In backing its claim that the DCI failed to marshal
the full range of IC resources, the JI report states that the
inability to realign these resources to combat the threat
Bin Ladin posed was in part a direct consequence of the
limited authority the DCI enjoys over major portions of the
Community. The JI goes on to state that, while the DCI has
statutory responsibility spanning the IC, his actual authority
is limited to the budgets and personnel of components over
which he exercises direct control: the CIA, the Office of the
DCI, and the Community Management Staff (CMS).

(U) The ]I also alleges, however, that the DCI failed
to marshal CIA resources, over which he did have control.
The report asserts that, despite the DCI's call for resource
dedication in his December 1998 Declaration of War against
Bin Ladin, CTC had insufficient personnel before 9/11,

| FOPSEEREE | (b)(1)
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which had a negative impact on its ability to detect and
monitor al-Qa’ida. The JI report goes on to contend that,
while a substantial infusion of personnel into CTC took
place following 9/11, no comparable shift of resources
occurred after the DCI’s Declaration of War; prior to the

Millennium crisis; or after the attack on the USS Cole in
October 2000.

(U) Assessment of the Finding

(U) The 9/11 Accountability Review Team has
differences with respect to some of the interpretations
presented in the JI's discussion of this finding. It agrees
overall, however, that a number of important strategic
elements were missing from the Intelligence Community’s
approach to the threat posed by UBL. The Team also agrees
that the DCI failed to marshal the full range of either IC or
CIA resources in his effort to combat the growing threat to
the United States.

(U) An Incomplete Approach

(U) The Team concurs that the IC’s approach to
al-Qa’ida prior to 9/11 was not as comprehensive as it
should have been.” The Team agrees that both the DCI’s
December 1998 memorandum stating, “We are at war with
Usama Bin Ladin,” and The Plan were focused primarily on
operations and collection and lacked many of the elements
one would expect in an all-inclusive strategy against
al-Qa’ida. Furthermore, the Team believes that the limited
distribution of the DCI’s Declaration of War memorandum,
both within CIA and across the IC, as well as the lack of a

“(U) The JI's charge regarding the absence of a US Government strategy on counterterrorism is
outside the scope of the Team's efforts. In his reviewing comments on the draft report, the former
DClI emphasized his belief that an accurate account of the IC’s strategy cannot be presented
without describing his interactions with Presidents Clinton and Bush, other policymakers and
heads of IC agencies, and the National Security Council. The 9/11 Team notes that the former
DCl is not judged for failure to interact with these individuals, which he did frequently. Rather,
the Team discusses his responsibility, as DCI, for certain deficiencies found in the IC’s approach,
as described in this section.
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formal, written document articulating The Plan, are further
evidence that these two initiatives, if intended as strategies
to drive the IC’s war against al-Qa‘ida, were inadequate.

«5) The Declaration of War.” The DCI's —

memorandum of December 1998 listed seven specific
operational actions that the DCI wanted addressees to
pursue with respect to the al-Qa’ida target:

Engagement of liaison services.

Provision of timely and accurate information to the
military for targeting purposes. '

Engagement of the collection community to ensure it was
meeting CTC's requirements (including holding
meetings, to be chaired by the Assistant DCI for
Collection (ADCI/C), with the National Security Agency
(NSA), the National Imagery and Mapping Agency
(NIMA), and officers from other IC agencies). '

Pursuit of conventional and special collection methods to
attack UBL.

“(U) A copy of this memorandum is found at the end of this section in Appendix S2-A. The
Team devoted special attention to this memorandum because it figured prominently in the JI
report to support the charge that the IC lacked a comprehensive counterterrorism strategy.

June 2005.
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+5> The memorandum appears in large measure to
have been an expression of the DCI’s growing concern about
the al-Qa'ida threat, his frustration with the limitations of the
Agency’s covert action programs directed at al-Qa’ida, and
his desire to reinvigorate those programs.” Two senior CIA
officers close to the DCI told the Team they interpreted the
memorandum in this light. Indeed, a number of the
memorandum’s initiatives were not new:

» The Directorate of Operations (DO) already was
employing a broad range of human and technical
collection approaches to ascertain UBL’s location and
other critical information for targeting purposes.

e The ADCI/C told the Team that he was actively
- engaging the collection community to meet CTC
' requirements.”

¢ SOCOM had alréady been involved in evaluating CIA’s
operations.

54 NP In the memorandum, however, the DCI (b)(3)
did call for two new actions that had the potential to create a_
broader, more inclusive Community approach to attacking
the UBL target:

» The first was a tasking for the Deputy Director of Central
Intelligence (DDCI) to “chair [a] group to coordinate the
actions proposed above and any other actions which may

¥ (U) The Team addresses the Agency’s covert action programs with respect to al-Qa’ida and

UBL in discussion of Systemic Finding 13. :

FSL A= According to a January 2004 memorandum summarizing IC Collection (b)(1 )
against al-Qa’ida that was written by the ADCI/C and submitted by the former DCI in his ' (b)(3)
response to the draft report, collectors began focusing on UBL and his organization in the mid-

1990s but intensified their efforts and became more sharply focused after the East Africa embassy

bombings in August 1998 and in response to the former DCI’s urgings. These efforts included

frequent meetings of the National Intelligence Collection Board (NICB), which consisted of the

most senior collection managers in the Community, to develop comprehensive strategies to

support, in particular, CTC’s human operations against al-Qa’ida. In addition, the ADCI/C

chaired a collection cell that met daily and included officers from CIA, NSA, DIA, and NIMA.

The cell focused on tracking al-Qa’ida leaders and their facilities and on integrating collection

and operations. ‘
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be possible.” Although the then-DDCI told the Team
that he did not recall what he had done in résponse to
this tasking, the Team found evidence that he did chair at
least one IC-wide meeting. Meetings with more limited
participation and chaired by the CIA’s Executive Director
soon replaced this forum, however.” Discussions at
these meetings were largely operational in nature, and
did not include important elements that might have
made them more comprehensive.” For example, the
absence of representatives from the offices responsible
for analysis, finances, and personnel resources, as well as
from the broader Intelligence Community, meant these
meetings could not benefit from their perspectives or be
informed by analytic or resource considerations. The
9/11 Team was unable to establish whether the DCI was
aware of the nature of these meetings, but it found no
evidence that he did anything to follow up on this
tasking.” |

e The second was a tasking to develop an “integrated plan
which captures these elements and others which may be
appropriate.” It is unclear whether the operational plan

* that became known as The Plan emerged out of this Call-
to-War tasking. On the one hand, the DCI told the Joint
Inquiry Committee that The Plan resulted from his
request in “early 1999” for a baseline review of CIA's
operational strategy against Bin Ladin. On the other
hand, a CIA response to a Question for the Record
following the DCI's testimony stated that this request
stemmed from the Declaration of War. However,

_precursors of The Plan date to November 1998—a month
before the Declaration of War—when the the

7 (U) Attendance at these meetings was limited to the Chief and Deputy Chief of CTC, the
ADCI/MS and ADCI/C, the DCI's Counselor, and the DDO or ADDO.

®(U) The Team requested, but did not receive, copies of minutes of these meetings; the Team
was unable to determine whether minutes for these meetings were recorded. The Team relies on
its interview with the former Executive Director for this information.

*(U) At the same time, the DCI was reportedly chairing meetings with the heads of IC agencies
every two weeks and, while counterterrorism was discussed, it was certainly not the sole focus of
these meetings. According to‘ ‘”nobody dropped everything for terrorism;
other serious issues abounded. Terrorism was a priority to be sure, but still relative to other
concerns.”

: « FOP-SECRET ‘ |
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\ \recommended them in a cable. (b)(1)

~ Regardless, as is evident below, The Plan did not provide (b)(3)
- a comprehensive framework for a Community approach A
against al-Qa’ida.

Neither of these actions was fully realized, however.

54N The Team found that the CIA and the rest of
the IC had limited awareness of the DCI memorandum. The
memorandum was addressed to the DDCI, the
DDCI/Community Management, the ADCI/Military
Support, CIA’s Executive Director, Deputy Director for
Operations (DDO), and Deputy Director for Intelligence
(DDI), with a copy to the DCI’s Counselor. Notably absent
were key IC leaders, such as the Directors of NSA, the v
Defense Intelligence Agency (DIA), the National Imagery !
and Mapping Agency (NIMA), and the FBL” Also missing
were several senior Agency leaders—the Deputy Director
for Science and Technology, the Deputy Director for
Administration, the Comptroller, the Director of
Congressional Affairs, and the General Counsel—who were
playing important roles in the effort against UBL. Similarly,
the memorandum was not released to the Executive Board
or the Resotirce Board, which were responsible for
evaluating and executing Agency plans.”

“4Sy| stated in[_Jinterview with the Team that| sent copies of the (b)(7)(d)
DCI's memorandum to the heads of IC agencies after extracting the covert action portion of it.

The Team has not been able to locate copies. Other information indicates that the DCI and other

senior CIA managers used the statement, “We are at war with Usama Bin Ladin,” in a variety of

briefings to leaders within the Agency, Community, and military, but not until nine months after

the memorandum was written. )

¥4y In his reviewing comments on the draft report, the former DCI takes exception to the

Team'’s claim that the Call to War memorandum was not “properly communicated.” He asserts

that The Plan had captured key elements of the memorandum and had been fully briefed to the

following: the FBI in September 1999; the National Security Council (NSC) on (b)(1)
29 September 1999; Richard Clarke on 15 November 1999; National Security Advisor Berger (the (b)(3)
executive summary) on 30 November 1999; the NSC Small Group on 2 and 3 December 1999;

Lieutenant General Kennedy on 4 January 2000; Army Vice Chief of Staff Keane on 31 January

2000; General Taylor, State Department Counterterrorism Coordinator, on 1 July 2000; and

former Secretary of State Kissinger, former DCIs Helms and Woolsey, and selected members of

Congress in July 2001. The Team points out that these briefings occurred between nine and 30

months following the issuance of the memorandum and, even then, did not include all key

Community players, such as NSA.
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15> Nor were the contents of the memorandum
communicated down the CIA chain of command.
Numerous officers at all levels claimed never to have heard
of the memorandum or not to have had much familiarity
with it.

(b)(7)(c)
(b)(7)(d)

| In short, neither the DCI nor his
staff disseminated his memorandum as broadly as would
have been required for it to have had real impact in forginga
comprehensive IC or CIA approach to the battle against
al-Qa’ida. :

t&/A¥ In addition | ~(b)(7)(d)
| suggested that

the memorandum had little practical effect because they

were already doing everything they could, considering the

resource constraints. The latter remarked that the money

and officers that were going to CTC were being taken out of

the Agency’s hide and that the result was that the area

divisions—which he referred to as the “lifeblood of CTC”—

were weakened. With the Agency getting fewer resources,

he told the Team, it actually wound up with less money to

fight terrorism. Finally, some senior managers viewed the

memorandum as little more than an emphatic statement. A

senior manager close to the DCI said it was characteristic of

the DCI's dramatic style and speculated that the

memorandum probably was interpreted in this context. This

manager said the fact that there was no infusion of resources

into CTC showed that people had not taken the

memorandum seriously. |
| the memorandum was important in that it

showed the DCI understood the issue, but added that it

“didn't mean a hill of beans” outside CIA. | | (b)(7)(d)
“it was what a
coach would say to his team when he wanted the team to do
the best it could with what it had.” told the (b)(7)(d)
Team that he thought the memorandum had been

(b)(7)(d)
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overblown by the Joint Inquiry; he said that the DCI would
frequently cogitate about something over the weekend, then
come in and is¢ue a memorandum.

F5/ANFr The Plan. In the summer of 1999, the
operational plan of attack against al-Qa‘ida that would
become known as The Plan began to emerge. Elements of
The Plan were outlined in a 25 August 1999 cable from UBL
Station to the field bearing the subject line,

“Usama bin Ladin—The Way Ahead,” in which the then-
Chief of UBL Station sought to begin a dialogue between the
field and Headquarters on possible new approaches to
capturing Bin Ladin and disrupting his operations.

(b)(1)
(b)(3)
‘ outlined strategies for targeting
Bin Ladin’s lieutenants| | (b)(1)
| | (b)(3)
(b)(1)
(b)(3)
7 (U) The station established in January 1996 to target UBL was initially called TFL because of
Bin Ladin’s known status as a terrorist financier. It was later renamed UBL Station.
FOP-SEERET _ (b)(1)
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£5r In addition to the absence of significant focus on
or participation by other IC agencies, the ]I alleges—and the
9/11 Team agrees—that The Plan did not incorporate other
elements that might have made it a more comprehensive
strategy, including:

* A delineation of the resources that would be required to
execute it. A review of The Plan shows that it raised the
need for additional resources but did not elaborate. The
Team discusses resources later in this section and in its
treatment of Systemic Finding 3.

» A call for the downgrading of other IC priorities to
balance the counterterrorism initiatives.”

¢ An NIE or similar IC-wide estimative product on
terrorism.

e Any attention to the threat to and vulnerabilities of the
US homeland. The Team addresses this issue in Factual
Finding 3.

{5+ANFr No Action to Downgrade Other Priorities.
The intelligence priorities in place on 11 September 2001
~ were based on Presidential Decision Directive (PDD)-35,

signed by President Clinton on 2 March 1995. |

5> While acknowledging that this is indeed true, the Team notes that neither a reprioritization
of targets nor an NIE would logically have been part of an operational plan, nor would it have
been necessary to downgrade other priorities in order to execute The Plan.

June 2005
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545 The Intelligence Community’s approach to
priorities in the years following PDD-35 was to add issues to
the various tiers, but not to remove any. Nor was there any
significant effort to connect intelligence priorities to resource
issues—providing increases to some while decreasing
resources provided to lower priority issues. The 9/11 Team
believes that a formal reprioritization of intelligence
priorities in the years leading up to 9/11 might have
provided important context for resource decisions relating to
counterterrorism. A number of senior leaders, including the
DCI, have stated that the IC had to deal with major '
challenges that competed for available resources.” Indeed,
as a Tier 1B issue, terrorism remained at the same level—at
least in the formal prioritization—

until after 9/11.

45} In his reviewing comments on the draft report,
the former DCI stated that, while he could issue guidance
within the constraints of the overall policy, he could not
ignore a Presidential directive, and the previous
Administration showed no inclination to revisit PDD-35.
| the DCI did affect such a
reprioritization while still working within the parameters of
PDD-35. | |
\he issued to

the deputy directors and mission support office chiefs a
-memorandum establishing counterterrorism as one of the
Agency’s three top priorities. At the same time, he identified

June 2005
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other issues for which the level of effort would remain the
same, be temporarily reduced, or be minimized.®

=& The Absence of a National Intelligence
Estimate. The 9/11 Team believes that the absence of an
estimative product on the threat posed by al-Qa’ida and
UBL in the four years leading up to'9/11 was a strategic
error. As explained in Factual Finding 3 and Systemic
Finding 5, the NIC had not produced an NIE on the
terrorism threat to the United States since 1995, with an
update in 1997; it had never done a paper of any kind
devoted to the overall threat posed by al-Qa’ida.”

: FSAAH-The 9/11 Team believes that the former
DCI bears some responsibility for the failure of the NIC to
produce timely estimative work on terrorism. On the one
hand, the DCI had indicated that he wanted the NIC to play
an expanded role in galvanizing the Community. In a June
1998 memorandum to the then-NIC Chairman, he stated that
the NIC had a major role to play in achieving “better
integration, collaboration, and synergy across Intelligence
Community.” But he never called upon the NIC to produce
an estimate on al-Qa’ida or terrorism generally in the four

*(U) The former DCI also commented that the Team’s report makes the assumption that,
“without a Presidential Directive being issued, senior policymakers and the leaders of the
Intelligence Community were ignorant that countering terrorism was a key priority.” The 9/11
Team points out that—whatever the case—the policymakers’ focus on counterterrorism did not
result in any realignment of resources from lesser priority areas to counterterrorism-related areas.
“(U) The 9/11 Team believes that the absence of such an estimate may have been, in part, an
unintended consequence of the decision made in 1989 to place Community responsibility for
counterterrorism warning in CTC, while leaving the responsibility for producing counter-
terrorism NIEs with the NIC. The record suggests, however, that the NIC did not pursue this
task aggressively. | attributed the 1989
decision to the fact that the NIO and CTC had been competing voices. He argued that the move
had been poorly executed, however, and that the need to create the Terrorist Threat Integration
Center after 9/11 constituted an admission that CTC had not become the Community player
originally envisioned. | said there had been concern at the time of
the transfer of responsibility that CTC would focus on the tactical aspects of the account and
would neglect the longer-term, strategic view. He said that other agencies also had worried that
CTC would not have the objectivity of the NIC. | told the Team
that the transfer of Community responsibility to CTC had never worked, but that he could recall
no discussion of revisiling the decision—nor did the Team find any evidence of such a
discussion. o : ‘
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years leading up to 9/11. In his reviewing comments on the
draft report, the former DCI stated that it would have been
helpful to have produced a comprehensive estimate on
al-Qa’ida as background for the incoming Bush
Administration in late 2000-early 2001. The former DCI
concluded, however, that an NIE might not have resulted in
strategic actions to minimize the threat, given the “previous
experience with the estimates in the mid 1990s and the
limited time available to the new Administration before .
September 11.” The Team believes that the failure of the
Community to produce an estimate deprived the IC and
policymakers of the broader strategic look at UBL and
al-Qa’ida that might have provided the background for
assessing the specific threat warnings of the spring and
summer of 2001.

Navs | In sum, the 9/11 Team agrees with
the JI that the DCI’s Declaration of War memorandum and
The Plan were limited and that certain important elements—
such as significant participation by IC agencies, the
production of a national estimate, a formal reprioritization of
intelligence targets, and a delineation of resources to
implement these initiatives—were lacking in the years
leading up to 9/11. The 9/11 Team further notes that a
number of senior CIA leaders themselves acknowledged in
interviews that a comprehensive IC strategy was lacking
prior to 9/11. For example,
told us there was no comprehensive strategy before 9/11
and that, while the IC was in better shape today because it
was devoting more personnel and resources to the
counterterrorism issue, and while real national awareness
now existed, the IC still had no comprehensive strategy. In
addition, | |
discussions took place about developing a coherent and
focused plan, but until the galvanizing event of 9/11, it was
difficult to capture on one page a comprehensive plan on
al-Qa'ida. He called this, “a problem for the Intelligence
Community that needs to be addressed.” | |
| lalso observed in his interview with the Team that no
IC-wide operational plan existed before 9/11.

June 2005
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44  BP-With his reviewing comments on the
draft report, the former DCI submitted documentation

stating that a meaningful strategy could not be developed to
deal with any threats—either existing ones or newly
emerging ones—unless CIA and the Community as a whole
were rebuilt and given a new direction. He offered, as
evidence of his involvement in this strategic rebuilding
activity, a number of strategic plans that were developed
between 1999 and 2001, including, among others, the March
1999 DCI Strategic Intent for the US Intelligence Community
and the September 2001 Findings of the 2001 Quadrennial
Intelligence Community Review.  The 9/11 Team does not
disagree that rebuilding of the CIA and the Community was
a necessary undertaking, or that the plans cited by the
former DCI were legitimate steps toward accomplishing that
task. The Team points out, however, that none of these
plans was intended to be or constituted a strategy for a war
against terrorism in general or against al-Qa’ida in
particular: ' -

e The DCI Strategic Intent for the US Intelligence
Community, for example, outlined five broad objectives
whose aim was to unify the Community through
collaborative processes; invest in people and knowledge;
develop new sources and methods for collection and
analysis; adapt security to the new threat environment;
and improve corporate management of resources. While
it mentioned, as background, that terrorism was a
growing threat and that the Community should “give
serious attention” to it, its principal focus was the
“business of intelligence,” infrastructure, and work force
issues. |
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(U) Inadequate IC Leadership

{9 While the 9/11 Team concurs with the JI
regarding the above deficiencies of the DCI’s Declaration of
War memorandum and The Plan, it believes that there were
more blatant indicators of the inadequacy of the IC’s
strategy, and that these indicators are found throughout the
pages of this report—in the sections describing strained
relations between CIA and other agencies;” the problems
with information sharing and collaboration across agencies;”
the deficient focus on strategic and alternative analysis in the
products provided to policymakers;” the inadequate
domestic focus;” and the ineffectual redirection of resources
dedicated to this target across the Community.” These
shortcomings cause the Team to conclude that the IC did not

“(U) See Systemic Findings 4 and 7.

“(U) See Systemic Findings 9 and 10.

*(U) See Systemic Finding 5.

“(U) See Factual Finding 3.

" (U) See discussion in this Finding as well as in Systemic Finding 3.
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‘address counterterrorism'in general and the

al-Qa’ida target in particular as collaboratlvely or
comprehensively as was warranted by the nature of the
threat described by the DCI. The DCI clearly considered
counterterrorism a top priority. He was more deeply
engaged in pursuing the operational and warning aspects of
the war on terrorism, however, than in utilizing every
mechanism available to him, as DCI, to direct needed
resources from lesser priority programs to the
counterterrorism effort.

“&/NE)- The DCI’s Engagement. During the years
prior to 9/11, the DCI was personally engaged in following
CIA’s prosecution of the war against UBL. The 9/11 Team
does not dispute that his efforts resulted in actions that
likely saved lives. Beginning as early as summer 1999, he
was receiving regular updates once or twice a day on efforts
to track and disrupt UBL. | the (b)(7)(d)
only rival for CIA executive-level attention was Kosovo, but
daily meetings did not occur for that issue. Clearly, the
DCTI's actions demonstrate his. tlreless, personal effort to
warn and inform. :

The DCI was deeply and ~(b)(1)
personally active in sounding the alarm about the threat (b)(3)
posed by UBL on numerous occasions to many different
audiences at the policy level:” -

e During the Millennium threat in late 1999, the DCI -
warned the President to expect “between 5 to 15 terrorist
attacks agamst American interests both here and

~ overseas.’ :

. Beginning in 1999, in his annual testimony to the
~ Congressional committees on the worldwide threat, the

7 (U) The 9/11 Team intends the following to be an illustrative, not an exhaustive, list of
activities undertaken by the DCI. -
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DClI repeatedly hlghhghted UBL as a domlnant threatto

the United States.”

¢ In December 1998 and May 1999, the DCI sent to -
members of the policy community a series of urgent
letters that provided warnings on the UBL threat and
indications of potential attack. Recipients of these
memoranda at one time or another included the

- President, Vice President, Secretary of State, Secretary of

Defense, the Chairman of the Joint Chiefs of Staff, the
White House Chief of Staff, the National Security
Advisor, and the National Counterterrorism
Coordinator. Additionally, in early 1999, the DCI sent
similar updates to various individuals at the National
Security Council, the Departments of State, Justice, and
Transportation; the Defense Intelligence Agency; FBI;
NSA; the Federal Aviation Administration; and the
military.

e The DCl interacted personally with foreign liaison

~ partners in attempts to secure their assistance in tracking.
Bin Ladin. Following the bombings of the East African
embassies, for example, he sent personal letters to a
number of foreign liaison officials requesting their help
in gaining information on Bin Ladin and his possible
connection to the bombings. In July 2001, he phoned 13
foreign liaison counterparts to urge them to redouble
their efforts against al-Qa’ida. As the former DCI points
out in his reviewing comments on the draft report, his
nurturing of relationships with liaison services around
the world was an important factor in secyring their

- cooperation during the Millennium perlod when the

TS BNE)- In his 1999 briefing, for example, he stated that, “First, there is not the
slightest-doubt that Usama bin Ladin, his worldwide allies, and his sympathizers are plannmg
further attacks against us;...he will strike wherever in the world he thinks we are vulnerable.”

his 2000 testimony, he stated that, “Islamic terrorist groups account for many—but certainly not
all—of the threats... Foremost among them is Usama bin Ladin, who remains determined to
strike further blows against America ... we believe he could still strike without additional
warning.” In 2001, he stated that, “Usama bin Ladin and his associates remain the most
_immediate and serious threat.”
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largest disruption operations up to that point were
launched. :

* The DCI made personal visits to policymakers to
highlight the seriousness and imminence of the threat in
the months leading up to 9/11. Numerous officials
described him as running around town “pounding on
desks” during the spring and summer of 2001.

-(-S)— Community Leadership Authontles The Team
recognizes the difficulties inherent in the task of harnessmg
the Intelligence Commiunity into commitment to, and
execution of, a shared strategy. The JI Report suggests, and
we agree, that the structure of the IC made leadership of it
problematic for a number of reasons. Community
stovepipes, for instance, inhibited greater collaboration on
terrorism. In addition, the Department of Defense controlled
the vast majority of the IC budget. Indeed, numerous
officers suggested in interviews that the best a DCI can hope
to do is, as one put it, “cajole cooperation” through “moral-
suasion.” | ' |

5/ANE) Nonetheless, several authorities provided
the DCI with a platform to move forward with an '
Intelligence Community strategy

¢ The National Security Act of 1947 authorized the DCI to
serve as head of the Intelligence Community by, among
other things, establishing the requirements and priorities
to govern the collection of national intelligence by
elements of the Intelligence Community; approving -
collection requirements, determining collection priorities
and resolving conflicts in collection priorities levied on

“national collection assets; and promoting and evaluating
the utility of national intelligence to consumers within
~ the Government. :

e Presidential Decision Directive (PDD)-39, issued in June
1995, authorized the DCI to lead the efforts of the IC to
- reduce US vulnerabilities to international terrorism.

| - o | FOP-SECRET (b)(1)
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» PDD-62 of May 1998 specified that CIA was the lead
agency for preemption and disruption of foreign
terrorists abroad and directed CIA to develop and
coordinate for interagency approval disruption program
plans and specific actions. :

Furthermore, the Community’s periodic review of priorities
provided the DCI with a mechanism to formally r'eprioritize
intelligence targets to reflect the helghtened threat of -
counterterrorism relative to other targets. -

{=FANB- In addressing the al-Qa’ida target, the DCI
did not exploit these authorities as fully as he might have to
bring the Commumty together in the war against UBL.” For
'example ‘

e The Team found no ev1dence that the DCI intervened to
broaden the scope of or attendance at the meetings he .
had called for in the Call-to-War memorandum so that
they might include representation both from all relevant
IC agencies and from analytic, financial, and human
resource entities within CIA. The Team believes that the
absence of an analytic focus and the lack of utilization of
resource mechanisms in thls IC strategy were significant
omissions..

* Asis discussed elsewhere in this report, serious S tensions
existed between CIA and NSA; resolvmg them would

" (U) The DDCI/CM also did not play a prominent role in facilitating the development of an IC
strategy against al-Qa’ida and UBL. The 9/11 Team notes, however, that, according to DCID 1/1,
her principal responsibility was to execute the responsibilities of the DCI that related to:
providing and promoting services of common concern; promoting common administrative
practices; collection; and development of an annual budget. The DDCI/CM and her Staff would
not normally have been mvolved in developing Community-wide strategies against specific
targets. : : :
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have required forceful mterventlon on the part of the
DCL™

~5/ANEj-Finally, the DCI did not ensure that CTC
was fulfilling its role as strategic coordinator of the
Community’s counterterrorism efforts as effectively as it
should. The DCI had the authonty to vest CTC with this
role,” and CTC’s stated mission included—in addition to
implementing a comprehensive operations program and
exploiting all-source intelligence to produce in-depth
analysis—coordination of the IC’s counterterrorism
activities. Center managers did not emphasize the latter
function, however. In reviewing the Center’s briefing notes
and memoranda as well as interview data, the Team found
that CTC’s focus was heavily’ ope,rational.76

€S- In his response to Congressmnal questions for the
record followmg his 17 October 2002 testimony, the DCI
explained that, when CTC was established in 1986, the
intention was to give it a Community reach. This was to be
-accomplished by incorporating representatives from as
many of the relevant agencies as possible into the Center's
structure to provide connectivity, encourage sharing and
communication, and assist in breaking down cultural
barriers to cooperation and collaboration. The DCI stated in-
his testimony, however, that positions identified and

"45//NE) See the Team's treatment of Systemic Findings 4, 7, and 9. In his reviewing comments
on the draft report, the former DCI stated that, while the report implies he should have
“commanded a result,” that was not the way he worked with [the Director of NSA] on any issue
and that, in the case ofzhe was not empowered to do so. He further stated that the (b)(1)
President ultimately clarified the matter, as was required. The 9/11 Team does not argue that the (b)(3)
DCI should have “commanded a result.” Rather, it argues that the DCI had a responsibility to
take serious interagency differences to the level necessary for their resolutlon The President did -
' not clarify the matter until after 9/11.
”(U) Per the National Security Act of 1947, Section 303; 50 USC 405; and Executive Order 12333,
§1.5()), “[The DCI shall] establish appropriate staffs, committees, or other advisory groups to
assist in the execution of the Director’s responsibilities.”
" (U) For a full discussion of CTC’s operational focus see Systemic Findings 11 and 15. For a
discussion of CTC’s analytic efforts, see the Team'’s treatment of Systemic Finding 5.
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reserved for DIA, NSA, FBI, and State/INR in the Center’s
Community Counterterrorism Board (CCB)” were not
_ always filled; indeed, according to his testimony, the Center
(b)(1) , had to reach out to other organizations|

(b)(3)

to fill them.
In spite of CTC’s charter and the role he had expected it to
play, the DCI did not act to alter either the way CTC was
fulfilling its Community role or the way the Community was
fulfilling its obligation to CTC. ’

. £5/NFr In his reviewing comments on the draft
- report, the former DCI quoted the August 2001 OIG
Inspection Report on CTC, which stated, “CTC fulfills inter-
Agency responsibilities for the DCI by coordinating national
intelligence, providing warning, and promoting the effective
~ use of Intelligence Community resources on terrorism
issues.” The 9/11 Team notes that the report’s language
~ accurately describes the mission of CTC and also notes that
the 2001 inspection report praised the CCB for its
coordination role in facilitating terrorist threat warnings. At
the time of 9/11, however, four of the five warning slots on
the CCB’s Terrorism Working Group (TWG)—the group that
produced these warnings—were vacant; only the unit chief
and one warning officer were in place.

~ {&/~ANE) Moreover, the detailing of representatives
from outside agencies to CTC did not ensure that these
representatives were in fact fulfilling a Community
coordination role. As is discussed fully in the Team’s
treatment of Systemic Finding 9, CTC's detailee program
was neither well defined nor effectively managed. Indeed,
- some senior managers told the Team that they believed CTC '
was not fully executing its Community coordination role. (b)(7)(d)
- One\ \said that the high-water mark of
 the CCB process was recorded before 1997 (b)(7)(d)

"~/ The Community Counterterrorism Board (CCB) was the Community management
component of the DCI Counterterrorist Center; it served as the Executive Secretariat for the
Interagency Intelligence Committee on Terrorism (IICT). Its functions included management of
the Counterterrorism Community Terrorist Threat Warning System and coordination of
-~ interagency terrorist threat alerts, advisories, and assessments. The Chairman of CCB also served
~ as Chairman of the IICT. :
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Buccessors took the CCB’s IC responsibility'seriomly. In
addition,| indicated that, after (b)(7)(d)
the position of NIO for Counterterrorism was abolished in
1989, no entity assumed responsibility for a comprehenswe
IC strategy on counterterrorlsm S

—6)- DCI's Efforts to Marshal Resources

{EANFF A key component of the DCI’s lack of broad
strategic leadership concerns the marshalling of resources
-against the counterterrorism effort. The Team found that the -
DCT’s efforts helped secure additional funding for the
Agency from the Congress, but his efforts to redirect
resources, both at the Agency level and in the IC in general,
were ineffectual.

{5y Agency Resources. From Fiscal Year (FY) 1999 to
FY 2001, no significant internal CIA resources were
redirected to CTC, nor were CTC base funds protected from
corporate and DO adjustments.” Based on interview data -
and a review of the Agency’s financial and personnel
resources during FY 1999-2001, the Team did not find
evidence that the DCI had redirected any significant amount
of resources at an Agency level in response to his
Declaration of War, the Millennium crisis, or the attack

78-6574+N-F;~ In his reviewing comments on the draft report, the former DCI indicates his belief
that, “The report appears to presume that I was the only official in our government who was
responsible for designing a strategy for operating against al-Qa’ida” and that, as such, the report
“fails to provide important context and understanding of what we were attempting to
accomplish.” The subject of a broader US government strategy vis-a-vis terrorism was outside
the scope of this report. For information regarding national counterterrorism strategy, the reader
is directed to The Report of the National Commission on Terrorism of March 2000 on
“Countering the Changing Threat of International Terrorism,” chaired by Ambassador

Paul Bremer; the reports of the Advisory Panel to Assess Domestic Response Capabilities for
Terrorism Involving Weapons of Mass Destruction, commissioned in 1999 and known as the
Gilmore Commission; and the Hart-Rudman Commission, also established in 1999, to look at
broad issues of national security including terrorism. :

”(U) Inits assessment of the DCI's efforts to marshal resources agamst a growmg
counterterrorism threat, the JI focuses on events beginning with the DCI’s Declaration of War
against UBL in the first quarter of FY 1999. Accordingly, the Team has focused on this timeframe
in its assessment of this finding. For a more complete discussion of the Agency’s management of
counterterrorism resources, see Systemic Finding 3, which also includes a detailed discussion of
the impact of the DCI’s Declaration of War on counterterrorism resources.
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against the USS Cole.” Moreover, the Team determined
that, during FY 1999-2001, Agency officials redirected

$13.3 million of CTC base funds from the Center to cover
corporate and DO adjustments; some of these funds went to
programs that were not related to counterterrorism,
according to the Agency’s official accounting system.

~ 46) The Team had difficulty assessing the sufficiency
of personnel working in CTC and UBL Station.” While the
numbers did increase, several officials told us that the
increase was not sufficient to cover an overwhelming
workload: : '

(b)(1)
(b)(3)

(U) Intelligence Community Resources. While the -
DCI did not have control of major portions of the IC budget,
he did have certain legally sanctioned authorities to transfer
money and personnel between IC agencies. This allowed
him to augment the agencies’ budgets and personnel for
high-priority targets such as al-Qa’ida. The DCI had this
option available to him prior to 9/11, and he could have
utilized it to address the resource limitations that several

¥ (U) In their comments on the OIG draft, commented that the then-DCI did  (b)(7)(d)
“declare war” but did not give the DO any additional funds to fight that war.

<€) The former DCI contends in his reviewing comments that the report accuses him of “not

marshalling sufficient resources for counterterrorism.” The 9/11 Team points out that the report

addresses the matter of sufficiency only as it relates to personnel, not funding, and only in the .

context of addressing the JI's charge that CTC had insufficient personnel prior to 9/11. The Team

notes that, prior to 9/11, the former DCI himself complained about the shortage of

counterterrorism funds; the record shows, as described:in this section however, that he did not

use every available means at his disposal to alleviate this shortage.
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senibr Agency officials—including the DCI himself—said
hampered efforts against UBL and al-Qa’ida.”

(U) Statute prov1des the DCI with the authorlty to
transfer resources from other agencies to perform specified
functions:

* Section 104(d) of the National Security Act of 1947

' authorizes the DCI as Head of the IC to move funds and
personnel within the National Foreign Intelligence
Program (NFIP). Section 104(d) has conditions, however,
that govern its application. It provides that any
‘movement of funds within the NFIP be based on higher
priority needs and unforeseen requirements. In addition,
the head of the affected department must agree to the -
transfer. Finally, the Director of the Office of
Management and Budget (OMB) must approve the
transfer, and the agency must notify Congress.

e Section 5 of the CIA Act autho_ri'zes the DCI to transfer
funds into and out of the Agency to perform CIA

~ functions. The DCI uses Section 5 authority primarily to

~ direct appropriations from the Department of Defense to

the Agency or to execute other transfers of funds to the
Agency as directed by the Administration. As with
Section 104(d), Section 5 requires OMB approval;
although Section 5 does not require Congressional

#4€)~In testimony following 9/ 11, the then-DCI described to the JI his inability, before

~ September 11, to generate [the] necessary support within the Executive Branch: He stated that,
“[I would ask every] year in [the] budget submission... I'm not talking about the Committee.
I'm talking about the front end at OMB and the hurdle you have to get through to fully fund
what we thought we needed to do the job. Senator Kyl once asked me ‘How much money are
you short?” ‘I'm short $900 million to $1 billion every year for the next five years’ is what I
answered.” The Team has been unable to locate supporting documentation for the budget

" figures included in the DCI's testimony. The Team asked several officials—both current and ,
former— |Oné| stated that he recalled the DCI's (b)(7)(d)
‘testimony, but knew of no specific spreadsheet or budget option that the DCI would have had in '

mind when he said he could use an additional $900 million to a billion per year. | (b)(7)(d)

presumed that the DCI was probably thinking of the attempts made in the fall of 1998, 1999, 2000, :

and spring 2001, when he requested that the Administration increase the NFIP topline (b)(1 )
(b)(3)
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not1f1cat10n such notification occurs by custom and
practlce

- #453 From FY 1996 to FY 2001, the DCI exercised his
authority to transfer funds from one IC agency to another
several times, but none of these funds were designated for
programs targeting UBL.or al-Qa’ida. During this

six transfers
that were executed under Section 5 and Section 104(d)

authority,|

| Of these transfers, only one—
as
for a program designated as counterterrorism-related, but
these funds were for a part of the| |
program. The remaining funds were
designated for programs or efforts that were not
counterterrorism-related. \

-(G-)‘ ‘the DCT also did not transfer
any personnel from one IC agency to another from Fiscal
Year 1996 to 2001, even though he had the authority to do
this under Section 104(d). For example, he might have

#(U) In his comments on the OIG draft, the former DCI stated that as a practical matter, he could
never count on approval of transfers in the year of execution in a timely manner. They required
‘the concurrence of Agency directors, the Director of OMB, the Secretary of Defense, and six
committees of Congress. It took months.of effort to secure transfers. In his view, “year of
execution transfers were never a way of meeting pressing requirements in a timely manner.”
Section 5 authority requires OMB approval
although the statute does not require that the Agency notify Congress, the Agency: does so as a
matter of custom and practice. \ ‘ that Section 104(d) has more
- conditions: the Director of OMB must approve, and Congress must be notified. While the Team
~ cannot attest to the timeliness of this process, it notes that transfers did indeed take place under
both authorities. Furthermore, the DCI's voluntary practice of notifying Congress in-the case of -
Section 5 transfers and obtaining the concurrence of components other than OMB and Congress
in the case of both Section 5 and 104(d) transfers may well have contributed to the lack of

timeliness.
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requested that IC agenaes prov1de personnel to staff the
CCB.

45> The DCI could have been successful in makmg
additional transfers of funds and personnel in support of the
counterterrorism effort, had he attempted them. Indeed, the
Section 104(d) transfers that took place during 1996-2001
show that agency heads have, on occasion, agreed to such
transfers. Moreover, transfers under Section 5 have no
similar restrictions to those imposed on Section 104(d).

5N In his comments on the OIG draft, the

former DCI stated that transferring funds from other
Community agencies to support counterterrorism efforts
presumes incorrectly that funding in other agencies was

~ sufficient for them not only to conduct their mission, but
more importantly to meet the transformational objectives
incorporated in the five-year budget submissions. He
indicated his belief that he had to balance the CIA’s and the
Commumty s needs to fund strateglc programs and any"

“major reductions to NFIP agencies’ budgets in the year of

execution would have only worsened their financial plight.”
Furthermore, the former DCI stated that he did not “believe
we could or should move large amounts from NSA, NIMA
or even NRO to CIA’s counterterrorism program without
understanding the overall impact of such funding shifts on
the missions of those agencies. For it is fundamental that the
programs of those agencies are also a vital part of the
counterterrorism effort. CTC’s program needed more, not
less imagery; it needed more, not less signals intelligence.”
He opined that “any short-term gain in CTC'’s program
would have been more than offset by the 1mpact of further
cuts in our collection and processing systems.”

«5/ANF) Given the limitations that the former DCI
included in his comments to the OIG draft, i.e.; the
Administration would not provide top line adds to the NFIP
budget and transferring funds from one IC agency to
another was neither timely nor effective, the Team believes
the former DCI had an obligation to use the money available
to him. However, both CTC and the counterterrorism issue

~as a whole actually lost funds in CIA internal funding

June 2005
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reprogrammings. Furthermore, although the former DCI
did transfer funds into CIA from other agencies, he did not
‘utilize those funds for programs targeting UBL or al-Qa’ida.
The former DCI's comments notwithstanding, the 9/11.
Team judges that his failure to redirect funds and personnel
from noncounterterrorism programs contradicts his 1998
Call to War memorandum in which he stated, “We are at
war... I want no resources or people spared in this effort,
e1ther inside CIA or the Community.”

(U) Implications

: {&/NFy Effectively meeting the al-Qa’ida threat

required a multilevel approach on the part of the Intelligence

- Community. At the operational level, CTC was focused on
addressing the threat, and the DCI was fully engaged in this
effort. At the broader, strategic level, however, the efforts by
the IC and the CIA were less comprehensive, and
managerial leadership on the part of the DCI was less
effective. Asa result, US policymakers and the nation were
not able to realize the full advantage of their intelligence
capabilities. As discussed in this and other findings, a
comprehensive, strategic framework could have prompted
enhanced exploitation of the full range of key intelligence.
components such as analysis, interagency cooperation, and
resources. This could have positioned the IC to more

 effectively counter the challenges that the al-Qa’ida target

posed. In addition, a more comprehensive approach could
have resulted in a more complete understanding and -
portrayal of the magnitude of the threat, possibly prompting
a consensus within the US Government to move against UBL
earlier and more aggressively than it did.

(U) Accountability

«&/#F) The Team concludes that the former DCI,
by virtue of his position, bears responsibility for the failure
‘of the IC to formulate and implement a comprehensive,
documented strategic plan to counter al -Qa’ida and UBL.
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The DCI‘recognizéd the need for such a plan, and directed.

~ that it be created, but did not follow up to see that this was -

done, and it was not. Notable efforts were undertaken prior
to 9/11 to stimulate IC collection on terrorism, at the
initiative of the ADCI/Collection and in response to the -
DCI’s injunctions, but in the absence of a formal,
coordinated effort, the IC’s operational, analytic, and
resource capabilities were not integrated and used to
maximum effectiveness. In particular, no comprehensive IC
analytic examination of the threat posed by UBL and
al-Qa’ida had been undertaken, formal actions had not been
initiated to raise the priority-of terrorism relative to other
intelligence issues, and funds and personnel earmarked for
counterterrorism were not effectively marshaled prior to
9/11. However, in light of the actions the DCI did take to

- address the al- Qa’ida target, no recommendation for

Accountability Board consideration of performance is made.

) (=~NE The Team fi_nds that the DDCl in 1998, per =
the DCI's Declaration of War memorandum, was responsible

for ensuring that an interagency group was created to
identify and pursue a comprehensive set of strategic options
for addressing the UBL threat. This did not happen. Itis not
clear, however, whether this was due to neglect on the part
of the DDCI, or whether the action was reassigned by the
DCI. For this reason the Team does not recommend that an
Accountability Board review the DDCI’s performance in this

matter.

. June 2005
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Appendix S2-A
THE DIRECTOR OF CENTRAL INTELLIGENCE
WASHINGTON, D.C. 20505

24 December 1998

MEMORANDUM FOR: Deputy Directory of Central Intelllgence
Deputy Director of Central Intelligence for
Community Management
Associate Director of Central Intelllgence for

Military Support

Executive Director
Deputy Director for Operations
Deputy Director for Intelligence

SUBJECT: - Usama Bin Ladin

1.-FS} We must now enter a new phase in our effort against Bin Ladin.
Our work to date has been remarkable and in some instances heroic, yet each
day we all acknowledge that- retaliation is inevitable and that its scope may be far
larger than we have previously experienced.

2. 75r We must now redouble our efforts agaihst Bin Ladin himself, his
infrastructure, followers, flnances etc. wnth a sense of enormous urgency.

_ 3. 7Sy We must acknowledge that our efforts\ can
no longer be solely relied upon to bring Bin Laden to justice. As a result, we
- must now pursue multiple paths simultaneously. This should include:
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a. Discussions with all liaison services who may havea
capability to capture and render Bin Ladin to justice.

b. Actlve and |mmed|ate efforts. to ensure that we
are able to provide the military with timely and
accurate information for targeting purposes
against Bin Ladin himself and facilities, training
camps, etc. associated with him worldwide.

c. Immediate operational exploitation, planning and threat

‘warning| (b)(1)
(b)(3)

both unilaterally and in concert with liaison partners.

d. We must isolate liaison relations Which have the potehtial for
greatest gain and recontact at senior levels. | -~ (b)(1)

©)3)

e. We need to immediately push the rest of the collection
community to make Bin Ladin and his infrastructure our top
priority. | want Charlie Allen to immediately: chair a meeting
with NSA, NIMA, CITO, and others - to ensure that we are
doing everythlng we can to meet CTC s requirements.

f. 1 want to know that we are pursuing all available
~conventional and special collection methods to get after
Bin Ladin, his infrastructure, people and money.

o | (b)(1)
| (b)(3)

etc. which may be of assistance to our efforts.

| - o | FORSECREE (b)(1)
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. 4. Fﬁ‘Sj—We need an infegrated»plan which captures these elements and
others which may be appropriate. This plan must be fully coordinated with the ‘
FBI. - | ' '

5.‘-("FS-)—We aré at war. The DDCI will chair the group to coordinate the
actions proposed above and any other actions which may be possible.. | want no
resources or people spared in this effort, either inside CIA or the Community.

- cc: Counselor to the DCI
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(U) SYSTEMIC FINDING 3 COUNTERTERRORISM
RESOURCES

(U) Systemic Finding 3 of the Joint Inquiry (JI) report -
states that, “Between the end of the Cold War and
September 11, 2001, overall Intelligence Community funding

- fell or remained even in constant dollars, while funding for
the Community’s counterterrorism efforts increased
considerably. Despite those increases, the accumulation of
intelligence priorities, a burdensome requirements process,
‘the ovérall decline in Intelligence Community funding, and
reliance on supplemental appropriations made it difficult to
allocate Community resources effectively against an
evolving terrorist threat. Inefficiencies in the resources and
requirements process were compounded by problems in
Intelligence Community budgeting practices and
procedures.” |

(U) Joint Inquiry Discussion

(U) The report’s accompanying narrative goes on to
state that the Intelligence Community (IC) cited a lack of
money and people to explain why agencies failed to produce
more intelligence on al-Qa’ida, did not arrest or disrupt-
more terrorists, and were otherwise limited in their response
to the growing terrorist threat. The report further notes that
IC officials contended that the increasing resources they
received were not sufficient to meet the growing threat;
indeed, a former Chief of the Counterterrorist Center (CTC)
testified that a lack of resources was a major impediment for
CTC. The JI report goes on to state that the IC shielded

counterterrorism programs from budget cuts. The report
also notes that the Associate Deputy Director for Operations
for Resources, Plans and Policies (ADDO/ RPP) had recalled
' that somie attempt to protect counterterrorism funding was
- made after the Declaration of War memorandum against
al-Qa’ida that the Director of Central Intelhgence (DCI)
“issued in December 1998; however, this memorandum did

. o | FOP-SECREE b))
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s

- not lead to any dramatic increase in the size of CIA’s Middle
East stations or significantly greater numbers of persormel
assigned to CTC.

(U) The JI report also addressed limitations that its
‘members and staff encountered during their review in
. determining actual counterterrorism resources. The report
- noted that the ADDO/RPP had stated that measuring how
‘much is spent on counterterrorism is difficult and that the
least precise area of accounting is human resources. Prior to
fiscal year (FY) 1999, the Agency undertook little effort to
- track counterterrorism spending because counterterrorism
was not an office or an expenditure center, according to the
report.”

(U) Assessment of the Joint Inquiry’s Findings

(U) The Office of Inspector General (OIG) 9/11
Review Team generally concurs with the JI finding as it
relates to the CIA but disagrees with, or needs to clarify,
some information provided in the narrative. The Team:

. Agrees that total funding for CIA declined during the
decade precedmg the attacks of 11 September 2001.

J Agrees that certain factors made it difﬁcult for the
Agency to allocate its resources effectively against the
evolving terrorist threat. -

¢ - Reaches no conclusion on the issue of whether the
- Agency had sufficient funding to meet the growing

* (U) Many components throughout the Agency—including CTC, several DO area divisions, and
the Office of Security—execute counterterrorism expenditures. Because each component uses
different program numbers to record their counterterrorism expenditures and a unique
identifier—like an expenditure center—was not coded into the Agency Financial Management

- System, the Agency cannot systematically generate the total amount spent on its counterterrorism
effort. In 1999, the Office of the Chief Financial Officet began to manually generate this data
based on a set of program numbers that it believes-—based on its analysis and discussions with
Agency officers—are counterterrorism-related. This manual reconstruction did not provide
'actual Agency counterterrorism expenditures; rather it provided a solid estimate.
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counterterrorism threat. The Team found, however, that,
at a time when the Agency was authoritatively stating
that.it was short of funds for counterterrorism and was
requesting supplemental funding from Congress, Agency
managers were not making maximum use-of funding
that was available to them for counterterrorism.

* Disagrees that CIA shielded its counterterrorism
program, but cannot comment on whether the IC as a
whole protected counterterrorism programs.

» Did not assess the sufficiency of personnel in CTC as a
whole, but agrees that the number of people with
operational expertise in CTC’s Usama Bin Ladin (UBL)
Station was not adequate

. Agrees that the DCI's Declaration of War did not
produce an increase in coUnterterrorismvresources.

<&} Finally, the JI report did not specifically address
the issue of management of available counterterrorism =~
resources. On the basis of its review of CTC funds and
personnel prior to 11 September 2001 (9/11), however, the
Team questions CTC management’s performance in
overseeing and leveraging resources against the
counterterrorism target.

(U) The Budgeting Process-, Terminologies, and Methodology

5 CIA’s budget formulation process begins nearly :
two years prior to the associated fiscal year of execution.
The Community Management Staff (CMS) conducts the
initial external review of the Agency’s request. The Office of °
‘Management and Budget (OMB) then follows with its
Budget Estimate. Results from these two exercises
eventually are incorporated into the Agency’s Congressional
Budget Justification Book (CBJB), which serves as CIA’s
financial and personnel resource request for the coming

S . zopseRex | (b)(1)
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fiscal year.® The CBJB is due to Congress, by law, on the
first Monday in February (eight months prior to year of
execution). Usually, the pertinent Congressional committees
begin marking this request up/down in June and come
.together to resolve any differences in conference in
‘September. Once the submission is authorized and -
‘appropriated, CIA knows its'base budget as well as the
amount of the CIA Reserve for Contingencies.”
Supplemental funding requests are subject to a separate - -
process and are normally addressed once execution is
underway.

<€) The Agency Fmanc1a1 Management System
(AFMS) is CIA’s accounting system of record, and,
~ consequently, the Team used it as much of the basis for its

- analysis in this area. AFMS describes the base budget, to
include Congressional marks, as regular (REG)

- appropriations, although REG may also include certain
supplemental funds. When such funds are included, AFMS
associates a separate label, or reason code, with the

“supplemental to help differentiate it. The “Gingrich
Supplemental” of FY 1999 was more explicitly accounted for
by the assignment of its own unique fund type (REG3)

+&) Precise identification of funds dedicated to
counterterrorism is difficult, as the Team discovered that
such funds were not reliably labeled within AFMS.

#(U) In his response to this review stated that CMS played a large part in the
CIA budget process, whicH  said did not work.|  |went on to state that the CMS staff built the
budget with detailed input from individual CIA directorates. “What emerged in every instance
was a CMS defined budget submission which bore no resemblance to the CIA input requests.”

\stated that the CIA in-house budget process was also flawed, and for the DO

- that meant insufficient funding. On the other hand, stated, in an
interview conducted prior to 9/11, that the DO exhibited no budgeting skills whatsoever. It
typically waited until the budget execution year to formulate its budget and then dangled high
prlorlty items in order to manipulate a Reserve for Contingencies release.

- ®(U) The CIA Reserve for Contingencies consists of funds set aside to meet unforeseen
* requirements and unique operational opportunities that were not budgeted for in the normal

' process.

HES/SH+ORCONNOFORN/AMR- 164 - | June 2005
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Team members extracted a program listing for
FY 1996-FY 2001 from that database and used it to query
AFMS. Budget officials in the Office of the Chief Financial
Officer (CFO) also told the Team that, beginning with
FY 1999, the Agency had ceased disclosing counterterrorism
as a separate line of business within the CB]B

(U) Agency Funding and Infrastructure

-(-"PS-} Followmg the end of the Cold War, Agency
resources decreased in terms of purchasing power.

(b)(1)
(b)(3)

{€)r According to several Agency and CMS officials,
although on the increase, the small budgets of the mid- to
late-1990s had a particularly negative impact on CIA’s
infrastructure. The OIG Inspection of CIA’s Budget
Formulation and Execution process, published in December
2001, noted that Agency managers believed that core
mission activities eventually suffer when they are funded by
dollars taken from infrastructure. | -

(b)(1)
(b)3)

in a bind by the late-1990s.

' (U) The CFO's calculations are based ona Departrnent of Defense deflator scale that recogmzes
a higher “inflation rate” on personal services costs.
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(b)(1) Figure S3-2
(b)(3) >

(U) Agency’s Counterterrorism Finances -

<5} In contrast to the overall CIA budget, the
Agency’s expenditures on the counterterrorism target—
which include amounts spent on both counterterrorism and
antiterrorism activities—increased significantly after the end
- of the Cold War, particularly during the latter half of the
- 1990s. (See Figure S3-3.) According to data from AFMS:

o Total expenditures on the counterterrorism target
(including base funds, supplementals and reserve
releases) almost doubled|

(b)(1)

| InFY 1999, (b)(3)
expenditures show a spike due to the Gingrich ' _
supplemental, of whichwentto - (b))

. counterterrorism programs. . (b)(3)

®+SF Most of the supplemental money allocated to counterterronsm programs went to

components other than CTC, ‘rmlhon : _ | (b)(1 )
- S + (b)3)
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¥ (U) The Office of Security and its predecessors recorded expendltures for antiterrorism
activities; CTC did not.
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(U) Difficulties in Allocating Resources

(U) Two main factors made it difficult for the Agency
~ to allocate its resources effectively against the evolvmg
~ terrorist threat:

e The unpredictable nature of the terror threat against the
rigidity inherent in the budget formulation and-execution
process.

e _The negative impact of supplemental appropriations on .
“long-term planning.

TC> The Budget Formulation and Execution Process.
The OIG’s Inspection Report of the Agency’s Budget
Formulation and Execution, released in December 2001,

- noted that most CIA officers who deal with the budget as
managers or resource professionals believe the structure and
process do not assist them in obtaining or managing needed
resources because the funds Agency managers receive do
not necessarily match the amount of funds they requested,

FOPSECRET | | o (b)(1)
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or even the amounts originally appropriated for their
specific programs. CIA officers interviewed for that
inspection made the following points:

~* Budget formulation and execution are disconnected.
According to the report, 83 percent of interviewees who
commented on the usefulness of the budget blamed this
disconnect for their inability to manage resources well.

* Internal Agency “taxes” assessed in the year of execution
render spending plans worthless and make managerial
accountability difficult.” :

* The Agency does not build a budget request on the basis
- of needs or requests from its components; rather it copes
with a top-line figure provided by OMB. Forty percent
of field manager respondents said they rarely received

the funds they requested.” | ,

<& During the Team’s current réview, many budget
~-and finance officials elaborated further on the problems they
faced: ' ' '

e ‘ were among (b)(7)(d)
those who agreed that not all Agency requests— -
including counterterrorism requests—were fully funded.

cautioned, however, that (b)(7)(d)

one should not conclude that, because counterterrorism '

did not receive 100 percent of the funds it requested, it

was not properly resourced. Where claims arose that

counterterrorism was not properly resourced, they were

difficult to substantiate objectively. Although the Team

found no shortage of internal memoranda and ©

spreadsheets that suggested shortfalls in

* (U) Taxation is a systematic process of reprogramming funds from one activity or group of
activities to another within the Agency. A difficulty with this method is the lack of direct
connection between sources and uses of monies. This calls into question rigorous application of
the “higher priority” requirement. B o :
®(U) In his comments on the OIG draft,| mentioned that the Agency does (b)(7)(d)
build a budget based on needs, but then prioritizes those needs in line with fiscal guidance from .

OMB. ‘ '

| : | ' FopSEeREH (b)(1)
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counterterrorlsm funding, the Team was undble to.
determine when the material was compiled and whether
any had been forwarded to Congress or other external
partles '

* A few Agency officials familiar with DO and CTC
resources stated that CTC requested top-line increases to
its base budget|

(b)(1)
(b)(3)
(b)(7)(d)

the Agency
supported the idea of permanent increases, but that OMB
was skeptical about the Agency s claims for additional
funding needs.

-TGP-SEGR—E—T{ - . . - (b)(1)
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‘ Table S3-1

. 45> Reliance on’Supp‘leme'n'tal Appropriations.
From FY 1999 to FY 2001, the DO relied heavilyon
supplemental appropriations to fund counterterrorism
rather than building counterterrorism requirements into its

- base budget. Interview data and results of the OIG budget
inspection show that this reliance made it difficult for

¢
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’

Agency managers to plan and allocate their resources
against the counterterrorism target. Although, as stated
earlier, counterterrorism expenditures almost doubled
during FY 1996-2001, the base budget for CTC remained at
or below 10 percent of totdl DO spending. To achieve the
‘increase in funding, the DO relied on supplemental - (b)(7) (d)
appropriations. | stated that CTC'’s A
base funding (although significantly increased from the mid- A
" to late-1990s) was inadequate for a program that needed to (b)(7)(d)
expand,  Jadded that CTC “lived on” supplemental o
- funding and that, althougthrled to increase CTC's base - (0)(7)(d)
(b)(7)(d) budget . |had to economize internally. -

-(S)— Relying on supplemental appropriations to fund
counterterrorism efforts has been challenging for Agency
managers and | may have had an impact on mission
performance.” The 2001 OIG budget inspection noted that,
while supplemental funds allowed the Agency to maintain
operational activity begun in prior years, they did not meet
its long-term needs. This affected Agency officials’ abilities
to plan programs—especially multiyear programs—because
the tenure of most supplemental appropriations prior to |

'9/11 was one-year. An additional concern with
supplemental appropriations is uncertainty about when

- Congress and OMB will make the funds available to the

~ Agency. Planning and executing counterterrorism programs
have been especially difficult when those funds are not

(b)(1) available until late in the fiscal year. For example, Congress
- (b)(3) ~ approved) innew funds under the FY 2000
_ counterterrorism supplemental; however, due to the late b)(1)
approprlatlon of the supplemental funds, the Agency Chose, (b)(3)
and was allowed, to hold onto\ ko cover FY 2001

counterterrorism requirements.”

*(U) In his comments to the OIG draft of System1c Finding 2 the former DCI agreed that relying
on supplemental appropriations made it extremely difficult to build long-term programs with
strategic integrity for the CIA’s counterterrorism efforts. :

(b)(1)
(b)(3)
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~SAANE)- Although hardly optlmal some planmng
~can be done within the context of supplemental
appropriations. | |
stated, for example, that, from late FY 1998 through FY 2001,
supplemental appropriations were largely expected—
although the amounts were uncertain—which did allow for
planning. In addition, when Congress permits CIA to hold
its supplemental funds beyond a one-year tenure, Agency
managers can compensate for funding difficulties. The '
decisions to carry forward amounts from both the FY 2000
and pre-9/11 FY 2001 counterterrorism supplemental
appropriations demonstrate CIA’s ability to compensate—to
a certain extent—for immediate or high-priority
counterterrorism requirements that might have been (b)(1)
underfunded. As mentioned earlier, the Agency carried (b)(3)
_ forward Emﬂhon from the FY 2000 supplemental into
b)y(1) - FY 2001 rather than use the funds for existing unfunded
(b)(3) requirements. Of thezfmllhon FY 2001 counterterrorism
\ : supplemental funds that Congress appropriatedin - '
December 2000, CIA did not use million until (b)(1)
'FY 2002 Even though several Agency officials familiar (b)3)
with the counterterrorism budget believed that the Agency
could have spent the funds for counterterrorism programs in
-FY 2001—although not necessarily against the UBL or
al-Qa’ida targets—the Agency chose to hold onto the money,
creating a “reserve” that could augment or replace a future
supplemental.. This sort of last-minute funding does not
permit either long-term planning or investment in long-term
programs, as  increases in base funding do.

(b)(7)(d)

_ (U) Despite these long-term planning issues; CIA
- obviously was better off receiving this money than not.
Such supplemental funding for counterterrorism was the
result of earnest efforts on the part of the DCI, the DDO, the
CFO's Office, and otheri Agency officials. These officers

*+£5r Congress approvedgmllhon for the CIA via Public Law 106-554 and appropriated the - (b)(1)
entire amount in December 2000. The funds provided in the FY 2001 counterterrorism (b)(3)

supplemental were available for one year once the funds were reprogrammed from thd |
‘account The (b)(1)

(b)(1) ~ Agency transferred)  million from the| laccount to the] account during March- (b)(1) ~ (b)(1)
b)3)  pEee ch- ,
y 2001 and chose to hold onto the remaining| _ ‘ The (b)(3)
Temaining funds were transferred from the account in March 2002. _ (b)(1)

- Co - FORSECREF (b))
~ June 2005 ’ o 175  HHES7SH7ORCON NOFORN/ /MR- - (b)3)

Approved for Release: 2015/03/19 C06184107



: ' pproved'for Release: 2015/03/1'9 06184107 ' , :
‘PGP-SEG-R—E—'E{—A _ | OIG Report on CIA Accountability (b)(1)
HES/SHHORECONNOFORNAAMR- With Respect to the 9/11 Attacks | (b)(3)

worked hard to develop and provide d‘etailed-program
analyses, spend plans, and testimony to Congress to make a
case for such funding.”

- (U) Adequacy of Funding

- =& The Team found conflicting information on the'
sufficiency of counterterrorism funding, and it did not
attempt to reach a conclusion on what the overall level of
funding should have been. It notes, however, that senior
Agency managers, both before and after 9/11, cited lack of
resources as having had a negative impact on '
counterterrorism programs. The Team further notes that, at -
a time when Agency managers were strongly petitioning
Congress for supplemental funding for the counterterrorism

. effort, they were not making maximum use of the '
counterterrorism funds they already controlled; in fact, they
were diverting some of these funds to other programs. Nor
did they try to access additional Agency funds potentially -
available to them. } ' -

~FSAANEF Agency managers communicated to
various audiences several times prior to 9/11 that financial -
~ resources devoted to counterterrorism were problematic:

* Ina cable dated 25 August 1999, the then-Chief of UBL
Station stated that most of the initiatives outlined in the
- cable, which focused on rendering and tracking 'UBL, had
‘not been pursued due to a lack of personnel and financial
resources. He went on to state that, without additional
resources, the stations (mainly NE field stations) would
not make any serious headway against UBL. '

”(U) In their comments on the OIG draft, a few former Agency officials stated that the report

failed to recognize the extensive CIA management and Administration efforts to obtain and

defend supplemental appropriations. In his comments to the OIG draft of Systemic Finding 2, .

‘the former DCI stated that, in 1999, he went out of Administration channels in responding

directly and positively to the former Speaker of the House Gingrich about increasin funding.

The Team agrees that the DCIs efforts contributed to the Agency’s receipt of million from - (b)(3)
the Gingrich supplemental. | : '
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 InaNovember 1999 memorandum, the Chief of CTC
stated that the Center’s nonpersonal services (NPS) 4
budget in FY 2000 was 20 percent less than it had been in
FY 1999, and that any further loss in real as well as "
relative dollars would result in a cut greater than any
~ other DO component. Furthermore, the Chief listed a
number of programs that might have to stop entirely as a
result of a cut,

(b)(1)
(b)(3)

* Talking points written for the DCI by the Deputy Chief of
CTC in March 2000, in response to a paper drafted by
NSC Counterterrorism Coordinator Clarke, advised the
DCT to agree with Clarke’s recommendation to “seriously
attrite the al-Qa’ida and affiliates network to the point
where large scale terrorist acts against the US are not
likely, but also to point out that, “we do not have the
resources to carry it out. Indeed, we are already
spending at a rate that exceeds available resources (our
UBL effort has already spent 140 percent of its budget for
FY 00, for example).” : .

- » A 30March 2000 briefing for the DCI on CTC’s budget
showed 75 percent of CTC’s FY 2000 NPS budget already
obligated, committed, and spent, and the|
Group’s FY 2000 UBL Operations budget: already
overspent by 5 percent. The briefing slides mdlcated that
CIA must make long-term investments to step up the
offensive against terrorists, but stated that CTC was
mortgaging its future to meet the cost of current crises.

(b))

-® According to a December 2000 CMS document
commenting on the DO’s FY 2001 budget request, “the
~scope and pace of CT operations increased significantly
~ during FY 00 and has left CTC and other components of
CIA with a serious funding shortfall that will extend into
Fyo01.” .

) . | FOPSECREF (b)(1)
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e Agency officers echoed such statements after
9/11: :

e The DCI was asked in testimony, “Did you really have -
what you felt comfortable with as far as resources to be
able to fight this war [against UBL] at that point in time?”

- Heresponded, “No,” and went on to say that “money
was a big issue. . . it was an enormous tension among all
the other things we were trying to do with the money we

- had at hand.” :

¢ Inresponse to a question on how the DO responded to
the DCI’s Declaration of War, the then-Deputy Director
for Operations (DDO) told the 9/11 Team that the
- clandestine service had been dramatically downsized |
and that the DO 2005 plan, which was created in 1997-
1998, was an attempt to rebuild the service. He also
. stated that, two weeks prior to 9/11, he had persuaded

* the DCI to go to the Senate Select Committee on (b)(1)
Intelligence and request an addltlonalgrmlhon in (b)(3)
order to rebuild the DO. : o
(b)(7)(d) . ‘ | told the Teant in an‘ interviewb

that resources were insufficient to create a global
counterterrorism center.

+EAANEY

| because
of the increased spending to counter the Millennium threat,
CTC was not going to make it financially to the end of
_ ' FY 2000 and would be three months short. As such, CTC
(b)(7)(d) ~ would not be able to operate. | remembered
: the DCI telling him to, “...do what’s right for the country, .
blowitout.”| ~ stated that he did just that. The (b)(7)(d)
Team's review shows a different picture, however. :

(b)(7)(d)

. -(%J—Fﬂ- After a greatly increased rate of spending
through January 2000, CTC spending dropped off until

FOPSECREF | o - (b))
| HESASHHORCONANOFORMNAAMR- 178 | - June2005 (b)(3)
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June.”® The Team found that ORMS had sent a list of “critical
funding needs”—including those of CTC—to the Office of
the Comptroller on 6 April 2000. Another month passed
before the former Executive Director requested a|  |million
release from the CIA Reserve for Contingencies. This money
was not available to CTC until June 2000. By that time,
prev1ously requested supplemental funds were also
~arriving.” The result was thatDmllhon provided to the
~ Center in FY 2000 were unspent.””

AN The Team collected interview and other
~information that suggested that counterterrorism funding
. had not been viewed as a serious problem before the end of -

"574F In their response to the OIG draft, some CTC managers commented that funding
discussions consumed a great deal of time. These discussions took place about the same time the
Center would have been attempting to follow up on leads emerging from the Millennium period,
mcludlng those that emerged from the Malaysia meetlng These managers also stated that they
“were faced with pressure from the NSC to maintain [their] operational tempo without adequate
funding....” The Team notes that CTC managers may have had particular difficulty dealing with
funding issues duririg this period because they were operating without the professional help of a
Plans Staff—largely because of actions taken by the Chief of CTC. This situation is discussed

later in this section.

”<5y- By 18 May 2000, CIA had reached an agreement with OMB to fund Elmﬂhon that the
Agency stated was necessary to sustain or enhance its counterterrorism efforts in FY 2000. Of this

amount

illion was to come from two sources within CIA—EmilIioh from the Reserve

. for Contingencies and the balance]  |million) to be reprogrammed from “lower priority

efforts.” The latter action required Congressional approval. The Team found that, while CIA
was engaged in seeking this funding relief, it had actually moved approxxmatelyzfmllhon out
of counterterrorism-designated programs as of that date. Funds were not restored until late July
2000. The Team further notes that the “lower priority efforts” from which the funding came
actually had been the beneficiaries of  million in corporate taxes by May 2000.

- (U) “Unspent funds” are monies—including base, supplementals, and reserve funds—not

obligated, expensed, or committed. Although other offices returned unspent funds, this is-a
significant amount for CTC to return, considering that it was requesting additional monies and
mdlcatmg that additional actlvxtles could be pursued if it had more funds. ‘

June 2005
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1999, but that it became an increasing - problem during and
- after the Mlllenmum o

. | | | toldthe . (b)(7)(d)
- Team that CTC was well funded and had “all of the
money it needed.”

(b)(7)(d) . | %)elieved that funding was '
| S ~ sufficient. | told the Team that the : (b)(7)(d)
Station had sufficient money. | | (b)(7)(d)
said that the Station never dropped an operation as a :
(0)(7)d) | stated that a CTC reprogramming of ‘
o ' | |million in FY 1997 to help fund the Mir Aimal' Kansi (b)(1)
reward did not adversely affect the Station, again ' (b)(3)

implying that it had ample financial resources.

e Many Agency officials interviewed did not believe that
any CTC programs—technical or otherwise—had to be
phased out or cut as a result of inadequate funding. _
Indeed| L (b)TXd)
stated that, “it was almost embarrassing how much _
money CTC had.” At the same time, however, many of
these officials also noted that; if CTC had had more
funds, it might have been more effective, pursued new
initiatives, or increased its operational tempo.

e On 2 December 1999, the then-Chief of CTC sent a cable
- to all DO stations and bases implying that funding had

not been an issue prior to that time. In this cable he _

stated, “We are all accustomed to spending CTC money

freely. How many times have we said, ‘don’t - (0)(7) (d)
‘ ' - - (B)(7)(d)
“" (U) In hlS response to the OIG draft,| stated that, throughout '
. terwre (m1d -summer of 1997 to the fall of 2001), there was never, to| __recollection, a request for (b)(7)(d)
addltlonal’counterterrorlsm monies other than one funding issue with.  |and resolution of '
NSC-mandated programs. Dstated “Moreover, as the OIG report indicates, managers in both (b)(3)

CTC and the DO conducted themselves and made decxslons that did not suggest that ' o
counterterrorism funds were a constraining issue.” \ recalled the situation (b)(7)(d)
differently, indicating that the Executive Director never offered to help with resources. Rather,

| |said, the latter was preoccupied with adhering to the Agency’s budget guidance and had (b)(7)(d)
made it clear that CTC was not to express a need for more resources or people—even if asked. '

(b)(7)(d)
FOP-SECREE | o o))
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rrr

| S worry...CTC can pay.” He went on to say that this was
no longer the situation, however..

- {5/ANFY The Team's review of counterterrorism and
CTC funding data indicates that, even after funding
problems for counterterrorism became more apparent
during 1999, Agency managers did not make maximum use
of the funds that were available for counterterrorism:

e The Team found that Agency managers made little use (‘)f ' S
the CIA Reserve for Contingencies. | (b)(1)

(b)(3)

- o The DCI never exercised his authority as head of the IC
~ to move funds within the National Foreign Intelligence
Program (NFIP) for programs targeting UBL or al-Qa’ida.
The DCI did exercise these authorities several times
during FY 1996-2001, however, moving funds from other
agencies into the CIA to cover non-UBL or al-Qa’ida
programs. (See Systemic Finding S-2 for more details.)

¢ On several occasions, Agency managers did not spend
- supplemental funds—which they had requested—in the

year they received them.” In FY 1999, the bulk of the

one-year “Gingrich” Supplemental arrived on the

Agency's books by January 1999, and all of it came by ' '
1 March. The CIA returned nearlyD million of this (b)(1)
- supplemental to the US Treasury five years later as (b)(3)
‘ ‘unspent funds, however, according to Agency records.
S In the case of multiyear supplemental funds, as
.. mentioned reviously, Agency officials elected to carry

S - forward illion of the FY 2000 supplementalinto - (b;E;;
i | . (b

“(U) In hls comments to the OIG draft, | lagreed that, “CTC did not always spend
~ funds avallable " : '

(b)(7)(d)

L | | FOP-SECRET )
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i the next fiscal year and did the same with|  |million of (b)(1) .
, the pre-9/11 FY 2001 supplemental. In FY 2000, the (b)(3)

I money came late in the fiscal year; as such, it was
| arguably a prudent decision to carry over those funds.
However, the circumstances were somewhat different in
FY 2001. During December 2000, Congress appropriated -
“an additional illion of counterterrorism money but (b)(1)
required that CIA submit a spend plan for approval by (b)(3)
January 2001. The spend plan the Agency provided on '
22 January 2001 did not even list requirements for -
| million of those funds, and CIA did not ask OMB to (b)(1)
release supplemental funds to benefit CTC until July - (b)3)
~ 2001. Portions of these multiyear supplemental funds :
“brought in during the latter part of FY 2001 remained
unspent at the time of the 9/11 attacks.™

 Finally, as will be discussed in the next section of this
~ finding, the Agency did not reprogram Agency-level
funds from other intelligence priorities to
counterterrorism. Instead, it moved funds out of
counterterrorism programs to other activities, sometimes
via corporate or directorate taxes.

. FigureS3-5 b))
B (b)(3)

) Agency officials stated that waiting for Congressmnal approval and DoD reprogrammmg
delayed the spendmg of these funds.

TOPSECREE 7 | | L (b)(1)
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.. (U) Protecting Counterterrorism Programs?

{5y The JI report states that, to achieve funding
increases for the counterterrorism effort, the IC shielded
counterterrorism programs from budget cuts. Several
officials from the Office of the CFO and CTC told the Team
they believed that CTC programs were indeed protected. In
addition, per the JI report, the ADDO/RPP had recalled that
the Agency made some attempt to protect counterterrorism
funding. However, the Team found that the Agency
-actually subtracted a significant amount of money from
counterterrorism programs.

. | - o
& (b)(3)

Due to the sheer number of programs involved
in this analysis, the Team did not determine the reason for
every adjustment; a review of the funds that were moved,
however, shows that money left programs identified by the
NSC/OMB database as-counterterrorism for programs not
identified as counterterrorism-related. Table S3-2 shows the
dollar value of ad]ustments made to counterterrorism
programs each fiscal year.’ -

|
|

" (U) ‘In their comments on the OIG draft, defended their decision to redirect : (b)(7)(d)
funds from CTC to the field. They argued that, in order for the Agency to succeed against the o
counterterrorism target, funds needed to get to the field. That was where, in their opinion, the
operational work was performed. The Team questions this use of counterterrorism money at the
same time the Agency was requesting additional counterterrorism funding, however, and notes
that some of this money was subsequently used to pay the gaining DO D1v151ons share of
corporate taxes. :

© TOPGEEREF (b))
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Table S3-2

- HES/SHORCONNOEORNAAMR- 184 ~ June2005

45> In essence, the Agency and DO used CTC base
funds to augment programs not specifically designated for
‘counterterrorism. | stated
that CTC had been viewed as a “cash cow.” For example,
FY 1996 was the only fiscal year in which CTC received more
funds from internal DO redistributions of base funds than it
~ lost. During FY 1997-2000 and FY 2001 before 9/11, the net
impact of DO adjustments was an overall reallocation of
approx1matelygmllhon from CTC programs to other DO
programs that may.or may not have been Counterterrorlsm-
related '
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. Figure S3-7

(b)(3)

" not good at cutting programs. \

€|

it did not protect counterterrorism
programs against corporate-level taxes. During FY 1997-
2000 and FY 2001 before 9/11, the Agency reprogrammed a
net of Emi_lh’on of CTC base funds to cover corporate
adjustments. To pay corporate taxes, the Agency salami-

. sliced counterterrorism programs, among many others,

- rather than cut entire programs. | |
| attempts to tax at a program level had not been
successful because it was more difficult and the Agency was

\the first level of appeal to corporate
taxes was the directorate, which in CTC’s case would have

~ been the DO. Normally, a list of activities deemed to be not -

taxable was submitted and the CFO would try to honor such

HES/SHORCON, NOFORN/7MR- 186 |  June 2005
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(b)(3)

(b)(1)
(b)(3)

CTC falling into this category, however.™

£5r The amount of funds reprograrhmed from CTC’s
base budget from FY 1996-2001 before 9/11 totaled
nﬂ]lion—gnﬁllion for other corporate priorities

and million to internal DO requirements. Although this

amount represents a small percentage of CTC’s total base
budget, which cumulatively totaled some|  million for
these years, the fact that these movements occurred
demonstrates that the Agency as a whole and the DO did
not protect counterterrorism resources.” The DDO from
mid-1997 to mid-1999 redirected approximately. million
from DO counterterrorism programs to other priorities after
issuance of the DCI’s Declaration of War memorandum. His
successor stepped up this practice, moving|  |million
from the counterterrorism base between August 1999 and
10 September 2001. ' ‘

15> The Team found that funds moved from
counterterrorism programs mcluded amounts that were

105 (U) ‘

‘stated that corporate taxes “played havoc with DO planning and

affected all operational activity, to include CTC activity and funding.” | went on to'state that
the DO’s critical mission was not funded properly and corporate taxes added to that burden.
“Good management and good leadership demanded that we not blindly pour dollars into any
single area, CTC included. Rather; the résponsibilities of command demanded prudent
prioritization of all spending. The CTC budget was not always spent or spent prudently.”

shared the view that corporate taxes were burdensome and believed the

DO should have been relieved of most of this burden, given the paucity of its resources. Since

the DO was not relieved from taxes,

"

whose resources dwarfed those of other DO components, from its share of the burden...” Again,
the Team notes that funds.redirected from CTC to other DO Divisions were often then used by
those divisions to pay corporate taxes and did not go to higher priority operations.

'“45r I |comments on the OIG draft report,

stated that the need

to fund the Agency’s Strategic Direction, which the DCI had announced in May 1998, was in
large part responsible for the taxes that affected counterterrorism programs. Strategic Direction
was an aggressive program that consisted of several major eléements, includin % increasing the

number of deployed operations officers.  |and the number of analyst

champiqning a

new avenue to meet the technology challenges of the day; and finding new ways to.deliver
support services in a timely and more cost effective manner. | |
argued that Strategic Direction efforts were expected to add to the robustness of activities such as
counterterrorism. The Team notes, however, that the Agency’s practice of reallocating funds or
“taxing” began in FY 1996 well before implementation of Strategic Direction, and contmues to

the present.

" June 2005
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redirected to programs that were most likely not
“counterterrorism."” For example

EE;E;; -+ InFY 1999, the Agency redirected | |million of EE;E;)
counterterrorism funds to the | 8b)(1)
infrastructure,,  million to the former Directorate of : (b)(3)
(b )(1) Administration’s Business Process Reengineering, | '
b)(3) Fto security background investigations, and
o | |million to multiple Information Management Staff ~ (b)(1)
programs; the latter came from CTC’s CACTIS program, (b)(3)
(b)(1)
e In FY 2000, CTC paid overD million in nonspec1f1c (b)(3)
corporate "taxes". :
(b)(1) '
(b)(3) e InFY 2001, the Agency redirected |million of
' ‘counterterrorism funds from the Office of Technical -~ (b)(1)

Collection to the Directorate of Science and Technology’s ~ (b)(3)
Working Capital Fund rent, another| |millionto

Directorate executive training and miscellaneous : (b)(1)
contracts,and]  Jto help fund a million write- ~ (b)(3)
off for an NE Division erroneous payment . ‘

' (U) These programs were not on the list of counterterrorism programs pfovided to the Team
by the CFO's office.

FOPSECREF '\ - - (b)(1)
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 (U) According to the Act, in the case of funds proposed for an activity in a formal budget

'~ request to Congress, funds shall be deemed “specifically authorized” for an activity, “only to the
extent that the Congress both authorized the funds to be apportioned for that activity and
appropriated the funds for that activity;” in the case of funds not formally requested, “the
Congress both specifically authorized the appropriation of the funds for the activity and
approprlated the funds for the activity.” :

" o . FOPSEEREE | (b)(1)
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+€) Inefficiencies in Managing and Leveraging Counterterrorism
Resources

&> According to the OIG budget inspection of 2001,
CIA officers at all levels believed that the culture of the
Agency did not foster good financial management. That
inspection found that less than half of the 25 Agency
component chiefs interviewed thought that sufficient
incentives were in place for managers to make resource-
savvy decisions. Rather, they stated:

° Managers who save money one year may receive a
' smaller budget the followmg year

» Bad budget decisions have httle 1mpact on an officer’s
subsequent career.

. -Managers who plan poorly or behave noncorporately are
bailéd out with more fundmg ’ :

“cr-Like the rest of the Agency, the DO and CTC had
difficulty managing and leveraging resources.| |- (b)(7)(d)
stated that CTC, in particular, did not work o ,
with DO area divisions to determine what resources—
including personnel-—were available before forwarding
requests. This lack of coordination made the DO and CTC
inefficient because it was impossible to optimize resources
~across the directorate. In addition, the lack of end-to-end -
budget building often left funding for infrastructure and
support costs on the cutting room floor. An example of this
is the DO 2005 plan, which called for placing 500 new core
collectors in the field;| indicated in an -~ (b)(7)(d)
interview with the Team that this plan served as his
- approach to addressing counterterrorism resources.
However, the Senate Select Committee on Intelligence (SSCI)
issued a report in May 2001 stating that the DO plan '
contained no consideration of basic necessities such as
financial resources, adequate workspace, and technical and
communications support. The SSCI report further asserted
- that prudent corporate resource management should not

FOR-SECRET | | | o | : - ~(b)(1)
HES/SHOREONNOFORNAAMR 190 . . June 2005 (b)(3)

Approved for Release: 2015/03/19 C06184107




Approvéd for ReleaSe: 2015/03/19 C06184107

OIG Report on CIA Accountability FOP-SECRET (b)(1)
' With Respect to the 9/11 Attacks HES/SH+ORCONNOFORN/AVR- (b)(3)

lead to a situation where an effort to rejuvenate an

enterprise’s core mission is on a path to Emllhon annual (b)(1)
shortages. The SSCI audit team recommended that CIA"s )
Executive Director provide the Committee with a detailed

strategic plan of how the CIA would implement and fully

fund the planned increase in core collectors.

- -(G)- In addition, the perception—although incorrect—
that CTC received the bulk of funds or, at a minimum, was
protected from taxes, created friction between CTC and the
area divisions, |

(b)(7)(d)

lobserved that the
divisions began to slant their program write-ups toward
counterterrorism in order to justify receiving CTC funds.
Although DO management was aware of this friction, the
DDO stated that the tension between CTC and the area
divisions was merely the “nature of the beast.”

- 453 Finally, officers who could have helped CTC
formulate an effective resource strategy and prioritize its
requirements were not always involved in CTC’s budget
process" '

¢ DO budget requests typically flow through ORMS, for
: example, but several senior officers familiar with the
budget process told the Team that the Chief of CTC
- occasionally circumvented ORMS and went directly to
Congress

o Furthermore, when the Chief of CTC reorganized the
.~ Center’s Plans Office in 1999, he eliminated one of the
~ three plans positions. This caused a rift with the two
remaining plans officers, who left in January 2000. Asa
result, CTC had no plans staff until it filled the Chief of
“Plans position four months later.

-(€+The budget-related actions of the former Chief of
CTC might also have contributed to a negative perception of ,
CTC within OMB. | - (b)(T)(d)
stated that OMB officers were skeptical when the Agency -
pushed for permanent increases in its counterterrorism
budget because they thought a lot of it was “crying wolf;”

| | . ,_ FOPSECREF ] (b)(1)
 June 2005 191  HESASH-+ORCONNOFORNAHR- (b)(3)
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this officer recalled that the then-Chief of CTC would give . :
what he called the “dead-baby” speech. R CC)
also believed that the Chief of CTC’s approach was
not effective, adding that the latter did not get a.resource
package together until a few months before 9/11, when he
began working on an operational plan to fight terrorism in
- Afghanistan. :

(U) Adequacy of Personnel Resources

{5} Personnel resources assigned to the ' EE;E;;
- counterterrorism and al-Qa’ida targets increased during
FY 1996-2001. The number of people working in CTC grew
(59 percent) diring that period, with the -~ (b)(1)
most significant growth‘ ‘(38 percent) occurring  (b)(3)

during FY 1996-1997." Staffing for the ‘Assessments and
* Information Group (AIG)—CTC’s analytic group—grew by (b)(1)
(b)(1) . 34percentf  |during this timeframe," and -~ (0)@A).
(b)(3) ~ personnel in UBL Station increased by 153 percent| |

" (U) The implied logic of such a reference is that failure to support a particular request could
allow some terrorist act to go ahead, resulting in innocent deaths, including of infants.
" (U) The Agency, at the request of the JI, reviewed its counterterrorism effort during 1998 to '
2002 and provided dataon the estimated people “work-years” spent on counterterrorism.
According to these data, total Headquarters staff work-years devoted to al-Qa’ida grewz (b)(3)
officials (b)(7)(d)
involved in collecting these data described them as “good ball park figures.” The Team reviewed
these data but could not independently verify them with any degree of certainty. As a result, the
- Team chose to focus on the number of personnel working in CTC during 1996 to 2001. Although
these data do not include the number of officers outside of CTC working these targets, the data -
-show a trend in the number of personnel dedicated to work the counterterrorism and al-Qa‘ida
targets during this timeframe. :
"' (U) The Team discusses the adequacy of analytic resources devoted to counterterrorism in
~ Systemic Finding 5. ' ' '

FOP-SEERET | . - (d)()
- HES/SH/ORCONNOFORN/MR 192 " June2005  (B)3)

Approved for Release: 2015/03/19 C06184107



Approved for Release 2015/03/19 C06184107
- OIG Report on CIA Accountability

FOP-SECREE -
With Respect to the 9/11 Attacks HES/SH/ORCONNOFORN/AVR-

Figure S3-8

«5r The Team did not assess whether CTC as a whole
had sufficient manpower but did examine the adequacy of

. personnel in UBL Station. There, the Team found an overly-

heavy workload and a generally inexperienced operations
work force. CTC’s efforts to augment this staff met with
only limited success.

4} Heavy Workload in UBL Station. Despite

. increases in personriel, the Team believes the composition of

the UBL Station work force was inadequate to address the
heavy workload. Many of those we interviewed indicated
that this was the case. The survey that accompanied the OIG
inspection of CTC in 2001 showed that 57 percent of the 28

- UBL Station respondents believed that, most of the time, the

amount of work they were expected to do was too much,
well above the 38 percent of overall CTC respondents who

~answered similarly. In addition, 59 percent of Station

respondents disagreed that their work unit had sufficient
staffing to accomplish its mission, compared with 40 percent
of CTC respondents.

June 2005
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&~ Other data collected during the Team’s
interviews provide possible insight as to why UBL Station -
, personnel felt overwhelmed and overworked. Several UBL

g Station personnel told the Team that other responsibilities,
such as preparing charts and providing briefings to senior
Agency management on a daily basis took time away from
conducting their normal activities. In addition, a few UBL
personnel expressed the sentiment that it was stressful
working in an environment where decisions might make the
difference between life and death. Although the Team
cannot assess the impact of this perception, it is reasonable
to assume that it would contrlbute to employees feehngs of
being overwhelmed. :

{AANE Inexperienced Officers. Before9/11,

- CTC’s ability to attract and retain experienced personnel was
hampered by the perception that working in CTC was not
career enhancing.” For example, a former CTC reports
‘officer stated that DO trainers would warn Clandestine
Service Trainees (CSTs) not to go to a center because they
would not be promoted or receive overseas assignments. A
former CTC plans officer stated that CTC was always -
looking for people—especially operations officers—and in
the 2000 timeframe still had to convince CSTs that CTC was
a good place to work. CTC’s reputation as an intense and
stressful center that required its officers to work long hours
d1d not help its recruitment efforts.

{&/NE)> UBL Station officers had a positive
perception of their own capabilities and expertise. In their
responses to the survey conducted for the inspection of CTC
in 2001, 79 percent of Station personnel said they believed

- their work unit had the appropriate skills mix to accomplish
its mission, about the same as CTC respondents (77 percent)
and higher than the response for the Agency as a whole

- (71 percent). More recent Team interviews indicated that
Station personnel continued to hold this opinion.

~&/ANEY In contrast, the Team’s interview data
indicate that many DO officers believed UBL Station

" (U)!See Systemic Finding 5 for more on the expertise and skill mix of CTC/AIG analysts. -
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personnel lacked the expertise to run operations. Several
officials voiced concern that CTC personnel did not have the
proper expertise, operations experience, or requisite skills to
perform their jobs effectively. Other interviewees told the
Team that the lack of operational expertise negatively
affected UBL Station’s credibility with COSs, its support to
field operations against al-Qa’ida, and its ability to respond
properly to DO traffic.” Indeed, the first Chief of UBL
Station was a DI officer. That said, UBL Station officers had

- gained considerable experience on the job, conductmg

- successful operations against al-Qa’ida.

45} The operations credentials of the UBL Station
officers in 2000 and 2001 were not those that one would
expect, given the importance of the al-Qa’ida target.- Based

- on areview of the staffing records, the Team found that, in

2000:

*  While the COS had both formal operations traihing and

relevant overseas experience, he was gone frequently,

114

leaving his deputy—who had neither—in charge.

(b)(1)
(b)(3)

In

-fSﬁ‘N-F)- In their response fo the OIG draft, CTC managers stated that the Center attempted to
balance operational and analytical demands with the skills and expertise it had available to it
during a period when the entire Agency was understaffed. They referenced the 2001 CTC’
inspection report, which concluded that “CTC has limited options for dealing with this perceived
personnel shortage....Center employees are managing this perceived shortage in a way that
leaves many vulnerable to burnout and allows little time for strategic work. Personnel regularly
work extra hours and are only able to perform what they perceive to be the essential tasks. One
manager commented that the demand on the staff means that they go from crisis to crisis and are
not able to look at trends or more long-range issues to get ahead of the terrorists.” The Team:

agrees with this description of the Station’s workload and the resulting pressure on its staff.

(b)(1)
(b)(3)-

(b))
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(b)(1) comparison, of the] ~ serving in operations -
(b)(3) positions in the Washirigton-based SSfation in (b))
- 2000, 100 percent had both formal operations training - (b)(3)
and practical overseas experience."
(b)(1) | . . e - .
(b)(3) ¢ Ofthe|  Iserving in Intelligence Officer -~ (b)(1) -
Generalist positions,]—\including the account manager - (b)(3)
 for| had neither formal operations '
- training nor practical operations experience overseas; the
remaining officer had both. | . : -~ (b)(1)

(b)(3)

In 2001, the overall level of operations expertise was about
the same if not worse, according to a review of Agency
training and official travel records. Moreover, the Team
found that, as UBL Station staffirig increased, the overall
Agency experience of those working in the Station declined
from an average of 12.8 years at the end of FY1998 to

. 7.4 years by the end of FY 2001, according to Agency data.

_ {S//NE)- Efforts Made to Augment Staff. To make v
up for Shortfalls, CTC augmented its staff in several ways:

o The Center utilized a number of detailees from other

government agencies. During the period FY 1996-2001,
the number of detailees in CTC fluctuated from ' .
4 to 9 percent of total CTC manning. | | (b))
detailees were in CTC at one time or another during this (b)(3)

~ period, about the same as the number of employees who :
worked in UBL Station over the same timeframe. A
former Chief of CTC told the Team that, to obtain more

- resources, CTC would press other agencies for additional

detailees; this was not a popular option with these

(b)(7)(d)

(0] stated in__|review comments that UBL Station had few operations
officers at the outset because its original mission had been to analyze UBL'’s finances. By 1997,
however, the Station had a more operational focus.| |said that| |had tried to get more (b)(7)(d)
operational personnel into the unit and had repeated conversations with the DDO about the need = '
to do so. The problem was that there were none to be found without taking them from the area :
divisions and from the field. The Team recognizes that operations officers were in short supply, . . (b ) (3)

but notes that a similar “virtual” station that dealt withzhad a far higher proportion of
operations officers during this period than UBL Station. The Team believes that the high priority
of the target warranted an infusion of officers with operations expertise into the Station. -

. FOPSECRETE o B () T()
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| age_néies, however, because many detailees did not
return to their home agencies. (See Figure $3-9.)"

¢ The Agency tended to address CTC's personnel needs in
times of crises, such as during the Millennium threat or
following the East Africa Embassy bombings and the
USS Cole attack, by temporarily surging other personnel o
into the Center. However, this caused additional stress (b)(7)(d)
~on an already overwhelmed work force. | |
\recalled that, after the Africa
Embassy bombings, the Station’s request for officers with
knowledge of operations and cable-writing skills was
~met with three-CSTs on their first interims. While these
CSTs were undeniably astute and contributed to Station
efforts by the end of their three-month assignment, the .-
officer noted that it still took valuable time to train
them."”

e CTC also hired contractors to help address personnel
needs. The number of term employees (blué-badge
contractors) was relatively small, however, and the Team
was unable to obtain reliable data on the number of '

- independent and industrial contractors working in CTC
during FY 1996-2001. Thus, the Team was not able to

. assess the full extent of CTC’s efforts to augment its staff
using contractors.

Fmally, CTC leadership reduced its (b)(3)
from| |in FY 1998 to in FY 2000, in (b)(1)
part to free up positions that could be used to enhance ' (b)(3)
the number of personnel elsewhere in CTC. However,
'(&‘7‘N'Fj- Moreover, using these detailees to fulfill Center respon51b111t1es meant that the (b)(7)(d)
detailees were not able, or were less able, to perform the mission of sharing information with
their home agencies. (See Systemlc Finding 9—Information Sharing for further discussion of this _ ' ’
issue.) : - (b)(7)(d)
" (U) In' commenting on the draft of this report, noted thaDhad
raised the issue of CTC staffing, especially UBL Station staffing, many times.| _|stated that the. (b)(7)(d)
Station’s two pre-9/11 chiefs both “resisted efforts to assign new people to the Branch [sic], ’ :
claiming that the need to train and supervise any new people would detract from the Branch'’s
operation and make their task more difficult.” ‘has a different perspective, (b)(7)(d)
indicating that, during his tenure, ‘had never offered more resources or
people to the Center. v : A (b)(7)(d)

o h FOP-SECREL | | (b)(1)
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(U) Inipact of the Declaration of War

€51 As theJI report mentrons, in the December 1998
Declaration of War, the'DCI indicated that he wanted the
'CIA and the IC to spare no resources or people in their
efforts against UBL. However, on the basis of interview data
and the Team’s review of the Agency’s financial and .
personnel resources during FY 1998-1999; the Team did not
find any indication that the Agency, at the corporate level,
reallocated a substantial amount of either following the
DCI'’s Declaration of War."™

< Although funding and personnel allocated to CTC
increased between FY 1998 and FY 1999, the increase to base
resources was not substantial and did not result froma .
permanent reallocation of Agency resourc:es.119

 The Team’s review of CTC’s base resources shows that, .

~in FY 1999 alone, the net impact of DO adjustments on

CTC’s base funds was an overall reallocation of :
Dmrlhon from CTC programs; as mentioned, some of (b)(1)

these funds went to programs not specifically desrgnated - (b) (3)

as counterterrorism-related. . ‘ ‘ |

e CTC base budget submissions for FY 1999-2001 increased
by only 3-4 percent per year after dramatic increases the
prior two years. As mentioned previously, the
formulation of both the FY 2000 and 2001 budgets began
after the issuance of the Declaratlon

"(U) In their comments on the OIG draftJ Lstated-that the then-DCI did - (b)(7)(d)
“declare war,” but did not give the DO any additional funds to fight that war. However, the

Team notes that the DO also continued to redirect funds from counterterrorism programs.

”9-(576‘N-F-)- In his comments to the OIG draft of Systemic Fmdmg 2, the former DCI noted a

difference between the OIG’s 9/11 Review and its 2001 Inspection Report of CTC—in particular,

that in areas where the latter had praised performance, the former is critical. The Team agrees

that there are differences; these derive from distinct taskings, terms of reference, and

methodologies. The Inspection Team did not look at how Agency resources were being allocated

‘or reallocated against the counterterrorism target. Such a review was requlred of the 9/11 Team

which included two auditors.

I - o . FopspeRex | (b)(1)
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o While CTC personnel increased by 7percent| | - (b)(1)

during FY 1998-1999, the most significant increase = (b)(3)
in CTC personnel—39 percent—occurred during FY1996- ,
1997, pI'lOI‘ to the Declaratlon of War. '

“5>- In contrast, CTC d1d reallocate resources to

- strengthen the fight against al-Qa’ida. During FY 1998-2000, -
UBL Station resources increased substantially, partly as a
‘result of funds that the Center reprogrammed from other

‘ CTC programs:
(b)(1) - | |
(b)(3) ' e Station core program expenditures grew by 76 percent
from|  |million in FY 1998 to]  million in FY 1999. (b))
This increase continued into FY 2000, when expenditures (b)(3).

‘doubled to|  |million, largely as a result of greater
funding for operatlons and travel.

- (B)(1)

. Mahning for UBL Station also increased significantly, (b)(3)

- from|  ]inFY1998to| |in FY 1999. Nonetheless,
Station personnel interviewed for this report believed
this still was not enough to deal with the overwhelming -
workload.

(U) Impact and Implications of Resource Decisions

‘ £&)- CIA management actions and statements created
a contradictory picture on the financing of counterterrorism
efforts. If Agency managers believed—as they stated both

‘before and after 9/11—that counterterrorism programs were

‘not adequately funded, then they had an obligation to use
the money available to them. However, both CTC and the
counterterrorism issue as a whole actually lost funds in CIA
internal funding reprogrammings, and CTC did not request
significant funds from the CIA Reserve for Cont1ngenc1es

~ until late FY 2000. . '

-(G)— Agency and CTC managers failed to make
maximum use of the funds available to them in the war-
against UBL and al-Qa‘ida. One cannot know whether this -
caused Headquarters or field station officers to slow down

FOPSECREF R o ~(b)(1)
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their operational pace out of concern that funds were not, or
would not be, available. It is clear, however, that additional
counterterrorism operations could have been funded with
the monies transferred out of CTC and other .
counterterrorism programs, as well as from funds left
unspent at the end of each fiscal year.

-(G)—Although the Team did not attempt to reach a
conclusion about the sufficiency of pre-9/11 staffing in CTC
"as a whole, it is clear that UBL Station personnel did not
have the appropriate operational expertise or background.
The lack of adequate staffing was a factor in the stations
inability or fallure to:

¢ Develop a comprehensive operational program that went
beyond the Station’s Afghanistan-focused efforts (See
Systemic Fmdmg 11.) _

e Undertake better targeting efforts against Bin Ladin and
other al-Qa’ida leaders.

e Ensure appropriate follow-up—including information,
sharing with other agencies—of various operations, such
as\ ‘ (See (b)(1)
~ Factual Finding 5b.) - ' (b)(3)

(U) Accountability

“<= After a review of the JI report and our
independent review of counterterrorism resources, the Team
recommends that an Accountability Board review the.
performance of the following individuals:

» The Executive Director from July 1997 to March 2001, for
. failing to protect CIA counterterrorism program money.
" At a time when the Agency was authoritatively stating
- that it was short of funds for counterterrorism and
needed supplemental funding, the Executive Director
< was overseeing the transfer of funds from
counterterrorism programs to other Agency priorities.

S . jorsmerer o
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This occurred over a period of years—both before and

~ after the DCI's Declaration of War memorandum, which
expressly directed that no resources be spared agamst
Bin Ladin. ‘

¢ The DDO from mid-1999 to 9/11, for failing to protect
CTC base fundmg, a portion of which was regularly
redistributed to other DO components for programs that
often were unrelated to counterterrorism. The DO did
not significantly increase funding for counterterrorism in
the years following the issuance of the DCI's Declaration
of War memorandum; rather, CTC's budget request grew
by only 3-4 percent per year and accounted for a
declining share of the DO overall budget during FY 1999-
2001. The DDO from mid-1999 through September 2001
was overseeing the redirection of counterterrorism base
funding during the period when the Agency was stating

~ authoritatively that it was short of funds for-

counterterrorism and needed supplemental funding.

‘o The ChJef of CTC from mid- 1999 to 9/11, for not fully
utilizing the financial resources available to the Center,
including failure to expend both money in his base
budget and supplemental funds. Despite paying various
taxes and leaving significant budgetary authority unused

- at yearend, he continually pressed Congress for
supplemental funding. These actions and statements
created a contradictory picture on counterterrorism
financing for those inside and outside of the CIA.

e The two Chiefs of CTC in the three years before 9/ 11, for
riot ensuring that UBL Station received trained
operations personnel it needed to do the job.

" & The Team believes the DDO from mid-1997 to
mid-1999 is responsible for redistributing DO
counterterrorism base funding to other DO components for
programs that were unrelated to counterterrorism during
the seven-month period between the receipt of the DCI's
Declaration of War memorandum in late December 1998 and
his retirement in late July 1999. His comparatively short

T@P—S-EG-R—E”H | | B | '. - o (b)(1) -
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tenure after the Decla_ratidn is insufficient for such actions to
be referred to an Accountability Board.

| S | | FOP-SEEREE (b))
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(U) SYSTEMIC FINDING 4: APPLICATION OF
TECHN OLOGY

{8)) Systermc Fmdlng 4 of the Joint Inquiry (JI) report
states that, “While technology remains one of this nation’s
greatest advantages, it has not been fully and most '
effectively applied in support of US counterterrorism efforts.

Persistent problems in this area included a lack of
collaboration between Intelligence Community agencies, a

- reluctance to develop and implement new technical _
capabilities aggressively, the FBI's reliance on outdated and

insufficient technical systems, and the absence of a central
counterterrorism database.” .

| (U) Joint Inquiry Discussion

S The ]I discussion of this finding that - (b)(1)

is relevant to the CIA focuses primarily on CIA’s - (b)(3)
relationship with the National Security Agency (NSA).
According to the report, friction existed between the two
agencies over ”overlapping and greater use of similar
technologies.” It states that interviews with Agency
personnelindicate that, while individual relationships at the
- working level were good, those at mid- and upper-

management levels were often strained. The report observes
that, “CIA perceived NSA as wanting to control technology

~use and development, while NSA was concerned that CIA (b)(1)
was engaged in'operations that were NSA’s responsibility.”

It also alleges
that, because of this friction, the Intelligence Community
(IC) devoted significant resources to documenting
authorities and responsibilities, noting that the effort -
necessitated “no less than seven executive level memoranda
including one from the President.”

FOPSECREE N0
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IS+ ANE) Elsewhere in the report EE;E;;
the JI devotes a section to technology gaps focusing _ (b)(1)
principally on NSA. ‘ ‘ o ~ (HR)B)

(b)(3)

(U) With regard to the issue of a central
counterterrorism database, the JI report provides no -
information or clarification other than the assertion in the '
finding itself.

'(U) Assessment of Finding and Dlscussmn

5+ FSJ-F-) The 9/11 Review Team (b,) (3)
concurs with portions of the JI report on this finding but o
disagrees with others as well as with some of the facts and

interpretations presented in the discussion. The Team:

- e Agrees that significant differences existed between CIA
and NSA over their respective authorities and that
executive-level attention was devoted to deconflicting

: -  zomsEere¥ T
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these.

- Agrees that the IC had no central database that included

all information relevant to counterterrorism. We note,

_ however, that the JI report fails to - mention systems such -
- as-the Community Automated Counter Terrorism

Information System (CACTIS) and Counterterrorism-

Link (CT-Link) that CIA had in place as early as 1995 and :

that were de51gned to link the Community.

;Disagrees with the JI's charge that the CIA was reluctant _

to develop and implement new technical capabilities
aggressively. The CIA made vigorous attempts to
leverage technology against al-Qa’ida. Indeed, the
Agency demonstrated an impressive degree of creativity
in its exploratlon of alternative solutions, although it was
not always as successful in implementing them. The JI
appears to disparage CIA’s technology efforts by
characterizing them as “seemingly robust” and

‘evidencing the DDS&T’s retrospective comment. The
team does not feel the DDS&T’s remark was intended to,

or did, invalidate the number and variety of programs

~ developed.

Diségrees with the JI's characterization of CIA’s and .

The 9/11 Team found that the two systems
were needed because of different requirements.

(U) CIA-NSA: A-Problematic Rel’eitionshipi20

—FS77NF) The difficult relatlonshlp between CIA and

NSA was longstandmg More than half of the CIA officers

™ (U) During the final review of this draft, the Team discussed the relevant fmdmgs herein with
varlous senior NSA legal operations, and technology officials.
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with whom the Team spoke about this relationship 'agreed
that the two agencies routinely battled over turf. At least as
early as June 1998, senior CIA and NSA officials began
meeting to work out these differences. Nonetheless, the
differences remained unresolved well into 2001.

=TSN While many CIA officers tended to view
NSA as the guilty party in this longstanding feud, the Team
found evidence that CIA was to blame as well.

"H877NFT In his reviewing comments on the draft report, the former DCI observed that the

o August 2001 OIG Inspection Report on CTC stated that, “CTC's relationship with NSA has

improved dramatically since the last inspection.” He added that, while there were conflicts over
the years among officers of CIA and NSA, the two organizations have worked effectively on the
most difficult national security challenges, and offers, as evidence, “successes we have had
together in decimating the al-Qa’ida leadership to date.” ’
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(U) A Central CouhterterroriSm Database

{57/NFr The need for a central database that would
house all relevant counterterrorism information and would
be accessible to all IC members was acknowledged years
before 9/11 and is undlsputed The IC Five-Year :
Counterterrorism Initiatives of July 1996 lists as one of the
Community’s main initiatives “upgrading community
databases and exploring expanding access to interagency
databases:” These goals were in line with the DCI’s Strategic
Intent for the Intelligence Community of March 1999, which,
among other things, outlined the expectation that the IC
would ... “deploy tools that will establish a shared,
electronic working environment for all communities of
interest.” Progress on a counterterrorism database was -

. slow, however. Indeed, in his 2 June 2002 testimony to the

o

Y45/ In his reviewing comments on the draft report, the former DCI observed that, while (b)(1)
the report implies he should have “commanded a result,” that was not the way he worked with :
[the Director of NSA] on any issue and that, in the case of She was not empowered to
do so. He further stated that he spoke with the NSA Director numerous times on the issue and
that the President ultimately clarified the matter, as was required. | (b)(1)

(b)(7)(d)

The Team does not contest the DCI's assertions that the
problem was difficult and that he spoke with the Director of NSA about it many times. The Team
concludes, however, that the DCI was aware of the severity of the issue for several years and that .
he therefore had an obligation to see to it that it got resolved more speedily than it did.
“45/A4B) In his reviewing comments on the draft report, the former DCI commented that he
~ had been told the problem was resolved and he had not been asked to intervene further at any
point prlor to 9/11. .

 TOPSEEREF o | | (b)(1)
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J1, the DCT stated that the IC still had 58 separate
watchhstlng databases.

<5} Although the 9 /11 Rev1ew Team concurs that the
IC lacked a central counterterrorism database, the team
- believes it is relevant to point out two specific efforts CIA
had underway as early as 1995 to link the Community
~ electronically:- ,

» CACTIS (the Community Automated Counterterrorism
~ Intelligence System), initiated in 1995, provided IC
users' access to terrorism-related cable traffic and
- publications and afforded them the ability to search for
summaries and statistics in CTC’s New Incident
Summary Database, the US Government’s official
database of record on terrorist incidents, according to the
Agency’s FY 1997 Congressional Budget Justification
Book. The DCI’s Terrorism Warning Group, under the
management of the Community Counterterrorism Board,
oversaw the CACTIS effort. In 1996, CTC touted CACTIS
as a prime illustration of the Center’s role i in -
consolidating and streamlining Commumty programs It
said that CACTIS would merge independent and
increasingly obsolete systems into a single, multi-
purpose, improved data-sharing network. According to
the CACTIS Program Manager, drawbacks to the system
included its nonavailability on user desktops and its
- slowness. These factors prevented users from utilizing -

the system to its full advantage.

e _ CT—Link, which connected government egencies involved
in fighting terrorism, was initially deployed in October _
1999 as a successor to CACTIS. \ L (b)(1)

(0)3)

" (U) In addition to the WARN- 5 agencies, CACTIS was available to smaller agencies, such as
the US Postal Inspection Service, US Defense Nuclear Agency, and US Army Countermtelhgence '

- Center.
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(U) Technology Development and Implementation |

~5> The 9/11 Review Team believes the JI report-

~understates the difficulty of conducting clandestine technical .
operations against al-Qa’ida. First, the main theater,
Afghanistan, had no US diplomatic or CIA Station presence -
and had a communications infrastructure that had been
demolished by decades of civil war. Second, the target itself
was elusive: CIA was essentially collecting against small

cells of people who were constantly changmg the technology
by wh1ch they communicated.

“ 45y Despite these obstacles, the 9/11 Team believes
that the CIA mounted a reasonably robust technical effort
against UBL and al-Qa‘ida. The Agency did.not implement
all of the possible solutions it explored and was not always
successful in the operations it undertook; nonetheless, by

- -employing a variety of approaches, CIA was able to achieve
notable successes. |

b)(1)
(b)(3)
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| Indeed, the Team believes these ideas
and CIA’s elicitation and examination of them attest to its
willingness to 'study nontraditional solutions, even if it
reveals a lesser degree of success in their 1mplementat10n

~(b)(1)
(b)(3)
(b)(1)
(b)(3)
(b)(1)
(b)(3)
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(U) Impact

(b)y(1) .
(b)(3)

{5y Although many observers agree that the NSA-
CIA relationship was problematic, the 9/11 Review Team is
unable to measure the consequences that this situation had
on the two agencies and their ability to perform their

- missions. Nonetheless, the Team acknowledges the

perception of senior CIA and Community Management
officials that the impact was significant. The relationship
was in the process of being addressed at executive levels of
CIA during the summer of 2001. The fact that this
problematic relationship was permitted to persist for as long

~ -as it did and to the degree that it did, however, given the

enormity of the threat and the potentially disastrous
implications of noncooperation, we consider to be a specific

_and notable failure.

U) Accountability

(b))

- term stint, CTC failed‘

<5r As noted in this report, a troubled relationship
existed between CIA and NSA, the seriousness of which was
acknowledged by senior CIA and Community Management
leadership and perceived as detrimental to the missions of
both agencies. This relationship persisted over the course of
several years. Furthermore, with the exception of one short-

—an arrangement to which

] had agreed—potentially resulting in valuable

information being overlooked, including during the run-up
to the Millennium and the increased threat environment of

- 2001. The Team recommends that an Accountability Board

review the performance of the following individuals:

e The DCI from the pre-9/11 period, for failing to take
action personally on a more timely basis to resolve the

| HES/SHFORCONNOFORNAMR 222 T June2005  (b)(3)
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differences between the two agencies in an effective
manner. ' ’ o

) The CTC }Ch-i'efs from mid-1998 through 11 September

2001, for failing td
(b)(1)
| | - . TOPSEEREE | (b)(1)
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(U) SYSTEMIC FINDING 5: STRATEGIC ANALYSIS*

N

(U) Systemic Fmdmg 5 states that, “Prior to
September 11, the Intelligence Commuruty s understandmg
of al-Qa’ida was hampered by insufficient analytic focus and
quality, particularly in terms of strategic analysis. Analysis
and analysts were not always used effectively because of the:
perception in some quarters of the Intelligence Commumty
that they were less important to agency counterterrorism-
missions than were operations personnel. The quality of

- counterterrorism analy31s was inconsistent, and many

- analysts were inexperienced, unqualified, under-trained,
and without access to critical information. As a result, there
was a dearth of creative, aggressive analysis targeting

- Bin Ladin and a persistent inability to comprehend the
collective significance of individual pieces of intelligence.
These analytic deficiencies seriously undercut the ability of
US policymakers to understand the full nature of the threat,
and to make fully informed dec1510ns

53 The accompanying narrative goes on to term
analytic focus on al-Qa’ida by the Intelligence Community
(IC) and the Counterterrorist Center (CTC) as * woefully
1nadequate

¢ In terms of numbers, the report states that the branch in
CTC’s analytic uinit, the Assessments and Information
Group (AIG), that focused on al-Qa’ida had only five
full-time analysts working on that issue between 2000
and 11 September 2001 (9/11); that AIG as a whole had
only devoted the equivalent of some 34 analysts to the
subject prior to 9/11; and that—including officers from
_elsewhere in the CIA—fewer than 40 analysts were
. working on al-Qa’ida. It notes that the DCI-
ack_nowledgejd‘to the Joint Inquiry that the number of

*(U) As aresult of a conflict of interest, the Inspector General recused himself from -
deliberations on the performance of Agency components and individuals relating to this issue.
Two successive Deputy Inspectors General did participate in accountablhty discussions

. regarding strateglc analysis and all other issues.

FOPSEGREF B . (b)(1)
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analysts devoted to following al-Qa’ida was too small.
That said, it also indicates that CTC refused to accept
offers of analytic help from the Defense Intelligence
Agency (DIA) and the Federal Aviation Adrmmstratlon
(FAA)

o Interms of analytic experience, the report critiques the
relatively junior status of CTC analysts, claiming that, on
average, they had only three years of analytic experience
in contrast to eight years for analysts intheDI as a
whole. It notes that CTC did not have enough qualified
analysts to produce in-depth analy51s

, «£5)-The Joint Inquiry Report further states that CIA
analysis on al-Qa’ida was oriented toward the tactical rather
than the strategic. For example, the National Intelligence
Council produced no National Intelhgence Estimate (NIE)
on al-Qa’ida. The Report claims that this focus on the crisis
“de jour meant that analysts had no time to spot trends. It.
quotes the Director of CTC’s Office of Terrorism Analysis

_ (OTA)—the post-9/11 successor to AIG—as acknowledging

~ that strategic research production had remained flat prior to
9/11 but that CTC had recognized its shortcomings and was -
taking steps to address them. The Report also quotes the
testimony of the Director of Central Intelligence (DCI) to the
Joint Inquiry: “...the strategic analytical part of this has to
be big and Vibrant to give you the chance to be predictive...”

5> The narrative makes addltlonal clalms about
analysis, including:

o That analyst opinion was given no weight, especially
- among operations officers, who allegedly. did not like to
take direction “from the ladles from the Directorate of
Intelhgence

e That CIA was reluctant to provide raw data to analysts
outside the Agency. For example, it says that DIA stated
that it did not see the operations traffic on the

~June 2005
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- January 2000 Malaysia operation and therefore had no.
chance to add its analytic insight to the al Mihdhar/
al-Hazmi case.

. That the US Government relied too much on its own
analysts rather than on outside experts.

(U) Assessment of the Finding

<€ The Office of Inspector General (OIGj 9/11
Review Team concurs with some, but not all, of the f1nd1ng
The Team: :

* Has conflicting information on the adequacy of the
number and the qualifications of analysts devoted to
counterterrorism. As such, the Team is unable to either

- agree or disagree with this part of the finding.

* Agrees with the main thrust of the finding—that there
~ was a relative dearth of strategic analysis.on al-Qa‘ida
‘and that the quality of this analysis was 1ncon51stent

(U) Adequacy of Analytic Resources -
1 . V

€S- The number of analysts working on
counterterrorism in AIG and in the regional and
transnational offices of the Directorate of Intelligence (DI)
grew in the years prior to 9/11. A review of the work
product of the analysts suggests, however, that the DI and
CTC may have exaggerated some of the numbers of analysts
they indicated were working on the al-Qa’ida target

* The number of analysts who worked exclusively on
al-Qa’ida—that is, those in AIG’s

grew after 1998 but remained
relatively small immediately before 9/11. Prior to the -
African embassy bombings, one analyst in the branch
covered al-Qa’ida. After the bombings and the DCI'’s call
to war, the number increased to three, according to the

TFOP-SECRET
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| Following the Cole bombing, the
number increased to fiye, where it remained until 9/11.

* Inaddition, analytic coverage of al-Qa’ida grew in other
AIG branches. On the basis of CTC’s response to a July
2002 Congressional query, the equivalent of 29 AIG
analysts worked on al-Qa’ida in AIG’s|

- branches as of August 2001, compared with only six in
August 1998.”” This would mean that the proportion of -
AIG analysts working on al-Qa’ida grew from 24 percent

. to 83 percent during the period. However, an
examination of production topics suggests that AIG was
devoting a greater percentage of its work force to other
terrorist organizations in the year prior to 9/11 than its
statistics would suggest. Forty percent of the Intelligence
Reports (IRs) that AIG produced during the period
September 2000-August 2001 focused on al-Qa’ida or

* Bin Ladin, according to AIG’s IR Log, and all of the
articles and most of the highlights that appear in the
CIALink version of CTC'’s Terrorism Review during this
period cover issues other than al-Qa’ida. Moreover,

- about three-quarters of the pieces for the Senior
- Executive Intelligence Brief (SEIB) that AIG did during
the six months prior to 9/11 covered terrorist groups
other than al-Qa’ida, such as Hizballah. -

¢ The number of DI -analysts working on al-Qa’ida outside
of CTC also increased in the three years prior to 9/11. In
response to the mid-2002 Congressional query, the DI -
~ indicated it had devoted the equivalent of almost eight
analysts to-al-Qa’ida in September 1998 and that this
increased to 15 in August 2001. The largest

o (®)(1) . _concentrations of these analysts were in the
(0)3) Group of the Office of Transnational Issues
(OTI) and the Issue in the Office of Near

Eastern and South Asian Analysis (NESA). However, an
examination of production records causes the Team to.

© "4 CTC actually reported the equivalent of nine analysts in September 1998 and 33:8 in
August 2001. From thése, we have subtracted the three and five analysts, respectively, working

inzat those times.
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“question these numbers also. Whereas OTI's production
record supports the claim of 3.75 OTI analysts working
on al-Qa’ida as of 1 August 2001, NESA’s claims of the
equivalent of four analysts devoted to the issue seem
high, considering that NESA produced no IRs on the v
organization after 1998 and that| told the
Team that the office did not work on al-Qa’ida because 1t
was not a country. Similarly, the‘
Issue in the Office of Russian and European Analysis
(OREA) claimed the equivalent of 2.5 analysts working
on al-Qa’ida as of 1 August 2001; an examination of
OREA production submitted for this inspection suggests
that this figure, too, is inflated and probably reflects the

" number of analysts working on the |
account, only a portion of whom covered links to
al-Qa’ida. ,

&> The Team therefore cannot accurately determine
the overall size of the analyst cadre devoted to working on
al-Qa’ida immediately prior to 9/11. The Team believes it is
probably somewhat higher than the Joint Inquiry’s figure of |
“fewer than 40” but, based on our analysis, it is below the
49—34 in AIG plus 15 in the DI—which CTC offered in 2002
as the number of analysts working on al Qa’ida prior to
9/11.”*

5> The number of analysts_‘devoted to terrorismin .
general also grew over the years. At the end of 1997, AIG
had 30 analysts and managers of analysts in analytic
production units, according to the| |
This had increased to 34 by the end of 1999 and 43 by the
end of 2000. As of 10 September 2001, following a recent
influx of several new officers—including some senior
officers for the Group’s newly estabhshed\

.(U) One of the problems with these full-time analyst equivalent numbers is that they represent
a combination of numerous recollections of how individuals spent their time at work, and such
personal recollection can be inflated. For additional information on analytic resources, see
Systemlc Finding 3.
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(b))

. 46 In earlier years, AIG also had several editors and research support offlcers who occupied

47.” DO elements of CTC also had DI analysts and others
worklng as targeting analysts during this timeframe.
Meanwhile, the number of analysts working on
counterterrorism in general within DI offices grew from
about 31 in September 1998 to 46 in August 2001,  according.
to data the Agency provided to the Joint Inquiry in mid-
2002. .

+5) Regardless of the size, the Team has collected

- contradictory information as to whether AIG’s analytic

resources were adequate to do the job. This is not to imply
that the team considers that pre-9/11 analytic resources
were adequate but that the conflicting information was such
that the Team reached no conclusion on the issue.

+5} On the one hand, many officers indicated that the
numbers were too small. As the Joint Inquiry report
mentions, the DCI in 2002 acknowledged that the number of
analysts had been too small. In addition| told
the Team that the DI's movement of some 215 analysts into -
OTA a few weeks after 9/11 suggests that the number
beforehand was inadequate. Moreover, a handful of CTC
managers termed AIG’s workload excessive, implying the

- need for more analysts. Several CTC officers told the Team

that they could not do more strategic analy51s prior to 9/11
because AIG had too few analytic resources and an excessive
workload. For example, about one-fourth of the 23 CTC
analysts and managers of analysts who responded. to our
question on the absence of strategic analysis on terrorist use
of aircraft said that CTC lacked the analytic resources to do
such an analysis, given the demands of meeting the daily
current load. :

" 45¥ On the other hand, information, ‘mainly from

before 9/11, suggests that knowledgeable officers perceived

analytic resources to be generally adequate. For example,

the CIA Executive Director told the Senate Appropriations

analytic positions, By 10 September 2001, these’ numbered only two. These officers have not
- been included in these counts. : :

June 2005
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. - Committee in February 2001 that, “CTC currently has

(b)(7)(d) _ - sufficient analytic resources against the terrorist target.

o - Similarly, in response to JIS questioning, isald he
believed that, prior to 9/11, CTC had “sufficient analysts for
the analyses produced.”

\told the Team that, except in the area of
strategic analysis, there was not a sense of a shortfall in
counterterrorism analysts. Moreover, prior to 9/11, most
AlG analysts did not perceive any shortfall. In the survey
that accompanied the OIG’s inspection of CTC in 2000, only
17 percent of AIG respondents disagreed with the statement

- that their work unit had sufficient personnel to accomplish
its mission, well below the 40, 39, and 43 percent who
disagreed with the statement in the rest of CTC, the DI, and
the Agency, respectively.” Similarly, 65 percent of the AIG
survey respondents stated that the amount of work they
were expected to do was about right. While 35 percent said
their workload was too much, this was slightly below
comparable figures for the rest of CTC and the Agency asa

~ whole. Almost all of the 18 AIG analysts and managers of
analysis whom the OIG interviewed during the 2000-2001

- inspection of CTC indicated, when asked about surge
practices, that the group responded well during a crisis; only
three indicated that they needed more people to do so.
Similarly, when asked what AIG's biggest obstacle was, only
two cited 1nadequate resources.

140°

(b)(7)(d)-

WtEANE After reviewing the draft report, former AIG managers note that such Congressional
testimony proves nothing about the resource situation, as senior Agency managers strongly
discouraged statements about resource needs “lest this lead either to directives to the Agency to
shift resources from other programs or to the impression that seruor management has not done

- very well its job of apportioning resources in the first place.”
" (U) While this survey was conducted immediately prior to the Cole bombmg, AIG offlcers
would have factored into their responses observations made followmg the Africa embassy
" bombings and during the Millennium crisis. In reviewing the draft report, some former AIG
managers noted that this survey question instead indicates perceptions of whether management
 is effectively using the resources it has available. Broader analysis of the results of this
question—which OIG has asked in numerous component surveys over the years—and the
~ question’s specific reference to mission, suggests otherwise.
“4E) In its interviews, the CTC 2000-2001 inspection team did not directly ask officers if they
- had enough analytic resources, since that information could be gleaned from the accompanying

survey..
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45> While an imprecise measure, an examination of

Agency personnel data suggests that the amount of

~ resources that the DI had devoted to counterterrorism, as of
immediately before 9/11, was generally in keeping with the
_personnel resources devoted to issues with like intelligence
priorities. This is not to say that counterterrorism analytic
resources were adequate but that they appeared to be
generally consistent with those assigned to comparably
tiered issues. |

(b)(1)
(b)(3)

15 In the year prior to 9/11, managers in AIG did -
attempt to get more analytic slots. For example, in early
2001, Chief/AIG converted three support positions to
analytic ones. For the most part, this overall effort was
designed to address the long-identified need for a strategic
analytic unit. As a result of the need for additional analysts,
o the DI moved three slots to AIG in summmer 2001. That this
(b)(1) | move occurred more than a year after a review by the DI's

(b)(3)

o . | FOPSEERET NG
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identified the need for such a unit and several months after
the DCI ordered the unit’s establishment suggests a lack of
urgency on the DI's part in shifting resources to
(b)(7)(d) _' ' counterterrorism. Indeed, according to) |
' the DDI and ADDI devoted extra analytic slots to CTC
only after the DCI intervened in early 2001. ¢

<€) In regard to the Joint Inquiry’s statement that
CTC did not accept offers of analytic assistance from FAA
and DIA, the Team has found no information that these
organizations made any such offers that were unconditional.
In response to a question following October 2002 testimony
to the ]I CTC officers:

e Contacted FAA representatives who told them that the
FAA never offered to provide substantial analytic
support, including personnel. FAA told CTC that it
intended its letter of November 2000, which some may
later have interpreted as an offer of analysis, as an effort
to inform the Center that it was interested in increasing
the scope and quantity of intelligence it received beyond
that of immediate threats to civil aviation. . '

¢ Recalled that DIA’s offer of analytic assistance was
related to an analytic unit that DIA wanted to create,
subject to CTC providing DIA with access to operational
traffic. Meanwhile, DIA repeatedly refused to fill a DIA-
designated position in the Community Counterterrorism
Board (CCB)—which would have provided access to all
information available to CTC analysts—from early 2000
through 9/11, until CTC provided an analyst to DIA.
The Team's review confirms that the DIA position—as
well as other IC positions—on the CCB remained vacant
for many months. In addition, CTC hosted three DIA
detailees, including one in AIG, in 1998 and 1999,

(b)(7)(d)

N InEtMay 2005 comments on the second draft of this report, | (b)(7)(d)
| noted that, during AIG’s April 2001 briefing to the DCI on the status of strategic analysis, the

DCI “urged the then-DDI to direct ‘hundreds’ of analysts to CTC.” The 9/11 Team did not hear

this from any other source during either its data collection or first review phase of the report.
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suggesting that CIA was not reluctant to welcome
rotatees from DIA.

L) Quélifications_ of Analysts

(b)7)(d)

(U) The OIG 9/11 Review Team also collected
conflicting information regarding the qualifications of
analysts devoted to counterterrorism. Consequently, the
Team neither concurs with nor disputes the Joint Inquiry’s
assertion that analysts in AIG were less qualified than those
elsewhere in the DL

<& Interviews and other information from former
AIG managers suggest that many analysts who worked in
AIG prior to 9/11 were relatively unqualified. An
‘examination of AIG officer biographies shows that several |
had little prior experience working as analysts. In an

- interview conducted during the CTC inspection of 2000-

group needed
more eXperienced people. Former AIG managers, in -

‘commenting on the draft report, noted that, in the year prior -

to 9/11, the Group had only some 10 analysts who had the
experience and time-on-account to do strategic analysis.

t€)r Indeed, time-on-account data suggest that the -
‘CTC analysts were at a disadvantage when compared with
othér analysts. For example, as of 9/11, officers in AIG .
analytic positions had averaged 25 months working in CTC;
in contrast, analysts onilssue—a comparably sized
unit—had worked on their issue for about twice as long,

“according to Agency biographic data. In large part, the

relatively short time on counterterrorism accounts resulted
from: ' :

o ' The legacy of previously maintaining AIG positions as
rotational ones. Until AIG established its own career
service in 1997, most officers in the group generally
totated back to the DI after a two- to three-year stint.

“This greatly curbed development of expertise. As of
9/11, however, thlS was changmg, as 11 AIG officers—no

June 2005
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doubt encouraged by the creation of the career service—
each had more than four years experience in CTC.

e The large number of officers who had recently entered on
duty or transferred into AIG. Indeed, 14 AIG offlcers had
been in the group for less than six months as of 9/11.
(Several of these individuals had recently moved to CTC .

to fill the new strategic analy51s unit.)

<= Other information from the years before 9/11
suggests that AIG personnel had the appropriate skills mix.
When the Team asked these officers what were the
consequences of AIG staffing levels and skills mix, most of
those who'addressed the latter point replied that the group
had many strong, experienced analysts. Moreover, in the
OIG 2000 survey of CTC, 78 percent of AIG respondents
agreed that their work unit had the appropriate skills mix to
accomplish the mission, about the same as the comparable
figure for the DI as a whole and above the overall Agency
figure. In addition, Agency data indicate that the average
grade of analysts in AIG was 12.5 as of 1 January 1999, only
a little less than the 13.0 for analysts in the DI as a whole.

- £6Whatever the case, AIG analytic qualifications
_ improved greatly shortly before 9/11, following the influx of -
several more experienced analysts into the Strategic Analysis
~Unit. Although this occurred just before 9/11 and therefore
had little impact on the Group’s strategic or other output
prior to 9/11, it nonetheless shows that the Center was
addressing the qualifications issue. A comparison of
analysts and managers in analytic slots in CTC/AIG with
those in the DI as of 10 September 2001 shows that both
groups had about the same average grade level: 12.7 for
CTC compared with 12.9 for the DI Although AIGhad no
SIS-level or active GS-15 analysts, GS-14s accounted for
more than one-quarter of its analysts immediately prior to
9/11. Asof9/11, CTC analysts on average actually had -
more overseas experience than the wider DI analytic
population— | Agency (b)(1)
Human Resources data show that, while CTC officers had (b)(3)
almost three years less Agency experlence than their DI '

FOP-SECREF - | , | (o)1)
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counterparts, they nonetheless averaged a respectable 8.6
years since their entry on duty."

(U) Educational characteristics of the AIG analytic
. work force also indicate that the group was approprlately
~ qualified as of 9/11. For example, of the 39 pre-9/11 AIG
 officers for whom the Team has academic records, 23 had
- earned masters degrees and six had PhDs. In addition, a-
-review of Agency training records shows that, on average,
each AIG analyst had taken three Agency-sponsored
training.courses devoted to analysis prior to 9/11. Most
officers had also taken pertinent courses on
counterterrorlsm operatlons, and substantive regional or
technical issues.”® . . '

46> In addition, some senior customers at State and
the National Security Council (NSC), whom the OIG
- interviewed in its 2000-2001 inspection of CTC, praised the
expertise of AIG officers. During interviews for that
inspection, policymakers singled out several experienced
- analysts'and managers in AIG for kudos.

45} Finally, while the Joint Inquiry claims that

counterterrorism analysts did not have access to critical

~ operational information, the Team's research found
otherwise. Within a few years prior to 9/11, all AIG analysts
had access to CTC’s Hercules database, which contains
CTC’s operations traffic. In addition, the DI's] |
database and various open source databases were avallable
to these officers.

) Ihconsistent Quality of Strategic Analysis

(U) The CIA’s counterterrorism analysts did produce
numerous pieces of- strateglc analy51s in the years prior to

4€)r Again, this contradicts the Joint Inquiry’s report ‘which said that analysts in CTC had three
© years experience compared with eight among DI officers.

~ "€y Nonetheless, in the survey that accompanied the 2000-2001 Office of Inspector General
inspection of CTC, only 56 percent of AIG analysts agreed that they had received adequate -
training for their current job, as compared with 67 percent for CTC as a whole and 78 percent for
the rest of the DI :

FOR-SECRET
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9/11, both in Ionger term . papers and in the current
intelligence publications.”” While several of these were
strong analytic pieces, others were marked by various
tradecraft deficiencies. As such the quahty was, indeed,
uneven.

{SAANEY Longer-Term Reports Over the years,
CTC/AIG produced a few standout strategic analytic pieces.
For this review, the team asked three independent reviewers
to assess the quality of IRs and other longer term papers that
focused on UBL and/or al-Qa’ida between 1 January 1997

149

(U) CTC officers also conveyed the analytic ]udgments of these and other strategic pieces
through direct and indirect briefings of key policymakers. However, by their nature, the record
and the content of these nonwritten presentational vehicles are less comprehensive thar those of
written products. ‘As such, when assessing strategic analysis, the Team focused most of its
attention on written reports. Moreover, in its interviews and other research, the Team did not
come across any briefings that covered strategm analytic toplcs other than those also covered in
the various written products.

FOPR-SECRET [ - - (b)(1)
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and 10 Septenrber 2001." Among the 34 such papers done
by CTC/AIG, our 1ndependent reviewers singled out a
handful of strong efforts.” These include:

e “Bin Ladin Network Rattled But Still a Potent Force.”
One reviewer noted that, from the title through the last -
paragraph, this November 1998 assessment conveys the

~ gravity of the threat posed by Bin Ladin and al-Qa’ida.

e “How Bin Ladin Commands a Global Terrorist
Network.” This report from January 1999 paints a vivid
picture of a highly dangerous terrorist group with a
focused leadership structure.

e “Bin Ladin’s Terrorist Operations: Meticulous and
Adaptable.” This assessment, done in November 2000,
highlights the gravity of the threat al-Qa’ida poses to the
United States abroad. It clearly depicts Bin Ladin and
al-Qa’ida as dangerous enemies of the United States
and—unlike most other AIG papers done after mid-
1998—reminds readers of the implications of UBL's
February 1998 fatwa calling on all Muslims “to kill
Americans and their allies, both crvrhan and mlhtary,
worldwrde '

. ”Sunni Extremists Sinking Roots in Afghanistan.” This
~ August 2001 report paints a realistic picture of the
-~ implications of terrorist groups operating freely in
- Afghanistan. One of our reviewers commented, “No
reader can come away from this report without a clear
appreciation of the value of the safe haven the terrorists
have developed in this country.” |

(b)(7)(d)

'™ (U) These reviewers consisted of two former senior rnanagers‘ ‘and a
senior analyst | ' (b)(7)(d)
®'4&3- The Team does not mean to indicate that these 34 reports represent all of AIG’s strategic,
longer term production. AIG produced miany additional IRs on other terrorist groups—
including some with links to al-Qa’ida—and on other topics. The Team’s reviewers did not
examine these. In commenting on this draft, a former AIG manager indicated that the Group
- produced 68 strategic papers on Bin Ladin between August 1998 and September 2001. This.
count, however, includes papers in which al-Qa’ida is mentioned but is not the central focus. It
also includes an NIE and several papers produced by other DI offices.

B . FOPSECREF | L b))
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46> The Team’s independent reviewers found that the
analytic tradecraft in the 34 CTC reports and 12 non-CTC
‘reports was generally good. Each reviewer examined the
papers independently and, for each product, assigned
numerical scores for elements of tradecraft and of strategic
warning involving the al-Qa’ida threat. After averaging all
the scores for all the CTC papers, most of the 10 tradecraft
elements received a score of 2 or more on a 0-3 scale, 3 being -
high.™ A comparison of the 34 CTC papers with nine
written in OTI—the only other office to have produced a
sizable quantity of IRs related to al-Qa’ida—shows average
scores for the tradecraft elements to be about even; each
office scored significantly higher than the other on only one
element apiece: CTC on provision of warning and OTI on
actionability. Similarly, average scores for various tradecraft
elements were comparable to those that other independent
reviewers had assigned for IRs on other subjects during .
previous OIG inspections.

“{&>-These findings generally echo those revealed in a _
study by the DI'S‘ ‘ . (0)E)
staff. Following the 1998 African embass : a

bombings, CTC management had commissioned theb (b)(3)
staff to review the Center’s finished intelligence on .

Bin Ladin and to suggest tradecraft improvements. The A -
| staff’s report, issued in March 2000, found that the : (b)(3)
products CTC disseminated in the year following the '
bombings more fully discussed intelligence gaps, analytic
uncertainties, and the line of reasoning used to support

judgments than did those published in the year prior.

Indeed, one of our three reviewers noted that, “Many of the

papers laid out deficiencies and gaps in the reporting, as

well as what could be corroborated from other sources,”

“adding however that this may have tempered the overall

message. :

**(U) The 10 tradecraft elements that our reviewers evaluated were actionability, argumentation,
assumptions, confidence level, context, implications, sourcing, value-added, warning, and
writing. TheTeviewers also looked at the contribution made by graphics, but, because of
inaccessibility of graphics for many papers, the Team has not incorporated scores for this element
in our overall evaluation.

FOP-SEEREF | | o . S (b)(1)
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€€)-One aspect of tradecraft that the reviewers found
wanting in these IRs, however, was consideration of
implications. In addition to scoring this tradecraft element
relatively low, on average, the reviewers noted that:

¢ “One of the most striking characteristics of this material
is the absence in many papers of any discussion of
implications. In those papers where the implications of a
development were put forward, there was—with some
notable except1ons—a constramed tentative quality to
the analysis.”

_ e ”Alarge number of the papers...did not score well in the
(b)(7)(d) -implications category.... | |
' maintained, ‘all good papers had a beginning, |
middle, and end.” Too many papers in this package

failed to pass that test because they did not have an :
" ‘end.”” This is contrary to the irewew whichhad (b)(3)

noted a substantial improvement in CTC/AIG's '
incorporation of implications into its products in the year -

following the African embassy bombings, as compared

with the year before. The difference between the two

studies possibly results from the different time periods

considered.

117

(b)(1)
(b)(3)

54 NP Current Intelligence. AIGalso - (b)(3)
submitted several strategic analysis pieces on al-Qa’ida to "
 the cutrent intelligence publications—the President’s Daily
Brief (PDB) and the Senior Executive Intelligence Brief _
(SEIB).| | (b)(1)
» ., N C)
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|Many of the better
examples of strategic analysis, however, occurred after
January 2001, when the DI revamped the publication to meet
the heightened current intelligence demands of the new

Administration. \

(b)(1)
(b)(3)

- An aforementioned piece from 6 August on Bin Ladin’s
determination to strike in the United States. (See
discussion in Factual Finding 3.)

b)(1)
()(3)

-(G)—The Team did not conduct a comparable outside
independent qualitative review of the pre-9/11 current
intelligence production on al-Qa’ida because:

. Moét of th.eb finished current intelli_gence products had
passed through several layers of editorial review outside
of CTC, so a retrospective assessment would be

HES/SHAORCONNOFORNAMR- 240 June 2005
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hard-pressed to determine the source of particular
- tradecraft strengths or flaws.

Since most such pieces did not go beyond warning of
impending al-Qa’ida attacks, it would be unfair to assess
them across a full range of tradecraft elements.

That said, the Team'’s own cursory examination shows the
quality of most of the SEIBs and PDBs to be adequate and
reveals no consistent tradecraft problems

(-S-;%‘N-F)—However the proportlon of al-Qa’ida- .

 related current intelligence pieces that were strategic in -

nature was relatively low, espec1ally prior to the change in
the PDB format in January 2001. Between 1 January 1998

~-and 20 January 2001, only one-fifth of the al-Qa’ida related

pieces in the current publications were strategic in nature;
about half of the current articles done during this period
were straightforward warning pieces, and many of these
presented only the threat described in some recently

- received report without providing any value-added analysis.

The remaining pieces were more informational in nature,

June 2005
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<€)y Customer Assessment. Prior to 9/11, a few CTC
- customers had expressed concern about the quality of AIG
analysis. While the Team did not interview customers
during this current review, the 2000-2001 inspection of CTC
found that some customers were concerned that AIG
- analysts were not doing enough to provide context for
policy decisions. In particular, military customers wanted
more predictive analysis with clearer implications and
analyses that spotted trends or knit together the threads of
information. . :
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(8)] Weaknesses of Strategic Analysis

= A comprehensive exanﬁnafion of CTC/AIG’s
strategic analysis record on al-Qa’ida prior to 9/11 shows
many missing elements. Among other things, AIG:

e Didnot produce comprehenswe reports on several issues
that could have been under prime consideration for
strategic analysis coverage. ‘

* Only occasionally employed alternative analysis ,
techniques.

e Seldom eX’plored' the pbssibilities of denial and deception
(D&D) analysus

(U) Issues Not Covered

(-S)- Perhaps of greater significance than the
inconsistent quality of analysis was AIG’s absence of
comprehensive strategic analysis on numerous critical
topics. :

e CTC’s strategic analysis on.the United States as a
potential target was largely limited to the items in the
early August 2001 PDB/SEIB and the January 2000 IR,

“Terrorist Plotting in Canada and Jordan: Lessons
Learned About Bin Ladin and the Broader Sunni

- Extremist Network.” This report indicates that recently
available information confirms AIG’s * ‘analysis since the
August 1998 bombings in East Africa that Bin Ladin and
his allies have developed plans to hit targets on US soil;”
no other pre-9/11 report delves into these plans (See '
Factual Finding 3.)

o While AIG wrote a short piece for the current intelligence
publications in late June 2001 on how al-Qa’ida was
planning high-profile attacks, this relied principally on ' _

- information received the previous week| | (b)(1)

| |CTC analysts (b)(3)
did not produce any comprehensive piece that pulled

_' S o - -”PGP—SEGRE% | b)(1)
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together the threads from all the threat reporting
received in the late spring and early summer. (See
Factual Finding 2.)

<5y Moreover, during the 1997-2001 timeframe, AIG
never published a comprehensive strategic assessment of the
overall threat posed by al-Qa’ida. CTC's Eight-Day
Project—a post-9/11 study by various analysts who
- reviewed the previous two years of intelligence reporting to
" determine, among other things, if the Agency had any
indicators that forewarned of the attack of 9/11—noted this
lack, remarking that “such a paper would undoubtedly be
well-received by the Intelligence Community and
- policymakers, and it would serve as a tutorial for new
analysts.” Such a comprehensive assessment would have
been especially useful for the policymakers in the new
- Administration as it took office in January 2001. While AIG
- produced papers that covered individual aspects of the
organization, such as operations and leadership succession,
none pulled the whole story together. One of the Team’s
reviewers commented that, although the bodyof work
produced in the five years prior to 9/11 would raise serious
alarm if read in its entirety, most readers—particularly top
policymakers—would have read only some of the material
over a period of years. Another reviewer noted that only a
- few publications provided a unifying framework for »
consumers. A review OCIFY 02 Program of Analysis, (b)(3)
developed before 9/11, indicates that the branch planned
several other strategic papers on al-Qa’ida—such as reviews
of UBL’s use of media and al-Qa’ida recruitment—but none .
that would have served as'a comprehensive assessment of
the organization’s overall threat.

_ -(S#N-Fﬁ- This lack of a “big picture” paperis
surprising given that CTC officers had been working on two
such efforts before 9 /11:

o In the summer of 1998, AIG's then—most experlenced
al-Qa’ida analyst produced several iterations of a draft
IR, “Usama Bin Ladin’s al-Qa’ida: Promoting Global
Jihad and Terrorism.” Former AIG managers note that

FOPSECREF - - | o))
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the material in this paper served as the basis for a
briefing the DCI gave to the President after the August
1998 African embassy bombings.

this paper was an overly long, unwieldy conglomeration
of facts in need of a good deal of work prior to

~ publication. After managerial review, the analyst—who

by then had commenced a rotation in the DO—produced
another draft in January 1999. Because of the analyst's
absence and because management continued to have
analytic and presentational concerns with the draft, AIG
managers decided to divide up the paper’s themes

among four different analysts and have them produce
separate papers. Prior to 9/11, CTC had published three

of these—one in January 1999 on Bin Ladin’s command -
system (this was already underway but drew on material
from the earlier draft of the paper); one in November

. 2000 on al-Qa’ida’s modus operandi; and another in

August 2001 on Afghanistan as an incubator for
terrorism. As is evident, many months separated the
production of these papers. While the Team's
independent reviewers assessed these three as among
CTC’s best on al-Qa’ida, they ranked the unpublished
draft as high-as those on all tradecraft issues except
clarity of writing.” Moreover, the reviewers assessed the

- unpublished draft to be better than any published by

CTC in terms of providing an understanding of

al-Qa’ida’s leadership, operations, and communications.

One of our reviewers termed the paper a significant
missed opportunity, stating that, “it could have been
made ready for publication given a reasonable amount of
additional analytic effort plus sufficient management

i guidance.”

(U) The reviewers examfned the January 1999 draft of this paper.

June 2005
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1 hvrafted a lengthy paper on (b)(1)
(b)(1) ' : al-Qa’ida and Bin Ladin.\ { (b)(3)
o,
C .
- (b)(7)(d)
. : <5y Similarly, CTC/AIC never produced a paper
| EE;E;; _ expressly focusing on Bin Ladin himself. ‘
| In the late 1990s, analysts
covered various aspects of Bin Ladin in a handful of separate
products: In September 1998, NESA published a useful
paper on Bin Ladin’s political and religious agenda; in late
. _ 1998 and 1999, OTI produced several papers on UBL's
(b)(1) v ' wealth and financial ties; and in January 1999, AIG's paper,
B (o)) I “How Bin Ladin Commands a Global Terrorist Network,”
. But AIG—which of all relevant analytic units, was in the best

position to do so—produced no comprehensive piece that
‘pulled this information together along with such other issues.

(b)(1)

(b)(3)

(b)(7)(d)

| In addition to providing strategic insight on
al-Qa’ida decisionmaking and leadership, UBL Station could
have found such a study extremely useful for targeting
purposes. told the Team he (b)(7)(d) .
lobbied AIG for such a paper, noting that it could also serve
as a useful primer for the incoming Administration. It was
not until April 2002 that the CIA produced an operational
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profile of Bin Ladin, but, even then, it was the DCI’s UBL
- Task Force that undertook such a study, not AIG.

- «{5/ANEr-Many of AIG’s post-1998 reports, both long-
term and current—also lacked emphasis on Bin Ladin’s
‘February 1998 fatwa authorizing the killing of Americans.
Indeed, this absence independently and particularly struck
the reviewers. One noted that the fatwa was a watershed
- development that had “too soon became a distant image in
the rear view mirror.” AIG’s November 2000 paper on
Bin Ladin's terrorist operations does a good job linking the
fatwa to al-Qa’ida’s operational doctrine. Nonetheless, CTC
did not mention the fatwa in the few post-1998 products that
touched on the United States as'a target, such as the January
2000 Jordan-Canada IR or the 6 August 2001 PDB.™

(U) Alternative Analysis

«54ANE- CTC also undertook few alternative analysis
studies during the years prior to 9/11. Indeed, the March ' ‘
2000 study faulted AIG for not incorporating more - 0)E)
alternative analysis into its products, given: ' '

* The “surprise” of the East Africa bombings and the lack

of consideration beforehand of attack scenarios beyond -

- those supported by existing reporting and assumptions
about Bin Ladin’s preferred target locations.

* CTIC's recognition in its post-Africa bombing evaluation
that errant assumptions about Bin Ladin’s intentions led
‘analysts and policymakers to conclude that he would not
act in Africa. '

e Bin Ladin’s breaks with more characteristic terrorist )
~ behavior in planning and carrying out operations.

*4€)-Similarly, FBIS, which readily issued a translation of the fatwa on the day of its release—
23 February 1998—missed an opportunity to analyze the fatwa and related statements by

Bin Ladin and associated extremists. Indeed, a search of FBIS's website reveals that the
organization issued only two foreign media notes or foreign media analyses focusing on

Bin Ladin or al-Qa'ida between 1 January 1998 and 10 September 2001. - '
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e Bin Ladin’s demonstrated predilection to change plans if
he decides that it is too risky to strike the original target.

Thel  study provided numerical scores to seven
tradecraft elements,” and alternative analysis con51stent1y
“scored well below the other six.

SHNB AIG did undertake some measures to
ensure incorporation of alternative analysis in its work on

al-Qa’ida. AIG management required its work force to take

CTC-dedicated alternative analysis training during the
summer of 2001.” And, in February 2000 and May 2001,
respectively, AIG disseminated two papers specifically

~ billed as “alternative analysis:” '

| {SAANE) AIG analysts inzwhq.wbrked most
closely on al-Qa’ida undertook only limited alternative
analysis in the years prior to 9/11, however. In a review of

analytic papers produced by the Team found only one

example of such analysis;
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In interviews, most of the  0)3)
analysts in| recall utilizing no alternative analysis, and |
| they did not do any because they (b)(7)(d)
“did not have the luxury to do so.” That said, the .
FY 02 Research Plan listed a paper, “Key UBL Assumptions (b)(3)

~ Check,” which was to take a comprehensive look at the key
~ assumptions underlying analysis of the entire Bin Ladin
“issue and which likely would have employed alternative
analysis techniques; 9/11 occurred before the branch could
- get to this paper.

_ ~«5/ANE) Probably in response to this dearth of pre-
9/11 alternative analysis, on 12 September 2001, the DCI
created the Red Cell, a unit of senior DI analysts and other

IC officers tasked with thinking “outside the box” on
counterterrorism. In short order, the Red Cell’s

- nontraditional approach began receiving praise from the
President, Vice President, and other senior policymakers. .
Later, the Red Cell’s mandate expanded to other intelligence
topics.

(U) Denial and Deception

o -(-5764NF-)- CTC/ AIG rarely utilized D&D techniques
to assess al-Qa’ida tactics. Indeed, the Team found only two
examples of AIG’s examination of possible al-Qa’ida D&D,
both done in summer 2001:

(0)(1)
(0)(3)
)
~ (B)(7)(d)
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| (U) Reasons Limiting Strategic Analysis

_-(G)—Sever’al reasons underlie the inadequate attention
to strategic analysis on al-Qa’ida. These include other
- demands on analysts’ time, the lack of an analytic unit
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~ specifically dedrcated to the productlon of such analysis, and
absence of oversight on terrorism analysis by senior DI.
managers. In addition, IC organizations closely associated

- with CIA—the NIC and the Interagency Intelligence
Committee on Terrorism (IICT)—produced few strategic
pieces on the terrorist organization. -

(U) Current Tactical, and Other Demands

5 Many AIG officers told the Team that current and
tactical demands prevented them from doing more strategic
analysis than they did. Indeed, the CTC inspection of 2000-
2001 found that, “Analysts acknowledge that the constant
state of crisis and strong demand from policymakers and

- Agency senior managers limit their ability to conduct
strategic research and develop in-depth expertise.” In
spring 2001, AIG managers cited current and tactical
demands while making the case for additional resources to
staff the planned strategic analysis unit. Among other
things, they noted that production of PDBs and SEIBs had
more than doubled between January 2000 and March 2001.

- {5/NE) Despite this, comparison of selected DI
issues’ pre-9/11 production of current intelligence (PDBs
and SEIBs) and IRs shows that several DI issues had similar
or even heavier current intelligence burdens but still
produced more long-term pieces per capita than did AIG.

(b)(1)
(b)(3)

(b)(3)
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Table S5-1
(b)(1)
(b)(3)
45y Moreover, an examination of the chronological
record of AIG’s production shows periods in which few IRs
were produced on al-Qa’ida:
e - During the months March throﬁgh November 1999, for
- example, AIG produced only two longer term papers on
al-Qa’ida—one on the organization’s chemical program
TOR-SECREF | B | = (b)(1)
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and the other on Bin Ladln S threats to US 1nterests in
Paklstan

. Similarly, in the period March 2000 through January .
2001, AIG produced only two IRs on al-Qa’ida, albeit the
aforementioned strategic ones on al-Qa’ida’s leadership
succession and operational tactics. While increased
tactical analysis responsibilities following the Cole
bombing likely explain the dearth of strategic production
during the latter part of this period, this is not the case
prior to October 2000.

* Between mid-May and late’ August 2001, AIG produced
no IRs or similar products on al-Qa’ida. As previously
mentioned, these are the months when policymakers
would likely have found useful an assessment of the

‘heightened threat reports recelved durmg the early
summer. :

- -(Sﬂ- AIG managers have indicated that current and.

 tactical support to policymakers curbed the group’s ability

to produce longer term strategic analysis. Of particular note,
AIG supported the NSC-led Counterterrorism Security
Group process, which was designed to ensure appropriate

' IC follow-up on terrorist threat reporting. As part of this,

AlG officers prepared for, and attended frequent video
teleconferences with other IC members. In spring 2001, AIG
management noted that the group’s preparation time for
NSC-sponsored meetings had more than tripled between

* 1997 and 2000 to 126.5 analyst/manager days. However,

if—after making allowances for holidays, and sick and
annual leave—one assumes that each year has 220 work

days, then the 43 analysts and managers in AIG as of the end

of 2000 worked a total of 9,460 analyst/manager days.

.Using AIG’s figures, NSC meeting preparation time .

therefore accounted for about 1 percent of the group’s
collective work time. Meanwhile, AIG analysts were also,

for a time during the Clinton Administration, producing a

]_une 2005
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daily memorandum on Bin Ladin for the NSC. Then again,
analysts in the Balkans and Arab-Israeli issues, among

~others, were producing dally situation reports around thls
time as well.

*(‘FS%EV‘N‘F’)‘TachcaI support to the Directorate . (0)(3)
of Operations (DO) also occupied a good deal of AIG analyst . -
“time. In early 2001, AIG managers noted that the average
AIG analyst was spending 30 percent of his or her time
directly supporting DO activity. In interviews conducted for
this review, AIG analysts told the Team that they spent
anywhere from 10 percent to 90 percent of their time reading
DO operations traffic. Among other things, AIG officers
commented on DO TDs, graded DO reporting, and vetted
DO threat reports, which trebled in volume between 1997 (b)(1)
and 2000, according to CTC statistics. Analysts also (b)(3)
supported the DO by participating in numerous
intelligence exchanges and helping to develop targeting
plans. AIG analysts also undertook such support as a
targeting study on al-Qa’ida WMD sites

' | Indeed, the 2000-2001
inspection of CTC found that “the consensus from AIG’s
operational counterparts in CTC is that analyst support to
operations planning continues to be one of the strengths of
the Center.” While the Team collected no comiparable
information on DO support by other DI issue groups,
information gathered during OIG inspections of various DI
offices suggests that the proportion of time AIG analysts
spent supporting the DO was 1ndeed greater than that in

other DI offlces

.—(-S‘)"AIG officers had other demands on their time as
well. Among these, AIG analysts. drafted numerous IICT (b)(1)

products (b)(3)

‘and produced country threat
assessments for senior policymakers; the latter reports
numbered 108 in 2000, according to CTC statistics. In =~
fairness, it should be noted that analysts in.DI offices also

HES/SHAORCONNOFORNA MR 254 . ~ June2005 (D))
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* had similar accounﬂspecific tasks; the Team did not attempt

to collect or calculate relevant statistics for purposes of
comparison. ' ' '

<SrThese current, tactical, and other demands also’

-imposed on AIG managers’ time, sometimes apparently

hindering their ability to review longer term papers on a
timely basis. Indeed, several AIG officers told the Team

. . during the 2000-2001 CTC inspection and during this current

review that certain AIG managers at the branch and group

level served as bottlenecks for paper review. Some

complained of managers taking months to turn around
papers, while other papers never got out. When asked in the
2000-2001 CTC inspection to identify the biggest obstacle -
facing AIG, about 30 percent of the 14 analysts who =~
answered—as well as one of the AIG managers—identified
the Group’s product review as such an obstacle.

_ .(U) Absence of a Strategic Analysis Unit

—(S7/71NF) A key reason why CTC did not conduct
much strategic analysis on Bin Ladin is that, until shortly
before 9/11, it had no protected unit devoted expressly to
research and production of such analysis, as did many of the

DI's regional offices, as well as OT1. However, the Center

had been long aware of the need for such a unit:

e TheMarch2000] [staff report suggested that CTC - DE)

“seek to insulate some analysts from daily production
_ pressures to enhance the production of in-depth
analysis” on Bin Ladin and his organization.

* Inits inspection of CTC, conducted between September
2000 and February 2001, OIG found that CTC had made
- no changes in regard to the Ereport’s '
recommendations on strategic analysis.

 Following the attack on the USS Cole in October 2000, the
DCI ordered a comprehensive review of the Intelligence
Community's reporting and assessments of the threat
environment in Yemen in the year prior to the attack.

June 2005
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The resulting report, among other things, concluded that
relatively few IC products took a longer term, more
strategic look at threat situations.

¢ Inresponse to the Cole review report, the DCI issued a
memorandum to the Executive Director, DDI, and the
- Deputy Director for Operations in early February 2001,
- requesting that CTC inform him of the actions it planned
to take to address the matter of a strategic analysis unit
- and other matters. On the memorandum, the DCI added,
- inwriting, “This is what I want to focus on—How to
build the analytical cadre in CTC so that there is a
separate strategic assessments group—whose job is to
think out of the box—to provide context.”

e In April 2001, the Chief of AIG made a presentation to
‘the DCI and DDCI on “Creating a Strategic Assessment
Capability in CTC.” This presentation noted that,
without infusion of senior analysts, it would take AIG
three to seven years to achieve results on strategic
terrorism analysis. It also indicated that, prior to
receiving the new positions and people needed to start
the branch, AIG would immediately expand the mission
- of its Transnational Terrorism Branch to include
production of strategic perspectives. That said, this
branch did not produce any strategic assessments on
al- Qa ida before 9/11.

e In May 2001, the Executlve Director sent a memorandum
to the DDI requesting that he play a central role in
building a strategic analytic capability in CTC to ensure
that the Center “gets the resources and persormel needed .
to make this happen,”

(U) CTC started up a strategic analysis unit | (b)(3)

: | in July 2001. When CTC updated the DCI on its
Analysis Enhancement Plan in late July, it noted that seven
analysts were in place in the branch, including four senior
analysts reassigned from elsewhere in the DI and a senior

- CTC analyst with long experience working on Bin Ladin.

| - | (b)(1)
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CTC had difficulty filling the branch chief position, howéver,
‘and the new chief did not come aboard until 10 September
2001. ' ' ' '

~ 5r Despite starting up the branch, it appears that
CTC had not directed this group of analysts to focus
specifically on Usama Bin Ladin or al-Qa’ida, as the various
_studies had suggested. Indeed, most of the projects that - '
| |had underway as of late July 2001 were general, : - (b)3)
+ somewhat academic, studies that cut across all terrorist | :
groups. According to the Analysis Enhancement Plan, these
projects included:

- @ Choreography of a Terroris.t Attack.
. Terrorist Counterintelligeﬁce Capabilities.
J Decapitating' Terforist Organizations.
J | Terrorist Reliance on CriminalActivi_ty.

¢ The Next Generation of Terrorist Devices and
Techniques. '

Anti-Globalists Headed for Terrorism. o
¢ Who's Who in the International Mujahidin Network.
¢ Bridging the Sunni-Shiei Divide.

It is interesting to speculate whether the paper on the

mujahedin would have spelled out the relationship between

KSM and al-Qa’ida or whether the one on terrorist

techniques might have pointed to the use of aircraft as ,

weapons,but  |had no time to. produce any of these : (b)(3)
prior to 9/11. : -
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(U) Lack of DI Guidance

(b)3)

e Inlate 1998 NESA produced | two 1mportant papers on

e OTTI'’s

$5) Senior DI management made no effort to push
production of strategic analysis on al-Qa’ida. In interviews -
for this review, several CTC and DI senior managers
confirmed that no effort existed at the DI level to pull
together a broader program of analysis on al-Qa’ida.”
Meanwhile, the DI had for several years produced longer

term, in-depth analytic papers on a variety of issues as part

of its premier| | | None of the
papers done in the years prior to 9/11, however, was on
terrorism. The lack of such papers is surprising given

that, among the relatively few papers produced during the

two-year period prior to 9/11, were two—"The Global
Heroin Threat” and “The International Crime Threat
Assessment”—that dealt with transnational issues covered
in another center, the Crime and Narcotics Center.

~«5)- Aside from some of OTI's work on al-Qa’ida
finances and a few other efforts, DI components undertook
little strategic analysis on al-Qa’ida:

al-Qa’ idd

| While
NESA analysts produced papers on other terrorism
issues, these were focused on state sponsorship of
terrorism. | told the Team that,
because al-Qa’ida was not associated with a country, it
~ was outside that office’s scope. That said, as previously
mentioned, NESA still claimed that it had the equivalent
of four full- time analysts working on al Qa’ida as of
August 2001.

‘has
collaborated successfully with numerous regional office
components on conferences and reports on various

- country-specific, regional, and global issues.
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e Although the Weapons Intelligence, Nonproliferation,

- and Arms Control Center (WINPAC) had devoted the
equivalent of nine analysts to looking at terrorism as of
August 2001, only one of these was working specifically
on al-Qa’ida. WINPAC and its predecessor
organizations produced only one paper that touched on

‘al-Qa’ida, a 1998 report on Sudanese VX nerve agent
production, evidently deferring to AIG’s CBRN Branch
-on long—term productlon

(U) Little Strateglc Analy51s Elsewhere

fSﬁ‘NF-} As the ]oint Inquiry Report makes clear, and
has been addressed elsewhere in this report (see Factual
Finding 3), the NIC undertook no NIE specifically assessing
al-Qa’ida, even though DCI Webster’s 1989 memorandum .
transferring IC counterterrorism responsibility from the NIC
to CTC reaffirmed the NIC’s continued role in producing
~ estimates on counterterrorism. Indeed, before 9/11, more -
than cursory mention of al-Qa’ida or Bin Ladin had
- appeared in only a few pre-9/11 NIC publications—the 1997
. Intelligence Community Brief (ICB) that followed up on the
1995 NIE, “The Foreign Terrorist Threat in the United
States;” the 1998-1999 NIE, “Standoff Threats to US Civil
Aviation,” which dealt with the specific terrorist threat from
shoulder-fired missiles and comparable weapons; the March
2001 Intelligence Community Assessment “Threats to the
Continuity of Government;” and the May 2001 NIE,
“Afghanistan: Implications of a Taliban “Victory.” While
the NIC's broadly publicized, unclassified assessment,
“Global Trends 2015,” made mention of a potential threat to
the UShomeland, it did not specifically refer to al-Qa’ida or
to any other terrorist group.” In mid-2001, the NIC, with
drafting assistance from CTC, began work on another
estimate on terrorism, but this paper was not published until

(V) As mentioned in the Team's discussion of Factual Finding 3, this unclassified NIC product
focused on a wide array of future demographic, economic, political, and other concerns. The
discussions on terrorism account for a few paragraphs in this long study

| - . FopsEcrez EENOY
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- after 9/11. As stated in Factual Finding 3, the Team heard

- several reasons for the delay in revisiting a broad NIE on the
terrorist threat, including that no National Intelligence |
Officer (NIO) maintained counterterrorism as his or her chief
area of concentration and that no policymaker had requested

~such a study. Nonetheless, the delay in initiating another
NIC estimative product focusing on this issue is striking,
considering the major terrorist incidents that had occurred
after 1997 and the limited two-year outlook of the 1997 ICB.

S/NF> While an NIE may not necessarily have -
broken new ground analytically on al-Qa’ida, as with most
estimates it could have pulled together an IC consensus and
raised policymaker awareness. Of greater importance, an

- NIE could have laid out in strategic terms the threat
(b)(7)d) Bin Ladin and al-Qa’ida posed,| |
_ S It also could
- have reminded policymakers of the threat of Bin Ladin’s
1998 fatwa. Moreover, such a paper most likely would have
brought together information and analysis on the
organization’s tactics, weapons, leadership, finances,
communications, recruitment, appeal, and relations with
regional governments. No published NIE, DI, or CTC paper
. ever did this prior to 9/11. :

‘ +5/NE) In reviewing the Team'’s discussion on the
lack of an estimate (See Systemic Finding 2), the former DCI
notes that, “...after 1997, senior policymakers in the previous
‘Administration, including the President and Secretaries of
State and Defense, the Attorney General, the Director of the
FBI and the National Security Advisor, became so deeply

- and personally involved in counterterrorism issues that

- another estimate would have added little to what they
already understood.” He goes on to say, however, that, “In
terms of the current Administration, I believe it would have
been helpful at the beginning of the Administration to have
produced a comprehensive estimate on al-Qa’ida. An NIE
would have provided useful background as we engaged the
incoming national schrity team on terrorism.... However,
it is problematic at best to know whether strategic protective
actions would have been taken to minimize the threat, given

- our previous experience with the estimates in the mid-1990s,

-'PGP—S-EGRE&:; | S BN () §))
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and the limited time available to the new Administration .
before 11 September.” '

(b)(1)
(b)(3)

" (U) Other Analytic Issues in the Finding |

(U) As mentioned, the Joint Inquiry Report also
addresses other issues in the finding, notably the lack of
respect for analysis shown by operations officers, inadequate
information sharing with analysts outside the Agency, and
the US Government's overreliance on its own analysts.

(U Operations View of Analysis

‘ +&)- Despite the operations support that AIG
provided and the overall strong relationship between
operations and analysis in the Center as a whole, many UBL-
focused operational officers in CTC indicated they either

: | : . TOPSECREF B (b)(1)
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ignored AIG analysis or found it of little use. When the

Team asked how acce531ble and how helpful AIG analysis

was to UBL Station,® one-third of the 24 Station officers who
responded termed this analysis not useful, untlmely, or

wrong; another third said they never saw the analytic

product.” Indeed, a number of Station officers said they

relied on their own analysis, and several said that the IC’s

real expertise on Bin Ladin was in the Station, not AIG. In

the 2000 inspection of CTC, indicated (b)(7)(d)
that DO officers’ suspicion of analysis was the biggest . :
-obstacle that the Group faced. The apparent lack of

communication between UBL Station and AIG regarding the

former COS’s in-depth work on Bin Ladin is another

indication of the dlsconnect between the two groups.

: = Regardless, the Joint Inquiry Report’s sole piece
of evidence for its assertion that the DO gave no weight to
analytic opinion is that some operations officers told the

* Inquiry that they did not like to take direction from the

“ladies from the Directorate of Intelligence.” Team research
and discussions with members of the Joint Inquiry Staff
suggest that these referenced ladies were actually then-

“current and former DI officers serving in UBL Station. The
problems some DO officers had with these DI officers who
were serving as operations officers is therefore not a valid
example of the DO’s consideration of analytic opinion but

- rather of internal CTC management and resource utilization

issues.
~(U) Information Sharing

{€) The Joint Inquiry states that analysts outside the
Agency, such as at DIA, did not have access to CIA
‘operations traffic and other CIA-origin information.
~ However, the Team's research shows that officers from DIA,
FAA,NSA, and other organizations who were on detail to

~(b)(1)
(b)(3)

| TOPSECREF i | , e
- ‘HES/SHORCONNOFORN/MR .. 262 June 2005 - (0)E)

Approved for Release: 2015/03/19 C06184107



Approved for Release: 2015/03/19 C06184107

OIG Report on CIA Accountability FOP-SEEREF, (b)(1)
With Respect to the 9/11 Attacks HES/SHORECONNOFORN/AVR (b)(3)

CTC or the IICT did have access to this material. The Team
addresses the issue of information sharmg in Systemic
Fmdlng 9. : :

(U) Reliance on Government Analysts

«S)- The Joint Inquiry also says that the US
Government relied too heavily on its own analysts for
counterterrorism analysis. The Team believes any question
of accountability for this aspect of the finding lies-with the
policymakers rather than with the IC. Nonetheless, the

. Team notes that an examination of pre-9/11 back issues of
. “Terrorism and Political Violence,” one of the premier
- academic journals on terrorism, shows several articles
focusing on such organizations as the Irish Republican Army
and Aum Shimrikyo—and even on animal rights groups—
but none on al-Qa’ida. In addition, the author of Through
.Our Enemies Eyes notes that the body of work on Bin Ladin
by Western academics and political analysts was sparse
before 9/11. This suggests that al-Qa’ida was not a major
focus of pre-9/11 academic analysis, likely because of the
~ same issues involving access to information on the group
that made it a hard intelligence target; thus, academia and
think tanks did not offer policymakers much in the way of
umque analytlc insight on the topic before 9/11.

(U) Implications

4 The Team finds no basis on which to conclude
that more strategic analysis on the part of AIG, particularly
on the al-Qa’ida topics that CTC did not address prior to
9/11, would have necessarily led analysts or intélligence
consumers to predict the events of 9/11; it nonetheless

believes such analysis would have had an impact:

¢ Inparticular—as AIG,anaiysts told the Team c_lufing the
2000-2001 inspection of CTC—such analysis could enable
them to predict terrorists’ patterns of behavior or

| o | | —T@P—SEGRE% (b))
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- operational practices, allowing the Center’s operational
components to “get ahead of the target.”

e By putting threat Warmngs in context and providing a-
- more complete picture of al-Qa’ida, increased strategic
“analysis would also have heightened policymaker
awareness and provided a more complete understandlng
of the threat.

e Pulling together a broad assessment on al-Qa’ida—either

- in the form of an'NIE, an Intelligence Report, or some
other vehicle—in late 2000 or early 2001 would have put
the organization’s overall threat in better context for the
incoming Administration.

o Creative, out-of-the-box thinking could have led
counterterrorism analysts to.consider previously
unexamined ideas. Indeed, broader strategic analysis of
terrorist tactics might have pieced together the available
information on terrorist use of aircraft as weapons. A
broader overall assessment on al-Qa’ida might have
involved a closer look at Khalid Shaykh Muhammad'’s

links to al-Qa’ida and the potential danger that he posed.

) Accountability

-(G-)— On the issues of adequacy and quahflcatlons of
' analytlc resources, the Team sees no question of
accountability. The Team has not seen definitive evidence
that the Agency lacked the personnel resources needed to
conduct overall al-Qa’ida analysis, and the Team assesses
 that CTC and others had taken steps immediately prior to
.9/11 to ensure that counterterrorism analysts were
appropriately quahfled

<51 Inregard to strategic analysis on al-Qa’ida, ‘
‘however, the Team concludes that AIG missed opportunities
to provide comprehensive strategic assessmerits on such key
topics as the overall strategic threat posed by al-Qa’ida,
Bin Ladin as-an individual, placing in context the threat
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reporting from the spring and summer of 2001, actual and

- potential al-Qa’ida tactics, and the United States as a target.

The absence of the last of these is espec1ally notable in view
of the fundamental and original mission of the CIA. While
the Team acknowledges that AIG officers were engaged in
many mandatory and/or useful analytic and other activities,
it nonetheless echoes the findings of both the Joint Inquiry
and the Joint Commission that comprehensive, strategic
analysis would have been valuable and should have been
undertaken. Comprehensive assessments would have been -
especially beneficial for policymakers in the new
Administration in early 2001. The Team assesses that| |

B were respohsible for these lapses.

-@S)- However, while CTC managers did not ensure
production of these comprehensive analytic assessments,
there are several mitigating factors: :

(b)(3)

e Inregard to broader assessments on al-Qa‘ida, Bin Ladin, -

or the United States as a target, AIG and other analytic .
units addressed many aspects of these issues in several
more narrowly focused strategic papers and other
analytic products. Given analytic resource.
considerations and other policymaker demands, the

‘Team has not determined that the decisions to cover _

- these issues in this manner were unreasonable at the
time. S '

* Similarly, although CTC analysts undertook no
comprehensive assessment on the threats received
during the spring and summer of 2001, as the Team notes
in Factual Finding 2, they nonetheless kept policymakers
informed of the general threat—and placed itin
context—in current intelligence pieces, warning
products, and briefings.

| Accor'dingly, the Team does not recommend that an
~-Accountability Board review the performance of these

offlcers

June 2005
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responsible for failing to ’
" produce a,\ \product focusing on the terrorist (0)(7)(c)
threat to the United States. The Team does not recommend
that an Accountability Board review the performance of the ‘ b)(7
‘prod_uced other relevant papers BX7)C)
during the 1997-2001 period that included information on
the al-Qa’ida t_hreat‘ (b)(7)(c)
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(U) SYSTEMIC FINDING 6: INADEQUATE FOREIGN
LANGUAGE CAPABILITIES |

(U) Systermc Fmdmg 6 of the Joint Inquiry (JI) report
states that, “Prior to September 11, the Intelligence
Community was not prepared to handle the challenge it
faced in translating the volumes of foreign language
counterterrorism intelligence it collected. Agencies within
the Intelligence Community experienced backlogs in
material awaiting translation, a shortage of language
specialists and language-qualified field officers, and a
readiness level of only 30 percent in the most critical
terrorism-related languages e

«&+ANE- In further dlscussmn the JI report notes
that the shortage of language specialists qualified to process
large amounts of foreign language data in general, and
Arabic in particular, was one of the most serious issues

-limiting the ability of the Intelligence Cornmumty (IC) to
assess and report on terrorist activities in a timely fashion. It
notes that analyzing, processing, translating, and réporting

- al-Qa’ida-related| communications require
high levels of language and target knowledge expertise. The
large number of communicants whose native origins cover
all of the major Arabic dialects, combined with their use of
idiom, slang, cover terms, insider references, along with
misspellings and typographical errors, make this analysis
linguistically and analytically difficuit. '

<€/ To support its finding, the JI cites testimony
by the Director of the CIA University Language Institute -
that, before 11 September 2001 (9/11), the Agency had an
-adequate number of Arabic speakers in the field but could
not surge to fight a worldwide war on terrorism and .

** (U) The Team did not address the issue of readiness level, as the report’s narrative on this

~ issue applies only to the National Security Agency. In addition, the Team did not address the
‘post 9/11 language inadequacies that the report covers, considering these to be beyond the

Team s mandate.

- | FOPSECREF (b)(1)
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simultaneously conduct traditional agent recruitment and
intelligence collection mission.  Nor did the Agency have a
strategic plan on linguistic skills.

(U) Assessment of Joint Inquiry’s Findings

(N~ The Office of Inspector General (OIG)9/11
Review Team agrees in part with the JI assessment that the
CIA:

e Lacked an adequate strategy to deal with language
capabilities-

e Was 1ll-prepared to handle the Challenges of efﬁmently
- and accurately translating volumes of foreigh language
data in support of the mission, especially in times of
crisis. The Team uncovered no evidence, however, that
translators missed any critical warning of terrorist -
actions.

We have contradictory information on the Agency’s ability
to deal with a perceived chronic shortage of skilled language
spec1ahsts :

(U) Lack of an Agency 'Language Policy

+5/NFr- Language capabilfty has long been key to
the CIA’s foreign intelligence mission. Language skills are

critical for translating and assessing foreign-language data
collected both clandestinely and overtly, recruiting and
handling agents, working with liaison services, dealing with
walk-ins and conducting debriefings, supportmg technical
and covert action operations overseas, and fully
understanding the cultures involved in political and
leadership analysis. The inability to deal in the local
language may restrict a station’s asset pool, limit both liaison

TOPSECREF | | o - (b)(1)
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and unilateral operations, and make a station more
dependent on liaison in pursulng its mission.

-(-Sﬁ‘N-Fﬂ- Hlstorlcally, the CIA has recogmzed the
need to motivate and reward officers to developand
maintain language skllls, but Agency-wide attempts to deal
with the language issue have yielded unimpressive results: .

e In the 1970s, CIA established the Language Development
Program, which provided language instruction and
broad policies on requirements, testing, and proficiency.
Responsibility for the program lay with the Deputy
Directors, several other senior officials, and the Agency’s

B ' T’@P—SE@RE-&E[ ] (b)(1)
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Language Development Committee. However, no senior

- officer was in charge of the overall program; despite a
requirement for an annual Agency progress report, the
Team uncovered no ev1dence that any had been
produced.

‘e In 1979, the Agency introduced the Language Incentive
Program (LIP), which provided monetary rewards to
officers who tested at various levels of expertise or who
used language skills in their jobs.'® In January 1996, a

 task force recommended modification of the LIP to
encourage learning those languages critical to the
Agency’s mission and to provide monetary awards for
demonstrated professional use of the language.
According to CIA University data, however, two- thirds
of students who complete language training do not
return for testing, suggesting that they have little
confidence in their abilities or limited incentive to do so,
- despite the LIP,

e Alsoin 1979, the National Academy'of Public | ,
- Administration, a congressionally chartered nonprofit

corporation, studied CIA language capabilities and called -

for a comprehensive program to identify languages
required to support the mission; resources to recruit
officers who could develop and maintain these skills; and
leadership to address broad language program issues.
The Agency undertook no.program to follow up on these
recommendations, however. ;

() Awards could be for achievement, use, or maintenance. Individual components
" determined which positions qualified for LIP awards.
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~«5/-In general, the Agency has deferred the
language-development issue to its directorates, expecting -
each to deal with its own specific needs:

e In April 2001, the Directorate of Operations (DO)
established a Language Training Group, which
recommended that the Deputy Director for Operations
(DDO) appoint a senior officer to develop a framework
for DO language policy, evaluate language development
needs across the directorate, coordinate language
development plans and policies with other directorates
and training entities, and represent the DO’s language
interests to the IC. It was not until June 2003, however
that the DO formally promulgated these
recommendations as part of the DCI Strategic Plan for
Language.

. | R . TOPSECRET (b)(1)
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e The Directorate of Intelligence (DI) Strategic Plan of 1996
identified language skills that would be required by 2000,
including a critical need for Farsi and other languages.
In 1997, however, the DI rescinded its formal language
policy: In 1999, the DI Council on Intelligence
Occupations concluded that knowledge of a foreign
language was an important part of expertise
development for certain analytic sub-occupations, such
as country/regional political analysts, rather than a core

‘capability for all analysts. Similarly, the DI did not make
language capability an explicit requirement for
membership in the Senior Analytical Service when it
inaugurated that program in January 2000. Although the
DI continued to participate in the LIP, a comparison of
LIP awards to DI and DO officers shows far less paid,
proportionately, to DI officers; this presumably reflects
both the fact that fewer employees were positioned to/
take advantage of this program and the lack of consensus
on its value. "

&N The information we have collected on
resources, specifically the issue of whether or not resources
dedicated to language training and translation declined o
during the 1990s, is contradictory. There was an overall
decline in Agency resources during this period, as well as a
decline in resources dedicated to training. We believe, but
cannot demonstrate, that funding for language training also
declined. Nor can we demonstrate the impact of such a
decline on language programs and the Agency’s language
capability.

«5ANE) By Fiscal Year (FY) 1992, all Office of
Training and Education (OTE) funds were in a precipitous
decline. In September 1998, as part of the effort to
determine whether or not training should become part of the
Agency’s Working Capital Fund (WCF), OTE’s Language
Training Division (LTD) reviewed the CIA’s language
program, scrutinizing the quality of language instruction
and seeking to eliminate unnecessary overhead. LTD sought

* (U) OTE was the Agency’s trammg body prior to the creation of CIA University in February
2002. :
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to protect instructional capability.in core hard-target-

associated languages—particularly Arabic, Chinese, Farsi,

Korean, and Russian; it had difficulty finding instructors for
~ these languages, however, because OTE had no systematic-

recruiting procedures for language instructors and could not

(b)(1) - - pay salaries beyond a certain threshold. LTD’s nonpersonal
(b)(3) ' o services (NPS) training budget dropped from million in
| . - FY1998tg inFY 1999, increasedto|  |million in

FY 2000, then droppedto. in FY 2001." ‘Faced with
the prospect of increased costs because of the anticipated
movement of the language program into the WCF, a number
of DO and DI managers, whose officers comprised most of
LTD’s customer base, examined their requirements and
opted to use commercial language schools.

S/ Despite the budgetary roller coaster, CIA
University officials state that they gerierally met Agency
demands for language training.”” They told us that, until -
2001, the number of students planning for overseas
assignments and enrolled in full-time language training

remained constant.|

|OTE was
able to increase staff positions by 40 percent after a hiring
~ freeze was lifted in April 2001.

. =5/NF The Foreign Broadcast Information Service
(FBIS)—the Directorate of Science and Technology (DS&T)

(b)(1)
(b)(3)

_"’(’ (U) Ultimately, language training did not become part of the WCF. '
"“4€)-The CIA University officials noted that the Language Institute often could not meet
requests for customized training in cases in which students had existing proficiency or had

schedules that conflicted with established Language Institute schedules.
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office that collects, translates, and analyzes foreign media—
also was dealing with the general CIA downsizing: In1996,
top Agency managers determined that FBIS had not
implemented enough cuts and ordered it to undergo larger

- budget reductions. Between 1996 and 1999, FBIS’s budget.
had declined by 33 percent and 86 positions had been cut. It
is unclear how many of the 86 positions included staff
linguists or if linguists filling those positions were absorbed
by other Agency offices. In addition, while the OIG FBIS
Inspection of 2000 noted that FBIS funds had not been
protected, FBIS did receive additional non-personal services

- funds for technological development and to underwrite
some of its downsizing costs. Moreover, FBIS benefited
from counterterrorism supplemental funds and, in FY 1997,
a $3 million add back. Furthermore, throtighout this period,
the FBIS budget remained a constant percent of the DS&T
budget. Although the OIG Inspection found that many FBIS
employees believed senior managers had not done enough
to protect the FBIS core mission, the 9/11 Team did not find
any objective data on the level of effort by FBIS or senior
DS&T managers to ensure that FBIS rece1ved sufficient
resources.

(U) Shortfalls in Language-C'apab'le CIA Officers

“&/ANFr The Team was unable to obtain usable data
on the number of language-capable staff officers or on the
number of such officers deemed necessary to meet job -
requirements. In the case of the former, the CIA has no
accurate Agency-wide database of officers claiming -
language capability. While CIA University’s LTD maintains
a database of employees who submit to language testing in
three skill areas—reading, speaking, and understanding—
the University managers believe, and Agency studies have

- shown, that these data underestimate the number of .
employees with language ability, as many employees do not
test regularly. While some Agency components have tried
to determine how many linguists or language-qualified .
officers would be needed in any given year, no

‘ comprehenswe, Agency-wide attempt to quantify this need
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has been undertaken. Several Agency studies over the years
have reviewed the CIA’s position regarding its cadre of
language-capable officers, with an eye to perceived current
and future shortfalls, however.

: (AN Varlous studies have indicated that the CIA
lacked or would soon lack adequate numbers of language-
- qualified officers:

e A19%4 Agency—wide study of critical languages projected -
significant shortfalls in Arabic, Farsi, Turkish, and
several other languages. It is not clear what data were
used in this study, however

® A 1995 survey of current CIA critical foreign language
' resources, conducted by the LIP Task Force, reportedly

showed shortfalls in the same critical languages
identified in the 1994 study, particularly at the
intermediate and advanced proficiency levels.
According to this survey, the “early out” retirement
program had resulted in the departure of officers with

- language capabilities, including 25 with Arabic and three
with Farsi. Although the Task Force’s recommendations
focused on restructuring the Language Maintenance
Award criteria to be more closely aligned with PDD-35

- and subsequent directives, one recommendation was that
components annually designate and update their
language use positions. These data were to be provided
to OTE. The OIG Report on Foreign Language in the
Agency of June 2001 recommended a zero-based review,
especially in the DO, of all overseas positions to identify
current and future language proficiency requirements,
suggesting that the data components had been providing,
despite the LIP Task Force recommendatlon were
inadequate. :

e In 1999, the DO Language Standards Working Group,
perceiving weaknesses in the Agency’s language
resources, suggested a review of the assignments process
as a means to change the situation.

June 2005
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e In 1999, an OIG Inspection Report of the Clandestine
Information Technology Office (CITO), the joint DO-
DS&T ofﬁce that targeted information systems from 1996

10 2000, noted that processing voluminous foreign
- language data collected from computers would require a
major investment in foreign language translators,
‘suggesting a need to acquire additional linguists to
- provide timely translations.

* The OIG Inspection of the Agency’s Foreign Language
' -Capabilities, issued in June 2001, echoed previous studies

that had warned of expected increased demands for
foreign language capabilities and had stated that the
Agency was not prepared to meet those demands. The
Report also confirmed serious shortfalls at the Agency in
specific languages, but noted that OIG survey data
showed the Agency population evenly divided on
whether or not the Agency had adequate language skills.

<€77NF Within CIA, the level of effort exerted to

increase the pool of language-qualified officers varied by
office and by directorate. Despite a 1987 study by an Agency
econometrician that found no statistically significant
correlation between the LIP and language capabilities, most
Agency offices continued to rely on the LIP to achieve their
goals. However, some components attempted other means,
such as targeted recruitments of new hires, to reverse the

 downward trend. Impeding their efforts was a climate of
budget cuts and shrinking programs.

57NF> The challenge was greatest within the DO,

which relies on language-capable officers to conduct its

. business in the field. Indeed, the Director of the CIA

" University Language Institute and three Counterterrorist
Center (CTC) officers, who regularly traveled overseas to
support stations, observed that the DO did not have enough

- Arabic-qualified officers in the field to interview assets,

- debrief walk-ins, or support technical operations on
demand. Staff officers with native linguistic skills for certain

HEANE- CITO's fuinctions were mcorporated mto the DO/ Informatlon Operatlons Center in
August 2000. : '
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hard-target languages, such as Arabic, were at a premium.
CIA University test data from 1998 to 2001 indicate that 85
DO officers were considered Arabic-language qualified
(testing at a level two in two out of three skills.)"” The Team

‘had no way to assess how many Arabic-qualified officers the

DO needs to perform its mission, however.

(ST Despite concerns that inappropriate follow-
on assignments for language-qualified officers have had a

" negative impact on Agency language capabilities,” the

Team found that, overall, the Agency has done a good job
assigning these officers to positions where they can improve
their language skills. Almost 90 percent of the 34 officers
whose records we reviewed, who had completed full- or
part-time Agency-sponsored Arabic language training, were
sent to countries where they could further develop their
linguistic skills.

-(-S#N-F—)— CTC experienced the same pressures
regardmg language-qualified officers as the rest of the DO.
'In 1997, the Center justified a planned i increase of 60 people
because its operations elements were short of language-
skilled journeymen-level case officers. A former Chief/CTC.
told the Joint Inquiry that the Center placed a heavy
emphasis on hiring people with the right language skills,
and a CTC briefing to the House Permanent Select

Committee on Intelligence in August 2001 asserted that CTC |

officers were being provided appropriate language training.

545 The Team received conflicting data on the
language capabilities of officers in the Assessments and
Information Group (AIG)—CTC’s analytic unit. On the one
hand, Chief/ AIG told the Joint Inquiry that, before 9/11,
about one-third of AIG analysts had a foreign language at
‘the three level or higher. CIA University test data show,

however, that only eight of the 49 AIG officers in analytical

positions immediately prior to 9/11 had tested at the three
level in at least one of three skills, and that only four of these

% 4Sy Between 1998 and 2001, only 15 (or 11 percent) of the Agency’s 138 Arabic language-
qualified officers tested at the expert to native level (four or five).-

"™ 4&)- This perception was noted in the 1999 DO Language Standards Working Group, the OIG
Language Inspection of 2001, and 9/11 Team interviews with various officers.

~ June 2005
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had current test scores.” As of 2001, AIG had no analysts

~ with current level three or up in Arabic. However, the Team
is aware of several Arabic-qualified officers in AIG who
appear to have continued to maintain and use their Arabic
but who had not undergone current testing. '

'_ {E/ANF FBIS also was experiencing some shortfalls
in language-capable officers during the last half of the 1990s.
As mentioned earlier, the Service lost 86 positions between
1996 and 1999. Although the number of FBIS officers who ‘
received Arabic language use pay increased | (b)(1) .

| lin 2000, the number of slots for foreign national (b)(3)
monitors providing Arabic translations in the FBIS overseas

bureaus declined| lin 2000, -~ (b)(1)
| Overall (b))

payments, including salaries and benefits, to all forei '
national monitors, not just Arabists, dropped - (b)(1)
| (b)(3)

Meanwhile, FBIS payments to independent contractors

~ remained between $5 million and $6 million during the
period, according to information collected during the OIG .

~ inspection of FBIS in 2000. '

/AP It is unclear how these cuts affected FBIS’s
ability to translate Arabic or other languages relevant to the
terrorist target. On the one hand, FBIS production statistics
for those bureaus doing Arabic translations indicate that
output increased from 1.1 million words per month in 1997
to 1.4 million words per monith in 2000. On the other hand,
during the OIG inspection of FBIS in 2000, staff employees
voiced concern that the Service was changing its collection
priorities and that a gain in quantity was resulting in a loss
of quality. '

7! (U) Test scores at native proficiency (level five) are valid for six years; all other scores are valid
- . for three years. : '
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U) Backlog of Untranslated Material

- {&A Team interviews and additional research-
confirm that the Agency routinely experienced backlogs of
materials requiring translation, although actual data on such
backlogs are unavailable. That said, some units in CIA were
undertaking sometimes- successful efforts to address the
backlogs.

-(%LN-F)- Previous OIG reports as well as-our

interviews reveal that data recovered from clandestine
operations have taken months or longer to process fully.
According to Arabic linguists who support such operations,
collected data are “triaged” according to priority, leaving a
considerable amount of information unexploited. CITO
collected large amounts of information from its overseas
operations but did not have the linguistic expertise to exploit
the material. Although the Team was unable to measure the

~ impact of these backlogs, it did not find that critical -
information about impending terrorist attacks was

- overlooked. -

(U) Because of the volumes of untranslated
terrorism-related documents it had in its possession, CTC set
up the Translation Transcription Unit, later renamed the

- Language Exploitation Branch (LEB), in1995. CTC staffed
LEB with native linguists—including Arabic-, Dari-, Farsi-, -
Pashtu-, Turkish-, and Urdu-speakers—whom it recruited as
independent contractors and trained as intelligence officers.
CTC senior management sustained its commitment to LEB,
enabling the Branch to increase its Arabic linguists from six
in'1996 to 13 in 2000. By November 2000, LEB had 35

~linguists fluent in 19 languages; for Arabic, LEB officers
covered eight dialects. In addition, OTE Arabic and Farsi
instructors served as a surge resource for LEB. CTC officers’
highly valued the expertise of LEB linguists, who were in
constant demand to travel in support of other US
Government agencies and CIA field stations. In 1999, for
example, LEB linguists worked one weekend supporting the

- National Transportation Safety Board, the Federal Bureau of

- ' FOP-SEERET | | (b)(1)
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Investigation, and Egyptlan officials in translatmg the Egypt
Air 900 cockplt voice recorder

(U) LEB worked hard to address per1od1c surges in
untranslated materials. In early 2000, for example, the unit
formed the Interagency Document Exploitation Task Force™
to handle clandestinely acquired terrorist-related
documents. According to a CTC spot commentary from the
time, that Task Force worked more than 1,500 man-hours in
three weeks to process 40,000 pages of captured computer
material; provided a cursory review for leads on imminent
threats; and forwarded the material to LEB personnel for
further and more detailed linguistic exploitation.

{5773 Nonetheless, backlogs in hard- target
language translation requests remained. Available statistics
and responses compiled in 2004 from seven of the linguists -
employed before 9/11 reveal that LEB had to cope with
almost triple the number of translation requests between
1996 and 2000. For Arabic translations, material would be
triaged with the expectation that it would receive a second
look and a more complete translation later. Translators tried
to surge according to demand, but secondary reviews .
languished on occasion. -

- 4S7NF)- FBIS also is called upon in times of surge.

that FBIS seemed increasingly unable to respond -

quickly to time-sensitive requests for translation.

' (U) The Task Force included personnel from DoD, NSA, the FBL and CIA.
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(U) Implications

AN Although the Team found a lack of an
Agency-wide language strategy before 9/11, it could not
find any definitive indication that limited language
~ capabilities or limited numbers of language-qualified

officers had a demonstrably negative impact on the
Agency’s handling of the counterterrorism target. We were -
‘hindered in this assessment by a lack of quantifiable data,
especially the absence of an Agency-wide database of
language capabilities. Such data are necessary for the
Agency to assess its weaknesses and formulate a strategy to
-address current capabilities and projected shortfalls.

{5/ANF) Before 9/11, as we also note in Systemic
Finding 11, 95 percent of the information CTC relied on to
disrupt terrorist activities came from walk-ins. In order to
vet these walk-ins in their own language in a timely manner,
the Agency required language-qualified officers. The Team
has no objective evidence to determine whether or not the

- Agency had “adequate” numbers of qualified officers in
hard-target languages to conduct its business. Nor can the
Team assess whether or not opportunities were lost in
collecting foreign intelligence or assisting in covert action
because of an inability to quickly surge language-qualified
officers. Therefore, we can neither agree nor disagree with |
the JT on the sufficiency of language-qualified officers to
support the Agency’s mission. Nor can we objectively assess

- whether or not vital information was missed because such

~ information was not translated in a timely fashion. '

(U) Acéoﬁntability

~€77NFr For over 20 years, CIA failed to develop
and implement an Agency-wide strategy to address foreign
language capabilities in spite of numerous studies calling
upon the Agency to do so. Whatever the reason—the
actions of individual components or individuals; lack of
evidence; or sheer chance—the Team did not find that the
- lack of such a strategy had a negative impact on the waron -

| , FOP-SECREF | (b)(1)
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terrorism. Therefore, the Team does not make any
recommendatlons with respect to accountability.
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(U) SYSTEMIC FINDING 7: COMPUTER
EXPLOITATION
(b)(1) _
(b)(3) ' : oo ‘ :
: 5 | Systemic Finding 7 of the Joint

Inquiry (JI) report states that, “Prior to September 11, the
Intelligence Community’s ability to produce significant and
‘timely signals intelligence on counterterrorism was limited
by NSA'’s failure to implement e-mail and computer
exploitation capabilities aggressively, continuing conflict
between Intelligence Community agencies, NSA’s cautious
approach to any collection of intelligence relating to -
activities in the United States, and insufficient collaboration

_between NSA and the FBI regarding the potential for
terrorist attacks within the United States.”

- gs/

The report states that CIA perceived NSA as
wanting to control technology deploymentand -~ (b)(1)
_development while NSA was concerned that CIA was (b)(3)
-conducting NSA-type operations. It observes that, “no less
than seven executive-level memoranda (including one from
the President) were issued in attempts to delineate CIA and
NSA responsibilities in this collection area.”” The JI further
notes that NSA’s Chief of Data Acquisition stated that this
was an issue during his entire three-year tour, but that the
Chief of the NSA Signals Intelligence Directorate indicated
the situation was improving as ev1denced by the executive
memorandums.

- (U) Assessment of Finding and Diséussion

| £S5, ANF) The 9/11 Review Team ~(b)(1)
agrees with the portion of this flndmg that refers to the, - (D))

"~ "~ (U) The Team addresses these memoranda in its discussion of Systemic Findirig 4.
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“continuing conflict between Intelligence Community

agencies,” as it applies to CIA and NSA,
(b)(1)
(b)(3)
The Team covers
the problematic nature of the relationship between CIA and
NSA
| (b)(1)
\in its , . (b)3) -
treatment of Systemic Finding 4. As noted in our treatment '
of that finding, various written communiqués between.
senior leaders of CIA and NSA, as well as a Presidential -
memorandum, sought to clarify authorities b)(1)
| (b)3) - -
(b)(1)
(b)(3)
(b)(1)
(b)(3)
(b)(7)(d)
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(U) Accountability

<€) The Team has subsumed accountablhty for thls
issue under Systemic Finding 4.
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(U) SYSTEMIC FINDIN G 9: INFORMATION
SHARING WITHIN THE INTELLIGEN CE
COMMUNITY |

(U) Systemic Finding 9 of the Joint Inquiry (JI) report
states that, “The US Government does not presently bring -
together in one place all terrorism-related information from
all sources. While CTC does manage overseas operations
and has access to most Intelligence Community information,
it does not collect terrorism-related information from all
sources, domestic and foreign. Within the Intelligence
Community, agencies did not adequately share relevant
counterterrorism information, prior to September 11. This
breakdown in communications was the result of a number of
factors, including differences in the agencies’ missions, legal
authorities, and cultures. Information was not sufficiently
shared, not only between different Intelligence Community

) agencies, but also within individual agencies, and between
- - theintelligence and the law enforcement agencies.”

-(U) The report’s accompanying narrative goes on to -
say that each of the principal collectors and analyzers of
counterterrorism intelligence in the Intelligence Community
(IC) has its own distinct mission, legal authorities and
restraints, and culture, and that these factors often hinder
collaboration and willingness to share information. The
report indicates that agencies still act too often and at too
many levels as a loose collection of entities. It says that, even
after the first World Trade Center attack in 1993, the
Millennium plot, and attacks against US embassies in East
Africa, the Federal Bureau of Investigation (FBI), the
National Security Agency (NSA), and CIA undertook little
sustainedeffort to work together to collect and share
information about contacts between foreign persons in the

'United States and abroad. The Joint Inquiry states that,
while NSA routinely transmitted its finished intelligence
electronically into Counterterrorist Center (CTC) databases,
this was not the case with the FBI's domestically collected
information. :

' FOPSEEREF | | o ‘ © (b)(1)
- HES/SH/ORCONNOFORN/MR 286 - June 2005 - (b)(3)-

Approved for Release: 2015/03/19 C06184107



Approved for Release: 2015/03/19 C06184107

OIG Report on CIA Accountability R :FGP-S-EG-R-E-"H | o (b)(1)
With Respect to the 9/11 Attacks HES/SH-+ORCONNOFORNAMR- (b)3)

(U) The JI report indicates that several factors-
hampered the FBI's sharing of information with the CIA.
The Acting Chief of the FBI's Radical Fundamentalist Unit .
said that, before 11 September 2001 (9/11), the FBI would
think to provide CIA with information obtained through the -
Foreign Intelligence Surveillance Act (FISA) only when it
was also passing that information to a foreign government.

- Moreover, legal concerns relating to traditional separation
between law enforcement and intelligence operations
* hindered sharing of operations; the FBI typically used FISA
information only in connection with cases for which that
" information was obtained and did not routinely disseminate
it within the FBI or to other IC members. Finally, poor FBI
information technology reduced. mformatlon sharing.

- (U) Culture and policy issues also limited the extent
to which CIA shared counterterrorism information within
the IC, according to the JI report. Most Agency officers did
not focus on the domestic terrorism front, viewing it as an
FBI rather than a CIA mission, and this accounted for some
information-sharing problems. At times, the report says, the
CIA ignored threat activity linked to the United States, .

-focusing on radical activity overseas. One CIA officer told
the JI that he did not consider the reported travel of two
suspected al-Qa’ida associates—later to become 9/11
hijackers—to Los Angeles to be important and that he was
interested only in their connectlon to Yemen.

(U) The JI's discussion of this find'ing also returns to
its assessment of| covered in Factual (b)(3)
Finding 5b. The report indicates that: ' ’

- ® Onat least three occasions between January 2000 and
August 2001, the CIA failed to recommend future
hijackers Nawaf al-Hazmi and Khalid al-Mihdhar for -
watchlisting. It notes that the Director of Central
Intelligence (DCI) acknowledged in his testimony that
CIA was not sufficiently focused on advising the State
Department to watchlist all terrorist operatives,

| | R TFOP-SECREF (b)(1)
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attributing this to ”uneven practices, bad training, and a
lack of redundancy

 The CIA failed to notify the FBI about al-Mihdhar’s US
visa and al-Hazmi’s travel to the United States. The JI
refers to the CIA employee who spoke to two FBI officers
in January 2000 about al-Mihdhar’s activities in Malaysia
' but did not tell them about al-Mihdhar’s US visa.

e CIA did not provide the Malaysia meetingz (b)(3)
cables to all-source analysts outside the CIA, even : ’
though at least two dozen of these cables contained
information of value to such analysts. The Defense
Intelligence Agency (DIA) identified four leads thatit =
says its terrorism analysts could have pursued in early.

2000 and one in December 2000 had it received the
information. The report also states that, had DIA
received three key operational cables in August 2001, it
could have taken action concerning the Malaysia
meeting, Moussaoui, al-Mihdhar, and al-Hazmi.

- (U) The JI asserts that CIA is concerned that access to
cables would place its sources and methods at risk. Most
analytic personnel recognize this concern, however, and
profess not to want operational details or information about
sources and methods. These analysts see information of

' potential significance embedded in the raw data, and believe
- CIA filters out many intelligence nuggets before they receive
- ~ the information. CIA has recognized the value of these data
by integrating its own counterterrorism analysts into CTC,
~ where they are supposed to have full access to raw traffic.

(U) The Joint Inquiry asserts that longstanding IC
efforts to protect sources and methods have also limited
disclosures to criminal investigators and prosecutors so as to
avoid having intelligence become entangled in criminal
prosecutions. It states that, in deference to those kinds of
restrictions, CIA did not provide the FBI New York Field _
Office agents who were investigating the USS Cole bombing
information regarding the al-Qa’ida meeting in Malaysia..

FOPSECRET | o (b)(1)
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(U) Ownership of information is a cultural problem,
according to the JI. The DCI reinforced this in his JI
testimony, confirming that filtering would continue—that
even the all-source analysts at Homeland Security would not
have access to all raw intelligence on a routine basis. This
ownership issue means that the originating agency is free to-
edit and otherwise truncate the information it collects before
it disseminates it to other agencies. All-source analysts
argue that, in the world of counterterrorism, the originating
agency may not recognize information in these data as

~ having significance to analysts elsewhere.

, (U) The Joint Inquiry also includes a discussion of
Department of Justice procedures governing the FBI's -
sharing of FISA-derived intelligence information—called the
Wall. It concludes that IC agencies have been overly “risk
averse” in dealing with FISA-related matters, restrlctmg
matters far beyond what was required.

{8)) Assessment of the Finding

(U) The Office of Inspector General (OIG) 9/11
Review Team agrees with the Joint Inquiry on this finding
but differs with some of the facts and interpretations la1d out
in its discussion.

~ (U) The Team agrees with the JI that IC agencies,
including the CIA, did not adequately share relevant
-information before 9/11. This issue is critical because CTC
does not collect terrorist-related information from all
sources, nor is it the US Government’s only focal point for
counterterrorism analysis.

&N Critical information related to the 9/11
_ (b)(1) attacks that was not adequately shared included:
- 0)3) « AlMihdhar and al-Hazmi, who had been linked |
B - the 1998
bombing of the US embassies in Africa, met in Malaysia
with several other individuals in January 2000 and
subsequently entered the United States. CIA had this

o : ’ | . TOPSEERET | (b)(1)
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information but did not fully appreciate its importance; it

finally passed the information to some agencies on

23 August 2001—but it did not pass it to the Federal
“Aviation Administration (FAA).

¢ Khallad (Tawfiq Muhammad Salih Bin Rashid al Atash—
also known as Salah Saeed Muhammad Bin Yousaf), who
- was linked to the Africa bombings and who subsequently
- was identified as one of the planners of the attack on the
USS Cole, was one of those who attended the Malaysia
meeting. The links between Khallad and the two
hijackers who had entered the United States, al-Mihdhar
and al-Hazmi, were not shared effectlvely between the
- FBI and CIA. :

 Khiallad (then known by CIA as Bin Yousef, an al-Qa‘ida
- . associate who had attended the Malaysia meeting) had a
ticket on a flight bound for Los Angeles on 31 December
1999, departmg on 1 January 2000. CIA did not share this
1nformat10n .

¢ Suspected al-Qa’ida terrorists were engaged in flight
training in the United States—analysis included in the
FBI's Phoenix Memorandum. The FBI had this
information in June 2001, but did not share it. -

e Zacarias Moussaoui, arrested in August 2001, had taken
flight training in the United States. While this information

-was shared within the intelligence and law enforcement
communities, it may not have been shared with the FAA."

 Khalid Shaykh Muhammad, who had been involved in
the Bojinka Plot, linked to al-Qa’ida and the Africa
bombings, involved in plots to use aircraft as weapons
and to strike at the domestic United States, reportedly
had sent terrorists to the United States for the purpose of
conducting terrorist operations. The CIA had this
iformation in June 2001. : v

(b)(1)

(b)(3)
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 Khalid Shaykh Muhammad was identified as Mukhtar

- (the Brain), known to be a senior al-Qa’ida planner. The
CIA had this mformatlon in August 2001, but did not
exploit or share it.

(b)(1)

Had these pieces of information been shared among the
intelligence and law enforcement communities; had they
been pooled with other available information; and had they
been included in analyses of the spike in threat reporting in
the spring and summer of 2001, the US Government might
have had a better chance of either disrupting the 9/11 plot or
taking preventive measures with respect to airport security..

(U) A number of factors impede interagency

- communication and prevent the effective sharing of

information. The JI mentions differing missions and
cultures, legal obstacles, protection of sources and methods,

- and lack of focus on the US domestic front. To these the-
Team would add the challenges raised by a voluminous flow
of information, bureaucratic turf battles and inertia, unclear

‘responsibilities and procedures for moving information, lack
of management oversight and superv151on, and personahty

- clashes. - -

FSA  MNE Asof 9/11, CIA’s relations with the - (b)(3)
FBI and NSA, the two agencies with which it has the most
extensive relationship in the area of counterterrorism, had
been strained for a number of years. Officers in these

" (U) This claim was in the Joint Inquiry Report. See the Team’s discussion of Systemic Finding
. 10. ] . ) . . .

o | . TOPSEEREF T (b)(1)
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agencies had tried, with considerable success, to improve
- relations in order to enhance their missions and foster
' information sharing. The OIG stated in its 2000-2001
Inspection Report of CTC that, since the OIG’s previous
inspection in 1994, the Center had “broadened and
deepened its operational partnerships with other US
- Government organizations working the terrorist target.’ ’
Evidence collected by the 9/11 Team supports this
~ conclusion.”

4S//NE) Nonetheless, overcoming all the obstacles to
information sharmg and sustalrung cooperation proved to be
difficult: :

e The FBI and CIA had different missions and goals.
' Whereas the FBI was focused on using its information in
- court and its sources as witnesses, the CIA concentrated
on acquiring more information and protecting its sources
from exposure. Differences in tradecraft flowing from
these differing objectives may have hampered or even
prevented information sharing.

e NSA and CIA had differences in mission and tradecraft,
as well as differing interpretations of legal authorities.
(See the Team's discussion of Systemic Findings 4 and 7.)
NSA was particularly concerned about protecting the
rights of US citizens by not passing on information it had
collected that might have involved such individuals. o (b)(1)

' (U) A number of officers who reviewed this report noted differences between the conclusmns

of the OIG’s 9/11 Report and those of its 2001 Inspection Report of CTC. These differences
* derive from distinct taskings and methodologies. OIG component inspections rely heavily on

information obtained from officers within those components as well as from partners and
customers. The Inspection Team based its conclusions with respect to information sharing
primarily on iriterviews with CTC officers and concluded that CTC’s interactions with its _
community partners had improved dramatically. The 9/11 Team, on the other hand, focused on
specific pre-9/11 failures that had been highlighted by the Joint Inquiry. '

5F6P—SE€R—E—H - S (b)(1)
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(U) The Team agrees with the Joint Inquiry that CIA,

specifically UBL Station, did not pay adequate attention to

- threat activity linked to the United States; its focus was on
radical activity overseas. This appears to have reflected a
mistaken perception on the part of many CIA officers that
the Agency did not have responsibility for tracking the
terrorist threat to the domestic United States. The fact that
FBI does have primary responsibility for activity within the-
United States does not absolve CIA of its responsibility to
collect on and analyze foreign threats to thé United States.

(U) The Team égreés W_ith‘ the JI that CIA had a
problem passing operational traffic to other agencies in a
timely and effective manner. Problems include: '

e The volume of traffic.

¢ The time-consuming nature of sanitizing operational data
to remove sensitive sources and methods information
" and putting those data into a format that is suitable for
- passing to other agenc1es '

e Confusion about who is responsible for conveyihg the
information. .

e Unclear guidelines about the means for conveying it.
e Ineffective oversigilt and management of process.
e Cultural inertia.
(U) With respect to the specific issue of CIA’s failure
to recommend the watchlisting of al-Hazmi and al-Mihdhar
and to inform the FBI that al-Mihdhar had a visa to enter the

- United States in January 2000 and that al-Hazmi had entered
the United States in March 2000, the Team: '

« Notes that the Agency has acknowledged that it did not
- sufficiently focus on watchlisting. ’

o Differs with the JI’s conclusion that the failure reflected
CIA’s reluctance to share information because of its

o - . ZOPSECREF ()
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desire to protect sources and methods. Indeed, detailees
from FBI and from other agencies in CTC had complete
access to the operational traffic; these individuals share
the responsibility of passing it to their agencies. As such,
the Team concludes that the breakdown resulted from
the failure of both CIA and FBI officers to focus
sufficiently on the important passport, visa, and travel
information contained in the cable traffic of early 2000
and to pass this information to the relevant agenc1es in
the approprlate manner.

Disagrees that legal and other restrictions prevented the
CIA from providing to the FBI's New York Field Office
information regarding the al-Qa’ida meeting in Malaysia.

‘Rather, the failure to turn this information over to the FBI

reflected the broader failure by UBL Station, including its
FBI detailees, and of other CTC officers to ensure passage
of information to the relevant agencies; the breakdown
was one of proCess, not policy or.intent.

' The Team addresses information sharing mvolvmg the
Malaysia operation in Factual Finding 5.b.

(U) Vehicles for Sharing Information

(U) Intelligence Commﬁhity leaders have long

understood the importance of sharing information among
agencies and have made numerous, good-faith efforts to
facilitate the flow of information. CIA and NSA, in
particilar, have had long records of preparing and issuing

- their reporting to a wide array of customers, using a Varlety
of vehicles, including: :

Exchanges of detailees.

Partnering.

Creation of processes and products.

Establishment of interagency forums.

(b)(1)
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¢ Development of shared databases and electronic
‘ communications networks. ’

None of these methods is foolproof, however all remain

: Vulnerable to such obstacles as dlfferences in mission and

culture.”®

(U) Detailees

(U) One of the most effective means of implementing
the timely and effective exchange of information on
counterterrorism has been the exchange of personnel
between CTC and other agencies.. In 2000 and 2001, other
agencieshad. |officers detailed to CTC.® In 2000 and

2001, UBL Station alone had detailed to it four FBI officers,

| CTC itself had three officers
detailed outside the Agency during that period."

(U) Without exception, CTC personnel and detailees
from other agencies told the Team that detailees had access
to all CTC cable traffic except Restricted Handling (RH) and
eyes-only traffic; such traffic was compartmented on a need-
to-know basis for both detailees and CIA employees.| |

representatives indicated that they also had access to

" (U) The Team's review focuses on information sharing issues as seen from the CIA
perspective. The team did not collect documentation from or interview officers at Intelligence
Community agencies other than the CIA, although we did interview officers from those agencies
who were detailed to CTC.

June 2005

295 | HESASHA/ORCON NOFORN/7MR

Approved for Release: 2015/03/19 C06184107

(b)(1)

(b)3)

(b)(3)

(b)(3)

(b)3)

(b)(1)
(b)(3)




' Approved for Release: 2015/03/19 06184107 : -
ZFGP-SEG-RE-"H \ v - 0IG Report on CIA Accountability - (b)(1)

HESFSH+ORCONNOFORN/AMR With Respect to the 9/11 Attacks (b)(3)
various compartmented progréms | detailees (b)(7)(d)

said that, if they needed access to RH material, they got it.
None of the detailees we interviewed said that these
restrictions impeded their ability to share relevant
information with their agencies.'”

(U) CTC’s management of its detailee program in the
pre-9/11 period led to confusion about roles,
responsibilities, and guidelines for sharing information. The
‘Center’s use of the detailees as fully integrated CTC officers
limited their ability to perform their information-sharing .
responsibilities. It also created confusion about whose
- responsibility it was to effect information sharing. Lack of
clarity with respect to guidelines for passing information
added to the confusion.

(U) Prior to 9/11, neither their home agencies nor

CTC consistently made clear to detaileés their
responsibilities to serve as liaison with their home agencies

~ and to ensure that information moved back and forth inan

~ effective and timely manner. This was particularly the case .
with the FBI detailees in UBL Station. Detailees were put in
the difficult position of having to negotiate their own
responsibilities and to respond to two taskmasters, often
with different missions and expectations. Job duties could
range from one extreme (serving solely as the home agency’s
representative to CTC) to the other (serving in an integrated
fashion as a CTC officer) W1th a variety of p0551b111t1es in the
middle.

'fS#NF-)- CTC did not document the job
responsibilities of detailees to the Center. Typically,
detailees from one organization to another receive
Memorandums of Understanding (MOUs) that spell out
mutually acceptable responsibilities.™ While detailees to
_CTC had MOUs, these were strictly administrative
agreements outlining such issues as time and attendance;
performance appraisals; security standards; and payment for

" (U) The Team has found no information relevant to the Joint Inquiry’s discussion of
information sharing that was limited by either RH or Eyes Only restrictions.

(B)(7)(d)

FOPSEEREF L | (b)(1)
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travel, training, and salary These MOUs did not document
key job elements, job expectations, or other roles and
responsibilities. This lack of documentation was reflected in
the differing perceptions of detailee responsibilities held by
the CTC work force. ‘

(U) CTC managers and officers, in interviews with

the Team, tended. to argue that the primary responsibility of
~ detailees was to serve as halson between CTC and their
_agencies:

One stated that he told detailees - (b)(7)(d)
when they arrived that they were to serve as the formal '
liaison between CTC and their agencies, bring their skill

- sets to bear on the problems at hand, and be their

agencies” eyes and ears in CIA, remammg alert to what

~ their agencies needed.

Anofher‘ | said that the detailees’ (0)(7)(d)
primary function was watchlisting and that their

“secondary function was to act as liaison between CIA and

their agencies. e

A majority of the CTC officers qUeried on this issue

- argued that detailees should serve as liaison to their

home agencies, passing.on information of value. Most of
these officers acknowledged, however, that many

~ detailees worked more for the CIA than for their home

% (U) In their comments on the OIG draft, CTC managers repeated their belief that the detailees’
responsibility to report back to their home agencies was clear. | | (b)(7)(d)
emphasized that the detailees had access to all pertinent operational traffic and that, by

- definition, the key job element of every detailee was to keep his/her home office informed. He

statedthat, “This is self-evident.” He also argued that the OIG's criticism of the handling of

detailees is contradicted by the fact that not one detailee complained about his/her use in UBL

Station,

‘also placed the blame on the detailees for failing to share (b)(7)(d)

information with their home agencies. He argued that, to the extent such sharing did not occur,
the failure was due to the “cultural idiosyncrasies” of each agency and perceived differences of
mission and controlling authority. Based on its interviews with detailees and the way CTC
actually operated, however, the Team concludes that the views held by CTC management were
“not effectively communicated to either the detailees or the Agency officers in UBL Station. The

Team agrees‘

that none of the detailees complained about ~(b)(7)(d)

the way he or she was used in UBL Station; for the most part, these offlcers felt they were part of
the Station and doing good work for the Statlon

June 2005
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agencies. UBL Station officers dlfferentlated among the
several FBI detailees workmg in their station. Two
essentially served as CIA officers working regular

- accounts, they said, while two others served as liaison to

the FBL.™

«<&/ANE) In contrast, the detailees whom the Team

interviewed emphasized the lack of clarity with respect to
their responsibilities and authorities:

An FBI Spec1al Agent who served as Deputy Chief/UBL
Station confirmed that the FBI detailees were fully
integrated and assigned a broad range of cases, the same
as Agency officers, although their expertise in dealing
with the FBI was used when needed. He emphasized

that these representatives were not there to be data.
miners for the FBI; given their case loads, they were
unable to monitor everything that came in and out of the. -

_station or to make operational decisions as to whether the

information should be shared with the FBI. That dec131on
remalned W1th the ofﬁcer a551gned to the case.

Another FBI detailee indicated that, after several fﬁonths :
with no job definition, guidance, or training, there was
no choice but to jump in and work as a fully 1ntegrated

CIA officer.

The FBI detailee from the New York Field Office did
serve in a liaison capacity. His responsibility was to read
as much traffic as possible and advise New York of
relevant information gleaned from agency cables. CTC
gave him access to the traffic relating to UBL, and he was |
not assigned other responsibilities. This officer was

186-

(U) In his comments on the final draft of the report, \indicated that day- ' (b)(7)(d)

to-day supervisory responsibility over the detailees fell to| \ (b)(7)(d)
went on to say that this deputy apparently also believed the detailees understood the information

sharing aspect of their jobs, because| |did not express any concern to the contrary. One of the (bX7)d)

individuals who served as

told the Team, however, that the -~ (b)(7)(d)

FBI detailees could not be expected to manage the information exchange between the two
agencies; the officer following the particular case had to be responsible for doing so. If an FBI
detailee was following an issue, he or she should recognize when something should be shared.
According to this individual, there was always a question-about whether or not detailees were
authorized to pass information. ' -

| o o '- (b)(1)
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amdng those who read the January 2000 ¢able from
Jiddah indicating that al-Mihdhar had a multiple-entry

US visa and that his final destination was New York; he
_ took no action on it, however.

187"

While,  Jofficer detailed to UBL Station from Jul
2001 through July 2002 performed liaison duties for

in the station, her primary position was as a fully - _
integrated targeting officer responsible for accounts in
two CTC units. A CTC officer confirmed that the detailee
was expected to do UBL Station work, but. ~ |often

- pushed her to do other things. The detailee said that

Station management clearly explairied her
responsibilities and provided guidance for what she
could and could notsendback ~ |A CTC officer
indicated, however, that the guidelines for passing
information were not clear and that it often was hard for
the detailee to determine what she should and should not

'passzl CTC did not complete her MOU until the

end of her tour. -

' .O'ne of Sdeta_ﬂees to UBL Sfation, who served
- from February 1997 to August 2000, indicated that her

perception of her role was quite clear and that most of
her time was spent doing 1iaisonz‘ From day one,
she had exactly the same accesses as the CIA personnel;
was able to look at internal operations cables; and
prepared Central Intelligence ReportDw1th any
lead mformatlon she found in them. -

-(%LN-F-)-v While many CTC managers and officers

told the Team that the primary responsibility of the detailees
was to provide liaison with theirfhome agencies, the Center’s
internal documents reinforce the perception of some of the
detailees that they were expected to perform as integrated
CTC officers. A set of talking points prepared by CTC in the
summer of 2001 stated that these detailees play an integral
role in the functions of CTC and work as analysts and

" operations officers, “having all the same accesses and
clearances.” A post-9 /11 CTC memo_randum indicates that

7 (U) For further discussion of this issue, see the discussion of Factual Fmdmg 5b.
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the situation had not changed; it states that, because these
community representatives are generally integrated desk
officers in CTC branches, they do not have time to review all
of the disseminated threat warning reports and must rely on
CTC analysts to forward relevant information to their home :
agencies.

: T&%NF‘)‘ Unclear information-sharing guidelines

~ reinforced the confusion with respect to the detailees’ roles
and responsibilities. One detailee told the Team that they
received confusing and mixed messages over their authority
to share information. At one time, he said, CTC officers told

~ the detailees that they were authorized to share information
with their home agencies; later, they were told that they had
to ask before sharing.

 {E#7Fr Finally, in spite of the recognized need to
share information, the processes in place to do so, and the
fact of considerable sharing, the culture of UBL Station
reflected the DO’s culture of reluctance to compromise
operational traffic. The 9/11 Review Team'’s evidence for
this is primarily anecdotal in nature. The Team notes,
however, that one detailee in UBL Station was reprimanded
(probably properly so) for mishandling information he had
provided to his home agency; the Team has no indication
that anyone in UBL Station was ever reprimanded for not
sharing mformatlon

U) With_respectto the detailee program, the Team

~ found no information that CTC or UBL Station management
'systematically reinforced the importance of information
sharing processes to include: explaining who had primary
responsibility for implementing and tracking the process;
clarifying the guidelines for sharing information properly; -
providing the mentoring and training that would have
helped detailees'and CIA officers alike accomplish their
information sharing responsibilities in a more consistent and

- effective manner.

TOPRSEGREE L . (b)(1)
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- (U) Partnering

(U) Developing relationships at various levels
between organizations is another effective way to bolster
cooperation and enhance information sharing. CTC has
developed relationships with a number of counterterrorism
units in other IC agencies. These relationships are valuable

~and productlve At the same time, they are dependent on
the commitment and capability of the individuals
responsible for maintaining them; vulnerable to
disagreements growing out of mission and cultural
differences; and susceptible to bureaucratic battles over turf,
inertia, and personality clashes. These complications were at
play in CTC’s relationships with its key partners.™

(U) The Federal Bureau of Investigation. The key
~ pre-9/11 CIA-FBI relationship with respect to al-Qa’ida, that
between UBL Station and the FBI’s New York Field Office
(the Bureau'’s “office of origin” or office with responsibility
for al-Qa’ida), was troubled at best and dysfunctional at
-worst. Numerous interviewees told the Team that particular
~ animosity existed between the managers of those I
~ organizations in the 1997-1999 timeframe. A| | (b)(7)(d)
detailee in UBL Station stated that, in 1999, the former DCI | .
and former FBI Director Freeh met to discuss the animosity
and lack of coordination between the two units. Following

that meeting, the Team, the FBI sentgto the (b)(7)(d)
(b)(7)d) Station‘ to help mend the relationship. E :
B said that the Chief of Station (COS) did not receive him well - (b)(7)(d)
but that things improved under the next COS. .
told the Team thatDrealized a “clearing of the air” with (b)(7)(d)
FBI New York was needed, but that the New York Bureau '
Chief “never changed his stripes.” One| | (b)(7)(d)

told the Team that the Station detailee from the New York
Field Office was there to “spy” for that office’s chief, who
did not trust the Station. | in turn, saldeelt (b)(7)(d)

' (U) The Team looked at these relationships only from the CIA’s perspective, although it
interviewed detailees to CTC from other agencies. In addition, the Team discusses only CTC’s
relationships with FBI, NSA, and DIA because that was the Joint Inquiry’s focus. The Team did
not review the CIA’s important partnerships on counterterrorism with other agencies, including
the State Department’s Bureau of Infelligence and Research and the National Imagery and
Mapping Agency (now the National Geospatial Intelhgence Agency). '

" FOP-SECRET | | (b)(1)
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like'a “pariah” because he was considered New York’s
“spy;” many of his supervisors and peers did, in fact,
characterize him that way.

, «E€/NE) UBL Station had smoother—albeit not
. particularly close—relations with the counterterrorism office

“at FBI Headquarters and its UBL Unit. An August 1999
briefing for the DCI indicated that the Station intended to
hold monthly meetings with the FBI's squad, but our
interviews suggest that these meetings were irregular at
best. Although one officer told the Team that regular
meetings occurred, most who responded to the Team’s
question indicated that they were unaware of meetings
between the two groups. One| 'said that

* these meetings were not very effective because the FBI only

wanted to talk about what was happening overseas. A

occurred but that the head of the FBI's Bin Ladin
Squad each made two or three trips to the other’s office and
~ had established a good working relationship.””

indicated that no regular meetings .

189 Ee L ‘f }Fj

| The Team agrees that UBL Station’s relations with both
the FBI and NSA improved] but found that underlying tensions between the
~ Station and both agencies continued.

FOP-SECRET | ' ' o
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=S/ Although the Team did not closely examine

the relationships in the foreign field between the FBI's Legal
Attachés and CIA stations on counterterrorism, it did look at
the key partnership that existed in the winter = (b)(1)

- of 20002001 because the debriefings of an important joint ~~ (0)(3)
asset during that period represented another missed

" information-sharing opportunity. This joint asset had
described “Khallad,” the senior UBL operative and planner

- of the October 2000 attack on the USS Cole, linked him to
al-Mihdhar, and identified him from photographs as having
been present at the Malaysia meeting. ‘

(b)(1)

(b)(3)
(b)(1) : {SﬁN-F—)—National Security Agency. The probl'ema.ti'c
(b)(3) - ‘ relationship between CIA and NSA negatively affected
" (b)(7)(d) -~ information sharing between the two agencies. \
- The Team addresses these issues in detail in its .
(b)(1) discussion of Systemic Findings 4 and 7.- :
b)3) o
Eb;E7;(d)_ _ . &N Relations were 1n1t1ally strained between
: S UBL Station officers and their NSA counterparts but were
improving before 9/11. |
(b)(1)
ROKE)
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(b)(1) . | _ 'credited the second COS with making an effort to meet with
(b)(3) . | : his NSA counterparts more often than his predecessor,
(b)(7)(d) however. Meetings were held every other week
" and relations improved. Several H

stated that the relationship had become positive and
collaborative before 9 / 11.

(U) Defense Intelligence Agency The Joint Inqulry
discusses the DIA and its lack of access to CIA operational
. cables only briefly. In its discussion, it states that, after 9/11,
DIA identified numerous leads in|
cables that its analysts could have pursued had the
information been shared. The Team agrees that leads in
these cables could have been pursued analytically

(b)(3)

(b)(3)

) Pr'oduc_t\s}‘and Processes -

(U) Prior to 9/11, CTC passed information to IC
agencies both formally.and informally. Team interviewees
widely recognized the Central Intelligence Report (CIR) as -
the proper and formal channel to provide relevant
counterterrorism information to other US Government
agencies, although some told the Team that it was not
necessarily an effective instrument for getting information
into the hands of the appropriate officers. Interviewees also
indicated that informal channéls were sometimes more
effective in getting information to the proper recipient in
other agencies—and that this was particularly true with the
FBI 191

2

- " (U) A number of officers, both from CIA and FBI, expressed frustration with the state of the
FBI's information-technology infrastructure and the inability to know what information had been -
‘transmitted. In order to make sure a message had been relayed, these officers stressed, it was
necessary to make contact with someone. Many officers indicated that FBI's computer systems
are outdated and that the FBI has no central rep051tory for information and no effectlve means of
tracking information. :

- Fopspenss - | | (b)) -
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(U) The review team asked interviewees how CTC
shared information about suspected al-Qa’ida associates’
travel to the United States with other agencies, particularly

 the FBI; the variety of responses suggests-confusion with
respect to the most appropriate and effective procedures. Of
the 30 CTC officers and detailees who responded to the
question: ' :

e Eight stated that the correct and formal process was to
send a CIR to the approprlate agencies.

o Ten indicated that some less formal process-such asa
phone call, e-mail, or having the FBI detailees deliver the
mformahon—was the appropriate channel.

. Twelve said that officers should use both a CIR and some
other method. |

Thus, most officers agreed that sending a CIR was a
necessary step, but many believed the CIR alone was not a
sufficient method for ensuring transmittal of the
information. ’

(b)(7)(d)

(U) The responses of‘ to this - ~ (b)(7)(d)
question varied considerably, adding to the confusion: : '

. | stated that the FBI - (B)(7)(d)
detailee should pass the information but that the Station o
ideally would follow up with a CIR for the record.”

. ‘ ‘sald that the CIA field and (b)(7)(d)
~ pertinent DO division reports units were responsible for

(b)(7)(d)
(@) emphasized that one problem in information sharing was FBI's madequate ‘

information-technology infrastructure.| said that, even when CIRs were sent to the FBI, they , (b)(7)(d)
[CTC officers] were instructed to follow up with a telephone call to ensure the CIR was not lost. -
| |said that the FBI’s inability to process information played a critical role in the period before - (b)(7)(d)

9/11. The Team notes that, while this assessment of the FBI's capabilities may be accurate, the
fact that CTC officers had this perspective made it all the more important that they follow
appropriate procedures to ensure the FBI had received relevant information.

| _‘ . TOP-SECRET | (b)(1)
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sharing such information. D'argued that UBL Station (b)(7)(d)

 was not at the same level as a field station and thus did
not have the same responsibility.

. Onezsaid that such information would be - (b)(T)(d)
given to the detailee, or the Station would do a CIR,

~ although the FBI did not act on many CIRs.

e Another Sstated that Station officers gave the (b)(7)(d)
information to the FBI representative in the station or to :

the CIA representative at the FBI through an informal
process. :

«577NF) In spite of the apparent confusion, UBL
Station had an impressive record of sending CIRs to other
agencies. As noted in the discussion of Factual Finding 5b,
from 1 January 1998 through 10 September 2001, UBL
Station produced over 1,000 CIRs—about one-third of the
CIRs that CTC initiated during that period—according to.a
review of cables in the Hercules database. The vast majority
of these went to the FBI; in many cases the Bureau was the
only external recipient. A number of the CIRs alerted the
FBI to terrorists’ or terrorist associates’ actual or mtended
travel to the United States.

SN The FBI detailees to UBL Station drafted
about one-fifth of the Station’s CIRs during this period,
demonstrating that they considered writing CIRs to be

- among their responsibilities. While one FBI detailee stated
that detailees wrote CIRs only on issues for which they were
responsible, the Team’s review of CIRs in Hercules indicates
that detailees also wrote CIRs on issues that were not part of
their own accounts.

(U) Interagency Forums

(U) The Commumty Coordmatlon Board (CCB)
which functioned administratively within CTC, was the
most significant working-level interagency group dealing

FOPSEERET | - " BN (')
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with counterterrorism in the perlod before 9/11.”> The CCB
was expected to: :

- o Serve as the Executive Secretariat for the Interagency
Intelligence Committee on Terrorism (IICT)—the
interagency forum created in April 1997 for coordination -
and cooperation on counterterrorism-related intelligence

, activities—and directed the activities of the IICT’s seven

subcommittees, which dealt with discrete issues. The
IICT consisted of nearly 50 intelligence, law enforcement,

~ defense, security, and regulatory agencies. Any US .
Government organization with a legitimate counter-

-terrorism or antiterrorism interest was eligible to join and

- participate in the Committee’s two monthly meetings—

one on warning and one ‘on general issues.

e Manage the Community Terrorist Threat Warning
System, which coordinated Community
terrorismwarnings and assessments prepared by
members of the five key agencies (State/INR, NSA, CIA,
DIA, and FBI)..

e Manage the DCI's Terrorism Warning Group (TWG).

- The TWG produced Terrorist Threat Assessments and
Advisories—analytic products drafted by IC analysts and -
coordinated within the IC—designed to provide senior
civilian and military policymakers with strategic and
tactical warning of impending foreign terrorist attacks on
US persons, facilities, and interests.” Once the TWG,
which relied heavily on CTC analysts, authored a threat
assessiment, every agency in the IICT coordinated on the
final version. : :

o Organize Commumty analytlc exchanges W1th other
governments. :

i (U) With the creation of the Terrorist Threat Integration Center (TTIC) after 9/11, the CCB was
* folded into TTIC.

" (U) See Systemic Finding 5 for discussion of the CCB's mtelhgence production on
, “counterterrorism.
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o Direct the Incident Review Panel, which validated
international terrorist incidents for statistical and other
purposes.

(U) The former DCI explamed in his testimony to
Congress in 2002 that CTC was to establish community
reach by incorporating representatives from as many of the
relevant agencies as possible into the Center’s structure in
order to provide cormectivity, encourage sharing and
communication, and assist in breaking down cultural
barriers to cooperation and collaboration. He noted,
however, that positions identified and reserved for these
agencies on the CCB were not always filled and that the
Center had to reach out to orgamzatlons\

| to fill them.

(b)(3)

(U) Indeed, before 9/11, only one of the five analyst

positions in the Threat Warning Group (TWG) was filled,

and thdj position had been vacant since January 2000.” - (b)(3)
. Additionally, according to the | | (b)(7)(d)
‘officers serving in the CCB and TWG did not interact '

regularly with other CTC elements. While much of the

production of these interagency elements was prepared by

AIG analysts—not by CCB detailees—and, while the latter

officers had access to CTC information, lack of staffing

resources and regular interaction limited their ability to

perform their responsibilities fully and effectively.”

(U) Pre-9/11 interagencyiforums were not designed
to review land exchange the types of raw and operational

195

(U) For additional information on the CCB, see Systemic Finding 2.

¥ (U) In his comments.on the OIG draft report, the former DCI stated that the OIG Inspection
Report on CTC had stated that, “CTC fulfills inter-Agency responsibilities for the DCI by
coordinating national intelligence, providing warning, and promoting the effective use of
Intelligence Community resources on terrorism issues and indicated that CTC was performing
this function effectively.” The Inspector General acknowledges the DCI's point. The inspection
report of CTC, published in August 2001, included these statements, charitably but ill-advisedly
-using language that described CTC’s Community mission rather than more well-founded
language that would have described in greater detail, and with more care, the actual performance
of CTC in fulfilling these responsibilities. In fact, the earlier inspection team did not identify -
these as problematic issues and, thus, did not engage in intensive data gathermg on them in the
way that the more recent 9/11 Review Team has done.
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data that the Joint Inquiry focused on in its report. They. "

were not staffed sufficiently to perform such a role and to

take advantage of the access they may formally have had to- :
“raw DO operational traffic. | | ~ (b)(7)(d)
1 told the Team, for example, that the TWG -

operated quite separately from CTC and that its officers

dealt with finished intelligence—not with operational traffic.

Thus, if analysts within CTC did not pull together the
- threads of specific threat reporting from the operational

traffic, it was not likely to get done within the CCB.

(U) Interagency forums have considerable value as
places for officers from different agencies to come together
to assess their common understanding of available
information and to provide a coordinated view of potential .
threats. They can only be as good as the officers that staff
them and the information these officers bring to the table,
however. Unfortunately, in the period leading up to the
attacks of 11 September 2001, there were an insufficient
number of officers in these forums and those that were there
were not in position to exploit the raw intelligence that . -
resided in the databases of the member agencies.

V) Databas_es

(U) The IC has tried to enhance the exchange of
information by constructing shared databases containing
relevant counterterrorism information. As indicated in the
discussion of Systemic Finding 4, the IC (primarily CIA) had
developed systems before 9/11 that were designed to serve
‘as central systems for sharing informationon - .
counterterrorism; these did not fulfill expectations for

- performance and effective‘ness, however. o

@The IC also has numerous tactical | (b)(3)

databases, constructed for a variety of purposes, including
sharing the names of suspected terrorists and sharing
telephone numbers that provide leads and linkages. It
would be a large undertaking to assess the value and
effectiveness of these programs; the Joint Inquiry did not
pursue thlS issue nor has the Team done sO.
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(U) I’mplications

(U) To the extent that dlsruptmg or preventing the

9/11 terrorist attacks was possible at all, one of the critical

‘keys was better information sharing. Different agencies had
different pieces of the puzzle. Analysis of all the available
information would not have pointed directly at the who,
where, when, what, and how of the 9/11 plot. Nonetheless,
it might have increased the chances of disrupting the plot at
different points; led to the uncovering of more clues; and
prompted stronger preventive measures with respect to
airport and airline security.

(U) One of the lessons to be learned from this review
is the importance of formal processes. As is evident in the -
Team's discussion of this finding, numerous CIA officers
relied on informal means of ensuring passage of information
to other agencies, which may have had negative
consequences. Reliance on an informal exchange of
‘information means that: -

* No record exists of the exchange. This may be the
situation with respect to the claims of UBL Station
officers that they provided al-Mihdhar’s passport and
visa information to the FBI in January 2000. While this
may have been the case, it cannot be demonstrated

. No way ex1sts to rehably retrieve or distribute 1nforma11y

- transmitted information, thus undermining the
usefulness of the information and limiting the ability of
analysts to make the necessary analytic connections.

(U) A second lesson is the value of the processes
already in place for information sharing. The voluminous
flow of raw intelligence data into the Intelligence
Community; the need to protect sources and methods; and
the nature of the terrorist threat that may pose an immediate

- danger demand an unprecedented capability to share
information within and outside the IC'in a timely and
effective manner. None of the systems and processes the

FOPRSECRET - | - | (b)(1)
HES/SH/ORCONNOFORNAAMR 310 | © June 2005 (b)(3)

| Approved for Release: 2015/03/19 C06184107



Approved for Release:.2015/03/19 C06184107 -

OIG Report on CIA Accountability ' FOP-SECRET | (b)(1 )
With Respect to the 9/11 Attacks - HES/SH7ORCONNOFORNAAMR - (b)(3)

Team has discussed is perfect, but it is important that all be
developed and used to the greatest possible extent.

(U) The 9/11 Review Team believes that one of the
most effective mechanisms for dealing with the flow of raw
intelligence data within the IC is a well-defined and well-
managed detailee program. Detailees should represent the
interests of their home agencies first. Their role should be to
review available information from the perspective of their
agencies; determine what should be transmitted and how it
should be transmitted; obtain the necessary approval from
the host agency; then send it out in the proper manner and
to the appropriate officers. This approach appears to us to
offer the best chance that the relevant information will be
mined from the raw traffic and conveyed to the appropriate
agencies in a timely ar\d effective manner.

(U) For this approach to work however IC agencies
must consistently:

e Send high-performance officers on detail to other
organizations. That entails making an investment of
people and resources as well as recognizing and -
rewarding those officers who are willing to take on such
resp0n31b1hty

& Provide detailees with MOUs that clearly articulate their
“information sharing responsibilities.

e Create effective guidelirles, products, and processes for
conveying relevant information to the appropriate
agenc1es

o Ensure effective and consistent management and
supervision of detailee programs.

(U) Finally, it is important that the IC ensure that
those who are doing threat warnings for the Intelligence
Community have access to all the data. Whether that
warning is being done in a Community Coordination Board,

- a Terrorist Threat Integratlon Center, a National
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Counterterrorism Center, or some other unit, analysts must
~ have access to all the information necessary to make
mformed judgments.

(U) Accountability

<€) CTC’s documented failures to share information
in‘a timely, effective, and proper manner with other agencies
inside and outside the Intelligence Community as well as
with other CIA components were individual, collective, and
systemic. For this reason, the Team recommends that an
Accountability Board review the performance of the
following individuals:

e The Chiefs of CTC from 1998 through September 2001 for
failing to provide effective management oversight in the
area of information sharing to.include: effective
leadership of CTC’s detailee program—particularly

- establishing and implementing a clear policy that defined

“the responsibilities of detailees in terms of sharing
information with their home agencies; establishirig and .
implementing a clear policy that defined the

- responsibilities of CTC officers-in terms of sharing
information with other agencies with a need to know;
ensuring that the processes to accomplish this goal were

- in place and being used; and intervening to improve

working relations between UBL Station and other

_entities, both mtern_al and external. -
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(U) SYSTEMIC FINDING 10: INFORMATION
SHARING WITH NON-IC MEMBERS

(U)- Systemic Finding 10 of the Joint Inquiry (JI)
report states that, “Serious problems in information sharing
also persisted, prior to September 11, between the
Intelligence Community and relevant non-Intelligence )
-Community agencies. This included other federal agencies ' '
as well as state and local authorities. This lack of
communication and collaboration deprived those other
entities, as well as the Intelhgence Commumty of access to
potentially valuable information in the ‘war’ against.
Bin Ladin. The Inquiry’s focus on the Intelligence
Community limited.the extent to which it explored this
issue, and this is an area that should be reviewed further.”

(U) The report goes on to state that, at each level,
‘comimunications with potentially valuable partners in the
war against terrorism, including other federal agencies and
state and local authorities, were restricted. Officials in the
Departments of Trea'sury, Transportation, and State told the
Joint Inquiry that, although they received threat information
from the Intelligence Community (IC), this often lacked
context, limiting their ability to estimate the value of the
information and take preventive action. In addition, the
report indicates that the IC did not share all of its threat
information with the non-IC entities that needed it the most.

(U) For example, the former Director of Central
Intelligence testified that, over a seven-year period, CIA had
disseminated to the appropriate agencies—such as the
Federal Aviation Administration (FAA) and the Federal
Bureau of Investigation (FBI)—some 12 reports pertaining to
possible use of aircraft as terrorist weapons. Subsequently,

'~ the JI report says, the Transportation Security Intelligence
Service (TSIS)—formerly the Intelligence Office at FAA—
‘researched the 12 reports to determine what actions had
‘been taken. TSIS reported that it had no record of havirig
-recelved three of those reports two others had been derived
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from State Department cables; and one was not received at
all by the FAA until after 11 September 2001 (9/ 11).

(U) The JI report also states that, prior to 9/11, the
FAA itself had key intelligence information regarding

- Ahmed Ressam—the terrorist apprehended on his way from
Canada to Los Angeles Airport at the time of the -

. Millennium—and that it might not have shared this
information with the IC. The FAA conducted a detailed
analysis of Ressam’s bomb materials and connected them
with the mid-1990s Bojinka Plot to blow up commercial
airliners over the Pacific. The report indicates that it is
unclear whether or not these findings were formally
communicated to the CIA."”

(U) According to the JI report, the CIA and the
National Security Agency had sufficient information
available to connect al-Mihdhar and al-Hazmi to
Usama Bin Ladin (UBL), the East Africa embassy bombings,
and the USS Cole by late 2000. It concludes that, on at least
three different occasions, these agencies should have placed
the two individuals on the State Department, Immigration
and Naturalization Service (INS), and Customs watchlists.

- This was not done, nor was the FBI notified of their potential
presence in the United States until late August 2001.

(U) The JI states that the CIA also did not provide the

State Department with almost 1,500 terrorism-related reports
until shortly after 9/11. These reports led to the addition of
almost 60 names of terrorist suspects to the State
Department’s watchlist.  Also, due to a lack of awareness of
watchlisting policies and procedures among CIA personnel
before 9/11, this information was not provided to INS and

- Customs for their watchlists. Intelligence officers at the
Departments of Energy and Transportation also did not
have access to names on the watchlists. In his testimony, the
former DCI stated that CIA personnel had not understood

*”(U) -The 9/11 Review Team’s response to this Finding of the JI report focuses on CIA
information sharing with non-IC agencies, rather than the other way around. The Team searched
several reports databases, however, and found no indication this material was shared.
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either their obligation to pléce people on watchlists or the
criteria by which watchlist decisions should be made.

~ (U) Assessment of the Finding

~ (U) Although the Office of Inspector General’s 9/11
- Review Team agrees with much of the discussion in this
Finding, the Team has found that CIA’s pre-9/11
information sharing with non-IC agencies—although far less
extensive than its information-sharing arrangements with IC
agencies—was more robust than the JI implies.

(U) The Team agrees with the Joint Inquiry that CIA
did not share all relevant information concerning hijackings
and the use of aircraft as weapons with the FAA. The Team
addresses the substance of the reporting in its discussion of
Factual Finding 4 and will do that again in this finding. The
Team is unable to either confirm or refute the JI's specific
allegation that the FAA had not received three of 12 reports;
that two others had been derived from State Department
cables; and that one was not received at all by the FAA until -
after 9/11. Our own research does show, however, a mixed
record with respect to CIA’s sharing of information relating
 to possible attacks involving aircraft. The Team reviewed
13.incidents of reporting concerning a threat from the
‘Middle East involving either hijacking or using airplanes as-
“weapons during the period from 1994 to September 2001.
While the Team can confirm that nine of these were passed
to FAA, the Team found no record that the other four were.

(U) The Team concurs that the CIA had sufficient
information to connect al-Mihdhar and al-Hazmi to UBL, the
‘East Africa embassy bombings, and the attack on the USS

Cole by late 2000. On at least two major and several lesser
occasions, the Agency had the information necessary to
recommend these individuals for watchlisting by the State
Department as well as by INS and US Customs. It also
should have recommended that they be placed on the FAA’s
no-fly list; in fact, the 23 August cable recommending that
these men be Watchhsted was not sent to the FAA. The
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former DCI has confirmed that CIA’s performance w1th
: respect to watchlisting was marked by what he termed
“uneven practices, bad training, and a lack of redundancy.”
The Team agrees that the FBI also was not formally notified
- of the possible presence in the United States of these men
until late August 2001—although the FBI detailee to UBL
Station was aware of this in May 2001. CIA did not forward
- information regarding al-Mihdhar and al-Hazmi to either IC
or non-IC agencies as it should have done. We also agree.
that cooperation and collaboration among the _
- Counterterrorist Center (CTC), | (b)(3)
S and the FBI's JTTFs were insufficient. (See Factual :
- Finding 5b and Systemic Fmdmgs 9and 11 for the Team's
dlscussmn of these issues. ) . .

U) The ﬂ‘aws that hampered information sharing
- among IC agencies inhibited information sharing with non-

- IC agencies as well.. The Team will not repeat the '
conclusions and recommendations it addresses in Systemic -
Finding 9 but believes that they are relevant to this finding.
In this section, the Team will discuss information sharing
only as it relates to CIA relations with those non-IC agencies,

(b)3)

(U) The JI indicated that its focus on the IC limited
the extent to which it explored the issue of information -
sharing with non-IC agencies. We have not taken a broader

look either but have examined only the issues that the JI
discussed.

V) Information Sharing with Non-Intelllgence Commumty
Agencies

(U) The methods the CIA used to share information
with non-IC agencies before 9/11 were similar to those it
used with IC agencies, albeit on a smaller scale. Detailees
played an important, although far from exclusive, part.

“Central Intelligence Reports (CIRs) were the primary -
product for relaying information and warnings. And non-IC

| TORSEEREE S (b)(1)
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~ agencies were included in interagency forums, such as the
. Community Counterterrorism Board (CCB), and received
the product of those forums. There were fewer detailees;
fewer formal communications; and fewer formal and
informal partnerships between CIA and these agencies than
between CIA and members of the intelligence and law
- enforcement communities, however.

(U) In addition, before 9/11, high-level attention to

CIA’s information-sharing performance with respect to non-
IC agencies appears to have been episodic rather than -
sustained and/or systematic. The Deputy Director of
Central Intelligence told the Team, for example, that, when

" he was Deputy Chairman of the National Intelligence
Council (1995-1997), he had asked for permission to brief the
FAA on the increased threat of airline hijackings. He =
indicated that this was a noteworthy event, however not
one that was repeated or reinforced.

(U Detailees

(U) In 2000 and 2001, from four to eight officers from
non-IC organizations were detailed to CTC; none of these
was assighed to UBL Station, however. The FAA had three
officers in CTC in 2000 and one in 2001; the Department of
Energy had two in both years; Customs had two in 2000 and
one in 2001; and INS had one in 2000 but none in 2001.

These officers had the same access to 1nformat10n as their
CTC and IC colleagues.

{SAHANEY As was the case with IC detailees, CTC
- officers and the non-IC detailees with whom the Team spoke
viewed the responsibilities of the latter differently. CTC
officers emphasized the detailees’ responsibility to serve as
liaison to their home agencies, while the detailees |
emphasized their roles as integrated CTC officers:

o The |detailee to CTC from 2000 to 2002 was (b)(7)(d)
- assigned to the Center’s Requirements and Reports Staff. :
CTC officers agreed that this detailee had access to all the
. trafflc, established the threshold for material passed to
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thez and wrote reports of interest to thez One
officer said that others in CTC would relay warnings to
the detailee who would then communicate them to the
| | The detaileezsaw_ his role differently. ]
said that|  job was to churn out reports for CTC and
that| |covered weapons of mass destruction and cyber
threats, as well as aviation threats. This officer agreed -
that| |was a resource within CTC for thezan_d

. would answer questions when asked, but he insisted that
it was not his job to serve as liaison to thez For
example, the Team's review of available data suggests -
the detailee was not formally involved in drafting the
CTC cables of August 2001 that discussed Moussaoui’s
suspicious flight training on 747s. In fact, the detailee
said that had no recollection of such cables. ]
indicated that someone had sent a CIR on the subject for

| Jto coordinate; althoughD remembers that it was
going to the FBI and Customs but not the Swas
too busy doing other things to work on it and did not

believe it was job to notify the | |
¢ ' One of the detailees to CTC ech%@
had

- (b)(7)(d)

ENCTGICY

colleague’s perspective. said that, while .
some responsibility as a officer,|  |primary job

was that of CTC desk officer, tracking Pakistani groups.
said that CTC officers occasionally asked to check
- the database to which|  |had access, to see whether

o The detailee said that detailees made their own wayv
in CTC. indicated that his own role had evolved in an

ad hoc fashion and thatf |was in CTC to watch out first
for his home agency's needs and then for the CIA's needs.
| said that CTC managers did not think about where
_they should place detailees and what their roles should
- be. _

8 '”‘(67‘7"N-F-)- Our review of the Hercules database indicates that CTC did not issue a CIR on
‘Moussaoui before 11 September. The FBI issued a cable discussing the case on 4 September and
sent it to the FAA, Customs, and INS|
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(U) As such, the Team concludes that CTC'’s

approach to non-IC detailees before 9/11 was virtually the

same as its approach to IC detailees. The Center provided
little oversight and guidance to these individuals. They had
to balance their roles as integrated officers and -
representatives of their home agencies in the manner they

~ thought approprlate

V) Products and Processes )

(U) CTC used CIRs extensively to relay information
about suspected terrorists or potential terrorist operations to
non-IC agencies. From 1 January 2001 through

* 11 September 2001, for example, CTC sent approximately

300 CIRS to the Department of Transportation in general, 50
to the FAA in particular, 200 to US Customs, and 150 to
INS.” Many of these reports contained unclassified

tearlines that could be passed to appropriate agencies,

including state'and local law enforcement agencies, for their

. use.

Key CIRs that CTC disseminated to the
FAA and other agencies during this period include:

) Many of these CIRs had multiple addressees. .
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(U) Non-IC detailees provided the Team the same
description of CTC's lack of guidance on watchlisting as did
1C detailees. They were not aware of CTC watchlisting
- procedures or guidance but understood the watchlisting
requirements of their own agencies. \

(b)(7)(d)

indicated that CTC officers who requested the

‘watchlisting were responsible for writing the CIR, however,

not the detailee. ﬁno formal threshold existed for (b)(7)(d)
watchlisting, just a subjective one based on knowledge and

expertlse

(U) Two non-IC detailees discussed their problems in
moving information from CTC to their agencies. One
indicated that some CIA officers were reluctant to share
information with non-IC components because of the risks to
sources and methods. Another stated that electronic
information sharing was problematic because of systems
weaknesses at the home agency.

+SAANEr CIA did not typlcally deal dlrectly with
state and local law enforcement agencies prior to 9/11.
Rather, it worked through other agencies, primarily the FBI,
to disseminate threat information to such organizations. FBI
headquarters and the field office where the suspected

| - I (b))
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terrorist was scheduled to arrive reviewed the IC-origin
travel information and worked with INS, Customs, and local

- law enforcement to intercept, conduct surveillance, or

-interview the subject. CTC also could issue warnings -

through the National Threat Warning System—p0351bly
with an accompanying National Law Enforcement
Telecommunications System alert, which broadcast an
unclassified version of the threat to state and local law -
enforcement.

(S ‘Ihtera'gency Forums

(U) The CCB played an important role in issuing
threat warnings to non-IC agencies, drafting many of the
CIRs containing counterterrorism warnings. | | - (b)(7)(d)
told the Team that the threshold for reporting ‘
- information to non-IC agencies was low and that any
information dealing with a specific threat to US airlines.
would have gone to the FAA; another said that the CCB
widely disseminated its weekly threat matrix, to wh1ch non-
IC detailees to CTC had access:

| (U) Implications

(U) The limited amount of information that the Team
has collected on the i issue of CTC and non-IC agencies
indicates that, while these relationships were more robust

~ than the Joint Inquiry indicated, they were less extensive
than those between CTC and other IC and law enforcement
agencies. It is conceivable that more active communication
and cooperation between CIA and the non-IC agencies could:

‘have affected the outcome of 9/11. For example, had
al-Mihdhar and al-Hazmi been placed on the FAA’s no-fly
list in late August 2001, when CTC recommended the two
for watchlisting, they would not have been able to board
American Airlines Flight 77 on 11 September 2001 using
those names. CTC did not send the cable recommendmg
v watchhstmg to the FAA, however
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:(U-) Accountability

(U) The 9/11 Review Team refers the reader to its .
~ discussion of Systemic Finding 9; its discussion of
- implications; and its recommendations with respect to
~ accountability. These apply to the issue of CTC’s
relationships with non-IC agencies as well as to its
relationships with its IC and law enforcement partners.
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(U) SYSTEMIC FINDING 11: HUMINT OPERATIONS
AGAINST AL QA’IDA

-(SBN-F-)- Systemic Fmdmg 11 of the Joint (b)(3)

Inquiry (JI) report states that, “Prior to September 11, 2001,
the Intelligence Community did not effectively develop and
~ use human sources to-penetrate the al-Qa‘ida inner circle.
This lack of reliable and knowledgeable human sources
significantly limited the Community’s ability to acquire
intelligence that could be acted upon before the
September 11 attacks. In part, at least, the lack of unilateral
(i.e., US—recruited) counterterrorism sources was a product
" of an excessive reliance on foreign liaison services.”

(U) Joint Inquiry Discussion
4 NE TheJl acknowledges that the -~ (b)3)

Counterterrorist Center (CTC) made a number of creative
efforts to unilaterally penetrate al-Qa’ida especially after the

East Africa embassy bombings in August 1998.|
(b)(1)
(b)(3)
(b)(3) - -(-S%SN-F-} CTC interviewees told the JI staff (b)(1)
that the Center at various times had| (b)(3)
| loutside the al-Qa’ida inner circle who were _ -
reporting on the terrorist organizationand| | (b)(1)
'who were being developed for recruitment ~ (b)(3)
prior to 11 September 2001 (9/11). The CIA and Federal |
" Bureau of Investigation (FBI) handled the best source jointly.
In addition, the report notes that the CIA managed a ~ (b)(1)
network of| in Afghanistan that reported = - (b)(3)

~ information on Bin Ladin-related security details,

o . : ' | b))
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personalities, logistics, foreign visitors, movements, and
relations with the Taliban. These sources occasionally
provided threat information as well but had no access to the
al-Qa’ida inner circle. Moreover, these and other sources
never provided any intelligence relevant to the 9/11°
operation that anyone could act upon prior to September 11.

<S#ANF) The JT acknowledges that CIA faced a
number of external impediments that made al- Qa 1da a hard
target to penetrate:

‘e Members of the inner circle of Usama Bin Ladin (UBL)
had close bonds established by kinship, wartime
- experience, and long-term association.

o Information about major terrorist plots was not w1dely
shared within al-Qa ida.

. Many of UBL’s closest associates lived in war-torn
Afghanistan, where the Umted States had no official
presence.

e Pakistan provided the principal access to al-Qa’ida’s
- main operating area in southern Afghanistan, but US-
Paklstam relations were strained.

‘ -(-SH-N-F-)— The JI implies that CIA had a flawed human
intelligence (HUMINT) operations strategy and identifies
several self-created impediments that limited the Agency’s

success in obtaining unilateral penetrations of al-Qa’ida.
- These impediments included: '

* Reliance on liaison. While acknowledging that most
disruptions.of al-Qa’ida activities abroad before 9/11
resulted from foreign government operations, the JI .
report concludes that CIA’s reliance on foreign services
to develop human sources meant that CIA had
insufficient focus on unilateral operations.

e Focus on disruption and capture. The report indicates
that, per the National Security Council’s direction, CIA’s
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. HUMINT emphasis was on pinpointing the location of
UBL and his principal lieutenants in Afghanistan so as to
‘capture and render them to law enforcement authorities.
 Asa consequence, the report suggests that CIA did not
focus as heavily as it could have on recruiting relevant
'sources in other locations | |

e Value of walk-ins.™

(b)(1)
(b)(3)
(b)(7)(d)

e Dirty asset rules.” CTC personnel told the JI that they
~ did not view guidelines issued by former Director of
Central Intelhgence (DCI) John Deutch in 1996 -
concerning CIA recruitment of human sources with poor
~ human rights records or who had committed proscribed
acts as an impediment to pursuit of terrorist recruitments
in al-Qa’ida. Nonetheless, the JI was skeptical, noting
‘that a July 2002 report of the House Permanent Select
~ Committee on Intelligence Subcommittee on Terrorism -
and Homeland Security found that CIA officers in the
field did feel constrained by these guidelines.”

*(U) For simplicity, we use the term walk-ins to refer to volunteers who walk in, call in, or write
. in offering to provide information of value.
"'<57/7NF) Dirty asset rules is the shorthand description for regulations that govern the :
operational use of agents tainted by criminal acts or involvement in human rights abuses.

* (U) US House of Representatives, Permanent Select Commiittee on Intelligence, Subcommittee
* on Terrorism and Homeland Security, Counterterrorism Intelligence Capabilities and Performance
Prior to 9-11, dated 17 July 2002, pp. 27-29. :
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(U) Assessment of Joint Inquiry Finding

{577NF) The Office of Inspector General (OIG) 9/11
Review Team concurs with the JI’s conclusion that CIA ,
~ HUMINT operations were unable to penetrate al-Qa’ida’s
inner circle and that both external and internal factors
limited CIA’s ability to be more effective. However, the
Team differs to some degree with the JI's analysis and
~ conclusions about the various flaws in CIA’s operational
strategy The 9/11 Team:

o Does not concur that CIA reliance on liaison was
excessive but agrees that it was not balanced with a
strong focus on unilateral operations until after mid-1999.
The Team addresses this issue in deta11 in Systemic
Fmdmg 15. '

* Agrees that CIA’s operational focus was on Afghanistan,

~ although not just to capture UBL but also to gain
HUMINT access to the plans and intentions of his inner
circle there. This strategy did reduce the focus on
HUMINT operations elsewhere, however.

- & Concurs that the CIA relied on walk-ins as its principal
unilateral sources but disagrees that these afforded little
value as counterterrorism sources.

~ ¢ Agrees that bureaucratic rules may have impeded
recruitment operatlons—but cannot evaluate the extent

of the negative impact.

«4SANEr The 9/11 Team also assessed two additional
HUMINT collection issues that were not addressed in the ]I
fmdmgs

o In their additional views to the JI Report, Senators Shelby
~ and Dewine charged that the CIA had been negligent in
failing to adjust its posture away from official cover to
nontraditional platforms more suited to the terrorist
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target.”” The Team found that the Directorate of
‘Operations (DO) made little use of nonofficial cover
- (NOC) officers or nontraditional platforms to address the
(b)(1) o al-Qa’ida target because these platforms were mdeed too
(b)(3) | ' weak to offer much potentlal '

| (U) The Balance Between Collection and Disruption

b1(1 : | {5/NFy CTC’s HUMINT strategy regarding UBL
(b)(1) - evolved over the years from one focused on disruptions and

- (b)3) ‘ capture\

}CTC»

never achieved access to UBL’s inner circle.

(U) Early Focus on Disruption

(b)(1) . , . : | B '
(b)(3) : «5/7NF) Prior to mid-1999, CTC’s main focus was
@) disruption|
| \ well aware that CIA
(b)(1) “had been unsuccessful at penetrating the inner core of
(b)(3)
(b)(7)(d)
necessary for CIA to use the information it was
' ' collecting to take action to disrupt the terrorist infrastructure
(b)(1) before it could be used to attack the United States.
(b)(3) -
(b)(7)(d)

*U) “September 11 and Imperanve of Reform in the US Intelligence Community, Additional
Views of Senator Richard C. Shelby, Vice Chairman, Senate Select Committee on Intelligence,” JI
Final Report, Appendlx Additional Views of Members of the Joint Inquiry, 10 December 2002.
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(b)(1)
(b)(3)
(b)(7)(@)

told the Team that
considered CTC’s balance between collection and disruption
to be approprlate :

(b)(1)
(b)(3)
~(B)(7)(d)

: '(%LN-H- Double-tap refers to the shooting tactic of firing two rounds qulckly (tapping the
_ trigger twice) to neutralize a threatening aggressor. However, in this context, it refers to law
enforcement action against terrorists including monitoring, questioning, and arresting suspected
terrorists under whatever criminal statutes possible, thereby accomplishing two goals:
disrupting potential terrorist attacks and obtaining intelligence information on terrorist activities.

FOP-SECRET - | | , | D6
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) Renewed Focus on Recrultments

- A5ANE In mid- 1999, the new Chief/CTC
determmed that the Center’s al-Qa’ida effort was weighted
too heavily toward disruptions and that CTC needed to
focus its efforts on recruiting|

(b)(1)
)3
(b)(7)(d)

told the Team that the earlier double-tap strategy was too
heavily focused on liaison and the FBI and that the new
Chief had put renewed focus on unilateral operations.

(b)(1)
(b)(3)
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@—The Team found that the increased
focus on unilateral operations resulted in increased
recruitment of unilateral assets and an increase in unilateral

reporting| | Figure S11-1 shows
(b)(1)
(b)(3)
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Figure S11-4

(b)(1)
(b))

«5AANE) In interviews conducted during the OIG’
inspection of CTC in 2000-2001, customers evaluated E
counterterrorism reporting positively. Most\ \ (b)(1)

| ffield customers of CTC's reports termed the - (b)®)
reporting useful, good, or meeting their needs. The few ' |
Washington customers who commented on CTC reportin

g
also called it important and valuable. The 9/11 Team d1d
not contact CTC customers for th1s current review.
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_ /NP A memorandum from an AIG manager in
- May 2000 shows that CTC was fully aware it had significant
collection gaps. This memorandum stated that, among other
key issues, the Intelligence Community lacked information

on:
(b)(1)
(b)(3)
(U) Value of Walk-ins
(b)(1)
(b)(3)
* ‘walkﬁns was a (b)3)
| b)(1 | former| officer in UBL’s organization| |
Eb;E3; o ‘ and walked in
: : to the US Embassy| Q This walk-
o in which defined UBL
FOP-SECRET (b)(1)
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as head of a worldwide terrorist organization. His reporting

 helped establish Bin Ladin’s intent to target the United
States on its own soil and his interest in obtaining weapons
of mass destruction-related materials|

Intelligence Community build a case against UBL and -
- understand the al- Qa 1da orgamzatlon

(b)(1)
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18)) Di'rl;y Asset Rules

-(Sﬁ‘N-Fﬂ- Although the 9/11 Rev1ew Team believes
that the weight of evidence tilts to the conclusion that the
dirty asset rules hampered the effectiveness of unilateral
operations, the Team’s review of this issue surfaced

- contradictory 1nformat10n

-(SﬁN-Pﬁ- On the one hand most CIA officers the
Team interviewed said the rules had no impact, since senior -
Agency leadership approved every case that officers put
- forward:

(b)(3)

. FOPSEERET O
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(b)(1)
(b)(3)
(b)(7)(d)

—5//NFOn the other hend, a number of senior CIA
officers and CTC managers admitted their concern that the
guidelines did have a negative impact on the willingness of
field officers to pursue problem cases:

e A former Deputy Director of Central Intelligence felt that
~ senior Agency leaders were never able to convince DO
working-level officers that these guidelines were to
protect the Station and case officers and not to hinder
their efforts |
(b)(7)(d) _ o | . Another ’—‘identified one terrorist case that led

to an oral reprimand of the|

- | The reprimand (b)(7)(C)
(b)(1) - ‘ ‘ came after Congress learned that a\ ‘ (b)(7)(d)
(b)(3) \for a terrorist group. :
' | added that the DCI’s handling of this
~ incident helped send the message to the DO that the DCI
o would not protect anyone. c

. said thathound thatit wasa common =~ . (P)(7)(d)
misperception in CTC before 9/11 that any potential
asset with human rights baggage was an automatic .
nonstarter. Dspent time explaining to CTC officers that ~ (P)(7)(d)
this was not so. :

FOPSFERET S E (b)(1)
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| ~«5/ANF) Several senior DO manégers and CTC
officers acknowledged that these guidelines affected how L
case officers approached operations. ‘ ‘ (b)(7)(d)

.(b)(1 ) : said it had the effect of steering case officers
(b)(3) | ~ to targets no less important, but unlikely to involve “dirty
(b)(7)(d) L ~~ asset” issues.|
acknowledged that the
- guidelines served as another bureaucratic-hoop that made (b)(7)(d)
recruitments more difficult, and another officer who served
said that it was a general
complaint in the Station that they felt handcuffed by these
rules.
(b)(1)

(b)(3)

(U) Insufficient Uée of Nonofficial Cover Platforms

(U) The JI report did not address the issue of NOC
utilization, but, as noted earlier, US Senators Shelby and
Dewine cited it as a significant Agency shortcoming in
addressing the terrorist threat. Senator Shelby sums up
these views: “The CIA’s Directorate of Operations (DO) has

S - PORSECRET | (b)(1)
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been too reluctant to develop nontraditional HUMINT
platforms, and has stuck too much and for too long with the
comparatively easy work of operating under diplomatic -
cover from US.embassies. This approach is patently. -
unsuited to HUMINT collection against nontraditional

- threats such as terrorism or proliferation targets, and the
CIA must move emphatically to develop an entirely new
collection paradigm involving greater use of nonofficial

~ cover (NOC) officers.”™ : ‘

(b)(1)
(b)(3)
(b)(7)(d)
"(U) “September 11 and Imperative of Reform in the US Intelligence Community, Additional
Views of Senator Richard C. Shelby, Vice Chairman, Senate Select Committee on Intelligence,” J1
' Final Report, Appendix ~ Additional Views of Members of the Joint Inquiry. December 10, 2002,
page 12. : ' : :
FOPSEEREF - | | (o))
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(U)‘ Implications -

~{57#3¥F) The Chief of CTC prior to 1999 made
reasonable choices in implementing a collection strategy he
believed had the best potential to achieve results based on
- his understanding of the target at the time; the meager
- operational tools he had available, and the difficult natural
impediments he faced. If this Chief had not discounted the
- potential of unilateral operations, CIA would have had two
~ more years to achieve results. However, if an earlier focus
on unilateral operations had been at the expense of work
with liaison on disruptions and renditions, an unintended -
consequence might have been the failure to thwart a terrorist
~ attack against the United States.

-W:NF} Armed with the knowledge‘.that' | (b)(3)

liaison operations were not achieving the needed access to
al-Qa’ida plans and intentions, the CTC Chief who took over
in'1999 made a logical adjustment toward more unilateral
operations and a focus on Afghanistan, since that was where
 the inner core of al-Qa’ida resided. The JI report suggests
that other countries may have had more benign operating
environments where CTC could have achieved better results
- inpenetrating al-Qa’ida. The Team cannot judge whether
. the operational potential to acquire an agent with access to
‘al-Qa‘ida plans and intentions would have justified the costs
of pursuing such an agent in other countries far removed
from the al-Qa’ida leadership in Afghanistan. Nonetheless,
by not casting the Center’s net wider, the Chief may have
lost opportunities to penetrate al-Qa’ida.

(U) Accountability

. 4B CTC officers were extremely committed
and did their best, but HUMINT operations were of only -
limited effectiveness against the hard al-Qa’ida and UBL
targets. CTC may have missed opportunities to improve its _
results because of the operational choices it made and those
it discarded, such as more active engagement with. | - (b)(3)
Sso that all possible HUMINT platforms were -

FOPSECREF | e o)1)
H%W@RG@N—N@F@RN#MR 348 o © June2005 (b)(3)

Approved for Release: 2015/03/19 C06184107




V : Approved for Release: 2015/03/19 C06184107_
OIG Report on CIA Accountability . TOPSECREF

With Respect to the 9/11 Attacks HES/SHFORCONNOFORN//MR—

engaged in the effort to target al-Qa’ida. Nonetheless, the
9/11 Team believes that Center management made
reasonable choices in implementing the HUMINT collection -
strategy it believed had the best potential to achieve results
against al-Qa’ida. Given the inherentand systemic
impediments it faced, CTC continually adapted its HUMINT
operations to try to penetrate the al-Qa’ida target and
disrupt its activities. Accordingly, the Team makes no

' 'recommendatlons with respect to accountablhty for these
decisions. :

_ . =
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(U) SYSTEMIC FINDING 13: COVERT ACTION

(U)- Systemlc Finding 13 of the Joint Inquiry (JI)
report states that, “As early as August 1998, U.S. _
Government policymakers wanted Usama Bin Ladin to be
killed, and believed that CIA personnel were aware of their

“intent. However, prior to September 11, 2001, the
policymakers did not wish to waive the bar on
‘assassinations and did not provide clear and unfettered
authorization to the CIA to kill Bin Ladin or to undertake -
covert attacks against al-Qa’ida’s financial assets. For its
part, the CIA was reluctant to seek the authority to
assassinate Bin Ladin, and averse to taking advantage of any
ambiguity or vagueness in the authorities it did receive that
might have allowed it more flexibility. These factors shaped

 the types of covert action the CIA was authorized to, and

* did, undertake against Bin Ladin. Because of the restrictive
nature of the authorities that were provided to CIA—as well
as the inherent difficulties of the task—covert action appears

" to have had little 1mpact on al- Qa ida or Usarna Bin Ladin
before September 11.” :

(U) Joint Inqulry Discussion

om i o

(b)(3) - —GPSA } In support of its flndmg,
the JI discusses the five Memorandums of Notification
(MON) that President Clinton signed and that authorized
CIA covert action against Usama Bin Ladin (UBL) and his -

FOPSECREE N O
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principal '-lieut_enants‘

- (b)(1)
(b)(3)

%—plinton Administration national security
officials asserted the CIA had authority to kill UBL, knew
that the Administration wanted UBL dead, but was not"
aggressive in using its authorities. |

- (b)(1)
- (B)3)

| Finally, the JI report outlines the

! (U) Section 503 (50 U.S.C. 413b) of the National Security Act of 1947, as amendéd, defines
covert action as “activities of the United States Governmenit to influence political, economic, or
military conditions abroad, where it is intended that the role of the United States Government
will not be apparent or acknowledged publicly.” Covert action does not include traditional _
intelligence, counterintelligence, security and law enforcement activities.. The President must set
forth in a written “finding” his determination that the covert action supports identifiable foreign
~ policy objectives of the United States and is important to the national security of the United
States. A Memorandum of Notification, signed by the President, is required for any significant
change to a previously approved covert action, or any significant undertaking pursuant to a
previously approved finding. These include circumstances involving the use of force, significant
risk of injury or loss of life, significant US foreign policy considerations, increases in funding, or -
involvement of new third parties. _ o e '
**(U) Executive Order No. 12333 of United States Intelligence Activities (December 4, 1981,
46 F.R. 59941) paragraph. 2.11, Prohibition on Assassination, states: “No person employed by or
acting on behalf of the United Sates government shall engage in, or-conspire to engage in, -

assassination.”
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difficult operational challe_nges and cbnstraint‘s CIA faced in
carrying out covert action operations inside Afghanistan.

(U) Assessment of the Flndmg

(b)(1)
(b)(3)

The Office of Inspector -

General (OIG)9/11 Accountability Review Team concurs
with many but not all of the conclusions in this finding from
‘the JI report. The Team differs in its analysis of some facts
-and interpretations in the report’s discussion of the fmdmg
'It found the followmg :

o CIA officérs perceived the MONs sigﬁed by President

Clinton between August 1998 and December 1999 as

- circumscribing permissible operations against Bin Ladin

even though these MONs relaxed some of the prev1ously
existing restrictions significantly.™

In view of the provisions of the law and Executive Order
12333 and of past problems with covert action programs,

' CIA was reluctant to take advantage of any ambiguity or

vagueness in the authorities it did receive. Ultimately,
however, the MONs were not crucial obstacles in -
determining the failure of CIA offenswe operations
against UBL and his lieutenants.

The CIA’s covert action capabilities against Bin Ladin in _

Afghanistan were extremely limited. Beginning in late
1998, the CIA sought to broaden the base of assets upon
which it built its covert action program against the Saudi
terrorist. Its available options for enhancing its ability to
reliably locate and then capture or eliminate Bin Ladin
were weak, however. This reduced the CIA, for much of
the period prior to 9/11, to relying heavily on a single set
of tribal assets‘ f’

- "5y One DO reviewer of this draft objected to the use of "perceived” in this sentence, asserting
that the circumscription of CIA’s authorities was no mere perception, given President Clinton’s
~ action in striking out authorizing language in the February 1999 MON. The Team here is
generahzmg, not focusing only on the February MON, and it continues to believe that
percelved is appropriate in view of a countervailing Wlnte House perception.

HES/SH-FORCON NOFORNAAMR: 352 - ' June 2005 -
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(b)(1)
B

Moreover, these assets
were of questionable reliability and had limited
capabilities for achieving the desired results—a
debilitating combination.

(b)(1)

(b)(3)
o Although CIA took a strict constructionist approach to
interpreting the MONSs, it considered and experimented
with a number of covert action options for disrupting
al-Qa‘ida and apprehending Bin Ladin within the
constraints of White House policy,
(b)(1)
(b)(3)
-GS)—The Team has cbvered several aspects of covert
action in its discussion of other findings. The Team
- examines: : : ‘
(b)(1)
* (b)(3)
[ ]
(b)(1)
(b)(3)
o | . FOP-SBEREF (B
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(b)(1)

(b)(3)v , - - The Team does not repeat these discussions here.

(S/NF> The 1986 Counterterrorlsm Fmdlng and Subsequent
‘MONs

S The National Securlty Council (NSC) (b)(1)
closely governed the CIA’s covert action policy toward (b_) 3)
terrorism and specifically toward al-Qa’ida and its leaders
throughout the decade before 9/11. The CIA, in turn, was
committed to adhering to the President’s policy as ‘
propounded in the authoritative findings and MONS, and it
followed a strict constructionist approach to interpreting
these MONs. That meant the language used in these
‘documents governed covert-action. Past controversies over
various covert action programs, including real or alleged
covert assassination attempts, had seared the collective
memory of CIA managers. That collective consciousness,
the provisions of Executive Order 12333 on assassinations,
and the conviction that the CIA had to avoid anything that
hinted of engaging in assassinations were all strong
influences in the Directorate of Operations (DO) during the

- decade before 9/11. Senior Counterterrorist Center (CTC)
managers exemplified the conviction that CIA-sponsored
killings of anyone except in self-defense were prohibited.

(b)(3)

4G The 1986 Finding

The process of authoritatively defining (b)(1)

the boundaries of CIA covert action against terrorism began. -~ (b)(3)
in 1986. |

~(b)(1)

(b)(3)

| FOPSECREF | o | | | b))
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(b)(3)
e | (b)(1)
- +4C) The August 1998 MON | (b)(3)
| &S+ AN The MON that President (b)(1)
- Clinton signed was dated 20 August 1998, shortly after the (b)(3)

al»-Qa’ida qubings of the US Embassies in Nairobi and

(b)(1)

| (b)(3)
'_ R | | JORSECREF BN E)
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- With Respect to the 9/11 Attacks ﬁ@ﬁfﬁiﬁeﬁeew—wefeﬁwﬁm— (b))
- +e)- The December 1998 MON .
b1 o '(S#NB—In the ensuing months, the pressure to deal
EE;E 3; - , with Bin adin mounted.,| E

T — | (b)3)
(b)(1)

- (d)E)

/On 18 December 1998, the
Director of Central Intelligence (DCI) sent one of a series of
warning memorandums to senior policymakers. In it, he
said he was “greatly concerned by recent intelligence
reporting indicating that Usama Bin Ladin is planning to
‘conduct another attack against US personnel or facilities
very soon.” |

e e
HF5H AND (b)(3)

The MON, signed by the Presidenton . - -
24 December 1998, bore the same title as the one signed on

b))
()3)
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(b)(1)
(b)(3)
<€ The February 1999 MON | | |
| —GPS- ‘NF?—When CIA began td look for new (E) (:13)
S covert action options to reduce its dependence on its tribal ‘( )3)
(b)(1) . assets, it considered another CIA contact in Afghanistan ’
(b)(3) - ' | anti-Taliban military leader Ahmad Shah Masood.’—l—‘
By February 1999,
- President Clinton signed'a MON that amended the
24 December MON to include working with Masood in the
scope of lethal offensive operations envisioned by the earlier
MON. '
| (b)(1)
®)E)
FOP-SECRET (b)(1)
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" 4€~The July 1999 MON
' MOm 4 July 1999, President Clinton (b)(1)
- signed another MON| -~ (b)(3)
(b)(1) -
(b))
FOPSEEREE | - o (b)(1)
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(U) Interpreting the MONs

: A wide divergence of opinion (b)(1)

~ continues to exist between CIA and former members of the ~~ (b)(3)

Clinton White House regarding the extent of the authorities ‘

granted to CIA for dealing with Bin Ladin. NSC officials

assert emphatically that the Clinton Administration, in fact,

made obvious its desire for Bin Ladin to be killed. Former

National Security Advisor Berger, for example, repeating

sentiments he had expressed to the Joint Inquiry, told the

National Commission on Terrorist Attacks Upon the -

 FORSECRET - | o))
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United States—hereafter called the Kean Comrrussmn——at its
24 March 2004 hearings that President Clinton had given

“the CIA broad, lethal and unprecedented authorities
regarding bin Laden [sic] and his lieutenants. The
president's willingness to destroy Osama bin Laden [sic] and
his lieutenants was made unmistakably clear in August 1998,
the one time we had actionable intelligence as to bin Laden's
whereabouts. The president ordered a cruise missile attack -
against him.”” - »

: ' The sentiments CIA ofﬁcers ~(b)(1)
expressed to the 9/11 Review Team and to the Kean (b)(3)
Commission were quite different. The Kean Commission’s |
24 March 2004 statement on intelligence policy captured
general CIA sentiments as expressed to the OIG9/11
Review Team: “But if the policymakers believed their intent
was clear, every CIA official interviewed on this topic by the
Commission, from the DCI to the official who actually

. briefed the agents in the field, told us they heard a different
message. What the United States would let the military do is
quite different, the DCI said, from the rules that govern
covert action by the CIA. CIA senior managers, operators,
and lawyers uniformly said that they read the relevant

“authorities sigiied by President Clinton as instructing them

 to try to capture Bin Ladin, except in the defined
contingency. They believed that the only acceptable context
for killing Bin Ladm was a credible capture operatron '

Documentary ev1dence frorn 2000 (b)(1)
and 2001 also indicates that the CIA continued to believe it (b)(3)
was operating under considerable restraint.|

(b)(1)

(b)(3)
2‘6—(‘FS+SA senior DO officer noted the following about the last two sentences in this (vb)(1 )
paragraph: "[A] Cruise missile strike is an overt U.S. mlhtary action and provide[s] little insight . (b)3)

~ and no authiority as to the limits of CIA covert action.” The Team agrees; a clear distinction must

- be made between covert action and military strikes. -

S | TOPSHCRET O
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(U) CIA P_re-9/11 ,Cdver_t Action Options

S+ HNE) In the end, the restrictions imposéd
on operations by the MON’s were an inhibition to killing
Bin Ladin, but they were not the real reason for the failure to
capture or destroy him and his lieutenants. That failure, in
the judgment of the 9/11 Review Team, resulted from the
weakness-of CIA's covert action options.\
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4© The Tribal Assets

b))

- {SAANFY After Bin Ladin moved to Afghanistan in
May 1996 and settled in Taliban-controlled Kandahar .
Province in the spring of 1997, CIA used a group of Afghan
tribal assets as its principal source of information about
Bin Ladin’s location. The Agency had utilized these assets
previously in'its efforts to find and bring to justice

~ Mir Aimal Kansi, who had attacked and killed CIA

employees in front of CIA Headquarters in ]anuary 1993. As
it turned out, however, these assets were never strong, well
placed, and multifaceted enough to provide the intelligence
needed to convince policymakers that they had a firm basis
for a US military attack. The assets” weaknesses were
manifest in an apparent lack of capability or an

“unwillingness to carry out US plans and in an absence of

asset depth for both reporting and action. These problems, ;

- in turn, gradually eroded confidence in the assets’

capabilities and cred1b111ty at Headquarters and elsewhere in
WaShington, making US cruise missile attacks based on

(b)(3) - asset-supplied information increaSingly unlikely.
A Rough Start. In April 1997, NE and -
CTC officers decided that| should ask the -~ (b)(1)
senior Afghan tribal asset to use his villagers to collect (b)(3)
information on Bin Ladin. By the end of May the Station
reported that the tribal assets were eager to begmz :
| At the same time, (b)(1) -
+ UBL Station outlined its end goal for the operation: use the (b)(3)
b)(1) tribal network to capture UBL and bring him to justice .
(b)(3)
-(57‘7‘NF§- Questlons about the capablhtles of the tribal
assets and subsources to execute a plan and about the '
ttustworthiness and accuracy of their reporting on Bin Ladin
began to appear in the fall of 1997. | ' :
(b)(1)
(b)(3)
TOP-SECRET | (b)(1)
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@ Problems affectmg confldence in the

reliability of the tribal assets developed on other fronts in

- late 1997:
(b)(1)
(b)3)
—HES/SHOREON NOFORN//MR- 368 - June2005

Approved for Release: 2015/03/19 C06184107 ,

NOORE

(b)3)

(b)(3)

b))

(b)(3)




g

Approved for Release: 2015/03/19 C06184107
OIG Reporton CIA Accountability ' . FOPSEERET

With Respect to the 9/11 Attacks | ‘HGS*%GRGGN,—NGFGRN?H"NHF E

mvEs 4 ‘f'ff'}

'(S7‘:JN-F-)- The May 1998 Capture Operation.

The increased sense of danger in February 1998 brought
high-level deliberations of offensive operations, including
both an alrstrlke against Tarnak farm and forcible rendition
of Bin Ladin."® Any such operations put a premium on
quality assets able to support either activity directly or |
indirectly. The Chief of CTC informed the NSC’s o
Counterterrorism Security Group (CSG) that CIA had assets
in place that might, over time, be able to pinpoint
Bin Ladin’s command and control facilities. The CSG made
- arecommendation, accepted by the National Security ‘
Advisor, that CIA should move ahead and prepare an
operational plan and a draft MON authorizing a forcible
rendition of UBL. | ‘tentatlvely projected.
May as a potential wmdow for carrying out the operatlon.

(D)) o @ UBL and SStanons both

beheved that, despite their flaws, the tribal assets were
providing generally valuable and credible intelligence.
Apparently concerned that the tribal assets were losing
credibility in Washington, both Stations sought to refute the
negative assessments and to press forward with the -
rendition effort: -

* InlateJanuary and early February 1998, the two Stations
o _ exchanged cables that registered dissent from CTC’s
(b)(1) critical counterintelligence assessment of the tribal asset.
(b)(3) \sald it considered the assertions made
in the memorandum flawed and/or inaccurate. The COS,
said he had full trust and confidence in the tribal assets.™.

lauded the queilify of the assets’ preparations for.a
rendition operation and their plan for a capture

|

June 2005 . 369 -HECS/SH-/ORCON, NOFORN/AMR-

Moreover, on 23 February 1998, Bin Ladin issued a fatwa in which he and other fundamentalist

, leaders publicly called for Muslims to unite to kill Amerlcans and their allies.
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operation.”” In early May 1998, he cabled Headquarters
that, contrary to his expectatlons, the assets had
delivered a plan he described as “impressive” and

- “almost as professional and detailed an operational
scenario as would be done by any US military special
operations element.” It was, he wrote, “about as good as
it can be.”* | |

1—?571@ UBL Station also lauded the

credibility of the tribal network’s reporting

5S4 ~ INF UBL Station also sought to build

confidence in the rendition operation in other ways. It
completed a successful dress rehearsal of the air portion of

. 'the operation and asked the Joint Special Operations

Command (JSOC) for its evaluation of the plan. JSOC said
that the plan was generally not too different from what they
might have come up with but that it had some notable gaps,
including one that dependedonthel | positive
confirmation that Bin Ladin was actually onsite in the VIP

" area of Tarnak farm..

In early- and mid-May 1998, UBL
Station received de facto approval to proceed with the
necessary preparations for a possible Jurie attack. Because of
the potential for significant loss of life, CTC believed it

needed a new MON authorizing the assault on Tarnak farm. -

That draft MON won.approval within the Agency during

ZIQ@ The plan listed three options for the rendition opération: abducting Bin Ladin
from the Tarnak farm;| '

- (0)B)

“4S-In an interview with the 9/11 Review Team in 2003, the COS said that, while the plan was

. _professional, he gave it a 20-30 percent chance of success because of the problem of guaranteeing

that Bin Ladin was in his residence at the time of the raid.

| -HES/SH-/ORCONNOFORNAMR- 370 o ~ June 2005
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«

May, and on 22 May it went to the Deputy Director of
Central Intelligence (DDCI) for signature and transmission
to the NSC. After overcoming initial concerns from the
Attorney General about the potential for causing accidental
deaths among women and children within Bin Ladin’s
compound, it appeared headed for Presidential approval.

S+  NPBrIndications that the rendition

operation would receive approval evaporated suddenly in
late May, however, even before the 29 May Principals’
meeting that was to-consider the plan. Shortly before that
date, the senior leaders in the CIA responsible for
recommending such an operation to the DCI, after a review

- of the whole operation, decided against continuing the

- preparations, at least for the time being. |

told the Team they all advised

against proceeding with the plan. In a reflection of the DO
leadership’s views at the time, the then-DDQ, ina -
memorandum to the National Security Advisor on 12 June
1998, expressed confidence in CIAs ability to “conduct the
extraction and transport phases” of the rendition but said -
that CIA “assesses the assets’ ability to both capture

Bin Ladin and to deliver him to Umted States officials as
low.”™

- 454N The standdown of the operation was a bitter
disappointment to some UBL Station personnel. In
interviews with the Team, some CIA officers closely
associated with the preparations for the operation expressed
confidence in the assets and in the likely success of the-
operation. Others expressed less certainty about its
prospects. One said that, even though the tribal assets had a

June 2005
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spotty track record the rendition plan should have been -
tried because it was the best. chance available, and it afforded
_ httle risk to Americans.”

-(S+/1:-N-F9— It is doubtful, howéver, that the

operation had the necessary support among senior
policymakKers to get approval even if the CIA leadershlp
below the DCI had recommended it. Both a
- contemporaneous report—based on secondhand
information—and subsequent recollections indicate that the
White House viewed the operation as badly flawed. In late
advised that the Chargé had told
him that he had heard that the operation had been cancelled.
‘The Chargé said that, according to the information reaching
him, the NSC’s National Coordinator for Security,
Infrastructure Protection, and Counterterrorism ‘
Richard Clarke had said he did not like the plan, considering
it “half-assed.” In his book, Ghost Wars, Washington Post
managing editor Steve Coll reports that one of the senior
Clinton Administration officials he interviewed called it a
“stupid plan” and told him that Clarke had shown dlsdam
for it at the tlme : ,

S-N-F—)— On 29 May, UBL Station 1nformed
the field that CIA had received an order to stand down for
the time bemg. The reasons cited in the cable were:

RS NE)
lasserted in|

interview with the Kean Commission that the operation was cancelled because the National
Security Advisor and the US Ambassador to Saudi Arabia thought the Saudis would deliver -
Bin Ladin by pressuring or bribing the Taliban to surrender him. There is one piece of evidence
. that suggests that the DCI had hopes the Saudi intervention with the Taliban might pay off, but it
" is dated 10 days after the decision was made. According to documentation provided by the
Director’s Review Group, the DCI sent an e-mail to the National Security Advisor recommending
that, “no action be taken on the other options currently under consideration on how to-deal with
the Bin Ladin threat. If the Saudi effort is successful—and I believe that the Crown Prince will
spare no effort in'the process—we may be able to gain control of Bin Ladin without any loss of
life.” The desire in June to play out the Saudi initiative, 10 days after the decision to stand down

- . on that operation had been made, does not mean thls desire caused the tribal asset capture

operatlon to be cancelled..

. (U) Clarke, in his book, Against All Enemies: Inside America’s War on Terror (New York: Free
Press, 2004), p. 149, said that the DCI and he made the decision not to proceed with the operatlon

in order “to avoid getting all of our Afghan assets kllled for nothmg

FOPSEERET | | I
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“Cabinet-level consensus that the risk of collateral damage
was too high, concerns about the lack of precision in the
description of what the tribal assets might encounter in the
~ way of armed resistance inside the Tarnak compound, and

- concerns that the purpose and nature of the operation would
be subject to unavoidable misinterpretation and .
misrepresentation—and probably public recriminations—in

. the event that Bin Ladm, desplte our best 1ntent10ns and
efforts, did not survive.”

%:-NE.). Although osten51bly postponed in (b)(3)

reality the Tarnak farm operation had little chance of success
even if approved, in the Team's judgment. On 26 May 1998,
.20 days before the operation was scheduled to take place,

. Bin Ladin abruptly disappeared, abandoning his semi-
permanent lifestyle at Tarnak farm never to return except for
brief visits; it is not clear what precipitated this change. The
cruise missile attacks aimed at UBL in August, following the
al-Qa’ida-led bombing of US Embassies in Africa, made the
probability of capturing Bin Ladin at Tarnak farm even
lower, as UBL adopted security countermeasures.

. 484 INB) Unsuccessful Later Efforts. Anin- - (b)(3)
depth review of the documentation concerning the tribal y
assets after the May 1998 standdown reveals that the assets .
repeatedly indicated that they were moving forward with
preparations for an attack or were completing plans for an
assault on Bin Ladin in one of his houses with the aim of -

- capturing him. Each time, however, something arose or
stood in the way. For example:

. The tribal assets told| on 22 August that . (b)(1)
- they would be ready to carry out a rendition operation (b)(3)
by mid-September. Headquarters gave approval in mid-
September, but no such operation ever.occurred. A
former Chief of CTC told the Joint Inquiry, according to
the JI report, that the tribal assets abandoned three
planned attempts to capture Bin Ladin in September and
- October 1998, | -~ (b)(1)
\once because his security was too (D))

formidable.

| FORSECRET \" (b)(1)
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o In October 1998, the DCI approved a plan, with the tribal
assets playing an important middleman role, to have a
~dissident Taliban commander lure UBL out of Kandahar
to an ambush site in exchange for $500,000. Despite
prodding from the Station, the tribal assets were unable
to motivate the dissident Taliban leader to live up to his
promises to render Bin Ladin. :

(b)(1)
(b)(3) -

0Xe) D U whichhadbeena  (0)(1)
consistent proponent of the tribal assets, revealed its - BE)
frustration in a 17 November cable in which it said it was -
-sending home the landing zone team that had been in
Pakistan for some time awaiting a Bin Ladin rendition.| |
| lalso expressed his “disappointment” with the lack of (b)(1)
progress on the capture effort and said he was scheduling “a  (P)(3)
- frank discussion” with the principal assets. A Spot Report
from UBL Station the next day, disseminated to high-level
leadership, reflected the cumulative imipact of the assets’
inaction. Building on an| _ cable from (b)(1)
18 November, it asserted that it was time to “consider other ' (b)(3)
options which might be launched concurrent with the [tribal ’
assets] initiative.” It added that, during the past month and
- ahalf, “several times it appeared possible” that the assets
would attempt a capture operation; “yet in each case, the
effort was not made for one reason or another.” '

zoRSECREF \ o R | (b)(1)
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~(b)(1)

- simultaneously.

FSHANEY These fallures to act and reporting
inconsistencies in the fall of 1998 were crucial backdrops to
policymaker decisions in late December. By 4 December, the
DCI himself was convinced that the tribal assets by
themselves were not going to solve the Bin Ladin problem
In his Call-to-War memorandum, he wrote, “We must

. acknowledge that our efforts with the [tribal assets] can no

longer be solely relied upon to bring Bin Ladin to justice. As

a result, we must now pursue multlple paths
7224

@ The price of the dashed hopes of (b)(3)

action agamst UBL by the tribal assets became clearer in _ b))
\reported O (b)3)

Bin Ladm s return to Kandahar where the tribal assets could o

most easily monitor his activities. This set up an intense

period during which the assets considered a ground attack

on Bin Ladin, while policymakers and CIA considered a

cruise missile attack. |

(b)(1)

| After some delays, _ _(b)(3)

on 23 December they picked either 25 or 26 December for

their operatlon to capture Bin Ladm

. : -The Chief of UBL Station,
meanwhile, reported\ on 22 December that (b)(1)
“b)(1) - (0)E)
A |He predicted that the Eb)(3)
. interest in this among the CIA leadership and at the -

NSC would be “intense.” Asset-reporting problems on the

22" prevented any action on that day. On 23 December, at : :
noon and then again at 7:30 pm Islamabad time, ’ (b)(1)
reported that Bin Ladin| (b)3)

~ {ES/ANB-With this information in hand, the CIA
and policymakers, including the National Security Advisor,

~ the Chairman of the Joint Chiefs, the Attorney General, the

DCI, and the Assistant DCI for Collection (ADCI/C), among
others, delrberated on launching a cruise rrussrle attack

% (U) See Systemic Finding 2 for more details on the Call-to-War mem‘orandum and its rmpact.

June 2005
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‘against Bin Ladin while he slept. Recollections vary slightly
in detail but agree on the most important point: the outcome
of the meeting. The CIA presented its information derived
from the tribal assets. CTC appeared confident that the
information was accurate, initially offering an estimate of
75-percent reliability; under questioning from the National
Security Advisor, however, it lowered the estimate to
50 percent. According to one participant, in response to
concerns from some Principals about the potential for killing
innocent civilians, the military presented two estimates that
diverged greatly on the anticipated extent of the collateral
damage. One participant recalls that the JCS J-2 asserted
that the collateral damage would be tolerable. Then officers
from the gave numbers (b)(1)
perhaps three times as high as those from the J-2.” In the
end, the session ended with the decision not to act. The DCI
in his testimony later said that, in this case, as in others

- where policymakers contemplated missile attacks against
Bin Ladin, information on the Saudi terrorist’s location was
based on a single thread of intelligence, and they made the-

- decision that it was not good enough. Others told the Team
that the estimated collateral damage was also an important
factor.

%SN-F—)— Meanwhile, the tribal assets’ _
- schedule for a capture operation continued to slip.

(b)(3)

o)1)
(b)3)

(b)(3)

' The disappointments regarding

* capturing or killing Bin Ladin persisted in 1999 despite o
vigorous pursuit by UBL Stations.| | (b)(1)

in early February, Bin Ladin and his (b)3)

-(SﬁPJ'F')-The ADCI for Collection recalls that the Chairman of the Joint Chiefs of Staff pulled
out charts estimating a high number of deaths and i m]urles and that he said the proponents of
- launching the mlssﬂes ‘want me to kill 600 people.” :

FOP-SECREF | ‘ - - (b)(1)
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large entourage moved to an isolated desert camp in
Helmand Province, where he stayed for about a week. .
Bin Ladin’s camp, according to| reports, was many (b)(1)
miles from a'larger hunting camp used by visitors from the - (b)3)
United Arab Emirates (UAE). UBL reportedly visited the
UAE camp regularly during hisstay in Helmand, but he
may have spent some or all of his nights at his own

~ encampment. On 10-11 February, CTC and policymakers

. contemplated launching a cruise missile attack against UBL (b)(1)

(b)(1) - - afterf  reported that he intended to stay at hiscamp= . (b)(3)
(b)(3) ' that night. Although Chief/UBL Station told the JI that the
- ' : | |had provided solid information on Bin Ladin’s

- location on 11-12 February 1999, others in the decision chain,
such as the NSC Counterterrorism Coordinator, according to
a Kean Commission Staff Statement, were unconvinced that

(b)(1) - - the intelligence was reliable. Team review of the cables from
(b)(3) indicates thatl ~ |were unable to (b)(1)
- : provide the kind of detailed, verifiable information that the (b)(3)

-political and military leadership required to launch the
missiles, and, as before, the information depended entirely
on the reporting of one source, the| | (b)(1)

(b)(3)

some officials had legitimate concerns

“ that UAE royals were in Afghanistan at the hunting camp
and might have been killed by a strike aimed at Bin Ladin..
The result was that, lacking the support of senior off1c1als, no

' mlssﬂe attack was launched

-(—T-S+:FN-F)—In May 1999, another opportumty (D)

seemed to arise that offered the chance to attack Bin Ladin -
following his return to Kandahar on the 13", During the
next week, CTC's tribal asset network staged what UBL
~ Station described at the time as its “largest and most
- sustained effort to track, locate, and capture UBL since it
began working against UBL in the fall of 1997.” For several ‘

“days and nights, 'UBL Station v (b)(1)
contemplated an ambush of a Bin Ladin convoy or an attack (b)(3)
on him by the tribal assets while he slept or a US cruise.
missile attack on one of his houses in the Kandahar area.

CTC files from this period are full of cables and e-mails

dlscussmg UBL’s location and contemplating attacks. On .

16-17 May, however,zreported that Bin Ladin - (b)(1) -
| \ | (b)(3)

| , | . TOPSEGREF (b)(1)
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would be spending the night at a particular location and that
he would not be traveling, opening the door to a cruise
missile attack.

@S¢ NB While the wheels in Washington - (b)(3)
went into motion again to consider a missile attack, the o
Principals in the end declined to proceed, just as they had in
December. Concerns about the precision of the intelligence,
circumstances of timing, collateral damage, and signs of : ‘
deceptiorJ may have contributed to the refusal - (b)(1)
to launch missiles at the time. The Principals met to - (b)3)
deliberate on the launch only 10 days after the United States T
.- . mistakenly attacked the Chinese Embassy in Belgrade based
(b)(1) on faulty information supplied by the CIA. Evidence
®)s) | suggested
’ did not know where Bin Ladin really was on 17 May, while
telling CIA that they knew where he was spending the night,
in the Team’s ]udgment probably killed all chance of

226

- action.” : _ o
(B)3E) - | M The last known instance where the (b)(1)
| |mayhaveattempted toattack Bin Ladinalso ~~ (p)(3)
ended in failure and raised additional questions about;
- skills and reliability. |

| | (b)(1)
. revealed a possible bttack (b) ™) (b)(3)
(b)(1) on a UBL convoy. Subsequent exchanges between ’

(b)(3) | land Headquarters revealed several (B)E)
discrepancies between what seemed to . (b)(1)
(b)Y(1) indicate about the operation and what one of the . (D)3)
(b)(3)  described) Later in the month,
| | cabled Headquarters that the. | - (b)(1)
- had admitted that he embellished the reporting “a little.” (b)(3)
. 457N A more general explanation for deciding against action that was applicable to all
contemplated cruise missile attacks was the inherent delay in the process. Accordingto UBL
Station’s late May 1999 assessment of the 13-19 May period, even with improvements in o
timeliness, the normal delays from the tlmeic)bserved events to the time the (b)(1)
information about those events arrived at CIA Headquarters would be from one to three hours. - (b)(3)

The time needed first to process the information at Headquarters and to get a National Command

Authority decision to launch missiles and then for the cruise missiles to arrive at their target -
“made for great uncertainty whether the person targeted (Bln Ladin) would remain in place long
~enough to be hit. -

. TOPSECRET 1 | I 6
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(U) Ahmad Shah Masood

(b)(3)

| | On the one hand, as Chief/CTC

@ Already in 1998 it was apparent to . (b)(3) |

_many at Headquarters that the heavy dependence on a

single source for locational information on Bin Ladin and for
attempts to capture or kill him and his lieutenants wasa -
major handicap. It weakened CTC’s ability to win approval

for US military action, and it was an impedimentto - , ' b)(1
validating the reporting that it was getting from| | Eb;E 3;
: Moreover, the repeated failure of the| _

act raised the possibility that they would never be able to

. make a serious move against UBL. Thus, by the end of 1998,

CTC moved to consider other alternatives, including

- Northern Alliance Commander Ahmad Shah Masood.

_ CTC had established a relationshi , o
with Masood| ' (b)(1)
| 'The CIA had long (b)(3)
tracked Masood’s activities in the Afghan struggle against -
the Soviets during which Masood had distinguished himself.
Still, Masood's overall track record rendered a mixed picture

(b)(1)
(b)(3)

wrote in December 2000, “Masood will only cooperate with
the CIA when the CIA’s and Masood's interests overlap.”
Masood also had limited capability to capture or kill

Bin Ladin, having suffered debilitating setbacks, including

.- loss of Kabul, in the war with the Taliban. His area of

strength and control was in the Panjshir Valley, and thus
remote from Bin Ladin's most frequent location.. CIA also
had what it judged to be reliable reporting implicating
’On the other
hand, Masood had unique virtues as an ally of the United -
States against Bin Ladin. During the course of the Afghan
civil war, he became the last leader opposed to the Taliban
whio retained control of a significant amount of territory
inside Afghamstan In addition, his territory was accessible
from outside of Afghanistan and offered expanded
possibilities for the CIA to conduct various operations
directed against the al-Qa’ida leadership. ‘

June 2005
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(b)(3)

- (b)(1)
(b)(3)

(o)1)
- 0)E)

(b)(1)
(b)(3)

(b))
(b)(3)

- not see much promise in him. |

~ the President signed a MON,|

t¥5# ~ NF)-The Chief of the Near East Division
had originally raised Masood, among other options, for

dealing with UBL, according to a 6 February 1998 UBL

- Station report on a high-level meeting. The DCI, DDCI, -

Executive Director, and ADDO agreed at that meeting that
all possible opportunities should be pursued. Nonetheless,:
UBL Station did not move aggressively to make Masood a
partner in the pursuit of UBL until late 1998, although
Masood had signaled a desire to open a dialogue with CIA
"about a counterterrorism program in September 1998.

gSL NE} Only after thel |
had failed to deliver Bin Ladin in the fall of 1998 and with

encouragement from| did CIA pursue the
Masood option. On 17 and 18 November,|
kicked off a discussion of alternatives, arguing that it was
time for a reassessment. UBL Station moved quickly to raise
proposals plus other options with CIA’s
leadership and with policymakers. These options included
approaching Masood, although UBL Station officers still did

It quickly became apparent that Masood, by

his own admission, had little capability to independently

monitor and target Bin Ladin and was preoccupied with his
battles with the Taliban. Nevertheless, in late February 1999,
authorizing
Masood to carty out an operation to capture Bin Ladin| |

| The authorities provided
in the MON, calibrated by the handwritten language of the
President himself, restricted Masood to a capture attempt
during which Masood's forces, if they met resistance, might

- kill UBL.

@ The message of limited potential for |

using Masood against Bin Ladin repeated itself on several

~ occasions over the period up until 9/11, despite CTC and

NE's efforts to enhance Masood’s capabilities. In October
1999, for example, Masood acknowledged to COS/UBL

 Station that he had devoted little tirrie to collecting on - -

- HESASHAORCONANOFORNAAMR 380

* June 2005

Approved for Rejlgaase: 2015/03/19 C06184107

(b)(1).

b))

(b)(1)
(b)(3)

(b)(1)
(b)(3)

(b)(1)
(b)(3)

(b)(1)
(b)(3)

(b)(3)

(b)(1)
(b)(3) -



Apprbved for Rel_easé: 2015/03/19 C06184107

OIG Report on CIA Accountability . - FOP-SECRET | b))
- With Respect to the 9/11 Attacks HES/SHAOREONNOFORNAAMR - (b)(3)

Bln Ladin, because he had been flghtlng for his survival over
the last three months.

: -GPS%EH—F—)— The poor quality of Masood’s (b))
helicopters also complicated CTC’s ability to coordinate with
him and evaluate his activities. CTC officers made visits to
the Panjshir Valley aboard these hehcopters in 1999 and
early 2000 to supply equipment and training and to
coordinate plans. After one of Masood’s three MI-17 -
helicopters crashed on 10 April 2000, the ADDO called a
temporary halt to such helicopter-borne visits in order to
allow for an assessment of the risks to CIA personnel.

_ Ultimately, in June, the ADDO said that he would approve
the next planned deployment of CIA officers to Afghanistan
only if the helicopters passed a flight safety inspection. That
inspection revealed an impressive list of major problems,

_ including tears in two of the five main rotor blades and
inoperative instruments. The bottom line from the -
inspection was, “this is a pilot’s coffin” and repair was not
feasible. CIA was unable for many months to procure a
replacement and make arrangements for its deployment.

-(-'FGA -}JF—)— While the helicopter (b)(1)
procurement slowly moved forward, CTC continued to (b)@3)
' examine ways to improve the abilities of Masood’s
organization to contribute to the effort against UBL:

¢ Inlate December 2000, in response to a request from
Clarke at the NSC, CTC and NE Division developed a
series of so-called “blue sky” options (i.e., without

- consideration of cost or policy constraints) for review by

the current and incoming Administrations. From these
option papers, CTC prepared a briefing for the 2 January
2001 Principals Committee meeting in which it v
emphasized Masood’s importance, describing him as the
most viable opposition to the Taliban and someone who,
with further assistance from CIA, could “divert more
UBL resources.” Although the briefing slides omitted
any reférence to Masood's ability to capture or kill
Bin Ladin, the talking points CTC prepared
simultaneously for the DCI intimated that additional

. . FOP-SECREF | (b)(1)
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_-support for Masood could have long-term benefits in
- rendering UBL.

- o Later in March 2001, after receiving a request from the
' NSC to prepare a finding or a MON that would support
a significant increase in assistance to both Masood and
the Uzbeks, CIA developed a new draft finding that
* included assistance to Masood's forces
| million. The finding was still awaiting flnahzatlon
~and approval on 11 September , _

: -(-S%S-N—F—)— Even during late 2000 and early
2001, while continuing to support Masood financially, CTC’s

evaluations of the performance of Masood indicated little
: satis'faction with or confidence in Masood’s performance

e In December 2000, CTC acknowledged in its “blue sky”
option paper that some observers were concerned that
Masood was largely a spent force. It admitted that he
was “generally despised by the majority Afghans” and
that he was disliked even among the Afghan

~ oppositionists, who saw him as only 1ook1ng out for the

~ interests of his fellow Tajiks and Panjshiris.””

<5749~ The then-DDO on 22 December 2000 indicated his skept1c1srn about the “blue sky
Masood option program, writing without elaboration that * ‘substantively, I questlon the Masood

support concept.”

Tee—seeRE-H
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@ All efforts to strengthen Masood

came to a sudden end before he had accomplished any
notable covert actions that were a serious threat to

~ Bin Ladin. On the morning of 9 September 2001, two Arabs
posing as journalists met with-Masood. While Masood was
greeting them, one of the Arabs detonated a bomb hidden in
his clothmg, mortally injuring Masood.

@ Retrospectlvely, CTIC employees

split in their assessments of CIA's Masood program. A few
CTC officers interviewed by the 9/11 Review Team asserted

* that the DDO's refusal to permit CIA officers to deploy from
Dushanbe via Masood’s helicopters doomed the Masood
program. Other interviewees, including a senior NE officer,
a former Chief/CTC and a former COS/UBL Station,

* defended the DDO. Given the documented level of risk of
flying in Masood’s helicopters and the uncertainty about a
payoff from the relationship with Masood, the Team sees no
sound basis for challenging the DDO’s decision. -

(b)(1)
(0)3)

@ In contrast, a 29 May 2001 memorandum from Chief/CTC to Richard Clarke
at the NSC on possible nonmonetary assistance to the Northern Alliance cla1med that the

HESASHFORCONINOFORN/7 MR
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b)3) {SA O NBAs a consequence, when

| land CTC reached the conclusion that the
constituted too narrow a base for covert action against UBL,

they looked at as an option. |

484  NP-By 22 December 1998, efforts to gain

Pakistani assistance had reached a temporary dead end,
‘however. The US Government exerted pressure on the
Pakistani Government, including calls from President
Clinton to Prime Minister Sharif on 18 December

FOP-SEERET | |
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@ On 12 October 1999, the project A (b)(3)

suffered a fatal blow when Paklstaru Army Chief of Staff
General Musharraf seized power in a military coup. The
coup essentially doomed the program despite CIA making
serious efforts to keep it alive by enlisting help from the .

. Ambassador and thd \t’o - (b)(1)
persuade Musharraf to support the program. By mid- ' ' -
December, it was clear that these efforts had been

- TORGECRER )
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. unsuccessf,ul,-accordihg toa reviéw of cable traffic. related to
the project. |
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(U) .Impliéatipns

The fundamental questions that ~ (b)(1)
emerge from a study of covert action prior to 9/11are: - (P)(3)

¢ Did restrictions in the Memorandums of Notification
- seriously handicap the CIA effort against-al-Qa'ida and
- did CIA willfully misinterpret the message the Clinton .
Administration was delivering in these MONs?

b))
(b)(3)
| FOPSECREE e CIC)

HES7SH/7ORCON NOFORN/AMR 396 | June 2005 (b))

Approved for Release: 2015/03/19 C06184107




(b)(1)

OIG Report on CIA Accountablhty : _ -'FSP—S-EGRET
With Respect to the 9/11 Attacks

Approved for Release 2015/03/19 C06184107

(0)3)
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(b)(1) -

- (d)E)

"o Did CIA have the assets and liaison relatlonshlps needed .

to carry out Administration policy to render Bin Ladin -
- and his lieutenants to justice?

@ Although some former senior

officials have testified after 9/11 that they were trying to tell
the CIA in the MON's of 1998 and 1999 that they wanted

“UBL killed, that message never got through to the CIA. In
fact, in the Team'’s judgment, these authoritative instructions
to the CIA did not unambiguously communicate that

- -message. Repeated references to Bin Ladin possibly being
killed during a legitimate capture operatlon——somethmg -

CIA[  |proved incapable of doing—consistently clouded -
the message. In the one case where the President and the
NSC most forcefully indicated their increased willingness to
countenance the killing of UBL, the MON still included the
phrase, “if a successful capture operation is nof feasible.”

(b))
(b)3)

(b)(1)
(b)(3)

(b)(1)
(b)(3)

'The NSC thought it
- was delivering one message. The CIA heard another; it
- thought that message was clear and apparently did not seek
further clarification. :

m The fundamental
* ‘weakness of the covert action program, however, in the
Team’s judgment, was not with the MON’s and their -

interpretation but with the assets the CIA could bring to bear _

at the time against Bin Ladin in Afghanistan. Within the -
- parameters of its interpretation of the MONs, the CIA was
aggressive in identifying and pursuing options available in
the region. Despite the fact that CIA had long-established
relationships with|  in Afghanistan

3 —

\none of its assets or collaborators
ever appears to have been close to capturing or killing UBL
prior to 9/11. All ofzwere either unable or

| June 2005
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unwilling to undertake the task. The information from these
assets, moreover, was never precise enough or judged
reliable enough to permit policymakers to confidently
launch cruise missile attacks on the basis of their reporting
alone after August 1998. |

(b)(1).
(b)(3)

In short, CTC
pressed ahead with the capabilities it had, but they were
. inadequate for fulfﬂlmg the a551gnment

(U) Accouﬁtability

«S/ANE)- In the Team’s judgment, the JI report is
correct in its conclusion that CIA covert action had little
direct impact on Bin Ladin before 9/11. Because CTC was
generally aggressive in trying to identify, use, and fortify the
various options for covert action against Bin Ladin available

 to it, the Team see5 no issue of accountability on this finding.
While senior managers in the Agency were more cautious
than UBL Station managers in pursuing covert action against

~Bin Ladin, their caution was prudent and well founded, not
a sign of an aversion to risk. .Lacking unambiguous policy

~and legal direction to kill Bin Ladin, Agency officers

- properly did not attempt to do so. The simple truth, in the
Team'’s opinion, is that the assets available to CIA and the
covert action options and parameters that policymakers had
approved prior to 9/11 were insufficient to fulfill the '

- mission of capturing or killing UBL or his lieutenants.

(b)(1)
(0)3)

| S I (5100
HESASHAORCONNOFORN/MR- © 398 . June 2005 (b)(3)
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(U) SYSTEMIC FINDING 14 COLLABORATION WITH
THE MILITARY

: -(-S#N-F%Systenuc Finding 14 of the ]omt Inquiry (JI)
-report states that, “Senior US military officials were reluctant
_ to use US military assets to conduct offensive
- counterterrorism efforts in Afghanistan, or to support or
participate in CIA operations directed against al-Qa’ida
- prior to September 11. At least part of this reluctance was
~ driven by the military’s view that the Intelligence
Community was unable to provide the intelligence needed
to support rmhtary operations. Although the US military
did participate in three counterterrorism efforts to counter
Usama Bin Ladin’s terrorist network between August 1998
and September 2001, most of the rruhtary s focus was on
force protection.” '

(U) Joint Inqulry Dlscussmn | N

-(U) In its discussion, the JI further asserts that
National Security Council (NSC) officials, Counterterrorist
Center (CTC) officers, and senior US military officers differ

“regarding the US military’s willingness to conduct
~ operations against Usama Bin Ladin prior to -
September 11 2001. In general, however, these officials
indicate that senior military leaders were reluctant to have
the military play a major role in offensive counterterrorism
operations,in Afghanistan prior to September 11...."

(U) The report then cites a ‘number of sources that
~ affirm its portrayal of nuhtary reluctance

e The NSC’s National Coordinator for Security,
- Infrastructure Protection, and COunterterrorism, told the
JT that “’the overwhelming message to the White House
- from the uniformed military leadership” was that it did

June 2005
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not want to be involved and that “their ca-p-abilities
should not be utilized in Afghanistan.”

¢ The former National Security Advisor, in a written
response to the JI, laid out a similar position, asserting
that President Clinton’s top military advisers counseled
- that the kind of military operations enivisioned in -
. Afghanistan prior to 11 September 2001 (9/11) would
have a low probability of success without advanced
- knowledge of Where Usama Bin Ladin (UBL) was at a
spec1f1c t1me »

. CTC statements and documents, the JI report asserted,

- support the conclusion that “the military did not seek an
active role in offensive counterterrorism operations.” It
cited two former Chiefs of CTC who testified to the
reluctance of the military to act without a declaration of

- war and without precise intelligence. It found that

- lower-level military officers showed more willingness
than senior ones to actively participate in the fight
against terrorism.

* The former Chairman of the Joint Chiefs of Staff (JCS)
said the US military primarily thought about the UBL
threat in terms of force protection, and he added that he

_ believed that the CIA and the Federal Bureau of '
Investigation should have the lead in countering
terrorism. He—and other Department of Defense (DoD)
officials—also repeatedly cited a lack of actionable -

intelligence as another reason for the military’s
-reluctance to-act. The former JCS Chairman told the JI, -
for example, “You can develop military operations until
hell freezes over, but they are worthless without
intelligence.” He also said he did not favor joint
operations with the CIA, seeking to avoid any
dependence on CIA operations for military success.

(U) The JI report concludes that, “in general, . . - the’
CIA and US military did not engage in joint operations, pool -
their assets, or develop joint plans against Usama Bin Ladin

FORSGECRET | o | , (b)(1)
HES/SH/ORCONNOFORNAAMR 400 . ~ June 2005 (0)(3)-
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in Afghamstan prior to. September 11, 2001——desp1te 1nterest

in such joint operations at CIA.”

(U) Assessment of Jomt Inqulry s Fmdmg

_ interviewee,

| SN The Office of Inspector General (OIG) 9/11
Review Team concurs with the JI's overall conclusions on
this finding as it relates to the CIA. Judging by available

evidence, the Agency was unable to satisfy the demands of
- the top leadership in the US military for precise, actionable

intelligence before the military leadership would endorse a
decision to deploy US troops on the ground in Afghanistan

_or to launch cruise missile attacks against UBL-related sites

beyond the August 1998 retaliatory strikes in Afghanistan

- and Sudan. The military demanded a precision that, in

CIA’s view, the Intelligence Community was 1ncapable of
pr0v1d1ng :

(U) Mllitary interviewees offered their views on why

‘senior military officials (and policymakers) generally were -

reluctant to act on intelligence. One senior military

\told the 9/11

- Team that the military had a cultural reluctance and dlstrust
about working closely with CIA prior to 9/11.]  |said some

in the military feared that, if the military went into

Afghanistan and the going got rough, the CIA would leave

them in the lurch

«{577¥F)- CIA encouraged closer cooperation with
important military partners, and CIA officers worked well
with the military on specific operations. | |

for example, told the 9/11 Team that

CTC got good military support at the operational level,
 particularly from|

June 2005
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- XS77/NFr At least in some instances, however, the

Agency found that high-level delays impeded cooperation.

- (U) “Boots on the Ground”

«SHANE- Avallable evidence supports the JI report’s
assertion that the CIA was unable to overcome the
" opposition of the military leadership to putting US military
forces on the ground in Afghanistan prior to September 11.
The 9/11 Team interviews of those ofﬁcers who were most
knowledgeable about CIA-DoD interactions are consistent
with comparable JI interviews and with the relevant

~ testimony to the Joint Inquiry hearings.

o ﬁSﬁ‘N-F-) A key _impédiment——but certainly not the
only one—was CIA’s inability to provide intelligence with
the specificity demanded by the top military leadership. In

~an August 1999 cable to the field, the Chief of Station (COS)

HESHSHORCONNOFORNMR 402 -~ June2005
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for UBL Station noted that, “There has been much interest in
pursuing an operajm At
this time, however -
We met with ’
on 18 August to
o o review requirements| Bottom line; if we
o)1y : - can collect sufficient data on a particular| | (b)(1)

’ - 0)@)

;(-"FSﬁNF')' CIA did not push the rrﬁlitary on this
~count: | |

o According to an earlier COS/UBL Station, CTC did not
ask for military forces on the ground during his tenure
(through mid-1999). He said that it was clear all along
that the “military didn’t want to play very strongly” in

Afghanistan operations. He said CTC repeatedly asked
the military for two special operations specialists—a
planner and an analyst—but the military had no 1nterest

EE;E;; - , N .. - in'sending them.
(b)(7)(d)
- . TOPSEEREF | ] ®)(1)
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<5/ANE) The Team also found one potent indicator
that, within CIA, both in the field and at CTC, there was
doubt about the value of such attacks: = )

e In December 2000, CTC prepared'an options paper for
the NSC that expressed strong doubt about the value of
military strikes against Bin Ladin or Taliban targets. One .
section of the options paper, which the Team could not
confirm was ever sent to the White House but which was
prepared for coordination within the CIA, laid out

o | | FOP-SEERET | (b)(1)
June 2005 - 405  HESSHORCONNOFORN/MR (b)(3)
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. options for pressuring the Tahban to deny UBL

~ safehaven in Afghanistan within 30 days under the 1986
Finding. It reported that the paper had been prepared ‘

~ with significant input from| Itsaid the - (b)(1)

- only option was a military one, stating, “We strongly (b)(3)
recommend against military strikes against UBL and/or ‘
Taliban targets because 1) they would be ineffective -
against these dispersed targets and 2) they would likely
be perceived by the Pakistani government as an anti-
Pakistan move rather than an action aimed at UBL.”

(b)(1)
(b)(3)

o o))
HES/SHORCONNOFORN/ MR 406 | June2005  (P)B)

Approved for. Release: 2015/03/19 06184107




: Approved for Release 2015/03/19 C06184107 , '
OIG Report on CIA Accountability '  TOP-SEERET: | (b)(1)

With Respect to the9/11 Attacks HES/SHAORCON NOFORNAMR-  (b)(3)
(o)1)
- (0)3)
(b)(1)
(b)(3)
~ B |  TOPSECREF | \' (b)(1)
June 2005 | 407 HESSHHORCONNOFORNAMR (b))

Approved for Release: 2015/03/19 C06184107



o Approved for Release: 2015/03/19 C06184107 e
TOP-SECRET | OIG Report on CIA Accountability (b)(1)

ﬁes?‘ﬁﬁeRGGN,—N@FGRW With Respect to the 9/11 Attacks (b)(3)
(b)(1)
(b)(3)

(U) Accountability |

1S~ On the basis of available inform_ation, the Team

*_ believes that the CIA generally handled its relationship with

the US military responsibly and within the bounds of what

was reasonable and possible. CTC clearly pushed forward ,
the effort to but appears to have (b)(1)
received little support at high levels inside and outside the - (b)(3)
Agency. Although intelligence on UBL and al-Qa’ida

needed to be better than it was, the Team finds no

negligence in the effort to supply the military with the

detailed intelligence it felt it needed before agreeing to any

operation. Given the difficult operating environment in

Afghanistan| '

|Asaresult, the (b))
Team makes no recommendations with respect to '
accountability in regard to this finding.

“TOP-SECRET | - . . _ | (b)(1)
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(U) SYSTEMIC FINDING 15: RELIANCE ON
- FOREIGN LIAISON | |

«S7NFr Systemic Finding 15 of the Joint Inquiry (JT)

report states that, “The Intelligence Community depended .
heavily on foreign intelligence and law enforcement services -
for the collection of counterterrorism intelligence and the -
conduct of other counterterrorism activities. The results
~were mixed in terms of productive intelligence, reflecting
vast differences in the ability and willingness of the various
foreign services to target the Bin Ladin and al-Qa’ida
network. Intelligence Community agencies sometimes failed

- to coordinate their relationships with foreign services
adequately, either within the Intelligence Community or
‘with broader US Government liaison and foreign policy
efforts. This reliance on foreign liaison services also resulted
ina lack of focus on the development of unilateral human
sources.”

(U) ]omt Inqulry Discussion

-(S++N-F} The JI report further explalns that since
al-Qa’ida was engaged in a worldwide struggle against the
United States, the Intelligence Community (IC) recognized

~ early on that an effective US response to al-Qa’ida must also
be global and that foreign intelligence and security services
(liaison services) would be important allies in fighting
terrorism. In the case of CIA, the JI states that the ,
Counterterrorist Center (CTC) increased efforts to 1mprove

liaison ties (b)(1) |
-~ (b)(3)

- S . FOPSECREF | (b)(1)
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e Act as a force multiplier, that is, as additional personnel
who in some cases have the right languages, cultural
backgrounds, skills, and experience

]
(b)(1)

- (b)(8) - e Havelegaljurisdiction in their own c‘duntries- |

e Have access in remote or hostile parts of the worldz

{57NF)- The JI report also points out several
weaknesses of liaison that can hinder cooperation and even
aid terrorlsts Citing testimony, the JI report notes that:

e Some services are reluctant to share information

implicates their citizens in terrorism,|

| because of legal
' restrictions and indifference to the al-Qa’ida threat. _

e Several services —are
excessively bureaucratic.

-('Sﬁ‘NF)- The JI report pomts out other factors that
hinder liaison cooperation, including unauthorized leaks of
information revealing liaison cooperation to the press, the
United States” ability to overwhelm a small liaison service
with too many demands, US laws—particularly the death

HES7/SH7ORCONNOFORNA /MR 410 ~ June 2005
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penalty—that 1nh1b1t extradition by foreign governments,

~ and bilateral differences on nonintelligence issues. The

“report then states that coordination between US agencies is

- not integrated with overall US policy and that independent
relationships with the same foreign intelligence services can

. be a problem, although it acknowledges that CIA and the

- Federal Bureau of Investigation (FBI) have improved
coordination on dealing with halson

(U) Assessment of Joint Inquiry Finding

57ANF-We concur with some, but not all, of the JI
finding on this issue:

* We agree that relations with foreign intelligence services
produced mixed results in terms of cooperation and
productive intelligence. We also agree on the advantages
and dlsadvantages of foreign liaison.

¢  Wedisagree, however, that interagency coordination
posed a significant problem. Although the Team found a
few instances of faulty coordination of liaison contacts,
these had only incidental impact on counterterrorism
effectiveness. We also disagree that CTC relied too
heav1ly on liaison; while we concur that CTC focused
principally on liaison in the mid-1990s (as we discussed
in Systemic Finding 11), in mid-1999 the Center adjusted
its operational focus to seek more unilateral human
sources to complement its liaison efforts.

‘We discuss liaison cooperation broadly under this finding

‘and focus specifically on| | ' (b)(1)
cooperation under Factual Findings 5h and Systermc - (0)3)
Finding 20 respectively. o

(U) Liaison Cooperation |

-GSﬁﬁNF)- Our mterv1ews of senior managers and
officers in the Usama Bin Ladin (UBL) Station found a strong
consensus that liaison was important to understanding and

|  zopsperer )
June2005 . 411 - -HES/SHrOREONNOFORN/MR- (D))
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attacking al-Qa’ida but also an acknowledgement that the
contributions from liaison were uneven. Twenty-five of the
29 officers who addressed this issue pointed to the high -
value of liaison but also noted that results ranged from

excellent to poor. | o
(b)(1)
(b)(3)
| Four Station officers questioned the value of
~ liaison, albeit from a narrow perspective. One judged liaison _
as adding no value except for productive relations with the (b)(1 )
(b)(3)
- «5FNFF A June 1999 CTC assessment on the
cooperation of 22 liaison services also points to varied levels
- of 11a1son cooperation. This study: _
(o)1)
(b)(3)
TOPSECREF - R - (b)(1)
HES/SHAOREONNOFORNAAR 412 | ~ June2005 - (B)®)
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L -6575‘N'F')-CIA efforts in December 1999 to dlsrupt
al-Qa’ida plans to carry out terrorist attacks during the
millennium offer a snapshot of the level of cooperation and

~effectiveness of CTC s liaison relatlons‘

(U) Liaison Intelligence Production |

-éSﬁLN-F-)- Llalson reporting was an important source
of information on the counterterrorism target before 9/11.
Indeed, during the period 1 January 1998-11 September 2001,

June 2005
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~S/AANE)- Some liaison reporting provided critical
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(b)(1)
(b)(3)
€577 As of early 2001, however, CIA recogmzed
that the ability of its sources, both unilateral and liaison, to
report on terrorist plans and intentions as well as to _
effectively disrupt terrorist activities left important gaps. ‘(b)(1 )
(b)(3)
- (U) The Liaison/Unilateral Balance
~SANE The Team’ s dlSCUSSlOl’I of Systemic Fmdmg
11 describes the evolution of CTC’s operational focus from a
primary emphasis on liaison operations to a reemphasis on |
unilateral operations. |
(b)(1)
(b)(3)
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(b)(1)
(b)(3)
{5/NE The Team found no ev1dencé to prove that
liaison was better than unilateral or vice versa. Each had
unique advantages and disadvantages. Moreover, we did
b)(1) find that they were not mutually exclusive. |
®)X3) - ICTC carried
' - out its largest and most effective disruption operations
‘ _ during the 1999-2000 Millennium celebrations and thez
(b)(1) _ : and liaison played a key role in these.
(b)3) - |
(b)(1)
(b)(3)
(b)(1) -
(b)(3)

(b)(7)(d)
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(b)(1)
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| o . TOPSECRET (b))
June 2005 419 -HGS%SWGRGGN—NGFGW (b)(3)

Approved fbr Release: 2015/03/ﬁ9 06184107



(b)(1)
(b)(3)

- Approvéd for Release: 2015/03/19 C06184107 '

Approved for Release: 2015/03/19 C06184107

| FOPSECRET . OIGReport on CIA Accountability
: —HGS%SWGRGGN,—NGF@R—N#MR— With Respect to the 9/11 Attacks
. -HES/SHAORCONNOFORNAMR 420 June 2005

b))
(b)(3)

(b)(1)
(b)(3)




, Approved for Release: 2015/03/19 C06184107

: OIG Report on CIA Accountability - FORSECRET
~ With Respect to the 9/11 Attacks

(U) Coordiﬁation of Contact with Foreign Liaison

'(S7H‘N-F§- The Team found few problems between CIA

and FBI mvolvmg uncoordmated foreign liaison contacts:

[ ]
|
. could recall specific instances when the FBI
failed to coordinate foreign liaisoni contacts with the
COSs. However,one|  said that any incidents
that did occur were probably because the FBI officers did
not understand the role and authority of the COS.
Another acknowledged that an FBI field office might
only coordinate with the Legal Attaché on a domestic
. case.

~* For their part, CIA officers had mixed opinions on the
severity of the problem, but most acknowledged that
problems occurred primarily because of the increased
involvement of the FBI in counterterrorism investigations
overseas and the FBI's culture and lack of understanding
- of DCI authorities. Few could recall specific instances
when it negatively affected countertetrorism operations.

A |characterized the problem as minor
friction at the working level, which was more an irritant -
than an impediment. Inaddition,| |
told the Team that the problem was not endemic and that
only a handful of incidents had occurred. |

|said that, while some -
coordlnatlon failures caused a lot of angst, he felt that

FORSECREE N

June 2005 41  HES/SHAORCON-NOFORN/VR
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none was purposeful. He explained that FBI'

Headquarters knew and followed the rules, but FBI field '
(b)(1) _ | offices did not always tell their own Headquarters what
(b)(3) ‘ ‘ - they were doing. ‘

(b)(7)(d)

(b)(1)
(B)3)
- (b)(7)(d)

(b))
(b)(3)
(B)7))

. (U) Implications

545 CIA’s reliance on foreign liaison services

- was essential to its ability to disrupt al-Qa’ida and to thwart
some terrorist attacks on the United States. The Agency did
a good job of exploiting the advantages of liaison operations -
to pursue disruptions, renditions, and agent operations -
against al-Qa’ida and to produce intelligence on the target.
Liaison capabilities anid cooperation were uneven; |
disruptions and renditions had only short-term effects; and
liaison support was not sufficient to gain access to al-Qa’ida
plans and intentions or to warn of and thwart many

“al-Qa’ida terrorist attacks.-

 FORSECRET- | . | , )
HESSHAORCONNOFORNAAMR- 422 June 2005 0)3)
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- =5F/ANB-Prior to 1999, CTC management focused
almost exclusively on liaison because it had determined that
~ unilateral operations would be unproductive. After mid-

- 1999, with the advantage of hindsight, new CTC =
management recognized that liaison could only produce so
much and that keeping the unilateral operational tools in the
toolkit reduced the potential effectiveness of CTC’s
‘counterterrorism program. At the same time, however, CTC
continued to improve and expand liaison operations. In
short, liaison and unilateral operations are not mutually
eexclusive but need to be properly balanced. This balance is
not static but varies by time and place based on a judgment
of the relative operational potential against the requlred

* investment in terms of resources and I‘lSk

(b)(1)
(b)3)

- (U) | Accountability

(b)(1)
(b)(3)

b)) —
b)E) -
(b)(7)(d)

.  tOPSECREF o))
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(b)(1)
(b)3)

 As a consequence, the Team does
not make any recommendation with regard to accountability
on this issue.

(o)1)

(b)(3)
FORSECREE AR o OO
HES/SHORCON NOFORN/MR- - 424 | June 2005 (b)(3)
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(U) SYSTEMIC FINDING 16 STRATEGY TO DISRUPT
TERRORIST FUNDING =

_ ‘625']: Systermc Flndmg 16 of the Joint Inqulry (b)(1) -
(] I) report indicates that, “The activities of the September 11 - (b)(3)
hijackers in the United States appear to have been financed,
in large part, from monies sent to them from abroad. Prior
to September 11, there was no coordinated US Government-
wide strategy to track terrorist funding and close down their

- financial support networks. |

the US Government was unable to disrupt financial support
for Usama Bin Ladin’s terrorist activities effectively.”

Inits accornpanymg dlscuss1on the a (b)(1)
goes on to note that the CIA: | (b)(3)
(b)(1)
(b)(3)
e Never determined the extent of UBL's ' (b)(1) _
financial resources,} (b)(3)
| S . FOPSECREF | (b)(1)
- June 2005 - 425 HES/SHFORCONNOFORN/AMR (b)(3)
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’

(U) Assessment of the Finding

(U) The Offlce of Inspector General 9/11 Rev1ew

Team concurs with the main pomts of the JI finding.

-(-Sﬁ‘N-F)—In regard to the 9/ 11 hijackers’ finances,
subsequent investigation indicates that the terrorists began
funding their operation nearly two years in advance.
According to Counterterrorist Center (CTC) analysts, the 19
hijackers opened 24 US-based checking accounts; each
hijacker had at least one account in his name, and three were

“jointly held. Funding for the accounts originated in the
United Arab Emirates (UAE), but the terrorists used
facilitators in Germany to obscure this. While in the United
States, the hijackers dealt almost exclusively in cash or debit .
cards and kept their transactions below $10,000. According

 to officers in CTC| nothing in the

hijackers’ financial behavior would have ralsed ared ﬂag at
that time. '

- With Respect to the 9/11 Attacks -

_ <€A As for the lack of a coordinated US
Government strategy on terrorist funding, the Team found
no evidence of such a strategy, although we did not examine
the issue fully, considering it outside our scope. The Team

does believe, however, that CIA was prov1d1ng other federal _
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“agencies with intelligence and analysis on terrorist financing |

' "pI'lOI‘ to 9/11. |
| &5 |Im regard to the CIA- spec1f1c issues (b))
raised in the JI report, the Team: = - ' (b)(3)

¢ Concurs that the Agency failed to successfully attack |
. Bin Ladin’s money, but not for a lack of trying.

(b)(1)

J Dieagrees that t_he. Agency did not assess the extent or
nature of Bin Ladin’s financial resources.

o Agrees that bureaucratic obstacles and legal restrictions
| | o inhibited the partnership with the Department of the .
i - - A Treasury from reaching its full potential.

"« Disagrees that the CIA did not| |

(b)(1)

| ’ o (b)(3)
R " (U) Efforts to Attack Bin Ladin’s Money |

~(b)(1)

(b)(3)

- . - FOP-SECRETF (b))

June2005 o 427 HES/SHORCONNOFORNAAMR- - (D)(3)
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(b)(1)
(b)(3)

“S/4NE>- In January 1996, CTC established a v1rtual
station—UBL Station—to “target Islamic terrorist financier

Usama Bin Ladin;| (b)(1)
(b)(3)
' The first Chief of
Station (COS) was a senior Directorate of Intelligence (DI)
officer;\ .
(b)(1)

(b)(3)

2 (Uy A hawala receives fnoney for the purpose of making it, or an equivalent value, payable to a

third party in another geographic location, whether or not in the same form. The establishment
may or may not be documented. These transactions are outside the conventional banking
system. ~

o . FOPGECRET | (b)(1)
June2005 429 HES/SHAORCONNOFORN//MR (D))
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(b)(1)
(b)(3)
'understanding of UBL’s finances and received
this would not stop -

Bin Ladin.
(b)(1)
(b)(3)
=5ANF) Nonetheless, UBL Station effo.rts on finances
continued (b)(1)
(b)(3)
| | . TOPSEGRET )
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- (U) D'etermining Bin Ladin’s Wealth -

+S5/ANFY During the years prior to 9 / 11, analysis of
UBL’s financial assets was focused in the DI’s Office of
Transnational Issues (OTI). Analysts in this office prepared
six Intelligence Reports (IR) along these lines during 1998-
2000.*” Many of these were prepared at the request of the
NSC. In addition to the NSC, recipients of this analysis
included Treasury, the FBI, and the State Department.

«5AANE Such énalysis was difficult. |

<€) In addition, prior to 9 / 11, the DCI Counternarcotics Center also lssued several papers that

discussed UBL’s role in the narcotics trade.

| HES/SHORCONNOFORNAAMR 432 | - June 2005
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“Usama Bin Ladin’s Finances: Some Estimates of Wealth,
Income, and Expenditures,”

(b)(1)
(b)(3)

(b)(1)
(b)(3)

(b)(1)
(b)(3)
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(U) Accountability |

(U) The Team’s examination of the facts and
circumstances surrounding this issue did not uncover an
instance where any CIA person’s individual performance
could be characterized as lacking. Best efforts were made to
pursue the target within the significant constraints imposed.

FOP-SECRET | . _ , - (b)(1)
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'('5') RELATED FIN DING 20: ISSUES RELATING
TO SAUDI ARABIA B

(b)(1)
(b)(3)

| - FOPSECRET ()
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_(U) Joint Inquiry Discussion .

(b)(1)
(b)(3)

- (b)(1)
(b)(3)
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(b)(1)
(b)(3)
- The report emphasized that the JI (b)(3)

had made “no final determinations as to the reliability or
sufficiency of the information” regarding Saudi issues raised
~ by its inquiry.

(U) Assessment of the Flndlng |
@ Many of the points of this fmdlng (b)(3) |

relate to the FBI's investigative efforts on the Saudi
intelligence presence in the United States and of Saudi
officials’ contacts with terrorists in the country, and, as such,
the Office of Inspector General (OIG) 9/11 Review Team
defers consideration of these to the Department of Justice
and the FBI. The Team lacks access to the full range of
- investigative materials in FBI possession and is therefore
o unable to either concur or dissent on those points. In
EE;E;; : - addition, the Team encountered no evidenee that the Saudi |
A : Government knowingly and willingly supported al-Qa’ida
~ terrorists. Individuals in both the Near East Division (NE)
“and the Counterterrorist Center (CTC)\
‘ told the Team they had not
seen any reliable reporting confirming Saudi Government
involvement with and financial support for terrorism prior
to 9/11, although a few also speculated that dissident

o | | o  FOP-SECRET (b))
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- sympathizers within the government may have aided
al-Qa’ida. A January 1999 Directorate of Intelligence
(DI)/Office of Transnational Issues Intelligence Report on
‘Bin Ladin’s finances indicated that “limited” reporting
'suggested that “a few Saudi Government officials” may
support Usama Bin Ladin (UBL) but added that the

' reporting was “too sparse to determine with any accuracy”
such support. None of the Saudi Government officials
named in that report was a member of a

®)1)
(b)(3)

~ TFOPSECREF - | | (b)(1)
- ‘HES/SH/ORCONNOFORN//MR 440 | June 2005 (b)(3)

Approved for Release: 2015/03/19 C06184107



_ Approved for Release: 2015/03/19 C06184107 . © v
OIG Report on CIA Accountability FOP-SECRET | | (b)(1)

With Respect to the 9/11 Attacks —HES/SHAORCONNOFORNAAMR  (D)(3)
(b)(1)
(b)(3)
| | - TOPSECREE | (b)(1) -
June2005 - 441  HESSH7ORECONNOFORN/ MR (b)(3)

Approved for Release: 2015/03/19 C06184107



Approved for Release: 2015/03/19 C06184107  + . (b)(1)

| | - (b)3)
—"PGP-SEGR—E?\ \ : OIG Report on CIA Accountability
HESF5HORCON NOFORN/7MR With Respect to the 9/11 Attacks.
(b)(1)
(b)(3)
FOP-SECRET | . o -~ (b)(1)

HES/SHFORCONNOFORNAAMR 442 . June2005 - (b)3)

Approved for Release: 2015/03/19 C06184107



: ‘ " Approved for Release: 2015/03/19 C06184107 ’ _ . B
OIG Report on CIA Accountability =~ FOP-SECRET (b))

With Respect to the 9/11 Attacks - HES/SHFORCONNOFORN7MR- (b)(3)
(b)(1)
(b)3)
(b)(1)
(b)(3)
N - o | FOP-SECRET, Y
June 2005 - M43 HES/SH/ORCONNOFORN/7MR (b)(3)

Approvéd for Release: 2015/03/19 C06184107



Approved for Release: 2015/03/19 C06184107

FOP-SEEREF | *OIG Report on CIA Accountability

- HES/ST/7ORCONNOFORN//MR- ~ With Respect to the 9/11 Attacks
(b)(1)
(b)3)
(b)(1)
(b)(3)
| TOPSBEREF |
- HES/SH/ORCONNOFORNAAMR 444 N June 2005

Approved for Release: 2015/03/19 C06184107

(b)(1)
(b)(3)

(b)(1)
(b)(3)




(b)(1)

K | . 'ApprO\_/éd for Release: 2015/03/19 C06_184_1'07' o b)3)
OIG Report on CIA Accountability FOPSEEREEF 0 |
With Respect ta the 9/11 Attacks. HES/SHAORCONANOFORNAAMR-
(b)(1)
(b)@3)
. FOPSECRET " | (b)(1)

June 2005 445 HES/SHAORCONNOEORNAAMR ~(b)(3)

* Approved for Release: 2015/03/19 C06184107



- (b)(1)

' Approved for Release 2015/03/19 C06184107 (b)(3)
- FORSECREF | OIG Report on CIA Accountability
-HES/SHFORCONNOFORN/7MR - With Respect to the 9/11 Attacks
(b)(1) -
(b)3) -
FOP-SECRET | | . (b)(1)
- HES/SHAORCONNOFORNAAMR - 446 : June 2005 (b)(3)

Approved for Release: 2015/03/19 C06184107



(b)(1)

App_rovéd for Release: 201'.5/03/‘19 C06184107 | S (b)(3)
~ OIG Report on CIA Accountability  FOPSEEREFT -
With Respect to the 9/11 Attacks HES/SHFORCONNOFORN MR-
(b)(1)
(b)(3)
o | | FOP-SECRET (B
June 2005 - - o 447  HES/SHFORCONINOFORNAAVR - (b)3)

Approved for Release: 2015/03/19 06184107



* Approved for Release: 2015/03/19 C06184107

TOPSEEREF | OIG Report on CIA Accountability =~ (b)(1)

HES/S5H/ORCONNOFORNAMR With Respect to the 9/11 Attacks (b)(3)
(b)(1)
(b))

FOP-SECREE - N | (b)(1)

HESSH/ORCONNOFORNAAMR- 448 _ June 2005 . (b)(3)

Approved for Release: 2015/03/19 C06184107



Approved for Release 2015/03/19 C06184107

b)(1)

(b)(3)

0IG Report on CIA Accountability : -”F@P—SEGRE—”H
With Respect to the 9/11 Attacks HES/SHORCON NOFORN/7MR
449 HES7SH/7ORCON NOFORN7MR

~ June 2005

Approved for Release: 2015/03/19 C06184107

(b)(1)
- (b)(3)

(b)(1)
(b)(3)




’ Approvéd for Release: 2015/03/19 C06184107 o _ S
FOP-SECRET | . 0IG Report-on CIA Aécoun’tability - (b))

HES#5H = RG@N}, NOFORN//MVR- ' With Respect to the 9/11 Attacks . (b)(3)
b)(1)
- (b)(3)
FOPSECRET 1 - )
HES7SH7/OREONNOFORNAAMR 450 . June2005 - (b)(3)

Approved for Release: 2015/03/19 C06184107



(b)(1)
(b)(3)

Approved for Release: 2015/03/19 C06184107

OIG Report on CIA Accountability FOP-SECRETF |
With Respect to the 9/11 Attacks -HES/SHORECONINOFORNFAAVR—
- June 2005 - 451 HESHSHORCONNOFORNAAVR

Approved for Release: 2015/03/19 C06184107

(b)(1)
(b)(3)

(b)(1)
(b)(3)



: . o | (b)(1)
FOPRSECREF  /PprovedforRelease: 201508 1 Cport 0f CIA Accountability (P)(3)

HES/SHORCONNOFORNAAMR With Respect to the 9/11 Attacks
| ' (b)(1)
(b)(3)
Figure R20-1 .
(b)(1)
(b)(3)
| FOP-SECRET | GG

HES/SH/OREONNOFORN/MR 452 | June 2005 (b)(3)

Approvéd for Releaée: 2015/03/19 C06184107



_ Approved for Release: 2015/03/19 C06184107 ' o
OIG Report on CIA Accountability " FOPSECREF (b))

With Respect to the 9/11 Attacks -HES/SHORCONNOFORNAAMR- (b)(3)
(b)(1) | Figure R20-2
(b)(3)
~(b)(1)
(b)(3)
| - o | FOP-SECRETF | (b))
June 2005 453  -HESASH ORCONNOFORN/AAVR- (b)(3)

Approved for Release: 2015/03/19 C06184107



‘ | (b)(1)
Approved for Release: 2015/03/19 C06184107 B (b)(3)

FORSECREY | OIG Report on CIA Accountability
HCS75177ORCON NOFORN/AMR- With Respect to the 9/11 Attacks
| (b)(1)
(b)(3)
Figure 20-3
(b)(1)
(b)(3)
FORSEGREY | . - (b)(1)

HES/SH+ORCONNOFORNAAMR 454 _ June2005 - (b))

Approved for Release: 2015/03/19 C06184107



(b)(1)

Approved for Release: 2015/03/19 C06184107 |
OIG Report on CIA%)ccountability ‘ -"FGP-SEGR-E—"H ‘ (b)(3)
(b)(1) With Respect to the 9/11 Attacks HES/SHORCON NOFORNAAVR-
(b)(3) _ »
Figure 20-4
(b)(1)
(b)(3)
FOP-SEERET (b))

June 2005 | 455  HES/SHORCONNOFORNS/ /MR (b)(3)

Approved for Release: 2015/03/19 C06184107



Approved for Release: 2015/03/19 C06184107 '_

FOPSECREE | OIG Report on CIA Accountability ~ (b)(1)
HES/SHAORCONNOFORNAMR ~ With Respect to the 9/11 Attacks (b)(3)
- (b)(1)
(b)(3)
(b)(7)(d)
(b)(1)
(b)(3)
FOP-SECRET | - T | (b)(1)

- HES/SHAORCONNOFORNAAMR- 456 - June 2005 (b)(3)

Approved for Release: 2015/03/19 C06184107



- ~ Approved for Release: 2015/03/19 C06184107 - - - .
- OIG Report on CIA Accountability FOP-SEERET | (b)(1)

With Respect to the 9/11 Attacks’ -HES/SHOREONNOTFORNAMR (b)(3)
(b)(1)
(b)(3)
(b)(7)(d) .
\
- (b)(1)
(b)(3)
(b)(7)(d)
| | | TOPSEEREF e
June 2005 457  -HES/SH/ORCONNOFORN//MR (b)(3)

Approved for Release: 20ﬁ5/03/19 06184107



Approved for Release 2015/03/19 C06184107

M | OIG Report on CIA Accountablhty ~(b)(1)

HES7SH/7ORCONNOFORN/7MR~ With Respect to the 9/11 Attacks (b)(3)
" (b)(1)
(b)_(3)
; /
- (b)(1)
(b)(3)
| FOPSECREE o o o)1)
HESASHORCONNOFORNAAVR 458 June 2005 (b)(3)

Approved for Release: 2015/03/19 C06184107




s o | (b)(1)
Approved for Release: 2015/03/19 C06184107 ~ (b)(3)

“OIG Report on CIA Accountability FOPSEEREF |
With Respect to the 9/11 Attacks - . HESASHHORECONINOFORNAAVR
- (b)(1)
(b)(3)
- (b)(7)(d)
- - FOPSEEREF | - (b)(1)
June2005 | 159 HES/SHAORCONNOFORNAAMR (b))

Approved for Release: 2015/03/19 C06184107




' ' Approvéd for Release: 2015/03/19 CQ6184107 o : ’ S
FOP-SECRET | OIG Report on CIA Accountability (b)(1)

- HES/5H/7ORCONNOFORNAAMR - With Respect to the 9/11 Attacks (b)(3)
(b)(1)
(b)(3)
(b)(1)
(b)(3)
. TOP-SECREF ] o v (o)1)

HES/SHAORCONNOFORMNAAMR 460 ~ June2005 . (0)A3)

Approved for Release: 2015/03/19 C06184107



~(b)(1)
(b)(3)

Approved for Release: 2015/03/19 C06184107

OIG Report on CIA Accountability FOP-SEERET '
With Respect to the 9/11 Attacks HES/SH+ORCON NOFORN/7MR-
FOP-SECRET |

June 2005

461 HES/SHAOREONINOFORN/AMR

Approved for Release: 2015/03/19 C06184107

(b)(1)
(b)(3)

(b)(1)
(b)(3)



Approved for Release: 2015/03/19 C061841.07

TOPSECREF | ‘ OIG Report on CIA Accountability (b)(1)
HES/SH-ORCONNOFORNAAMR- With Respect to the 9/11 Attacks ()3)
(b)(1)
(b)(3)
FOPSPERET B ' - (b)(1)

HCS7SH/7ORCONTNOFORN/7MR- 462 June 2005 EOE)

Approved for Release: 2015/03/19 C06184107



(b)(1)

' v _ . Approved for Release: 2015/03/19 C06184107 (b)(3)
OIG Report on CIA Accountability FOP-SECRET] |

- With Respect to the 9/11 Attacks HESASH+ORCONINOFORNAAVR

(b)(1)
(b)3)
(b)(7)(d)

{8)) Implicétions

b))
(b)(3)

(b)(1)
B)E)

_ ' _ ' - FOPSECREF (b))
June 2005 | 463  HES/SHFORCON NOFORNAAMR (b)(3)

Approved for Release: 2015/03/19 C06184107



Approved for Release: 2015/03/19 C06184107

TOPSECREE | OIG Report on CIA Accountability (b)(1)

HESASH+ORCONINOFORNAAMR: ~ With Respect to the 9/11 Attacks - (b)(3)
(b)(1)
(b)(3)

(U) Accounfability

(b)(1)

(b)(3)
FOPSECREF | | | b))

HESSHHORCONNOFORNAMR 464 ~ June 2005 - (b)(3)

Approved for Release: 2015/03/19 C06184107



(b)(1)

o -Approvéd for Release: 2015/03/19 C06184107 - (b)(3)
OIG Report on CIA Accountability ' |
With Respect to the 9/11 Attacks ~ HES/SIH/ORCONNOFORNAAMR
(b)(1)
(b)(3)
' : ' FOP-SEERET | (b)(1)
June 2005 N 465 HESASHFORCONNOFORN/ MR - (b)(3)

Approved for Release: 2015/03/19 C06184107



“FOP-SEERIT DOTEI05 e CoRTEA T INOFORNAMR
Approved for Release: 2015/03/19 C06184107

(b)(1)
(b)(3)

FOPSEERET—————HES/SHOREON,NOFORN/MR

Approved for Release: 2015/03/19 C06184107

(b)(1)
(b)(3

S




Apbrd\/ed for Release: 2015/06/10 C06220800

.. . EO1352614(c)<25Yrs U

George J. Tenet

Response_ to Inspector General’s 9/11 Acc

A ountabili
Final Draft Report oty

June 9, 2005

Approved for Release: 2015/06/10 C06220800



- Approved for Release: 2015/06/10 C06220800

Memorandum

To: Inspector Ge?dl‘ﬂv)lgcrson June 9, 2005
From: George J. [Tenetl vy :
“ A

Subject; Final Draft of ccountability Report

For the first time [ have been permitted to read the full IG draft report, and the
standard of judgment being applied, I am accused of not devoting professionalism, skill
and diligence in countering terrorism as DCI. | object to and reject these accusations.

In my previous submission to you, I presented detailed information to respond
to that draft report’s unsupportable conclusions. I incorporate my February 20, 2005
submission in this response,

After reading the final draft report, it is clear that the material I previously
submitted has had no impact on a draft report that continues to mischaracterize my

actions and ignores the context in which [ served as DCI from 1997 through 2001 to deal
with the threat posed by al-Qa’ida. .

Your final draft cannot stand as a legitimate assessment of my performance
against al-Qa’ida before September 11, 2001. You have failed to seek information from
those officials outside CIA who were most intimately involved with me in dealing with Y.
terrorism. Instead of gathering information from such officials to enlighten and provide
context to your report, you instead chose to speculate. In the most egregious example of
this, your report states that policy makers were not able to realize the full advantage of
their intelligence capabilities and that a more comprehensive approach could have
resulted in a more complete understanding and magnitude of the threat prompting a

" consensus within the Government to move against Bin Ladin eaclier and more
aggressively than it did. :

Yet, your report fails to support such an assertion, It contains no information
from any of the senior policy makers I worked with (often on a daily basis during periods
of intense threat) in either the Clinton or Bush Administrations. There is not one shred of
evidence in your report that suggess that these officials did not understand the urgency
and magnitude of the threat, or that they failed io take action in response. In fact the
swom testimony of these officials hefore the 9/11 Commission and other bodies shows
that they certainly understood the threat. Yet your report provides no facts or evaluation
of'my interactions with two National Security Advisors, two Secretaries of Defense and
their Deputies, two Sccrelaries of State and their Deputies, two Attorneys General, the
interagency lawyers who drafied covert action Findings, NSC senior director Richard
Clarke, and former FBI Director Freeh and his counterterrorism deputies. Your report
fails to provide information about my participation in NSC Deputies and Principals

1
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mectings in either Administration, or about my weekly meetings with NSC Advisor
Berger and NSC Advisor Rice and their deputies.

To assert that policymakers would have formed a consensus t0 move against Bin
Ladin earlier and more aggressively is irresponsible without supporting evidence. The
Clinton Administration chose not to invade Afghanistan, and the Bush Administration
took unti] September 2001 to expand covert action authorities shortly before the
September 11 attacks. Your report basically asserts that one or both of these key
decisions would have been made differently if the DCI and US intel ligence had warned
or informed of the magnitude of the threat differently. There is not one statement from
any senior policy official in either Administration to support such-an unfounded
assertion,

I know directly how the Clinton Administration reacted afler the East Africa
bombings, and during the Millennium threat period, and after the USS Cole was attacked.
At one point I informed President Clinton directly 1o expect from five to fifteen attacks
against United States’ interests. | directly interacted with NSC Advisor Berger, Senior
Director Clarke and Director Freeh during the Millennium threat period on a daily basis, -
Afterwards, Berger commissioned an after action review of the actions taken to respond
to the threat. Neither he nor any other senior official involved in countering terrorism
were ignorant of either the threat or the challenge posed by al-Qa’ida. Proof of this is
found in the specific covert action Findings developed by CIA working with NSC
officials. The threat is carefully set forth in each of those documents, as is the
increasingly aggressive nature of our responscs. These Findings were reviewed, debated
and approved by senior policy makers. [ had constant interaction with them during NSC
meetings, and { assert without fear of contradiction that they fully understood the

magnitude of the threat and were taking the policy actions they felt were available to
them at the time. '

The incoming Bush Administration was briefed on all counterterrorism covert
action Findings in January 2001.; In addition, they were presented with specific policy
and budgetary choices in a memorandum provided to the National Security Advisor by
Richard Clarke on January 25, 2001. Clarke specifically articulated the threat posed by
al-Qa’ida and be stated that the NSA and CIA made collection against the al-Qa’ida
network a priority requirement with higher priority given only to support of ongoing
military operatjons. .

On July 10, 2001, 1 personally ied a team to brief the National Security Advisor
on the threat posed by al-Qa’ida and I discussed with her and Richard Clarke strategies to
take affensive action against Bin Ladin. Throughout the summer of 2001, we produced
wrilten assessments of the threat, and the DDCI attended a series of Deputies meetings at
the NSC in which options were discussed. But your report provides absolutely no
understanding of any actions taken by me or others during either Administration to work
directly with those in our Government who were dealing with terrorism, You never
examined our interactions with Richard Clarke’s CSG process in the White House, which

2
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drove counterterrorism actions throughout the Government.+.You did not learn from
_cither Dr. Rice or from Richard Clarke that | directly intervened in the summer 0f 2001 to

urge that Clarke return as chair of the CSG to insure that the Government was taking all

necessary steps 10 respond to the threat as described by American intelligence,’

While your report makes no reference to Clarke’s effective CSG efforts; it makes
only passing acknowledgment that the most effective interagency effort against Bin
Ladin was that of the ADCI for Collection who, from the early months of 1998 to

- September 11, worked with representatives of several intelligence agencies to stimulate
collection. Iagree that Mr. Allen’s efforts were important and represented a critical,
coordinated activity of the Intelligence Community. But what astounds me is that your
report fails to acknowledge that the ADCI for Coilection acted at my dicection as DCI. |
am informed that the IG team never interviewed Mr. Allen and therefore certainly never
evaluated his interactions with me. ‘ ‘

The Intelligence Community at my direction through the ADCI for Collection
marshaled its resources to enhance its collection against al-Qa’ida before September 11,
{ interacted with Mr. Allen constantly, urging him to drive the Community's collectors as
hard as possible. He used my December 1998 memorandum as leverage in bringing the
collectors together and refining collection strategies across the Community. Mr. Allen
communicated with me directly about these efforts, and [ have attached at Tab A number
of his update memorandums in response to my memorandum, to show the extent of the
Community’sactive engagement. | provided Mr. Allen steady and direct feedback and
pushed him to accelerale his efforts. Instead of acknowledging my efforts in this regard,
your report discusses who attended what meetings, and whether my December 1998
memorandum was properly disseminated. The facts are that Mr. Allen attended my UBL
update meetings, and 1 was driving the collectors in the Intelligence Community
aggressively against the al-Qa’ida target through him, ’

There is no analysis in your report regarding the quality of our collection efforts,
or the magnitude of the collection resources and people involved across the Intelligence
Community as a result of the direction [ provided to Mr. Allen or even an assessment of
what was not done in terms of collection. You never discussed these efforts with
Community program managers to assess my performance as DCL. Rather you opine that I
did not do enough to marshal the community’s resources.

Your report suggests that the Jeaders of the Comununity were not fully aware of
the priority they should have given to counterterrorism, because, in some instances a
program manager did not recall receiving my December 1998 memorandum. This is
nonscnse. Read the update memorandums Mr. Allen sent to me. You will understand
that the Community collectors were actively pussuing the terrorist target
Do you actually believe that the Director of NSA was not fully aware of
¢ significance of that kind of action? And program managers testified with me before
the authorizing and appropriations committees each year during our annual budget
presentations. They heard and supported the priorities we were budgeting against and

3
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understood full well the importance I attached to countering terrorism. But your report
fails to describe what the program managers knew or the role the ADCI for Collection
was playing on my behalf because you did not seck information from the Director of
NSA, the Director of NIMA, the Director of DIA or the Director and Acting Director of
the FBI. Without gathering facts about my work with these officials or their agencies,

your report accuses me of not performing my duties as DC1 with skill, professionalism
and diligence. .

Your report also continues to ignorc how the National collection agencies worked
with the Chief, Deputy Chief and Chief of Operations of CTC to insure that the actions of
the Intelligence Community actively supported the Plan CTC put in place in 1999,
Instead, your report continues to dismiss the 1999 Plan as mere] y tactical and operational.
It was not. [t was our blucprint for attacking al-Qa'ida as vi gorously as possible using
‘the collection and operational clements of the Community. Certainly our actions to
implement the Plan were focused through CTC. That is because CTC served my
Community interests as DCL. This fact was noted positively in the August 2001 IG
inspection report of CTC: ‘

“CTC fulfills interagency responsibilities for the DCI by coordinating
national intelligence, providing waming and promoting the effective use of
ntelligence Community resources on terrorism issues.” (Emphasis supplied.)

With regard to resources, you have chosen to largely ignore my previous
submission which attempted to put in context the fiscal environment in which the
Comimunity was operating and which explained the decisions 1 made to rebuild the ClA
and Community beginning in 1998. Despite the fact that we made specific decisions to
triple NFIP funding in counterterrorism as a percentage of the Community’s budget
during the decade of the 1990s when the NFIP declined by 10 percent in real tenms, or the
fact that CIA counterterrorism resources quadrupled in the same period, I continue to be
accused of not marshaling sufficient resources for counterterrorism. Yet, your report fails
to explain what the proper level of resources should have been. By what standard am |
now being judged? What additional resources were available from other programs to
apply to counterterrorism? ‘ :

I must also correct your mischaracterization of my earlier submission. On line
4128, the report states that “a meaningful slrategy could not be developed to deal with
any threats unless the CIA or the Community s a whole were rebuilt and given new
direction.” I made no such statement or suggestion. Rebuilding capabilities of the CIA,
including recruiting and training case officers, and developing new overhead collection
systems takes years, and is still ongoing. I never implied in my previous response that I
had to wait for the rebuilding to be complete before moving against key targets like
terrorism. We had no choice but to work against priority targets and, at the same time,
rebuild the CIA, recapitalize overhead systems and fund NSA's transformation.
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In making the decisions necessary to rebuild the Intelligence Comsnunity, I also
made decisions not to subject the Community to nwnerous transfers and Teprogramming

requests that. would-have.disrupted ongoing programmatic-initiatives, involved protracted =~

negotiations with the Departmeiit of Défénse apd OMB, and the Staffs of six
congressional copumittees. While we did reprogram some funds to deal with urgent gaps,
I felt it was important fo maintain sustained funding in our rebuilding effort.

There is no meaningful discussjon in your report of our budget submussions, our
over guidance packages, or our urgent supplemental requests to OMB. Nor is there any
discussion of how I aggressively sought more money at every turn. In fact [ went outside
of established channels to work with Speaker Gingrich when he offered to provide what

- became the largest infusion of supplemental funding we received before the Bush

Administration came into office. I was criticized directly at the highest levels within the
Administration for this action. Yet, in your report ] am accused of not being diligent or
skiliful in marshaling sufficient resources for counierterrorism.

With regard to wamings provided to senior policy makers and the President
before September 11, your report claims that “the volume of other reporting 1n the PDB
was such that the impact of these warnings couid have been diluted.” [Empbasis
supphed.] What information did you gather from PDB recipients to support this
speculation? There was 0o “dilution” of the wamnings we gave to senior policy makers.
In fact, in the summer of 2001 some PDB readers, who were obviously paying close
attention 1o our assessments, suggested that Bin Ladin might be engaged ina
disinformation campaign. We produced an assessment of this possibilityI:| In
addition, | personally briefed the President in July 2001 during a PDB session, when
other senior policy makers were present. But, to stress the point again, you have
presented no information from any senior policy maker to permit you to make any
Judgments about cur wamings or assessments. And, before making any asserbions about
my skill, diligence or professionalism, your team should review the bricfing materials [
used in the briefing to NSC Advisor Riceithe President 3nd other senior officials in July
2001. : :

In termns of actions taken by policy makers to tespond to the threat, your report is
simply in ervor in discussing the December 24, 1998 MON. Contrary to the “judgment”
on page 265; the language of the MON did not “cross a threshold” to authorize killing,
Bin Ladin through more “broadly defined offensive Jethal operations” than had
previously been authorized. Your report cites instructions “sent by the DCI” 1o the field
wherein ] allegedly “pave prominence 0 the need for a capture operation as a vehicle for
a lethal operation™ and in which I allegedly “emphasize{d] the importance of conducting
a capture operation in any lethal assault without communicating the MON’s ambiguous
formulations on what might be permissible.™ The clear implication of your tepost is that,
for reasons unknown, I authored instrbctions to misinform the field that Bin Ladin could-
be killed without the predicate of a capture operation.
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First, 1 did not author the instructions to the field, nor did I direct those who did,
to “give prominence” or “emphasize™ any provision of the MON. In fact, the instructions
were developed by the NSC in coordination with the Attomey General of the United
States, and the Agency transmitted them to the field. The instructions made clear the
Govemnment’s policy preference was to capture Bin Ladin and his principal licutenants
and render them to the United States.

Secondly, the Chief of CTC and I met with the Attorney General of the United
States to discuss operations against Bin Ladin. It was absolutel y clear to me that the
Attorney General would only contemplate lethal action against Bin Ladin and his
tieuténants in the context of capture and rendition operations. But, again, your report
reflects no information from the Attorney General or other principals directly involved in
reviewing and approving MONs against Bin Ladin. Instead your report incorrectly
“suggests™ that the MON represented something new with respect to lethal authority.
There was no new ground broken with this MON. The instructions to the field were
authorized by the President and the NSC, and they clearly state, in pertinent part’:

»*— The US Government prefers that Bin Ladin and his principal lieutenants be
captured.

-- If a successful capture operation is not feasible, the plfdtrodpints may undertake
offensive operations to kill Bin Ladin with his principal lieutenants,”

Finally, I am struck by the apparent suggestion in an Inspector General’s report
that in “authoring™ instructions about the use of lethal force I should have encouraged
the field to take advantage of the “MON’s ambiguous formulations on what might be
permissible.” [ knew full well what was permissible: lethal action against Bin Ladin in
the context of capture and rendition operations. 1 would never Sanction the field taking
advantage of ambiguitics to do what I knew was not authorized.

In terms of setting prioritics for national intelli gence, your report accuses me of
not using “my influence” within the White House to change or modify prioritics. The
President of the United States establishes priorities for intelligence. But beyond this fact,
there is an underlying assumption in your report: that without a Presidential Decision
Directive being issued, senior policy makers and the leaders of the Intelligence
Community were ignorant that countering terrorism was & key priority of the Intelligence
Community, As 1 have repeatedly tried to explain, the principals in our Government and
the leaders of the Community did not need a.directive to tell them that we had to deal
with al-Qa’ida. Clinton Administeation leaders lived through the East Africa embassy
bombings, the Millennjum threat period and the attack against the USS Cole. Richard
Clarke was driving the Government’s efforts against terrorism with the full support of the ‘
President and his National Security Advisor. [ was driving the Community to collect as

"I have atached the MON, together with the instructions authorized by the President.
*The Teport personalizes to me actions [ did not take; “The DCI wrote...” *...the DCI gave prominence

107 ... “He then inserted into the instructions....” This language is inaccurate, inappropriate and should be
stricken from your drafl report.
) K 6
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aggrossively as possible so that we could be in a better position to warn, inforin and take
action where possible. [ worked directly and closely with Director Freeh and his
counterterrorism team. Principals met and approved covert action proposals, and fully
understood the threats that required them. So, through direct contact and action, the
leaders of our Govemment and our Community were taking measures to deal with the

threat as best we could. )

" Priorities against terrorism were also reinforced through our annual budget
submissions. Terrorism was always a top priority before September 11, My testimony
before Congress, suppurted by the testimony of Community program managers, attests to
this.

In terms of realigning CIA priorities, your report is critical that my guidance was
issued in January 2002, I frankly do not undérstand the criticism. Before September 11,
CIA priorities against terrorism were clear, and we were funding our efforts as best we
could with the money made available by Congress. Afier September 11, CTC gew| |

\CIA was fighting the war in Afghanistan with the US military. The

magnitude of our focus on terrorism almost climinated other Agency programs, such as
counter-narcotics. Analysts were being pulled from all accounts to support CTC's
efforts, The Office of Transnational Analysis'grewﬁ%nior policy
makers, led by the President of the United States had one overri ing priority: fighting the
war on terror. In January 2002, I realigned CIA to recognize this reality,

Other Errors

Other errors in your report need to be comected. For example, on line 10396, the
report states that in the period afier the Cole attack, the NSC expressed dissatisfaction

with the CIA because of its inability to stop such incidems‘

and according to information Dick Clarke provided to the 9/11 Commi ssion,
Sandy Berget “upbraided Tenet so sharply .. that it led Tenet to walk out of a Principals
Committee meeling.” This rendition is not correct. I walked out of the meeting because
principals were complaining about a piece of intelligence which they claimed they had
not seen when in fact the item in question had been provided to thern the day before. My
reaction had absolutely nothing to do withl——p—|the Cole.? Simple courtesy

would have called for you showing me this portion of the report before you produced a
final draft. : .

Another error that needs to be corrected appears no page 288. The report does not
roperly characterize the position I took in a Principals meeting,

"\—‘who was in the mecting, can coafirm my recollection.
: . ' 7
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Concluding Remarks

On September 15, 2001, the Chief of CTC and 1 presented the President of the
United States a strategy to attack al-Qa’ida in its Afghanistan sanctuary and a worldwide
plan that covered 92 countries. We could only have made this presentation because CTC
and the Intelligence Community had a thorough understanding of our adversary. Our
plan was based on actions that we took over a sustained period of time to use the assets of
the Comumunity to collect against the target, to develop relationships with key liaison
services, to develop networks of assets inside the sanctuary, and to devetop innovative
technologies to deal with an illusive target. .

Our plan was adopted and we were given expanded authorities and significant
additional resources by the President to fight the war on terror. Since then, al-Qa’ida's
sanctuary has been eliminated in Afghanistan, and the central leadership of al-Qa’ida has
been eliminated. The Plan we established in 1999, and the resources we were able to
marshal throughout the Community in the budget and political environment in which we
had to operate, allowed us to succeed after September 11. '

In reflecting on the pertinent elements of my December 1998 memorandum, the
tacts show:

(2) That we aggressively engaged all fiaison services which had the
greatest potential to collect against and disrupt al-Qa'ida’s operutions
around the wotld, and those services that possessed the capabilities to
capture Bin Ladin;

(b) That as a result of my direction and ADDCV/C Allen’s aggressive
implementation we pursued every avenue to drive U.S, intelligence to
meet CTC’s requirements, including ali available conventional and
special collection methods;

{c) That there was immediate engagement with Spc;:ial Operations
Command, DoD collection assets and program SAPs;

{d) That I personally involved the Director of the FBI and his Deputy and
gave them full transparency into our efforts;

() That I worked diligcﬁtly to marshal resources and people ina period of
~ time when the world did not stand still and rebuilding America’s
intelligence capabilities was essential.
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Your report challenges my professionalism, diligence and skill in leading the men
and women of US intelligence in countering terrorism. | take this challenge to my
reputation very seriously. Idid everything [ could to inform, warn and motivate action to
prevent harm. Your report does not fairly or accurately portray my actions, or the heroic
work of the men and women of the Intelligence Community. Your report is devoid of
any information from those in senior policy positions or even within the [ntelligence
Community who know of my efforts to counter terrorism from 1997 to September 2001.
It is simply not fair to make judgments about my performance without having a complete
understanding of the facts.
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MEMORANDUM
: February 16, 2005

To:  Inspector General Helgerso(\
From: George J. Tenet {

-
s

In responding to your assessment of my performance as Director of Central
Intelligence in the period leading up to the tragedy of September 11, 2001, I must tell you
in the strongest possible terms that your report has mischaracterized my leadership of
both the Intelligence Community and the CIA with regard to the strategy, plans and
actions which [ directed to deal with a very difficult problem. -

" The segment of the report that I read portrays almost no understanding of the resource
context in which the Intelligence Community was operating, the programmatic priorities
established by me, the obstacles I had to overcome to secure more resources, both dollars
and people, to meet all of our highest priorities. The report also shows no understanding
of the geopolitical context in which we were operating during the mid to late 1990s, or
the requirements to perform against specific intelligence priorities which, as a matter of
record, are levied upon US intelligence not by the DCI, as your report suggests, but by
the President of the United States, through the National Security Council, as embodied by
PDD 35. :

The report’s characterization of my efforts as solely relying on CIA to combat
terrorism is simply wrong. Your characterization of my “forceful” efforts as being only
tactical is also wrong. The report distorts the context that I operated in as DCI and as the
Director of CIA. The report ignores the strategic choices I had to make in the mid to late
1990s across the board to resuscitate the acquisition of technology and people. It also
ignores the significant realignment and counterterrorism strategy that we forcefully put in
place in 1999 that benefits the war on terrorism today. Because we developed The Plan
in 1999, we were able to respond to the September 2001 attacks by increasing a wide
variety of actions already underway, after this Administration provided a needed infusion
of funds to carry out those activities. We did not have to go from a standing start to war
tooting immediately after September 11, because the Intelli gence Community was
already well engaged.

. Our actions with regard to the growing threat of terrorism were strategic, tactical and
operational. The senior policy makers most deeply involved in making decisions with
regard to terrorism, from the President through the Principals and Deputies Committees
of the National Security Council, were intimately knowledgeable about the threat, Our
reporting and analysis ensured that this was so.

Even though senior policy makers were intimately familiar with the threat posed by
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terrorism, particularly those in the previous Administration who had responded to major
attacks, they never provided us the luxury of either downgrading other high priority
requirements we were expected to perform against, or the resource base to build
counterterrorism programs with the consistency that we needed before September 11."

When I became DCI, my first responsibility was to rebuild the Intelligence
Community, in the midst of enormous resource and personnel turmoil, in order to
enhance our strategic ability to address the highest priority threats to US security,
including, but hardly limited to terrorism. In terms of countering terrorism, [ put in place
a strategy through the DCI’s Counterterrorism Center that was designed to drive the
Intelligence Community’s collection and operations to penetrate al-Qa’ida’s leadership. I
recognized that we needed to enhance our ability to warn, analyze, deter and disrupt
actions contemplated against US national security interests. '

In the resource environment in which we operated, dollars and people devoted to
countering terrorism continued to grow while other priority activities remained flat or
declined. While your report focuses on resources devoted to the DCI’s Counterterrorism
Center, it does not appear to take into consideration resources provided to other aspects
of our strategy to combat terrorism. My approach included funding provided

to the area divisions of the Directorate of Operations and to the field where the
target was located, ‘

to the collection activities of the National Security A gency\

to the expanded work of NIMA (now NGA)‘

to fund strategic liaison relationships which provided us access to the al-
Qa’ida target that we could not achieve unilaterally.

The Joint Inquiry Committee never took cognizance of the context in which we
were operating in the Intelligence Community and blurred the distinction between

" In terms of intelligence priorities, your report charges that [ made a “strategic error” in not issuing a
“formal reprioritization of intelligence priorities” between 1997 and 2001. Your report also finds it
“ironic” that I cited PDD 35 in not “halt[ing] completely any collection or analytic coverage” and “the need
to maintain global coverage.” As DCI, I did not set national intelligence priorities. President Clinton did in
issuing PDD 335. I could issue guidance within the constraints of the overall policy, but I could not
unilaterally ignore a presidential directive. To the extent I was able to do so, I shifted resources through the
budget process to cover as many competing demands as possible. But there was no inclination shown by
the NSC in the previous Administration to revisit PDD 35. Given the policy context before September 11, I
take exception to your report’s assertion that I should have formally reprioritized intelligence “issues”

before September 11.
FOP-SECRETHCODEWORD-SENSIHIE—
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strategic and tactical decisions. As a result, you report starts from the perspective of
conclusions that I believe to be terribly flawed.

To provide an understanding of the context in which we were operating, [ am
submitting as part of my response, at Tab A, a study prepared earlier at my request
entitled “DCI Report: The Rise of UBL andal-Qa’ida and the Intelligence Community
Response.” It was not reviewed by the Joint Inquiry Committee. I ask that you factor it
into your final report as part of my response. :

[ am also providing, at Tab B, my response to the 9/11 Commission’s staff statement
#11, and I ask that you review it as part of my response.

December 1998 Memo and My Call for a New Strategic Operational Plan

On the basis of the record, I categorically reject your report’s assertion that I was
overly focused on CIA’s tactical operations against al-Qa’ida at the expense of leading
the Community against the target. My efforts drove community-wide collection
initiatives (led by the ADCI/C), established the framework for our entire approach
against Bin Ladin and al-Qa’ida (embodied in the 1999 Plan), established and nurtured
liaison relationships around the world with countries willing to act with us in periods of
heightened threat and in advancing our strategic objectives. 1 know that all these efforts
resulted in actions that saved lives. During the Millennium period we launched the
largest disruption operations in history both worldwide in cooperation with key foreign
services and in the United States in full cooperation with the FBI. Similar disruption
operations took place d‘uring at other critical
times. Through my relationships with the leaders of the Intelligence Community,
including my strong partnership with FBI Director Freeh, and in my work with foreign
liaison partners, [ was leading the Intelligence Community.

My memorandum of December 1998 was recognition of the seriousness with which |
took the threat posed by Bin Ladin and his organization. It was also recognition on my
part that all elements of the Community and CIA needed to do more to penetrate al-
Qa’ida. : ‘

My concern was never simply a matter of augmenting covert action. Covert action is
not successful in the absence of hard foreign intelligence. It was clear to me at the time
that while we had been somewhat successful in pursuing a law enforcement approach in
bartling al-Qa’ida, we did not have adequate SIGINT coverage and did not have enough
human penetrations of al-Qa’ida. In my view, the most important strategic message of
the memorandum was that we needed more and better basic intelligence. Covert action
against Bin Ladin and his key operatives was not possible without it.

[ issued the memorandum with the intent of driving new collection and operational

OB SECRET/CODEWORD-SENSIENE
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initiatives. [ sent it to my immediate team of senior leaders who were empowered to help
the DCT run the Community. CTC was, and is a Community entity, not just as a CIA unit,
as your report suggests.

The most important tasking in the memorandum was not, as you suggest, to have the
DDCI “chair a group to coordinate the actions proposed above” but rather the tasking to
the ADCV/C, Charles Allen: “We need to immediately push the rest of the collection
community to make Bin Ladin and his infrastructure our top priority. I want Charlie
Allen to immediately chair a meeting with NSA, NIMA, CITO, and others to ensure we
are doing everything possible to meet CTC’s requirements.”

ADCUC Allen’s efforts became the most powerful vehicle at my disposal to energize
and focus the entire Community. I most directly disagree with your report’s suggestion
that Mr. Allen’s efforts were ongoing and, in effect, that there was no new initiative in
response to my December 1998 memorandum. To the contrary, Mr. Allen took action as
a result of my initiative and focused the Community’s collection efforts intensely. His
work was not routine as your report suggests. In responding to me in December 1998,
the ADCY/C advised that collectors had already taken an extraordinary range of steps
since the East Africa Embassy bombings and that all collectors were closely working
together. But, contrary to the implications in your report, this response was only the
beginning. Ihave enclosed (at Tab C) a summary of the activities pursued by Mr. Allen
and the Community’s collection cell he established to meet CTC’s requirements from all
the disciplines. The closing paragraph of that memorandum merits particular emphasis:

“Under the direction of the ADCI/C the Community’s collectors pursued an
aggressive, integrated, and sustained collection effort to bring bin Ladin to justice
and to disrupt and dismantle his al-Qa’ida organization. These efforts, undertaken
at a time when intelligence resources were sharply declining and the Community
was focusing on other important targets worldwide (China, Russia, North Korea,
South Asia, and other terrorist targets like Hizballah), reflected the highest degree
of urgency and priority.”

An initiative derived from the 1998 memorandum was the creation of CTC’s “The
Plan” in 1999. It included a strong and focused collection program to gather intelligence
and to act against Bin Ladin and his associates in sanctuaries including Sudan, Lebanon,
Yemen and, most importantly, Afghanistan.

The Plan was widely briefed within the Intelli gence Community, the policy
community, and to key foreign liaison partners. It was briefed to this wide audience
because it was our strategic approach in attacking Bin Ladin. '

* 1 take particular exception your report’s charge that I issued the December 1998 memorandum but its
message was never properly communicated. Your report spends paragraphs detailing who was on
distribution of the memo, who did or did not attend meetings, and so forth. The implication of the report is
that there was no follow through by me or others and, more offensively, that I simply issued a
memorandum as an exercise in venting. The completion of The Plan, which captured key elements of my
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The ADCI/C used The Plan to drive collection activities inside Afghanistan and
around the world.. He convened frequent meetings of the National Intelligence Collection
Board, consisting of the most senior collection managers in the Community, to develop
comprehensive strategies to support, in particular, CTC’s human operations against al-
Qa’ida. He created a dedicated al-Qa’ida cell, which met daily with collection managers
from NSA, NIMA, DIA and CIA to bring collection focus on the Afghanistan sanctuary.
In addition, he participated in daily meetings with the Executive Director of CIA and
senior leaders of CTC, including the Chief, Deputy Chief and Chief of Operations, to
ensure that Community-wide collection initiatives were seamlessly integrated with those
of CTC,

Following r,hy 1998 memorandum and the 1999 Plan,

['bring to your attention the submissions of NSA, NIMA and FBIS to demonstrate
that there were serious initiatives undertaken by the Community before September 11. 1
was not, as your report suggests, merely focused on CIA activities. In my view, the
American Intelligence Community was responding to my strategic and tactical
imperatives in attacking al-Qa’ida. Collection imperatives were directed by Mr. Allen’s
collection cell, as focused by The Plan developed by CTC. NSA and other Community
components were focused on al-Qa’ida and Bin Ladin as significant threats requiring our
best efforts to combat. As an example, in December 1999, I raised a full alért based
primarily on specific HUMINT reporting. As a result, our government’s largest ever
capture and rendition campaign was initiated. It involved the integration of action by
FBI, CIA and foreign pm’mers.}

| Information acquired in early 2002

confirms that a major attack was averted in the 1999-2000 time frame. I raise this to
underscore that I was driving the Community to collect more and better forei gn
intelligence, and we were responding as a Community in preventing attacks and saving
lives. I'was not simply focused on CIA activities, as your report charges.

December 1998 memorandum, was fully briefed to, among others: The FBI in
September 1999; the National Security Council on September 29, 1999; Richard Clarke on November 135,
1999; National Security Advisor Berger (the executive summary) on November 30, 1999; the NSC Small
Group on December 2 and 3, 1999: Lt.Gen. Kennedy on January 4, 2000; Army Vice Chief of Staff Keane
on January 31, 2000; General Taylor, State Department Counterterrorism Coordinator on July 1, 2000,
tormer Secretary of State Kissinger, former DCIs Helms.and Woolsey, and selected Members of Congress
in July 2001. In short, the key officials working on terrorism knew full well what my approach was.

Es

(94}
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Another key element of my strategic approach to countering terrorism was leveraging
liaison relationships with key partners abroad. While we were developing and
implementing a strategic plan to target Afghanistan and other terrorist sanctuaries, the
Community also had to deal with periods of enormous threats to the United States: during
the Millennium period, the Ramadan 2000 period and the Spring and Summer leading to
September 11, 2001. We launched important, robust operations throughout the world
using the best intelligence our Community could generate to propel our foreign partners
to action. This was not a mater of the DCI simply making phone calls to chiefs of service
as your report suggests. Rather, it was a matter of forging strategic partnerships around
the world with key services, often through the provision of training and technical
assistance, the passage of SIGINT, imagery and analysis that broadened our reach so that
when phone calls had to be made, service chiefs would respond to our requests for action.

We identified strategic partnerships we deemed essential. Our placement of
Counterterrorism Intelligence Centers (CTICs) was driven by a strategic understanding of
the critical access these countries could provide to enhance our operational and technical
reach. While resource constraints limited the number of CTICs we could establish before
September 11, we were able to increase substantially the number of centers quickly after
the attacks because of our previous, successful experience in proving the concept.

At every liaison meeting with a chief of a foreig gn service that I had in my oftice or in
the field during my travels, I put al-Qa’ida at the top of the agenda. There was nothing
“tactical” about my efforts. Ihad only one overriding objective and that was to increase
access for US intelligence to target al-Qa’ida.

A demonstration of the Community’s active engagement against al-Qa’ida before
September 11, and my leadership efforts, is a map of Afghanistan on September 10 that [
had prepared for congressional testimony (located in a pocket of this binder.

It shows the '

fruits of working with foreign liaison partners: human and tribal networks working for
CIA. We never lost sight of the strategic imperative laid out by CTC in The Plan either
as an Agency or as a Community.

Your report does not reflect the reality I lived as Director of Central Intelligence. It
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does not reflect my active engagement, sometimes on a daily basis, with the National
Security Advisor, with Richard Clarke and with other members of the national security
team.” It does not reflect my strong, personal relationships with the Directors of NSA,
NIMA, DIA and other leaders of the Intelligence Community, and their direct
involvement and knowledge about counterterrorism matters. It does not present any
cogent characterization of my efforts to develop and nurture key relationships with
foreign service chiefs who became essential partners in the war on terror. It does not
demonstrate any appreciation of the efforts of Charles-Allen’s National Intelligence .

" Collection Board and his daily meetings of collection managers and CTC officials.

Nor do the portions of the report I have been allowed to read provide any insight into
the accomplishments we achieved against terrorists before September 11. In this regard,
I again ask that you review “DCI Report: The Rise of UBL and Al-Qa'ida and the
Intelligence Community Response” at Tab A. We, as a Community, disrupted terrorists

~around the world and prevented the loss of life. We used technology, leveraged foreign
partnerships and operated at a feverish pace at critical times against a determined and
elusive target. With all my heart I wish we had stopped the attacks of September 11. But
I also know that I remained focused on terrorism, not just as head of CIA, but also as
leader of a Community in trying to prevent harm.

Resources

The report’s discussion of resources is devoid of the strategic context in which I was
operating and the geopolitical context faced by the Intelligence Community. Neither my
predecessors nor | had the luxury of thinking about one issue alone. Our responsibility
was to look to the future, t6 understand changing technology and practices adopted by
our adversaries, and then to provide the strategic guidance necessary to close those gaps.

To restate the facts that guided my strategic approach as DCI: during the 1990s, as a
Community, we had lost 25 percent of our people and nearly $30 billion in investment
compared to the 1990 baseline. The rebuilding of the entire Community became my
strategic focus, a focus that would benefit our actions against terrorism and the high
priority targets established by the President in PDD 35. Key elements in rebuilding the
Community included the following:

* In this regard, your report appears to presume that [ was the only official in our government who was
responsible for designing a strategy for operating against al-Qa’ida. In fact, National Security Advisor
Berger, and at his direction, Richard Clarke, were actively engaged in developing approaches to deal with
Bin Ladin. By example, after the Millennium threat period, Sandy Berger called for.a full evaluation of the
govermment’s counterterroism posture, including funding. We actively participated in that review.
Substantial funding increases were proposed, but none were forthcoming. And, in the final months of the
previous Administration, Berger commissioned the development of a strategy to attack al-Qa’ida without
regard to funding constraints. DDCI McLaughlin actively worked with CTC in the preparation of the
strategy, which was presented in modified form by Richard Clarke to the new Administration shortly after
it took office. Your report does not discuss these initiatives and therefore fails to provide important context
and understanding of what we were attempting to accomplish.
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-- We had to invest in the transformation and rebuilding of NSA to attack the modern
communications that terrorists and other adversaries were using.

- We had to invest in a very costly, future imagery architecture to replace aging
satellites. '

-- We had to overhaul our recruitment, training, and deployment strategy in
rebuilding the clandestine service, critical to penetrating terrorist cells and other
targets.

-- We had to invest in analysis by recruiting, training and equipping the best analytic
talent we could find.

While we were rebuilding across the board, we ensured that funding for
counterterrorism continued to grow. We did this in an environment when both Congress
and the Executive Branch embraced the idea that we could surge our resources to deal
with emerging intelligence challenges like terrorism, rather than provide us sustained
funding.

Your report does not adequately address the context of an Intelligence Community
that had to respond to wars in Bosnia and Kosovo, the prospect of war between India and
Pakistan, China's military buildup and threat to Taiwan, the requirements of policy
makers, particularly in Congress, to pursue narco-traffickers in Central and South
America, and numerous other such requirements. Despite all of these stresses, despite the
fact that we had effectively been in Chapter 11 as an Intelligence Community, we
continued on a path to methodically increase both CIA and Intelligence Community
resources and our personnel base devoted to terrorism.

Your report criticizes my efforts to devote sufficient resources to counterterrorism.
Yet, nowhere in the portions of the report that I was permitted to read, do you indicate
what resources would have been sufficient.

The report fails to recognize my direct efforts, together with those of the DDCI for
Community Management, to secure more funding for the Intelligence Community and to
make tough reallocation decisions to increase our Community-wide efforts to counter
terrorism. Let me provide some facts. In two succeeding years, 1998 and 1999, I wrote
to the President of the United States in my capacity as DCI to implore him that we
needed more money for US intelligence. In my 5 November 1998 letter I stated:
"Specifically, we must sustain the increased intelligence funding levels provided in FY
1999 appropriations acts and emergency supplemental appropriations acts [terrorism].
This will require roughl billion more per year for the intelligence budget above the
existing FY2000-2005 budget."
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In.my 1999 letter to the President, [ asked him to support an increase in national
intelligence spending by six percent over projected levels for the fiscal years 2001-2005.
In the letter I said: "Our global intelligence reach is slipping and we are rapidly growing
deafand blind. The combination of dramatic technologic change and sophisticated
deception techniques used by nations and non-state actors with reason to hide their
activities has put the Nation's strategic intelligence advantage in the future at peril.
Already, today, we cannot meet critical demands from US policymakers on unfolding
crises in some areas of the world.” (Copies of my 1998 and 1999 letters to the President
are at Tab G.)

- Inresponse, we received increments of what [ had asked for. OMB only approved
Cbillion for FY2000 and Ebillion for F'Y2000-2005, with the result that total NFIP
tunding for FY2000 was lower than FY 1999, a year for which we received supplemental
appropriations. For FY2001, OMB approved an increase oﬂjbi]lion and billion
tor FY2001-2006. (We continued to press for additional funds in the 2002 budget and
the out-going Administration providedgmillion for FY2002. T also worked hard to
persuade the in-coming Administration for more funding and we obtainedgxnillio.n
more tor FY2002 and overgmillion in FY2001 supplementals.) (A summary of pre-
September 11 budget decisions is at Tab H.)

In 1999, I went out of Administration channels in responding directly and positively
to Speaker of the House Gingrich about his desire to increase our funding. As a result,
the Intelligence Community obtained $1.2 billion in supplemental assistance
million of which was targeted against terrorism specifically. Ido not want the
million to be misunderstood: the other money in the Gingrich supplemental was used to
fund high cost and high priority items, including technical systems, which focused on
multiple targets, including terrorism. I also used this supplemental as an opportunity to
begin working within the Administration to increase the overall intelli gence budget.

Not only were we living in an environment where we received little in the top line
increases we formally requested, but we also had to rely on emergency supplementals to
fund certain CIA and Community activities around the world. This made it extremely
difficult to build long-term programs, with strategic integrity for our counterterrorism
efforts. Funding through supplemental appropriations was a.policy decision made by the
President through OMB, not by the Director. of Central Intelligence.

Regardless of the wisdom of supplementals, when 1 got such funding for
counterterrorism activities in 1997, I internally re-allocated|  |million and addedg
positions in FY98. We made re-allocations across the comm unity for CCPEmillion),'
CIDPEmiHion), GDIPEmiHion) and DOD-FCIpP Emillion’ to sustain the FY97
counterterrorism package approved by the Congress. A total o million .andg
positions were internally re-aligned within the NFIP budget for counterterrorism
activities for the years FY98-05.
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I see nothing in your report to indicate any familiarity with the Joint Intelligence
Guidance packages I issued to the Intelligence Community in 1998, 1999, and 2000 to
strengthen US intelligence and my specific expectations for the Intelligence Community
Program Managers regarding counterterrorism. Indeed, there is no reflection of the
document I issued in March 1999, “Director of Central Intelligence Strategic Intent for
the United States Intelligence Community,” intended to serve as planning guidance for
the FY2001 to FY2005 program build. It directed the programs to prepare for five major
trends that will challenge the US over the next decade: terrorism was referenced directly
in two categories. (A background paper on counterterrorism related NFIP planning and
programmatic guidance is at Tab [.)

The facts are that NFIP counterterrorism funding tripled in both dollars and as a
percentage of the NFIP during the 1990's, a decade during which the NFIP declined by
10 percent (in inflation adjusted terms), when many competing issues emerged and the
Community was faced with the need to fund long deferred modernization programs.

The fact is that the CIA's counterterrorism resources nearly quadrupled in the same
time period.

CIA's budget had declined 18 percent in real terms during the decade of the 1990's,
and we suffered a loss of 16 percent of our personnel (slightly less than the 25 percent cut
for the Intelligence Community as a whole.) Yet in the midst of that stark resource
picture, CIA's funding level for counterterrorism just prior to September 11 was more
than 50 percent above our FY1997 level.

In the FY2002 budget request submitted prior to September 11, we again sought
increases for counterterrorism. During a period of budget stringency, when we were faced
~ with rebuilding Intelligence Community capabilities across the board, we had to make
some tough choices. Although resources available for everything else at CIA were gomg
down or staying flat, counterterrorisim resources were going up.

With regard to people, as I have noted in testimony, we had the equivalent of 700
officers working counterterrorism in August of 2001 at both Headquarters and in the
field. That number does not include the people who were working to penetrate either
technically or through human sources a multitude of targets from which we could derive
intelligence on terrorists. Nor does it include the work of liaison services around the
world on our behalf.

In hindsight, none of us working on the problem can say we ever had enough people.
We may not have enough people today, given the magnitude of the problem. But given
the context of the budget environment before September 11, and given the other national
security priorities established for us, we allocated as many people as possible in
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countering terrorism. I reiterate that we were rebuilding the clandestine service
essentially from a standing start after I became DCI. We needed to increase not only the
quantity but also the quality of officers operating against a number of priority targets,
including, but by no means limited to terrorism. Support to military operations in Bosnia
and elsewhere was a dominant theme before September 11, notwithstanding the clarity of
hindsight now.

Beyond the need to bring in more officers, at CIA we were working in the context of
having to rebuild according to our 1998 strategic plan every aspect of the institution. We
had enormous infrastructure, recruiting and technology needs. The infrastructure to
recruit, train and deploy case officers was in absolute disarray. We rebuilDand
overhauled the curriculum. We made enormous investments in improving connectivity
with-our stations and bases around the world. Similar requirements were being dealt with
in all of our disciplines. It would have been negll gent on my part to ignore the
requirement to rebuild the key elements of CIA's infrastructure. Not even in hindsight
can | justity the proposition that I could have simply shifted wholesale resources from
other components to CTC at a time when we were trying to recreate a vibrant Agency in -
all aspects of its work.

We needed to position the Agency in the future to confront our greatest challenges.
The strategic imperative was to rebuild CIA, its people, technology and infrastructure,
while at the same time maintaining a consistent and methodical focus on growing our
counterterrorism efforts. By example, one of the most important investments in the fight
against terrorism was made in 2000 with the creation of the Information Operations

~ Center, integrating operations, analysts and technology officers. Establishing [OC was a

strategic decision that required money, people and technology. We could have avoided
such costs and simply allocated those dollars and people to CTC. But, I viewed 10C as a
key investment in our future. That investment has paid enormous dividends in the war on
terrorism today. IOC’s integration of technology, coordinating cffectively with FBI and
NSA 1n particular, with human operations has resulted in the most significant captures of
key terrorists to date.

In terms of the Intelligence Community, 1 paid particular attention to NSAJ

As the leader of the Community, I had to balance CIA's needs and the Community's
needs to fund strategic programs to get us healthy again. Yet, your report asserts that [
should have transferred some undetermined amount of funding in the year of execution
from other Community agencies to support CIA counterterrorism efforts. This presumes

11
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incorrectly that funding in other agencies was sufficient for them not only to conduct
their mission, but more importantly to meet the transformational objectives we put in
place in our 5-year budget submissions. Sustained commitment to these objectives has
greatly benefited CIA’s and the Intelligence Community's performance against terrorism
and other high priority issues.

As I have noted earlier, by the late 1990's, all of our agencies were facing major
challenges. ’ ‘

But where we could, we shifted resources. I worked with DDCI/CM Joan Dempsey
and her staff to identify any possible funding sources available to the highest priority
projects or programs|

These transters occurred in the programming year, not the execution year.

Any major reductions to NFIP agencies budgets in the year of execution would have
only worsened their financial plight and created collection and processing problems.”
Nor did I believe we could or should move large amounts from NSA, NIMA or even
NRO to CIA’s counterterrorism program without understanding the overall impact of
such funding shifts on the missions of those agencies. For it is fundamental that the
programs of those agencies are also a vital part of the counterterrorism effort. CTC’s
program needed more, not less imagery; it needed more, not less signals intelligence.
Any short term gain in CTC’s program would have been more than offset by the impact
of further cuts in our collection and processing systems. As DCI, I had to recognize that

4 Experience with transfers in the year of execution taught us that as a practical matter we could never
count on approval in a timely manner. They required the concurrence of Agency directors, the Director of
OMB, the Secretary of Defense, and six committees of Congress. It took months of effort to secure
transfers. In my view, years of execution transfers were never a way of meeting pressing requirements in a
timely manner.

12

Approved for Release: 2015/06/10 C06297294




Approved for Release: 2015/06/10 C06297294

—TOP-SEECRETHCODEWORD SENSITIVE—

accdmplishing the Community’s fundamental mission is a function of improving the
performance of all its elements, not one at the expense of the others. '

Your report’s focus on my failure to seek such transfers misses the strategic context
of my efforts to build long term, sustainable programs to address the strategic capabilities
needed to attack terrorism and other high priority issues. The report seems to lack any
understanding of my work with the DDCI/CM and her staff to rebuild essential
Community capabilities over a period of years. Without acknowledging these efforts, I
do not understand or accept the report’s criticism that I failed to marshal sufficient
resources for counterterrorism.

Strategic Analysis

The report mischaracterizes the context of terrorism estimates in the mid to late
1990s. The Community produced an estimate in 1995 with a follow up in 1997. Those
estimates accomplished the objective of informing policy makers about the threat and
providing a framework for the development of policy.

However, after 1997, senior policy makers in the previous Administration, including
the President and Secretaries of State and Defense, the Attorney General, the Director of
the FBI and the National Security Advisor, became so deeply and personally involved in
counterterrorism issues that another estimate would have added little to what they already
understood. Their understanding came from personal experiences in dealing with actual
attacks against US interests, from daily analytic briefings, policy discussions and detailed
review of covert action proposals. The attacks on our embassies in Africa, the
Millennium threat period and the attack on the USS Cole deepened their personal
awareness of counterterrorism threats, policies and programs.

In addition, our government organized itself on terrorism in a unique, tightly focused
manner, with the operation of the CSG at the National Security Council. Its deliberations
were fed directly into the NSC Deputies and Principals committees. There was true
depth in understanding the threat posed by al-Qa'ida and a continuity of the key people
involved in counterterrorism. '

A test of the practical value of a terrorism estimate is whether it would lead to policy
responses to the threat. Our experience with the issue of potential attacks using aircraft
indicates that policy makers, law enforcement agencies and the private sector did not take
any of the countermeasures in response to the threat identified by our analysis or by the
Gore Commission, which specifically referenced our analysis.

CIA, FBI and FAA focused on the potential threat represented by using airplanes in
1995 plotting in Manila to bring down 12 US airlines. The 1995 NIE made it clear that
terrorists were focused on symbols of our democracy, including the White House and
financial districts. It also made clear that

. ¢
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“Civil aviation will figure prominently among possible terrorist targets in the
United States. This stems from the increasing domestic threat posed by foreign
terrorists, the continuing appeal of civil aviation as a target, and a domestic
aviation security system that has been the focus of media attention: We have
evidence that individuals linked to terrorist groups or state sponsors have
attempted to penetrate security at US airports in recent years. The media have
called attention to, among other things, inadequate security for checked baggage.
Our review of the evidence obtained thus far about the plot uncovered in Manila
in early 1995, suggests the conspirators were guided in their selection of the
method and venue of attack by carefully studying security procedures in place in
the region. If terrorists operating in this country are similarly methodical, they
will identify serious vulnerabilities in the security system for domestic flights."

In the 1997 Estimate, we reinforced that: "Civil aviation remains a particularly
attractive target for terrorist attacks in light of the fear and publicity the downing of an
airliner would evoke and the revelations last summer of the vulnerability of the US air
transport sector."

In addition to our estimates, on December 4, 1998, we published a PDB
memorandum which stated: "Reportiné ‘suggests Bin
Ladin and his allies are preparing for attacks in the US, including an aircraft hijacking to
obtain the release of Shakh ‘Umar ‘Abd al Rahman, Ramzi Yussef and Muhammad Sadiq
Awda. One source quoted a senior member of the Gama’at al-Islamiyya (IG) saying that,
as of late October, the IG had completed planning for an operation in the US on behalf of
Bin Ladin but that the operation was on hold. A senior Bin Ladin operative from Saudi
Arabia was to visit IG counterparts in the US soon thereafter to discuss options -- perhaps
including aircraft hijacking.” (The December 4, 1998 Memorandum is at Tab J.)

We know that our strategic message on terrorism was reaching its audience. The
Commission headed by Vice President Gore specifically referenced our analysis on this
subject. And, in its 2000 annual publication, Criminal Acts Against Civil Aviation 2000,
the FAA emphasized threats to civil aviation posed by Bin Ladin, and others.

"Although Bin Ladin is not known to have attacked civil aviation, he has both the
motivation and the wherewithal to do so. Bin Ladin's anti-Western and anti-
American attitudes make him and his followers a s1gmﬁcant threat to civil
aviation, especially U.S. civil aviation."

The FAA also issued threat advisories in the summer of 2001 based on our reporting,
noting the heightened concern of terrorist attacks.

Notwithstanding a keen awareness on the part of policymakers and the FAA in

—TOoP-SECRETHCODEWORD-SENSHE—
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particular to the threat against aircraft, nobody undertook a program of systemic
initiatives to mcrease the security measures associated with the commercial airline
industry.

In terms of the current Administration, I believe it would have been helpful at the
beginning of the Administration to have produced a comprehensive estimate on al-
Qa’ida. An NIE would have provided useful background as we engaged the incoming
national security team on terrorism, notwithstanding that Richard Clarke initially
remained in his post at the NSC and that I actively briefed the National Security Advisor
and her deputy on al-Qa’ida in the months before September 11. However, it is
problematic at best to know whether strategic protective actions would have been taken
to minimize the threat, given our previous experience with the estimates in the mid
1990s, and the limited time available to the new Administration before September 11.

I do not agree that estimates on terrorism would have driven resource allocation
decisions. I was extremely conscious of the terrorist threat, as were the national security
officials with whom I worked the issues on an almost daily basis, and our Community
Program Managers. 1do not believe an estimate would have provided more texture or
data that would have changed resource allocations in fundamental ways.

Finally, while your report focuses on a lack of strategic analysis, it downplays my
personal and persistent efforts to insure that policy makers were made directly aware of
threat reporting. On nine separate occasions, starting in December 1998, [ sent detailed
memoranda to the senior-most leadership of our government, including appropriate
senior leaders in Congress, to warn of terrorist plotting. [ have included the memoranda -
at Tab K. From these and from mv constant interaction with the national security team at
the White House, I know that those dealing most directly with terrorism in our
government were fully informed of the threat. Moreover, the national security Principals
personally deliberated and approved a number of extremely sensitive, specifically
targeted covert action operations. In doing so, they fully assessed the terrorist threat, as
evidenced by the actual language of Memoranda of Notification.” -For example, the
December 1998 MON, approved by the Principals and slg,ncd by the President stated in
stark terms:

“Usama Bin Ladin poses a continuing, serious, and imminent threat of violence
and death to United States persons and interests throughout the world. By his
words and actions, UBL has demonstrated his intent and ability to murder
American citizens. CIA considers this threat unprecedented in geographic scope
and potential risk, in light of UBL’s résources and ability potential [sic] to obtain
nuclear, biological and chemical weapons. Among other things:

5 All covert action F indings and Memoranda of Notification were fully briefed to the new National Security
Advisor and her deputy at the beginning of the Bush Administration.
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-- In February 1998 he issued a ruling (Fatwa) ‘to kill Americans and their allies -
civilians and military - is an individual duty for every Muslim who can do it in
any country in which it is possible to do it.” (Source: CIA report, ‘Muslim
World: Text of Fatwa urging Jihad against Americans.”)

-- Bin Ladin associates are awaiting trial for their role in the August 1998
bombings of two U.S. embassies in Africa. Bin Ladin himself has been charged
with the murder of the 227 persons ~ including 12 Americans - who died in those

bombings.

-- Bin Ladin’s organization has a presence in at least 60 countries and has forged
ties with Sunni extremist terrorist groups worldwide. Recent intelligence
indicates conclusively that the UBL organization has extensively surveyed U.S.
targets overseas for vulnerabilities to terrorist attack.

-- The intelligence community has strong indications that Bin Ladin intends to
conduct or sponsor attacks inside the Unites States. :

-- UBL is known to be aggressively seeking chemical weapons including VX and,
* according to CIA, captured documentation indicates he is well along in doing so.

CIA assesses that if the UBL organization does have the ability to use chemical or

biological weapons, he will use them against American official and civilian

targets.

CIA has concluded that ‘recent intelligence reporting indicat{es] that UBL is
planning to conduct another attack against U.S. personnel or facilities very

93

SOO1.

I am absolutely certain that the national security team fully understood the threat in all its
strategic and tactical implications.

16

Approved for Release: 2015/06/10 C06297294



Approved for Release: 2015/06/10 C06297294

Technologv and NSA

Regarding the Sissue, I was made aware of CTC’s interest in
acquiring access to such material, and I asked DDCI Gordon to deal with it. As Irecall, I
was told the problem was resolved, and I was never asked to intervene further at any
point before September 11.

In terms of the matter, the essence of your criticism is that I did not
work hard enough or quickly enough to resolve this problem. The criticism implies that I
should have commanded a result. This is not the way I worked with General Hayden on
any issue, and, in the case of’ SI was not empowered to do so. The President
ultimately clarified the matter, as was required. '

General Hayden and 1 discussed thezissue many times during our
regularly scheduled meetings. We believed that our professionals would have to work
collaboratively through difficult questions, including concerns relating to civil liberties.
The  lissue was complex and far reaching for the Community, both in terms of
policy and law, including authorities of the DCI and the Director of NSA. Given the
incredibly rapid changes in technology and the ways people communicate and store
information, the]  lissue challenged our existing legal, organizational and
operational structures. I knew that this was an-issue that I had to get resolved correctly.

As DCI, I recognized that there were conflicts over the years among officers of
CIA and NSA, based in part on differences of understandings over authorities and the
proper conduct of their respective missions. In order to deal with lingering concerns and
to resolve specific issues as they arose, General Hayden and I supported the
establishment of the Strategic Partnership Advisory Group, to provide senior level,
ongoing focus over the critically important relationship between NSA and CIA. In fact,
the two organizations have worked effectively on the most difficult national security

_challenges, certainly including the war on terror and support to our military in

Afghanistan and Iraq. The relationship is anything but “dysfunctional” when measured
by the successes we have had together in decimating the al-Qa’ida leadership to date.
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Concluding_ Thoughts

There is no issue on which I spent more time and energy as DCI than terrorism. My
engagement on the strategic dimension of the problem was manifest in everything I did to
rebuild a Community that had been decimated, into a Community now responding with
agility to our most pressing national security problems, including terrorism. At CIA I
focused on recruiting and training case officers and analysts, and rebuilding our
technological base with the most modern tools we could buy or leverage from the private
sector through In-Q-Tel and other such innovations. While rebuilding the Community’s
capabilities and those at CIA, I realized that we could never do it fast enough to
maximize focus on any one issue. However, because of the emphasis I placed on
counterterrorism, we insured that CTC grew in resources.

I'made strategic investment decisions across the Community to try to stay a step
ahead of an agile, sophisticated terrorist organization not for the next week or so, but for
years in to the future. Iused the ADCI for Collection to drive the Community
~ strategically in collecting against terrorist sanctuaries where the secrets resided that could
provide insight into how this enemy planned to attack us. We built a worldwide coalition
of partners, some certainly more effective than others given the circumstances before
September 11. In doing so, I emphasized terrorism to key partners at the expense of
almost all other issues and I fostered personal relationships around the world to give us
the access we needed to get things done.

Our policy makers throughout my tenure as DCI were provided access to our analysis
on terrorism through a variety of products and a variety of means, including some times
daily interactions at the CSG. During heightened periods of threat, I personally and
forcefully intervened with the national security team to insure that they understood the
threat and what we were doing about it. There is no doubt in my mind that all of us
understood the threat in great detail. In fact, actions that were taken in the late 1990s to
disrupt attacks are remarkable accomplishments of the Community and the FBL Yet,
your report captures none of this, or my efforts to counter terrorism. Instead, your report
focuses on whether I held the right meetings and who was on distribution of certain
memoranda, rather that the actions I actually undertook to deal with this fundamental
problem, including my interactions with Community leaders and my persistent
engagement with the national security Principals on counterterrorism. I categorically
reject your assertion that my performance was “sub optimal.”

In the years since September 11, the Intelligence Community, buttressed by
aggressive policies and serious funding, has had a large role in dismantling al-Qa’ida’s
central leadership and protecting the American homeland from further attack. This is not
by accident. It is because we had the strategy along with a sophisticated understanding of
the target that we built over years of hard work. When properly resourced and tied to a
systematic program of homeland protection for the first time in our history, driven every

—FOP-SECRETHCODBEW-ORD-SENSIFRVE-
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day by intelligence, the results have been dramatic.

I know that we were never perfect in all that we did in the CIA or the Intelligence
Community. But in truth I also know that I did all I possibly could do to drive home
urgency, strategic focus and discipline against a very difficult problem. The picture you
have created in your report is not close to the life I lived or the actions I took as DCL.

Finally, I must address a matter that is deeply troubling to me as I reflect on my
tenure as DCIL. In the IG’s inspection report of CTC in August of 2001, your office
issued findings and conclusions directly at odds with many aspects of the sections of the
current report I have been permitted to read.

\

In August 2001, the IG informed the senior leaders of CIA that “CTC fulfills inter-
agency responsibilities for the DCI by coordinating national intelli gence, providing
warning and promoting the effective use of Intelligence Community resources on
terrorism issues.” Now, however, I am charged with riot using CTC to drive the
Intelligence Community. '

The August 2001 report on CTC informed us that “CTC’s resources have steadily
increased over the last five years, with personnel growing by 74 percent during that
period and the budget more than doubling. The Center’s comparatively favorable
resource situation allows it not only to expand its own programs but also to support
operations against terrorists and liaison relationships that DO area divisions otherwise
could not fund.” But I am now charged with “sub optimal” performance in not properly
resourcing CTC. © :

J .

The August 2001 report also stated that “relationships with the FBI had been vastly
improved.” The IG further informed us that “CTC’s relationship with NSA has improved
dramatically since the last inspection.” The entire thrust of what the IG reported in
August 2001 is, in my view, directly at odds with the accusations in the limited sections
of the current report I have been permitted to review. In August 2001, the IG did not ask
the DCl to take a single action regarding CTC or our efforts against terrorism around the
world. Today, however, your report characterizes my performance as “sub optimal.”
This inconsistency is remarkable and deeply disturbing.

® The report also cautioned that funding increases, in recent years, came from supplemental funding.
However, as I have noted previously, I did not favor, nor did I control the policy decision to seek
supplemental appropriations.

—TFOP-SECRETHCOBEWORD-SENSIERE—

19

Approved for Release: 2015/06/10 C06297294



	DOC_0001229684_0-1
	DOC_0001525482-1
	DOC_0006184107-1
	DOC_0006220800-1
	DOC_0006297294

