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Quantum computers will break classical forms of public/private key (asymmetric) cryptography.

Encryption/Decryption. Encode 
messages such that a secret key is 
required to decode the message.
AES, ChaCha-Poly, Simon/Speck

Authentication. Ensure the other party 
is the real thing, not an imposter. 
Signatures, RSA Sign, ECDSA

Key Establishment. Securely select a 
key to use for encryption and 
decryption
Diffie-Hellman, RSA Encrypt, ECDH

Broken by future 
quantum computer

Two Problems: Key Agreement and Authentication

in HTTPS
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Already quantum 
resistant in Chrome!



I am google.com Are you, though?
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cryptography…
…is really, really big.



A single certificate has multiple keys 
and signatures.
The green bar is the the size of the key, and the blue bar is 
the size of the signatures. Post-quantum is roughly a 30x 
increase in size.

A single TLS handshake usually has two keys and five 
signatures!

Cryptography
now costs bytes.

Post-Quantum



More bytes = slow





Server Hello: server random, chosen key share, chosen cipher

OR

Certificate: certificate chain, public key

Client Hello

Supported key share
● ML-KEM-768+X25519, X25519, ECDSA

Supported encryption ciphers
● AES-128, AES-256, …

Predicted key shares
● ML-KEM-768+X25519
● X25519

Hello Retry Request: chosen key share, chosen cipher

Client 
Preference 

Order
Server 
Selects

Encrypted 
using selected 
key agreement



Post-quantum

● Key agreement algorithm list is small and cheap
● Key share prediction is big
● ClientHello is 2 packets

HelloRetryRequest is > 1 RTT and 5 packets, which is 
definitely bad.

Corollary: Only get one PQC key share prediction!

Pre-quantum

● Key agreement algorithm list is small and cheap
● Key share prediction is small and cheap
● ClientHello is small and cheap (1 packet)

HelloRetryRequest is 1 RTT and 3 packets, which is 
not good but workable.



Only get one prediction HelloRetries for others Explicit configuration

Takeaways for the ClientHello

PQC is too big to be able to make more 
than one key share prediction in the 
handshake.

The Internet has decided on hybrid 
ML-KEM-768+X25519 as the default. That 
will always be predicted, for better or for 
worse. It is broadly adopted (50%+)

Supporting “stronger” (CNSA2) variants 
simultaneously with the defaults will require 
explicit configuration of clients. Explicit 
configuration is required to get CNSA2 with 
Google servers.



ML-KEM in Chrome

Chrome offers, prefers, and predicts hybrid ML-KEM by 
default on desktop platforms since Chrome 131 and 
Android since Chrome 133.

Google Servers prefer ML-KEM by default for Google 
properties platforms since around the release of Chrome 
116.

Server Hello: ML-KEM-768+X25519

Client Hello 
Offer: ML-KEM-768+X25519, X25519, ECDSA
Predict: ML-KEM-768+X25519, X25519



ML-KEM-1024 in Chrome

Chrome offers, prefers, and predicts hybrid ML-KEM by 
default on desktop platforms since Chrome 131 and 
Android since Chrome 133.

Google Servers prefer ML-KEM by default for Google 
properties platforms since around the release of Chrome 
116.

Google Servers defer to the client for ML-KEM-1024 vs 
ML-KEM-768+X25519 by default for Google properties.

Chrome can be configured to offer, prefer, and predict 
ML-KEM-1024 via enterprise policy since Chrome 144.

Hello Retry Request: ML-KEM-1024

Client Hello 
Offer: ML-KEM-1024, ML-KEM-768+X25519, X25519, ECDSA
Predict: ML-KEM-768+X25519, X25519







Ecosystem Needs Government and Compliance

If you have a service that you want to run as CNSA2-only, where you 
do not care about performance and want ML-KEM-1024 for 
everybody behind an HelloRetryRequest but without client 
configuration, contact your Cloud PoC.

We don’t want people to see the bigger number and configure 
ML-KEM-1024 for no reason, so we are not currently including it in the 
default configuration at the back of the list.

We currently want to push people to hybrid ML-KEM-768.

If you’re fortunate enough to be able to run a CNSA2-only service with 
no concern for extra bytes, you only need ML-KEM-1024 to be at the end 
of the supported list, unlike Google servers that need it in front.

We will make this change to Chrome when there is demand.





                             
cryptography…
…is really, really big

…… and it only gets worse!



What happens if we naively copy 
ML-DSA into existing X.509 
certificate chains?

Scheme Total Size Change

Chonky ML-DSA-44 16kb +12kb

Chonky ML-DSA-87 23kb +19kb



Data from Cloudflare “State of PQ 2024”

https://blog.cloudflare.com/pq-2024/


Quantum computers will break classical forms of public/private key (asymmetric) cryptography.
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Two Problems: Key Agreement and Authentication

in HTTPS

Transparency

Authenticity



For HTTPS, authentication binds the key to the site 
name, and the handshake to the key.

Is this specific key associated with this specific site?

“Is this the correct public key?”

Bind the key to the site name

Assuming you have the correct key, did the site 
operator prove that they are the owner of it?

“Does the server have control the private key?”

Bind the handshake to the key



Server Hello: server random, chosen key share, chosen cipher

Certificate: certificate chain, public key PK

Client Hello: client random, supported key shares, predictions

Certificate Verify: SignaturePK(Handshake)

Encrypted Extensions: ALPN, Trust Anchor IDs, …

Handshake 
Encryption 
Begins Here

Bind 
Handshake to 

Key
Bind key to site



Has the existence of the certificate been logged 
publicly, i.e. is the binding from the name to key 
publicly known?

Prevent one-off malicious certificates (e.g. from 
compromising a CA)

“Has this certificate been disclosed?”

Ensure all certificates are known.

Full knowledge of all issuance is useful for maintaining 
and evolving the security of the Web PKI

“Are CAs following the rules they wrote for 
themselves?”

Ensure ecosystem health. 



A set of append-only logs Log at issuance Enforced by browsers

Log what you issue

There is a set of Certificate Transparency 
logs ran by interested parties. All logs 
MUST accept certificates from any CA. 
Logs are cryptographically verifiable trees 
known as a Merkle Tree.

CAs submit precerts at issuance time to 
multiple logs, and achieve of quorum of 
inclusion promises in the form of Signed 
Certificate Timestamps (SCTs), which are 
then included in the final certificate.

Browsers require multiple SCTs from 
trusted Certificate Transparency logs in 
order to consider a certificate trusted.

Transparency for the Web PKI is provided by Certificate Transparency Logs.



Headline 
strategy
(GTM)

Who runs the logs? CAs are not incentivized to run a CT log, 
and the system doesn’t work if every CA runs a log. Logs are 
expensive to run and difficult to operate.

Promises, not proof. Certificates contain a promise that a 
certificate will be logged, not proof. Detecting that a certificate 
actually gets logged is a complicated auditing process and can 
have privacy implications.

Lack of agility. The log list changes faster than a root store, but 
user agents loosely need to move in lockstep, because there is 
no “negotiation” of which SCTs are included. As a result, clients 
must have a “time-bomb” where they stop enforcing CT if they 
are out of date.



Keys and Signatures in pre-quantum TLS handshake
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Certificate and CertificateVerify contain:

A TLS key and application identifier

Proof from the PKI binds the identifiers to the key

Using the TLS key

Proof is determined by the PKI 

Key, identifiers, and usage are determined by the protocol



Let’s replace all those blue 
signatures with something more 
size-efficient.

Let’s try to make the system work 
better than existing Certificate 
Transparency while we’re at it.

Our solution is Merkle Tree 
Certificates (MTCs)



MTCs is an adopted draft
The PKIs, Logs, and Tree Signatures (PLANTS) Working 
Group is newly chartered and tackling the PQC-size 
problems for PKIs that need transparency.

IETF PLANTS 
Working Group



Experiment with Cloudflare
Chrome and Cloudflare are experimenting with a 
pre-quantum early draft of MTCs right now.

MTCs exist in 
Chrome today



Build a hash chain to the root
In a Merkle Tree, every interior node is the hash of its 
children. You can prove inclusion of a leaf by showing the 
nodes required to build a hash chain path from the leaf to 
the root.

Merkle Tree
inclusion proofs



CT was layered on top of existing PKI
Complications stem from the gap between issuance and logging

Certificate transparency was layered on after the fact. Merkle Tree 
Certificates integrate transparency at issuance time

A traditional CA first signs, then logs the result and 
collects SCTs

A Merkle Tree CA first logs, then signs a 
checkpoint and collects cosignatures

Each CA runs a separate issuance log
Independent mirrors and witnesses co-sign log state

Issue by logging



● A checkpoint is just a list of hashes, starting at the certificate hash 
and ending at the root of the Merkle Tree

An MTC is just a regular X.509 certificate with a funny signature 
algorithm.

A CA signature becomes a signed checkpoint SCTs become cosignatures

● Cosignatures are also just signed checkpoints, they’re just signed 
by witnesses

● A witness is like a CT log, but instead of logging, they just attest 
that the CAs log is well-formed and append-only

What’s in an MTC?

Trick: All of this can go into the signature field on an X.509 certificate!



Standalone MTCs vs Pre-Quantum
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● Landmarks can be issued every hour, or every N checkpoints, etc.
● A landmark is just a checkpoint.
● A checkpoint is just the state of the tree (a root hash)

A landmark is a checkpoint that everyone agrees is worth knowing.

MTC CAs periodically announce checkpoints as a 
landmark checkpoint

Landmarks can be verified and distributed 
out-of-band

● Browser operators (Google servers) constantly verify MTC CA 
landmarks

● Browser operators distribute verified landmark hashes to 
browser clients (e.g. via Chrome Component Updater)

Landmark

Trick: A hash chain to a known landmark is proof of issuance!



Standalone vs Landmark-Relative MTCs
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Trick: A validated landmark requires no signatures!



Trust Anchor Negotiation
We have a separate draft in the TLS working group about 
negotiating certificates based on contents of a trust store, 
known as Trust Anchor Identifiers.

We leverage this draft to indicate support for specific 
MTC CAs and indicate the latest landmark known to a 
client.

Negotiating
MTCs

[11129.9.15, …]

11129.9.15, please!

Here’s an MTC from 11129.9, landmark <15

Optional 
DNS hint



Browser 
Infrastructure

Transparency 
LogsCAsSites

Browsers

Load sites 
authenticated 
by certificates

Request and 
issue 
certificates

Maintain a 
list of trusted 
CAs

Submit 
certificates 
to logs

Monitor logs

Periodic log 
list updates



Browser 
Infrastructure

MTC LogsMTC CAsSites

Browsers

Load sites 
authenticated 
by certificates

Request and 
issue 
certificates

Maintain a 
list of trusted 
MTC CAs

Append to 
their own log

Monitor logs

Periodic 
landmark 
updates



● Only verify the CA cosignature in the signature field, and ignore the 
cosignature.

● This only requires shipping the MTC CA as a trust anchor, just like 
you would ship a Chonky X.509 CA as a trust anchor.

Everything just looks like normal X.509 to clients, because it is.

If you don’t care about transparency, you can just 
verify the CA signature

If you don’t want to acquire or distribute landmarks, 
a standalone certificate is just like Chonky X.509

● Never negotiate for a landmark certificate using TAI
● Always use standalone certificates
● This is identical traditional chains of depth 1
● No knowledge of Merkle Tree state required

More Fun Tricks!

Insight: Both Chonky X.509 and MTCs are “just” a new signatureAlgorithm



func VerifyCertificate(c *Certificate, issuer *Certificate) bool {
    sigAlg := c.tbsCertficiate.signatureAlgorithm
    switch (sigAlg) {
        case “rsa”:
            return VerifyRSASignature(c.signature, issuer)
        case “ecdsa”:
            return VerifyECDSASiganture(c.signature, issuer)
        case “ml-dsa”:
            return VerifyMLDSASignature(c.signature, issuer)
        case “mtc-ml-dsa”:
            return VerifyMTC(c.signature, issuer)
    }
}



Paxos, when 
presented in plain 
english, is quite 
simple.
Leslie Lamport
Paxos Made Simple



MTCs, when used by 
servers and clients, 
are quite simple.

David Adrian
Google



Now
MTC Experiment with 
Cloudflare (ECDSA)

August 2026
Chrome 151 will have full 
support for standalone and 
landmark-relative MTCs

January 2027
Open applications for MTC 
CAs

July 2026
Chrome 150 supports 
ML-DSA chonky X.509 with 
local trust anchors

Q3/Q4
Testing MTC CA root store 
with existing CT log 
operators

H2 2027
Publicly trusted MTC CAs in 
Chrome



Links

● MTC Draft RFC

● Chrome + Cloudflare MTC Experiment

● PQC Size Problem

● Chrome Blog Post with MTC CA Timeline

● MTC CA Testing Root Store

https://datatracker.ietf.org/doc/draft-ietf-plants-merkle-tree-certs/
https://blog.cloudflare.com/bootstrap-mtc/
https://dadrian.io/blog/posts/pqc-signatures-2024/
https://blog.google/security/cultivating-a-robust-and-efficient-quantum-safe-https/
https://groups.google.com/a/chromium.org/g/mtcs/c/vGcZyAM4ra8/m/yVEUna5KAgAJ?pli=1
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