
Continual Adversarial Defense

Qian Wang1, Hefei Ling1*, Yingwei Li2, Qihao Liu2, Ruoxi Jia3, Ning Yu4

1Huazhong University of Science and Technology, China 2Johns Hopkins University, USA
3Virginia Tech, USA 3Netflix Eyeline, USA

{yqwq1996, lhefei}@hust.edu.cn, {yingwei.li, qliu45}@jhu.edu,
ruoxijia@vt.edu, ningyu.hust@gmail.com

Abstract

In response to the rapidly evolving nature of adversarial at-
tacks against visual classifiers, numerous defenses have been
proposed to generalize against as many known attacks as pos-
sible. However, designing a defense method that generalizes
to all types of attacks is unrealistic, as the environment in
which the defense system operates is dynamic. Over time,
new attacks inevitably emerge that exploit the vulnerabilities
of existing defenses and bypass them. Therefore, we propose
a continual defense strategy under a practical threat model
and, for the first time, introduce the Continual Adversarial
Defense (CAD) framework. CAD continuously collects ad-
versarial data online and adapts to evolving attack sequences,
while adhering to four practical principles: (1) continual
adaptation to new attacks without catastrophic forgetting,
(2) few-shot adaptation, (3) memory-efficient adaptation, and
(4) high classification accuracy on both clean and adversarial
data. We explore and integrate cutting-edge techniques from
continual learning, few-shot learning, and ensemble learning
to fulfill the principles. Extensive experiments validate the ef-
fectiveness of our approach against multi-stage adversarial at-
tacks and demonstrate significant improvements over a wide
range of baseline methods. We further observe that CAD’s de-
fense performance tends to saturate as the number of attacks
increases, indicating its potential as a persistent defense once
adapted to a sufficiently diverse set of attacks. Our research
sheds light on a brand-new paradigm for continual defense
adaptation against dynamic and evolving attacks.

Introduction
Adversarial attack (Madry et al. 2017) aims to deceive
deep neural networks (DNNs) by adding subtle perturba-
tions to input images, seriously jeopardizing the reliabil-
ity of DNNs, particularly in domains sensitive to secu-
rity and trust. To protect DNNs, researchers have proposed
adversarial training (AT) (Zhang et al. 2019) and purifi-
cation techniques (Yoon, Hwang, and Lee 2021), which
defend against adversarial attacks through one-shot train-
ing—where the model enters a static phase after a single
defensive stage (Zhou and Hua 2024). However, these ap-
proaches often exhibit reduced robustness against adversar-
ial examples and degraded performance on clean images.

Unlike the one-shot defense assumption, real-world de-
fense systems operate in dynamic environments with in-
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Figure 1: In dynamic environments, the defense model pro-
tects the target model by continuously collecting a few-shot
defense budget and adapting to new attacks, while efficiently
managing memory to preserve knowledge of past attacks.

creasingly aggressive and diverse attacks (Li et al. 2023).
A well-matched approach to the dynamic environments lies
in a constantly evolving defense strategy that continuously
adapts to newly emerging adversarial attacks (Croce et al.
2022). However, current model adaptation defenses (Chen,
Li, and Zhang 2021) focus on continuously changing de-
fense strategies when under attack rather than leverag-
ing past defense experiences, leading to suboptimal perfor-
mance. The concurrent continual defense work (Zhou and
Hua 2024) treats adversarial attacks as a task sequence and
tries to train a robust model via lifelong learning under a
white-box setting. However, the poor performance on both
adversarial and clean images hinders its deployment in real-
world scenarios and calls into question the reasonableness
of its continual defense setting.

To eliminate the insufficiency of the above defense set-
ting, we put forward a practical defense deployment and
a challenging threat model. As illustrated in Figure 1, the
defense system is deployed in the cloud and continuously
adapts to newly emerging attacks at each stage by leverag-
ing a defense budget—comprising adversarial examples and
their ground-truth labels—collected from web crawlers, the
security department, and users of the target model in real-
world scenarios. In practice, a stage may consist of only a
few samples from one or multiple attacks, and a new stage
begins once the system accumulates a sufficient defense
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budget. When adapting to newly emerging attacks, the de-
fense system is allowed to access the defense budgets from
previous stages cached in memory, to preserve knowledge
of past attacks. The defense system also has access to an ini-
tial attack and shares the same training data and architecture
as the target model. Meanwhile, attacks are initiated under
a gray-box setting, wherein they possess knowledge of the
classifier’s architecture and have access to training data, but
remain unaware of the defense mechanism implemented.

Taking real-world constraints into account, we propose
four principles for continual defense: (1) Continual adap-
tation to new attacks without catastrophic forgetting. As a
defender, it is crucial to effectively adapt to a variety of
new attacks across different stages while preserving knowl-
edge from previous encounters. (2) Few-shot adaptation.
An increase in the defense budget indicates a heightened
risk of attacks on the target model. Therefore, it is crucial
to initiate adaptation before the defense budget grows ex-
cessively. (3) Memory-efficient adaptation. Over time, the
growing influx of attacks leads to the accumulation of the
defense budget, which may eventually exceed memory lim-
its, posing practical challenges under constrained capacity.
(4) High classification accuracy on both clean and adver-
sarial data. A robust defense should not compromise the
performance on benign inputs for the sake of adversarial ro-
bustness. Therefore, ensuring high classification accuracy on
both clean and adversarial data is paramount.

In this paper, we propose the first Continual Adversar-
ial Defense (CAD) framework, designed to defend against
evolving attacks in a stage-wise manner using a few-shot
defense budget and efficient memory. In the first stage, we
use adversarial data from an initial attack (e.g., PGD) to
train an initial defense model that is specifically designed
to classify adversarial examples and complement the target
model’s predictions. Inspired by continual learning (CL), we
treat the new classes introduced by each attack as incremen-
tal and expand the classifier accordingly, followed by fine-
tuning the expanded layer using a few-shot defense budget.
To address the overfitting issue inherent in few-shot fine-
tuning (Zhou et al. 2022), we pre-assign virtual classes to
compress the embeddings of past attacks, thereby reserv-
ing embedding space in the defense model for future at-
tacks. To achieve memory efficiency, we employ prototype
augmentation (Zhu et al. 2022), which enables the preser-
vation of decision boundaries from previous stages with-
out explicitly storing any defense budget. Simultaneously,
a lightweight model is employed to ensemble the defense
model and the target model by estimating reliable logits
for the input, thereby maintaining classification accuracy on
both clean and adversarial data.

Extensive experiments on CIFAR-10 and ImageNet-100
demonstrate that CAD effectively defends against multi-
stage attacks under a few-shot defense budget, while main-
taining high accuracy on clean data. To the best of our
knowledge, this is the first exploration of a Continual Adver-
sarial Defense and its real-world deployment.1 In addition,
we observed that CAD’s defense performance tends to satu-

1We can provide timestamps to support this claim.

rate as the number of attacks increases, indicating its poten-
tial to serve as a persistent defense mechanism once adapted
to a sufficiently diverse set of attacks.

Our main contributions can be summarized as follows:
• To counter evolving adversarial attacks, we propose a

continual defense strategy under a practical threat model,
where diverse attacks emerge progressively across stages.
The defense system must adapt to these attacks using a
few-shot defense budget and memory-efficient mechanisms,
while preserving knowledge of past attacks and maintaining
high performance on both clean and adversarial data.

• We propose, for the first time, the Continual Adversar-
ial Defense (CAD) framework, which defends against at-
tacks in dynamic scenarios by adhering to four practical
principles: continual adaptation without catastrophic forget-
ting, few-shot adaptation, memory-efficient adaptation, and
high classification accuracy on both clean and adversarial
data. To fulfill these principles, CAD integrates cutting-edge
techniques from continual learning, few-shot learning, non-
exemplar class-incremental learning, and ensemble learning.

• Extensive experiments validate the effectiveness of
CAD in defending against multi-stage adversarial attacks
under a few-shot budget and memory-efficient constraints,
consistently outperforming baseline methods. Moreover, we
observe that CAD’s defense performance tends to saturate
as the number of attacks increases, suggesting its potential
to serve as a persistent defense mechanism once adapted to
a sufficiently diverse set of attacks.

Related Work
Adversarial Defense
Researchers have proposed various general defense methods
against adversarial attacks (Wu et al. 2021; Lin et al. 2019).
As a standard defense method, adversarial training (Grath-
wohl et al. 2020; Laidlaw, Singla, and Feizi 2020; Dong and
Xu 2023; Jiang et al. 2023) aims to enhance the robustness
of the target model by training it with adversarial examples.
Another branch of adversarial defense involves purifying the
data stream (Hill, Mitchell, and Zhu 2020; Pei et al. 2025;
Nie et al. 2022) to remove potential adversarial perturbations
or noise that could deceive the model. To counter attacks
in dynamic environments, model adaptation methods (Kang
et al. 2021; Yin et al. 2024; Li, Xin, and Liu 2022) continu-
ously adjust their parameters, state, or activations when en-
countering attacks to enhance robustness. In fact, all of the
aforementioned methods exhibit limited robustness, leading
to poor classification performance on both adversarial and
clean data. Our CAD framework provides an effective solu-
tion for countering a wide spectrum of stage-wise emerging
attacks, while ensuring robust performance on clean data.

Continual Learning
Continual learning (CL) (Liu et al. 2022) aims to learn from
a sequence of new classes while preserving knowledge of
previously learned ones. Many works have been proposed
for CL (Rebuffi et al. 2017; Zhu et al. 2021a,b): In re-
cent years, some methods have attempted to solve the CL



problem without relying on the need to preserve data (non-
exemplar) (Zhu et al. 2022), and few-shot scenarios (Zhang
et al. 2021; Zhou et al. 2022) in which only a small num-
ber of new class data are available. Attempting to break the
one-shot defense assumption, a concurrent work (Zhou and
Hua 2024) is proposed to alleviate catastrophic forgetting in
a simple continual defense scenario. In this paper, we con-
vert the proposed defense scenario into a few-shot and non-
exemplar CL setting, which necessitates the defense mecha-
nism to utilize a few-shot defense budget and efficient mem-
ory for adaptation.

Threat Model and Defense Principles
The defense system is deployed in a networked environment
to protect the target model against a wide spectrum of evolv-
ing attacks in dynamic real-world scenarios. Over time, new
attacks are continuously developed, potentially producing
poisoned examples on the Internet to exploit vulnerabilities
in the target model and trigger security breaches. In light of
this reality, we propose a practical threat model in which dis-
tinct attacks emerge across stages, requiring the defense sys-
tem to adapt to evolving threats by leveraging a defense bud-
get (i.e., adversarial examples and their ground-truth labels).
Typically, a stage may consist of only a few samples from
one or multiple attacks, and a new stage begins once the
system has accumulated a sufficient defense budget. The
defense budget plays a crucial role in shaping the defender’s
response to emerging threats. In real-world scenarios, such
threats are often identified during screening or cleanup pro-
cesses, and the defense budget is typically provided by web
crawlers, security services, and users of the target model. We
formulate the continual defense scenario as follows.

This scenario is established on the N -way K-shot clas-
sification paradigm. In the gray-box setting (Taran et al.
2019), the attacker has access to the architecture of the tar-
get model ft : X → RN , but not the defense mecha-
nism. The target model is trained on Dtrain and evaluated
on Dtest, where X is the image space. The defender is al-
lowed to use Dtrain and has full knowledge of the initial
attack A0(·) at stage-0. At stage-i (i = 1, 2, · · · , T ), new at-
tacks Ai(·) emerge, and the defender receives a defense bud-
get Ai

train = {(xi
adv, y)|xi

adv = Ai(x), (x, y) ∈ Dtrain}2

consisting of N ×K samples—i.e., K samples per class for
N classes—which is used to adapt to the new attack. Here,
y denotes the ground-truth label of sample x. Evaluations
are conducted on Dtest and {Ak

test}k=0,1,...,i at each stage-i,
where Ai

test = {(xi
adv, y)|xi

adv = Ai(x), (x, y) ∈ Dtest}.
Taking reality into account, the defense mechanism

should satisfy the following principles:

Principle 1 Continual adaptation to new attacks without
catastrophic forgetting.

The defense mechanism must be capable of adapting to a
range of novel attacks that emerge over time, while preserv-
ing knowledge of previously encountered ones.
Principle 2 Few-shot adaptation.

2In the adversarial attack formula xi
adv = Ai(x, y, ft), we omit

the target model ft and the ground-truth y.

An increase in the defense budget directly correlates with
the frequency of successful attacks on the target model. To
prevent potential security breaches caused by delayed re-
sponses, the defense system must proactively adapt using a
few-shot budget.
Principle 3 Memory-efficient adaptation.
Over time, the continuous influx of attacks leads to the ac-
cumulation of defense budgets, potentially causing mem-
ory constraints. In practice, the defender may lack sufficient
memory capacity to store all received data. Therefore, re-
taining the entire defense budget for adaptation is impracti-
cal and should be avoided.
Principle 4 High classification accuracy on both clean and
adversarial data
The previous defense strategies have led to a sacrifice in
the classification accuracy of clean data, resulting in per-
formance degradation. Such declines can adversely impact
critical real-world applications. As a result, it is imperative
for a defender to maintain performance on both clean and
adversarial data.

Continual Adversarial Defense Framework
As shown in Figure 2, the Continual Adversarial Defense
(CAD) framework comprises four key components: (1) con-
tinual adaptation to defend the target model while mitigating
catastrophic forgetting; (2) embedding reservation to allevi-
ate overfitting caused by the few-shot adaptation; (3) pro-
totype augmentation to achieve memory efficiency; and (4)
model ensemble to ensure high classification accuracy on
both clean and adversarial data.

Continual Adaptation to New Attacks
In response to Principle 1, we employ continual adaptation
to defend against new attacks. In the beginning (stage-0), an
initial defense model f0 : X → RN which consists of a fea-
ture extractor φ : X → Rd and a classifier g0c : Rd → RN is
optimized under full supervision using an adversarial dataset
A0

train = {(x0
adv, y)|x0

adv = A0(x), (x, y) ∈ Dtrain}.
The defense model is designed to tackle adversarial ex-
amples, complementing the target model. At stage-i (i =
1, 2, · · · , T ), the defense model fi : X → RN adapts to new
attacks using the defense budget Ai

train, while mitigating
catastrophic forgetting—required by Principle 1—through
cached prototypes Pe extracted from past attacks.

Inspired by continual learning (CL) (Liu et al. 2022), we
treat the new classes introduced by each attack as incremen-
tal classes and expand the classifier from gi−1

c : Rd →
RN×i to gic : Rd → RN×(i+1) at stage-i (i = 1, 2, · · · , T ).
The parameters of the expanded classifier consist of those
inherited from the previous classifier and newly initialized
weights: W i = [W i−1,W new], where W i = [wi

1, · · · ,wi
Ni

]

denotes the parameter matrix of gic. Meanwhile, the ground-
truth label of each adversarial example xi

adv ∈ Ai
train is re-

assigned to correspond to the incremental classes introduced
by the new attack 3:

yi = y +N × i. (1)
3We omit the networks’ parameter in formulas.
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Figure 2: Illustration of CAD. Treating new attack classes as incremental, we use continual adaptation to protect the target
model while preventing catastrophic forgetting. In stage-0, we reserve embedding space during initial training to mitigate future
overfitting. A weight estimator model fp is trained for the model ensemble. In stage-i (i = 1, 2, · · · , T ), we freeze the feature
extractor φ of fi, fine-tune the expanded classifier gic with a few-shot defense budget, and store class-wise prototypes in a cache
for memory efficiency. Finally, the target model ft and the defense model fi are ensembled via fp for robust classification.

Due to the intrinsic similarity among certain adversar-
ial attacks (Wang et al. 2023a), a defense model trained
on one attack can partially generalize to others, potentially
rendering some class expansions unnecessary. Past attacks
recurring in new stages also lead to unnecessary adapta-
tion. Therefore, before fine-tuning at each stage, we test
the model to filter out redundant data in the defense bud-
get—that is, samples that are already correctly classified.

For evaluation, we focus solely on the class assignment
of the image, rather than the specific attack to which it is
subjected. Therefore, the prediction for an instance x is:

ypred = (argmax fi(x)) mod N. (2)

In the following section, we detail the training of the ini-
tial defense model f0. After training, we freeze the feature
extractor φ and fine-tune the expanded portion of the classi-
fier for each new attack Ai using the few-shot budget Ai

train.

Embedding Space Reservation for Few-Shot
Adaptation
A problem brought by the few-shot budget in Principle 2
is overfitting, which is a well-known issue in few-shot learn-
ing (Snell, Swersky, and Zemel 2017). To mitigate this issue,
we pre-assign virtual classes to compress the embeddings of
past attacks, thereby reserving embedding space in the de-
fense model for future attacks.

First, before training the initial defense model f0, sev-
eral virtual classes Wv = [w1

v, · · · ,wV
v ] ∈ Rd×V are

pre-assigned in the classifier (Zhang et al. 2021), where
V = N × T is the number of virtual classes, i.e., the re-
served classes for future attacks. Therefore the output of the
current defense model is f0(x) = [W 0,Wv]

⊤φ(x). After
training, Wv will be used to initiate the new parameters of
the expanded classifier.

Second, virtual instances are constructed by manifold
mixup (Verma et al. 2019):

z = h2(ωh1(x
0
adv,r) + (1− ω)h1(x

0
adv,s)), (3)

where xadv,r and xadv,s belong to different classes r and s,
and ω ∼ B(α, β) is a trade-off parameter the same as (Zhou
et al. 2022). h1 and h2 are decoupled hidden layers of feature
extractor i.e. φ(x) = h2(h1(x)).

Finally, the embedding space reservation is conducted by
training f0 with the following loss function:

L0 =Fce(f0(x
0
adv), y

0) + γFce(Mask(f0(x
0
adv), y

0), ŷ)+

+Fce(f0(z), ŷ) + γFce(Mask(f0(z), ŷ), ˆ̂y), (4)

where ŷ = argmaxjw
j⊤
v φ(x0

adv) + N is the virtual class
with maximum logit, acting as the pseudo label. ˆ̂y =
argmaxkw

0⊤
k z is the pseudo label among current known

classes. γ is a trade-off parameter, Fce represents the stan-
dard cross-entropy loss (Zhang and Sabuncu 2018), and
function Mask(·) masks out the logit corresponding to the
ground-truth:

Mask(f0(x
0
adv), y

0) = f0(x
0
adv)⊗ (1− onehot(y0)), (5)

where ⊗ is Hadamard product and 1 is an all-ones vector.
In Eq. 4, pushes the adversarial instance x0

adv towards
its ground truth (item 1) and away from the reserved vir-
tual classes (item 2). Simultaneously, it drives the virtual
instance z towards the corresponding virtual classes (item
3) and away from other classes (item 4). Trained with L0,
the embeddings of the initial benign classes become more
compact, and the embedding space for virtual classes is re-
served (Zhou et al. 2022). The reserved space allows the
defense model to be adapted more easily in the future and
alleviates overfitting brought by the few-shot budget.



Prototype Augmentation for Memory Efficiency
In response to Principle 3, we use prototype augmentation
to achieve memory efficiency.

When learning new classes, the decision boundaries of
previously learned classes can change significantly, resulting
in a severely biased unified classifier (Zhu et al. 2021b). To
mitigate this issue, many CL methods store a subset of past
data and jointly train the model with both past and current
data. However, preserving the past defense budget may also
lead to memory shortage. To achieve memory efficiency, we
adopt prototype augmentation (Zhu et al. 2022) to maintain
the decision boundary of previous stages, without saving any
defense budget. We store one prototype in the deep feature
space for each class under each attack, and over-sample (i.e.,
UB) the prototypes pB and their corresponding ground-truth
labels yB to the batch size, thereby calibrating the classifier.

pB = UB(Pe), Lproto = Fce(pB , yB), (6)

where Pe = {pj
e}N×i

j=0 denotes the prototype cache, i.e. the
set of class-wise average embeddings (Snell, Swersky, and
Zemel 2017), which is defined as:

pj
e =

1

K

∑|Ai
train|

k=1 I(yik = j)φ(xi
adv,k), (7)

where I(·) is the indicator function, K the amount of budget
for each class, and (xi

adv,k, y
i
k) the k-th sample in Ai

train.
After each adaptation, prototypes of the current attack

are added to cache Pe. At each stage, the defense model is
adapted using the following loss function:

Lf = Lce + λLproto, where Lce = Fce(fi(x
i
adv), y

i). (8)

Model Ensemble for Clean Data Classification
To satisfy Principle 4, which requires high classification ac-
curacy on both clean and adversarial data, we introduce a
model ensemble as the final component of CAD. Ensem-
ble adversarial training (EAT) (Tramèr et al. 2018) is a sim-
ple yet effective method for defending against adversarial
attacks in a gray-box setting, by training a robust model
using adversarial examples generated by the target model,
while maintaining classification performance on clean data.
We extend EAT to our scenario by introducing a lightweight
weight estimator fp that adaptively fuses the logits of the
defense model and the target model.

We adopt self-perturbation (Wang et al. 2023a) to train the
weight estimator fp at the first stage. When trained with self-
perturbation, the weight estimator becomes agnostic to spe-
cific attacks and can effectively distinguish between clean
and adversarial images. The weight estimator fp outputs a
weight vector w ∈ R2 to ensemble the defense model and
the target model:

logiti(x) = w · [ft(x), fi(x)]⊤, where w = fp(x). (9)

In this way, both clean and adversarial data are routed to
their corresponding models, increasing the likelihood of cor-
rect classification.

For the overall algorithm of the CAD framework and the
details about self-perturbation, please refer to the supple-
mentary materials.

Experiment
To evaluate the performance of CAD against various adver-
sarial attacks in a dynamic scenario, we conduct extensive
experiments and compare CAD with baselines from four re-
search streams. For evaluation and analysis, we employ two
metrics in this section: (1) Classification accuracy (Acc) af-
ter each adaptation step, used to assess defense performance.
(2) Average Incremental Accuracy (AIAcc) (Rebuffi et al.
2017), defined as the average classification accuracy over all
attacks encountered up to the current stage, used to evaluate
the model’s ability to mitigate catastrophic forgetting.

Experiment Settings
In this section, we introduce the datasets, adversarial attack
configurations, defense baselines, and implementation de-
tails. Additional implementation details can be found in the
supplementary materials.

Datasets Experiments are conducted on CIFAR-10 and
ImageNet-100. CIFAR-10 (Krizhevsky, Hinton et al. 2009)
consists of 10 classes, each containing 5,000 training images
and 1,000 test images. ImageNet-100 (Tian, Krishnan, and
Isola 2020) is a subset of ImageNet (Deng et al. 2009), com-
prising 100 classes with 1,000 training images and 100 test
images per class. Images from CIFAR-10 and ImageNet-100
are resized to 32 × 32 and 224 × 224, respectively, and un-
dergo data augmentation including horizontal flipping and
random cropping.

Attacks We choose PGD-ℓ∞ (Madry et al. 2017) as the
initial attack. After that, 8 adversarial attack methods under
ℓ∞: SNIM (Lin et al. 2019), BIM (Kurakin, Goodfellow, and
Bengio 2016), RFGSM (Tramèr et al. 2018), MIM (Dong
et al. 2018), DIM (Wu et al. 2021), NIM (Lin et al. 2019),
VNIM and VMIM (Wang and He 2021) compose the attack
pool in defense performance evaluation. To evaluate CAD’s
effectiveness in mitigating catastrophic forgetting, ℓ∞ at-
tacks (VMIM and SNIM), ℓ2 attacks (CW and DeepFool),
ℓ1 attacks (EAD and EADEN), and ℓ0 attacks (OnePixel and
SparseFool) compose the attack pool.

Defense Baselines We compare CAD with sev-
eral state-of-the-art defense methods in terms of de-
fense performance, including adversarial training ap-
proaches—TRADES (Zhang et al. 2019), CLC (Chen,
Li, and Zhang 2021), GAIRAT (Zhang et al. 2020),
DMAT (Wang et al. 2023b), and MeanSparse (Amini
et al. 2024)—as well as purification-based meth-
ods—ADP (Yoon, Hwang, and Lee 2021) and LoRID (Zol-
licoffer et al. 2025). For adversarial training methods,
gray-box attacks are not applicable during evaluation, as the
defense model itself serves as the attack target. Therefore,
to highlight the superiority of CAD under gray-box attacks,
we report the performance of adversarial training methods
under black-box attacks in the same table for comparison.

To assess CAD’s ability to mitigate catastrophic forget-
ting, we compare it with continual learning (CL) methods
EWC (Kirkpatrick et al. 2017), SSRE (Zhu et al. 2022),
and BEEF (Wang et al. 2022), as well as few-shot con-
tinual learning (FCL) methods FACT (Zhou et al. 2022),



Table 1: Classification accuracy (Acc) against ℓ∞ attacks at each stage on ImageNet-100. The column “Clean” denotes the
standard accuracy on clean images. “AT” and “AP” denote adversarial training and purification baselines, respectively. CAD†

is Premium-CAD without memory or defense budget constraints, serving as the empirical upper bound (gray background).

Method 0:PGD 1:SNIM 2:BIM 3:RFGSM 4:MIM 5:DIM 6:NIM 7:VNIM 8:VMIM Clean
None-defense 0.002 0.000 0.000 0.000 0.000 0.000 0.001 0.000 0.000 0.898

A
T

TRADES (Zhang et al. 2019) 0.465 0.455 0.496 0.462 0.480 0.477 0.467 0.482 0.495 0.762
CLC (Chen, Li, and Zhang 2021) 0.484 0.482 0.498 0.473 0.496 0.488 0.479 0.491 0.505 0.775
GAIRAT (Zhang et al. 2020) 0.598 0.602 0.584 0.592 0.588 0.589 0.589 0.597 0.598 0.741
DMAT (Wang et al. 2023b) 0.643 0.651 0.662 0.659 0.654 0.644 0.641 0.658 0.656 0.759
MeanSparse (Amini et al. 2024) 0.694 0.693 0.705 0.701 0.713 0.718 0.700 0.716 0.714 0.788

A
P ADP (Yoon, Hwang, and Lee 2021) 0.772 0.769 0.718 0.718 0.756 0.759 0.762 0.760 0.723 0.741

LoRID (Zollicoffer et al. 2025) 0.783 0.780 0.752 0.756 0.773 0.776 0.775 0.779 0.748 0.740
CAD(ours) 0.837 0.834 0.820 0.825 0.835 0.820 0.819 0.822 0.819 0.881

CAD†(ours) 0.837 0.839 0.840 0.826 0.843 0.838 0.842 0.822 0.820 0.878

Table 2: Average incremental accuracy (AIAcc) against ℓp=0,1,2,∞ attacks at each stage on CIFAR-10. DeepF. and SparseF.
denote DeepFool and SparseFool respectively. CAD† is Premium-CAD without memory or defense budget constraints, serving
as the empirical upper bound (gray background).

Method 0:PGD 1:SNIM 2:VNIM 3:CW 4:DeepF. 5:EAD 6:EADEN 7:OnePixel 8:SparseF.
None-defense 0.006 0.013 0.00 0.00 0.086 0.000 0.002 0.391 0.297

C
L

EWC (Kirkpatrick et al. 2017) 0.955 0.682 0.670 0.237 0.236 0.237 0.269 0.259 0.222
SSRE (Zhu et al. 2022) 0.891 0.825 0.781 0.658 0.584 0.506 0.475 0.424 0.378
BEEF (Wang et al. 2022) 0.949 0.831 0.847 0.823 0.779 0.742 0.738 0.726 0.645

FC
L FACT (Zhou et al. 2022) 0.945 0.872 0.864 0.815 0.809 0.786 0.784 0.782 0.746

OrCo (Ahmed, Kukleva, and Schiele 2024) 0.946 0.871 0.865 0.821 0.815 0.802 0.793 0.789 0.752
OrCo+ADBS (Li et al. 2025) 0.946 0.872 0.866 0.823 0.818 0.803 0.795 0.790 0.753

CAD(ours) 0.945 0.891 0.905 0.841 0.848 0.811 0.821 0.828 0.782
CAD†(ours) 0.945 0.955 0.951 0.952 0.949 0.953 0.946 0.960 0.952

OrCo (Ahmed, Kukleva, and Schiele 2024), and ADBS (Li
et al. 2025), under a gray-box setting.

Additionally, we propose a variant of CAD, premium-
CAD, as an empirical upper bound without memory or de-
fense budget constraints. In premium-CAD, attack-specific
defense models are trained using an abundant defense bud-
get and ensembled with the target model via a weight es-
timator. Implementation details of both the baselines and
premium-CAD are provided in the supplementary materials.

Implementation Details Both the target and defense
models use ResNet (He et al. 2016) as the backbone:
WideResNet-28-10 for CIFAR-10 following (Grathwohl
et al. 2020) and ResNet-50 for ImageNet-100 follow-
ing (Laidlaw, Singla, and Feizi 2020). A 4-layer ConvNet
is used as the weight estimator model. The cosine classi-
fier (Gidaris and Komodakis 2018) is adopted as the classi-
fier of the defense model. The defense budget per class is
set to K = 10, with T = 8 stages since there are 9 attacks
(PGD as the initial attack). Following (Zhou et al. 2022),
Beta distribution parameters are α = β = 2, and trade-off
parameters are γ = 0.01. The scaling hyperparameter of
prototype augmentation is set to λ = 0.5. Epochs for train-
ing and fine-tuning are set to 100 and 4, respectively.

Comparisons to Baselines
To evaluate both adaptation and defense performance, we
first compare CAD with baseline defense methods against
nine adversarial attacks. For CAD, the defense environment

is dynamic, with attacks occurring incrementally at differ-
ent stages. In contrast, the baseline methods operate in a
static defense environment where the order of attacks is not
considered. As shown in Table 1, despite the limited de-
fense budget, CAD exhibits strong adaptability to diverse
adversarial attacks. On ImageNet-100, CAD outperforms
MeanSparse and LoRID by 0.119 and 0.057 in average
Acc, respectively. These results highlight CAD’s capabil-
ity for continuous adaptation to emerging threats. Another
notable advantage of CAD is its ability to maintain high
Acc on clean images, achieving 0.881—0.093 higher than
MeanSparse and 0.140 higher than ADP—approaching the
target model’s accuracy of 0.898. This improvement is at-
tributed to the generic representations learned by the weight
estimator from adversarial examples, which enable it to ef-
fectively distinguish between clean and adversarial inputs.

To evaluate CAD’s ability to mitigate catastrophic forget-
ting, we compare it with CL and FCL methods on CIFAR-
10. As shown in Table 2, CAD maintains robust defense
performance despite varying attack types. However, as the
diversity of attacks increases, its performance gradually de-
clines from 0.945 to 0.782. This suggests that defending
against an expanding array of attack types remains a sig-
nificant challenge for continual defense methods. Compared
to the top baselines, CAD achieves an average AIAcc that is
0.024 higher than OrCo and 0.023 higher than ADBS across
all stages. Furthermore, we compare CAD with a vanilla
model that serves as an empirical lower bound. As shown
in Figure 3, CAD significantly reduces forgetting—without



Table 3: AIAcc against adversarial attacks and Acc on clean
images for ablation study on CIFAR-10. “w/o L0”, “w/o
Lproto”, and “w/o fp” denote CAD without embedding
space reservation, prototype augmentation, and model en-
semble, respectively.

Ablation 0:PGD 1:CW 2:EAD 3:OnePixel Clean
w/o L0 0.945 824 0.761 0.718 0.958
w/o Lproto 0.944 0.895 0.800 0.785 0.958
w/o fp 0.945 0.899 0.866 0.853 0.559
CAD 0.945 0.899 0.866 0.853 0.958
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Figure 3: Verification of catastrophic forgetting in CAD and
a vanilla model under the attack sequence from Table 2 on
CIFAR-10.

it, error rates on PGD and CW exceed 50% by stage 8.
It is noteworthy that Premium-CAD surpasses all baseline

methods. Given a sufficient defense budget and memory re-
sources, Premium-CAD emerges as the superior choice. For
more comparisons to baselines, please refer to the supple-
mentary materials.

Ablation Study
As argued, embedding reservation facilitates smoother adap-
tation and reduces overfitting, prototype augmentation pre-
serves decision boundaries from previous stages, and model
ensembling ensures high classification accuracy for both
clean and adversarial images. To validate the contribution
of each component, we conduct an ablation study using four
attacks: PGD (ℓ∞), CW (ℓ2), EAD (ℓ1), and OnePixel (ℓ0).
As shown in Table 3, removing embedding space reservation
(L0 in Eq. 4) leads to a significant drop in AIAcc at each
stage due to the absence of a mechanism tailored for few-
shot scenarios. In stage-3, AIAcc drops to 0.718, which is
0.135 lower than the original. When prototype augmentation
(Lproto in Eq. 6) is removed, CAD loses its ability to prevent
catastrophic forgetting, resulting in a noticeable decrease in
AIAcc after stage-1, reaching 0.785 in stage-3—0.068 lower
than the original. Additionally, removing model ensembling
(fp in Eq. 9) severely impairs CAD’s classification perfor-
mance on clean images, reducing accuracy by 0.399 com-
pared to the original. These results confirm the effectiveness
of each component. For analysis on the principles, ablation,
and parameters, please refer to the supplementary materials.

Defense against Unseen Attack and Saturation
We also evaluated CAD’s performance on unseen attacks.
As shown in Table 4, adaptation to known attacks enables
CAD to generalize to unknown ones, owing to the intrin-

Table 4: Acc against unseen attacks after each adaptation on
CIFAR-10.

Attack (unseen) 0:PGD 1:SNIM 2:BIM 3:RFGSM 4:MIM
DIM 0.728 0.739 0.754 0.767 0.775
NIM 0.725 0.736 0.753 0.768 0.773
VNIM 0.708 0.724 0.745 0.752 0.764
VMIM 0.716 0.726 0.749 0.751 0.769

Table 5: Acc against unseen attacks after each adaptation on
CIFAR-10 with a simulated attack sequence.

Attack (unseen) 0 10 20 30 40
DIM 0.728 0.805 0.870 0.893 0.890
NIM 0.725 0.808 0.863 0.892 0.894
VNIM 0.708 0.796 0.855 0.879 0.884
VMIM 0.716 0.798 0.854 0.883 0.882

sic similarities among attacks under the same norm (Wang
et al. 2023a). With more adaptation stages, CAD learns di-
verse perturbation patterns, improving accuracy on unseen
attacks from 0.719 to 0.770 after 4 stages. Eventually, when
CAD has adapted to a sufficiently diverse set of attacks, the
defense may reach a point of saturation. However, due to
the current limited availability of attack types, this satura-
tion point cannot yet be empirically determined.

To verify the saturation nature, we constructed simulated
attacks using perturbation forgery (Wang et al. 2024) and
tested CAD’s generalization ability after adapting to these
synthetic attacks. As shown in Table 5, after 20 adapta-
tion stages, CAD achieved an average classification accu-
racy of over 0.861 on unseen attacks. After 30 stages, the
average accuracy on unseen attacks reached 0.887 and satu-
rated—indicating that further adaptation did not yield addi-
tional improvements. This surpasses all baseline methods.

As mentioned earlier, CAD requires pre-allocated virtual
classes for future classifier expansion. If the number of pre-
allocated is insufficient, CAD’s scalability may be called
into question. However, the saturation behavior suggests that
with sufficient pre-allocated classes, CAD can reach a stage
where it can defend against unseen attacks without further
adaptation—alleviating concerns about its scalability.

Conclusion
We propose the first Continual Adversarial Defense (CAD)
framework to address the dynamic nature of real-world at-
tack environments, where no single defense can handle all
threats. CAD is engineered to collect a defense budget from
the Internet and dynamically adapt to a diverse range of at-
tacks as they emerge in sequential stages. In consideration
of practical applicability, we formulate four principles: con-
tinual adaptation without catastrophic forgetting, few-shot
adaptation, memory-efficient adaptation, and high classifi-
cation accuracy on both clean and adversarial data. Exten-
sive experiments demonstrate that CAD effectively adheres
to the four principles and consistently outperforms base-
line methods across multi-stage attacks. Notably, its perfor-
mance saturates as the number of attacks increases, high-
lighting its potential as a long-term defense solution.
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