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Abstract. We present POSEIDONB and POSEIDON2B, natural variants of POSEIDON
and POSEIDON2, respectively, defined over binary extension fields with a target
security level of 128 bits. They are specifically designed to inherit many of the
circuit-friendly properties of their prime field version, and to be used together with
binary extension field proving systems such as Binius. Benchmarking demonstrates
merits in proof size, proving time, and especially verification time, in comparison to
traditional hash functions and other binary circuit-friendly hash functions such as
Vision-32b and Anemoi.

Due to the close similarity to their prime field counterparts, many existing cryptana-
lytic results directly carry over to POSEIDONB and POSEIDON2B. Nevertheless, we
revisit the security analysis to incorporate recent advances in cryptanalysis and to
account for attack vectors that do not arise in the prime field setting. In particular,
we focus on algebraic cryptanalysis and subspace trails, techniques that resulted in
attacks on initial versions of POSEIDON defined over binary extension fields. Our
complexity estimates are based on the ideal degree, now increasingly adopted as a
standard measure in algebraic cryptanalysis.
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1 Introduction

The POSEIDON [Gra+21] hash function, introduced in 2019, has gained widespread adoption
in verifiable computation protocols [Bon+21; Che+23; DP24], where one party asserts
the correctness of a computation using a compact proof. Using only basic algebraic
operations over a prime field, POSEIDON is one of the fastest-to-prove hash functions, and
is at the same time among the fastest ones to compute natively. Its recently updated
version POSEIDON2 [GKS23b] is tailored towards smaller prime fields, which are gaining in
popularity for proving large computation blocks such as Ethereum blockchain transitions,
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commonly known as zero-knowledge virtual machines (zkVMs). Indeed, since data has to
be stored in field elements, smaller prime fields allow for less embedding overhead when
working with smaller data (e.g., Boolean values) and more efficient algebraic operations.
Despite its security margin not being overly large, the full and practically used versions of
POSEIDON have withstood many different cryptanalytic attacks [BGL20; Bey+20; KR21;
Bar+22; SV25; ZD25], and indeed, while being one of the earliest circuit-friendly hash
functions, it is simultaneously one of the few unbroken ones. For this reason, it is among
the most trusted hash functions in the community, and at the time of writing, it is also a
prime candidate for adoption in Ethereum as its ZK-friendly hash function [Eth24].

Notably, the existing prime field versions of POSEIDON and POSEIDON2 allow for a
variety of different use cases. While initially being used mainly together with large primes
of ~ 256 bits (for example, to prove transaction inclusions in Merkle trees, potentially with
zero knowledge enabled), recent use cases on the Layer 2 side include fast recursive provers.
In more detail, when using univariate FRI-based protocols [Ben+18], a recursive proof
requires the verification circuit of a previous proof, which crucially consists of verifying
Merkle tree openings in the FRI step. In this part of the protocol, a circuit-friendly hash
function yields significantly more compact proofs compared to classical primitives. However,
while smaller prime fields are convenient and allow for arguably fast implementations, they
require conversion from standard machine words, which comes at the cost of some storage
waste. For example, let us focus on SP1 [Suc25], one of the currently popular zkVMs whose
purpose is to prove the execution of RISC-V programs. SP1 uses a 31-bit prime field for
its circuits, which is also a popular choice in many other similar frameworks. In order to
prove a program, many of the RISC-V instructions operating over 32-bit unsigned integers
are split into 8-bit limbs to accommodate the arithmetic operations. This is required since
otherwise intermediate multiplication results may not fit into a 31-bit prime field element.*
Since these 8-bit limbs still require being embedded into 31-bit prime field elements, almost
three quarters of the prime field element are wasted. Moreover, prime field proof systems
inherently struggle with bit operations, as a prime field does not provide native tools to
tackle separate bits. This is a concrete problem for settings where more classical hash
functions, such as Keccak, are used, and where an efficient method of proving, for example,
Merkle trees with this hash function is required.

All of this has led to various research results on binary proof systems, initially univariate
ones exploiting properties of small elliptic curves to achieve efficient NTTs outside of two-
adic structures (we refer to [Ben+23; Ben+22] for a detailed description), and most recently
multivariate ones such as Binius [DP25; DP24], introducing new techniques that separate
the committing field size from the constraint field size and thus make it possible to mix
binary fields with specific properties. These approaches are defined over binary fields such
as Fas2 or tower extensions, and in particular, the more recent ones are free from many
drawbacks of traditional prime-based protocols. While classical hash functions such as
SHA-3 and Blake2 [Aum+13; SA15] are often significantly more efficient in those proving
systems compared to the ones based on prime fields, they often still use different field sizes
(mostly small ones), resulting in a comparatively large number of constraints.

1.1 Qur Contributions

We formally introduce POSEIDONB and POSEIDON2B, natural variants of POSEIDON and
POSEIDON2, respectively, over a binary extension field.2 The designs aim to

(i) achieve high performance on a commodity CPU by using sparse constants and
low-degree power maps, and

1Using 16-bit limbs, intermediate multiplication results may be larger than what the prime field allows.
2To address both variants simultaneously, we simply write POSEIDON(2)B for the two newly introduced
binary field versions, and POSEIDON(2) for the two original prime field versions.
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(ii) be efficient in binary proof systems by minimizing the number of algebraic constraints.

In this paper, we focus on Binius, since it is currently one of the fastest binary field proof
systems available. The binary variants POSEIDON(2)B™ are obtained by redefining the
operations of POSEIDON(2) over binary extension fields, with the goal of inheriting the
cryptanalysis record of the original designs. While many known results carry over directly,
we revisit the security analysis to incorporate recent cryptanalytic advances and to account
for attack vectors specific to the binary-field setting. Our contributions are summarized as
follows:

1. We formally revise security properties beyond the classical collision and preimage
resistance in order to accommodate the scenarios arising in the use of a hash function
in various protocols, such as the Fiat-Shamir conversion.

2. We revisit the security analysis of POSEIDON(2)B from scratch. In particular, we
confirm the density estimates of the polynomial representation, which help establish
lower bounds on the complexity of the interpolation attack and reanalyze the security
against algebraic attacks. We base the attack complexity on the ideal degree bound,
which is now becoming a standard in Grobner basis cryptanalysis, additionally
incorporating different security notions. We have confirmed the analysis through an
extensive set of practical experiments that cover various attack scenarios.

3. We have conducted benchmarks both in native and circuit variants. In particular, we
provide a proof implementation of the POSEIDON(2)B™ permutations in the Binius
framework, showing its efficiency and applicability within binary proof systems, and
a plain implementation of the POSEIDON(2)B™ permutations in Rust, highlighting
its native efficiency. Additionally, we contribute the first respective implementations
for binary versions of Anemoi [Bou+23], another recent circuit-friendly family of
permutations. Our benchmark results show improved performance in proving and
verification times, with reduced proof sizes compared to existing primitives.

A Sage reference implementation of POSEIDON(2)B™, Sage implementations of the algebraic
models, as well as the proof implementations in the Binius framework and native Rust
implementations, can be found in the official POSEIDON(2)B GitHub repository [Pos25].

Organization. After recalling some preliminary notions in Section 2, we formally define
the POSEIDON(2)B™ permutations and the possible modes of operation in Section 3.
Section 4 summarizes the security claims for the hash functions POSEIDON(2)B, supported
by our security analysis proposed in Section 5. Concrete comparisons of POSEIDON(2) and
POSEIDON(2)B are given in Sections 3.3 and 5.6. Finally, in Section 6, we demonstrate
the practical applicability of POSEIDON(2)B by presenting a proof implementation in the
Binius framework, together with native and proof-system benchmarks.

1.2 Related Works

A binary version of POSEIDON was first introduced in the original POSEIDON paper [Gra+19a]
under the name STARKAD. It lies between the original POSEIDON and the construc-
tions presented in this paper. In particular, it uses a binary field and the same partial
Substitution-Permutation-Network (SPN) scheme, but different linear layers. Soon after
the (ePrint) publication of STARKAD, its designers decided to withdraw it due to two main
reasons:

e the incapacity of providing a good estimation of the growth of the degree, a problem
later on solved in [Cid+22];

3Private communication with STARKAD’s designers.
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o the vulnerability of some STARKAD instances, resulting from the specific choices of
linear layers [KR21; Bey+20], a problem later on solved in [GRS21]. We emphasize
that this problem also involved the original prime field version POSEIDON.

We improve upon STARKAD both in performance and security, particularly by explicitly
protecting against the approaches that broke it.

Another scheme based on binary extension fields is Vision Mark-32 [Ash+24]. It follows
the Vision/Rescue design strategy [Aly+20], involving a high-degree power map. Whilst
being one of the few circuit-friendly hash functions defined over binary extension fields,
Vision Mark-32 is expected to be slow natively and may suffer from the FreeLunch attack
similarly to its prime field counterpart [Bar+24]. Further, a variant of Anemoi [Bou+23] is
defined over binary extension fields with odd extension degree.

2 Preliminaries

This section collects the notations and security definitions used throughout the remainder
of the paper, which provide the common framework for our design and security analysis.

2.1 Notation

We denote the binary extension field of size 2™ by Fon, with n being the extension degree.
When the field size is implicit from the context or not essential to the discussion at
hand, we omit the subscript to improve readability. Using this convention, we consider
transformations on states of finite-field elements (zo,...,z;—1) € F!, where ¢ denotes the
state size. The function H : F* — FX denotes a hash function that maps strings of finite
field elements to fixed-length outputs of length x € N, . Finally, P : Ft — F? denotes a
bijective function, and P; the i-th component function for 0 < ¢ < t. The composition of
P with itself is written P2 := P o P; more generally, P* denotes the k-fold composition of
P with itself for any positive integer k.

Let z = (zg,...,2k-1) and y = (Yo, ..., Ym—1) € F*. We write z || y for the concatena-
tion (g, ..., Tk—1,Y0,---»Ym—1). In particular, if z = (1) and y consists of m zeros, that
is, y = 0™ := (0,...,0), we abbreviate the concatenation as 10™. When k = m, we denote
by z + y the component-wise addition of z and y. For 0 < i < j <k, let z[i : j] denote
the subtuple of z from index 4 (inclusive) to index j (exclusive), and z[i] := x[i : ¢ + 1].
Finally, for 1 < ¢ < k, we define left,(z) := [0 : £] and righte(z) := a[k — ¢, k] as the first
and last ¢ elements of z, respectively.

2.2 Security Definitions

Definition 1 (Unit of Time). We define the “unit of time” as the number of bit operations
needed to compute H(0), where 0 € F is a single field element.

Definition 2 (Preimage Resistance). H is preimage resistant with \ bits of security if, for
any adversary that gets random h € FX as input and runs in time 7 (w.r.t. Definition 1),
the probability to output = such that H(x) = h is at most gx.

Definition 3 (Second Preimage Resistance). H is second-preimage resistant with A bits
of security if, for any adversary that gets random h € F! as input and runs in time 7
(w.r.t. Definition 1), given y such that H(y) = h, the probability to output = # y such
that H(x) = h is at most 7x.

Definition 4 (Collision Resistance). H is collision resistant with X bits of security if, for
any adversary that gets random K € FX as input and runs in time 7 (w.r.t. Definition 1),

the probability to output two inputs z,y such that H(K||x) = H(K]||y) is at most ;—i
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Definition 5 (Target-Collision Resistance [BR97]). Consider the following game:

1. The challenger selects a secret key K € FX.

2. The adversary submits a message M and receives in response the hash H (K, M).
3. The challenger reveals K.

4. The adversary submits a new message M*. They win if H(K, M) = H(K, M*).

H is target-collision resistant with A\ bits of security if, for any adversary that runs in
q < 2 time units, the probability of winning the game is at most ﬁ.

For our purposes, we consider a version in which the adversary is allowed to find a
collision to any of n targets, but the target hashes are domain separated with a nonce, so
that one new hash would match only one of the available targets.

Definition 6 (Multi-Target-Collision Resistance). Let n be an integer. Consider the
following game:

1. The challenger selects a secret key K € FX.

2. The adversary submits n distinct messages M; and distinct nonces 7; (i.e., M; # M;
and n; # n; for i # j), and receives in response the corresponding hashes H (K, n;, M;)
for 0 <i<n.

3. The challenger reveals K.

4. The adversary submits one of the earlier indices i € {0,...,n— 1} and a new message
M*. They win if H(K,n;, M;) = H(K,n;, M*).

H is multi-target-collision resistant with \ bits of security if, for any adversary that runs
in ¢ < 2* time units, the probability of winning the game is at most ﬁ.

Definition 7 (k-Zero-Test Resistance). Let Q be a set of polynomial mappings of degree
d that map FX to F* for some k € N, . For a mapping G € Q, let G denote the coefficients
of G. Then H is called k-zero-test resistant if, for any adversary that gets random K € FX
as input and runs in 7 time units (w.r.t. Definition 1), the probability to output G € Q
such that H(K, G) is a root of G is at most ﬁ.

Definition 8 (CICO-k Security). P is CICO-k secure if, for any adversary that gets
random K € F¥ as input and runs in 7 time units (w.r.t. Definition 1), the probability to

output z,y € F!=% such that P(z || K) = y|| K is at most T -

3 Specification

POSEIDON(2)B is a family of hash functions defined as a mode of operation over the
permutation POSEIDON(2)B™ with a target security level of 128 bits. For the permutation,
we essentially follow the design direction of POSEIDON(2)™, but operate over the binary
extension field Fon.

3.1 Modes of Operation

Let x denote the digest length and ¢ the state size, measured in finite field elements.
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M € F* H ¢ FX

N,
P P P P P P
[ | x s > > c:@ > b > 2 S e
_/ _/ _/ T _/ _/ _/
-—1

Figure 1: sponge-pi using a permutation P : F* — F! with ¢t = r + c.

3.1.1 Sponge Mode

The sponge construction [Ber+08] is one of the most widely used constructions for setting
up a hash function. Let P be a permutation over F!, and let ¢ = r + ¢, where ¢ denotes the
capacity and r the rate. Given a padded message M € F* it is first split into F"-blocks
My, My, ..., M;_;. Then, the message blocks are compressed one-by-one into a Ft-state:

S «— P (S + (M;]0%))

for i = 0,1,...,£ — 1, where S is initialized with 0°~! || x with x being the digest size.
After the absorption of the last message block, the hash output is of the form

left,, <|eftT (P(9)) ||left, (P*(S)) ||left. (P(9)) | ) .

Security Requirements. Let F = Fyn. In order to achieve a security level of k bits
. . . 2. 2.
(pre-quantum), the capacity ¢ and digest y must satisfy ¢ = (Tﬂ and y > (T—ﬂ

Our Context and Other Modes. In our context, we recommend using the sponge-pi
construction recently proposed by Lefreve et al. [LBM25] at ToSC’25 for variable-input
hashing with output length x, which is represented in Fig. 1 and implemented as outlined
in Algorithm 1. In this version, the message is padded with 10* only if the F-size of the
message is not a multiple of r, and to distinguish from to unpadded case (i.e., the F-size of
the message is already a multiple of r), a constant p € {0,1} is added to the inner part of
the state S in the last message absorption.

Further, we recommend using the SAFE API [Aum+23; KBM23; Aum-+22] or duplex-pi
[LBM25] for cases such as applying the Fiat—Shamir heuristic to multi-round protocols.

3.1.2 Compression Mode

As for POSEIDON2, we define the ¢-to-y compression function as a combination of the
feed-forward operation and a truncation:

COMPRESS; , : F' — FX, z — lefty (P(x) 4+ x) .

It can be used to hash ¢ input elements and generate ¢/2 output elements via, e.g., a
Tree-Hash [Mer79]. We suggest the following 2-to-1 compression function:

Hoyq : F/2 x F/2 5 FY/2 (2,y) — COMPRESS; ;/2(z || y) .

Note that since the entire permutation input is hashed, the domain separation is not
supported. If needed, it should be implemented by an application.
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. . - . . . t t . _
Algorithm 1: sponge-pi using a permutation P : F, — F, with t =r +c.

Function sponge-pi Function pad,
Input M eF,, x € N} Input :M €}
Output: Z € FY Output: (My,...,My_1) € (]FZ)‘Z7 we {0,1}
S (01 [x) w<+ |[M|=0modr
(Mo,...,szl), ,u(—padT(M) M<_MH107"—\1\/I| mod r
for i< 0to¢{—2do 0o M|
. C T

g ‘3}273(5‘]\; (Ml(‘)Lg)l)) for i+ 0to/¢—1do
o (0:( ;fld” 1) M, « M[ir: (i + 1)r]
or i< 0to [X|do return (Mo, ..., M, 1), p

Z « Z || left,.(S)

S« P(S)

return left, (2)

3.2 The Poseidon(2)b Permutation

POSEIDONB™ and POSEIDON2B™ are families of permutations over Fb,, for n € {32,64,128},
where the state size ¢ € {4,6,8,12,16,24} depends on n. A POSEIDON(2)B” instance
P : Fh, — Fh. is defined by

P(I):5RF—1O”'OERF/2OIRP—lo“'OIOOgRF/Q—lO“'O((/‘O(Mg'x)7

where &; and Z; denote the i-th full (external) and partial (internal) round functions,
respectively, and Mg is the invertible ¢ X ¢ matrix used in the external rounds. The value
Rp = 2Ry denotes the number of external rounds, and Rp denotes the number of internal
rounds. We refer to Fig. 2 for a graphical representation.

An overview of all valid instantiations of POSEIDON(2)B™ is provided in Table 1. We
highlight that the best instance (in terms of performance) may depend on the size of
the message to hash.* In the following, we briefly describe the different components. A
detailed round-number derivation appears separately in Section 5.

3.2.1 Invertible Power Maps over Fyn

We recall that o — x¢ is invertible over Fan if and only if ged(2" — 1,d) = 1. Due to the
following result, we instantiate the invertible S-box of POSEIDON(2)B™ with x — z7.

Lemma 1. For each m > 2, 22" — 1 is divisible by 3 and by 5. Moreover, 22" — 1 is
never divisible by 7.
Proof. By rewriting 22" — 1, one can easily see that it is divisible by 3 and by 5:

m—1

-2 = =@ - ] (22i+1).

i=1

2m—1

22" —1=(2

Now assume that 7 divides 22" — 1, i.e. 22" =1 mod 7. As 22 =1 mod 7, it follows
that 2™ =0 mod 3, which never happens and thus leads to a contradiction.

O

More generally, we point out that no exponent with hamming weight 2 is co-prime to

22" — 1, i.e., no S-box of the form z +— x2'+?" for some positive integers i # j is invertible

over Fan. Assuming i > j, this follows from 2¢ + 2/ = 27 . (2077 4 1) and Lemma 2 below.

4As an example, compare t = 16 (with r = ¢ = 8) and ¢t = 24 (with r = 16, ¢ = 8). While a single
permutation over F2%, is more expensive than one over ]F;g27 hashing a (padded) message of size IF%% is
faster with t = 24, as t = 16 requires two permutation calls.
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| — — | Table 1: Instantiations of the POSEIDON(2)B permutations

M ()
: over Fon for 128-bit security with state size t, power-map
AddRoundConstants(-) - exponent d, Rp full rounds and Rp partial rounds.
- - - - % (a) PosEIDONB™. (b) POSEIDON2B™.
Me (") s
- ' n t d (RpRp) n t d (Rp Rp)
[ asmomaconsranes) ] |. 32 16 7 (8,15 32 16 7 (10,15
é 32 24 7 (8,15) 32 24 7 (10,15)
| M2 () | & 64 8 7 (8,29) 64 8 7 (10,29)
o T 64 12 7 (8,29) 64 12 7 (10,29)
‘ ' ! 128 4 7 (8,58) 128 4 7 (8,58)
Add“ﬁmdc“m“-“ - z 128 6 7 (858) 128 6 7 (858
Me() =

¢

Figure 2: POSEIDON(2)B.

Lemma 2. For eachm >2 and 0 < d < 2™ holds ged(22" — 1,29 +1) # 1.

Proof. Following the proof of Lemma 1, we see that 3|22" — 1 and 22' + 1| 2?7" — 1 for
1 <i < m—1. We now show that 2% + 1 is also divisible by either 3 or 22" + 1. We
distinguish the following cases:

« For d odd, we get 2 +1 = (—1)4+1=0 mod 3, thus 3| ged(22” — 1,27 +1).
e Let d=2"-z even for some 1 <i<m —1and z > 1 odd. Then

204 1=22" 4 1=(2%)" +1=(-1)*+1=0 mod 2> +1.

It follows that 22° + 1| ged(22" — 1,29 + 1) for d even.

3.2.2 The Full (External) Round &

The external round &; : F, — Fh. is given by
5(1, 2 ) - M- - ( (N7 (N7 (%)
2\ L0y -+ -y bt—1 £ xOEBCO) (I @Cl)a- (It 1@Ct 1)
for 0 <i < Rp — 1, where c(i) is the j-th round constant in the i-th external round for

j€40,...,t— 1}, and Mg is an invertible ¢ x ¢ matrix defined as follows:

o If n =128, Mg is defined as the following MDS matrix for both POSEIDONB™ and
POSEIDON2B™:

— If t = 4, then Mg = My, where M, is the MDS matrix initially proposed
in [DL18]. In particular, if X denotes the generator of Fon = Fy[X]/(i(X)) for
a suitable irreducible polynomial ¢ of degree n, then

X241 X24X+1 1 X+1
X? X2+ X 1 1
Mg = M, = 1 X +1 X241 X24X+1

1 1 X2 X2+ X
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— If t = 6, then Mg = cire(X?,1, X, X, X! 1) is a circulant MDS matrix.

o If n € {32,64} with corresponding t =4 -t € {8,12,16,24}, Mg is chosen differently
for POSEIDONB™ and POSEIDON2B”:

— For POSEIDONB™, Mg = M; is a MDS Cauchy matrix as specified in App. B.1.

— For POSEIDON2B™, Mg = circ(X,1,...,1) ® My = circ(X - My, My, ..., My),
where ® is the tensor product, and My is given above. In particular, Mg has
branch number 4 + ¢/4.

3.2.3 The Partial (Internal) Round Z

The internal round Z; : Fh, — Fb, is given by
Ii(ifo, e 7xt71) = MI . ((l'() D é(()i))771'1, “eey :Etfl)

for 0 <i < Rp — 1, where é(()i) is the round constant in the ¢-th internal round, and M7z is
an invertible ¢ x ¢ matrix defined as

/"LO 1 e 1

1 o o1
Mz =1 . . ) ,

11 -

where £, {41, ..., piz—1 € Fan \ {0,1} are chosen such that (I1st) Mz is invertible, and (2nd)
it admits no arbitrarily long subspace trails (see Section 5.1.2 and [GRS21] for details).
Concretely, diag(Mz) are given in App. B.2.

3.2.4 Round Constants

As the round constants aim to break up the symmetry in the design, we generate them
using Turbo-SHAKE-256 [Ber+23].

3.3 Comparison of Poseidon(2) and Poseidon(2)b

The POSEIDON™ permutation was originally introduced for prime fields of roughly 256 bits
and employed a single fixed Cauchy MDS matrix as its linear layer, without an initial linear
layer. Subsequent work identified weaknesses arising from this design choice [Bar+22],
which led to the nowadays practically used variant of POSEIDON that includes an initial
linear layer to address this issue. POSEIDON defined only the sponge mode of operation.

POSEIDON2™ generalizes the original design and was introduced to also support prime
fields of smaller sizes, starting at approximately 32 bits, while allowing for a much broader
range of parameters. In addition to the sponge construction, POSEIDON2 introduces a
dedicated 2-to-1 compression mode. Beyond incorporating the previously missing initial
linear layer, POSEIDON2 achieves substantial performance improvements through two main
design changes: first, by using specially structured linear layers in the partial rounds to
significantly reduce circuit complexity, and second, by allowing non-MDS matrices of a
specific form in the external rounds, further improving efficiency.

Both POSEIDONB and POSEIDON2B are defined in sponge and 2-to-1 compression mode.
For the internal rounds, both variants follow the POSEIDON2 design approach as it provides
a significant increase in circuit performance without apparent drawbacks. Consequently,
POSEIDONB and POSEIDON2B differ only in their choice of external linear layers Mg for
extension degrees n € {32,64}. While POSEIDONB adopts conservative MDS matrices,
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POSEIDON2B employs more aggressive non-MDS matrices to improve efficiency, with the
resulting plain performance gains outweighing the increased security margin employed for
the external rounds. In summary, POSEIDONB and POSEIDON2B differ only in the choice
of the linear layer for external rounds and the corresponding security margin, where the
MDS-based design favors circuit and verifier performance, while the non-MDS construction
prioritizes native efficiency (cf. Section 6).

4 Security Claims

4.1 Collision Resistance

We claim security against classical statistical attacks due to the low algebraic degree of
the S-box and the large number of (external) rounds (Section 5.1). Hence, we assume
resistance to statistical collision attacks. Security against algebraic attacks is discussed
in Section 5.3.2 with the conclusion that the collision resistance is implied by the CICO
problem hardness.

Claim. All POSEIDON(2)B instances over Fon that output x field elements are collision-
resistant with min{128, x - n/2} bits of security.

4.2 (Second-)Preimage Resistance

The same statement about statistical attacks as above also applies here. Further, security
against algebraic attacks is discussed in Section 5.3.2, concluding that the preimage
resistance is implied by the CICO problem hardness.

Claim. All POSEIDON(2)B instances over Fon that output x field elements are (second-)
preimage resistant with min{128, x - n} bits of security.

4.3 CICO Problem

Again, due to the same reasons as above, we claim security against statistical CICO attacks,
and we refer the reader to Section 5.3.2 for details about the security with respect to
algebraic attacks. In particular, as the round numbers are selected to prevent the CICO
attacks, we conclude the CICO security of POSEIDON(2)B.

Claim. All POSEIDON(2)B instances over Fan are CICO-k secure for k < 128/n.

4.4 Multi-Target Collision Resistance

We claim resistance against multi-target collision attacks given the statistical properties
outlined above and our algebraic results from Section 5.3.2.

Claim. All POSEIDON(2)B instances over Fon are multi-target-collision resistant with 128
bits of security.

4.5 Fiat—Shamir Security

We claim that POSEIDON(2)B is suitable for a wide range of protocols using the Fiat—Shamir
transformation to achieve non-interactivity. Though every protocol suggests a unique
requirement for the hash function that delivers the transformation, there are some common
properties that should hold. In particular, we claim resistance to statistical zero-test attacks
and algebraic zero-test attacks given the statistical and algebraic properties discussed in
Section 5.1 and Section 5.3.2.

Claim. All POSEIDON(2)B instances over Fan are k-zero-test resistant for k < 128/n.
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5 Security Analysis

Attacks against POSEIDON(2)B behave in a similar way to the attacks against POSEIDON(2).

Remark 1. As in the case of POSEIDON(2), we do not explicitly address weak distinguishers
such as zero-sum distinguishers/partitions [BCC11], as they have little to no relevance to
practical attacks on hash functions alone or within protocols.

5.1 Statistical Attacks

Similar to the case of POSEIDON(2), the statistical attacks are prevented by the external
full rounds, and we select the number of these rounds to withstand those attacks.

5.1.1 Differential Attacks

In a differential attack [BS90; BS93], the idea is to study how the difference of two initial
texts propagates through the symmetric primitive. If a specific input difference maps to
an output difference with a probability deviating from that of a random permutation, this
behavior could be exploited by an adversary.

The security argument for POSEIDON(2)B is similar to the one given for POSEIDON/
POSEIDON2. The maximum differential probability of  — 27 is given by

DPax(z — 27) = 2% =3.27"FL,

Regarding the linear layer, Mg has branch number at least equal to t/4 4+ 4. Indeed, the
MDS matrices have branch number ¢t + 1 > 4 4+ ¢/4 for ¢t > 4. In the case of POSEIDON2B
for t > 8, the proof of the branch number follows immediately from [Gra+24, Sect. 7] if
cire(X,1,...,1) is MDS and from [Gra+22; Gra+23] otherwise.

Now, according to the wide trail strategy, at least t/4 4+ 4 S-boxes are active over two
consecutive external (full) rounds of the permutation. Considering 2 consecutive two-round
segments (for a total of four external rounds), one obtains

(3 A 2—n+1)2~(t/4+4) < (3 . 2—n+1)2-6 < (3 A 2—31)12 ~ 2—353

for n > 32 and ¢ > 8, which is much smaller than the security level of 128 bits. We
emphasize that the factor 2x takes into account both the clustering effect (i.e., the fact
that several differential characteristics can be used together for setting up the attack) and
the possibility of exploiting a Meet-in-the-Middle approach for setting up the attack.

As a consequence, 4 external rounds of POSEIDON(2)B are sufficient to provide security
against differential attacks, with 2 more rounds being a suitable security margin (this
is then reflected in Section 5.5). It should be noted that this is a conservative estimate.
Indeed, as shown in earlier works (e.g., [KR21]), the contribution from the internal rounds
can also be taken into account, although such effects are omitted in the current discussion.

5.1.2 Truncated Differentials

Truncated differential cryptanalysis [Knu94] generalizes differential cryptanalysis in the
sense that truncated differentials are differentials where only a part of the difference can
be predicted.

Truncated Differentials: Full Rounds. We are not aware of any truncated differential
over r-round POSEIDON(2)B for r > 2 that holds with probability substantially smaller
than the security level (which is 27128 in our case).
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Still, in the case of POSEIDON2B only, there exist truncated differentials that hold with
probability smaller than for the Pseudo-Random Permutation (PRP) case. In particular,
consider the subspace

D= {(60761a6276355076156236370707()’07 .. 'a0707070) € Ft” | 60761a62763 € FQ"‘}

for t € {12,16,24}. It is easy to prove that ® is an invariant for the matrix Mg, due to
the fact that (4,4,0,...,0) is an invariant of circ(X,1,1,...,1) and due to the particular
form of Mg. Similarly, the subspace

Dl = {(50751;527076076176270707070107' . '70707070) S Fth | 60751752 € FZ“’}

is an invariant for the matrix Mg with probability 2" (this corresponds to the probability
that @?:O My[3,i] - §; = 0 — note that My is a MDS matrix).

Based on this, consider a truncated difference § € ©. Such truncated difference will be
in ® after one round of POSEIDON2B with probability 274", Indeed, § is an invariant for
Mg, it is sufficient that ¢ maintains the linear relation between the first 4 elements and
the next 4 ones after the S-box layer and the round constant addition.

Due to the same argument, 6’ € ®’ will be in @’ after one round of POSEIDON2B with
probability 27#" (where a factor 27" is due to the linear layer, and a factor 273" is due
to the S-box layer). If the position of Fon null-element (J3) is not fixed, the probability
becomes 4 - 274" = 274742 and so 24 +2)E over R rounds. For comparison, the
probability of the same truncated differential for a PRP is 4 - 277 (t=6) = 2=n(t=6)+2 whep
considering only the non-zero differences, and 4 - 2= (#=3) = 2= (t=3)+2 when considering
the linear relations between the first 3 Fon-elements, and the next 3 ones. As

9=(4nt2)-R 5 g—n-(t=3)+2 N R< n-(t—3)+2
4-n+2

)

that is, R < 5 for t = 24.

Remark 2. We emphasize that this result does not contradict our initial claim, as
2~ (4n+2) R < 9=126-% for n > 32 (hence, close and/or lower to our security level). We
highlight that the same result holds for POSEIDON2 as well.

Remark 3. Even if the probability is very low, we emphasize that it is potentially possible
to find such truncated differential by (1st) exploiting the low degree (only 7) of the S-box,
and (2nd) its homomorphic property (z - y)” = 27 - 7. This corresponds to the attack
described in [Bar+22, Sect. 4.2] and later on in [Bak+25a, App. D.1] (specifically for the
non-MDS case), which we re-consider in Section 5.3.1.

Truncated Differentials: Partial Rounds. Since the nonlinear layer in a partial round of
POSEIDON2B uses only one nonlinear S-box, there exists an invariant subspace through
this layer. More generally, regardless of the specific configuration of the linear layer Mz,
one can identify a subspace that remains invariant for up to ¢ — 1 rounds [GRR16; LTW18].
Furthermore, depending on the properties of Mz, this invariant subspace may serve as the
basis for constructing a subspace trail over an arbitrary number of rounds. For STARKAD,
these approaches were first described in [KR21; Bey-+20].

Shortly after, the properties of linear layers leading to this attack were analyzed in
detail in [GRS21]. In this work, the authors show that if the minimal polynomials of
the matrices Mz, M2, M3, ... are irreducible and of maximum degree, no arbitrarily long
subspace trail with active/inactive Fan-word exists. Based on this, the matrices Mz are
chosen such that no arbitrarily long subspace trail with active/inactive Fon-word exists for
POSEIDON(2)B.
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Partially Active Fa»n-Word. Until now, we discussed subspace trails of the partial rounds
in which each Fon-word is either fully active or constant. While this scenario is exhaustive
over F,, the situation is different in the binary setting as Fo» admits several non-trivial
subspaces. If two subspaces U, C Fy and two constants u,v € Fan exist such that

Ve e Y CFy: (zov)" €l+u, (1)

then this property can be exploited for an attack (see, e.g., the invariant subspace attacks
against PRINTcipher [Lea+11] and Midori64 [Guo+16]). In such a case, one could
potentially construct a subspace trail covering all internal rounds of POSEIDON(2)B, or
even the full permutation. However, it is important to note that Eq. (1) holds only for
some constants u, v, and not for arbitrary values. Hence, concatenating such a trail of
subspaces over multiple rounds is, in general, non-trivial.

Remark 4. At the current state of the art, we cannot convincingly argue the security of
POSEIDON2B against such attacks due to the huge number of subspace trails of the S-box
x +— 27 over Fyn. We leave the problem to study this attack in more detail for future work,
and we limit ourselves to recalling the following results.

o As proved in [Lai9a, Theorem 6], as deg(x + x7) = 3 over F,, the maximum
dimension of the subspaces U, 4 C F¥ in Eq. (1) is at most n — 3, that is, 29 and 61
for n € {32,64} respectively.

o As proved in [Guo+16, Proposition 2], the subspace of dimension 2 can be derived
directly from the DDT of z — z”.

o Possible strategies for constructing all the subspace trails of 2 — &7 are described
in [LMR15; LTW18; GRS21].

5.1.3 Other Statistical Attacks

Finally, we claim that POSEIDON(2)B is secure against other statistical attacks, such as lin-
ear cryptanalysis [Mat93], impossible differential attacks [BBS99], integral attacks [DKR97],
rotational cryptanalysis [KN10], slide attacks [BW99], multiple-of-8 [GRR17], and mixture
differential cryptanalysis [Gral8], among others.

5.1.4 Summary

As all statistical properties have negligibly low probability to hold in the POSEIDON(2)B
permutation, we conclude that the statistical attacks fail for

Rp>4. (2)

5.2 Degree and Density of the Interpolation Polynomial

To ensure security against algebraic attacks, it is crucial to first study the growth of the
degree and density of the polynomials resulting from the POSEIDON(2)B permutation. As
several isomorphic representations are possible, we limit ourselves to focus on Fi,. and F%¢.

5.2.1 Growth of the Degree — Forward Direction
The degree of  — 27 is 7 over Fon and hw(7) = 3 over Fy, implying that to reach

maximum degree® the total round number R has to satisfy

TR>¢.(2" —1) and 3 >n.t,

5The maximum degree of a polynomial function over ]Ffl ist-(q—1), since 27 = z in Fy.
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implying R > max {log;(t) + n - log;(2) ,logs(n) + logs(t)}. We emphasize that the condi-
tion 3% > n -t for the growth of the degree over Fy only provides a lower bound. Indeed, as
shown in [Cid+22, Thm. 1] (besides [BCC11; Eic+20]), in the case of an SPN scheme over
i, instantiated with o — 27 over Fon and a linear layer defined via a matrix multiplication
in F.., the growth of the degree §(R) over Fy is given by

3R if R <1+ |logs(t)],
5(R) < " . logs(t))
t - log, (T + 1) otherwise .

Roughly, this implies

7R
t - log, <t+1> >n-t = T™H>t.(2" 1) = R >log,(t) +log,(2" —1). (3)

Lower Bound on the Degree Growth. It is easy to see that for any assignment of ¢t — 1
input variables, the degree of the resulting univariate polynomial grows steadily and reaches
at least 2" /7 after [nlog, 2] — 1 rounds. Indeed, as long as the degree is strictly smaller
than 2™/7, it grows every round exactly by a factor of 7. Since this bound holds for any
variable assignment, it also holds for the total degree of the multivariate polynomial.

5.2.2 Growth of the Degree — Backward Direction

Focusing on the backward direction, we have

2331 30.19 .
x 7 ~ x? if n =32,
1/7 6-(264 1)1 63.78 .
e ~ 2 if n =64,
2.(2128 1) 41 126.19 .
x 7 ~ 2 if n =128.

This implies that we achieve a very high degree in just a few rounds. We remark that the
maximum possible degree is not achieved in the backward direction, though. As proved
in [BC13], an invertible function F over FJ* has maximum degree if and only if F~! has
maximum degree. Hence, the number of rounds necessary to reach maximum degree in
the backward direction is equal to the number necessary to reach maximum degree in the
forward direction, as given before.

5.2.3 Density
Regarding the density, we work under the following definition.

Definition 9. A polynomial over F, is called dense if it contains (2"™") monomials.

For a random polynomial, each coefficient is non-zero with probability 22;1. As there
are (2")! monomials (each variable can have a degree between 0 and 2" — 1), the definition
is satisfied. We have seen that around log,(t) + n - log;(2) rounds are needed to satisfy

this condition.

5.2.4 Practical Results

We conducted practical tests both for the degree growth and for the density of the
polynomials in various numbers of variables. In particular, we focus on the case t = 4
and d = 3 when either n, = 4 input variables are used (i.e., the entire state consists of
symbolic variables) or n, = 1, i.e., a single input variable is used, resulting in a univariate
representation. In both scenarios, we focus on field sizes Fan, where n € {7,15}.% This

6We need an odd extension of Fa to make the S-box a permutation for d = 3.
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Figure 3: The number of monomials reached in SPN, P-SPN, and POSEIDON(2)B.

gives a reasonable probability of avoiding cancellations and at the same time allows us to
determine if there are notable differences between fields of different sizes.

The results for the first case, where the entire input state consists of variables, are
shown in Fig. 3. We also include the cases of SPN and Partial-SPN permutations, where the
former consists of only full (external) rounds and the latter consists of only partial (internal)
rounds. As can be seen, full rounds contribute better to density than partial rounds;
however, the difference between them is not asymptotically significant. In particular,
mixing the rounds in POSEIDON(2)B leads to a better behavior than only using a P-SPN.

For the second case, where n, = 1 results in a univariate representation, we could mea-
sure no notable difference between an SPN, a P-SPN, and our POSEIDON(2)B construction.
Essentially, the maximum number of monomials, in this case d® = 3%, is always reached,
apart from some negligible constant resulting from the probability of cancellations.

5.2.5 Interpolation Attack

The interpolation attack [JK97] aims to re-construct the polynomial that defines the
attacked scheme, and exploiting it to break the scheme. To ensure security against the
interpolation attack, it is necessary that the number of monomials in the multivariate
polynomial is close to the security level. Based on this, we require the following:

e When working on the forward direction, we impose that
Rp + Rp 2 [log7(t)] + [n - log;(2)] .

As we saw before, this number of rounds guarantees a degree above 2™ /7 and, based
on our practical tests, sufficient density. This implies the total number of monomials
being at least 2" /7, which makes the total complexity of the interpolation attack
exceed 2™.

e In the backward direction, 4 full external rounds are sufficient to get a comparable
degree bound.

As we are not aware of any Meet-in-the-Middle interpolation attack on a hash function,
we claim that the interpolation attack should not be possible whenever

(4)

R + Rp > [log;(t)] + [mm{“’ 128}}

log,(7)
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5.2.6 Higher-Order Differential Attacks

In the case of a binary function, higher-order differential attacks [Knu94; Lai94b] exploit
the fact that given a function F over FJ of degree 4, then

P F@)=0

zeY

for any affine subspace U C F¥ of dimension at least § + 1 (that is, dim(0) > deg(F) + 1).
Here, we claim that the number of rounds that ensure security against interpolation
attacks guarantees security against higher-order differential attacks as well.

5.3 Algebraic Attacks

Algebraic attacks describe a cryptographic primitive under a specific attack scenario as a
system of polynomial equations over a finite field and apply system-solving techniques to this
model. While an attacker’s goal is to outperform exhaustive search with such techniques,
designers use algebraic attacks to guide the choice of secure round numbers. This section
aims to briefly recall the most common system solving strategies and estimate algebraic
attack complexities for POSEIDON(2)B. In contrast to POSEIDON, we follow a different
methodology: instead of basing the analysis on Grébner basis computations with respect
to a degree order, we estimate the attack complexity via the cost of retrieving a univariate
polynomial in the ideal, taking into account the latest cryptanalysis results. Moreover,
we explicitly state a conjecture on the ideal degree for a wide range of algebraic models,
supported by extensive experimental evidence. A detailed comparison of the resulting
(partial) round-number derivation strategies for POSEIDON(2)B versus POSEIDON(2) is
given in Section 5.6.

Remark 5. We restrict our investigation to the attacks on short-input hashing, which require
only one call to the permutation P. To the best of our knowledge, all algebraic attacks
become more expensive when long inputs are considered. Further, with the derivation of
round numbers in mind, we intentionally state optimistic, i.e., complexity-underestimating,
bounds to ensure that the resulting parameters are safely conservative.

5.3.1 Algebraic System Solving

Let {p1,...,pm} C Fylz1,...,2m] be a set of m polynomials in m variables over the finite
field F,. For each polynomial p;, let §; := deg(p;) denote its total degree, and for each
variable x;, let 0., := max;{deg, (p;)} be its maximal degree across all equations. The
goal is to solve the corresponding equations system {p; =0,...,p,, = 0} over F,.

Remark 6. For simplicity, we concentrate on square systems, i.e., systems with the same
number of variables and equations, since the considered algebraic models of POSEIDON2B,
summarized in App. A, fall into this category.

Root-Finding for Univariate Systems. To find the solutions to a single univariate polyno-
mial equation of degree § over F,, one can either apply an off-the-shelf factorization algo-
rithm (e.g., Cantor-Zassenhaus [CZ81; ES11], Berlekamp [Ber70], Kaltofen-Shoup [KS95]),
or use the FFT-based root-finding technique of [Bar+22], which requires

Cuns (8) € O (6 - 10g(6) - (Iog(8) + log(q)) - log log(8)) > (5)

operations in F, if only a few roots actually lie in IFy.
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Griobner Bases Theory. Grobner bases [Buc65] provide a generic and widely used method
for solving systems of polynomial equations that generate a zero-dimensional ideal | (i.e.,
the number of solutions to this system is finite). Algebraic models for symmetric primitives
typically lead to such systems, and a Grébner basis attack consists of the following three
steps, where the quantity 2 < w < 3 denotes the linear algebra constant.

1. Compute the Grobner basis of | in degreviex order. The complexity of this step is
typically estimated as m.- (mtgreg) operations over I, using the F5 algorithm [BFS15],
where dreg <1+ Z;n:l(éj — 1) denotes the degree of regularity of the system. The
stated bound is known as Macaulay bound.

2. Obtain a triangular system by converting the degrevler Grébner basis to lexicographic
order. The complexity of this step is typically estimated as m -d,* operations over F,
using a probabilistic version of the FGLM algorithm [Fau+14], where d; < H;"Zl d; is
the degree of the ideal | = (p1,...,pm). The stated bound is known as Bézout bound.

3. Solve the univariate polynomial in the lexicographic Grobner basis and back-substitute
roots if necessary. Since we are dealing with zero-dimensional ideals, this univariate
polynomial has degree § = d; and the complexity of this step is estimated as Cyp; (d)).

For regular systems, the above bounds are tight, and the complexity of a Grébner basis
attack is typically given by that of the “hardest” step. Unfortunately, systems arising from
AO primitives are often not regular, and these bounds can vastly overestimate the true
attack complexity. In general, computing d,., and d; is as hard as computing the Grobner
basis itself, so practical estimates often rely on retrieving these values from Grobner basis
attacks on round-reduced instances; see, for instance, [BGL20; KLR24]. Arguably, basing
the attack complexity on the first step is problematic, as it may be skipped for suitable
monomial orderings and models [Bar+24; CR25], and closed-form estimates of d,cs are
only rough approximations. In contrast, as noted by [Per24], the second step is much
better understood, with strong conjectures and sometimes even proofs of d;. The third step
is typically negligible in comparison. We therefore estimate the complexity of a Grébner
basis attack by the cost of the second step, namely

Cgbg(d|) eO (m . d|w) > d|2 (6)

operations in F, with 2 < w < 3.

Remark 7. Note that the basis conversion step can be replaced by other techniques, such
as the recently applied Eigenvalue method [CR25], to obtain a univariate polynomial.
However, all methods presented in the literature so far can optimistically be estimated
using d,”. We thus omit further details.

Resultants for Bivariate Systems. Resultants provide a classical elimination strategy
for solving two polynomial equations in two variables. Given a bivariate equation system
{p1(x1,22) =0, pa(x1,x2) = 0}, the resultant attack consists of two main steps:

1. Compute the bivariate resultant r = Resg, (p1,p2) € Fq[z1]. Using the approach
described in [GKR25; Bar+25], computing the bivariate resultant Res,, (p1,p2) €
F,[z1] requires 8,,02. -log?(0z, 0z, ) - loglog(ds, d.,) operations in T,

T1Yxo

2. Solve the univariate polynomial r to recover the x-coordinates of the solutions
and backsubstitute, if necessary. Since deg(r) > d;, the complexity of this step is
estimated as Cyp;(d)).

In general, computing the bivariate resultant of two dense degree-é polynomials requires
at least 62 operations. We therefore estimate the complexity of a resultant-based attack as

Cres(8) > 6%. (7)
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Remark 8. Instead of symbolically computing the bivariate resultant, [Bak+25b] employs
an evaluation-interpolation method of similar complexity and observes that for POSEIDON2,
the degree of the resultant coincides with the degree of the polynomial ideal.

Iterated Resultants. Iterated resultants can be used to successively eliminate variables.
[Yan+24] recently applied this method to CICO-1 instances of primitives with inversion
S-boxes. [Bar+425] improves the reduction procedure and derives concrete complexity
estimates for this setting. As the complexity of these approaches essentially depends on
the ideal degree, and as POSEIDON(2)B™ is not instantiated with high-degree S-boxes
(corresponding to the inverses of low-degree S-boxes, as in the case of Rescue, Anemoi,
and GRIFFIN), we do not provide further details and consider Grobner basis cryptanalysis
sufficient to cover this aspect.

5.3.2 Application to Poseidon(2)b

In this section, we estimate the complexity of algebraic attacks on POSEIDON(2)B under
different attack scenarios. We briefly review algebraic modeling options and show how these
scenarios reduce to CICO-like problems, making our complexity estimates a consequence
of solving that core problem.

POSEIDON(2)B can be modeled over Fon in several ways™: a round-based formulation
with variables after each S-box, a global model capturing all rounds at once, or hybrids in
between. Although syntactically different, these representations define the same solution set
and thus the same polynomial ideal. However, those systems are usually underdetermined.
By using the available degrees of freedom, it is possible to retrieve a square system (i.e.,
same number of variables and equations), restrict the system-solving to a finite subset of
the solution space, and reduce solving complexity. The following approaches have been
presented in the literature for POSEIDON(2), and are also applicable to POSEIDON(2)B:®

a. Random guessing of input variables [Gra+19b].
The input state is restricted to a subspace by randomly guessing some variables.

b. Skipping the first external full round [Bar422; Bak+25b].
The state after the first external round is restricted to an affine subspace such that
inversion satisfies the input constraints.

c. Skipping several internal partial rounds [Bey+20; GKR25].
Some state within the partial rounds is restricted to an affine subspace permitting a
subspace trail (of maximum length), i.e., the covered partial rounds can be linearized.

A detailed description of the different algebraic models is given in App. A. Table 2 lists the
conjectured ideal degrees. Notably, differences in ideal degree arise from how the degrees
of freedom are exploited, i.e., from working on differently shaped subsets of the original
solution set. It is easy to verify that under reasonable assumptions, we have

dl(b) < dl(a) < dI(C) . (8)

In particular, we require k < % for CICO-k, x <t — c for sponge preimage, and x < t for

compression preimage. Thus, in the following, we will use 4, for complexity estimates
based in d,.°

"Modeling over Fa appears less promising, as it would involve a substantially larger number of variables;
hence, we restrict our analysis to models over Fan.

8 After submission of this work, [Bak+25a] showed that, when Mg is non-MDS, two initial full rounds
can be skipped instead of one. We address this issue separately in Section 5.5.3 by incorporating an
additional security margin for the external rounds.

9Even though the “full round-skipping trick” (b) is not applicable in compression mode, we use
7x (Rp—1)+Rp « 7x'Br+RP on purpose underestimating the ideal degree to simplify security arguments.
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Table 2: Conjectured ideal degree d, for different algebraic models over Faon of short-input
POSEIDON(2)B instantiations. See App. A for more details.

Preimage Attacks

Model CICO-k Problem Sponge Compression
a 7k'RF+RP 7X'RF+RP 7X'RF+RP
b 7k (Rr—1)+Rp 7x (Rp—1)+Rp (not (L[)/)/f(‘(lblf’)
c 7t e L Rp—(t—2k) 7(t—ctx)- e L Rp—(t—(ctx)) 7(t+x)- Br L Rp—(t—x)

¥ Parameters: state size (t), number of full rounds (R ), number of partial rounds (Rp), digest length (x),
capacity (c¢), number of input/output constraints (k).

CICO-k Problem. This is the basic problem to which we reduce almost all other attacks.
In general, we assume that algebraic attacks do not apply to the CICO-k problem whenever

Cus (7FF~DFRp) = 7(Rr -+ Rp ifk=1,
gmin{k-n,128} < Cres(7(RF_1)+RP) (7(Rp 1) +Rp) if k=2, (9)
Clan (TE(Rr=D+Rp) — (7k:(Rr=D+Rp)? i | > 9.

Here § = 7(r=D+Er j5 the absolute degree of the forward-model equation(s), and
dy = 7FEr—D+EP 5 the corresponding ideal degree. We claim that algebraic attacks
against the CICO problem should not be possible whenever

szmax{{WW(RFm, max Hmm{k”ka-(RFm}}.

log,(7) 3<k<128 21og,(7)
(10)

Note that, according to our derivations, protection against univariate solving in the CICO-1
case implies protection against bivariate resultants in the CICO-2 case. Thus, we dropped
the contribution of the latter in Eq. (10).

Preimage Attacks. Algebraic preimage attacks on both compression and sponge variants
for POSEIDON-like primitives are almost identical, see also [GKR25]. Consider the latter
case with a single call to the POSEIDON2B permutation first.

e If x > ¢, we first observe that any valid preimage attack is a valid partial-preimage
attack on ¢ output words. We fix ¢ input variables (the inner part) and solve ¢
equations to match a given hash value, which are exactly the same equations as in
the CICO-c problem.

o If ¥ < ¢, any preimage attack is a valid CICO-(c, x) attack.

To summarize, all valid preimage attacks that work independently of the preimage value
are valid CICO attacks.

For the compression case, the equations are similar with a small difference: instead
of Pi(xzo,...,x4—1) = h;, we consider P;(xq,...,xi—1) = x; + h;. We observe that adding
the extra term does not reduce the complexity of any attack we have considered, so we
conclude that the preimage attacks are as expensive as CICO-y. The same holds for the
second preimage attacks.

Note that for a usual choice of x = @ , which holds for all proposed POSEIDON(2)B
instances, security against the CICO-k problem with k = % implies security against the
CICO-x problem, and thus preimage attacks.
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Collision Attacks. Algebraic collision attacks are known to be even more expensive than
preimage attacks due to twice the number of variables. One may hope to skip a few partial
rounds by requiring the difference not to activate any S-box in those, but we were unable
to exploit this trick to get the complexity low enough. The same argument applies to both
the sponge and the compression mode.

Target Collision Attacks. We are unable to exploit the target scenario in this kind
attacks. Therefore, the best attack we are aware of is to select j and find m* with a
preimage attack, which reduces to CICO-y.

Zero-Test Attacks. We only consider the case where the function H in the definition of
zero-test resistance involves only one call to the POSEIDON(2)B permutation.

Let us start with the simple case x = k = 1. By definition, the adversary needs to find
(90,91, - -+, 94) € F&L (with some of the g; being non-zero for i > 0) such that

@gj 'Pf(907917~~-,gd) =0

J

where P : Fgf{ ! Fy. is the polynomial describing the only output element of H. For
all algebraic attack methods that we consider, the degree of algebraic equations grows
compared to the CICO problems. We were unable to exploit the appearance of extra
variables as multipliers, and thus conclude that the problem is as hard as CICO-1. This
reasoning applies equally well to the sponge and the compression mode.

With bigger x and k& we obtain a set of equations involving different P;. We do not see
any way to exploit this scenario without running the CICO-k problem under the hood.

5.4 Rebound Attacks

Rebound attacks [Men+09; Lam+09] are one of the most effective techniques to set up
collisions in the case of AES-like hash functions. Introduced by Mendel et al. at FSE
2009, it can be applied to both block cipher-based and permutation-based constructions.
The idea of the rebound attack is to divide the attack into two phases: an inbound phase
and an outbound phase. The aim of the inbound phase is to use the available degrees of
freedom to find, at a low cost, a large number of pairs of values that satisfy a (part of
a) differential path that would be very expensive to satisfy in a probabilistic way. The
outbound phase then uses these values to perform an attack.
In the following, we describe these phases in the case of POSEIDON(2)B.

e Inbound Phase. The best scenario for the attacker consists in finding a pair of texts
whose input difference and whose output differences are equal to zero in one [F)-word,
for a total of two constraints. Indeed, note that any other condition imposes a higher
number of constraints on the input and/or output difference of such pair of texts.
Based on the analysis just given, and due to the strong statistical properties of the
full external rounds, the possible best approach for finding such pair of texts is via
Grobner basis attacks. Note that this problem can be turned into a CICO problem
by fixing one of the two text. Due to the previous analysis, here we conjecture that
the number of rounds necessary to guarantee security against any CICO problem is
also sufficient to ensure security against the inbound phase of a rebound attack;

¢ Outbound Phase. As pointed out in Section 5.1.2, there are no truncated differen-
tials for 2 or more external full rounds with probability (much) smaller than for the
case of a pseudo-random permutation. Hence, we claim that an attacker can cover
at most 1 + 1 = 2 full external full rounds are sufficient to ensure security against
the outbound phase of a rebound attack.
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Putting all together, we claim that the maximum number of rounds covered by a rebound
attack is given by the maximum number of rounds that can be broken via a GB attack
(assuming < 4 external full rounds), plus 1 + 1 = 2 external full rounds, for a total of
maximum 6 external rounds.

At the same time, we also consider the rebound attack based on the statistical properties
only. Following the same argument proposed for POSEIDON(2), we recall that the best
rebound attack on AES covers 8 rounds. As 2 rounds of AES are necessary to achieve
full diffusion versus 1 round of POSEIDON(2)B, we claim that 6 external full rounds of
POSEIDON(2)B are sufficient to prevent this last strategy for the rebound attack.

5.5 Round Numbers

In this section, we present the derivation of the round numbers for POSEIDON(2)B. The
parameters are chosen to withstand all attacks currently known in the literature, using
the minimum number of rounds necessary to provide security, plus an additional security
margin. As in the security analysis of POSEIDON(2), we aim to protect against statistical
attacks through a sufficient number of full rounds, and against algebraic attacks through
carefully selected partial round numbers. A summary is given in Table 1.

5.5.1 Number of Full Rounds

The analysis of statistical attacks, including rebound attacks, implies that Rp = 6 is
sufficient to prevent those.

5.5.2 Number of Partial Rounds

Now we compute how many partial rounds we need to prevent various algebraic attacks
on the CICO-k problem with & < %, which we have shown to be foundational with
respect to other properties. Due to the rebound attack, we consider the CICO-k problem
for Rr = 4 (see before for details). We analyze how many rounds can be broken under
different “hardness assumptions”, concretely:

e Interpolation: The overall polynomial must reach a high degree and density so
that interpolation attacks are infeasible (see Eq. (4)).

o Univariate Solving (k = 1): Directly solving the univariate CICO-1 equation
should be infeasible (see Eq. (9)).

o Multivariate Solving (k > 2): Let | be the ideal generated by polynomials
modeling the CICO-k problem, and let d; denote the ideal degree. Finding a
univariate polynomial in | (for example via Grébner bases or bivariate resultants)
should be infeasible (see Eq. (9)).

In particular, we ignore the “system setup” cost and the cost of computing a Grébner
basis, potentially granting the attacker an advantage. Our analysis is summarized in the
formula below. We note, though, that it pertains to the POSEIDON(2)B” instances listed
in Table 1. Any application beyond that would require further cryptanalysis.

oz o+ [P ] 5, ([P -}

The round-number formulas for interpolation and univariate solving were merged for
simplicity. We highlight that only the first term directly depends on the state size ¢.
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5.5.3 Security Margin

We increase the number of full rounds from 6 to 8, in general, and add another 2 full
rounds for POSEIDON2B with n € {32,64} due to improved full-round skipping techniques
in the non-MDS case [Bak+25a]. The number of partial rounds is increased by 30%.

5.6 Comparison to Poseidon(2)

We conclude this section by comparing the round number derivation of POSEIDON(2)B
and POSEIDON(2).

Number or Partial Rounds. For POSEIDON, it was assumed that “the security of permu-
tations against Grobner basis attacks follows from the infeasible complexity of computing
the Grobuer basis in degrevlex order” [Gra+19b, §C.2.2]. In contrast, we base the analysis
of POSEIDON(2)B on the complexity of either retrieving or solving a univariate polynomial
in the ideal. This has several reasons:

(i) Using a specifically crafted order, the first step of a Grobner basis attack might be
skipped in certain cases [Bar4-24]. While this has not been applied to POSEIDON, we
think this result justifies revisiting the algebraic cryptanalysis.

(ii) The degree of regularity is upper-bounded by the Macaulay bound, which [ABM24]
experimentally shows to be an overestimate. Interestingly, the subsequent derivations
then give the complexity of the second step of a Grobner-basis attack, but with the
Bézout bound used in place of the true ideal degree. In more detail, the complexity
of solving the CICO-k problem (for k > 2) is estimated as follows:'?

k- aRF+RP> 2

2
Copi (dreg) = ( y > (ak-(RerRp)) = Cyn (d))

where dyeg & k- (af#+17 — 1) using the Macaulay bound and d; ~ o* (Fr+8r) using
the Bézout bound. We are aware, however, that the Bézout number overestimates
the actual ideal degree. We therefore state explicit conjectures for that degree (see
Table 2) and base our round-number derivation on them.

(iii) We want to explicitly take the latest cryptanalysis results on POSEIDON into account,
including resultant-based approaches [Yan+24; Bar+25; Bak+25b] and various
round-skipping techniques [GKR25; Bak+25b]. We also mention the recent Graeffe-
transform attacks [ZD25; SV25] but stress that they provide only a constant factor
improvement, and not for all fields.

Overall, we arrive at a simpler formula for the number of partial rounds (cf. Eq. (11)).
For comparison, for POSEIDON(2) this number (for x-bit security) is derived as

e = |weac{ 1+ | S 4 rogy o1 - i, S (12

K n K
t—1+1 2) -mind —.—p —Rp,t—2+ —— —(t =1 Rp, 7l
*"gd”mm{m’?} T Do) >F”“GBH’

where n = [log,(p)] denotes the field size, d is the degree of the S-boxes, the first term in
Eq. (12) accounts for interpolation attacks, and the others for Grébner basis attacks (see
[Gra+19b, §C.2.2], [GKS23b, Eq. (1)], and [Hor]). A concrete comparison of the round
numbers is given in Table 3. We make the following observations:

10We exemplarily discuss the case of “Full-Permutation Equations”. However, these observations similarly
apply to the derivations when “Working at Round Level”.
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e First term: corresponds to interpolation attacks and dominates when working over
large fields (hence for small state sizes).

e Third term: captures the possibility of skipping partial rounds via subspace trails;
this becomes more relevant for large state sizes (and thus smaller fields), as the
number of skippable rounds grows with ¢ (see App. A.1). As shown in [GKR25],
the potential of this attack is overestimated, leading to inflated round numbers for
certain instances (e.g., n = 31 with ¢ = 24).

In conclusion, for smaller fields and larger state sizes, the round number selection is
primarily driven by Grébner basis attacks. However, the influence of the state size is less
pronounced than initially expected, and the potential benefit of partial-round skipping
appears to have been overestimated. On the other hand, for larger fields, interpolation
becomes the dominant factor. Notably, for a given field size, the same partial round
number can be used for both state sizes in the POSEIDON(2)B instantiations.

Table 3: Partial round number derivation (without security margin) for different instan-
tiations of POSEIDON(2) over F,, with n = [log,(p)] and x = 128, compared to the new
derivation approach from this paper.

n t d x [Gra+19b], Eq. (12) This work, Eq. (11)
31 16 5 8 max{11,8,13, 48,0} =13 max{13,12,15} = 15
31 24 5 8 max{11,8,20, 88,0} =20 max{13,12,15} = 15
64 8 7 4 max{20,17,7,—13,11} =20 max{22} = 22

64 12 7 4 max{20,17,9,-33,2} =20 max{22} = 22
956 2 5 1 max{52,50,14,22,27} = 52 max{54} = 54
256 3 5 1 max{52,50,10,17,23} = 52 max{54} = 54

Security Margin. The security margin consists of 2 external full rounds (Rr = 8 instead
of Rp = 6) and 7.5% or 30% more internal partial rounds for POSEIDON(2), and POSEI-
DON(2)B, respectively.!’ We increase the margin for POSEIDON(2)B to 30% to remain
comfortably secure, as binary POSEIDON(2) variants are still less explored, especially
regarding MitM interpolation, partially active S-box subspace trails, and potential exploits
via an Fy representation.

6 Proof Implementation

To show a practical use case, we focus on the setting of a recursive verifier, i.e., a prover
that attests the validity of a previous proof. As is the case with many similar constructions,
a recursive verifier for Binius needs to replicate many of the prover’s verification steps in a
corresponding verification circuit. Some of these steps require the call to hash functions,
for example, to validate commitments. It is therefore important that the hash function
used for these commitments during the proving phase is somewhat arithmetization-friendly.
Otherwise, the verification circuit in a recursive verifier is more expensive.

With this scenario in mind, we provide a proof implementation of POSEIDON(2)B in
the Binius framework and compare its proof size, proving time, and verification time with
hash functions already supported by Binius, additionally implementing Anemoi [Bou+23]
as another binary circuit-friendly hash function for comparison.!'?

HNote that while [GKS23b, §7.3] states a security margin of 12.5%, only 7.5% are effectively applied, as
can be seen in Table [GKS23a, Table 1] and the round numer derivation script [Hor, Line 75].
12Note that the designers defined binary Anemoi over 2" for n odd and set a = 2 + 1 such that
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6.1 Overview of Binius

The Binius and, in particular, the FRI-Binius framework [DP24] introduces a novel and
efficient way to extend the Plonkish [GWC19] family of constraint systems to operate
natively over binary extension fields. Conceptually, it preserves the structural principles
of Plonkish systems, i.e., computations are represented as a tabular execution trace of
dimension T' x w, where each row corresponds to one state of the computation and each
column represents a register or wire. As in Plonkish and AIR-style frameworks, constraints
are expressed as low-degree polynomial relations that connect values across rows. A general
constraint, simplified, thus takes the form

]:(ai,l7 sy Qg Q41,15 - -+ ai+1,w) = 07

where F is a bounded-degree multivariate polynomial over the chosen base field.

In the past, nearly all Plonkish and SNARK-style systems have been defined over prime
fields I, of various sizes. In contrast, Binius employs binary extension fields Fox, enabling
each field element to map directly to a k-bit word in memory. This eliminates the need for
expensive modular reductions after additions and multiplications and allows all arithmetic
operations to be implemented as native instructions or vectorized logic on CPUs.'? In
most cases, it also eliminates the embedding overhead, which means that essentially no
bits are “wasted” when embedding an actual data element into a register. This is due to
the fact that the register size can be chosen almost freely. Consequently, in some settings,
using binary fields can improve bandwidth and circuit simplicity.

FRI-Binius also remains fully compatible with the FRI protocol for low-degree testing.
The switch from prime to binary extension fields does not affect the algebraic structure
required by FRI, as — with some modifications — the same principles of domain extension
and polynomial verification apply equally over Fon.

Further, there is a crucial difference between Binius and other proof systems using prime
fields. Indeed, in Binius, it is possible to mix constraints operating over binary extension
fields of different sizes. This is possible thanks to its ring-switching protocol [DP24],
which essentially allows connecting constraints over smaller binary extension fields to
commitments over packed 128-bit binary extension field values. In contrast, proof systems
over prime fields used in practice fix the base field throughout the entire arithmetization,
limiting the granularity of the constraint design. With this mechanism, distinct parts of
the computation can operate at different bit widths. For example, lightweight control logic
can be encoded in Fas, while more arithmetic-heavy subroutines, such as hash functions,
are evaluated in Fosa. The ability to switch between these rings efficiently at well-defined
boundaries results in a system where each component can be implemented and optimized
at its natural binary size.

Tower Fields in Binius. Switching between the various binary extension fields is only
possible when abiding by some predefined rules. One of them consists of using binary tower
fields, which provide a well-defined way of translating between Fg%l and ngz whenever
nik; = noks, ny = 2™, and ny = 2™2 for my, my > 0. In particular, Binius uses the
Wiedemann tower, where T := Fs and T,, is defined recursively via

T. .— Tolxo] /(23 + x0 + 1) form =1,
" T [Tm1] /(82 + Tm—oTm 1 + 1) for m > 1.

ged(i,n) = 1. To provide a reasonable comparison using n € {32, 64,128}, our Anemoi implementation
uses E(z) = 2”7 (o =7 = 22 + 3) in the non-linear layer and MDS Cauchy matrices for the linear layer.

13Most modern CPUs support the CLMUL instructions, and reductions in binary extension fields are
often more efficient than in prime fields.
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Note that for each m > 1, the polynomial 22, | + Zy_2T;,—1 + 1 is irreducible in
Tyn—1[®m—1]. Thus, by induction, the quotient ring T,, can be viewed as a quadratic field
extension of T,,_; with generator x,,_1, and T,, is isomorphic to Fym for all m > 0.
The advantage of using the tower field T,,, over the isomorphic field Foom with univariate
modulus of degree 2™ is that the recursive structure carries over to arithmetic operations,
effectively improving the efficiency of multiplication and inversion in the field. Moreover,
it makes field size conversions in the context of the ring-switching protocol easily possible.

Virtual Polynomials. In Binius, as in other common PCS, the prover commits to a
computation in columns representing multilinear polynomials. The committed columns
are then constrained and can be evaluated by the verifier at arbitrary points. In addition
to the committed polynomials, Binius enables the usage of virtual polynomials. Virtual
polynomials are algebraically linked to committed polynomials, but the prover does not
need to commit to them. The evaluation is done locally by the verifier using virtual
evaluation protocols.

One example of a virtual protocol in Binius is linear combinations. Consider, for
instance, the case where we want to commit to a matrix multiplication y = M x z. For a
single lane, we construct the linear combination

t—1
Y = Z Mi,j . .’Kj s (13)
7=0

where the prover maintains this expression only as a wirtual polynomial, i.e., without
creating an explicit commitment. The verifier can then query some evaluation point r by
virtually querying zo(r), 21(r), ... 2¢—1(r) and locally computing the corresponding linear
combination. According to Binius, as long as ¢ remains sufficiently small, employing such
virtual protocols — thereby avoiding additional commitments — can significantly improve
overall efficiency.

6.2 Poseidon(2)b for Binius

Since the original POSEIDON hash function is defined over prime fields, its usage would
require significant overhead, resulting from the fact that all arithmetic operations would
have to be simulated in a nonnative field. This supports the demand for a binary variant of
POSEIDON(2)B. Due to the field isomorphism between Fyom and T,,, our POSEIDON(2)B™
instantiations with n € {32, 64,128} naturally carry over to the tower field notation with
m € {5,6, 7}, respectively.

6.2.1 Overview of the Arithmetization Costs

Arithmetization Cost of Non-Linear components. For full rounds, we commit to the ¢
S-box computations. In the constraint, the committed value x is used to locally compute
27, which is then compared against the committed value of z”. For partial rounds, only
one S-box is computed. Thus, we only need to commit to one 7 computation, resulting in
one committed column per round.

Arithmetization Cost of Linear Components. For full rounds, the linear operations
(round constant addition and matrix multiplication) can be captured in ¢ virtual columns
each. Those virtual columns build virtual polynomials that can be evaluated efficiently
as linear combinations by the verifier (see Eq. (13)). For partial rounds, only a single
virtual column is needed to represent the round constant addition. The internal matrix
multiplication still acts on the entire state and therefore requires t virtual columns per
partial round. However, the associated virtual polynomials are structurally simpler than
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Table 4: Benchmark results for the proof implementations in Binius when hashing ~ 1 MBT
of data, supporting single- and multi-threaded prover and verifier.

Permutation n t #Perm. Proof size Proving time (s) Verify time (ms)
(KiB) single multi  single multi

Keccak-f 64 24 213 438 3.038 0.425  45.70 46.59
SHA-256 32 16 214 701 5.248 1.383 233.55  235.30
Groestl-P 8 64 o14 416 0.495 0.170 114.97 115.81
Vision-32b 32 24 214 560 1.764 0.605  10.12 10.60
32 16 214 479 1.497 0.499 12.28 9.18

32 24 214 581 2.491 0.885  12.05 12.31

Anemoi 64 8 214 510 2.364 0.708 5.78 6.25
64 12 214 528 2.832 0.854 8.43 7.04

128 4 214 491 2.826 0.712 4.53 4.74

128 6 214 502 3.522 0.895 5.15 5.14

32 16 214 402 0.370 0.129 4.66 4.50

32 24 o14 471 0.469 0.175 5.24 5.45

POSEIDONE™ 64 8 214 366 0.477 0.143 3.61 3.75
64 12 214 426 0.748 0.207 4.10 4.34

128 4 214 386 1.255 0.304 3.54 3.66

128 6 214 400 1.432 0.347 3.73 3.84

32 16 o14 411 0.434 0.150 4.53 4.84

32 24 214 519 0.692 0.230 5.67 5.96

Posemon2p® 04 8 214 370 0.535 0.162 3.68 3.82
64 12 214 432 0.837 0.236 4.92 4.49

128 4 214 386 1.255 0.302 3.56 3.67

128 6 o14 400 1.437 0.343 3.73 3.83

T For Keccak-f, we prove 2'% permutation calls, which results in a hash size of 1.1 MB. We get a hash output
size of 1.049 MB for all other permutation functions for 2% permutation invocations.

in the full-round case, which further reduces the computational complexity. As already
outlined for POSEIDON2 [GKS23b], for y = Mz x x, we can write

t—1
=0

By storing the sum s = Zi;é x; in one additional column, and y; = (u; — 1) - 2; + s in

one virtual column for every 0 < i < ¢, the cost for the virtual evaluation of the matrix
multiplication on the verifier side is reduced to t constant multiplications and ¢ additions.

Total. All together, this results in:

o t-(Rp+1)+ Rp committed columns, including the ¢ committed columns for the
input state;

e 2t-Rp + (t+2)- Rp +t virtual columns, including ¢ virtual columns for the initial
matrix multiplication.
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6.2.2 Our Proof Implementation

We provide a proof implementation for each parameter set using the Binius Rust framework
in Table 1. The open-source Binius Rust framework is currently in active development. We
refer to the committed state 924103fe for this implementation. The Binius Rust framework
already includes proof implementations!'* for Keccak-f [Ber+13; Ber+11], SHA-256 [NIS15],
Grestl-P [Gau4-09], and Vision Mark-32b [Ash+24]. The implementation in Binius provides
a proof of correct computation for a number of concatenated POSEIDON(2)B™-permutations
calls. By benchmarking 2™ such permutation calls, we demonstrate the costs of proving
the calculation of a POSEIDON(2)B hash of a message of 1MB, thereby showing that the
prover knows the preimage to this hash function computation. The contribution of our
implementation of the concrete constraint system for POSEIDON(2)B™ in Binius. This
constraint system is integrated in the commitment step and connected to the prove and
verify steps, which are implemented in Binius, for a full proof. We compare our proof
implementation with the existing proof implementations. The performance of the proof
implementation is compared based on the hash output size, depending on the throughput
of the hash function. All performances were benchmarked on an AMD Ryzen 9 7900x with
12 cores. The Rust implementations were compiled and run in the release mode using the
RUST-FLAG=*-C target-cpu-native’ The results are shown in Table 4. In particular:

o Keccak-f shows relatively small proof sizes and fast multi-threaded proving times.
However, all POSEIDON(2)B™ variants outperform Keccak-f in single-threaded runtime
and verification time. Specifically, the POSEIDON(2)B™ variants with n = 32, t = 16
and n = {64,128} achieve smaller proof sizes than Keccak-f;

e SHA-256 shows the slowest performance overall and requires the largest proof sizes
across all evaluated primitives. In contrast, POSEIDON(2)B™ outperforms SHA-256
in all metrics;

e Grgstl-P shows competitive proof sizes and fast proving times. At the same time,
POSEIDON(2)B™ variants with n = 32, ¢ = 8 and n = 32, t = 16 outperform Grgstl
in both proving and verification times, while also reducing proof sizes;

o The POSEIDON(2)B™ variants approximately halve the verification time of Vision-32b
and also show significant reductions in proving time. Furthermore, POSEIDON(2)B™
variants consistently produce smaller proof sizes compared to Vision-32b.

o Anemoi shows significantly slower proving times and slower verification times com-
pared to POSEIDON(2)B™ across all instances.

Overall, POSEIDON(2)B™ provides comparable proof sizes, efficient proving times and offer
a significant improvement in verification performance over Vision-32b and Anemoi. In
conclusion, our practical results show that POSEIDON(2)B™ can be efficiently arithmetized
in the binary proof system Binius.

6.3 Plain Implementation

We provide a plain implementation for each parameter set in Table 1 in Rust. We
also implement a binary variant of Anemoi for comparison, as it is the primary existing
arithmetization-oriented hash function that targets binary field instantiations.

Across all binary-field instantiations, POSEIDON2B”™ consistently delivers the highest
throughput, and compared to POSEIDONB it yields higher efficiency when ¢ > 8. This
comes from its linear layer amortizes better as the state grows. Anemoi exhibits notably
lower throughput and higher latency across all tested state widths. All permutations

Mhttps://gitlab.com/Irreducible0SS/binius/-/tree/924103fe50a9767b03c61981a5df 12dafc1f44bd
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Table 5: Performance comparison of plain implementations for Anemoi with E(z) = 27,

POSEIDONB™, and POSEIDON2B™ permutations across different state sizes t.

Permutation t=4 t=6 t=8 t=12 t=16 t=24
10* Perms/s

Anemoi 1.2 0.9 1.7 1.2 3.6 2.2
POSEIDONB™ 5.5 3.4 8.8 4.9 7.9 4.0
POSEIDON2B™ 5.6 3.4 10.1 7.0 13.2 8.9

10 ps/Perm
Anemoi 8.3 11.7 6.0 8.4 2.8 4.5
POSEIDONB™ 1.8 3.0 1.1 2.0 1.3 2.5
POSEIDON2B™ 1.8 3.0 1.0 1.4 0.8 1.1

TThroughput is measured in 10* permutations per second. Time denotes the
average time per permutation in us.

were compiled and benchmarked under identical Rust release mode (RUST-FLAG=‘-C
target-cpu-native’) using a single thread.

6.4 Open Problems

In this paper, we consider the implementation of POSEIDON2B within the Binius proof
system. Given the importance of efficient zero-knowledge proofs, native implementations
of POSEIDON2B tailored towards different use cases (such as small versus large binary
fields), hardware realizations, and adaptations to other proof systems or arithmetization
techniques remain attractive targets for future work.
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Figure 4: Bypassing the first (full) round of the POSEIDON2/POSEIDON2B permutation in
the CICO-k setting.

A Algebraic Attacks

A.1 Round-skipping Tricks Revisited
A.1.1 Skipping the first full (external) round

The following description follows the idea of the full-round-skipping trick applied in the
CICO-1 setting as outlined in [Bar+22, §4.2], generalized to the CICO-k setting. The goal
is to find a k-dimensional affine subspace of IFZ after the first linear layer such that the
input constraints are fulfilled when going in the backwards direction (cf. Fig. 4), that is,

=[52]-

To fulfill the input constraints, the following equations need to hold for all ¢t — k < i < ¢:

Q.0 o1 .. 0Qp—1 S Hzo) — co

-1
ar—_10 O¢—11 .- Og_1¢-1 S (xtfl)_ctfl

—1
Mg

0= iam’ (87Hxy) —¢))

=0
t—k—1 t—1 t—1

— . _1 . PRI _1 . — PR .

— 0= § : @i S (w5) + § @ij- S () § Qi Cj -
3=0 j=t—k 3=0
:2pi($0,~-7$t—k—1) =:qi(To—k,-rTt—1)

Setting the individual summands p;, ¢; to zero yields two equation systems:

P=A{pt—r,....0et—1} CFylzo,...,x4—p_1]
Q = {qt—ka oo 7Qt—1} g Fq[gjt—ka oo 71}_1}

Note that Q is a system of k high-degree equations in k variables, and solving this system
gives the coset of the affine subspace we are looking for. On the other hand, P is a system of
k equations in t — k > k variables, assuming k < %, and we are looking for a k-dimensional
subspace of the (¢t — k)-dimensional solution-space. We proceed as follows:

o Split each p; into k subsums p; o by grouping terms with the same index modulo k
such that the ¢-th subsum collects every k-th term starting from x, for 0 < ¢ < k.

e Consider the k-dimensional subspace where the j-th coordinate takes the form
S(7j)  Tjmoar forall0 <j <t —k.
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Since the power-map S-box of POSEIDON2™ /POSEIDON2B™ preserves multiplication, this
implies

t—k—1 k—1 M,
1
pi = E Q5 ST QG t+mk -S ($e+mk)
i=o (=0 m=0
k=1 M, k=1 M,
1 1
= E E QG pmk - Vermk - S (Te) = g S () - E QG fmk * Ve4mk 5
=0 m=0 =0 m=0

=:Pi,e

where M, := LMJ Similar to before, setting the individual summands p; ¢ to zero
yields k linear equation systems L, in M, + 1 distinct variables each, i.e.,

l—f = {ptfk,fw‘wptfl,f} g ]Fq[’y&’}%#»ka"w’yf#»Mgk] for 0 S‘g <k.
A non-zero solution to Ly can only be found if £ < M, for all ¢, and in particular if

t—2k
k

k< M1 = { (14)

since Mjy_1 < M, for all 0 < /4 < k.

Applicability. The above approach is applicable to CICO-k settings whenever k < % and
Eq. (14) is fulfilled. For sponge instances with capacity ¢ and digest length y, we overall
aim for a x-dimensional subspace. We observe the following:

e If ¢ < x, apply the round-skipping trick like in a CICO-x problem, effectively
constraining more inputs than required.

e If ¢ > x, apply the round-skipping trick like in a CICO-c¢ problem. After finding
the c-dimensional subspace, set ¢ — x dimensions to zero, yielding a x-dimensional
subspace which still fulfills the ¢ input constraints.

Thus, the approach is applicable in a sponge setting whenever max(c, x) fulfills the required

conditions.!® Finally, the described approach is not applicable in compression mode.

Example. We consider the CICO-2 problem of a toy version of POSEIDON(2)B over Far
witht =8, d =3, and d~! = 85.

0=5e-ay° +3a-2,° +64-x5° +2f a3° +3f-x,° +74-25° +4b-a5° +5e-27° +2¢
0=15-25° +71-27°+64-2,° +64-23° +2a-2;° 461 -25° +4b-x5° +4b-x;° + 41

P Q

Solving Q yields (x¢,x7) = (04,4e). Using z; ~ 7]3 “Zjmod2 for all 0 < j < 6 and
rearranging the system, P takes the following form:

0==a5° (5e-yo+64-vo+3f ya)+a7° 32 -7 +2f-v3+74-7s)
0=z, (15-70+64-vo+2a-7v4) + 27> - (T1-~1 + 64 -3 + 61 -75)

Lo Ly
A possible solution to Lo is (70, 7v2,7v4) = (02,00,01), and a possible solution to L; is

15 Always fulfilled for the CICO-k problems of the proposed POSEIDON(2)B sponge instances.
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(71,73,75) = (02,00,01). Thus, a possible 2-dimensional affine subspace after the first
non-linear layer of this POSEIDON2B toy instance, which always fulfills the input constraints,
is given by

'S(vo) 0 7 T0T (08 [007  [007

0 S(m) 0 00 08 00

S(v2) 0 0 00 00 00

0 S(vs) 0| 00 00 00
TS| T o | Tlol =% Jor| 7% foo| T |00
0 S(vs) 0 00 01 00

0 0 T6 00 00 03

L 0 L 0 Lz7 ] 00 100 | | 4e]

A.1.2 Skipping several partial (internal) rounds

The following description follows the idea of the partial-round-skipping trick introduced in
[Bey+20], and detailed in [GKR25]. The goal is to find a finite-dimensional affine subspace
SO 4 5 of ]Ffz which allows to linearize ¢ > 0 partial rounds, that is,

T +7) = Méxv+Ty) YveSH.
It is easy to check that
SO = {eg,e0 X Mz, eq x M2,... ey x Méflf‘

fulfills the above criterion, as no input difference activates an S-box over ¢ partial rounds. In
general, S is of dimension D := dim(S¥) > t — min{h, £}, where h is the multiplicative
order of Mz. For POSEIDON2/POSEIDON(2)B, the matrix Mz is carefully selected such
that D strictly decreases as ¢ increases. Thus, at most ¢t — 1 partial rounds can be linearized
via a non-trivial subspace.

Applicability. In order to exploit the partial-round-skipping trick, it is necessary to first
map into S, The high-level attack idea can then be summarized as follows:

IsogRF/2OM£(,) ERF/2OIRP—57€(')
_ '

L .
SY 44 KON ME x SY + )

S IF;
(a) (b) (c)

t
yek,,

where s > 0 indicates the positioning of the subspace within the partial rounds. In
particular, using the subspace trick introduces an additional D = ¢t — £ variables in the
algebraic model, while the mapping into the subspace requires ¢ equations. Overall, ¢
is chosen such that all available degrees of freedom are exhausted, i.e., as many partial
rounds as possible can be skipped. As shown in [GKR25], for preimage attacks this leads
to £ =t — (c+ x) in sponge mode, and ¢ = ¢ — x in compression mode. Similarly, in the
CICO-k setting, we set £ =t — 2k. For simplicity, we assume Rp > .

A.2 Algebraic Models over [

There are two primary ways to model the permutation P, both leading to an under-defined
system of equations:

1. Direct Forward Equations [Gra+21]: Derive equations for several rounds, potentially
covering the entire permutation, in the forward direction. Note that the maximum
degree might be reached after a certain number of rounds. '©

L6We recall that the maximum degree of a polynomial function over ]Ffz ist-(qg—1).
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2. Working at Round Level [Gra+21; ABM24]: Introduce one variable for each S-box
input (except for the first round), and relate its inputs and outputs via a single
equation of the S-box degree.

By using the available degrees of freedom (DOF), it is possible to retrieve a square system
(i.e., same number of variables and equations) and reduce the complexity of the problem.

For brevity, let k1 > 0 and ko > 0 denote the number of input and output constraints,
respectively, where ki1 + ko < t. When k; = ko, we model the CICO-k problem. In
preimage attack scenarios in sponge or compression mode, (k1,ks) = (¢, x) and (0, x),
respectively. Without loss of generality, we can assume that the last k; input elements
and the last ko output elements are constrained to zero.

Direct Forward Equations. Introduce ¢t — k& variables for the permutation inputs, yielding
the input state x = (zo,...,%i—k,-1,0,...,0). The permutation output is given by ¢
polynomials p; := P;(z) of degree min{d®r 17 (t — k1) - (2" — 1)}, where d is the S-box
degree. For compression with feed-forward, enforce p; +x; = 0 for t —ky < j < ¢, otherwise
pj = 0 for the same indices. In total, this leads to a polynomial system of ko equations in
t — ky variables, with ¢ — (k1 + ko) > 0 available DOFs.

As outlined in Section 5.3.2, different strategies can be used to consume the available
DOFs and potentially reduce the solving complexity of the resulting system:

a. Random guessing of input variables: Additionally fix ¢ — (k1 + k2) input variables,
yielding a system of ks equations of degree min{d®#+£7 k,.(2" —1)} in ko variables.

b. Skipping the first external full round: If applicable, follow the approach described in
App. A.1.1, yielding a system of ko equations of degree min{d®r ~1+£r k,. (27 —1)}
in ko variables.

c. Skipping several internal partial rounds: Follow the approach described in App. A.1.2,
effectively introducing an additional ¢ constraints and (k1 + ko) variables to map
into an affine subspace that can skip ¢ =t — (k1 + ko) partial rounds. This leads to a
system of ¢ equations of degree min{d® 5 (t—k;)-(2"—1)} in t—k; variables to map
into the subspace, and ks equations of degree min{d®+8#r=5=¢ (k) + ky)- (2" —1)} in
k1 + ko variables to fulfill the output constraints, where Ry = % denotes the number
of initial/final full rounds, and s indicates the positioning of the affine subspace
within the partial rounds.

An overview of the described algebraic models is given in Table 6.

Table 6: Algebraic models over Fon for (Rp + Rp)-round POSEIDON(2)B with monomial
S-box x +— x% using direct forward equations, assuming that the respective round-skipping
tricks are applicable. All models are square, i.e., same number of equations and variables.

Model  # Equations Degree Conj. Ideal degree d,
a ko min{dRr e ky. (27 — 1)} k2 Re+Rp
b ko min{d?r—1HEP Ly (27 — 1)} g2 (Re—1)+Rp
. t min{dRs+s, (t — ki) - (2" — 1)} A
ko min{d®+Be=s=L (k) + ky) - (2" — 1)}

T Parameters: state size (t), number of full rounds (Rp ), number of partial rounds (Rp), number of initial/final
full rounds (Ry), number of constraint inputs (k1), number of contraint outputs (kz)
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Working at Round Level. To simplify equations, we introduce the following notation for
the S-box in round 0 < i < Rg + Rp:

Si(ﬂ?(), cee 7xt—1) =

(xd,2¢,... 28 ) ifi<Rpori>R;+Rp,
(xg,xh...,xt,l) if Ry <i< Ry + Rp,

Rp

where Ry = =F is the number of initial and final full rounds. Further, let p; ; denote
the state polynomials after the S-box layer in round 4, and p; = (pio,...,Pit—1) the
corresponding vector of state polynomials.

We introduce t — ky variables for the permutation inputs, yielding the input state x =
(xoy- -+, Tt—k,-1,0,...,0). Then, for every round i > 0, i.e., except the first one, introduce
one variable s; ; per S-box modeling its input. This yields a total of t —k;+t-(Rp—1)+Rp
variables. The state after the first S-box layer is given by

po = So (Mg -x—i—c(o)) .

Now, for each round 1 < i < Rp 4+ Rp, we connect the output of the previous rounds
S-box layer to the current round’s S-box inputs via the following equation(s):

0= (MO .p_ 1 +cD)[j]—s;; YO<j<t ifi<Ryori>Rs;+Rp,
0= (MO pi_y +cD)[0] = si0 if Rf <i< R+ Rp,

where M (=1 is the matrix used in the (i — 1)-th round, and p; is defined iteratively via

i = Si (81,055 Sit—1) ifi <Rfori>Rs+ Rp,
Z S (si0, (MY . p;y +cD)[1,4]) if Ry <i<Ry+Rp.

In particular, we introduce t equations for every full round (except the first one), and
only 1 equation for every partial round. Finally, we enforce the output constraints via
MED.pp +z; = 0 (for compression) or MWBE=1.pp_ 1 =0 (otherwise) for t—ky < j < t,
where R = Rp + Rp denotes the total number of rounds. In summary, this leads to a
polynomial system of t-(Rp —1) 4+ Rp + ko equations of degree d int — k1 +¢-(Rp—1)+ Rp
variables, with t — k1 — ko > 0 available DOFs.

As outlined in Section 5.3.2, different strategies can be used to consume the available
DOFs and potentially reduce the solving complexity of the resulting system:

a. Random guessing of input variables: Additionally fix t — (ki + ko) input variables,
yielding a square system of t - (Rr — 1) + Rp + k2 equations of degree d if Ry > 1.

b. Skipping the first external full round: If applicable, follow the approach described in
App. A.1.1 to obtain a basis matrix B and a coset « of the desired ks-dimensional
affine subspace. The state vector after the first non-linear layer is given by v = aB+-y,
where a = (ag, . .., ak,—1) models the coefficient vector. The state after the second
non-linear layer is given by p; = Si (Mg - v + ¢(V)). Proceeding as usual for i > 2, we
obtain a square system of ¢ - (Rp — 2) + Rp + ko equations of degree d if Ry > 2.

c. Skipping several internal partial rounds: Follow the approach described in App. A.1.2
to obtain a basis matrix B and a coset 7 of the desired (k1 + k2)-dimensional affine
subspace. In particular, any element in this affine subspace is of the form v = aB +,
where a = (ag, . .., 0k, +k,—1) models the coefficient vector.

Start as usual until reaching round R; — 1. The S-box output of the last initial full
round is now connected to the affine subspace, and thus the first partial round, by
enforcing

(Mg-pr,1+c(Rf)—v) ]=0 Yo<j<t.
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As the next £ =t — (k1 + k2) rounds can be linearized, the input of round Ry + ¢ is
given by w = M% - xB + T%(v). Thus, PRy+¢ = SRy +¢ (w + c(RfM)) and proceeding
as usual for ¢ > Ry 4 £ yields a square system of ¢ - Rp + Rp — £ — 1 + k equations
of degree ¢ if Ry > 1 and Rp > ¢+ 1.

An overview of the described algebraic models is given in Table 7.
Table 7: Algebraic models over Fon for (Rp + Rp)-round POSEIDON(2)B with monomial

S-box  + 2 working at round level, assuming that the respective round-skipping tricks
are applicable. All models are square, i.e., same number of equations and variables.

Model # Equations Degree Conj. Ideal degree d,
a t-(Rp — 1)+ Rp+ ks d dkeRetRe
b t-(Rr —2)+ Rp + k2 d ke (Rr—1)+Ep
c tRFp +Rp — 0 — 1+ ko d d(t—ki+kz)-Ry+Rp—L

T Parameters: state size (t), number of full rounds (Rf), number of partial rounds (Rp), number of initial /final
full rounds (Ry), number of constraint inputs (k1), number of constraint outputs (k2)

Ideal Degree. When applying a consistent approach to consume degrees of freedom, the
resulting systems exhibit the same ideal degree, as they describe the same underlying
variety. The conjectured ideal degrees are given in Tables 6 and 7, and summarized in
Table 2. Note that while those conjectures have originally been made for POSEIDON2, we
performed practical experiments over a binary extension field to confirm that they also
apply to POSEIDON(2)B; see App. A.3. As stated in Section 5.3.2, Eq. (8), the relation

dl(b) < dl(a) < dl(c)

holds “reasonable assumptions”, indicating that the full-round-skipping approach yields
the smallest ideal degree. In particular, we usually have d|(a) < d|(c) for algebraic models
of the CICO-k problem, as well as sponge and compression preimage attacks, since

t
kRF+RP§t'%+RP*(t72k) & k’(RF72)§§(RF*2),
R
XRF+RPS(t_C+X)'7F+RP_(t_C_X) & Xx(Rp—2)<(t—c)(Rr—2),
R
XRF+Rp§(t+X)'7F+RP*(t*X) & X(RF*2)§7€(RF*2)-

We thus require k£ < %, x < t—c, and x < t, respectively. 4@ < a4, follows immediately.

A.3 Practical Results

All practical experiments are conducted on a machine with an INTEL XEON E5-2630 v3
@ 2.40 GHZ (using 8 cores) and 378 GB RAM under DEBIAN 11 using MAGMA V2.26-2.

In the following tables, “-” indicates that no experiment was executed for the corre-
sponding parameter setting, while “?” marks instances where the computation did not
finish within the time limit. Each experiment was limited to 4 hours due to the large
number of test cases.

From the practical results, we observe that the ideal degree remains identical whether
the system is modeled via the direct forward equations or at the round level; the difference
arises solely from how the degrees of freedom are consumed, that is, by (a) random guessing
of input variables, (b) skipping the first full round, or (c) skipping several partial rounds.
Moreover, the Bézout bound often significantly overestimates the ideal degree, which in
turn aligns well with our conjectured values given in Table 2.
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Table 8: Bézout bound and ideal degree for different algebraic models of POSEIDON(2)B
following the (a) random guessing of input variables approach. The case ky # 0 corresponds
to Sponge preimage and CICO-k instances, where k1 and ks denote the number of input

and output constraints, respectively.

Direct Forward Equations

‘Working at Round Level

Bézout bound

Ideal degree d;

Bézout bound

Ideal degree d;

t ko ki Rp\Rp O 1 2 3 4 5 0 1 2 3 4 5 0 1 2 3 4 5 0 1 2 3 4 5
2 1 1 2 32 3% 3t 3 36 37 32 3 3t 3 3 37 3 3 3 36 37 38 32 3 3 3 36 3T
4 - - - - - - - - - - - - 37 38 39 g0 - - 34 35 36 37 -
3 1 1 2 32 3% 3t 3 36 37 32 3 3t 35 36 37 3t 3 36 3T 38 30 32 33 3 3 36 3T
1 _ _ _ _ _ .~ . . . . gl g1 g12 313 _ g4 35 36 3T
4 1 1 2 32 33 34 33 30’ _ 32 315 34 35 3(: _ 35 3(: 37 3& 39 31[) 32 315 34 35 3(: 37
4 ~ ~ _ N N _ ~ _ _ _ N _ 313 314 315 316 _ ~ 34 35 36 3T _
4 1 2 2 32 3% 3 3 36 - 32 3 3 3 36 - 3% 36 37 3% 39 30 32 33 3t 3 36 37
4 _ - _ _ ~ - - - . . . . 318 314 315 316 _ . g4 35 36 37
6 1 1 2 3203 3 3 - - 3 3 3t 3 - - 3T 3% 3% 30 3 312 32 33 3t 3> 36 3T
4 _ _ _ _ ~ . - . . . . 39 320 g2 32 . 34 35 36 37
6 1 2 2 32 03 3t 3 - - 32 3 3t 3 - - 3T 3% 39 gl g 312 32 33 34 35 36 37
4 _ _ _ _ o~ . . . . g9 32 g2 32 g4 35 36 3T
6 1 3 2 32 315 34 33 _ _ 32 31& 34 35 _ _ 37 38 3’:) 31(! 311 312 32 31& 34 35 3(5 37
4 - - - - - - - - - - - -39 320 32t g2 - - 3t 3% 36 37 - -
8 1 1 2 32 33 34 _ _ _ 32 33 3/1 _ _ _ 39 310 311 312 313 314 32 33 3/1 35 36 37
4 _ _ _ _ ~ - .. . . 32 32 327 38 g4 35 36 37
8 1 2 2 32 33 34 _ _ _ 32 33 3-’1 _ _ _ 39 310 311 312 313 314 32 33 3-’1 35 36 37
4 _ _ _ _ o - .. 32 326 321 32 g4 35 36 3T
s 1 3 2 32 33 g4 _ o . 32 g3 3¢ _ _ _ 39 310 g1l 312 313 314 32 33 34 35 36 37
4 _ _ _ _ o ... 3 326 321 328 g4 35 36 3T
8 1 4 9 32 33 34 7 7 o032 g3 34 L 7 . 39 310 g1l 312 313 314 32 33 g4 35 36 37
4 - - - - - - - - - - - - 3% 3% 321 3= - - 3t 3% 36 37 - -
4 2 1 2 3t 36 38 g0 .. gt 35 36 3T - - 36 37 38 39 310 3 g+ 35 36 37 38 30
4 - - - - - - - - - - - - 314 315 316 317 - - 38 39 7 ? - -
4 2 2 2 3t 36 38 g0 . gt 35 36 3T - . 36 37 38 39 310 3 g 35 36 3T 38 30
4 ~ ~ _ _ _ _ ~ _ _ N N _ 314 315 316 317 _ ~ 38 39 9 ? N _
6 2 1 2 34 3() 38 31() _ _ 34 35 3(5 37 _ _ 38 35] 310 311 312 313 34 35 3(5 37 38 39
4 - - - o ... o 30 3 32 3 38 30 9 9 _
6 2 2 9 g1 36 38 310 _ 34 g5 g6 37 _ 38 39 310 3ll 312 313 g1 35 36 37 38 39
4 _ _ _ _ ~ - - - . . . . 320 321 32 323 .38 39 92 7 .
6 2 3 2 3t 36 38 g0 .. gt 35 36 3T - . 3% 3% 3l0 gl 312 318 g4 35 36 37 38 30
4 _ _ _ _ _ .~ . . . . 320 321 g2 323 o388 39 9 9 L
s 2 1 2 34 36 38 _ o . 34 g5 36 _ _ _ g0 g1l 312 313 314 315 g4 35 36 37 38 39
4 _ N _ N N _ ~ _ _ _ _ _ 326 327 328 329 _ ~ 38 7 ? ? N _
8 2 2 2 3t 36 38 - - -3t 3 38 . - - 30 gitoglz g3 gl g5 34 35 36 3T 38 39
4 - - - - - - - - - - - - 326 327 328 329 - - 38 2 ? ? - -
8 2 3 2 3t 36 38 - S S L. T S LU LL N T S S S GO SO LR L
4 - - - - - - - - - - - - 326 327 328 329 - - 38 2 ? ? - -
s 2 4 9 34 36 38 _ o . 34 35 36 _ _ _ g0 g1l 312 313 314 315 34 35 36 37 38 39
4 - - - - - - - - - - - - 326 327 328 329 - - 38 2 ? ? - -
6 3 1 2 36 39 312 - - - 30 3T 3% . - - 3% 310 git 3lz g3 gl 36 g7 38 39 9 ?
4 - - - - - - - - - n - - 321 322 323 324 - - ? ? ? ? - -
6 3 2 2 36 32 312 . - 3% 3T 3% - - - 3% gl0 gnogi2 318 gl g6 3T 38 39 7 7
4 - - - - - - - - - - - - 321 322 323 324 - - ? ? ? ? - -
6 3 3 9 36 39 g2 .. 36 37 3 _ . _ 39 310 g1l 312 313 314 36 37 38 39 9 9
4 - - - - - - - - - - - - 321 322 323 324 - - ? ? ? ? - -
8 3 1 2 30 39 312 _ _ _ 30 37 38 _ _ _ 311 312 313 314 315 31[} 30 37 38 39 ? ‘?
4 ~ ~ _ _ N _ ~ _ _ N N _ 32T 328 329 330 _ ~ ? ? ? ? N _
8 3 2 2 36 39 312 - - - 30 37 3% . - - 3tto3i2 38 gl gls g6 36 37T 38 39 9 ?
4 - - - - - - - - - - - - 327 328 329 330 - - ? ? ? ? - -
s 3 3 9 36 390 glz .. 36 37 38 _ _ _ gll g1z 313 314 315 316 36 37 38 30 9 9
4 - - - - - oo oo 3 38 329 330 S 2 SR
s 3 4 9 36 39 g2 .. 36 37 9 _ . _ gl 312 313 314 315 316 36 37 38 39 9 9
4 - - - - - - - - - _ - - 327 328 320 330 - - ? ? ? ? - -
8 4 1 2 38 312 - - - -3 3 - - - B T A L. S S S L S ? ? ?
4 - - - - - - - - - - - - 328 329 330 331 - - ? ? ? ? - -
8 4 2 2 3% 312 - - - 3% 3 - - - - 312 g8 gMogls 316 3T g8 39 2 7 7 7
4 - - - - - - - - - - - - 328 329 330 331 - - ? ? ? ? - -
8 4 3 2 3% 312 . - R AT L SR L LU L L S LN GO SR SR SR
4 - - - - - - - - - - - - 328 329 330 331 - - ? ? ? ? - -
8§ 4 4 2 3% 312 . - B L - T S . ST LI LU S LN G SR SR SR
4 ~ ~ _ N N _ ~ _ _ N N _ 328 329 330 g3l _ ~ ? ? ? ? N _
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Table 9: Bézout bound and ideal degree for different algebraic models of POSEIDON(2)B
following the (a) random guessing of input variables approach. The case k1 = 0 corresponds
to Compression preimage instances, where k; and ks denote the number of input and
output constraints, respectively.

Direct Forward Equations ‘Working at Round Level
Bézout bound Ideal degree d, Bézout bound Ideal degree d,
t ke ki Rp\Rp 0 1 2 3 4 5 0 1 2 3 4 5 0 1 2 3 4 5 0 1 2 3 4 5
2 1 0 2 32 3% 3 3° 3637 32 3% 3t 3 36 37 33 3¢ 3° 36 37 3% 32 33 3t 3 36 37
4 - - - - - - - - - - - - 37 38 39 3o - - 34 35 36 37 -
3 1 0 2 32 3 3t 3° 3637 32 3% 3t 3> 36 37 3¢ 3° 30 37 38 30 32 3% 3% 3% 36 37
4 _ _ _ _ _ ~ .. . . g0 ogu g1z 313 o gt g5 36 3T
4 1 0 9 32 33 34 35 36 _ g2 33 34 35 g6 _ 35 36 37 38 39 gl0 32 33 34 35 36 g7
4 _ _ _ _ _ o .. 313 314 315 316 _ gt g5 36 3T L
6 1 0 9 32 33 34 35 _ . 32 33 g4 g5 _ _ g7 g8 g9 310 311 312 g2 33 34 g5 g6 37
4 _ _ _ _ _ o_ ... 319 g2 g2 g2 gt g5 36 3T
§ 1 0 9 32 33 34 _ _ o 32 33 g4 _  _ . 39 310 311 312 313 314 32 33 34 g5 36 g7
4 _ _ _ _ _ __ ... gwm 326 321 38 gt g5 36 3T
4 2 0 9 g4 36 38 gl0 g2 _ g4 35 36 37 9 _ 36 37 38 39 310 gll g 35 36 37 38 g9
4 - - - - - - - - o - . . g1 g5 316 317 o038 039 2 2 o L
6 2 0 2 3to36 38 g0 -3t 3 36 3T - . 3% 39 310 3l 312 318 g4 35 36 37 g8 39
4 _ _ _ _ _ o_ ... oz g g2 323 g8 39 9 9 L L
8§ 2 0 2 3¢ 36 38 . o . 34 g5 36 _ _ _ 30 gll 312 g13 g4 gl5 g4 35 36 37 38 39
4 - - - - - - - - - - - - 326 327 328 329 - - 38 7 ? ? - -
6 3 0 2 30 30 312 . - - 36 3T 38 - - .39 310 3u 312 318 gl g6 3T 38 30 9 9
4 - - - - - - - - N - - - 321 322 323 324 - - ? ? ? ? - -
8 3 0 2 36 39 312 . .. 36 g7 38 _ . _ 311 g2 313 gl4 315 316 36 37 g8 39 9 9
4 - - - - - - - - - - - - 327 328 329 330 - - ? ? ? ? - -
8 4 0 2 38 312 - - R TS LB L L L S SU LN G S S S
4 - - - - - - - - N - - . 328 329 330 331 - - ? ? ? ? - -

Table 10: Bézout bound and ideal degree for different algebraic models of POSEIDON(2)B
following the (b) skipping the first external full round approach. The case k1 # 0 corre-
sponds to Sponge preimage and CICO-k instances, where k; and ko denote the number of
input and output constraints, respectively.

Direct Forward Equations (FW) Working at Round Level (RD)
Bézout bound Ideal degree d; Bézout bound Ideal degree d;
t ke ki Rp\Rp 0 1 2 3 4 5 o 1 2 3 4 5 0 1 2 3 4 5 0 1 2 3 4 5
31 1 2 3t 32 3% 3t 35 36 3t 32 33 3t 3 36 . 3t 35 36 3T 3 . 32 33 3 3 36
4 33 31 35 36 _ . g% g4 35 g6 - - - - - .
4 1 1 9 3l 32 33 34 35 36 31 32 33 g4 35 36 _ g5 36 37 38 39 32 33 34 g5 36
4 33 31 35 36 - - 33 34 35 36 . - - - - - - - - - - - - -
6 1 1 9 3l 32 33 34 35 36 31 32 33 g4 35 36 _ g7 38 g9 310 gl _ 32 33 34 35 36
4 33 34 35 36 _ 3% 34 035 36 . . L o _ oL [
8 1 1 2 3t 32 3% 3t 3% 36 31 32 3% 3 3 3 - . - - - - - - - - - -
4 33 34 35 36 - - 33 34 35 36 - - - - - - - - - - - - -
8§ 1 2 2 3t 32 3 3t 3 36 3t 32 3% 3 3P 3 - - - . - - - - - - -
4 33 g4 35 36 . _ 38 34 35 36 _ o _ _ _
8 2 1 2 32 34 36 38 310 312 ? ? ? ? ? 7 - - - - - - - - - - - -
4 36 38 30 312 - - ? ? ? ? - - - - - - - - - - - - - -
8 2 2 2 32 34 36 38 310 312 32 33 34 35 36 9 - - - - - - - - - - -
4 36 38 gl0 312 _ _ 36 37 38 o _  _  _  _  _ - - - - .o
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B Matrices Details

B.1 |Initialization Vectors for Cauchy Matrices

A t x t Cauchy matrix is defined such by two pairwise distinct lists of field elements
X ={z0,21,..., 241} € Fb, and Y = {yo,91,...,y:_1} € FL. such that
1
Mi,j = —.
Ti —Yj

Cauchy matrices are MDS by definition. For POSEIDONB, the initialization lists are given
in the following.

Mg for n = 64,t = 8:

X = {Oxe2a5b6b9ba860de5, 0x6£8ac9feb39919b2, 0x1c2616e746c82ca2, 0xe78ca93dc5706ce8,
0x871304bbc6683095, 0x06a1b3£93397ba20, 0xfefb53fc36e3cela, 0x8b083c3871cde7c6},

Y = {0x7a308£3c64629cca, 0x732c493862a6ce3a, 0x639208c08fb4fc08, 0x0e21643692£331ba,
0x9c42022a91085132, 0x24233dad8120b794, 0xadb86£790d52e1a3, 0x3e2feedd7cb5c125}

M12 for n = 64,t =12:

X = {0x2c2be52b45769690, 0x6c6c85f8ec69alaa, 0x370e7c9564dba398, 0x0d92b0f 1bb01b63d,
0x42deed41bbb5a7ebc, 0x8f151edbalb7ad79, 0x2550bc26916ee14f, Ox4fd19a47de09bbac,
0x43defa828260c742, 0xf138384£0a53000a, Oxeldbd9c8fbdaaedb, Oxabbfafa8c6cf04bd},

Y = {0x£35£7271fabf3988, 0x53758343de351abc, 0xb94f30de34035c68, 0x5e65735b3e0bf625,
0x13357b63£136713a, 0x776924c4b74d2cd8, 0xa8464e93bcleddec, 0x91ae7f13e2cc9271f,
0xf0c9ee8ccf2285b8, 0x7bb2a840a4824715, 0xb55c96024c7b872f, 0xd95a35290ced7£d0 }

M16 for n = 32,t = 16:

X = {0x76c5949c¢, 0xad96148c, 0xd2e54c71, 0x3237cbcb, 0x14ec29d7, 0xed906839, 0x2db06739, Oxd6aé5cc8,
0x158ffbc4, 0x24846f ca, Oxec0c72c0, OxeeOcddbe, 0xd176c64c, 0x5559¢c73a, 0x866efbll, 0x36dbc7d6},

Y = {0xf986£72a, 0xd81cf04b, 0x6d7c6b2a, 0x62749077, 0xb11d686d, 0x4cf78ael, 0xf078£403, OxedT7eafds,
0x0a4e583c, 0x8£5b97c9, 0x02bdefb0, 0x8bb61c29, 0x82250395, 0xc332e43f, 0xc64684ca, 0x8a47bbb7 }

M24 for n = 32,t = 24:

X = {0x0760a613, 0xe090882d, 0x2ae85a8a, 0x0731d180, 0x39be5£b9, Ox1a7ab25d, 0xed0502f2, Oxcf7ee3e5,
0x0638£392, 0xcc420be2, 0x85e20ac2, 0xa437419c, Oxee81445f, 0xac43182d, 0xf6b138c3, 0x46£a8910,
0x921dab£5, 0x0807fa2d, 0xa9f0bd0d, 0x7ecbab68, 0x8eadc645, Oxdfe5ealds, 0xd54c85¢cd, 0x7411£8b0},

Y = {0x20639c59, 0xa76c4447, 0x7cb87735, 0xa9732e£0, 0x345aa9fb, 0x11588cdb, 0xe135fb88, 0xf09c93e8,
0x7ded2373, 0x79f4d7fc, Oxf4eebb8a, 0x60561c3f, 0xec6053d3, 0x592f2e78, 0x081b935e, 0xbd2920eb,
0x6531043c, 0x0a2aa330, 0xea890bf4, 0x£30ce395, 0x0dd9499a, 0x23ed0b85, 0x8dcfled2, 0x£0534819}

B.2 Diagonal Entries of M1
diag(M7z) are given by
e n=32andt=16:

(XlO,X3,X8,X117X14, LXY X141, x4 X241, X% X7, X 41, X2, X5, X + 1);

e n=232andt=24:
(XU 4+ X7+ 1, XM 4+ X5, X5 4 X5, X5 4 X%, X2 4 X%, XM 4+ X3, X0 4 X, X 4+ X,
XM 1,X°+1, X2 +X4,X5 —|—X4,X12 F XM xS X3 X124 x5 x4 X3
X5 4 X5 X 4 X0 XU 4 X7 X 41, X 4 X, X7 4+ X5, X124 X2, X 4 X,
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e n=64and t=28:
(X7 +1,X, X%, X7, X%, X2, x1 X6,

e n=064and t =12:
(X + 1’)(3’)(7’)(137)(157 17X15 + 1,X117X7X10 + 1,X127X10);
e n=128 and ¢t = 4:
(X5, X3, X°, X1,
e n=128 and t = 6:
(X87X107X37X27X117X14) )

In all cases, we chose powers of X (plus small additions) as the coefficients for efficiency
reasons.
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