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Abstract

Synchronized multi-signatures allow for non-interactive aggrega-
tion of signatures generated within the same time step. This prim-
itive is particularly well-suited for high-throughput blockchain
protocols like Ethereum, where many distributed signers must vali-
date the same block within a synchronized slot. In this work, we
present Lemur, a post-quantum synchronized multi-signature from
(module) lattices that improves upon the state-of-the-art in effi-
ciency, scalability, and flexibility. Lemur follows the blueprint of
Squirrel/Chipmunk (CCS 2022/2023) but introduces a fundamental
redesign of the foundations of the overall framework. Our revisit
of the framework is also motivated by the fact that our evaluation
of Chipmunk’s parameter sets, using the state-of-the-art lattice se-
curity estimation methods, suggests a substantially lower concrete
security level (approximately 30 bits rather than the claimed 112
bits).

First, we revisit the underlying building block of key-homomorphic
one-time signature (KOTS) and introduce a novel security reduction
based on a new lattice problem: the Dual Hint-MLWE assumption,
which may be of independent interest. We then provide a formal
reduction from the standard Module-LWE problem to Dual Hint-
MLWE, which overall enables us to base the security of Lemur on
the standard Module-LWE and Module-SIS assumptions. By shift-
ing from a statistical security argument to a computational one, our
KOTS design enjoys much better compactness and scalability.

Second, we optimize the underlying homomorphic vector com-
mitment (HVC) by transitioning from Ring-SIS to the Module-SIS
setting and extending the commitment domain from vectors to
matrices. This generalization reduces opening size and improves
aggregation efficiency.

After rectifying the parameters of Chipmunk for a fair compar-
ison, our results show that Lemur’s KOTS size achieves up to an
order of magnitude improvement over Chipmunk’s KOTS. In partic-
ular, aggregating 1 million one-time signatures requires under 8 KB.
For the total multi-signature size, Lemur demonstrates around 2X
improvement over Chipmunk. To showcase our design, we provide
a full-fledged Rust implementation. Our benchmarks demonstrate
an aggregate signature size of 380 KB for 2%° signers. Stateful sign-
ing takes roughly 4.2 ms for a Merkle tree of height 20, while batch
verification for an aggregate of 1024 signers completes in 15.0 ms
(~ 14.6 ps per signer).
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1 Introduction

Multi-signatures allow many signers to authenticate the same mes-
sage by producing a single, compact aggregated signature [21, 29].
This primitive is a key building block in distributed systems, espe-
cially in proof-of-stake blockchains such as Ethereum and Dfinity,
where large validator sets must repeatedly reach agreement on the
validity of proposed blocks. By compressing many signatures into
one short object, multi-signatures substantially reduce communica-
tion, storage, and verification costs in the consensus layer.

For such applications, non-interactive aggregation is crucial. In
a public blockchain, validators may be online at different times,
may not know the identities of others, and often communicate
only indirectly through the network. Interactive protocols [4, 8,
11, 12, 19, 20, 22] are therefore a poor fit: they require additional
rounds of communication, introduce coordination bottlenecks, and
increase latency in already time-sensitive consensus pipelines. By
contrast, non-interactive aggregation allows any untrusted aggre-
gator to collect independently generated signatures and combine
them publicly, without requiring any further coordination among
the signers themselves.

This functionality is already central to real-world blockchain de-
ployments. Today, major proof-of-stake systems such as Ethereum
and Dfinity achieve non-interactive aggregation using the BLS
signature scheme [7]. While highly compact, the security of BLS
rests on discrete-logarithm assumptions in pairing-friendly groups
and is therefore vulnerable to quantum attacks. As a result, re-
placing BLS with a post-quantum alternative that preserves public,
non-interactive aggregation has become a pressing challenge for
blockchain consensus.

Despite the practical importance of this problem, designing such
a replacement is difficult. One possible direction is hash-based cryp-
tography. However, hash-based signatures do not naturally sup-
port compact aggregation, since hash functions lack the algebraic
structure that enables compact aggregation. Existing proposals [14]
therefore achieve aggregation only by invoking succinct arguments,
such as SNARK-like proof systems, to prove knowledge of many
valid signatures. While conceptually appealing, this approach in-
troduces heavy proof machinery and substantial computational
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N (signers) Chipmunk (KB) Lemur (KB)
One-Time Sig  Multi-Sig  One-Time Sig  Multi-Sig
210 26 237 5.6 185
21 >90 >411 6.9 265
220 >110 >728 7.8 380

Table 1: Aggregated signature sizes at 128-bit security (7=20).
Chipmunk: theoretical, from their scripts. Lemur: measured
in implementation for N=2!°; Rice-encoded on the corre-
sponding cells of Table 6 for N € {215,220},

overhead, which makes it difficult to deploy in latency-sensitive
consensus settings.

A promising alternative to the hash-based approach is to build
non-interactive aggregation from lattices. In this direction, Squirrel
[18] and its successor Chipmunk [16] constructed lattice-based
non-interactive multi-signatures in the synchronized setting, where
a common message is signed at a particular time step. This setting
is particularly natural for proof-of-stake blockchains: validators
are already synchronized by the protocol, sign the same candidate
block within a common slot, and are expected to sign at most one
message per time step. Thus, synchronized multi-signatures capture
the needs of blockchain consensus well.

However, upon closer inspection, we find that Chipmunk [16]
does not achieve its claimed concrete security level. In particular,
its parameter selection relies simplified heuristic estimates of the
Ring-SIS hardness. We reevaluate these parameters using the state-
of-the-art Dilithium security estimation framework. Our analysis
suggests that they correspond to substantially lower concrete se-
curity (approximately 30-bit instead of the claimed 112-bit). This
discrepancy has important concrete implications: adjusting Chip-
munk’s parameters to meet a standard 128-bit security level in-
creases their aggregate signature size by a factor of around 2X,
significantly undermining its reported efficiency [16]. Moreover,
Chipmunk’s reliance on the Ring-SIS assumption limits its param-
eter flexibility compared to Module-SIS, further complicating the
trade-off between security and signature compactness.

Taken together, the current landscape shows that post-quantum
non-interactive aggregation is advancing rapidly, but existing ap-
proaches still leave substantial room for improvement. The central
challenge is therefore to design post-quantum synchronized multi-
signatures that achieve strong concrete security while maintaining
scalable and bandwidth-efficient for blockchain-scale systems.

1.1 Our Contributions

In this work, we present Lemur, a concretely efficient, non-interactive
lattice-based multi-signature scheme in the synchronized setting.

Lemur builds upon the non-interactive framework in Chipmunk

[16] but redesigns its underlying building blocks to overcome band-
width and scalability bottlenecks. Specifically, by shifting away from

the statistical security arguments that forced previous schemes to

use large parameters, Lemur achieves significantly smaller aggre-

gated signature sizes for large sets of signers while maintaining

security against rogue-key attacks in the random oracle model.

Lin et al.

Operation N =21 N =2 N =2%
Signing (BDS08) 4.2 ms 4.2 ms 4.2 ms
Signing (Tree-in-memory) 1.6 ms 1.6 ms 1.6 ms
Aggregation 1.16 s ~11.2s" ~ 6.0 min'
Batch verification 150ms  ~442mst  x~13.45s"
Agg. signature size 185.5KB  264.5KB¥  379.6 KB¥

TAggrega\tion values for N > 210 are linear extrapolations from the bench ~fast N = 2!3 run
(2.79s), the largest aggregation cell measured with the implemented constants; the large-N

batch-verification entries are measured with bench_verify -zero-fixture. ¥Predicted
Rice-encoded sizes on the 7 = 20 rows of Table 6; the artifact only has the N = 210 cell,

Table 2: Representative Rust implementation performance
using (r=20, N=2!°) parameter setting. All measurements
were timed on the laptop system described in Section 7.2.

Our improvements stem from two major technical contributions
regarding the underlying cryptographic primitives. First, we revisit
the key-homomorphic one-time signature (KOTS) used in Chip-
munk (arising from [6, 26]). Unlike the KOTS in Chipmunk, which
relies on a statistical security argument, our construction introduces
and relies upon a computational assumption: the Dual Hint-MLWE
assumption. To establish confidence in this new assumption, we pro-
vide a formal, rigorous reduction from the standard Module-LWE
problem to our Dual Hint-MLWE assumption. By transitioning to
a computational argument, we significantly reduce the state-of-the-
art key-homomorphic one-time signature sizes while ultimately
reducing security to the standard Module-LWE. Concretely, we can
aggregate 1 million KOTS signatures into 7.8 KB while Chipmunk
requires more than 110 KB (see Table 1).

In addition to being key-homomorphic, our KOTS design also
provides unique signatures. As shown in [10], a unique one-time
signature can be extended to a many-time verifiable random func-
tion (VRF) using a Merkle tree. Furthermore, the signing procedure
is completely linear, which facilitates masking against side-channel
attacks when needed.

Second, we extend the underlying homomorphic vector commit-
ment (HVC) scheme used to compress the KOTS public keys. We
transition the underlying hardness assumption from Ring-SIS to
Module-SIS. Furthermore, we extend the commitment domain from
vectors to matrices. This generalization allows for more compact
aggregated openings, reducing the bandwidth required to support
large signer sets without affecting correctness or aggregation suc-
cess probability.

Combined, these theoretical optimizations allow Lemur to out-
perform prior synchronized lattice-based multi-signatures [16, 18].
Our experimental results demonstrate that Lemur achieves signifi-
cantly smaller aggregate signatures while maintaining scalability in
settings involving thousands and even millions of signers. We refer
to Tables 1 and 6 for a size comparison and Table 2 for the concrete
Lemur runtimes. Since Chipmunk’s implemented parameters are at
a substantially lower security level (around 30 bits) than ours (128
bits), a direct runtime comparison would not be meaningful.

Implementation and Benchmarks. To validate Lemur’s deploy-
ability, we provide two interoperable open-source reference im-
plementations: an optimized Rust crate and a readable Python
prototype, both covering the full pipeline (KOTS, HVC, aggrega-
tion, and bit-packed encoding) and cross-validated against shared
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Figure 1: High Level Idea of Lemur / Chipmunk / Squirrel.

byte-level test vectors. Our default signer uses the BDS08 Merkle
traversal algorithm [9], replacing a multi-GB materialized tree with
a roughly 110 KB authentication-path cache against a 32-byte mas-
ter seed; this brings stateful signing to roughly 4 ms on commodity
hardware. At A = 128 and 7 = 20, batch verification of an aggre-
gated signature runs in 15ms for N = 1024, and the aggregated
signature itself is 185.5KB at N = 21° (see Table 6 for larger N). The
artifact is released at https://github.com/lemur-sig/lemur; further
implementation notes appear in Section 7.2.

Open question. Our work leaves an important open question for
future work. As discussed above, our KOTS achieves highly compact
signatures, requiring under 8 KB for 1 million signers. However, the
opening of HVC, needed for many-time signing, remains relatively
large (refer to Table 6). An interesting question here is if we can find
an alternative way to extend from one-time signing to many-time
signing via other means, for example a solution that exploits the
higher-level application layer.

1.2 Technical Overview

At a high level, Lemur follows the blueprint of Chipmunk [16]. We
first recall the common high-level framework, illustrated in Figure 1,
and then highlight the main technical improvements introduced by
Lemur.

Chipmunk Recap. In Chipmunk, signatures are aggregated only
for the same message and time step, and each signer supports at
most 27 signatures before key refresh. As shown in Figure 1, during
Setup (left), each signer generates 27 one-time key pairs and com-
mits to the vector of one-time public keys using a homomorphic
vector commitment (HVC), yielding a compact public key. To sign
a message 4 at time ¢ (middle), the signer opens the commitment
at position t and produces a one-time signature under the corre-
sponding secret key, forming an individual signature consisting of
the opening and the one-time signature. Aggregation and verifica-
tion (right) exploit the homomorphic properties of both primitives:
openings and one-time signatures are combined via sums, produc-
ing a single aggregate signature that verifies for the same message

and time step under the aggregated public key. To achieve security
against rogue-key attacks, aggregation is performed using weighted
sums, where the weights are derived from a random oracle. We
omit these weights here for simplicity.

Key-Homomorphic One-Time Signatures. Chipmunk’s KOTS
closely follows the line of work of Lyubashevsky-Micciancio [26]
and Boneh-Kim [6], and is conceptually very simple. However,
earlier unforgeability proofs rely on statistical arguments. As a
result, the parameters must be chosen so that the secret key retains
sufficiently large entropy even after revealing the public key and one
signature. Our Lemur design avoids this bottleneck by replacing
the statistical step with a computational argument via our new
computational assumption: Dual Hint-MLWE.

At a high level, Lemur’s KOTS works as follows. Each signer
samples their secret key as a short (i.e., small-norm) matrix S from a
discrete Gaussian distribution and publish T = SA (mod ¢’) as the
public key, where ¢’ a system modulus parameter. To sign a message
1, the signer first maps it to a short vector h via a random oracle, and
outputs the signature z" = h'S. Verification then consists of two
checks: a norm bound on z, and the algebraic condition z" A =h™T
(mod ¢’). This preserves homomorphism under aggregation.

The main challenge is security. Revealing a linear image of the
secret key (i.e., h"S) appears, at first glance, to leak substantial infor-
mation about S. Lemur relies on the Dual Hint-MLWE assumption
to control this leakage. Informally, this assumption states that even
given the hint (h, h™S), the MLWE instance (A, SA) is computation-
ally indistinguishable from a rerandomized instance (A, (S + U)A),
where each column of U is sampled uniformly random from the
right kernel of h™ (mod ¢’). We formally prove the unforgeability
of Lemur’s KOTS under the Dual Hint-MLWE and MSIS assumption
in Lemma 4.4.

Security of Dual Hint-MLWE. Kim et al. [24] introduced the Hint-
MLWE assumption, which states that an MLWE sample (A, As) re-
mains indistinguishable from uniform even when given a bounded
number of noisy linear hints of the form z; = ¢; - s + y;. Unfortu-
nately, this assumption is not directly applicable to Lemur’s KOTS
unforgeability proof for two reasons. First, Lemur’s KOTS reveals
noise-free linear images of the secret key, rather than perturbed
hints. Second, the secret key appears on opposite sides of the public
key and the signature computation: the public key is of the form
T = SA, while the signature reveals z' = h'S. This structural
mismatch necessitates a new assumption.

We therefore introduce the Dual Hint-MLWE problem. In this
setting, the adversary is asked to distinguish between two distri-
butions: the real sample (A, SA,h,hTS), and the “uniform” sample
(A, (S+U)A, h,hTS) where U is a mask term uniformly chosen to
stay in the right kernel of hT (mod q’). We prove that the Dual
Hint-MLWE is at least as hard as the standard MLWE by a sequence
of hybrids in Theorem 3.1. A key technical challenge in the proof
is sampling from discrete Gaussians over non-full-rank lattice, a
setting not directly covered by existing literature. We establish a
suitable sampleability lemma (Lemma 2.11) and provide a rigorous
analysis, which may be of independent interest.
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1.3 Related Works

Lattice-based Paradigm. Aardal et. al [1] and Lazer [28] demon-
strate a non-interactive method for aggregating Falcon-512 signa-
tures [32] using the LaBRADOR proof system [5], achieving an
aggregate signature size of around 73 KB for 1024 signers. Such
LaBRADOR-based systems rely on complicated SNARK machinery
and therefore are not easy to implement, while Lemur employs
easy-to-implement building blocks only. The main performance
advantage of Lemur against these LaBRADOR-based aggregation
systems is the verification time. For 1024 signers, Lemur verifica-
tion time is only 15 ms compared to roughly 400 ms via LaZer
[28]. Lemur also supports public key aggregation and our verifi-
cation time is only a couple of milliseconds (independent of the
number of signers) under an aggregated public key. Additionally,
Lemur requires a lot less RAM compared to these works where
[28] states that about 25 GB RAM is needed for aggregating 100K
signatures, compared to 110 KB in Lemur. We note that no concrete
implementation is provided in [1].

Anadel et al. [3] proposed the first lattice-based synchronized
aggregate signature scheme in the standard model, following the
framework of Squirrel [18] and Chipmunk [16]. While their con-
struction achieves a tight security reduction in the standard model,
it is restricted to the certified-key model, making it susceptible to
rogue-key attacks in more general settings. Furthermore, they do
not provide a concrete implementation or empirical performance
benchmarks to demonstrate the practical efficiency of their scheme.

Hash-Based Paradigm. Recent research into post-quantum Ethereum

has produced a family of hash-based signature schemes that rely on
the “aggregation-via-SNARK” paradigm. [14] introduces a unified
framework for generalized XMSS variants that provides a rigor-
ous security analysis in the standard model. However, they do not
provide concrete benchmarks for signature aggregation. Their es-
timates suggest that the aggregate signature size using Plonky3
ranges from 2 MB to 3 MB. [23] explores the theoretical tradeoffs be-
tween signature size and verification efficiency by mapping incom-
parable encodings into hypercube structures. LeanSig [15] serves as
bridge by instantiating the framework of [14] with the hypercube-
based encodings of [23], specifically tailored for Ethereum’s concen-
sus layer. However, LeanSig does not provide concrete performance
numbers for the aggregate signature. HAPPIER [33] focuses on
practicality and scalability, demonstrating the first implementation
of multi-level aggregation using standardized XMSS and the RISC
Zero zkVM on standard laptop hardware. However, its aggregate
signature size is still constrained by the SNARK paradigm, reaching
2.89 MB for 21¢ signatures. In summary, while these hash-based
works offer minimal security assumptions and standardized foun-
dations, they are all ultimately constrained by the bandwidth and
proving overhead of the SNARK-based aggregation required for
large committees.

2 Preliminaries

This section introduces the notations, definitions, and important
lemmas used throughout the paper. Finally, we summarize all nota-
tions used in the paper in Table 3.

Lin et al.

Notations. For n € N*, we identify Z, with the representative set
ZNn (-n/2,n/2].Let [n] ={1,2,...,n}and [n] ={0,1,...,n— 1}.
For a bit string s = (sq,...,s;) € {0,1}7, s; denotes the i-th bit and
s<i := (s1,...,5i—1) denotes the prefix of length i — 1. For i € [27],
bin; (i) € {0,1}" denotes the big-endian binary decomposition of
i. We use bold lower-case letters for column vectors (e.g., a) and
bold upper-case for matrices (e.g., A). For any n-dimensional vector
a = (ay,...,an), a; is its i-th entry and a; := (ay,...,a;-1) is its
prefix. We write a' for the transpose (treated as a row vector). For
an mXn matrix A, the entry in row i and column j is a; j for i € [m],
Jj € [n]. Let I, denote the n X n identity matrix. For two vectors
of the same length a = (ay,...,a,) and b = (by,...,b,), define
zip(a,b) = ((a1,b1),...,(an, by)). The operator vec(M) denotes
the vectorization of matrix M by stacking its columns, and vec™!(-)
denotes its inverse operation. We use [A; B] to denote the vertical
concatenation of matrices and [A | B] for horizontal concatenation.

Let d be a power of 2 and g be an integer modulus. Denote
R = Z[X]/(X? + 1) and Ry = Zq[X]/(Xd + 1). Multiplication
between elements of R and R, is performed modulo g by default.
For a polynomial f = Z;j:_ol fiX' € R, the £/ (p = 1) and £* norms
are defined as:

d-1 1/p
= i3 , o = max | f3|.
£l (ZO i ) Il o= mas

For avector f = (fi,..., fu) € R", we extend these norms as:

n 1p
lI£llp := (Z IIfillﬁ) Il = max Il fillo-
i=1

The spectral norm [|Al|; of a matrix A € R™*" is defined as the
largest singular value of the matrix o(A) € Z™*" where o(-)
maps each polynomial in R to its d X d negacyclic convolution ma-
trix. Norms over R are computed coefficient-wise using centered
representatives. Finally, we define the set of ternary polynomi-
als (coefficients in {-1,0, 1}) with weight a,, as 7,,, = {f € R :
fllo =T A NSl = e}
LemmaA 2.1. Fora,b € R, it holds that

(1) llalleo < llall2 < llall,

(2) lla+blleo < llalleo + [|B]loo,

(3) lla-bllo < llalls - [|blleo-

LEmMA 2.2 ([27, COROLLARY 1.2]). Letd >t > 1 be powers of 2
and let p = 2t + 1 (mod 4t) be a prime. Then any y € R, satisfying
0 < lyllo < % - pYt is invertible in R,.

LEmMa 2.3 ([16, LEMMA 4]). Letd, ay,, N, f € N* with d a power
of 2. Then for any x1,...,xny € R with ||x;||le < f foralli € [N],
and for any scaling factor { > 1, it holds that

N
| 2]
i=1

DEFINITION 2.1 (LABELED FULL BINARY TREE). For a deptht €
N*, we identify the nodes of a full binary tree with the set of bit strings
YV = UL,{0, 1}%. The root is the empty string ¢. For any internal node
v € {0,1}7, its left and right children are v||0 and v||1, respectively.
The set of leaves is L = {0,1}". A labeled full binary tree is defined

br [ 2(5:1\])'

Wi WN —Tay

m>§ﬂ] < 2d~exp(—
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by a function label : V — X, which assigns a value from a set X to
each node in the tree.

DEFINITION 2.2 (R-MODULE). Let (R, +, X) be a commutative ring.
We say that a set M is an R-module if (M, +) is an abelian group,
and there exists a scalar multiplication operation - such that for all
r,s € Rand x,y € M, it holds that
(1) 1gr-x =x,

2) (r+s)-x=r-x+s-x,
B)r-(x+y) =r-x+r-y,
4) (rxs)-x=r-(s-x).

2.1 Probability Distribution

For a finite set S, let x <— S denote sampling x uniformly at ran-
dom from S. More generally, for a distribution D, x < D de-
notes sampling x according to D. Let D; and D, be two distri-
butions over a countable set S. Their statistical distance is defined
as A(Dy, Dy) = 1 Sees D1 (x) = Da(x)].

Gaussian Distributions. Let ¥ € R™" be positive definite and
¢ € R™. Define the (unnormalized) elliptical Gaussian function

Peys R"™ — (0,1], Peyz(X) = exp(—;r (x-0)"Z 1 (x- c)).
Let A € R” be a lattice and let v € R". The discrete Gaussian
distribution over the coset v + A is defined by

Pz (%)
where x € v+ A and pc"/f(v +A) = Zyeven pc’\/g(y). Note

that coset sampling from D, o 5 is equivalent to sampling from

D A v VE and then adding the shift v. When ¢ = 0, we omit ¢ from

DV+A,C,‘/§(X) =

subscripts. When 3 = a?I,,, we have VX = al,,, and we may write
the distribution as Dy ¢« (0 Dp ¢, When v = 0). The scalar a > 0
is called the width parameter.

Let r, n be positive integers with 1 < r < n, and let B € R™*"
have R-rank r. We recall that A := B - Z" is called a rank r lattice
in R™ with column Z-basis B. If r = n, we say that A is a full-rank
lattice.

DEFINITION 2.3 (SMOOTHING PARAMETER [30, DEF. 3.1]). For any
lattice A C R", the smoothing parameter n.(A) is the smallests > 0
such that py/s(A* \ {0}) < &, where A" := {x € Spang (A) : Vy €
A, (x,y) € Z} is the dual lattice of A.

We now recall several standard results used in the security anal-
ysis of lattice-based schemes.

LEMMA 2.4 ([24, LEMMA 3], [31, THEOREM 3.1]). Let k € N* and
e € (0, %) such that a > \/EUS(Z). If x1,...,xx are independent
samples from Dz, q, then

k
A(Z X, DZ,%) < 2(k - 1)e.

i=1

LEMMA 2.5 ([25, LEMMA 4.4], [24, LEMMA 1]). For any a € Rsg
and z «— Dz 4, it holds that Pr [|z| > 6a] < 27192,

LEMMA 2.6 ([31, THEOREM 3.1]). LetXq,X; > 0 be positive definite
matrices, withYX = X1 + Xy > 0. Let A1, A, be lattices such that
VE| = ne(Ay) for some e € (0,1/2]. Let ¢1,¢c; € R". Consider the
following experiment:

(1) Samplexs — Dy, 1, 55+
(2) Samplee — Dy . s, 57 and setx; =xz +e.

The marginal distribution of x; is within statistical distance 8¢ of
DA1+C1,\E'

LeEmMA 2.7 ([31, LEMMA 2.4]). For any lattice A C R", ¢ € (0,1),
% > 0 such that VX > 5,(A), and anyv € R*:

1-¢
p\E(A + V) € 1_+£, 1] . p\/E(A)

LEMMA 2.8 ([30, LEMMA 4.4]). For any n-dimensional lattice A,
vector ¢ € R", and reals ¢ € (0,1), @ > n.(A), it holds that

(1-¢e)a™det(A)! < p(A) < (1 + e)a" det(A)™L.

LeEMmMA 2.9 ([30, LEmMA 3.3]). For a rank r lattice A C R"™ with
1<r<nande>0,

ne(A) < \/w () < \/w - ma bz

where A, (A) is the smallest radius of an n-dimensional ball that
contains r linearly independent vectors in A, and B = [by,...,b,] is
a basis of the lattice A.

LEMMA 2.10 ([13, LEMMA 4]). There is a probabilistic polynomial
time algorithm that, given a basis B = [by,...,b,] of a full-rank
n-dimensional lattice A, a positive definite symmetric matrix X and
c € R" returns a sample from D, _ s, assuming that

VIn(2n + 4) /7 - max ||[£7/?by|, < 1.
1

The above lemma works for full-rank lattices, while our work
needs an analogous result for general rank-r lattices in R" with
r < n. We show in the lemma below the extension to the general
rank-r case.

LEMMA 2.11 (REDUCTION TO FULL-RANK SAMPLER). Let r andn be
positive integers with 1 < r < n. Suppose there is an algorithm A that,
given as input a full-rank column Z-basis B’ = [by,...,b,] € R™"
for a full-rank lattice A’ := B’Z" C R", a vectort € R” and a param-
eters > n(r) - max; ||b;||2 (for some functionn : R +— R), outputs a
sample from the discrete Gaussian Dy s in time T(r, £(B’)), where
£(B’) denotes the bit-length of B'. Then there is an algorithm B that,
given a column Z-basis By = [bgy,...,bo,] € R™ for a rank r
lattice Ay := By - Z" € R", a vector ¢y € R" and a positive definite
symmetric matrix £o € R"™", returns a sample from Dy .. 50>
assuming that

n(r) - max |5 ?bo |l < 1, 1)
i€[r]

in time poly(£(Bo)) + T(r, £(Bo)). In particular, if A runs in polyno-
mial time, then so does B.

Proor. The algorithm B runs as follows on input the basis
By = [bo1,--.,bo,] for arank r lattice A := By - Z" € R", a vector
¢o € R" and a positive definite symmetric matrix X, € R™*":

(1) Let Sy := \/ZTO € R™Xn (1e S()S(-)r = 20)
(2) Let lattice A := Sj! - Ag with Z-basis B := S;! - By € R,
and vector ¢ := S(;l -¢o € R™,



(3) Let V := spang (B) denote the rank r vector space over R
spanned by the columns of B, and compute an orthonormal
column R-basis U € R™*" for V (e.g. U can be computed as
the normalized Gram-Schmidt Orthogonalization of B).

(4) Let ¢ :==UU ¢ € V denote the projection of ¢ onto V, and
let ¢, :=c— ¢ € V* denote the projection of ¢ onto the
orthogonal complement V* := {v, € R" : v] -V = 0} of
V.

(5) Let B” := UT - B € R™" denote a basis for the full rank

lattice A’ :=UT -ACR",lett:=UT -ceR",and s := 1.

(6) Call algorithm A on input (B, t,s) to sample y <= Dyt 1.

(7) Letx :=U-y+ c, (remark: x is distributed as Dp4c1)-

(8) Let xo := 8y - x (remark: xo is distributed as D, ., v57)-

(9) Return xq.

To analyze the output distribution of x(, we first observe that in the
call to algorithm A in line (6), the required parameter condition
s > n(r) - max; ||b}||; is satisfied. Indeed, the assumed condition (1)
and the setting s = 1 implies that s > n(r) - max;e[,] [IS5 " boill2 >
n(r)-max;e[, [[UT -85 bo ;|2 = n(r)-max; ||b; ||, as required, where
in the inequality we used the fact that the mapping v — UTvisa
projection, and hence cannot increase the norm. It follows that y is
distributed as Dp/ 4t 1.

Next, we show that x computed in line (7) is distributed as Dpc 1.

Indeed, sincey € A’ +t, A’ =U" - Aand t := UT - ¢, we have
y=U"-v+U" -cforsomev € A.Hencex :=U-y+c, =
UU" - v+ UUT - ¢+ c,. Since v € V, the projection UUT onto
V acts as the identity on v (indeed, we have v = Uw for some w

and hence UU'v = UU'Uw = Uw = v since UTU = I due to
the orthonormal columns of U). Furthermore, UUT - ¢ = c|- So we

get X = v+ ¢ + ¢, = v+ cand hence the support of xis A + c.

Furthermore, for eachX = v+ ¢ + ¢, € A+ c with v € A, we have

Pr(x =X] =Pr[Uy+c. =v+¢)+c.] 2)
=Pr[Uy =v+¢y] 3)
=Pr[y=UT~(v+c”)] 4)
=Dprygy (U - (v+ cp)) )
=a-exp(-x||UT - (v+¢)) %) (normaliz. factor @) (6)
=a-exp(-x|v+cyll?) (UT preserves norm on V) (7)
=aexp(rlic,||?) - exp (-xllv+cpll?) - exp(-zllcLl®) (8
=aexp(nllcy||®) - exp (—zllv+¢) + o) 9)
= Dpser (%), (10)

as required, where in the second last equality above we used the
orthogonality of v + ¢ and ¢, , and in the last equality, the fact that
a exp(r||cy ||?) is a normalization factor independent of v. Finally,
we show that x¢ computed in step (8) of the above algorithm is
distributed as DA0+00,\/Z7)‘ Indeed, since x = v + ¢ € A + ¢ for some

v e A, wehavexy:=Sp-(v+c) € Sp- (A+c) = Ag +co, as required.

Furthermore, for each Xy = vy + ¢y € Ag + ¢g with vy € Ay, we have

Pr[xo =Xo] =Pr[So - x =V + ¢o] (11)
:Plr[x:SEl - (Vo +¢9)] (12)
= Dpset (S5 - Xo) (13)
=a -exp (-7%y - (S0Sg) ' %) (normaliz. factor @) (14)
= DAoﬂoyﬁ (%0) (15)

as required. The time bound follows from the fact that all the linear
algebra operations run in polynomial time. O
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2.2 Linear Maps
Let k € N* and h € R*. We define the R-module and R,-module
homomorphisms as:
on:RE >R, gn(s) =hTs,

Phg qu‘ — Rg, ¢hg(s) =h"s mod q.
Their respective kernels are denoted by:

ker(gp) ={s € R* :h"s =0},

ker(¢nq) ={s € Rs :h"s =0 (mod q)}.

Let 7 : ker(¢n) — ker(¢p,q) be the natural reduction map defined
by 7(x) =x (mod q).

LEMMA 2.12 (COSET RESAMPLING). Leth € R¥. For a > 0, the
following two distributions over R* x R are identical:
(1) Dy ={(s,2) : s < Dgi 5,z =hTs}.
(2) D, = {(gs Z) 18— -Z)Rk!a,z = hTss § — -Z)ker(gah)+s,oc}'

Proor. Fix (§,2) € RKxR.Let C(2) = {x € R* : hx = £}. Note
that if § € C(2), then C(2) = ker(¢y) + $. Under Dy, Pr[(8,2)] =
Dk o(8) if h'$ = 2, and 0 otherwise. Under D,, the probability is:
_ pa(C(2)) Pa(8) Pa(8)

Pr[z=2] -Pr[§=8|z=2%] = 22(RE)  pa(C(2) ~ pal(RE)’

which is exactly Dgr ,(8) if § € C(2), and 0 otherwise. o

LEMMA 2.13. Leth € R¥. If there existsu € R such thath™u =
1, then 7 : ker(pn) — ker(gng) defined by n(x) = x mod q is
surjective.

ProoF. Let t; € ker(gpq) and let t € R be any lift such that
tmod g = t4. Since h"t =0 (mod gq), we have h™t = gr for some
r € R.Sets =t—qru. Thenh™s =h"t—g(hTu)r = gr—gr = 0. Thus
s € ker(¢y). Since s =t = t; (mod q), the map 7 is surjective. O

LEMMA 2.14. Letk € N* such thatk > 1. Leth™ = [1] (h')"] €

_ NT
Rk whereh’ € R, Then, B = ( I(h ) ) € R*(k=1) s an R-basis

k-1
forker(gn), and B4 = B mod q is an Ry-basis for ker(¢n,q).

Proor. We first prove that B is a basis of ker(¢p). Let x €
ker(¢n) C Rk be arbitrary. Partition x into x; € R and x; € RE-1,
Then h™x = 0 implies 1 - x; + (h")Tx, = 0. We can therefore write

NT
X = _(hxz x2) = Bx;. The columns of B are linearly independent
because the bottom k — 1 rows form I;_;. If Bc = 0, then I _;c = 0,
implying ¢ = 0. Thus, B is an R-basis for ker(¢p).

Second, we show that By is an R-basis for ker(¢ypq). Define
v =(1,0,...,0)7 € R¥. Since h"v = 1, Lemma 2.13 implies that
the reduction map 7 : ker(¢y) — ker(¢p,q) is surjective. Let uy €
ker(¢n,q). By the surjectivity of 7, there exists u € ker(¢p) such
that u mod g = uy. Since B spans ker(¢y), we have u = Br for
some r € R¥~!. Then uy; = Br mod g = B4(r mod q), so B spans
ker(¢n,q). Suppose Bycy = 0 mod g for ¢, € Rg_l. The last k — 1
rows of this system give Ix_;c, =0 mod ¢,socy =0 € RI‘;’I. Thus,
By, is a basis for ker(¢p,q), which is a free module of rank k —1. O



Lemur: Scalable Post-Quantum Synchronized Multi-Signatures

Symbol  Description

A security parameter

d apowerontoset’R:Z[X]/(Xd+1)

q.9 moduli for HVC and KOTS, respectively

T depth of the labelled full binary tree

N number of signers in the multi-signature

n HVC employs (21 + 1)-ary decomposition

K Kk x = [log,,,; g1 and k’ = [log,, ., q']

w dimension of an HVC commitment ¢ € R7

% message domain of the HVC is (’RZ,XV)ZT
B,A¢,A; HVCpublic parameter: B € 'R;’Xpm’ and Ag, A1 € R;JX‘“K
Pagg norm bound used by HVC strong verification
Pencode norm bound for encoded HVC openings

W, as, weight set used in HVC / KOTS with W = 7,
ay hash output in KOTS: H(p) € ‘7;‘,_;1

m,n KOTS public parameter: A € RZ}X"

k KOTS secret S € R¥*™ and public key T € ’R";,X”
a width parameter of KOTS secret

Bz norm bound for individual signature

Po norm bound for weighted sum of individual signatures
€Ecor individual correctness error for KOTS

€hom probabilistic homomorphism error (KOTS / HVC)
Y maximum number of aggregation attempts

Table 3: Symbols used in this paper.

2.3 Lattice Assumptions

DEFINITION 2.4 (MLWE ;i nk ) Let x be a distribution over
R. Sample A — RT*", S XM E — x*M. The MLWE g mn k. y
problem asks an adversary A to distinguish between the pairs (A, SA+
E) and (A,U), where U « ngxu. The advantage of A is defined as

Advg’,‘;mi)x(ﬂ) = |Pr[A(A,SA +E) = 1] - Pr[A(A,U) =1] |,

where the probability is taken over the randomness of A, S, E, U, and
the internal coins of A.

DEFINITION 2.5 (MSIS;‘,’m)n’ﬁ). Let m,n, B, q € N* such that 0 <

B < q. Then, for a given matrix A « R(’I"X", the goal of the MSIS;"’m’mﬁ
problem is to find x € R" such that Ax = 0 (mod q) and 0 <
Ixlle < B. We say that a PPT adversary ‘A has advantage € in

solving MSIS(";m np f
Pr[0 < [xllo < fAAX=0] AA) =x (mod g)] > €,
where the probability is taken over the randomness of A and the

internal coins of A.

In this paper, we also consider a variant of the MSIS assumption
in which the matrix A is of the form A = [I | A’]. We note that this
variant is as hard as the standard MSIS above.

3 Dual Hint-MLWE Problem
We start with the problem definition.

DEFINITION 3.1 (DUAL HINT-MLWE). Let q’,d, m,n, k € N* such
that k > 1 and y, C be distributions over R. Let A = [I,;A;] €
Ry for Ay — R‘(;'—")X", S « y*m andh = [1,h] € Rk

forh' « CK='. The Dual Hint-MLWE problem is to distinguish
between Dy := (A,SA, h,h"S) and D; := (A, (S+U)A,h,h"S), where

Ue R’;,X”‘ with each columnu; « ker(¢p ) sampled independently.
The advantage of a PPT adversary A is defined as:

Adv?‘ﬁi%fﬁé\”(ﬂ) = |Pr[A(Dy) = 1] - Pr[A(Dy) = 1]

If x = DR «, we denote the problem by DualHintMLWEy n i ka.C-

We prove the hardness of the Dual Hint-MLWE problem under
the MLWE assumption when y = Dg, and C = Tqy, ie., the
problem DualHintMLWEy 1.k a7,

apy”
THEOREM 3.1 (HARDNESS OF DuAL HINT-MLWE). Letq’,d, m, n,
k, ag € N* withk > 1, and let o, @, &2 € Rog. Leth’ « (T, )<

and defineh = [;0], B = ((\")7) € RF¥(E-D and 3, = o1 -

a?BBT. If a* > o |B|Z + (1 + a;ﬂw, then there
exists a reduction B such that

DualHintMLWE MLWE
Advq’,m,n,k,oc,%(H (ﬂ) = Advq’,m—n,n,k—l,ag

(B) + 8me,.
PROOF. Let Ay « RL(;”*")X", A = [I;A;] € R;’,‘X", S =
[$1,. Sl — Dygioem g and h = [LI] with b’ (75,1,
Consider the following sequence of hybrids:
e Go: Output (A,SA,h,hTS).
o Gy: For each i € [m], sample §; < Dyer(gy)+sia- Let S =
[81,...,8m] and output (A, SA,h,hTS).
e Gy: Sample U = [uy,...,u,] with u; « ker(¢pq) and
output (A, (S+U)A, h,hTS).
By definition, Gy and G, correspond to the Definition 3.1 dis-
tributions. We now establish the statistical equivalence of Gy and
G;.

LemmaA 3.1. The output distributions of Gy and G, are identical.

Proor. For each column i € [m], s; <~ Dgk ,. By Lemma 2.12,
the joint distributions (s;, h"s;) and (5;,h"s;) are identical, where
8i «— Dier(gy)+sia- Since columns are independent and h is sam-
pled identically in both hybrids, (S,h,hTS) in Gy is distributed
identically to (S, h, hS) in G;. Finally, since A is a public parameter
independent of the secrets and sampled identically in both games,
the map (S,hTS, A) — (SA,hTS, A) preserves identical distribution.
Thus, Gy = G;. ]

Let (A, T) € ‘R((Iin_n)xn X ‘R;{C_I)X" be given
MLWEy ;m-nnk-1,a, instance and A = [I;;A’]. Our reduc-
tion B works as follows.

(1) Sample S = [s1,...,8m] < Dgixm g4

(2) Fori € [m], sample r; « Dker(gah)ﬂ,-,«/fl’ relying on the

R-basis B for ker(¢y) by Lemma 3.5. Let R := [ry, ..., 1]

(3) Compute T:=BT’ +RA (mod ¢) € RZ,X".

(4) Send (A, T,h,hTS) to A and output its response.
Lemmas 3.3 and 3.4 imply that B’s output is 8mez-close to G;
if 7" = S’A for 8’ « Dg-1)xm 4, and distributed as G, if T’
is uniform. Consequently, any Dual Hint-MLWE distinguishing
advantage reduces to MLWE with at most 8me; loss. O

LEMMA 3.2. The matrix ¥y = a*I; — othBT is symmetric positive
definite, and VX = Ne, (ker(gn)).



PrOOF. Symmetry is immediate: =] = (?I;)" — aZ(BB")" =
%;. To show positive definiteness, observe that:

Amin (Z1) = a® - aglmaX(BBT) =a® - a§|IB||§ (16)
S (1+01H)1n(2d(k_173(1+1/82)) >0, (17)

making X strictly positive definite. Next, we show that VX;
Ney (ker(gn)). Recall that ker(¢p) € R¥. By Lemma 2.14, the matrix

C(WN\T
I(h ) € RF>*(k=1) js an R-basis of ker(¢y). Let n = (k—1)d
k-1
be the rank of ker(¢y). By Lemma 2.9,

e er(n) <\ VD b, )

_ ln(2n(1+1/62)). :
B A—

B =

+ ay, (19)

where b; is the column vector of B. Hence Amin(X1) > 7., (ker(¢p))?
implying VX, > 7., (ker(¢y)), which completes the proof. O

LemmaA 3.3. IfT' =S'A withS" < Dgk-1)xm 4, then the output
of B is within statistical distance 8me, of the distribution of G;.

Proor. We only need to show that T = (BS’ + R)A output by
the reduction B is within 8me, of SA output in G;.

Let X, = a?BBT and = = %; + X, = a’li. For each i € [m],
let x,; = Bs; € ker(¢n), where s} denotes the i-th column of §’.
Since s} < Dgk-1 4, We have Xp; ~ Dy, ) y57- BY Lemma 3.2,
V| = 7., (ker(¢p)). Applying Lemma 2.6 with A; = A, = ker(¢n),
¢; =58i, ¢ =0,%X; = Xp; and e = r;, and using the fact that
A1 + ¢ — X, = A; + ¢ since x; € Ay, the sum r; + x,; where
i — Dyer(py)+s;,y5; 1 Within statistical distance 8, of:

Dker(<ph)+si,\m = Dker((ph)+s,~,a~
This matches the definition of §; in G;. Summing the statistical
distance over the m columns using the independence of the columns
of S’ and R, the total statistical distance is at most 8mes. |

LEMMA 3.4. IfT « ‘R;{C_I)X", then the output of B is distributed
exactly as G,.

Proor. The reduction 8 outputs T = BT’ + RA (mod ¢’). Let
tj € er;' denote the j-th column of T for j € [n]. By definition
of matrix multiplication, the j-th column is t; = Bt} + X2; a;;r;

(mod ¢’), where t;. € R’;,‘l is the j-th column of T” and a;; are

entries of A. Recall that each r; was sampled from Dy, )45, v

Thus, we can write r; = s; + w; for some w; € ker(¢y). Substituting
this into the expression for t;:

m
tj = Bt} + Z ai,j(si + Wi) (20)
i=1
m m
= Z a; jsi + (Bt} + Z ai,jwi) (mod q’). (21)
i=1 i=1
——
(5A); uj

By Lemma 2.14, By = B mod ¢’ is a R -basis for ker(¢p 4 ). Since
t} is sampled uniformly from R’q‘,‘ 1 the term Bt} is distributed
uniformly over ker(¢y g ). For each j, the term w;. =20 ai Wi
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(mod ¢’) is an element of ker(¢yq) because each w; mod ¢’ €
ker(¢hq ). Thus, u; = Bt + w’; is uniformly distributed over
ker(¢n,q). Furthermore, since the columns t’; are independent for
each j, the columns u; are also independent. We conclude T = SA +
U (mod ¢'), where U « [ker(gpq)]™. Recall that A = [I,; Az].
Consider the Ry -linear map f : [ker(¢ng)]™ — [ker(gng)]",
with U” - U’A. For any V € [ker(gpgq)]", choosing U’ = [V |
0] yields f(U’") = V, hence f is surjective. Therefore, if U «
[ker(¢gng)]™ is uniform, then U'A « [ker(¢pq)]" is uniform.
Thus, T =SA + U'A (mod ¢’) is distributed exactly asin G,. O

LEMMA 3.5 (SAMPLEABILITY). Let ¢, k, ag € N* such thatk > 1
andleta, ay € R. Leth = [1;'] withh’ € (75,,)*"!. By Lemma 2.14,
— (—(m)T kx(k-1) : b _ 2
B = ( e, ) € R is an R-basis of A = ker(pn). If a* >

ag IBII2 + (1+ an) - w, then there exists a PPT algorithm

tosampler; «— Dy, 7 fors; € Rk,

PrRoOOF. The rank of the lattice Aisn = (k—1)d. Let L = w.
We now verify the sampleability condition. By the Rayleigh quotient

_ i IIb;112
and (17), L max; ||%] 1/zb]~||§ = L max; (bJTZI_lbj) < L% <

1, which implies efficient sampleability by Lemma 2.11. O

4 Key-Homomorphic One-Time Signature

In this section, we first provide the syntax and definition of Key-
Homomorphic One-Time Signature (KOTS) and its properties. We
then present our construction and analyze its properties.

4.1 Definition

DEFINITION 4.1 (KEY-HOMOMORPHIC ONE-TIME SIGNATURE (KOTS)
[16]). Let M be a message space and Sy be a secret key space. Let
Spi and Ssig be R-modules representing the public key and signature
spaces. A key-homomorphic one-time signature (KOTS) scheme Ilxors
over R consists of six PPT algorithms:

o pp « Setup(1*): On input a security parameter }, the setup
algorithm outputs public parameters pp.

o (osk,opk) «— KGen(pp): On input public parameters pp, the key
generation algorithm outputs a one-time signing key osk € S
and the corresponding public key opk € Spy.

e o « Sign(pp, osk, p): On input public parameters pp, a signing
key osk € Sq, and a message p € M, the signing algorithm
outputs a signature o € Sjg.

o b «— iVrfy/sVrfy/wVrfy(pp, opk, p1, 0): On input public parame-
ters pp, a verification key opk € Sy, a message p € M, and a
signature o € Ss;g, the individual/strong/weak verification algo-
rithm outputs a bit b indicating acceptance or rejection.

DEFINITION 4.2 (INDIVIDUAL CORRECTNESS). Let €cor € (0,1). We
say that Tkots is €cor-individually correct, if for all A € N* and j1 €
M, it holds that Pr |iVrfy(pp, opk, jt, &) = 1| > 1—€cor, where pp «—
Setup(1%), (osk, opk) « KGen(pp), and o < Sign(pp, osk, y1).

DEFINITION 4.3 (PROBABILISTIC HOMOMORPHISM). Let N € N*,
€hom € (0,1), and W C R. We say that kors is (N, W, €hom)-
probabilistically homomorphic, if for all A € N*, pp « Setup(1%),
i € M, and (opk;, o), € Spk X Ssig with iVrfy(pp, opk;, 1, 0;) = 1,
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_RKW'
Game EUF RK“KOTSxﬂ 1)

(1) pp < Setup(1%)

(2) Vi€ [N]: (osk;, opk;) < KGen(pp) and set Q; «— 0

@) (%4 0%, w*) — A% (pp,opky, ..., opky)

(4) Output 1 iff i* € [N] A p* ¢ Qp A w € W A
wVrfy (pp, w* - opk;«, p*, 0*) =1

Oracle Sign (i, p1)

(1) Ifi ¢ [N]or|Q;| =1 then return L
(2) SetQ; < Q; U {u}
(3) Return Sign(pp, osk;, i)

Figure 2: EUF-RK Game for a KOTS Scheme.

it holds that Pr,, —w [sVrfy(pp, SN wi-opky XN w; - ai) = 1] >
1 — €nhom-

DEFINITION 4.4 (RoBUST HOMOMORPHISM). Let Ilkots be a KOTS
scheme. We say that Ilkots is robustly homomorphic, if for all A €
N*, pp « Setup(1Y), p € M, and any opk, € Spk and oy €
Siig (b € {0,1}) satisfying sVrfy(pp, opky, 1, 0p) = 1, it holds that
wVrfy (pp, opk, — opky, 1,00 — 01) = 1.

DEFINITION 4.5 (MULTI-USER EXISTENTIAL UNFORGEABILITY UN-
DER RERANDOMIZED KEYS). Let W’ := {wy — wy : wo,w; € W A
wo # wi}. Consider the game in Figure 2. We say that Ilkots is W’ -
existentially unforgeable under rerandomized keys (EUF-RK), if for
all A € N* and PPT adversaries A, it holds that Advﬁig;':'((ﬂ) =

Pr[EUF-RKY () = 1] < negl().

Mkots

4.2 KOTS Construction

We now present our KOTS construction in Figure 3.

DEFINITION 4.6. Let q’, d, m, n, k, ag, S, o € N* whered is
apowerof2andk > 1. Leta € R. Let H : M — (T5,)* ! bea
collision-resistant hash function. We define Ilxors = (Setup, KGen,
Sign, iVrfy, sVrfy, wVrfy) as the key-homomorphic one-time signa-
ture scheme over R as in Figure 3. Its secret key space is Sy € RF*™,
public key space is Spi C R’(;,X", and its signature space is Ssig € R™.

THEOREM 4.1. LetA, t1, b2, p, ¢, d, m,n, k, B, Po, @n, dyw, N € N¥,
where t1, tp,d are powers of 2 withd > t; > 1 andd > t, > 1,
p = 2t; + 1 (mod 4ty) is prime, ¢’ = 2t, + 1 (mod 4t;) is prime,

(_}j:)mp-dm/tz <27, andk > 4. Let @, €cor, €hom. €1, €3 € R, such

that o > \/qul (Z), & 2 p\2agIn(2(k — 1)d(1 + 1/e3)) /7, B, =
6a\1+ (k= Dan, and ecoy > md - (2*162 +2(k - l)aHsl), By >

Bz - +[2a,N - ln(%). LetH: M — (‘7;H)k_l be a random oracle

with |‘7;(H|k73 > 224 Let W’ = {wy—wy | wo, w; € Ta,, Awp # w1}
If the DualHintMLWE ¢ i n k0, 75, and MSls;,n,m,Zﬁo—+2awﬁz prob-
lems are hard, and any w* € W’ is a unit in Rq/, then the construc-
tion Ilxors in Figure 3 is an €cor-individually correct, (N, Tg,,» €hom)-
probabilistically homomorphic, robustly homomorphic KOTS that is
W' -multi-user existentially unforgeable under rerandomized keys.

ProOF. We prove the theorem via Lemmas 4.1, 4.2, 4.3 and 4.4.
O

PP — Setup(1h)
(1) Ay — RUPTX
(2) returnpp =A = [I,;A;2]

b — iVrfy(pp, opk, y, o)
(1) return Vrfy(pp, opk, p1, 0, B2)

b « sVrfy(pp, opk, i1, )
(1) return Vrfy(pp, opk, 1, o, Bo)

(osk, opk) « KGen(pp)

(1) S — Dgixm , b — wVrfy(pp, opk, i1, o)
(2) T=SA (mod ¢’) € R;,X" 1)

(3) return (osk =S,opk =T)

return Vrfy(pp, opk, p1, 0, 2f5)

b « Vrfy(pp, opk, 1, 0, B)

(1) Parsepp=A,opk=Tando =z

(2) W =H(y),andh =[1;h’]

(3) if ||zl > Borz'A#h'T (mod q’),
return 0, else return 1

o « Sign(pp, osk, i)

(1) W =H(u) € (Tap)F?
(2 h=[1,h'] € R¥

(3) z' =h'S

(4) returno =z € R™

Figure 3: Our KOTS Construction ITkorts.

LEmMA 4.1. Let A, q’,d, m,n, k, ag, f, € N* where d is a power of
2 andk > 1. Let @, €cor € R and €, € (0, %) such that o > \/51751 (2),

B = 61+ (k — 1)ay, and ecor = md - (2_1"’2 +2(k- 1)aHsl). Let
H:M—> (‘7;,H)k’1 be a hash function. Then Ikots in Figure 3 is
€cor-individually correct.

ProOOF. Let pp = A « Setup(1*) and (osk, opk) = (S,T) «
KGen(pp), so that T = SA. For any y € M, the signer computesh’ =
H(y), forms h = [1,h’], and outputs ¢ =z" =hTS. The algebraic
check always holds since z"A = (h"S)A =h"T (mod ¢’).

We show that Pr[||z]|« > ;] < €cor- Fixindices (¢, i) € [m]x[d]-
Since z" = h'S, the i-th coefficient of the c-th entry z. expands
as zéi) = sl(’ic) + Zf;ll(h}sp,j,c)("). Since h} € Tqy, the coefficient
(h331+j’c) @ isa signed sum of exactly ap coefficients of 514 j .. Since
the coefficients of S are sampled independently from Dz ,, we con-
clude that zﬁi) is distributed as the sum of 1+ (k—1)ay independent
samples from Dz,,.

Since a > \/5'751 (Z), Lemma 2.4 bounds the statistical distance

between zgi) and D, T (=Tan by 2(k — 1)aye;. Furthermore,

because 5, > 6a+/1 + (k — 1)y, Lemma 2.5 ensures a sample from
this Gaussian exceeds 8, with probability at most 2712, Combining

these, Pr[|z£i) | > B.] <2712 +2(k—1)aye,. Taking a union bound
over all md coefficients in z yields Pr[||z|lo > S.] < md (271 +
2(k - 1)aH€1) < €cor, as required. m]

LEMMA 4.2. Let A, q',d, m,n, k, B, By, @, @, N € N*¥, where d
is a power of 2, k > 1, and 5, be as in Lemma 4.1. Let €pom €

(0,1) such that p, > ﬁZ,IZaWNln(%). LetH: M — (7;H)’<-1

be a hash function, and W = T,,, € R. Then orts in Figure 3 is
(N, 7., €hom) -probabilistically homomorphic.

PROOF. Let pp = A « Setup(1%), p € M, and for i € [N],
iVrfy (pp, opk;, 1, 0;) = 1. Let (opk;, 0;) = (T, z;), then for each i,
llzilloo < Bz and z] A =h™T; (mod ¢’), where h = [1, H(p)].

Sample weights wy,...,wy < W. We define the aggregated
public key opk* = T* = ¥N w,T; and the aggregated signature



e &

o* =2" = YN w;z;. By linearity,

N
(z")TA = (Z w;iz]
i=1

N
=h" (Z w,-Ti) =h"T* (mod ¢q').
i=1

N

N N
A=) wiz[A) =) wh'T) (22
i=1 i=1

(23)

Thus, the algebraic check in sVrfy(pp, opk®, p1, 0*) holds.

It remains to bound the probability that ||z*||lc > fo. Let z; =
(zi1 - - ., 2im) where each z; . € R. Since iVrfy(pp, opk;, i, 0;) =1,
we have ||z;c||c < f; foralli € [N] and ¢ € [m]. For any fixed c,
we treat the coefficients of the polynomial 3%, w;z; . as a weighted
sum. Applying Lemma 2.3 with { = f,/f,, we have:

N 2
Ps
Pr WiZic S E———
wj—W oy
i=

2a,,NB?

By applying a union bound over all m polynomial entries of the
vector z*, the probability that the signature exceeds the norm bound
B
ZawNﬁg
bound for f3,, this failure probability is at most €nom, as required. O

> Bs

< 2d exp (— ) . (29)

0o

P is at most 2md exp (— ) Substituting the assumed lower

LEMMA 4.3. LetA,q’,d,m,n,k, By, ag, N € N* whered is a power
of 2 andk > 1. Let H: M — (7,,)*"! be a hash function. Then
Ikors in Figure 3 is robustly homomorphic.

Proor. Fix A € N, pp = A « Setup(1Y), 1 € M, and let
the pairs (opk,, 0p) = (Tp,zp) for b € {0,1} satisfy the strong
verification sVrfy(pp, Tp, i1, zp) = 1. Leth’ = H(p) and h = [1,}h'].
By the definition of sVrfy, for b € {0, 1}, it holds that:

Z;A =h"T, (modq) and |zp|le < Bo- (25)
By linearity,
(zo—21)"A=2z]A-z] A (26)
=h"T,-h"T; 27)
=h"(Tp~T)) (mod q’). (28)
Furthermore,
lzo — z1lleo < l|Zolleo + lI21lleo < B + P = 2o (29)

Combining (28) and (29), it follows that wVrfy(pp, To — T1, p1, zo —
z1) = 1, as required. O

LEMMA 4.4. Let A, i1, t5,d, p,q',m,n, k, By, ag, @, N € N* and
a,e5 € R such thatd > t; > 1 andd > t; > 1 are powers of 2,
p =2t +1 (mod 4ty) is prime, ¢’ = 2t,+1 (mod 4tp) is prime, k >
4, a > p\2agIn(2(k — 3)d(1 + 1/e3)) /7, and (122 )2mp=dm/t <

1-¢&3
274 LetH: M — (’7;,17,)]“‘1 be a random oracle with |‘7,}H|k_3 > 224,
If the DualHintMLWEg: k0,7, and MS[S;:,n,m,zﬁ(,naWﬁz prob-
lems are hard, and any w* € W’ is a unit in Ry, then Ilkors is
W’ -EUF-RK secure in the ROM. Specifically, for any PPT adversary ‘A
making Qu hash queries, there exist PPT algorithms B and D such

that:

Adv%l:g—RK(ﬂ) <N(Q+ l)Z(AdvDua]HintMLWE(B)+

TS q'.m.nk.a. Toy
2

(D)) + Q—H

AdyMSIS™
| T 153

q'\nm2fs+2avwpfz

+ negl(1),

10

Lin et al.

where Q = Qg + N is the total number of distinct messages queried.

ProOF. We proceed via a sequence of games Gy, Gy, G, G3. Let
pi =Pr[G; = 1] denote the probability that the adversary wins in
Game i.

Game Gy. This is the original EUF-RK game. The challenger
generates N key pairs, answers hash queries, and provides at most
one signature per key. By definition, py = Advﬁi;};K(ﬂ).

Game G;. This game is identical to Gy, except the challenger
tracks all Oy queries made to the random oracle H. For any h(®),
partition it as [1, héi),ﬁ(l)], where E(l) has k — 2 entries. For i €

—(i) —() —(i) (i) — (i) =(D)
{12}, leth = [h; ...,k ;] and define g;° = h; /h; for
j €{2,...,k — 2}. The challenger aborts if there exists any pair of
distinct queries with outputs h") and h® such that gﬁ.z) = ;1) for
all je{2,...,k-2}.
O
Cramm 4.1. |po — p1] < T 5"

Proor. Since H is modeled as a random oracle, each query yields
an independent, uniformly random vector in ‘7;’;‘2 for the last k — 2
entries. For any fixed pair of queries, the relation g? = g! holds for a
specific j with probability at most 1/|7,,,|. The probability it holds
for entries j € {2,...,k — 2} simultaneously is at most l/|‘7;H|k‘3.
Applying a union bound over all < Q?{ pairs of queries gives the
claimed bound. Conditioned on not aborting, the game is identical
to Go. m]

Game G,. This game is identical to Gy, except that the challenger
guesses the target user iy «— [N], the hash query index j; € [Q]
corresponding to the signing query, and the index j; € [Q] corre-
sponding to the forgery. It aborts if A’s actions do not match these
guesses.

CLAIM 4.2. py > Wpl'

ProoF. There are at most N choices for the target user i*, and
at most Q + 1 possible query positions for the signing message and
the forged message. With probability 1/(N(Q + 1)2), the guesses
match the adversary’s behavior. Conditioned on a correct guess,
the simulation is perfectly identical to G;. O

Game Gs. This game is identical to G;, except that the chal-
lenger alters how the target key T is generated. It samples A, <

RTINS Dgixm o sets A = [I,; A,], and programs the

hashes hW, h(® at J1, j2. Using Lemma 4.6, it samples U with
(hMTU =0 and (h?)TU = 0, sets T = (S + U)A, and answers
the signing query with z[ = (h(")Ts.

Craim 4.3. There exists a PPT distinguisher B such that |p; —ps| =
)

ProOOF. On input a Dual Hint-MLWE challenge (7& T EB the
algorithm B sets (A, T,h(V,z;) = (A, T,h,Z) and simulates the
exact environment described in G; or Gs. If 8 receives a Case 0 Dual
Hint-MLWE challenge (T = SA), the simulated view corresponds
to G,. If it receives Case 1 challenge (T = (S + U)A), the view
corresponds to Gs. The distinguishing advantage is exactly |ps —
psl. O
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CLAIM 4.4. Assume w* isa unit in Ry . There exists a PPT MSIS
solver D such that ps < AdvMS (D) + negl(A).

q'.nm Zﬁo"’zawﬁz

Proor. Algorithm D receives an MSIS challenge A’
It initiates the G challenger by setting A = (A")T € R;’}X". It
follows the G3 procedure: sampling S, programming h h® and
sampling U from their joint kernel. If A outputs a successful forgery
(i*, 1", 2, w*), D computes x = ((z°)7 — w*(h®)TS)T. If x # 0,
then D outputs x, otherwise it aborts.

First, D’s simulation is perfect. The verification equation z] A =
(h)TT (mod ¢’) holds since (hY)TU = 0 (mod ¢’), making the
view identical to G3. Because A wins, verification passes: (z*)TA =
(h®)T(w*T) (mod ¢’) and ||z*||e < 2,. Since w* is a scalar and
(h®)TU =0 (mod ¢'), substituting T yields:

x"A = ((z)7 - w"(h®)Ts)A (30)
=h®)T(WwT) - w' (h®)TSA=0 (modq). (31)

Taking the transpose gives A’x =0 (mod ¢q’). Also,
Ixlleo < 12" lloo + lw"ll1 - (W) TSl < 2B, + 2a0fe. (32)

The remaining failure condition is x = 0. We show this happens with
negligible probability. Partition S € R¥*™ into [s];s,;S] where
€ R>¥™ and S € R*-2)*m_Correspondingly, for i E {1,2},
we partition the programmed hashes h() = [1, h(l) ] e Rk

with hgw € R and E(l) € R¥"2. The adversary’s view includes

= (S + U)A and the signature z] = (h())7S. By Lemma 4.6, U is
sampled such that it is uniform in the joint right kernels of (h(1)T
and (h®)T. Specifically, the last k — 2 rows of U are uniformly
random from 7{’;,‘ % and provide enough degrees of freedom to

T T
51’52

statistically mask S given T. Conditioned on the adversary’s view,
the probability that the forgery satisfies the zero-condition is:

Pr [x=0] (hW)TS=2] AT =(U+S)A] (33)
S—Dpkexm,
= Pr [whO?)Ts=@)T | ()TS=2] AT=(U+8)A]  (39)
S—Dpkexm g
= P )T s =(w) @) | (W)TS=2] AT = (U+S)A] (35)
S—Dpkexm g
< max Pr [(M®)Ts=y" | (W)TS=2] AT = (U +S)A] (36)
yT S=Dpkexm 4
< max Pr [(h(z))TS:y-r \ (h(l))TS:zI AV =U+S5] (7)
yT S=Dpkexm 4
<max _ Pr [(h(2> =y (H(l) )'s= ET] (38)
VT SeDp (k-2)xm 4
2m
- (“753) pdmits < g7, (39)
1- &3

In the above derivation, (35) holds since w* is a unit. In (37),
V represents the part of S leaked via T. By Lemma 4.6, the last
k — 2 rows of U are uniform and mask S, leading to (38). Applying
Lemma 4.5 with r = k — 2, we get (39) for some prime p. Thus,
with overwhelming probability, ) computes a nonzero x satis-
fying A’x = 0 (mod ¢’) and [|x|lc < 28, + 2a,,5,. Therefore,

x is a valid solution to the MSISq .2 +20t e problem. Thus,
MSIS%,

p3 < Adv @ nmeforiawhz (D) + negl(A). O

Putting Claim 4.1, Claim 4.2, Claim 4.3, Claim 4.4 together com-
pletes the proof. O

— R;’,Xm.
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LEMMA 4.5. Letr,d, m € N* such thatr > 2 and d is a power of 2.
Let p be prime such that X? + 1 factors modulo p into t, irreducible
polynomials of degree d/t; (e.g., p = 2t; + 1 (mod 4t1)). Let &3 €
(0,1) and & > p2agIn(2(r - 1)d(1 + 1/e3))/x. Fori € {1,2},
le th(l) = (l) @ € (Tay)"- Assume E;l) is invertible in

Ay by ]

Ry (which naturally holds forp = 5 and t; = 2 by Lemma 2.2).
Defineg =hy /by
(2)

6 =g g*)io

Assume there exists j* € {2,...,r} such that

(H(Z))Tu
= (0")7S fori € {1,2).

Let A := ker((pﬂ(l)) C R andAyp = {u € A; :
(mod p)}. LetS « Dgrxm o and definez;

Then for every fixed 2],
2m
— AT | = 1+e¢ _
maxPr(z, =2, |7 =2;] < = mity, (40)
2 1-¢

Proor. We first upper bound ey (Alg) to show a > 7, (Alg)
and a > 7, (A1). Observe that p - A1 C A, where A1 is gener-

ated by column basis B’ formed by placing ~h y Wy in first row and

ﬁil) along the diagonal for j > 2. Under coefficient embedding,
all columns of B’ have weight 2ay and non-zero coefficients in
{-1,1}, giving a Euclidean norm of v2ay. Since K’l has Z-rank
(r — 1)d, applying Lemma 2.9 gives ¢, (A12) < p - ey (K;) <

p\/m” 1n(2(r_l)d(1+1/53)) < a. Since Ay C Ay, we get o > Mes (Ay).

1
Fix j € [m] and write § := §; « Dgr 4,21 = (h( ))TE =

(H(z))TE. Fix 2; € R and choose any ¢; € R" with (h )Tcl = Z.
- —1
Then {z; = Z;} isequivalent to s € ¢;+A;. If the system ((h( ))TE =

=) = . . . . .
Z1, (h7)Ts = 2, (mod p)) is solvable, its solution set is a coset
612 + Aqa. Thus,

Pr[El = 21 /\Ez :22]

Pr[z; =2, |21 =21] = Pr(Z; = 2] (41)
< Pr[z; =2 A E_z = 2? (mod p)] (42)
Pr[z; = 2]
_ pa(Ciz + X12) (43)
ptx(El + Al)
A
< M (Lemma 2.7). (44)
pa(C + Ay)
Since a > 1, (Ay),
- = 1-
pa(C1+Ap) 2 Tte Pac(/\l) (Lemma 2.7) (45)
1- 2, ,(r-1)d _
> % det(A)™!  (Lemma 2.8). (46)
1+ &3
Since o > 1, (Klz), by Lemma 2.8,
Pa(Arz) < (1+e3) - " D det(Ag) ™! (47)
Combining (44), (46), (47) yields
) _
1 det(A
Pr[Z, =% | %1 = 21] < (ﬂ)  GetlAy) (48)
1-¢ det(Alz)



Define  : &, — R, by ¢/(u) = (h'"")Tu (mod p). By definition
of Az, we have ker(y) = Ajz. By the first isomorphism theorem,
det(A;)
det(xlz)
hence it s,ufﬁces to lower bound |Im(y)|. We first obser/ve that
because A; C Aj, we have [Im(¢/)| > [Im(y)’)|, where ¢’ : A} — R,
is the restriction of i to the sublattice A;. We have:

= 1/1A1/Ase| = 1/[Im(9)], (49)

()] = [{y € Ry : Ju € & st 0?)Tu = ) (50)
=|weRy werT s @) BV=y)| 6
ZHyERPZ3V€R;45LCTv=yH (52)
—Jerr], 53)

where ¢' := (H(z))TB’ = (cz,...,0r) € Ry with ¢ = ﬁil)ﬁj(-z) -

Eiz)ﬁjn = ﬁil)ziz)ém for j € {2,...,r}. Therefore, Im(y’)| is
the cardinality of the ideal 7 in R, generated by c;, ..., c,;. From

the assumption that there exists some j* € {2,...,r} such that

8U") % 0 and the invertibility of Eil)ﬁiz) in R, it follows that

¢j+ # 0 and hence 7 is a non-trivial ideal in R,. We recall that
R, is a principal ideal domain, and X? + 1 factors mod p into
irreducible factors ¢; (X) over Z, each of degree d/t;. Hence, any
non-trivial proper ideal of R, is generated by [];cs ¢:(X) for some
proper subset S C [#;]. It follows that the smallest cardinality over
all non-trivial proper ideals of R, is % and we conclude that
Im(y)| = Im(y")| = p?/1.

Then % = [A; : Ap]™! < p~¥/". Plugging this into (48)
gives the single-column bound

2
_ R R 1+¢ _
maxPr[z; =2, | z; = 21] < (—3) p d/t, (54)

27€R 1—¢&3

Finally, conditioning on Z; = £/ fixes each per-column condition
Z1,j = Z1,; and preserves independence across columns, hence

2 m
1+e¢
Pr[z, =2, |7, =%,] < ((—3) pd/“) , (55)
1- &3
and taking maximum over 2, yields the claim. O

LEMMA 4.6. Letd > t, > 1 be powers of 2 and ¢’ = 2t; + 1
(mod 4t;) be a prime. Let k, ayg € N* such that k > 4. Fix vectors
h® = [1,h;i),ﬂ(l)] € R¥ fori € {1,2}, where héi) € Tay and

H(i) € (7;,H)k’2. Assume x := hgl) - hgz) (mod ¢q’) is invertible in
Ry - Define
—hgl)xfl(E(Z) —H(l))T _ (H(l))T
By := x—l(ﬁ(z) _E(l))T
T2

e REX(K2),
q

Then the map ¢ : R’q‘,‘z — R’q‘, defined by $(v) =By v is a bijection
from RZ,‘Z onto the joint right kernel of (h")™ and (h®)T. Thus,

sampling m uniform vectors v « 7?’(;,’2 yields a matrixU € 72’(;,””
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with i.i.d. columns uniform in the joint right kernel of (h())T and
(@)

ProOOF. Write any u € Rz, as u = (uy, up, u) with uq,us € Ry
andu € R’(;,‘z. The kernel constraints (h”))Tu =0 (mod ¢’) and
(h®)Tu =0 (mod ¢') expand to

w+ bV + @Y)TE=0 (mod ¢), (56)
w+hPu+ @) TE=0 (mod ¢). (57)
Subtracting (57) from (56) gives
Y —hPyuy + @ -0?)E=0 (modg).  (58)
Therefore, solving for u, using the inverse of x:
Uy = xil(ﬁ(z) - H(l))Tﬁ (mod q'). (59)
Plugging (59) into (56) yields:
w =-hVu, - @) TE
=Dt @Y ) TE- @Y)TE (mod ¢).  (60)

Since u; and u; are uniquely determined by the free choice of u €
R";,_Z, every u such that (hY)Tu =0 (mod ¢’) and (h®)Tu =0
(mod ¢’) equals By - u.

To show that ¢ is a bijection, we observe surjectivity from the
derivation above. For injectivity, if ¢(v) = By v = 0, then looking
at the bottom block (the last k — 2 entries) gives Iy_,v = 0, which
implies v = 0. Thus, the kernel of ¢ is trivial. Consequently, a
uniform choice of v yields a uniform distribution over the joint
kernel. Independence for m columns follows immediately. O

5 Homomorphic Vector Commitment

In this section, we formally define homomorphic vector commit-
ments (HVCs) and present a concrete construction based on the
hardness of the Module-SIS problem. Our construction generalizes
and optimizes the Chipmunk HVC framework [16] in several key
dimensions. Specifically, we extend the supported commitment
domain Sy, from vectors to matrices, and transition from the
Ring-SIS assumption to the more versatile Module-SIS assumption.

In what follows, Section 5.1 provides the formal definition of
HVCs and their required security properties. In Section 5.2 and Sec-
tion 5.3, we introduce the necessary projection and encoding gad-
gets, “lifting” the original Chipmunk primitives to our matrix-based
Module-SIS setting. Section 5.4 presents our concrete construction
and formal proofs of security.

5.1 Definition

We formally define homomorphic vector commitments here.

DEFINITION 5.1 (HomomoRPHIC VECTOR COMMITMENT (HVC),
[16]). Lett,d € N* such thatd is a power of 2. Let R = Z[X] /(X% +
1). Let Sqom» Scoms Sopen be R-modules. A homomorphic vector com-
mitment scheme for domain Sqom and vectors of length 27 consists of
six PPT algorithms Iy = (Setup, Com, Open, iVrfy, sVrfy, wVrfy).
e pp < Setup(11): On input a security parameter A € N*, the setup

algorithm outputs public parameters pp.
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e ¢ — Com(pp, M): On input public parameters pp and a vector of
matrices M = {My,...,Myc} € Sdzgm’
outputs a commitment ¢ € Scom.

e op «— Open(pp,c, M, t): On input public parameters pp, a com-
mitment ¢, a committed vector 1\71, and an indext € [27], the
opening algorithm outputs a decommitment op € Sopen

o M,/ L« iVrfy/sVrfy/wVrfy(pp, ¢, t, op): On input public param-
eters pp, a commitment c, an index t, and a decommitment op,
the individual/strong/weak verification algorithm outputs either
M; € S4om or an error symbol L.

the commitment algorithm

Our HVC construction, operates over the message space Sqom =
7?5 " for p, v € N* and a prime ¢’. In contrast, Chipmunk considers

the domain Sgom = 7{2’,""“. The commitment and opening spaces

will be of the form Scom = 7?2“"” and Sopen = Rioven for a prime q
as in Chipmunk. We require a HVC to satisfy the following four
properties: individual correctness, probabilistic homomorphism,
robust homomorphism, and position binding. These properties are
formally defined below.

DEFINITION 5.2 (INDIVIDUAL CORRECTNESS, [16]). We say that
My is individually correct, if for all A € N*, M € Sj:m, t e [27],

pp « Setup(1%), ¢ « Com(pp, M), and op «— Open(pp, c, M, t) it
holds that iVrfy(pp, c, t,0p) = M;.

DEFINITION 5.3 (PROBABILISTIC HOMOMORPHISM, [16]). Let N €
N*, €hom € (0,1), and W C R. We say that Hyyc is (N, W, €nom)-
probabilistically homomorphic, if for all A € N*, t € [27], pp «
Setup(l’l), and (c; € Scom, 0p; € Sopen) whereiVrfy(pp, c;, t,0p;) =
M; #1 foralli € [N], it holds that:

N N N
sVrfy (pp, Z w;-Ci, t, Z w,--op,-) = Z wi-M;
i=1 i=1 i=1

DEFINITION 5.4 (RoBUST HOMOMORPHISM, [16]). We say that
My is robustly homomorphic, if for all A € N*, pp « Setup(1%),
t € [27], any cp € Scom and op, € Sgpen (b € {0,1}) with
sVrfy(pp, s, t, 0p;,) = My #.L, it holds that wVrfy (pp, co—c1, t, opy—
Opl) = MO - Ml'

Pr > 1= €hom-
i

wie—W

DEFINITION 5.5 (POSITION BINDING, [16]). We say that Illyc is
position binding, if for all A € N* and PPT algorithms A it holds that
Pr[My # MjA 1¢ {Mg, M;}] < negl(A), where pp « Setup(1%),
(c, t,0py,0p;) «— A(pp), and My, := wVrfy(pp,c,t,op,) forb €
{0, 1}.

5.2 Projection and Decomposition

Chipmunk constructs a homomorphic vector commitment (HVC)
using a Merkle tree, where homomorphism is achieved by replacing
the standard hash function with the Ajtai hash. This design, how-
ever, introduces an inherent technical constraint: the Ajtai hash
requires inputs to be “small”, whereas its outputs are not guar-
anteed to satisfy this property. To address this issue, Chipmunk
introduces a pair of canonical transformations: a decomposition
map, which converts an element of R, into a short vector over
R, and a corresponding projection map, which recombines such a
short vector into the original ring element. Informally, decomposi-
tion enables “large” elements to be represented in a form suitable
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for Ajtai hashing, while projection ensures consistency with the
underlying algebraic structure. In this subsection, we first recall
the projection and decomposition maps used in Chipmunk, along
with their key properties. We then extend these maps to Lemur’s
label space by applying them independently to each block of a tree
node.

Projection and Decomposition in Chipmunk. We first provide addi-
tional intuition for why projection and decomposition are necessary
in the construction of a homomorphic Merkle tree. For clarity, we
focus on the core idea and omit some technical details.

In Chipmunk, the internal node of the Merkle tree is computed
using an Ajtai hash. Concretely, given two child nodes ¢y, ¢; € Rf;d"m ,
the parent node is computed as

p=ajc;+ajc; (mod g), (61)
where a;,a; € Rf;d"m are public parameters. While this operation
preserves homomorphism, it creates a mismatch in representation:
the resulting p lies in R, whereas the Ajtai hash requires inputs to
be vectors of “small” elements over R. To enable iterative hashing
across tree levels, Chipmunk employs a balanced (25 + 1)-ary de-
composition on p, where coefficients lie in small sets {-7,...,n}.
The projection map serves as an inverse transformation and en-
sures that this transformation remains consistent with the original
algebraic value, i.e.,

proj,(p) =ajci +aj¢;  (mod g). (62)

We will see in the following that the projection map enjoys useful
homomorphic properties.

(1) Projection and Decomposition over R. Let 5,k € N*. Define
the projection map ﬁmk : R — R by ﬁmk(al, ey Oy) =
> a;i - (2n + 1)1 The corresponding decomposition map
EM : R — R is defined as Ew(a) =(ay, ..., ax), where
a=Ya-(2n+1)"! and ||la]|w < pforalll1 <i< k.

Projection and Decomposition over R,. Let n € N* and ¢
be an odd prime. Define « := [log,, ., q]. The projection map

@

ﬁq ¢ R¥ — Ry is given by ﬁq(a) = ﬁw(a) (mod gq).

The corresponding decomposition map Eq : Ry — R¥is

defined as Eq(a) = EU,K(Q/), where @’ € R is the centered
q-1

. . . . - -1
representative of a € Ry with coefficients in {—T, RN qT}

PRrRoOPOSITION 5.1. The following facts are established in Proposi-
tion 13 of Chipmunk [16].

e VYaj, a; € R* and wy, w; € R,

projy, . (Wo - @ + w1 - a1) = wo - proj, . (ao) + w1 - proj, (a1),

projq(wo ~ag+wp-ay) =wg - projq(ao) +wy - projq(al).

o YaeR, ﬁnx(ar],x(a» =a.
e Vace Rq, ﬁq(ﬁq(a)) =a.
o Vae Ry, |ldecy(a)lle < 1.

PROPOSITION 5.2 (PROPOSITION 22 OF [16]). Letq,n € N* withq
prime. Set B :=2n+ 1 and k := [logB q]. Define lattices Ag :={v €



R* | proj, .(v) = 0}. Let

-B 0 0

1 -B 0
B:=|0 1 € RIX (1) (63)

Co . -B

Then, Ag is an R-module lattice. Moreover, the columns of B =
[b1,...,bx_1] form an R-basis of Ag.

Projection and Decomposition in Lemur. We now explain why
it is necessary to extend the projection and decomposition maps
of Chipmunk. In Lemur, the binding property of the Ajtai hash
is based on the MSIS assumption, whereas Chipmunk relies on
RSIS. Concretely, given two child nodes ¢y, ¢; € ‘Rf;d"‘“, the hash
computation in Lemur takes the form

y= A]Cl + AZCZ € R;), (64)

where Ay, A; € R;) Xldom are public parameters. Thus, in contrast to
Chipmunk, where the hash output is a single element of R, element,
the output in Lemur is a vector of R®. This distinction leads to a
natural employment of the decomposition map entry-wise. Moving
forward, after decomposition, Merkle tree node labels in Lemur lie
in R“*. We may view any vector v € R“" as a concatenation of ©
blocks, i.e.,

v= (v, ..,v(“)), and v(" € R* forr € [0]. (65)

We extend the maps ﬁw,ﬁq,ﬁw,@q to this setting by
applying them independently to each block. Specifically, we define
(1) Projection and Decomposition over R. Let 1, k, @ € N*. De-
fine the projection map proj, , : R“* — R, with projmK(v) =
(ﬁm(v(l)), o ,ﬁw(v(“))), where v(") € R¥ for r € [w].
The corresponding decomposition map decy : RY — RX, is

given by dec, «(y) = (@W(yl), .. .,@,,)K(yw)).

(2) Projection and Decomposition over R;. Let n € N* and g
be an odd prime. Define « := [log,, ., g]. The projection map is
given by proj, : R% — RY, with projq(v) = (ﬁq(v(l)), e
ﬁq (v(“’))). The corresponding decomposition map is defined
asdecy : Ry — R, with decy(y) = (Eq(yl), . ,Eq(yw)).

PROPOSITION 5.3. The following facts are obtained by indepen-
dently employing Proposition 5.1 block by block.

e VYaj, a; € R and wy, w; € R,
proj, , (wo - ag + w1 - a1) = wo - proj, ;. (ao) + w1 - proj, . (a),
projq(wo ~ag +wp-a;) =wp - projq(ao) +wy - projq(al).

e Yae Ry, projq(decq(a)) =a.

e Vac R®, proj,]’,{(decq,x(a)) =a.
e Vae Ry, |ldecy(a)le < 7.

5.3 Encode/Decode Algorithms

Projection and decomposition give us canonical short representa-
tives for node labels, but they do not by themselves yield small ag-
gregatable openings: since dec, is not additive, aggregated openings
cannot be verified from sibling nodes alone without also sending
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Encodegzq (v)

(1) Setk := [logz,ﬁ,l q-‘,
(2) Parsev € R¥K asv = (v(l), .. A,v(“’>), with v() e R¥.
(3) Foreachr € [w] do:

(@ hint(") — projg (vi") e Ry

(b) Represent hint(") by hint’(") € R with coefficients in {7 qT_l ..... qT }

proj, . (v(") — hint’(")
ir) = —P 183 eR

(0) « 7
@ 80 =v() -@,,,K(mw(v“))) € R¥.

(e) Find unique D{Y), . 4,0(}(:7)1 € R such that §(") = air)bl ++ a}({C)IbK,l,
where by, ..., bjc—1 is the basis of Ag = ker(ﬁ”',{) c R*.
(4) ReturnV := (V(l) ..... V(‘“)), with () = (air),a{r) ..... a,((r_)l) forr € [w].

Decode?q (¥, hint)

(1) Setk := [logz,ﬁ,l q-‘,

(2) Parse Vv € R¥* asv = (V“) ,,,,, V((‘)>), with ¥(") € R¥. Parse hint € ‘R;’ as
hint = (hint@, .. hint(«)).
(3) Foreachr € [w] do:
(a) Represent hint(") by hint’ (") € R with coefficients in {_qTﬂ’ 360D qTﬂ .
(b) Parse v(") as (oz,fr),o:fr> ..... a” ).

© R’'™) =hint'™) 4+ 4. rz,fr> € R.

@ 80 =aVb 4 4al? bey e R

© v =decyc (b)) +8(1) e R¥.
(4) Returnv:=(v(D, .., v(®©)) ¢ gk,

Figure 4: Algorithms for encoding and decoding an element
v € R“%, which is viewed as v = (v(V, ..., v(®)), v(") € R¥,

the intermediate path labels. Chipmunk avoids this blow-up using
an additional encoding step that makes the missing path informa-
tion recoverable from a short “hint”. In this subsection, we migrate
Chipmunk’s encoding techinique to our label space R“*. The result-
ing algorithms Encodef qand Decodef 4 are applied block-wise and
allow the verifier to reconstruct each path label from its encoding
and the corresponding hint. See Figure 4 for the explicit algorithms.

LEMMA 5.1 (PROPERTIES OF Encodefq AND Decodefq, ADOPTED
FROM [16]). Let ¢, 1, v, x € N* with q prime and k := [10g2q+1(q)-"
Then the deterministic encoding and decoding algorithms defined in
Figure 4 satisfy the following properties:

)

(1) Forr € |w], coefficients (air), al(r), e
Encode,fq exist, are unique and can be found in polynomial-time.

\) as required in

(2) Foranyv € R, hint = projq(v), andv «— Encodefq(v), we
have Decodefiq (v, hint) = v.

(3) Foranyv € R“%, hint € RY, and v «— Decodefq(v, hint), we
have projq(v) = hint, and Encodefq(v) =V.

(4) For any v. € R“ and v Encodefq(v), with V.«
(V(l),...,V(”)) and v« (air),al(r),...,a,(cr_)l) € R*, we
have

lIproi« vl
—_—

q

(r)
”ai(r)“ < ”V “oo + l
b 2n 2

"], < : (66)

N =

(67)
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©

c; = decy(Ag - cjo + Ay -c‘;“) € R

sy

T Ajtai hash

@ @ Chin, (i) = decy(h;) € R“"
Ps

F——
hi=B-u e Ry
T Ajtai hash
u; = decy (v;) € R
T decompose

vi =vec(M;.) € R:f‘

4 vectorze

o
M; e R/

Figure 5: Visualization of an opening for the message M €
RS,XV at time slot t = 6 (f = bin,(t — 1) = 101). Let B ¢

R;‘)Xp VK', Ap,A; € R;’X‘*’K be the public parameters of the Ajtai
hash. The opening consists of three distinct components: (i)
the path nodes py, p2, p3 (highlighted in pink) which corre-
spond to the ancestors of the target leaf; (ii) the auxiliary
sibling nodes s;, s;, s; (highlighted in blue) required to re-
construct the root commitment c; and (iii) the decomposed
message vector us (highlighted in ) derived from the
target matrix M¢. Note that the path nodes p; depicted here
are in unencoded form; in the final Lemur HVC construction,
these are encoded as p; to minimize bandwidth.

ProoF. By definition, Encode,zi qand Decodef 4 actindependently

on each block r € [w]. For each fixed r, we can apply Lemma 23 in
Chipmunk [16] to the single-block input v(") € R* and obtain the
stated lemma. O

5.4 HVC Construction

Given the building blocks introduced in the previous two subsec-
tions, we are now ready to present our concrete HVC construction.
We begin by formally defining a labeled full binary tree.

DEFINITION 5.6 (LABELED FULL BINARY TREE). Letd,q,q’, p, v, w,
n € N* withd a power of 2 and q,q' primes. Define k := [logz,7+1 qw
and ¥’ = [logz,7+l q’]. Let M = (Mjy,...,Myr) € (Rg,xv)zr, B e

R;)XPVK', and A, A; € RY*" be fixed. We define the labeling func-

tion labelg oA, : (RZ,XV)Zr x {0,1}=7 > R9* for a labeled full
binary tree of depth T as labelg s a, (M, v) and define it as:

if ol =1,

decq(Ao labely o, 4, (M, 0]]0)+A, -labelp a, 4, (M, ]| 1)) iflo] < .

decq(B - decy (Vec(Mu)))

We treatv € {0,1}" as a big-endian integer in M,,.

Figure 5 illustrates the HVC labelling procedure. Starting at the
leaves, each matrix M; € RZ Y is vectorized as v; and decom-
posed into a small-norm representative u; = decy (v;) to resolve
the domain mismatch between Ry and R,. Leaf labels are then
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computed as ¢; = decy(Bu;) € R using the Ajtai hash matrix B.
Internal nodes are computed recursively: for child labels c;), cz1,
the parent label is ¢; = decy (Ao - €50 + A1 - ¢5j1), where Ag, A;
are public matrices. This consistent use of decomposition ensures
that Ajtai hash inputs always remain small-norm representatives,
maintaining concrete efficiency throughout the tree.

Given the definition of Labeled Full Binary Tree, we are now
ready to define our HVC construction.

DEFINITION 5.7. Let d,q,q’, ty, N, 1,7, p, v, @, Pagg € N* such
that d is a power of 2 and q,q’ are primes. We define the
homomorphic vector commitment Ilyyc = (Setup, Com, Open,
iVrfy, sVrfy, wVrfy) for domain Sqom = ‘Rs,xv, and vectors of length
27 by the algorithms given in Figure 6. Its commitments and open-
ings are from Scom = ‘R;’ and Sopen = R™ X R™ X RPV<  \where

Similar to [16], the use of the encoding algorithm (Figure 4) im-
plies that aggregated openings are not R-linear in the standard
sense. To recover homomorphic behavior, we define suitable opera-
tions under which our HVC is homomorphic.

DEFINITION 5.8 ([16]). Letd,n,q,q’, w, p,v € N* withd a power
of 2, and q,q’ primes. Let k = [logy, ., q] and k" = [log,,., q'].
Consider Ilyyc from Figure 6. Let Sopen,un C (R@%)2T % (R¥')PY be
the unencoded opening space. Let pp := (B, Ag, A;) < Setup(1%).
We call an unencoded opening op = (p1,...,Pr 51, - - -, 8¢, 0) linearly
verifying for time slot t € [27] iff the following conditions hold
(68)
(69)

B - u = proj, (pr),
projg(pj-1) =Aj, - Pj +Ajer-s; forall2<j<r,

where t = bin,(t — 1). We define S} e, un C Sopenun 10 be the subset

of all linearly verifying unencoded openings fort.

DEFINITION 5.9 ([16]). Fix pp = (B,A¢,Ay) and t € [27] with
t = bin,(t — 1). Letop = (p1,...,Pr» Si,-..,85 W) € S}

open,un*

Define ENCODE(pp, t,0p) := (Py,-.-, Py St, - - -, S, 1), with I_’j =
B

Encodew(pj).

Forop = (py»...,P; 515 - - -» 87, 1), define DECODE(pp, t, 0p) as
in Vrfy of Figure 6 but without checks: hint; := B - u € R7, and for
j={r,t—=1,...,1}, recursively computep; := Decodegq(l_)j, hint;)
and hint;_; := Aj, - Pj+Ajer - S) € RS, and finally output op =
(P1s--+»PrsS15- - -5 Spy ).

In the following, we provide a lemma that is derived from item
5 of Thoerem 25 in [16].

LEMMA 5.2. Letop = (P1,---,Prs S1s--+5Sp W) € Sépen)un, and
Py > PrS1, - - -5 87, 1) :=0p := Encodeqp (pp, t, 0p). Let ¢ € Scom
be any (possibly maliciously generated) comment and let Vrfy be as in
Figure 6. If Vrfy(pp, ¢, t, op, ) #.L for some f, then ||p;|lc < % + %

foralli € [7].
DEFINITION 5.10. Fix pp and t. Let St ., be the set of encoded

open

openings op of the formop = (p;,...,P,51,--.,Sr ). Define for
w € R andop,0p’ € Sgpen
w @ op := ENCODE(pp, t, w - DECODE(pp,t,op)),  (70)
op @ op’ := ENCODE(pp, t, 0p + op’), (71)



Setup(1%) Com(pp, M)

wxpvi!

(1) sample B «— Rq
(2) sample Ag,A; «— R(é)xmx
(3) returnpp := (B,Ag, A1) 3)

(1) po = labelg oy a, (M, )
@) c:=projg(po) € RG
return ¢

Open(pp, ¢, M, t) ivrfy (pp, ¢, t,0p)

(1) f:=bing(t—1) (1) return Vrfy(pp, c, t,0p, 1)
() forl1<j<rdo

(a) pj := label(M, f<j Il fj)

(b) pj = Encodeﬁq(pj)

(© sj:=label(M, i<; || (fj ®1))
(3) u:= decq/(vec(Mt)) e RPVE
(4) returnop = ((p;);. (s;);.u)
Vrfy(pp, ¢, £,p, )

(1) 7:=bing (¢~ 1);parseopas ((p;);, (s5);,u)
(2) if |lullco > B return L
(3) hint; < B-ue RY
4) forj=7,7-1,..., 1do
(@) pj — Decodegq(ﬁj,hintj)
(b) if [[pjlleo > Bor [sjllc > B return L

sVrfy(pp, c, t,0p)
(1) return Vrfy(pp, ¢, £,0p, Bagg)

wVrfy (pp, ¢, t,0p)
(1) return Vrfy(pp, ¢, £,0p, 2fagg)

(©) if”proj,LK(pj)H00 > % or ”ijq,k(sj)”m > return L

2n
(d) hintj_1 « Aij pj +Aije)1 'S
(5) if ¢ # hinty return L

(6) return vec’l(projqr (u)) € RPNV

q

Figure 6: Our HVC Construction ITjyc.

where op := DECODE(pp, t,0op) and op’ := DECODE(pp, t,op’)
the + and scalar multiplication on the right-hand side are taken
componentwise on the unencoded tuple (p1,..., Pz S1, - - -, Sz, W).

LEMMA 5.3 (CorRECTNESS oOF DECODE o ENCODE). For any
pp, t and any unencoded opening op = (p1,...,Pr S1, - - -» Sz, W), let
op := ENCODE(pp, t, op). Then DECODE(pp, t, 0op) = op.

Proor. By definition, DECODE computes hint; = B - u and
then iterates downward. Assume inductively that at some level j
we have hint; = projqr(pj). Since p; = Encode;fq(pj), Lemma 5.1
(Item 2) gives Decodefq(ﬁj, hint;) = p;. Then DECODE sets

hintj1 = Az, - pj + Aje1 - Sj = Projg(pj-1), (72)

where the last equality is exactly the projection identity induced
by the labeling recursion. The base case j = 7 holds because
proj,(pr) =B - u for honest leaves. Thus DECODE recovers every
p; and outputs op. O

We are now ready to show our constructed HVC satisfies all the
Definitions in subsection Section 5.1.

THEOREM 5.1. Letd, q,q’, t, N, 0,7, p, v, 0, Pagg € N* such that
d is a power of 2 and q,q" are primes. Let €pom € (0,1). Let

2d
J ry\/ 26N (In
€

hom
IfMSlS;:)’MK’%\gg and MSISZ@NK
the HVC construction yyc in Figure 6 is an individually correct,
(N, Tz, €hom) -probabilistically homomorphic, robustly homomor-

phic and position binding for domain R;’,XV and vector length 27.

+In(N - (2rwK + pvr’ + wa))) .

g problems are hard, then

Proor. The proof of the theorem follows from Lemma 5.4,
Lemma 5.5, Lemma 5.6, and Lemma 5.7 proven below. O
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LEmMA 5.4. Letd, q,q', p, v, , 1,7 € N* such thatd is a power of 2
andq, q’ are primes. Let Ry, Ry be the polynomial rings Zq[X] J(X%+
1) and Zy [X]/ (X9 + 1), respectively. Then the HVC construction
Iyvc in Figure 6 is an individually correct HVC for domain Rg,xv
and vector length 27 as per Definition 5.2.

ProOF. Let M € (‘RZ,XV)ZT, ¢ = Com(pp.M), t € [27],

and(py, ..., P, S1,--.,5,u) = Open(pp, ¢, M, t). Let £ = biny(t = 1)
be as in the definition of Open. To disambiguate, we temporarily

denote the equally named values p; appearing in both Open and
Open
J
the proof, we abuse p(?Pen to denote the computation of py in Com.
We first observe that for all j € [7] it holds in R that

Vrfy by p and pjv.rfy for j € [z]. For notational convenience in

Open

proj,(p;, (73)
=proj,(labelp a,.a, (M, <)) (74)
=proj,decq(Aq - label (M, £;1[0) + A; - label (W, £;1|1) ) (75)
=A, - label(M, .;][0) + A, - label(M,i;||1) (76)
=Aj, - label (M, i [|Ej) + A, - label (M, ijl|(F; @ 1)) (77)
=A;, ,p?Pe” + Ajg, S (78)

The first equality comes from the definition of Com and Open. The
second equality comes from label, |i;| < 7. The third equality
comes from Item 3 of Proposition 5.3. The final equality comes from
the definition of Open. Observe that for j = 1 this yields

Open

c= projq(pOOpe") =A; P, tAjer st in ‘R;). (79)
Further it holds that

proj, (pr™") = proj,(labels a, 4, (M, 7)) (80)

= projq(decq (B- decqz(vec(Mt)))) (81)

=B - decy (vec(M;)) (82)

=B-u (33)

where the first and last equalities hold by definition of Open. The
second equality holds true by Def. of label, leaf case and the second
last equality holds by Item 3 of Proposition 5.3. We argue that, on an
honestly generated opening, the verifier decodes the same vectors
p; that were used by the opener, i.e., p}/rfy = p?pen forall j € [r]. To
this end, we show the following invariant for the hints computed
by Vrfy:
(©)

(*5) hint; = proj,(p;
We prove (%;) by backward induction on j:

ey € R’; forall j € {0,1,...,7}.

e Base case (j = 7). In Vrfy the verifier sets hint; = B - u. By
Equation (80), we have projq(p?pe”) =B - u, hence (%;) holds.

o Inductive step. Fix j € {1,...,7}, we assume (*;), i.e., hint; =
projq(p?pen), and prove (xj_1), i.e, hintj_; = projq(p?flen). In
Vrfy, we have

p}lrfy = Decodefq(ﬁj, hint;) (84)
= Decode,(fq(Encodefq (p?pen), projq (p?pen)) (85)
= p]QPen, (86)
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where the first equality is satisfied by Def. of Vrfy, the second
equality is true by Def. of Open and hypothesis and last equality
comes from item 2 of Lemma 5.1. We obtain

Vrfy

hintj_1 = Az, -p; " + Aje1-Sj (87)
(€]

= Afj “P; pen 4 Afj@l - Sj (88)
. (6]

= pro.]q(pj_pfn > (89)

where the first equality is satisfied by Def. of Vrfy and the second
and third equalities are held by Equation (86) and Equation (78),
respectively. This exactly proves (%;_1). This completes the back-
ward induction and establishes () for all j. In particular, (o)
implies that on honestly generated openings the verifier obtains

Open

hinty = proj,(p,” ) = ¢ (90)

and hence the check ¢ z hinty succeeds.

It only remains to check that the norm bounds are not violated
for iVrfy, i.e. for f = n. For every j € [r], the vectors p]Qpe" and
s; are outputs of label and thus (depending on the node depth)
are obtained by applying decg to an element of R7. Similarly, u =
decy (vec(M;)) is obtained by applying decy to an element of Rs,v.
By design of decy and decy (base 25 + 1), all resulting coefficients
lie in {-7,...,n}, and therefore ||p>./rfy||oo < 1, lIsjlle £ 1, and
lulls < 5. Moreover, applying proj, , to p}hfy or s; yields the
centered representative of the decomposed element, so

="
2
Thus all checks in iVrfy(pp, ¢, t,0p) = Vrfy(pp, ¢, t,0p, n) pass, and

the algorithm outputs

||pr0j}7,x(p>/rfy)||oo’ |pr0jq,1<(sj)||m < (91)

vec_l(projq, (w) = vec_l(projq,(decq/(vec(M,)))) =M;. (92)

This proves individual correctness. O

LEMMA 5.5. Letd,q,q’, &\, N, 1,7, p, V, ©, Pagg € N* and eépom €r
(0,1) such that d is a power of 2 and q,q" are primes. Let Ry, Ry
be the polynomial rings Z, [X]/(X¢ + 1) and Zy [X]/ (x4 + 1),
respectively. Set k = [logz,ﬁl(q)] and ¥’ = flogz,?ﬂ(q’)]. If

Pagg = U\/ZaWN(In % + In(2r0x + pvr’ + Zra))), then the HVC

construction Ilyyc in Figure 6 is (N, Ty, €hom)-probabilistically ho-
momorphic for domain ‘Rg,xv and vector length 27 as per Defini-
tion 5.3.

PROOF. Letpp « Setup(1%) and fix t € [27] with { = bin,(t—1).
Let (c;, 0p;) for i € [N] be such that iVrfy(pp, c;, t,0p;) = M; #.L.
Let wy, ..., wn < 7g,, be arbitrary weights, and define

N N

= wiee eRY, 0p = () (wi0op) € Shpene (93)

i=1 i=1

For each i € [N], define

op; := DECODE(pp, t,0p;) = (pli, . p,’sl' .. .,sTi,ui) (94)

* N _ * %k * %
and op™ := 3;5; w; - op; = (P, ..., P58}, - - -, 85, U"), where

* i * i * i
Pj =) wipj, S;=) wis;, u'= ) wu'
i i i

(95)
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By Definition 5.10 and Lemma 5.3, op* = DECODE(pp, t,0p").

First, we check that the linear relations in sVrfy hold determin-
istically for the aggregated opening. Since iVrfy(pp, ¢;, t,0p;) #L
for all i € [N], the individual verification passes, satisfying the
verifier’s decoding recursion and producing hints hint;- € R7 such
that hintf) =¢j,and for all j € [7],

hint;—l = A;j p; + Afjﬂals;’
hint! =B - u’.
Define the aggregated hints as hint} := SN wie hinté. Then hinty =
>N wic; = ¢*. For every j € [r], expanding Equation (96) gives:

N

hintj_ = > wi(Az,p} + Ay,15}) (98)
i=1
N _ N _
= AZj (Z Wlpj) + AijGBl (Z WiS;») (99)
i=1 i=1
=A;P; +Aje1S) (100)
and identically for the final hint using Equation (97):
N
hint® =Zwi(B-u’) =B-u". (101)

i=1

Furthermore, for each individual signature, M; = proj,, (u’). The
aggregated message checks out as:

N N
projy (u*) = projy (Z wiui) = Z wj - projq,(ui) (102)
i=1 i=1

M

Il
—

wiM; = M*. (103)

1

Thus, all recursive algebraic checks required by sVrfy hold deter-
ministically.

Next, we bound the failure probability of the norm checks. Writ-
ing out the conditions (cf.sVrfy(pp, -, -, -) = Vrfy(pp,-, -, ﬁagg)),

P:=Pr[w1,...,wN<—7;W: 3j € [7] sit. (104)
N
2w Pl > P (105)
i=1 oo
N
v Zwi (. (106)
i=1 o
N
\Y Zw,— u > Page (107)
i=1 oo
N
. broi i Page
v ;Wz proj,.(pj)|| > o (108)
N
. i qﬂagg
v ;wi - proj, . (s}) = T] (109)
Observe that this is an || - ||-bound for a total of

Nbounds = 27wk + PVK/ + 21w



many ring elements. For each of these Nyounds ring elements, we
apply Lemma 2.3 with growth factor {’ = f.4g /1. Taking an Npounds-
fold union bound gives

2
P < Npounds - 2d - exp(— qu;giN).
By assumption, we have

B 2d
ZUZ;iN = ln(ehom
and hence P < €hom. This proves (N, 7g,,, €hom)-probabilistic ho-
momorphism. O

2d

€hom

- (2rwk + pvk’ + Znu)) = ln( ~Nb0unds),

LEMMA 5.6. Letd,q,q’, oy, N9, 7, p, v, 0, Pagg € N* such thatd
is a power of 2 and q,q’ are primes. Let Rq, Ry be the polynomial
rings Zq [X]/(X¢ +1) and Zy [X]/(X? + 1), respectively. Then the
HVC construction Ilyyc in Figure 6 is robustly homomorphic as per
Definition 5.3.

PrOOF. Let t € [27] with f := bin (¢t — 1). Let ¢, ¢; € RY and
0Py, 0p; € Spen be arbitrary such that

sVrfy(pp, co, t, 0py) = Mg and sVrfy(pp, c1,t,0p;) =M;  (110)
with Mg, M; #.L. We need to show that
wVrfy(pp, co — c1,,0p, © 0p;) = Mg — My, (111)

where © is the subtraction in Sf,pen
parse op; = (ﬁll e

op, := DECODE(pp, t,op;) = (p;, .

opposed to &. For i € {0,1},
ﬁT’ sli,...,sri,ui). Let
..,pTi,sli,...,sTi,ui). (112)
Since sVrfy(pp, ¢, t,0p;) #.1, the verifier’s decoding recursion is
satisfied and produces hints hint; € RZ such that:

(1) hintl =B -,
(2) forall j €[],

Lo B = L. i
hint;_; = Ay, - Decode,,,q(pj, hint;) +Afe1°S; (113)
= Afj . p; + Afj@l : S;. (114)
(3) hintl =¢;.
Now define
op* :=op, —op,; (115)
(ie., pj = p? - p}, sj = s(} - s}, u =1’ —ul) (116)
and
op" := ENCODE(pp, £,0p") =0p, © 0p; € Sgpen- (117)

Let ¢* := ¢y —¢; € R?, and define hints hint;‘. = hint(} - hint}. Then
for every j € [7], by linearity in R7’ we obtain

hint;_, = hint}_, — hint}_, (118)
= (A;j_ -p?- +Aj 01 52) - (A;j ~p} +Aj 01 s}) (119)
= A;, (P} — P)) + Aj 01 (s) = 5}) (120)
=Aj, - Pj +Ajje1°S) (121)

where the second equality is due to Equation (114). In particular,
hinty = ¢o — ¢;.

Moreover, Lemma 5.3 implies DECODE (pp, t,0p") = op*. Hence,
when Vrfy runs its decoding loop on input op”, it reconstructs
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p}hfy = p; for all j € [r] (and similarly sV = s; and uV = u),

and therefore all linear (mod-q) equalities checked by Vrfy hold
deterministically for (c*,0p"). Because sVrfy accepts, for each i €
{0,1} and every j € [r] we have:

“p;”oo < ﬂagg’ ”S;”oo < ﬂagga and ||ui||oo < ﬁagg’ (122)
as well as
. i Qﬁagg . i qﬁagg
||pr0J,I’K(p})||oo < 2 and ||pr0J,,,K(s;~)“Oo < T (123)
From (122) and (123), we obtain
”Pj”m < zﬁagg: “Sj”oo < Zﬁagga lu*fleo < 2ﬁagg~ (124)
. * 9Pagg . * qPagg
||pr0),7),<(pj)||oo < T and ||pr0J,7,K(sj)||oo < T (125)

Thus all checks in wVrfy(pp, ¢y — c1, t,0p, © op;) go through and
output

vec_l(projq, (u")) (126)
= vec_l(projq, (ug)) — vec_l(projq, (uy)) (127)
=M, - My, (128)
as required. O

LEMMA 5.7. Letd,q.q', @y, N, 1,7, p, v, ®, Pagg € N* and epom €
(0,1) such that d is a power of 2 and q,q" are primes. Let Ry, Ry be
the polynomial rings Z, [X]/(X? + 1) and Zy [X]/(X? + 1), respec-

tively. IfMSlS;‘” 0, 20%, Pagg and MSIS: @, pvK’, 4fagg ITE hard, then the

construction in Figure 6 is position binding of Definition Definition 5.5.

Proor. Let A be an arbitrary PPT adversary against position
binding. By the law of total probability it holds that

pp «— Setup(l’l)

Pr (C, t,o_po,O_Pl) « ﬂ(PP)
My — wVrfy(pp, c, t, 0p,)

M; « wVrfy(pp,c,t,0p,)

Mg #FM; A L¢g {M(),Ml} =

Pr[Bad/\projq(pg) = projq(pi)] +Pr[Bad/\projq(pg) * projq(pi)],
where Bad denotes the event My # M; and L¢ {My, M;}, and
ﬁb = (ﬁf’]_JTb slb,...,s,b, ub) for b € {0,1}, andp? for j € [7]
denotes the decoded value appearing in wVrfy(pp,c,t, o_pb). We
now bound the two probabilities separately.

Case 1: projq(pg) = projq(pi). Using the definition of wVrfy (in
particular, its output is vec™! (proj ¢ (u)) on acceptance), we have

Pr[Bad A projq(pg) = projq(pi)]
SPr[projq/(uO) * projq,(ul) AB-u’ =B ul AW, [l < Zﬁagg]

SPr[u0 zu' AB- (v’ -u') =0modgA |u’-ul| < 4ﬁagg]
<negl(4),

<5}

where the last inequality follows from hardness of MSIS , .
q,0,p VK’ APagg

Case 2: projq(pg) # projq(pi). We construct a PPT algorithm A
that solves MSIS®” as follows. On input a uniformly random
q.20K,4agg

matrix A € ‘R;’XZ‘“" , the algorithm A parses A as a horizontal
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concatenation A = [Ag | A;] with Ay, A; € R;’X“”‘, samples B «

R:;XPVK,, sets pp := (B, Ag, A), and runs
(c,t,0py, 0p;) < A(pp).

For b € {0,1}, let M}, := wVrfy(pp,c,t,0p,). If My = My, or Le
{My, M1}, or projq(Pg) = projq(pi), then A aborts. Otherwise, let
J* € [r] be the largest index such that

projq(pg*) * projq(p}*), (129)

which exists since proj q(pg) # proj q(pi) by assumption, and satis-
fies j* > 1 while projq(p(j).*_l) = projq(p},_l) by maximality.
Define the vector z € R*“* by

{(p?* P 89 —sh.)

0 _ 1 0 _ 1 fin =1 (130)
(5. —sju. Pl —pj) ifEr =1,

Z:=

Since projq(p;’.*il) = projq(p}.*fl) and both openings pass wVrfy,

the linear consistency check at level j* gives
(b e{0,1}).

Subtracting the two equalities and using linearity of proj, yields

projq(p}i_l) =Aj. -p}i +Aj .01 ~s;1 (131)

Ag. (pg* - p}*) +Aj o1 (s(]).* - s;.*) =0 mod q. (132)
By construction of z (swapping the two blocks depending on ;<)
this is exactly A - z = 0 (mod gq). By definition of wVrfy, both
openings satisfy ||p}’*||o<, < 2fagg and ||sjb* lloo < 2Bagg for b € {0,1}.
Hence,

llzlleo < max{|Ip% lleo, lIs% lleo} + max{[[p}. lleos lIs}- llo} ~ (133)
< 4Page. (134)

By choice of j* we have projq(p?.*) # projq(p}*), and thus p‘j),* # p;
implying z # 0.

Therefore, whenever A succeeds in event Bad A projq(pg) #
projq(pi), the reduction A outputs a nonzero z with ||z|co < 4f4ge
and A - z = 0 mod g, solving MS[S:w,waAﬁagg' Hence,

Pr[Bad A projq(pg) # projq(pi)] < negl(d). (135)

Combining the two cases, we conclude that Pr[Bad] < negl(d),
as required. O

6 Lemur: Synchronized Multi-Signatures

In this section, we describe our synchronized multi-signature
scheme, Lemur. At a high level, our construction follows the mod-
ular design patterns introduced by Squirrel [18] and Chipmunk
[16]. We utilize a Homomorphic Vector Commitment (HVC) to
commit to a signer’s collection of one-time public keys and a
Key-Homomorphic One-Time Signature (KOTS) to enable the non-
interactive aggregation of individual signatures. While the struc-
tural “blueprint” remains consistent with these prior works, the
underlying security foundations of our building blocks (particularly
for KOTS) are fundamentally different (as seen in previous sections),
leading to significant performance gains. Together, these building
blocks support synchronized signing across 27 time steps.
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6.1 Formal Definitions

We first formally define synchronized multi-signatures, following
the modular framework introduced in [16].

DEFINITION 6.1 (SYNCHRONIZED N-WISE MULTI-SIGNATURES). A
synchronized N -wise multi-signature scheme for 27 time periods is de-
fined by six PPT algorithms IIpmsic = (Setup, KGen, Sign, Aggregate,
iVrfy, aVrfy).

e pp < Setup(1%): The setup algorithm takes as input a security
parameter A € N* and outputs public parameters pp.

o (sk,pk) « KGen(pp): The key generation algorithm takes as
input public parameters pp and outputs a secret key sk and the
corresponding public key pk.

o o « Sign(pp, sk, t, p): The signing algorithm takes as input public
parameters pp, a secret key sk, a time period t € [27], and a
message y, and outputs a signature o.

® 0,5 < Aggregate(pp, P, t, 1, S): The aggregation algorithm takes
as input public parameters pp, a tuple list of public keys P, a time
periodt € [27], a message p, and a list S of signatures such that
[P| = |S| = N, and outputs an aggregated signature o,gg or an
error symbol L.

o b — iVrfy(pp, pk, t, j1, o) : The deterministic individual verification
algorithm takes as input public parameters pp, a public key pk, a
time period t € [27], a message y, and a signature o, and outputs
a bit b indicating acceptance/rejection.

o b « aVrfy(pp, P,t, i, 0agg): The deterministic aggregate verifi-
cation algorithm takes as input public parameters pp, a list P of
public keys, a time period t € [27], a message y, and a signature
Oagg> and outputs a bit b indicating acceptance/rejection.

We require that a synchronized N-wise multi-signature satisfies
the following three properties: individual correctness, aggregation
correctness, and unforgeability.

DEFINITION 6.2 (INDIVIDUAL CORRECTNESS). Let €, € [0,1).
We say that Ilysic is €cor-individually correct, if for all A € N7,
pp « Setup(1%), (sk, pk) « KGen(pp), t € [27], u € {0,1}*, and
o « Sign(pp, sk, t, u), it holds that Pr[iVrfy(pp, pk. t, p,0) = 1] >
1 - €cor-

DEFINITION 6.3 (AGGREGATION CORRECTNESS). We say thatIpsig
has correct aggregation in the presence of rogue keys and signa-
tures if for all A € N*, pp « Setup(1%), t € [27], p € {0,1}%,
P = (pky,...,pky) and S = (o1,...,0n) such that for all i €

[N] it holds that iVrfy(pp, pk;, t, i1, 05) = 1, we have Pr [aagg —
Aggregate(pp, P, t, 1, S) : aVrfy(pp, P, t, 1, Oagg) = 1] > 1-negl(A).

DEFINITION 6.4 (UNFORGEABILITY). Consider EUF, .7 (1) de-
fined in Figure 7. We say that [Iysg is unforgeable if for all A € N*
and all PPT adversaries A, it holds that Pr [EU Friysic.a(4) = 1] <
negl(A).

6.2 Lemur Construction

In this subsection, we formally describe the Lemur construction
(see Figure 8). Conceptually, the scheme is built by composing a
key-homomorphic one-time signature (KOTS) and a homomorphic
vector commitment (HVC), following the blueprint introduced in
Squirrel [18] and Chipmunk [16].



Game EUFHMS[Gvﬂ (1)

(1) pp « Setup(1%).
(2) (sk*,pk*) « KGen(pp).
(3) Initialize Q « 0 (set of queried time-message pairs).
@ (P*t* 40", ";gg) — ﬂSign(pp,sk*,,.) (pp, pk*).
(5) Output 1 iff:

(@) aVrfy(pp, P*, 1", %, 03gg) = 1,

() pk* € P,

© (" p")¢0Q,

Oracle Sign(pp, sk*, ¢, )

// Target pk is included in signer set
// Forgery was not previously queried

(1) Qs # 0, return L.
@ Q—Qu{(tLm}
(3) Return o « Sign(pp, sk*, t, p1).

//Qr ={(t',p) € Q:t' =t}

Figure 7: EUF security game for multi-signatures.

Setup(l/l) KGen(pp)
A for i € [27] do
@) ppkots < Hkors-Setup(1*) (Dpforys
2 (2)  (oski,opk;) < Tkors-KGen(ppots)
@ pprvc = Hyve-Setup(17) (3) OSK := (oskj,..., oskor)

Sign(pp, sk, ¢, 1) () ¢ < Hpyc-Com(pppyc, OPK)
(1) o’ « Ikors-Sign(ppkoTss 05k, 1) return (sk, pk) := ((OSK, OPK), )

(2) op«—Inyc.Open(ppyyc. ¢, OPK, t)
(3) return o := (o’,0p)

)
)
(3) return pp := (ppkoTs: PPHVC) (4; OPK := (opk, ..., opkyr)
)
)

Aggregate(pp, P, t, 11, 5)

(1) if |S| # N or |P| # N return L

(2) for (pk,o) € zip(P,S) do

(3) if iVrfy(pp, pk, ¢, i1, 0) =0 return L
(

(

iVrfy (pp, pk, ¢, i1, o)
(1) Parse pk = cand o = (¢, 0p)

() opk — Iyyc.iVrfy (pphyc. ¢, £, 0p)
(3) if t > 27 or opk =L return 0

4 jeo0 (4) return ITkots.iVrfy (ppkoTs, opk, 1, o)
5) do

@ je—j+1 aVrfy(pp, P, t, i, Oagg)

® (..., wN) < H(tp. P, j) (1) Parse P = (cq,..., cN) and Oagg =

’ N S
© o' — XL wi- o]

i (a’,0p, )
@ op « Xi¥, wi-op; ) (w,..., wN) < H(t, 1, P, j)
) c— N wi-c

, ) ) opk « IIyyc.sVrfy (ppyyc. ¢, ¢, op)
(7) return oagg := (0”,0p, j) ) if |P| # N or opk =L return 0

)

(

e (

and j <y (
(

(6) returnIIkoTs.sVrfy (ppkoTs. opk, i1, 6”)

Figure 8: Lemur Multi-Signature Construction.

DEFINITION 6.5 (THE LEMUR SCHEME). Letd, q,q’,n,7, N, p, v, &y,
m, n,k, ar € N* such that d is a power of 2, and q and g’ are primes.
Let TIkots be a key-homomorphic one-time signature scheme defined
in Figure 3 and Ilyyc be a homomorphic vector commitment scheme
defined in Figure 6. We define the synchronized multi-signature
scheme Lemur = (Setup, KGen, Sign, Aggregate, iVrfy, aVrfy) as
specified in Figure 8, with p =k and v = n.

THEOREM 6.1. Let A, d, ¢, N,n,k,y, 7, a,, € N¥, ecor € (0,1), and
€hom € (0,3) with d being a power of 2, ¢ being prime, and y >

A/log, (4) Let Ry =Zy [X]/(X4 +1). Let W =T, C R bea

2€hom Aw =
set such that |W| > 2% and let W’ := {wo—w1 | wo, w; € W}. LetH :
{0,1}* — W be a random oracle. Let TIxots be a key-homomorphic
one-time signature scheme with public keys in RI‘;,X” as defined in
Figure 3 and let Ilyyc be a homomorphic vector commitment for
domain ‘R’;,X" as defined in Figure 6.

IfTIkors is €cor-individually correct, (N, W, €pom) -probabilistically
homomorphic, robustly homomorphic, and W' -multi-user existen-
tially unforgeable under rerandomized keys and ¢ is individually
correct, (N, W, €nom ) -probabilistically homomorphic, robustly homo-
morphic, and position binding, then the Lemur construction from Fig-
ure 8 is an unforgeable synchronized N -wise multi-signature scheme
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that is €cor-individually correct and has correct aggregation in the
presence of rogue keys and signatures.

Proor. The theorem follows from Lemma 6.1, Lemma 6.2, and
Lemma 6.3. ]

LEMMA 6.1. Let A, d,q’,n,k,y, N, € N* with d being a power of
2, q' being prime. Let Ry = Zy [X]/ (X9 + 1). Let IIxots be a key-
homomorphic one-time signature scheme with public keys in RI(;,X",
and letIyyc be a homomorphic vector commitment for domain Rhxn,

IfTlkors is €cor-individually correct and Iyyc is individually cor-
rect, then the Lemur construction from Figure 8 is €cor-individually
correct.

PROOF. Let pp = (ppxors PPuvc) < Setup(1%), (sk,pk) =
((OSK,OPK),c) « KGen(pp), t € [27], p € {0,1}*, and 0 =
(¢’,0p) = Sign(pp, sk, t, u), where:

(136)
(137)

o’ « Hkors.Sign(ppkors, 05k, 11),
op « Huvc.Open(ppyyce, ¢ OPK, ).

Now, consider the execution of iVrfy(pp, pk, t, 1, ). The algorithm
proceeds as follows:

e HVC Verification. It computes opk < ITnyc.iVry (ppyyc. ¢ £, op).
By the individual correctness of IIyyc, for any c that is a valid
commitment to the vector OPK = (opk,...,opky,) and any
valid opening op for index ¢, the verification algorithm ITyyc.iVrfy
must return the original committed value at that position. There-
fore, we have: opk = opk,. Since t < 27 and opk = opk, #.L, the
algorithm does not return 0 at step 3.

e KOTS Verification. The algorithm finally returns the result of
Ikors.iVrfy (ppkots, opk, g, 0”). Substituting opk = opk, from
the previous step, this is equivalent to IIkors.iVrfy (ppkors, OpKy
11, 0”). By the €.or-individual correctness of Ilkors, since ¢’ was
generated using Ilkors.Sign with the secret key osk; correspond-
ing to the public key opk,, this verification algorithm returns 1
with probability > 1 — €cor.

Therefore, with probability > 1 — €, the Lemur individual verifi-

cation algorithm iVrfy returns 1. O

LEMMA 6.2. LetA, d, ¢’ ,nk,y,N, 1, o, € N* withd being a power
of 2, q' being prime. Let €hom €r (0, 3) such thaty > A/log, (ﬁ)
Let Ry = Zy [X]/(X¢+1). Let W = Ta,, € R be a set such that
|[W| > 2% and let W’ := {wg — w1 | wo, w; € W}. LetH : {0,1}* —
WN be a random oracle. Let Ilxots be a key-homomorphic one-time
signature scheme with public keys in Rg,x”, and let Iy be a homo-
morphic vector commitment for domain R<}".

If both Tkors and Iyyc are (N, W, €nom)-probabilistically ho-
momorphic, then the Lemur construction from Figure 8 has correct
aggregation in the presence of rogue keys and signatures.

Proor. Let pp = (ppkors: PPHvc)> and let (pk;, o;) be pairs such
that iVrfy(pp, pk;, t, i, 0;) = 1. By the definition of iVrfy in Figure 8,
this implies that for each i € [N], there exists a one-time public
key opk; such that:

(138)

(139)

opk; =Invc.iVrfy(ppyyes i t, op;),
Mkors.iVrfy(pprors, opk;, 1, 07) =1,
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where pk; = ¢; and 0; = (o}, 0p;). The aggregation algorithm
Aggregate performs at most y attempts to find a salt j such that the
aggregated signature (o', op, j) is accepted by aVrfy. In each itera-
tion j, the algorithm samples weights (w1, ..., wn) < H(t, y, P, j)
and computes:

N N N
o’ :Zwi~a{, op:Zwi-opi, C:ZWi-Ci. (140)
=) i=1 i=1

According to aVrfy, the signature is accepted if:

o TIyvc.sVrfy(ppyyes ¢ t,op) = opk for some opk #1. By the
(N, W, €nom)-probabilistic homomorphism of IIyc, since op;
are valid openings for ¢; at position ¢ with values opk;, then
op = X, w; - op; is a valid opening for ¢ = 3} w; - ¢; at position ¢
with value opk = )} w; - opk;, except with probability enom.

o Tlkots.sVrfy(ppkorss opk, 4, ¢”) = 1. Given that opk = }’ w;-opk;
from the step above, the (N, W, €,om)-probabilistic homomor-
phism of TIxots ensures that the linear combination of signatures
o’ =, w; - 0 is a valid signature for message y under the aggre-
gated key opk, except with probability €pom.

By a union bound, the probability that a single iteration j fails to

satisfy both conditions is at most 2€nm. Since the algorithm makes

y independent attempts (using different salts j for the random

oracle), the probability that all y attempts fail is at most (2epom )’

Since (2€pom)?” < 274, the failure probability is negligible in the

security parameter. Thus, the aggregation algorithm succeeds with

probability 1 — negl(1). ]

LEMMA 6.3. LetA,d,q’,n, k,y,N, 7, a,, € N* withd being a power
of 2, ¢’ being prime. Let Ry = Zy [X]/(X%+1). Let W =T, C R
be a set such that |W| > 2% and let W’ := {wy — wy | wo, w; € W}.
Let H : {0,1}* — WY be a random oracle. Let Txots be a key-
homomorphic one-time signature scheme with public keys in R’;,X",

and let Iyyc be a homomorphic vector commitment for domain ‘R'{;,Xn,

IfTkors is W’ -multi-user existentially unforgeable under reran-
domized keys and Ilpyc is position binding, then the Lemur construc-
tion from Figure 8 is existentially unforgeable. Specifically, for any
PPT adversary A against Lemur, there exist PPT adversaries B, and
B, such that

Adveuf

Lemur, A (/1) s Advbindi"g

EUF-RK
e, s, (A +Adv

Okors. B2 ).

Proor. The proof follows the same idea as in [16]. For com-
pleteness, we briefly sketch the proof. Suppose an adversary A
outputs a valid forgery (P*, 1", u*, 0;,,) where o;,, = (0”,0p, ).
By the winning conditions of the EUF game, the target hon-
est key pk® = ¢* must be in P*, and the pair (¢*, 4*) must not
have been queried to the signing oracle. Let (wy,...,wn) ¢«
H(t*, p*, P*, j) be the weights derived from the random oracle. We
define opk « ITxvc.sVrfy (ppyyes ¢, t*, op), where ¢ = 3, w; - ¢;. For
the forgery to be valid, aVrfy must return 1, implying opk #.L and
Ikots-sVrfy(ppkorss opk, #*, 0’) = 1. We distinguish between two
cases based on the behavior of the adversary:

Case 1: Breaking HVC Binding. In this case, the aggregated
public key opk extracted from the forgery is different from the
intended linear combination of one-time public keys. Let opk; ,« be
the t*-th one-time public key of the i-th signer. If opk # sz‘il wj -

opk; ,«, then the opening op is a valid opening for commitment c at
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position t* to a value other than the sum of the committed values.
Since the HVC is homomorphic, }’ w; - op; is a valid opening for
2 wi - opk; ,«. Providing a different valid opening op for the same
commitment c at the same position t* directly violates the position
binding property of IIjyc. We can construct $; to output these
two different openings to win the binding game.
Case 2: Breaking KOTS Security. If Case 1 does not occur, then
opk = XN, w; - opk; ;+. This means the adversary has produced
a valid signature o’ for the message p* under the aggregated key
opk, which is a random linear combination of the one-time keys.
Since (t*, y*) was never queried, the adversary has never seen a
signature for p* at time t* for the honest signer. The W’-multi-user
existential unforgeability of ITxots ensures that it is hard to forge
a signature even under a linear combination of keys (rerandom-
ized keys). Specifically, 8, can simulate the Lemur environment by
embedding its own EUF-RK challenge keys into the HVC commit-
ments. A successful forgery o’ by A then serves as a valid forgery
against the KOTS challenge.

Since A must succeed in one of these two cases to produce a
valid forgery, the advantage of A is bounded by the sum of the
advantages of B; and B,. O

7 Implementation and Benchmarks

In this section, we provide a concrete parameter setting for Lemur
and evaluate its performance across various scales of signer sets N
and time periods 27. We compare our results with Chipmunk [16].

7.1 Parameters and Security Estimates

In this subsection, we describe how Lemur’s parameters are chosen
in practice. Table 4 summarizes all constraints required by Lemur
construction. Table 5 reports the resulting public parameters, public
and secret keys, and individual and aggregated signature sizes. We
provide a parameter generation script! (The specific parameter
settings are provided in Table 8). The script is built on top of the
Chipmunk codebase, but the underlying parameter-selection logic
is different. In particular, MSIS hardness is estimated using the state-
of-the-art Dilithium security estimation framework?, and MLWE
hardness is evaluated using the lattice estimator® [2].
Optimization Goal. Our primary optimization goal is to mini-
mize the size of the aggregated signature, subject to satisfying all
constraints in Table 4. The aggregated signature consists of three
components (see also Table 5 for a summary):

(1) Path nodes. There are rwk polynomials in R with £*-norm
bounded by f,4g, and an additional Twx polynomials with norm
bounded by fencode- This contributes at most rwxd ( log(2fagg +
1) + 1og(2fencode + 1)) bits without any entropic encoding.

(2) Aggregated one-time public keys. These consist of knk’
polynomials in R with norm bounded by f.g,, contributing (at
most) knk’d log(2fgg + 1) bits without any entropic encoding.

(3) Aggregated KOTS signature. This contains m polynomials in
R with norm bounded by f,, which is (at most) md log(2f,+1)
bits without any entropic encoding.

Uhttps://github.com/lemur-sig/lemur
Zhttps://github.com/pq-crystals/security- estimates
3https://github.com/malb/lattice-estimator


https://github.com/lemur-sig/lemur
https://github.com/pq-crystals/security-estimates
https://github.com/malb/lattice-estimator

# Source Constraint
> nvV2a,wNInL
1 Lemma 5.5 Pags 2 1 w
2d ,
L= - (2twk + knk’ + 2tw)
€hom
2 Lemma 5.7 MSIquw,ngAﬁagg is hard
3 Lemma 5.7 MSISq,m,knk’Aﬁagg is hard
J
4 Lemma52  fencode < ;%rg,g + %
5 Lemma4.1l «a > \/5’7{1 (z2)
6 Lemma 4.1 Pz = 6ay1+ (k- 1)ag
7 Lemma 4.1 €cor = md - (2"62 +2(k - I)aHgl)
2md
8 Lemma4.2 fo > P 4|200,N - ln( )
€hom

9 Lemma 4.4 d>t; >1andd > t; > 1 are powers of 2

10 Lemma44 p=2f;+1 (mod 4t)

11 Lemma44 ¢ =26 +1 (mod 4ty)

12 Lemma44 k>4
a > p\2agIn(2(k - 3)d(1+ 1/e3)) /7

(1+s3 )2’" Cpdmit < g2

13 Lemma 4.4

14 Lemma 4.4

1-¢3

el > 2
Dua[HintMLWEq/’m’"’k'a’%H is hard
MSIS®, is hard

q'.nm2Bo+2avwfz

15 Lemma 4.4

16 Lemma 4.4
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Table 4: Parameter constraints of Lemur.

Contribution Size in Bits

Public Parameters
HVC: Ajtai’s hash
KOTS

Public Key
HVC commitment

(can be generated from a seed instead of the expanded sizes below)
d(wknk’ + 20%k)[log q]
d(m —n)n[logq’]

dw[logq]

Secret Key

27 KOTS keys may regenerate on the fly

Individual Signature
KOTS signature
HVC opening

dm[log(2f; +1)]
(twk + knx’)d[log(2n + 1)1

Aggregate Signature
agg. KOTS signature
agg. HVC opening
index j of attempt

dm[log(2f5 +1)]
(twk + an’)d[Iog(Zﬁagg +1)] + rwkd[log(2fencode + 1)1
[logy1

Table 5: Sizes of Lemur components without any entropic
encoding.

Parameter selection strategy. We divide the parameters into
three categories: parameters shared by KOTS and HVC, KOTS-
specific parameters, and HVC-specific parameters. Our strategy
is to fix as many global parameters as possible, and then exhaus-
tively search over the remaining degrees of freedom. We target
a security level of A = 128 bits. We begin by fixing the common
parameters: the ring dimension d = 256, the number of signers N €
{219,215 217 220} "and the Merkle-tree height © € {12, 16, 20, 24}.
For ease of illustration, we describe the parameter-selection pro-
cess for a representative setting d = 256, N = 22°, and 7 = 24 from
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Chipmunk (d = 1024) Lemur (d = 256)

T N
KOTS HVC Total KOTS HVC Total Encoded
210 26 133 159 7 151 157 126
12 25 >90 201 > 291 8 202 210 177
27 >100 263 >362 9 229 238 203
220 >110 383 >493 9 285 294 252
210 26 172 198 7 188 195 156
16 25 >90 261 > 351 8 254 262 221
217 >100 343 >442 8 289 298 254
220 >110 498 > 608 9 360 369 316
210 26 211 237 7 226 232 185
20 25 >90 321 > 411 8 307 315 265
27 >100 423 >522 9 349 358 304
220 >110 618  >728 9 435 444 380
210 26 250 276 7 263 270 215
” 25 >90 381 > 471 8 359 367 308
27 >100 503 > 602 9 409 418 355
220 >110 734 >844 9 510 519 443

Table 6: Comparison of aggregated KOTS, HVC opening, and
total aggregate signature sizes (KB) for 1 = 128 and root
Hermite factor RHF < 1.0045 - see Section 7.1 for details.
For Lemur, we first provide the theoretical worst-case size
bounds, followed by the average on-wire length of our Rice-
encoded aggregate (Encoded). The Chipmunk implementa-
tion [17] declares a Babai-style HVC-opening compression in
the paper but its EncodedPoly serializer does not implement
it.

now on. Once d and A are fixed, Constraint 19 (from Table 4) deter-
mines a,, = 23. We set the probabilistic homomorphism error to
€hom = 27 1%, which determines the number of aggregation attempts
to y = 10 via Constraint 18.

KOTS parameters. We next determine the KOTS parameters. We
set k = 4 satisfying Constraint 12. Given (k, A), Constraint 15
fixes apy = 60. We set t; = 2 and p = 5, &5 = 27%°, under which
Constraint 10 and Constraint 14 are automatically satisfied for
all valid choices of m. We set t; = 8 and ¢’ = 17 (mod 32) by
Constraint 11. Since d = 256, t; = 2, and t, = 8, Constraint 9 is
satisfied. The choice of the Gaussian width « is more subtle, as it
must simultaneously satisfy Constraints 5, 13, and 16. As discussed
later after HVC parameters, we select « = 83, which meets all three
constraints with sufficient margin. Once « is fixed, Constraint 6
determines the individual-signature norm bound f, = 6700. The
remaining KOTS parameters (m, n,q’) are chosen by enumerating
feasible ranges for m and n, and selecting NTT-friendly primes
q" such that both DualHintMLWEg 5k, 7, (Constraint 16) and
I\/\SIS:{?’n’m’2 o+ 200r e (Constraint 17) meet the target security level.
For each candidate, we compute f, using Constraint 8 and select
the parameters minimizing the aggregated KOTS signature size.
Constraint 7 is checked to ensure that the individual correctness
error is negligible.

HVC parameters. Finally, we determine the HVC parameters. To
reduce the search space, we enumerate candidate bit-lengths for q in
the range [16, 64] bits. For each candidate g, we enumerate small in-
teger values of k and w and retain those satisfying Constraints 1, 2, 3,
and 4. Among all valid candidates, we select the parameter set that
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minimizes the HVC opening size. Overall, this systematic parame-
ter selection procedure yields compact aggregated signatures while
satisfying all correctness and security constraints.

How to choose a. We convert all the three constraints we require
for o in Table 4 into explicit numerical bounds and explain how the
final value is chosen.

(1) Constraint 5: Upper bound 7., (Z) by Lemma 2.9, we obtain

a> \/% =5.77 for ¢ = 27150, Substituting m = 10 (see
Table 8), d = 256, k = 4, ayy = 60, &; = 271 into Constraint 7
gives €cor & 271%°, which is negligible.

Constraint 16: By Theorem 3.1, DualHintMLWE g 11 ko 7,
is at least as hard as MLWEy 1 _n k1,40 Provided that a? >

aZ B2+ (1+ aH)In(zd(k—17)r(1+1/sz)), where B = (71(:_’17) To
evaluate this bound concretely, we estimate ||B||, numerically
by sampling H’ according to 7, and computing the spectral
norm of B. Across 103, 104, 10°, 10° trials, the empirical distri-
bution of ||B||; follows a Gaussian distribution. We therefore
conservatively bound ||B||; by taking the empirical mean plus
12x standard deviations, capturing the tail behavior. This yields
IIB|l2 ~ 43.07. Setting ap = /277/3 and &, = 2713, chosen so
that the term 8me;, in Lemma 3.3 is negligible, and substituting
all parameters into the above inequality gives a > 76.54.
Constraint 13: Substituting the above concrete parameters, we
obtain o > 82.45.

®)

Taking the maximum over all three bounds, we set & = 83.
Substituting this value back into the Dual Hint-MLWE sampleability
condition yields a revised bound @y = 1.6, which is used in the
standard MLWE estimation for the parameter generation script.

In Table 6, we compare the aggregated KOTS, HVC opening,
and total aggregate signature sizes of Lemur against Chipmunk.
Overall, Lemur achieves substantial improvements at large scales.
In particular, for N = 2%, Lemur reduces the total aggregate sig-
nature size by nearly 2X across all values of 7. For example, when
(z, N) = (24, 22%), Lemur achieves a total size of 519 KB compared
to Chipmunk’s > 967 KB.

A key advantage of Lemur is the compactness of its aggregated
KOTS component. Across all evaluated parameters, the KOTS size
remains nearly constant as 7 and N grow, ranging only from 7-9
KB. In contrast, Chipmunk’s aggregated KOTS already exceeds
110 KB for N = 22, This yields more than an order-of-magnitude
reduction in the KOTS component.

Lemur also achieves smaller HVC openings for larger signer sets.
This improvement stems from replacing Ring-SIS with Module-SIS,
enabling the use of a significantly smaller ring dimension (d = 256
versus d = 1024 in Chipmunk) while maintaining the same target
security level.

Finally, the “Encoded” column reports the average on-wire size
after Rice encoding. The encoded sizes are consistently smaller
than the corresponding worst-case bounds, further improving the
practical communication cost of Lemur.

Revised Security and Size Estimates for Chipmunk. First, we retain
the original Chipmunk parameter generation script and use the
lattice-estimator to evaluate its resistance against the latest
lattice-based attacks. Since Chipmunk relies on three underlying
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Ring-SIS problems, we evaluate the rop (number of word opera-
tions) of each Ring-SIS instance separately under the corresponding
parameter set, and then identify the minimum security level among
the three. This yields an estimated security level of only 23-30 bits.

Second, to determine Chipmunk’s actual theoretical signature
size, we employ another state-of-the-art framework previously
used to estimate Dilithium’s security*. We again emphasize that
we do not modify the internal logic of the original script; instead,
we replace its insecure Ring-SIS hardness estimation component
with the latest framework. Notably, we had to increase the ring
dimension from the original 512 to 1024 in order to obtain a feasible
parameter set. However, supporting larger values of N requires re-
laxing the target root Hermite factor. As shown in Table 6, feasible
parameters could not be found for d = 1024 with RHF < 1.0045.
For these cases, we relax the KOTS requirements: (N, RHFgots) €
{(2%%,1.00464), (217, 1.0048), (22°,1.00501) }. In these cases, we ob-
tain only lower bounds on the aggregate signature size. Lemur uses
the fixed d = 256, k = 4 parameter set and maintains RHF < 1.0045
throughout. Our revised scripts for Chipmunk are included in the
artifact.

7.2 Implementation Notes

The main advantage of Lemur over non-aggregated signatures
is the smaller signature size. However, its resource utilization is
also remarkably modest. The implementations and more complete
benchmarks are available at https://github.com/lemur-sig/lemur.

Two Interoperable Implementations. We provide two independent,
fully interoperable open-source reference implementations: an op-
timized Rust crate and a readable Python prototype. Both cover
the full pipeline (KOTS, HVC, aggregation, encoding) and are cross-
validated against shared byte-level test vectors, so the specification
admits a single concrete realization.

The Rust artifact combines a Montgomery-domain NTT for
the HVC ring with a CRT-via-auxiliary-primes backend for the
KOTS ring (whose modulus ¢’ = 17 (mod 32) is not natively NTT-
friendly), a discrete-Gaussian CDT sampler whose precision and
tailcut are pinned by a Rényi-divergence analysis at A = 128, and
three interchangeable signing paths—seed-only, BDS08 cache [9],
and an optional in-memory materialized tree—that produce byte-
identical signatures.

Signer State Optimization. The main deployment challenge is
signer state: a naively materialized HVC tree at 7 = 20 occupies
many GB of RAM, and r is limited by available RAM (as in the
Chipmunk reference implementation). Our default signer instead
uses the BDS08 Merkle traversal algorithm [9], which maintains
an amortized-O(7) authentication-path cache of ~ 110 KB against
the same 32-byte master seed. This brings signing below 10 ms
on commodity hardware after a one-time offline key generation,
without carrying a multi-GB tree on disk or in RAM. With the entire
tree in RAM, consecutive signatures can be generated in 1.6 ms. We
consider the use of BDS08 as a significant practical contribution.
Signature verification times are close to those of ML-DSA and
Falcon at the same security level.

“We do not use the lattice estimator here because we did not find an easy way to
extract the root Hermite factor.
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A materialized tree rebuilt from the seed on demand remains
available for callers that prefer sub-millisecond signing; the three
signing paths (seed-only, BDS cache, materialized tree) all produce
byte-identical signatures.

Serialization Optimizations. Each polynomial in the aggregated
signature is bit-packed independently: the aggregated KOTS signa-
ture uses a fixed-width encoding tuned to the CLT-predicted stan-
dard deviation of z, and the HVC opening uses Golomb-Rice coding
for components whose folded-Gaussian model yields a shorter av-
erage code than the fixed-width alternative. On the implemented
(r=20, N=210) parameter setting, the encoder brings the aggregate
size from the 232 KB bound (Table 6) down to 185.5 KB; the same
encoder yields = 15% savings on the larger-N cells (e.g. 379.6 KB
vs. 444KB at N = 2%0),

Multi-thread Optimization. The Rust crate parallelizes every data-
parallel path with rayon. HVC key generation and the initial BDS08-
cache build run as a divide-and-conquer recursion over the 27 leaves,
each leaf being an independent KOTS key derivation followed by a
hash up the subtree; the optional in-memory tree fills each level in
parallel chunks. Aggregation parallelizes the per-signer weighted
sums of the KOTS aggregate z, the HVC commitment, and the
opening. Aggregate verification likewise parallelizes the public-key
aggregation )}; wjc; over signers, and individual pre-verification
iVrfy (the rogue-key check on each partial signature before ag-
gregation) runs each signer’s check on its own rayon task. The
remaining serial work is the inner cryptographic core: one KOTS
sign, one Babai re-encode, and the final NTT-based bound and
equality checks on a single aggregated object.

Arithmetic Techniques. Public matrices and secret rows are in-
dependently derivable from counter-mode sub-seeds with explicit
domain-separation labels. The KOTS keygen loops are sequential
inside one key; the artifact exploits this independence at the leaf,
tree, and aggregation levels.

The HVC modulus q ~ 2*2 satisfies ¢ = 1 (mod 2d) and uses a
Montgomery-domain NTT, with public matrices pre-transformed
once at setup and reused across key generation, signing, and veri-
fication. NTT butterflies and reductions use a branch-free signed-
mask idiom (no external constant-time crate); the u32 backend can
be auto-vectorized on AVX2 / NEON, while the shipped u64 path
remains straight-line constant-time scalar on typical 64-bit targets.

The KOTS modulus ¢ = 17 (mod 32) is not natively NTT-
friendly, so KOTS multiplications route through a CRT backend
over two pseudo-Mersenne primes

p1 = 2% — 16383 = 281,474,976,694,273 and
P2 = 2% — 19967 = 281,474,976,690,689.

Both satisfy p; =1 (mod 512), supporting native length-d NTT at
d € {128, 256}; their product p;p; = 2% leaves wide headroom for
centered CRT reconstruction. Each (96 — 48)-bit modular reduction
is two 48-bit folds via the Mersenne-style identity x mod p; =
(hi - ¢; + lo) mod p; for x = hi- 2" + 1o and ¢; € {16383,19967},
followed by a conditional subtract.

For aggregation, the HVC opening accumulator };; w; - op; runs
unconditionally in the NTT domain of the shipped u64 HVC back-
end, paying a single inverse transform per output polynomial rather
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than one per signer. The KOTS aggregate }; w; - z; takes the analo-
gous path in the CRT-NTT domain over the two auxiliary primes,
then performs the inverse transforms and CRT-combines into the ex-
act centred signed-integer coefficient sum (skipping the final reduc-
tion modulo q’). The CRT exactness bound N-d-((q'—1)/2)% < P/2
(where P = pip; = 2°°) holds with vast margin at every realistic
N: for D256_K4 it permits N up to ~ 5- 108, so the fast in-CRT-
NTT path covers the paper’s full N € {210,213,215 217 220} range
without falling back to per-signer scaling.

The discrete-Gaussian CDT sampler consumes one 32-bit word
per coefficient: the least significant bit is the sign, and the re-
maining 31 bits supply the CDT comparison. The analytical min-
imum precision prec_re = 28 and tailcut tc_re = 5 are com-
puted by parameter/Lemur-DGS-Prec_TailCut.py from a Rényi-
divergence analysis at A = 128 over Qps = kmd = 9,216 base-
sampler queries per KOTS keygen (the 27 slot dimension is absorbed
by the EUF-RK reduction rather than multiplied into Qys). The byte-
aligned implementation ships cdt_bits = 32 and tailcut = 5,
retaining a 3-bit comparison margin over the analytical minimum.
XOF reads are batched per polynomial to amortize per-call over-
head.

Benchmarking notes. All benchmarks were obtained with rustc
version 1.96.0 running on a laptop system with AMD Ryzen AI 9
HX 370 CPU (12 cores with 2-way SMT; 24 threads), 32GB RAM,
and Debian forky / Linux 7.0.9 operating system. The CPU has
dynamic clock frequency topped at 5.1 GHz.

Table 7 offers timings for each sub-step of lemur_aggregate and
lemur_avrfy in isolation on the implemented (7=20, d=256, k=4)
profile, measured by the artifact’s bench_aggregate binary on the
same hardware as Table 2.

At N = 2!° the HVC opening aggregator dominates aggregation
at 80% of the wall-clock total; at N = 2'* the per-signer pre-verify
and HVC opening aggregation are roughly equal, both linear in N.
As a sidenote, the Chipmunk implementation [17] does not actually
implement the pre-verify step, even though the pseudocode in [16]
includes it, and it is required for the security claims of both schemes.

Batch verification is dominated by the public-key serialization
and SHAKE128-based randomizer derivation, both also linear in N.
We report N = 2!% as the largest cell that runs cleanly against the
same implementation constants as the declared D256_K4 cell at
N = 21° (the paper’s N € {2'%,2!7,22°} rows use distinct parame-
ter cells with larger k, m, ©, 1], Bagg). In Table 2, the large-N aggre-
gation entries are linearly extrapolated from the bench -fast
N = 21 run, while the large-N batch-verification entries are
measured with bench_verify -zero-fixture. The end-to-end
totals here (2.80 s aggregation, 114.0 ms batch verify) are indepen-
dent bench_aggregate measurements, consistent with the bench
—-fast anchor (2.79 s aggregation, 111.2 ms batch verify) to within
~ 1% and ~ 3%, respectively.

Acknowledgments

We thank Thomas Espitau for sharing ideas about an initial version
of Lemma 2.11. This work is partly supported by an Ethereum Foun-
dation grant, and Australian Research Council Discovery Grants
DP250100229 and DP260100245.



Lemur: Scalable Post-Quantum Synchronized Multi-Signatures

Step N=2 N=28

Aggregation lemur_aggregate:
Individual pre-verify (XN, rayon) 177.6 ms 1.31s
PK serialization (concat_pk_bytes) 6.2ms 59.9ms
Randomizer derivation (SHAKE128) 5.4 ms 43.6 ms
KOTS aggregate ); w;z; 9.8 ms 64.1ms
HVC opening aggregate >,; w; - op; ~ 937.7ms 1.32s
aVrfy probe (single attempt) 15.5ms  113.7ms
End-to-end lemur_aggregate 1.16 s 2.80s

Batch verification lemur_avrfy:
PK serialization 6.2ms 59.9ms
Randomizer derivation (SHAKE128) 5.3ms 46.8 ms
Public key aggregate ); wic; 0.89 ms 5.63 ms
HVC sVrfy (Babai decode + verify) 2.72ms 1.30 ms
KOTS sVrfy 0.56 ms 0.27 ms
End-to-end lemur_aVrfy 15.5ms 114.0ms

Table 7: Sub-step breakdown of lemur_aggregate and
lemur_aVrfy on the implemented (7=20,d=256, k=4) profile,
measured by the bench_aggregate binary. See Section 7.2 for
system details.
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Parameter Sets KOTS Parameters HVC Parameters Size (KB)
4 N n m B q,, o n Bagg  Pencode grir & k' KOTS HVC Total
1024 4 9 6310455 30 2 169 173980 515 43 5 4 7 151 157
12 32768 4 10 35797038 36 4 256 1498795 2928 28 3 4 8 202 210
131072 5 10 71594076 31 4 1625 19023917 5854 36 3 3 9 229 238
1048576 5 10 202498625 33 5 203 6756063 16641 27 3 4 9 285 294
1024 4 9 6310455 30 2 169 174910 518 43 5 4 7 188 195
16 32768 4 10 35797038 36 4 256 1507055 2944 28 3 4 8 254 262
131072 5 10 71594076 31 4 1625 19129623 5887 36 3 3 9 289 298
1048576 5 10 202498625 33 5 203 6792932 16732 27 3 4 9 360 369
1024 4 9 6310455 30 2 169 175655 520 43 5 4 7 226 232
20 32768 4 10 35797038 36 4 256 1513617 2957 28 3 4 8 307 315
131072 5 10 71594076 31 4 1625 19213475 5912 36 3 3 9 349 358
1048576 5 10 202498625 33 5 203 6822228 16804 27 3 4 9 435 444
1024 4 9 6310455 30 2 169 176277 522 43 5 4 7 263 270
24 32768 4 10 35797038 36 4 256 1519059 2967 28 3 4 8 359 367
131072 5 10 71594076 31 4 1625 19282927 5934 36 3 3 9 409 418
1048576 5 10 202498625 33 5 203 6846521 16864 27 3 4 9 510 519

Table 8: Parameter sets for Lemur with constant values: 1 = 128, d = 256, epom = 27, oty = 23,y = 10, k = 4, & = 83, &riye = 1.6,

ag = 60, and B, = 6700.
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