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Abstract

Nearly all existing SNARK systems are optimized for arithmetic over finite fields. Using
them to prove statements involving ring arithmetic, which underlies lattice-based cryptography
and fully homomorphic encryption (FHE), incurs substantial overhead. Consequently, practical
deployments of FHE often rely on the honest-but-curious assumptions, leaving a gap in the
verifiability of the FHE computation. Several recent works have explored zero-knowledge proofs
tailored to lattice-based schemes, yet still suffer from high prover costs and limited scalability.

In this work, we introduce Dinocchio, the first distributed SNARK for rings with constant
proof size and constant verification time. For a setting with m sub-provers, Dinocchio achieves an
approximately m-fold speedup in prover time compared to Rinocchio (JoC’23), while preserving
the constant verification time independent of m.

We demonstrate the practicality of Dinocchio through matrix multiplication, which is a
crucial building block to large-scale lattice-based applications. With matrices of size 2'2 x 212,
the corresponding arithmetic circuit contains ~ 232 constraints, which is beyond the reach of
all existing works. Our microbenchmarks show that Dinocchio can generate a succinct proof in
around 9.23 hours with 128 sub-provers, more than 108x faster than the prior work, and the
verifier completes the verification in under 16 seconds.

1 Introduction

Zero-knowledge proofs (ZKPs) have emerged as an indispensable tool in numerous applications, such
as private blockchain transactions and scalable rollups, verifiable machine learning, and secure cloud
computation. In particular, succinct non-interactive zero-knowledge proofs (SNARKS) offer great
efficiency both in terms of proof size and verification time. However, proof generation remains their
dominant cost. This bottleneck poses severe challenges in the real-world deployment of SNARKS,
where proofs must be generated at high throughput and low latency.

A promising direction to address this challenge is through distributed proof generation [63]. In
this setting, the prover’s workload is distributed among multiple parties, who jointly produce a
final proof with as little communication as possible. Recent works [64] 42 [39] 63, [56], 61}, 65] have
demonstrated substantial speedup for distributed SNARKSs, making them a compelling approach for
improving the proof generation time. However, all works on distributed SNARKSs focus on proving
computation performed over finite fields. This leaves a crucial gap in constructing distributed
SNARKs for ring arithmetic, which have become increasingly relevant in emerging cryptographic
applications such as lattice-based cryptography and fully homomorphic encryption.

Fully Homomorphic Encryption (FHE) is a powerful tool for privacy-preserving tasks and
secure cloud computing by allowing a server to perform computation under encryption, including
applications such as privacy-preserving ML [36, 33| 37, 34}, 21], private information retrieval [4 51,



20, [71), 31] and private set intersection [17, [16] 20], oblivious message retrieval [44] 45| 46] [38], 43],
and single secret leader election [, [62]. Substantial progress has been made in the performace
of FHE itself [13 23], 19, [18], 12, 10l 24]. However, verifying that an encrypted computation was
performed correctly is a major challenge. Recently, [60] introduced the notion of verifiable FHE
(VFHE), where the server has to prove that the encrypted computation was performed correctly.
The authors of [60] also observed that certifying the correctness of a computation using a ZKP over
rings leads to significantly faster protocols than using ZKPs over finite fields.

In this work, we construct a distributed SNARK over rings, denoted as Dinocchio, where the
prover computation is distributed among multiple subprovers. Specifically, we build on [27] to
construct an SNARK over rings with constant proof size and verification time, where for proving
a statement of size N with m subprovers, each sub-prover performs O(% log %) operations. In
addition, the total communication between the subprovers is only O(m).

1.1 Owur Contributions

e We introduce Dinocchio, the first construction that enables distributed proof generation natively
over rings extending the Rinocchio framework [27]. Under a distributed setup with m sub-
provers, our prover runtime is approximately m times faster than Rinocchio, while maintaining
constant verification time, independent of the number of sub-provers. For a circuit of size IV,
each sub-prover performs only O(% log %) computation.

e Our design introduces a novel aggregation mechanism that enables sub-provers to independently
locally generate sub-proofs, which are subsequently aggregated into a single, succinct proof.
This aggregation protocol has runtime O(mlogm), independent of N. Different from all
prior works on the distributed prover setting, Dinocchio operates over rings, requiring a
novel adaptation of the partitioning and aggregation procedures to structured Quadratic
Ring Programs (QRP). We emphasize that our adaptation preserves both succinctness and
soundness while operating entirely within the arithmetic structure of the ring.

e We demonstrate the practicality of Dinocchio by applying it to matrix multiplication, a pivot
building block in privacy-preserving computation tasks, such as secure machine learning.
For matrices of size 2'? x 212, the corresponding arithmetic circuits contain more than 232
constraints. To the best of our knowledge, no existing SNARK system has been demonstrated
to handle circuits at this scale. Our microbenchmarks show that Dinocchio can efficiently
generate a succinct proof in 9.23 hours using 128 sub-provers. Compared to Rinocchio [27],
this yields a ~ 108x speedup, which is slightly below the number of sub-provers due to the
overhead introduced by the aggregation. The verifier completes the verification in under 16
seconds. Each sub-prover produces a sub-proof of size 1.8 MB, and the final aggregated proof
sent to the verifier is 11.4 MB.

1.2 Related Works

ZKPs over rings. Zero-knowledge proofs over ring arithmetic have been extensively studied
in the context of lattice-based assumptions and FHE-friendly circuits. LaBRADOR [7] defines a
general R1CS-style relation over Module-SIS and constructs a Bulletproof-inspired proof system with
sublinear proof size and linear prover and verifier runtime. Greyhound [53] extends LaBRADOR to
sublinear verifier runtime via polynomial commitments. Similarly, a recent work DV-zkSNARK



[1] adapts the framework of LaBRADOR based on the standard assumption under the random
oracle model. Those works require a short witness, which might incur overhead when proving
honest evaluation for a general FHE circuit. Instead, ZHE [72] directly targets HE evaluation proofs,
but their final runtime improvement is now unclear due to (now fixed) security problems in their
original scheme. There are also works tailored to specific FHE schemes, like Approx-VC [14] over
CKKS, HasteBoots [41] and [58] for TFHE bootstrapping, and Heliopolis [5] and Laminate [55] over
BG/FV, all achieving sublinear verification. It is also unclear if these optimizations tailored to a
specific FHE scheme can be adapted to other FHE schemes. Other works [69, [6l 2], though efficient
for general FHE operations, still do not achieve a constant proof size or have a sublinear verifier. In
fact, none of the above achieves a constant proof size. Rinocchio [27] has constant proof size but
suffers from heavy prover-side computationE]

Distributed provers. Distributed SNARKSs aim to split prover computation across multiple
parties or threads to reduce latency. Recent distributed SNARK systems, including deVergo [64],
Pianist [42], HyperPianist [39], DIZK [63], Hekaton [56], Cirrus [61], and FRIttata [65], scale
prover computation by partitioning the circuit and aggregating sub-proofs, achieving prover runtime
improvement proportional to the number of sub-provers. While these field-based distributed
SNARKSs achieve substantial speedups, they rely on building blocks that are inherently field-specific,
such as KZG commitments and bilinear pairings, thus making their adaptation to ring arithmetic
non-trivial.

Verifiable FHE computation. A number of works address the integrity of outsourced homo-
morphic or encrypted computations via methods other than ZKP. DataSeal [57] is the SOTA work
that applies an algorithm-based-fault-tolerance-style (ABFT) scheme. IL.e., it embeds redundant
computations to detect errors, but only supports plaintext-ciphertext matrix multiplications, and
requires communication between the verifier and prover at each level of the circuit. MAC-based
approaches embed error-detection encodings into FHE ciphertexts, yet they either rely on highly
expressive homomorphic MAC [40] or suffer from large computation overhead [15]. TEE-hybrid
protocols such as CHE-MIX [52] delegate part of the HE computation into a secure enclave, ensuring
integrity under the assumption of trusted hardware. Fherret [32] leverages MPC to produce proofs
of honest FHE evaluation with circuit privacy, but requires a linear-time verifier. A more recent
work, MatVecMul [59], targets verifiable matrix-to-vector homomorphic multiplication by bridging
the gap between the sumcheck protocol over fields and the polynomial rings used in FHE.

2 Preliminary

2.1 Notation

We denote by “o” the multiplication between a plaintext (i.e., the witness value in the protocol)

and an encoding, i.e., ao[x]:=iazil We use ¢’ to denote the double multiplication between two

plaintexts and one encoding, i.e., for (aj,as) ¢'[x]:= (al olx], a2 <>). We refer to the result of

! As pointed out in [22], the linear-only assumption underlying the encoding scheme used in the proof has been
shown not to be post-quantum secure. Accordingly, we do not claim post-quantum security for our construction.
Rather, our focus is on the efficiency of proof generation for ring-based arithmetic.



this operation as an extended encoding and denote it by : ; i=[z]; ®[y] . We define the operation

o between two encodings |z ] .17 as[x] o a1a27 a1b2) (braz, blbz)) € (R?).

In our protocol, the encodings of IT; can be treated as plaintexts for ITo. Weuse£-%, ., or$-} Lo b
represent the casting from an encoding of II; to a plaintext of Iy, e.g., if [z ], is an encodmg by II; and

1s an encoding by Ily, then $z; .1 5O 2 = ;1_>2 y . We abuse notation and use ¢ - ;1—>2

To simplify the notation, we omit the subscript of a spec1ﬁc encodlng Scheme When clear from
context. Since we only cast the encoding under II; to a plaintext under Ily, we also drop the
subscript “1 — 2” in later sections. For a ring element a € Ry, we let [a], denote the canonical
lifting of a from modulus ¢ to modulus gq.

Let [n] denote the set {1,2,...,n}. We use calligraphic capital letters (e.g., Z,J) to denote sets
of wire indices. We denote polynomials with capital letters, e.g., V(z), and their evaluations on
specific points with lowercase letters, e.g., v := V (s). Additionally, we use primed lowercase letters,
e.g., v/, to represent the evaluations scaled by auxiliary monomials (e.g., v := V'(s) := 57V (s)). We
use - to denote the standard ring multiplication.

2.2 Rings

Definition 2.1 (Decisional ring learning with error problem [50]). Let n,q, D, x be parameters
dependent on A and n being a power of two. Let R = Z[X]/(XP +1), where D is the ring dimension.
The ring learning with error (RLWE) problem RLWE,, ;b is the following: distinguish (a,a - s+ €)

and (a,b) (with noticeable advantage), where a & Rg,s < D,e+ x and b & Ry,

Exceptional set. For a ring R := Z[X]/(X" + 1), let R* C R denote the unit elements, and let
A denote the exceptional set, i.e., for all a;,a; € A with a; # aj, it holds that a; — a; € R*. Let
A* C A denote the subset of A containing elements that are units.

Quadratic ring program. We represent a circuit that evaluates ring arithmetic as a quadratic
ring program as proposed in [27], which is adapted from its non-ring arithmetic version in [54].

Definition 2.2 (Quadratic Ring Program). Let C be an arithmetic circuit over a finite commutative
ring R with n inputs and n’ outputs, and we associate each input of C' and each output of a
multiplication gate with an index k € {0,...,w}. Without loss of generality, we assume the input
wires have indices (1,...,n) and output wires (w —n' 4+ 1,...,w).

A Quadratic Ring Program (QRP) Q encoding C' consists of three sets of polynomials, {Vi(x)},
{Wg(z)}, and {Yy(x)} for k € {0,...,w}, and a target polynomial ¢(z). We say that Q computes
Cif: (c1,. yCnyCoy—nitly -+ -5 Cw) € R s a valid input/output assignment of the circuit C
if and only if there exists an assignment (Cni1,...,cw—n/) € R¥ ™" such that t(z) divides
p(z) =V(z) - W(z) — Y(z), where:

V(z)=Vo(@)+ > aVil(@),

kelw]
W(z) = Wo(z) + > exWi(x),
ke(w]
Y (z) + ) Yz
kelw]



As in prior work [27, [54], a QPR for a circuit C' can be constructed as follows. We pick a root
g € R for each multiplication gate g and define the target polynomial as ¢(z) = [[,(z —ry). For
each wire index k, a polynomial Vj(z) is defined so that Vj(ry) = 1 if the k-th wire is the left input
of the multiplication gate g; and Vj(ry) = 0 otherwise. Similarly, Wj,(z) encodes the right inputs,

and Yj(x) encodes the outputs. We denote by H(z) the quotient polynomial H(z) := %

We also use the following notation. Let Z := {0,--- ,w}, let Zj, C Z denote the indices for
public input and output values, and let Z,iq := Z\Zj, denote the set of all other wire indices in
Z. Setting cp = 1, we can write V(z) = Vig(x) + Vinia(z), where Vig(z) := Znezio ¢ Viox(z) and
Vimid(z) = Zkezmid ¢k Vmid k(). Similarly, we define Wis, Wid, Yio, and Ypig.

(Fully) homomorphic encryption. A (fully) homomorphic encryption scheme, first constructed
by [29], consists of algorithms (GenParam, KeyGen, E, D, Eval). The GenParam interface takes as input
the security parameter and outputs the (F)HE parameters pp, which include the ring dimension
D, the ciphertext modulus ¢, the plaintext modulus t, the secret key distribution D and the
error distribution y. The parameters pp are input to all other algorithms. The KeyGen algorithm
generates the public key, the secret key, and the evaluation key (pk, sk, ekeval). The E interface
takes a public key pk and a plaintext message m € R; as inputs, and outputs a ciphertext
ct := € Ry. Decryption recovers the plaintext accordingly: m < D(ct,sk). Given a function

f and ciphertexts (cty,...,ct,) : (, .. ) Eval(f, (cty,...,cty),ekeval) Outputs ct’, s.t.,
D(ct') = f(ma,...,my,).

Looking ahead, to demonstrate the practicality of our protocol, we estimate the runtime for
large-scale ciphertext-ciphertext matrix multiplications under the BF'V scheme [I11, 25]. Below, we
briefly recall several subtleties of BFV that are relevant to our evaluation.

In BFV, an input message is treated as a vector in Z? , which is then encoded into a ring
element € R; via the Inverse Number Theoretic Transform (INTT) before encryption. Similarly,
decryption produces a ring element that is decoded back into a vector in ZP. For simplicity
and readability, we treat the encoding and decoding procedures as being wrapped inside the E
and D interfaces. Moreover, BEV supports Single Instruction Multiple Data (SIMD), enabling
homomorphic operations to be applied component-wise to all entries (slots) of the encrypted vector.
This SIMD capability is a key advantage of BFV for efficient matrix multiplication. (See Section [8|for
further details.) Finally, we formally define the three homomorphic operations (i.e., multiplication,
addition, and rotation) under BFV, which are used in our evaluation section.

e ct < BFV.Eval(+, {ct;};icm]): given a list of ciphertexts, outputs a single ciphertext ct, s.t.,
BFV.D(ct) = ey BFV.D(cty).

e ct < BFV.Eval(-,cty,cty): given two input ciphertexts, outputs a single ciphertext ct, s.t.,
Vi € [N],BFV.D(ct)[:] = BFV.D(ct;)[i] - BFV.D(ct2)[i] (element-wise multiplication).

e ct’ + BFV.Rot(ct,k): given an input ciphertexts, outputs a ciphertext ct’, s.t., Vi €
[N], BFV.D(ct')[i] = BFV.D(ct)[i + k mod N].

2.3 Distributed SNARK

Definition 2.3 (Indexed Relation for Circuit Satisfiability [56]). We denote by Rgar > (1, x, w)
the circuit satisfiability relation, i.e., for all (i := (pp,C),x,w) € Rsar, where pp is the public
parameters and C' is the description of an arithmetic circuit, x is the public inputs, and w is the



secret inputs, we have that (x, w) is a satisfying assignment of the circuit C' under public parameter
pp, i.e., C(pp,x, w) = 1.

Looking ahead, in our construction, pp includes auxiliary information, such as the ring R. Notice
that for an arithmetic circuit, given the public and secret inputs, there is an efficient algorithm that
recovers the complete assignment of all wires.

We now define a distributed SNARK for Rgat, where the proof generation is distributed among
m sub-provers.

Definition 2.4 (Distributed SNARK). For (i,x,w) € Rsat and a parameter m € N, a distributed
SNARK scheme contains the following PPT algorithms:

(VK, PK) « Setup(1*,1,m): generate the verification key VK and the proving key PK.

(PK, {(PKi,xi, W;) };em)) < Distribute(PK, x, w): create m sub-circuits {(PK;,x;, W;) }icim
and a master proving key PK based on (PK,x, w).

m; < SubProve(PK;, x;, w;): generate proof m; for subcircuit (x;, w;) using the proving key
PK;.

7 < AggProve(PK, {mi}icim)): generate aggregated proof 7 given the master proving key PK
and the sub-proofs {7 }icm)-

{0,1} «+ Verify(VK, x, 7): verify the proof 7 for instance x with verification key VK; output a
boolean value {0,1}, indicating if the proof is valid or not.

A distributed SNARK for Rgat satisfies the following properties:

Completeness. For all (1,x,w) € RgaT, let
(VK, PK) « Setup(1*, 1),
(W, {(PKZ, Xy, Wz)}ze[m]) — Distribute(PK, X, W),
for i € [m], m; « SubProve(PK;, x;, w;),
7 < AggProve(PK, {mitiemm)s

we have that
Verify(VK, x, ) = 1.

Knowledge Soundness. For any PPT adversary A there is a PPT extractor £ such that
if (i',aux) < A(1%), (VK,PK) < Setup(1*,1'), and (x',w’,7") + EA(PK,aux), where the
extractor might have access to the random tape of A, it holds that:

Verify(VK,x',7") =1\
Pr ( /\(ﬁ’,x’,w’) ¢ Reat = negl(A)
Succinctness. For any (i,x,w) € Rgar, we have that

7| = poly(X) - polylog(|x| + |w|),

which is independent of m and the circuit description included in 1.



2.4 Linear-only Encoding

Definition 2.5 (Encoding Scheme [27]). An encoding scheme Il over a ring R, consists of
algorithms (Gen, E) defined as follows:

o (ek,sk) < Gen(1*): generate the secret key sk and the corresponding encoding key ek.
e ¢ < E(ek,m): compute the encoding ¢ for a message m.
An encoding scheme has to satisfy the following properties:

o (-linearly homomorphic: There exists an efficient algorithm, denoted as “¢”, that takes
in the evaluation key ek, (E(a1),...,E(ar)) and coefficients c1,...,¢; € R, and computes

Sier i © E(ai) = E (L o i)

e Quadratic root detection: Given the secret key sk, and the encodings (E(ai),...,E(ag)), there
exists an efficient algorithm that checks whether Q(a1,...,a;) = 0 for a quadratic program
Q(xl, . ,wk) S R[Xl, ce ,xk].

e Image verification: There exists an efficient algorithm, denoted as IV, that takes in the secret
key sk and an element ¢, and outputs 1 if ¢ is a valid encoding of some element in R; 0
otherwise.

Secure encoding. As in Rinocchio [27], an encoding scheme is secure if it satisfies Assumption
and discussed below. Looking ahead, in our construction, we only consider secure encodings. In
Section [p| we provide a concrete instantiation that fits our needs. Note that if E is the encoding
algorithm of a secure encoding scheme, then E,, defined as E,(a) := E(r - a) for ring elements
r,a € R, is also a secure encoding scheme as claimed in [27].

The two assumptions below are inherited from Rinocchio [27], which extend the classical bilinear-
group knowledge assumptions formalized in the QSP framework [28]. At a high level, the falsifiable
¢-PDH assumption posits that, given encodings of successive powers of a secret point s for exponents
in {0,...,2¢}\{¢ + 1}, one cannot compute an encoding at the intermediate exponent ¢ + 1 with
non-negligible probability. The non-falsifiable knowledge assumption ¢-PKE postulates that if the
adversary is able to produce encodings satisfying certain algebraic relations, it must know the
underlying linear combination used to construct the encodings. Looking ahead, this assumption
manifests as the existence of an extractor that recovers the witness vector from our succinct proof.

Assumption 2.1 (Generalized ¢-PDH [27]). The generalized g-power Diffie-Hellman assumption
holds for an encoding scheme Iy if for every non-uniform PPT algorithm A, (pk,sk) < IIz.Gen(1%),

s & A*, and pp := (pk,I1g.E(1),11g.E(s),...,Hg.E(s9),I1.E(s9t2), ... [Ig.E(s%9)), let (a,y) <
A(pp), we have that:

Pr(a#0Ay € {lIg.E(a-sT1)}) < 24 + negl(A).

~ A
Assumption 2.2 (Generalized Augmented ¢-PKE [27]). The generalized augmented g-power knowl-
edge of encoding assumption for an encoding scheme Ilg states the following: For all non-uniform
PPT algorithms A, let (pk, sk) < IT15.Gen(1%), s & A* « & R*, pp := (pk,Ig.E-(1),IIg.E(5),. ..,
Ig.E (s7),l1g.E (o), Ig.E (as), ..., lIg.E;(as?)) for an arbitrary r € R*, the auxiliary input



z + Z(pp,r) for any PPT algorithm Z EI, and let (IIg.E,(¢),IIg.E (') < A(pp, ), then there
exists a non-uniform PPT extractor £4 s.t. (ag,...,aq) < £a(pp,z;7.4), where 74 is the random

tape of A and:
q
Pr (c’ —ac=0Ac# Z aisi) = negl(\).
i=0

This assumption essentially says that given the encoding tuple (E,(¢), E;(ac)), together with pp
and the auxiliary input z, the extractor is able to extract a polynomial f(z) = >"7 a;z" of degree
g s.t. f(s) = c. Crucially, our definition does not impose any stronger requirements than those in
Rinocchio [27, Theorem 3], but rather it clarifies previously implicit points made in [27] and also
used in the original knowledge soundness proof.

1. The public parameter pp contains encodings under the secure encoding scheme E, instead of
E. Notice that both E, and E are secure encoding schemes, since E,(a) is simply E(r - a).

2. We remove the class Z of benign auxiliary input generators of [27] from the definition. Instead,
we assume that the auxiliary input z is anything that can be computed by some PPT algorithm
Z with access to pp and r (but without knowing sk, s, «). We stress that this modification
is also essential for the original soundness proof of Rinocchio to hold (see [27, section 5.2]).
Looking ahead, in our knowledge soundness proof (presented in Section , when applying the
¢-PKE assumption, given the encodings under E, and r, the algorithm Z constructs the crs
which contains encodings under E.

Remark 2.1. In our soundness proof (see Section , the adversary, which plays the role of the prover
in our protocol, sometimes has access to only a subset of these encodings. I.e., instead of seeing
(E(s"),E(as")) for i € {0,...,q}, the adversary receives (E(s'),E(as’)) fori € S C {0,...,q}. In
this case, the extractor returns (ag, ...,qq) s.t. Vi’ € S, ay = 0. This is because by the linear-only
nature of ¢-PKE assumption, the output of the adversary should only depend on the subset of the
encodings it receives. This should be true even when the extractor £4 takes as input all encodings
for i € {0,...,q}. This generalization of Assumption is used implicitly in the security proof of
Rinocchio [27, section 5.2].

We present the following lemma from [27], used in our knowledge soundness proof in Section

Lemma 2.1. [27, Lemma 7] Let R[z]<; denote the polynomials in R[x] of degree at most ¢t. Let
R[x]-¢ denote the polynomials over R[z] that have a zero coefficient for . Let A* C R* be an
exceptional set. We define A*[x]<¢, A*[z]-; analogously.

Given a set U = {u;(x)} C Rlx]<¢ such that [U| = m, let span(Uf) denote the set of polynomials
that can be generated as R-linear combinations of the polynomials in U. Let a(z) € A*[z]<4+1 be
generated uniformly at random subject to the constraint that {a(z) - w;(z) | ui(x) € U} C R[z]-t41-

Let s & A* Tt t >m — 1, for all PPT A, we have:

r(z) € Rlx]<t A 1
Pr r(z) & span(U) A | r(z) < AU, s,a(s)) | < A
a(x) -r(z) € Rlx]-t+1

ZNotice that the auxiliary input z has a dependency on sk, s, and a limited to the extent that it can be generated
efficiently from (pp,r), while sk, s, and «a are not explicitly given to Z.




3 Technical Overview

Dinocchio is a distributed proof system for circuits over a ring. We begin by revisiting Rinocchio [27],
the starting point of Dinocchio; then we show how to extend it to a distributed prover setting,
starting from naive attempts inspired by the Hekaton paradigm [56]. A direct adaptation of these
techniques, however, does not work for rings. We then present our solution, Dinocchio.

3.1 Recap of Rinocchio

Rinocchio is a designated-verifier SNARK for proving the satisfiability of QRPs. As recalled
in Definition the QRP corresponding to an arithmetic circuit C specifies t(z), the target
polynomial, and three polynomials for each wire, grouped into {Vi(x), Wy(z),Y(x)}rez, and
{Vi(x), Wi(2), Yi(z) }kez,,y, for public inputs/outputs wires and private wires respectively. All
polynomials have degree d, where d is the total number of multiplication gates in the circuit.
Throughout the paper, we use x to iterate through Zi, and k to iterate through Ziq.

In Rinocchio, given a QRP specified as above, the prover wants to convince the verifier that it
knows an assignment of wire values {cy}rez,,,, such that t(z) divides V(x)W (z) — Y (x); recall that
V(x) = Vio(®) + Vimid (), Vimid(2) = D _pez ., ckVi(), and Vio(z) = >, 7 cxVi(x); W(2),Y (z) are
defined similarly. This involves proving that the polynomial V (z)W (z) — Y (z) is divisible by t(x),
and that V(2)mid, Wmid(2), Ymid(z) are constructed from the same set of wire values.

Proof generation. First, to prove divisibility, the prover computes the quotient polynomial H (x)

W; the verifier samples a random s € A* and lets the prover compute H(s), Vinid(s),

Winid(5), Ymid(s). The verifier computes ¢(s), Vio(s), Wio(s), Yio(s) from s, and checks that H(s)t(s) =
(Vio(s) + Vimid(5)) (Wio(5) + Whid(s)) = (Yio(s) + Ymia(s))-

Since the random point s € A* should be hidden from the prover side, to facilitate proof
generation, the crs includes the encodings {‘ Vie(s) H Wi (s) H Yi(s) ‘}keI ,and {} @’ where
the solid box [ -] is used to represent an encoding provided in the crs. Thegéj encodings ar]e generated
using a secure encoding scheme (Definition that we denote by Hg), to distinguish it from

another encoding scheme, Hg), to be introduced later.

‘ ayWi(s) |,| oY (s) | to crs for every k € Zpig. The prover must include pairs < Vinid (8) , 0y Vimid () )

in the proof (same for W and Y'). These pairs serve for the a-relation check so as to guarantee that

{Zmid(x)} all have degree at most d based on Assumption (and Remark [2.1)).
Secondly, to ensure that Viyig(s), Wiid(s), Ymid(s) are computed from the same assignments

{ck}, during setup we sample 7, Y, 7, and add { YoVi(8) + YwWi(s) + 1 Y(s) } to crs for each

3We note that in the formal protocol, an extra randomness f is embedded in the random linear combination to
facilitate the soundness proof, similar to our protocol. See Section



{(V,v), (W,w), (Y,y)}. Similarly for { H(s) s } Then, the verifier computes t(s), Vio (), Wio(s),
Yio(s), reconstructs Z(s) = Zio(S) + Zmid(s) for Z € {V,W,Y} and checks that:

Yo Vimid (8) + Yo Wid (5) + 7y Ymia () = L(s), (1)
H(s) - t(s) = V(s)W(s) — Y (s). (2)

Eq. ensures that the same set of wire values {cy} ke, , are used in corresponding polynomials
Venid (@), Wnid(2), Ymid (), and Eq. then verifies that Vinig(2), Wiid(2), Ymid(z) correspond to a
valid QRP solution that satisfies the circuit C.

Complexity. In the protocol, the prover only performs plaintext-to-encoding multiplications
and encoding-to-encoding additions, both supported by a linearly homomorphic encoding scheme.

Asymptotlcally, it takes O(d) time to calculate Vm,d( )% Wnid (s ):  Yimia (s )iand O(dlogd) time to

3.2 Towards Our Solution

We build Dinocchio, which distributes the prover computation to multiple sub-provers. Let m be
the number of sub-provers. We first partition the circuit C' into m smaller sub-circuits C1,...,Cy,
in a way that as long as all sub-circuits C; are satisfied, the original large circuit C' is also satisfied.
This property is formalized in Lemma Looking ahead, this process involves adding necessary
checks in each sub-circuit.

Given such a partition, a straightforward idea is to run m instances of Rinocchio in parallel and
concatenate the m proofs into a single proof. However, this violates the succinctness definition
of a distributed proof system (Definition , which states that the size of the proof should be
independent of the number of sub-provers. To this end, we introduce a master prover, denoted as
P, who aggregates the sub-proofs into a final proof @ whose size is independent of m. Ensuring the
succinctness of the aggregated proof and the efficiency of Pay constitute the main technical challenges
of our work. Similar to all prior works on distributed proofs, we do not allow communication among
the sub-provers or between the sub-provers and the verifier. To reduce clutter, in the following
demonstration, we omit the encodings required by the knowledge soundness argument.

Recall that our goal is to check whether V;(z)W;(x) — Y;(x) = H;(x)t;(x) for each sub-circuit C;
for i € [m] with a proof whose size is independent of m. Our main idea is to merge the checks into
the following check:

Z x(z‘—l)QdVi(x)Wi(x) _ Z x(i—l)Qdm(x) _ Z x(i—l)ZdHi(w)ti(x) ) (3)

i€[m] i€[m] 1€[m]

10



Based on the generalized Schwartz-Zippel lemma over rings |27, Lemma 2|, checking Eq. on a

random point s implies that for all i, V;(z)W;(z) — Y;(z) = H;(z)t;(x) with soundness error ‘QA*‘T, as
long as V;, W;,Y;, H; all have degrees at most d. Now our challenge is to construct a succinct proof
for Eq. . ) with m sub-provers.

Naive attempt via direct multiplication. Let us first show why extending Hekaton directly
is not feasible in our case. For ease of exposition, we ignore the IO inputs of each sub- Circuit and

}k,k’GIiymid

{ SUD2Y 4 ()W (5)

sUD2y, | ($)Wig(s) |

that are computed using the same wire Values {cZ k}keL e, Vi(z) = S cixVig(z) and
Wi(z) = > cixWik(z). In Rinocchio, this consistency is enforced through the random linear

combination check, briefly recalled as follows. During setup we provide encodings m =
YoVi(8) + YWk (s) + v, Yi(s) | for k € Zniq, and then the prover computes : L() = L Ck om

the polynomials Viiq(x) = Zkelmad ek Vi(x), Wmid (x) = zkEImid cWi(x) using the same set {c}.
However, this check fundamentally depends on the fact that every term manipulated by the prover
is linear in the coefficients {cy}rez,,,- If instead the prover submits an encoding of the form

how such nonlinearity can be captured in Rinocchio’s checks. For example, assume Vj(z) = ¢- (x+1)
and W;(z) = ¢ - (z + 1), then with V;(z)W;(x) = 4 - (x + 1)2, it could be either ¢ = ¢ = 2 or
c =1, = 4, while the latter violates consistency.

Our solution. To address these challenges, we let the master use an aggregation circuit (AC) to
prove the inner product relationship. Roughly speaking, AC is a circuit that checks Eq. . Let
v = sV o (s) + Vi m,d( ) smnlarly we define w}, y., h,. As illustrated in Fig. |1, AC takes as

input the encodings ) from each sub-prover P; and computes the following;:

> (e wi-yiel]-helk). (4)

i1€[m]

Note that if the sub-proofs satisfy Eq. , then Eq. should output (an encoding of) zero.
We now explain the product operation ® between encodings As in Rinocchio [27 Section 7.2],

= (a1,b1) and w = (ag,b2), ® represents the following computation: ;Uz E®5wZ = (@02, albz +

agbl,blbg). The result encodes mimo under the extended secret key (1,sk,sk2). Therefore, the

11



—+ : wires with indices in set Z;, @ ~~~~~~~~~~~~~~~ .
—> : wires with indices in set .
---> wires with indices in set

Figure 1: An illustration for the aggregation circuit with m = 2, with inputs defined w.r.t. our proof
scheme. Notice that each multiplication gate represents an ® operation which takes two encodings
€ R? as inputs and derives an extended encoding as the output. Notice that in QRP, the addition
gates are handled for free, so we only label wires that are inputs or outputs of the multiplication
gates and the final output of the circuit.

double-bashed box
At this point, one might ask how the master prover can prove the honest evaluation of Eq. ,

(1)

since all operands are already encodings under II};’, rather than plain ring elements. To overcome

(2)

this issue, we introduce a second encoding scheme 11", whose plaintext space is the same as the
encoding space of H(El). This is similar to the use of Rinocchio for verifying FHE computation, which
is represented by a circuit C over the ciphertext space R,. The encoding scheme in Rinocchio directly
operates on the FHE ciphertext by setting the plaintext space of the encoding scheme to be the FHE
ciphertext space. This layered use of encodings also occurs in AC: The computation is performed
over ring elements that are themselves encodings under a linear-only encoding scheme. Consequently,
the master prover proves the honest computation, including the operation “®” mentioned above,
over those encodings under Hg) by invoking Rinocchio instantiated with the encoding scheme Hg).
A formal definition is presented in Definition

With AC specified, the prover side must prove the following two statements: 1) the mputs and out-

o),

puts of AC satisfy the circuit, and 2) the input, which contains the sub-proofs {

is consistent with the wire assignments {c¢; ; } ke of sub-circuit Cj. L.e., the sub-proof for each

sub-circuit passes the consistency checks.
1) Provmg satlsﬁablhty for AC. Recall that honestly generated sub proofs m; consist of

é”z s~ l)dV mid(8 ) w/ : 507 1)alvvzmld( ) :
-{%;}ze[m] are submitted to the master prover PM, Who treats them as plamtext 1nputs to AC. Py
first evaluates the aggregation circuit using the encodings in {m;} and then runs Rinocchio to prove
that the inputs satisfy AC.

While this proof is a standard Rinocchio proof, we emphasize that we must use an encoding

Zi,mid

scheme Hg) whose plaintext space is the encoding space of the encoding scheme used for the

(1)

sub-proofs, which we denote with II

1)

encodings from Hgﬂ

. From this point on, we add the subscripts “1” and “2” in

and Hg) respectively.
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We denote by ({V,;,(x), Wi (), Yl?:(w)}l%ei , t_(:):)) the QRP of AC, where T is the index set of all
wires in AC Given the above inputs, PM derives wire values for AC denoted by {¢z} for each wire
= D kT Ok Vl_c(g) »

regular Rinocchio proof, and the verlﬁcatlon 1S 1dentlcal to Rlndcchlo Le.:

(‘Zo(g) + Vmid (5)) (I/Vio(g) + Wmid (5)) - (?}0(5) + Ymid(s)) = H(E)E(E)a (5)

where Viia(3) = D kel exVi(3) (similar to Winig(3), Ymid(5)) and {¢z} are encodings under Hg),
casted to plaintexts under Hg).

2) Augmented consistency check. The above proof shows that some inputs satisfy the AC
circuit, but it does not prove that the inputs are vahd sub-proofs for sub-circuits. Key to the
validity of sub-proofs is the consistency requirement: | . are themselves derived w.r.t. a
consistent set of wire values of the sub-circuit C;.

Absent thls check, we do not have soundness As a toy example, for the leftmost multlphcatlon

the output to i H ‘1i . This ass1gn1nent 1ndeed deduces a satisfying and consistent wire assignment for

AC, but Inlght not be a valid proof for the original circuit. Thus, we augment the consistency check
as follows.
We divide the wires of AC into two sets £ and J, as shovvn in Flg l We denote by £ the

set of indices for the input wires carrying the values w; mid | i yl mid } Let J denote the

wires that do not belong to £ and are not from public inputs. For the wires in the set J, we apply
the consistency check directly inherited from Rinocchio to prove that (Vimid(@), Wimid(2), Ymia(2))
are constructed w.r.t. a consistent wire assignments {j}zc 7. In particular, for each wire with

index k € J, the crs contains { Yo Vi (8) + Y Wi (8) + v, Y5 (5) }k 7 for random ~,, v, and vy
€

chosen by the verifier. Then, the master prover computes the sub-term L 7( = Y i 7GR ©

Y Vi (8) + 1 Wi (3) + 7, Y3(5) A
The checks of the set L are more involved. Recall that for the wires with indices in £ carrying

values { ; m,d d: } , parsed from sub-proofs, we need to verify that these triples
................................. ze[m]

are derived frorn consistent wire asmgnrnents from their sub-circuits: i.e., for each i € [m], the same

wire assignments {c;  }ke7; ; are used in vl m|d Zkeli iy Cik© Vik(s)| Wi, m|d Zkel mig Cisk©

(Winls) | k(s) 1 and y;m'd = 2oheT; g Cick © Yi’k(s) 1

According to the deﬁn1t1on of QRP, V(5) (similarly Wz(5) and Y(5)) is computed as Yz 7 ¢z Vi (5),
but we can arrange the sum terms to make explicit the relationship between cj and sub-proofs

13



/

/ / .
7)z'7mid7wi,mid’ and yi,mid :

Vz(5)i = Z %Ué,mid%o Vidso (3) (5) X +%w§,mid%<> Vi (i) (5) , +%y§,mid§=<> Vldxy(i)(g) X (6)

Z Z (%Cz{,mid%o

Yo Vidxc (i) (8) + Y Wide (1) (8) + Yy Vi (i) (3) 9> ' (7)
iefm] ce{vwyyy N

However, as we mentloned before, this check alone is not sufficient as a malicious prover can

Vimig = 5TV Wils) = UV Y airVin(s) = Y cinVin(s),

k€Zmid k€L mid

where V;, (s) = si=Ddy; k( ). Similar expressions hold for wj .4 and y; .. Hence, substituting
these expressmns in Eq. (7) and using the linear homomorphlsm on the encodmg, we have that:

Z Z = Z szkZz{,k(S)iO ’YvVIdxC(i)(E) + 'YwI/T/IdxC(i)(g) + ’YyYIdxc(i)(g) X
i€[m] (¢,2)e{(v,V), \ i k€L;mia
(w,W),(y,Y)} R ;

= Z Z : Z Ci,kV{,k(S)éO ’Yczldxv(i)(g) X

i€lm] (¢,2)e{(v,V), \ {KEL; mia

(w7W)7(y7Y)} Z........................................E
+ > W, | V¢ Zidxo (5) (5) A += > ci kY k()50 ¥ Ziax, 1) (3) | | - (8)
kEIZ mid : keIL mid E 2

We now define the entangled encodings for Z € {V, W, Y }:

UZ(8)| =2Vi k()2 0| Ziaw, (i) () o+ 11(8) 50| Zigx () (3) | +3Y k()50 Zige, ()|, (9)

2

where ¢ € [m], k € Z; mid ﬂ Then each sub-prover can compute:

= 3 ciro[ W) + 1w hE) + 3 6)] | (10)
kel—zmnd

4Note that here only “5” is the variable to the entangled polynomial ﬁ/fk (z), since the encoding m with
1

hidden variable s is treated as plaintext under Hg).

14



given the encodings

'Yv‘I"Z'

()+’vw\lf

(3 )"‘"Yy\I’

)]

k € Z; miq in the crs. Intuitively, based

Dk Cik ©

encoding

i,k(s)
1

\IJZZ,k (5) )’

be multiplied with the entangled encodings

, rather each individual component

i,k(s) )

(VI

7 _
z,k(s) b

is absorbed into the entangled

fixed in the crs as in Eq. @) The prover can only choose the scalars {c; 1} to

. Thus, the verifier will perform a similar

check to the consistency check in Rinocchio (Eq. ) to enforce that the sub-provers use a single,
consistent wire assignment across V/, W/, Y.

An important technical detail for the above consistency check is that the encoding scheme
must satisfy associativity of plaintext-to-encoding multiplication, which we formalize and construct
in Section 5 I Now we focus on 1llustrat1ng the challenge. Comparmg Eq @ and Eq. 1.' we

iE[mLkEIi’mid

=2 2

i€[m] k€L, mid

‘dew(i)(g) X

Y/ 1(s)

2

-I-(c,»’k o

Z Cik © Vz’,k(

1€[m],k€Z; mid

ZZ

keI’L mid

9], +{ e o[ Wiato

£ O

/
i,k

(s)

= O

‘_/Idxw(i)@) X

+Cik © <=

We want Eq. and Eq. to encode the same value. E]

1Y/

1,

= O

‘_/Idxy(i) (5)

A

5We remark that @1 is a IT; encoding containing two ring elements (r1,72) and we define the multiplication with
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Sub-provers @

Generate Verifier
sub-proofs @
71'_17 71_'27 3 ) Distribute
................ V_I%E“_nf)sc_hlo.--------------------------------letr-‘?s-s-li‘-ng-- Setup: @Verification
Master prover proving keys Generate

(VK PK) Perform checks as in
\@/ \@/ \@/ \69/ \‘@/ ®/ \éé/ \@9/ \@/ Rinocchio for the
®/ ®/ ®/ &{ aggregation circuit,
together with the
@ checks for fac, fac
- —Evaluate AC based on 71, 2, 3
and VK into succinct proof 7r;

needed for fac Submit 7T to the verifier

Figure 2: High-level overview of Dinocchio protocol. We assume m = 3 sub-provers. The inputs of
the aggregation circuit are not explicitly written out. We refer readers to Fig. [I] and Fig. [3] for more
details on how AC evaluates fac and fuc.

However, this is not necessarily true for any encodmg satisfying Definition [2.5] The same

issue appears in the computation of :W(s ).2 and : YL( ) . To address this barrier, we require
an associative encoding based on the ring LWE assumptions in Section
Degree bound checks. Recall that our ultimate goal is to use AC to evaluate Eq. on a random
point and prove its honest evaluation using Rinocchio. However, proving that Eq. evaluates to zero
on some random “s” does not directly imply that V;(x)W;(z) —Y;(xz) = H;(x)t;(z) for all sub-circuits
because some terms might cancel out. On the contrary, let f;(z) = z0~D24 (Vi (z)W;(x) — Yi(x)—
H;(x)t;(x)), if the polynomials f;(x) all have disjoint monomials (i.e., for each j, 27 appears in at
most one of these polynomials f;(z)), then proving that Eq. evaluates to zero on s does imply
that f;(z) = 0 for all ¢ with soundness error \Q/KE‘I' Consequently, the AC should be augmented
to embed the checks that all sub-polynomials V;(z), W;(x), Yi(z), H;(x) contributing to f;(x) have
degrees at most d. Thus, if the prover demonstrates the satisfiability of the augmented AC, the
verifier is convinced that Vi, V;(z)W;(x) — Y;(x) = H;(z)t;(x) with overwhelming probability.
Before introducing our check, we first recall that Rinocchio achieves this via the a-relation check.

As aforementioned, the Rinocchio prover includes the tuple ( Zi(s) ,

in the proof, constructed using {, ;s || agps’ } in the crs, where o; ¢ and «; ), are sampled

during setup. By invoking the d-PKE assumption (see Assumption in the security analysis, all
polynomials V;(x), W;(x),Y;(x), H;(z) are guaranteed to have degree at most d.

standard Rinocchio-style checks on {Zq(z)} already guarantees a CODSlstent set of coefficients for

@2 under Ily as two plaintext-to-encoding multiplications, i.e., @ 0@2 = (r 0@2, T2 0@2). In Definition we

denote this operation by ¢’. For simplicity and readability, we abstract away this distinction in the overview and use ¢
instead.
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constructing {Vmia (), Wmid(2), Ymia(2)}. And then due to the underlying structure of the entangled
encodings, in the soundness proof, the extractor derives the polynomials {Z; miq(z)} of degree at
most d. See Section [ for details.

Hence, the sub-provers are only required to generate the tuple (

same time, to preserve succinctness, the prover side cannot send all these individual tuples to the
verifier. Thus, the challenge is to batch these checks into a single check. Our solution is quite

multiplication gate should gwe an encoding of zero.
Crucially, these checks are tightly coupled with the evaluation of the original Eq. , i.e., the

same values { H;(s) 1} are used both in the satisfiability check and in the corresponding a-relation

assume that the k-th wire in AC carries the value EH (s ) In the QRP representatlon of AC, th1s

wire is encoded by the sub-polynomial V;,(z), indicating Whether it is a left input to the multiplication
gates. To ensure that the same wire serves as the input to both the multiplication gate g; in the

= Vi(g2) = 1,

1, where a double box denotes the extended encoding derived from the operat1on R, we d1rectly
have «;j serve as the random scalars. Thus, it suffices for the master prover to aggregate all
subtraction results via an addition gate in the augmented AC:

i =3 (H(s)] @@, ~lani(s)| o[1)). (14)

1 is part of the final proof and the verifier checks if it encodes
zero using the extended decodlng key (1,sk,sk?). If so, then with probability 1 — AT /A*I’ all pairs
(W', ") = (H{(s),aLhH{(s)) satisfy that o;,h/ = h”. Based on the d-PKE assumption (see
Assumption , the extracted polynomials H;(z) therefore have degree at most d ﬁ

2| i
to zero, so that the batched satisfiability check and the batched a- relatlon ‘check (see fac, fac in
Definition B for all sub circuits are satisfied. Next, the verifier checks that the encoded values

of {
constructed in Eq. ., which guarantees that the wire value assignment of each sub- 01rcu1t, as Well
as the assignment for J in AC are consistent. This prevents the prover from supplying inconsistent

5In our soundness proof, the parameter in the PKE assumption is not exactly d due to some technical subtleties.
See Section E for details.
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/1 tl a1 h —§a1

Figure 3: A simple illustration of «q p check for h'l Notice that here the wire carrying : hl is
’ Lo

shared in the calculation of Eq. (4] (refer also to the AC structure in Fig. [2) and the a- check.

wire values when constructing V (5), W (5), Y (3) for the AC. Lastly, the master prover also supplies

H (E)Q so that the satisfiability check for the AC as in Eq. is verified, which convinces the
verifier that the prover side evaluated the AC honestly.

Efficiency. By partitioning the original circuit into m non-interacting sub-circuits, we distribute
the work to m sub-provers. Asymptotically, the runtime of each sub-prover is O(dlog d), where d is
the maximum degree of the sub-circuits, and the runtime of the master prover is O(mlogm), where

m is the total number of sub-provers.

4 Dinocchio

In this section, we formally present our distributed proof protocol for the indexed relation (1,x,w) €
Rsat for circuit satisfiability. Our main protocol consists of five phases: (1) a setup phase that
generates the verification and proving keys, which also specify the structure of all sub-circuits and
the aggregation circuit, (2) a distribution phase to generate sub-witnesses based on the partitioned
sub-circuits and distribute the proving keys to the prover side, (3) the parallel computation of
sub-provers, (4) the aggregation performed by the master prover, which generates a succinct proof,
and (5) the verification checks computed by the verifier. An illustration is shown in Fig. [2| Before
we describe each phase, we provide the definition of the aggregation circuit, which embeds the
batched satisfiability check and a-relation check for all sub-circuits, and the associativity property
of a secure encoding scheme needed for the consistency check across all sub-witnesses. In Section
we show an encoding scheme that satisfies this associativity property.

The aggregation circuit (AC) serves two tasks. First, it performs the batched satisfiability check,
expressed as fac, of all sub-circuits as illustrated in Eq. . The 1nput to the functlon fAc is denoted

as {é’i}ie[m]. Looking ahead, @; contains the encodings

the function fAc consists of three components, a; 7, a-, v, Where a7 =i

to the encoded randomness , and a := h;’ ,1
L

X a;; € Rg corresponds

Definition 4.1 (Aggregation Circuit). Let IIg := (Gen,E) be a secure encoding scheme with
encoding space R§ as defined in Definition For m € Z, and d; € (Rg)S, a; € Rg, al € Rg with
i € [m] (i.e., all inputs are encodings in 7?,?1), the aggregation circuit (AC) is described by the QRP

"Notice that each element is an encoding which is a value in Rg.
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Cac = {{V;(x), Wi(2),Y;(%)}jez. t(2) }, where T is the index set of all wires in Cac, and evaluates
the functions:

fac ({@i}iepm)) = Z (a1 +a;2) ® (aiz+aia) — (a5 + ai6) @ E(1) —a;7 ® a;g,

i€[m]

fac ({aiz, afyalYicpm)) = Y (@i @ a} — af ® E(1)).
i€[m]

€ RZ and the output of f. by € Rg, which are
both extended encodings under II E Mbreover, we denote by Zi, the set of indices for wires carrying
the values {a;1, a3, @i5, i }icim] U {4} icm); L the set of indices for wires carrying the values of
{ai2, aia, aiglicpm) and J = I\(ZicUL) (see Fig. for an illustration). We define the index-mapping
function ldx, : [m] — £, which, with input ¢ € [m], outputs the wire index in AC that carries the
value a; 2. Similarly, ldx,, : [m] — L outputs the wire index in AC that carries the value a; 4 and

ldx,, : [m] — £ outputs the wire index in AC that carries the value a;g.

Definition 4.2 (Associative Secure Encoding). A secure encoding scheme (Gen, E), initialized with
two parameter sets, one with plaintext modulus ¢ and encoding modulus ¢ denoted as Hg) and

another with plaintext modulus ¢ and encoding modulus @ denoted as Hg), is associative w.r.t.
the plaintext-to-encoding multiplication, if for all a € Ry, for all uy € Z; and ps € Z, the following

Priz; = yi Axa = y2] =1 — negl(N),

i.e., both procedures output two encodings whose underlying plaintexts are the same. As a reminder
o Re X Rg — Rg denotes the plaintext-to-encoding multiplication and ¢ : Rg X Ré — (R%)2
denotes the “double” plaintext-to-encoding multiplications between two plaintexts and one encoding,

ie., (a,b) ¢ [c]= (ao[c]bolc]).

With the formal definition of the aggregation circuit and the associativity property of the
underlying encoding scheme in place, we now present our main theorem for Dinocchio.

Theorem 4.1. Let Ry == Z[X]/(XP 4+ 1), R, := Z,[X]/(XP +1),Rq := Zg[X]/(XP" + 1) be
commutative cyclotomic rings, where the ring dimensions D, D’ are power-of-two. Denote the
exceptional sets that are also unit as Ay C R¢, Aj C Ry. Let m be the numbe_r of sub-provers, d
be an upper bound of the size of sub-circuits, w := 3,1 [Zimid| + |7, and d be the size of the

aggregation circuit, with AC and J as in Definition Let Hg) and Hg) be two instantiations
of an associative encoding scheme, where Hg) has plaintext modulus R; and ciphertext modulus
Rq, and Hg) has plaintext modulus R, and ciphertext modulus R¢. Assume that the generalized
augmented ((3m — 1)d + 1)-PKE and the generalized ((2m — 1)2d + 1)-PDH hold for Hg), and the

generalized augmented (3d + 2)-PKE and the generalized (w + 3d + 3)-PDH hold for Hg), then
the Dinocchio protocol (specified in Procedure 1-5) is a distributed SNARK (Definition [2.4)) with
soundness error ﬁ + ﬁ.

t q

19



The correctness and the knowledge soundness proofs are deferred to Section [6] and Section [7]

Remark 4.2. To add zero-knowledge to Dinocchio, it suffices for the master prover to adapt the
technique for adding zero-knowledge in Rinocchio [27, Figure 2], using the target polynomials ¢(z)

of AC to mask out the underlymg wire assignments. The encodlngs ‘H (s ) ) (as well as its a-relation

Bct(35) } to the crs. The master prover

"yct( )

for ¢ e {w v y} Then, instead of

check the master prover computes

H'(z) = H(z) + 6,W(z) + 6,V (2) + 6u6ut(x) — &y,

where Z(x) := Zio(#) + Zwia(x) for Z € {V,W, Y}, and then derive | F/(3)’, based on {[57},} and

randomness Yy, Yuw, Vy- Now, during verification, it still holds that (V (s ) + V'mid(3)) - (Wio(5) +
Winid(8)) = (Yio(3) + Ymia(5)) = H'(5)4(5).

BYE) |, + 6w 0| Brt(5) ]+, 0] 815 >

4.1 Partition Functions

Before formally defining our distributed SNARK, we describe how we partition a circuit with its
instance and witness into m sub-circuits with the corresponding sub-instances and sub-witnesses.
We view an arithmetic circuit as a directed acyclic graph with edges representing the wires and
vertices representing the gates.

We provide a simplified version of the partition lemma of Hekaton [56, Lemma 4.1]. At a high
level, we split a large circuit into smaller sub-circuits that satisfy the following properties: 1) Given
a valid witness to the original large circuit, there is an efficient algorithm that derives the wire
assignments for all sub-circuits; 2) Given the wire assignments of all sub-circuits, there is an efficient
algorithm that produces a valid assignment for the original circuit with overwhelming probability.
Our lemma differs from the one in Hekaton because we do not use a commitment to guarantee
the consistency among shared wires, which is tailored to a commit-carrying SNARK. Instead, we
introduce the function fnyap, which takes as inputs the sub-circuit index and the wire index in that
sub-circuit, and returns the wire index in the original circuit. Finally, our knowledge soundness says
that if all sub-circuits are satisfied and if all wires that correspond to the same wire in the original
circuit carry consistent values, then the original circuit is also satisfied.

Lemma 4.1 (Circuit Partition). For the indexed relation (1 = (pp,C),x,w) € Rsar, for some
public parameter pp and a circuit C, there exists an efficient transformation fpart = (fi, fx, fw, fmap):

({2: := (pp, Ci) }icpmy» iac)  filk,m),
{Xi}ie[m] <~ fx(j; {ﬁi}ie[m]7x)7

{witicm) < fw (L {Riticim), %, W),
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Original Circuit C1,1 = Cy C12 =€ C2,1 = Ci ~C22.:= Ck

V! ol Aggregation
Ll L Circuit (partia)

—— : public wires

Figure 4: A simple illustration of handling shared public inputs. On the left, the public input ¢;
is used in two different multiplication gates Which are then assigned to two sub- circuits Cl, Cy,

§v2 o' . Note that the (partial) depiction of AC here contains only the derivation of ; v“o, which are

and k' < fmap (L, {1 }igm)» 9 k) maps the wire index k € Z; in sub-circuit C; to a wire index k' € Z
in the original circuit C', such that the following properties hold:

e Completeness: If (1,x,w) € RsaT, then for all i € [m], (1;,x;, w;) € Rsar.

e Knowledge soundness: Let <{ﬁi}ie[m] ,flAc) + fi(i,m), for every PPT algorithm A, {(x;,
Wz)}ze[m] — A({ﬁ’i}ie[m]7ﬁAC7 m), if for all 4, i e [m], k € 1;, kK e Ty s.t. fmap(]i, {ﬁi}ie[m]a 1, k) =
Smap (8, {1i }igm), ' &), we have ¢ = ¢}, i.e., the k-th wire in C; carries the same value as the
K'-th wire in Cj if they are stemmed from the same wire in the original circuit C, then there
exists a PPT extractor &, (x,w) < &(i, {(1i, Xi, Wi) }ic[m)), such that:

Vi, (I'll', X5, Wl) S RSAT .
P |: A (]i,X,W) ¢ RSAT :| N negl()\)

We first show a concrete realization of fpart = (fi, fx, fw, fmap) defined in Lemma for a
data-parallel circuit, i.e., a circuit where there are no shared wires among sub-circuits. At the end
of the section, we remark on how to generalize the partition function to any arbitrary circuit.

This partition function exploits the fact that a data-parallel circuit can be divided into multiple
disjoint components, without sharing wires other than the common public inputs. Therefore, we
simply group those components as separate sub-circuits. Then, as long as each sub-circuit is satisfied,
and the shared common public inputs are consistent among the sub-circuits (which are enforced by
the fmap function), we have a valid witness set for the original circuit.

Proof. We now prove Lemma for a data-parallel circuit by showing that under our partition
function fpart, given in Fig. 5 to Fig. m the completeness and the knowledge soundness hold.
The completeness is clear to see, since if (1,x,w) € Rgar, then we have each Cj satisfied directly.
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Figure 5: Formal algorithm of f; for the partition function fpart.

({21 1= (PP Ci) iy - nc = (PP, Cic) ) = Filhm):

1. Parse i := (pp, C':= ({Vi(x), Wk (@), Ya(2) }rez, {Va(2), Wi (2), Yi () trezm))-

2. For the data-parallel circuit C, divide it into m sub-circuits with disjoint wire sets (W, Whmid)ie[m],
where W; i, represents the indices of the public inputs or outputs and W; mi¢ includes the indices of all
other wires. Notice that for shared public inputs, we simply “duplicate” them among different sub-circuits.
E| Initialize the QRP of each sub-circuit C; as {Zi*“(x)}ﬂeli,io AZik(@) ez, .o for Z € {V,W,Y}, with
the wire indices re-labelled, i.e., Z; o := [|[Wi,io|] and Zi mia := {|Zi,io| + 1, .. 7 |Ziio| + Wi mid] }-

3. For the aggregation circuit, as an initial setup, set {Cz}zrez, = {Cx}rez, U { Cin } . For
iE[m],nGILiO

each sub-circuit C;, for k € 7, jo, add a multiplication gate taking (Eg, ) as inputs if ¢z = ¢;,x, for
L
¢ € {v,w,y}, where v, = sGDAY; | (s); similarly add gates for w’ and y’. Add an addition gate to

sum over k € Z; j, for all ¢ € [m], and denote the output as: C i

Since the same public input ¢z might be used in different multiplication gates with indices {g;,..., g/},
we force them to share the value ¢ by setting Vi(g;) = --- = Vi(g;r) = 1, i.e., & serves as the left input
to all such multiplication gates A simple illustration of this augmentation to AC is shown in Fig A

4. For i € [m], output 1; := (PP7 Ci = ({Vz v (), Wi (), Y] )}neL Jio? {Vik(z), W; k(x)7Y7:,k(z)}k€Ii,mid))‘
Output 1aC = (pp, Cac = ({Vr@ Wn( ) n(l’)},—ﬁezc 5 {VE z 7WE(I)7 E(x)};;efmid))'

“For instance, if Zi, = {1, 2, 3} and sub-circuits C1, C2 both use the second wire, then 2 € Wi i, and 2 € W jo.
See Fig. El for a simple illustration of how one shared public input is encoded across different sub-circuits.

{xi}iemm) < fx (&, {Li}iem), x):

1. Parse i; := (pp7 = ({Vi,,{(x),Wiﬁ(:c),Y,-,R(z)}nezi,io,{Vi,k(x),Wi,k(:r),Yi,k(x)}keziwmid)).
Parse x := {CR}KELO to be the wire values of public inputs and outputs of the original circuit C.

2. For each wire with index & € Z; 0, let K < fmap (ﬁ,{ﬁi}ie[m],i,l’i) be the wire index in C, and set
C'L,n = Cg/.

3. Output x; := {¢i n}reT; ;o

Figure 6: Formal algorithm of fx for the partition function fpar.

For the knowledge soundness, we first derive the complete wire assignment {c; x }xez, .4 based
on w; for each sub-circuit C;. Let Z . denote the index set of wires that carry public inputs also

shared with other sub-circuits, and Il” o =Tiio \Z! i io Tepresents the index set for wires carrying

values used only in sub-circuit C;. We note that there are no overlaps among the Z; miq and

Il”lo Thus, we extract the values of wires with indices in Zniq := (U, Zi mid and Z! := UZ IZ”IO

follows: 1) for k € Iinid, set ¢ := c; ) where k < fmap(i, k'); and 2) for &” € I|/c/>a set Cur 1= Cip
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{Wi}ie[m] — fw (11, {ﬁi}ie[nL]vxa W):

1. Parse 1; := (pp, C; = ({‘/i,f@(x)v Wim(a:): Yi,ﬁ(x)}ﬁel'i,im {‘/z,k(l')7 Wiyk(x% Yi,k(m)}kezi,mid))'
Parse w := {ck }rez, 4« » Where Znigx C Imig denotes the index set of wires carrying witness in the original
circuit C, i.e., the wires which carry values in w which are used to derive the wire assignments of the
circuit.

2. Initialize Z; miq= := 0. For all wires c; ; with indices k € Z; mid, if k&' < fmap (1'1, {1:}iem), i k) € Tmid*, set
Cik = ckr, and set Z; miax < Z; mia= U {k}.

3. Output w; := {ci r trez,

i mid* *

Figure 7: Formal algorithm of fy, for the partition function fpart.

where k" < fmap(?, k). For the shared public inputs «' € I} := |J,Z!,,, under the constraint

that ¢ = ¢+ When fmap(i, k) = fmap(i™, k") = K/, we can consistently set ¢,/ := ¢; . Hence,
{cr}trez, = {cx } ez U{cwr }rnerr. Together, {cx}rer, U{ck} ket , forms the valid wire assignment
of the original circuit C, from which w can be directly extracted. O

Remark 4.3. For an arbitrary circuit, one can partition the circuit by following the procedure of
Hekaton [56, figure 4]. The only caveat is that Hekaton assumes a commit-carrying SNARK (i.e.,
Mirage [35]) as the base protocol, and utilizes the commitment to facilitate the consistency proof of
shared wires among multiple sub-circuits. Even though Rinocchio is not naturally commit-carrying,
the consistency proof of the shared wires is an NP language, which can be represented as an
arithmetic circuit. Therefore, we augment each sub-circuit to also express the verification of this
consistency check. A naive solution is to hash the shared wires into a Merkle root and require
each sub-circuit to verify the corresponding Merkle paths for the wire values. A rough estimation
suggests that if approximately 128 wires are shared, augmenting each sub-circuit with Merkle paths
incurs an additional cost of about 2'® multiplication gates. We leave the design of a more efficient
mechanism for handling shared wires to future work.

4.2 Setup Phase

The setup phase is described in Procedure 1 in Fig. The setup phase takes as inputs the
circuit description and some public parameters. In our case, the public parameters include the QRP
(Definition representation of the original circuit and the number of sub-provers m. First, the
setup algorithm invokes f;(1,m) given in Section to distribute the original circuit description in 1
into m sub-circuits {C;};e|m,) described in {i;};c[,,) and computed by the QRPs {{V; x(z), W (),
Yik(2) ez, ti(2)}, elm] where Z; is the set of wires of the sub-circuit C;. Besides the sub-circuits, the
setup procedure also generates an aggregation circuit (AC) deterministically based on m, formally
defined in Definition [£.1] In our protocol, the master prover uses AC to evaluate the aggregated
proof based on the sub-proofs.

We now describe how to produce the proving and verification keys, which depend on the m sub-
circuits and the AC circuit. Assume that we have a secure associative encoding scheme, instantiated
as Hg) .= (Gen(), E(l)),Hg) := (Gen?,E®) as in Definition with two different parameter
sets. The setup first generates the key pairs (pky,sk;) < Gen!)(1*) and (pks,ska) < Gen®)(1%).
Denote by ¢t and ¢ the plaintext moduli of Hg and Hg) respectively. Then, as in Rinocchio,
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Procedure 1: (VK, PK) < Setup(1*,1, m):

1. Parsei as (pp := (R, foart), C := ({Vi(z), Wi(x), Yi(z) }rez, t(z))), where Z := Zio UZmiq is the set of all wires
in C as in Definition 2.2} and fpar is as in Lemma[4.1] The tuple ({Vi(z), Wi (z), Yi(2)},t(z)) represents
the structure of circuit C' (see Definition .

2. ({n = (pp, Ci = (Vi W, Vi hyer, ,t(m)))}ie[m] inc = (pp, Cac = ({Vis Wi, Vi } o o1 (x)))) “

fi(i,m). Let d be the maximum number of multiplication gates in the sub-circuits and let d be the
number of multiplication gates in AC.

the constructlon we use Z and ( to iterate over {V,W,Y} and {'u w y} respectlvely

3. Choose t, ¢ such that |C;] | t — 1 and |Cac| | ¢ — 1. E| Initialize the associative encoding scheme H< )
(Gen(l) E(1>) with key pair (pky,ski) < Genm( )7 c1phertext modulus ¢, and plaintext modulus ¢, and
H(Q) (Gen<2) E<2)) with key pair (pk,,ska) + Gen® ( ), ciphertext modulus @, and plaintext modulus g.

4. Sample the randomness: s & A%, s & AZ, Vo, Yw & R Yy = Yo = Yws O, Oy, Quy, Oty & Rys

. $ * $ . $ *
Vi € [m], asn <+ Ri, B+ Rg\{0}, Vi € [m], Viv, Vijw ¢ Ri, and viy = Yi,0 * Visw-

5. Construct crs :=

%',ysj‘ | @i nyiys’ ‘ } )| ain } ; (15)
{{ 1 1) je{(i—1)2d,...,(i—1)2d+d} 1 iem]
{ 108DV (9) | s Wie(9)] 0050 D2V (s) } 7 (16)
1 1 1 i€[m],k€ZL; jo
{\ 7105 Y, (5) ] 3508 Wk ()| 005020 (5) ] } ! (17)
1 1 L) ietm] k€Z; mia
{{‘ %Z,;(E)‘ 7‘0@%2@(5) } , } ) (18)
2 27 k€Tmia ) ze(v,W,Y}
{180 V() + 1 Wi (3) + 71 Y5(5) O}kej,{ B (1 lk(3) + 1 Wi (5) + 7 Tk(5) ) } ,
2J ie[m], k€T, mig
(19)
{- } {.27 } ) , where | U7, (3) | is as defined in Eq. ©- (20)
i€[m {0,....d} 2

Yiws" T VIW o (s) ‘ ,
1

6. Let {2} = {{\m,vs“‘”d%,n(s) K

{1}ie[m]' Compute Z,(5) := 3. & - Zx(5), for Z € {V,W,Y}.

7~ Set VK - (5k1:5k2737§70¢7av706w704y77v7’7w:’7y757 7i ( ) I/I/I/O( ) é(S)), PK = (CI’S, pP:Pk1:Pk2:{ﬁi}ie[m]7
iac). Output (VK, PK).

(i—l)dem(s) ‘ } } u
1
KETL; jo ic[m]

“This requirement ensures the existence of a |C;|-th root of unity {¢7} in R. We can then compute H;(x), H(z)
more efficiently. See Section [§] for details.

Figure 8: The formal algorithm of Setup for Dinocchio.
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Procedure 2: (PK, {(PK;,xi, w;)}ic[m)) < Distribute(PK,x, w, st):

1. Parse PK — (CI’S, PP, PKy, Pky, {nl}ze[m] ) ﬁAC)'

2. Compute {Xi}ie[m] < fx ({ﬁi}ie[m],x) and {Wi}ie[m] < fw ({ﬁi}ie[m],x,w).
3. Split the public proving keys into:

_ <{} RTINS (e

{0,...,d}
o, {50,

s Y, ()

.U
I

acve Z5(5)

)

(1B V() + 7 We () + 71 Y2(5)

"}’5 Lo }ZE{VWY}

%',ysj ‘ 7‘ O‘i,h'Yi,ysj ‘ } )
1 je{(i—1)2d,...,(i—1)2d+d}

17‘ Yiaws" TV Wik (s)

[0

b
1}
kEL; mid

{5(wi,<>+w AOREAHC) } } . (22)
k€T mid ) jem)

4. Output (W7{(PKi,X¢,Wi)}ie[m]).

Figure 9: The formal algorithm of Distribute for Dinocchio.

we sample the random evaluation points s & A}, s & Ay, and two sets of randommess: 1)

Oy, Qs Qy, Yoo, Yaws Yy & R, B & R \ {0}, which are used to facilitate the consistency checks for
each sub-circuit as well as the aggregation circuit; and 2) {c n, Vi.vs Vi,ws ’Yi,y}ie[mp which are used
to enforce the a-relation check for polynomials H;(x).

Lastly, the setup constructs the crs, which provides all encodings to facilitate the proof generation.
To be more specific, it generates encodmgs in Eq 1.) and Eq. ( . Those encodmgs are used by the

Similar to Rinocchio, it generates the encodings in Eq. (| and Eq. 1.) .used for provmg the
consistency of wire values in the set Zpniq := £ U J. Notlce that for £, the setup generates the

encodings of the latter part in Eq. 1) based on the entangled encodings m introduced
’ 2

in Eq. @, for Z € {V,W,Y}, i € [m], and k € Z; miq- These entangled encodings ensure that

all inputs in £ are derived consistently from the witness of the corresponding sub-circuit. We

further discuss their role in Section A technicality that we omit in Section is that now we
require the randomness {; ¢} to ensure that the encodings generated in Eq. and Eq. are

sub-provers to construct {
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Procedure 3: m; + SubProve(PK;, x;, w;):

1. Based on (x;,w;), evaluate C, denote the wire assignment as {¢i x trez; = {Ci,n }rez; o U {Cik I heZ; mia-

KEZL; mid

Cik ©

o

Based on the encodings {(‘ ’yi,vs“*l)dVi,k(s)

Yinws" Wk (s)

1,‘ 7i,y$<i71)2dyg,k(5)

)
1

H ! H
parsed from PK;, compute Vimia } Zkeli,m;d

iy sTD2Y () ‘1.

Cik © ‘ Yirws TPV 4 (s)

i, mid

‘%,ws(i_l)dWi,k(S) ‘1,

Cik ©

i,mid

3. Derive H;(z) := 7‘/’3(”)"‘?‘((?;“(1)

()

je{(i—1)2d,...,(i—1)2d+d}

5.

Figure 10: The formal algorithm of SubProve for Dinocchio.

independently distributed. Therefore, in Eq. (EI}, the entangled encodings | U7, (5)| are defined in
’ 2

terms of V/; (s) := Yi,w8" V4V 1.(s), where the additional randomness 7; ,, is incorporated (similarly
for W/, (s) and Y/, (s)).

To facilitate the proof of the satisfiability check of AC, the setup provides the encodings of
Eq. . The Paq uses these encodings to construct an encoding of H (3).

Finally, the setup phase preprocesses some computation in Step [6] to enable succinct verification.
We defer a formal discussion to Section [4.6l

The proving key PK contains the crs, the encoding keys (pky, pky), the description of the sub-
circuits and the public parameters, while the verification key VK holds the secret keys (sky,ska), the
secret randomness and the pre-processed {Z/,(5)}.

4.3 Circuit Distribution

The circuit distribution is described in Procedure 2 in Fig. [9] Given the public key PK that
contains the description of all sub-circuits and AC in {1; };c|;,) and iac, and the instance-witness tuple
(x, w) of the original circuit, the distribution phase invokes fi and fy, to get {x }icim), {Wi}igm]
as defined in Lemma The public key PK is split into PK as in Eq. of size O(m), and a
list of {PK;}ic[m) as in Eq. , each of size O(|C|/m). Looking ahead, the master prover uses PK
to derive the aggregation proof for AC, and similarly, each sub-prover only processes PK; when
generating the sub-proof instead of reading the whole PK, which is as large as the original circuit.

4.4 Sub-Prover Computation

The sub-prover computation is described in Procedure 3 in Fig. Each sub-prover P;, given
PK;, which includes the sub-circuit description {{Vir, Wik, Yir, Hik}rez,, ti}, and the sub-witness

w;, generates the wire assignment {c;r}rez, - Then, it computes the encodings U/
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Procedure 4: 7 <+ AggProve(PK, {m:}ic[m)):

2. Based on {{’ Yi,v

in the PK, and together with {

) }} |

f } - from {Wi}ie[m]y evaluate the
i€[m

AC which outputs i

) that encodes the result of fac as in
Definition F11

1

Denote by Tio the set of indices for wires carrying the values {{‘%ms -

o), e}

i€[m] B o
use {Cr}zez, to iterate through the corresponding wire values. Similarly, denote by Zmia := Z\Zio the set
of indices for all other wires; we use {¢;}gez,,, to iterate through the corresponding wire values.

,yi’ws(ifl)dWi,K(s) (i— 1)2dY

[
1

Ziio

s {1}

0,...,d} je{0,....d}

4. Compute : (m.d =2 ke, Gk © fyCZ,;(E) and i (,/,:,d =D ke, Ok 0| @V Zk(5) K where {¢ }zez,,, are

derived from Step 2!

Vi (3) + Y W5 (5) + v, Y5(5)) L, Derive the

é’yivs(i_l)dVi mid (S )1 Similarly, the sub-prover computes : wZ mid ' ,yl m|d as well as h' =

as in Step [l A high- level exblanatlon for the role of these encodings can be found in the paragraph
Augmented consistency check in Section
In total, 6 encodings are included in each sub—proof, sent to the master prover for aggregation.
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Procedure 5: {0, 1} < Verify(VK, x, 7):

fails (i.e., the image verification for some of the encodings fails).

2. Define the quadratic program Qq(z1,%2,®) = 1 — axe, then using the secret key sko:

ify that Qa 7 — 0.
)}CE{U wyy Ry A Qac (Cmids Cmia)

/Q)7 verify that Qu, (]_1//7}—1/) =0

5. Let Zi, denote the index set of wires carrying values in {x} U 1} derive Z(3) =

ZREI’ CrZx(5 ) for Z € {V,W,Y}, and o = Z,(5)+ Zia(5 ) for ¢ € {v w y} Where Z,O( 5) are parsed from

and the secret key ska, verify the quadratic equation:
(B0 + 75"~ wia) -+ (@0 + Ve~ Bpuia) = (Jio + 7y - Gia) — D~ £(5) = 0. (25)

6. If all checks above pass, output 1, and 0 otherwise.

Figure 12: The formal algorithm of Verify for Dinocchio.

4.5 Master Prover Aggregation

The computation of the master prover is described in Procedure 4 in Fig. In Step 2 of
Procedure 4, the master prover derives the following evaluations in AC (Definition :

fac (Wihe[m}) =
i€[m]
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check of wire values {ci k}ze[m] KET, mig
and {V7(z), W7(z),Y7(x)} respectively. As discussed in Sectlon 1 E' is constructed using the

encodings in Eq. derived from the entangled encodings | ¥; k(g) . This check relies on the
? 2

associativity of plaintext-to-encoding multiplication of the encoding scheme (Definition , so that
the following holds:

750, = ¥ ({Sremm o o[oha]} o oo ®], + {Sie i o0l [ Zarar 9]

i€[m] \k€ZLi mid k€TZ; mid

+ Z Cik © ( yzkz'o Zidx, (5) (3) 9>

WeTomg N

= Z Z Cik © \IIZZ,C(E) -

ze[m] kEIi,mid

Zldxw(i)(g) 9)

In total, the succinct proof includes 11 encodings, Wthh is roughly of the same size as the

original proof size of Rinocchio, with two extra terms, e required to verify the

evaluation results of fac, fac-

4.6 Verification

The verification checks are described in Procedure 5 in Fig. The verification checks consist of
quadratic root detections as in Definition [2.5] where the verifier uses the secret key sk and encodings

fars ak :to check that Q(ay,.. ak) = 0 for a quadratlc function Q In Step 1} the verifier parses

and A" = aph’; these checks are snnllar to RlIlOCCth
Crumally, the verifier also performs the followmg three steps, which are different than Rinoc-

extended secret key (1,sky, sk? 7). This step ensures two thlngs On one hand, we have that fac =
S, s D2 (Vi (s)Wi(s) — Yi(s) — Hi(s)ti(s)) = 0. On the other hand, fac = > ;(F - a;p — ") = 0.
Overall, this step convinces the verifier that the satisfiability check passes for all sub-circuits. In
Step |4} the verifier verifies that | = B(v/, .4 + W/,.q + Yiq) and thus ensures the consistency of the
wire values {¢; k biem] ez, g a0d {Cf }re7 used to compute {/a} for the set Zyiq. The consistency

among {c;;} then implies the consistency of {¢;};cz = {ZkeL— 4 Cik @[ Cli(s) } .
’ L) ie[m] Ce{vwy}
Finally, the verifier performs the satisfiability check as shown in Eq. . by first computing

Zio(5) = Z(5)+ Z!/(3), Z € {V,W,Y}. Specifically, the term Z_(5) is derived based on the public in-
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puts {{ Yiws VIV . (5) K Yiaws VAW (5) E i ys 2, (s) 1} } U{l},e[ k
KEINO ze[m] weim

As shown in Step @ in Procedure 1, the term Z/ (5), which requires O(m) computational time, is
pre-computed during the setup phase. Meanwhile, Z!(5) only depends on {x} and is derived in
Step 5| during the verification phase. Therefore, the runtime of the verification phase is just O(|x|),
independent of m.

5 Secure Encoding Scheme

In this section, we describe the encoding scheme used in Dinocchio and prove that this scheme is a

secure associative encoding.
RLWE-based encryption scheme. Our encoding scheme is based on the LPR RLWE-based
encryption scheme [50], which consists of the following algorithms.

e pp = (D,t,q,0,D,h) < GenParam(1*"): Let R := Z[X]/(XP + 1) and D be a distribution
that samples a random ring element with ternary coefficients and a fixed Hamming weight h,
such that RLWE,, ; p» holds. Set the ciphertext modulus ¢, the plaintext modulus ¢, and the
standard deviation ¢ for the noise generation.

e (sk, pk) < KeyGen(pp): Draw a secret key s <— D. Sample « & R, and noise = < x, € R,
and set pk := (o, 8) = (a, s + ) € RZ, sk :=s.

e ct := (a,b) < E(pp,pk,m) : To encrypt the message m € Ry, draw e < D € R, and
', 2" < Xo. Construct the ciphertext (a,b) = (ae+ 1/, Se + Am +1") € RZ, where A := 4 is
the scaling factor.

e m < D(pp,sk,ct = (a,b)) : Decrypt the ciphertext to the message m’' = H (b—a- sk)-|.

RLWE-based encoding scheme. The encoding scheme ITg = (IIg.Gen, I1Ig.E) is defined based
on the RLWE-based encryption scheme (GenParam, KeyGen, E) as follows:

o (ek,sk) & Ig.Gen(1*): invoke pp := (D,t,q,0,D,h) & GenParam(1*) of the encryption
scheme, and generate the key pair: (ek, sk) & KeyGen(pp);

o IIe.E=E.

The addition operation between two encodings follows the standard semantic definition of ring
addition, i.e., ct; 4+ cta = (co,0,¢0,1) + (c1,0,¢1,1) = (€00 + 1,0, 0,1 + ¢1,1). We additionally define
the “o” operation, which is the plaintext-to-encoding multiplication ct’ < a ¢ ct for the encoding
scheme as follows: For a € R; and ct := (cp,c1) € Rg, we first lift @ into R4 as o’ € Rq. We denote
this lift operation as []g. Le., for a =3, ai - X' € Ry, let [alg = 37,0 @i - X' € Ry 8.t a; = aj.
Thus, a o ct := ([a]q - co, [a]q - ¢1) where - is the ring multiplication.

We first prove that the above scheme is an encoding scheme.

Lemma 5.1. Under the RLWE,, , p, assumption (Definition , the d-PKE assumption (Assump-
tion and the d-PDH assumption (Assumption the above encoding scheme IIg parameterized
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by (n,t,q,0,D,h) is a secure encoding scheme (Definition [2.5)) which is ¢-linearly homomorphic

with n = poly(\) and 1 — erf (eq/%l < 27, where \ is the security parameter.

t\/2n(2h+1)0

Proof. We first show that the encoding scheme satisfies the following properties:

o (-linearly homomorphic: We show that if ¢ satisfies:

q/2t—1 A
1—erf <274
(Et\/Qn(Zh +1)o )
then Zie[ﬂ] a; oct; = HE-E(Zie[é] a;m;) where a; € Ry and ct; € Rg.

Notice that the encodings can be viewed as encryptions. In particular, if ct := (cg,c1) is
an encoding of m, then ¢y = ae + 2’ and ¢; = 4+ Am + 2", and the decryption noise is
e :=x-e+a"—s-2/, where s,e + D,z,2',2"” < x,. Since the Hamming weight of e and
s is h, this noise term ¢’ is the sum of (2h + 1) independently sampled noises from discrete
Gaussian with parameter o, and thus the standard derivation of ¢’ is simply /(2h + 1) - 0.
Moreover, in each plaintext-to-encoding multiplication, the decryption noise is blown up by
a factor bounded by ty/n, where t is the plaintext modulus and n is the underlying ring
dimension. Hence, when we have the summation of £ such multiplications, the final decryption

noise is drawn from the Gaussian distribution with standard deviation ¢t\/n(2h + 1)o.

To have an overwhelming correct decryption probability w.r.t. the security parameter A, the
decryption noise €’ for Zz‘e[e] a; ¢ ct; must be smaller than %, where A := g/t is the scaling
factor. Le., Pr[A/2 > |¢/[] > 1 — 27, Since the tail of a discrete Gaussian is upper-bounded
by that of the corresponding continuous Gaussian, up to a constant shift, it suffices to require

_ _gq/2t-1 < 9= o .
1—erf (&Wa) < 27 based on the two-sided tail bound.
e Quadratic root detection: Given the secret key sk, quadratic root detection is implemented by

running the decryption algorithm for each encoding ¢; to recover the message a;, and checking

if Q(al,...,ak) =0.

e Image verification: We view the encoding ct := (¢, c1) as an encryption which has decryption
noise E (c1 —co - sk) — E “(e1 — ¢ - sk)—‘ ‘ € Rq. If the decryption noise has infinity norm
less than L%], then ct is a valid encoding. As shown by the ¢-linear homomorphic property,
all valid encodings have the noise at most q/2t for each coefficient. Since an encoding has
n = poly(\) such coefficients, the probability that a malformed encoding passes the image
verification is negligible w.r.t. A.

Moreover, as assumed in Rinocchio [27], and in other prior works [9], our encoding scheme
satisfies both the ¢-PDH and the ¢-PKE assumptions defined in Assumption [2.I] and Assumption [2.2
So, our encoding scheme is a secure encoding. O

Below we present a lemma showing that this encoding is associative as in Definition
under appropriate parameter choices. At a high level, both evaluations perform the same ring
multiplications, but differ in how ring elements under a smaller modulus are lifted to a larger
modulus. This lifting introduces additional noise during decryption, which rounds to zero as long as

the ciphertext modulus of Hg) is sufficiently large to tolerate this noise.
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Lemma 5.2. Assume that the encoding scheme (IIg.Gen, IIg.E) with plaintext-to-encoding operation
©” as defined above is initialized with two different parameter sets, one with plaintext modulus ¢ and

(1)

encoding modulus ¢, denoted as Il ’, and the other with plaintext modulus ¢ and encoding modulus

Q, denoted as Hl(f). Ift | ¢,q | Q and Q > tq*>v/2\o, where o is the standard deviation of error
distribution and A is the security parameter, then Ilg is an associative encoding (Definition |4.2)).

Proof. Let o : R? x R? = R* denote the tensor product between tuples of ring elements under
the same modulus (i.e., if (ag,a1), (bo,b1) € R, (ao,a1) o (bo,b1) — (ao - bo, ag - by, ay - by, ay - by)).
Similarly, we have that o' : R? x R? — (R?)? denotes the tensor product between elements under
different moduli (i.e., if a € R7,b € RZ, a ¢’ b:=[a] 0 b.

Observe that for a € Ry, cty € Rg, and cty € RQQ:

faoct1¥ o cta = 4([aly - ct1) mod g¥ o' cta mod Q
=[lalq - ct1 — gK]g oct mod Q
= ([[a]q cti]goct — [gK]g o ct2> mod @
= (#13175) € (RQ)”

where K € Rg, and

o ({ct1¥ o' cta) = ao (([cti]goct;) mod Q) mod Q
= [a]g - ([ct1]g o cta — QK’) mod Q
= ([alg - [ct1]g o ct2 — [alg - QK') mod Q
= [alg - [cti]g o ct mod Q

where K’ € (R2Q)2

7= ([[a]q sc10]g 20 — [qK]q - c2,0 mod Q, [[a]q - c10]g - c21 — [aK]q - 2,1 mod Q) (28)

y1i= ([a]q - [c1,0]q - c2,0 mod @, [a]g - [c1,0]q - €21 mod Q). (29)

#4= ([lels - erol - 20 mod @ [fal - €10l -2 mod Q)
x'l’— (—lgK]q - c2,0 mod Q, —[¢K]q - c21 mod Q).

We observe that [a],-ct; < @ since Q@ > ¢? and [a]g - [01,0]Q < Qsince @ > t-q. This implies that
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recall that cty := (c20,c21) = (€20, 205k’ + € + A’ug), where A = % is the scaling factor of

sk’ (—[¢K]ge20) — (—[gK]gc2,1) mod @, and then multiply it by % and round to scale the result
)

down to the plaintext space of H(E2 . Therefore,

sk’ - (—[¢K]qc2,0) — (—[gK]qea,1) = —sk' - [¢K]gea,0 + [K]q(c2,05k + € + Apg))
= [¢K]q(e' + A’pz) mod Q.

Since K <t < g and Q > ¢?, it holds that [¢K]g = [q]g[K]q. Hence, using the fact that ¢ | Q,
we have that [¢K]oA'pus = [q]Q[K]Q%ug = [K]gQu2 = 0 mod @, and thus [¢K]g(e + A'ps) =

[¢K]ge mod Q. Finally, rounding %[qK Joe’ equals to zero since Q > tg>v/2\o and €’ has norm

bounded by v2\o with overwhelming probability, where o is the standard derivation of the Gaussian
distribution from which each error element is sampled.

6 Completeness

Under the completeness of circuit partition (Lemma , as long as (1,x,w) € Rgar, each sub-
prover P;, given (1;,x;, w;) € Rsat, can derive a valid wire assignment {c¢; ;. } of sub-circuit Cj s.t.,
Vi(s) - Wi(s) — Yi(s) — Hi(s) - ti(s) = 0.

Thus, for an honest prover, we observe that the sub-proof m; computed based on {c¢; 1} contains
they following elements:

/ Py— . . Z_]. d - . ----- / --------- ...............
® VUimidi = ZkeIiymid Ci k< %,vs( ) Vz,k(s) - The encodmgsgwi,mid

2 ’Yi,vs(i_l)dv;,k(s) z,

Ve Ziax, (i) () T %w;,mid%o Ve Zidny (1) (5)

+%yg,mid%<> VCZIdxy(i)(g) 9) + ZEGj Cp, © 'YCZE(E) , for ¢ € {anay}v Z e {V7 W’Y};

o (7= Dicim) (%Uz{,mid%O e Ziax, (i) (5) A

40 mia 0| A% Zian ) (5) | + 201 mia?© | 061 Ziana( )] ) + T & 0| e Zi(5) |
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° ZQ = Zie[m] < > Cik © ,3(%;\1’1»7 (s )+7w\1' (5 )+7y\1lz k(S )) ,)>

k€Z; mid

+ ke G 0| B (0 Vi(8) + 7 Wi () + 9, Y2 (9)) | ;

TP "
gwuol? wzm|d 7yz|o % yzmld 7h1171>'

i€ [m]

V7 (s)) + %u(V_Vf(’) + W7 (5) +7(V2(5) +Y7(5)))

+
: (’vamid(g) + ’YwW ( + ’Yy m|d )
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For 1, observe that the underlying encoded plaintext value equals to:

Z sUD2 (4, (Viio(8) + Vimid(5))) - (Yiw Wiio(8) + Wimid(5))) — (Vi (Yiio(8) + Yimia(5)))

i€[m]
= YiyHi(s) - ti(s))
= > s (Vis) - Wils) = Yi(s) — Hi(s) - ti(s)) = 0,

1€[m]
since iy = Yiw Vi for all i € [m].

For égout’ ..:1, the underlying encoded plaintext value equals to:

S (s (3 Hils) - i — i Hi(s))) = 0.

both decode to zero, and thus fac and fjc evaluate to

zero, which fulfill Eq. arid Eq. i; Step 13| of Procedure 5.

The satisfiability check of AC in Eq. also passes in a straightforward way with an honest
master prover. Therefore, we conclude that given (i,x,w) € Rgat it holds that Verify(VK, x, 7) = 1,
and this completes the completeness proof.

7 Knowledge Soundness

In this section, we formally prove the knowledge soundness of Theorem We first present the
batched satisfiability lemma, which enables a succinct proof in our aggregation.

Lemma 7.1 (Batched Satisfiability). Let F'(z) =3 ;¢ (=124 f(x) and f;(x) = Vi(z)W;(z) —
Yi(z) — Hi(z)t;(x). For s & A*,if Vi € [m], fi(s) = 0, then we have that F'(s) = 0. If F(s) =0 and

fi(z) has degree at most 2d for all i € [m], then Pr[Vi, fi(s) =0] > 1 — fgicf.

Proof. 1t is clear to see that if Vi € [m], fi(s) = 0, then F(s) = 0. The other direction is
straightforward by applying the generalized Schwartz-Zippel lemma [27, Lemma 2]. O

Based on Lemma we now prove the knowledge soundness (see Theorem of our protocol
given in Section [4]
Assume that the kV-PDH and &'V-PKE assumptions hold for the encoding scheme Hg), and

that the k®-PDH and &'(?-PKE assumptions hold for Hg), for parameters kW), KM k2 2 to
be fixed later. Let (VK,PK) < Setup(1*,i,m). Then, for any PPT adversary .A and any output
(x,m) + A(PK), we construct an extractor £ such that w < £(PK,x, 7), and the following holds:

Verify(VK, x,7) = 1

Pr A Rsat (L, x,w) =0

= negl(\).

Overview. We will show that the extractor £ can either extract a valid witness or break the PDH
assumption using A. The extractor € is given k(V-PDH and k(?-PDH instances, and plays the role
of the designated verifier; it provides the PK to A based on the given PDH instances and receives a
proof, from which £ can either extract a valid witness w or break the given PDH instances. We
split our soundness proof into four parts:
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1. We show how & constructs PK from the PDH instances so that PK is computationally
indistinguishable from the output of Setup. Specifically, the k")-PDH instance is (pky,

j (2)_PDH ; | 5/ )
{1 }je[Qk(l)]\{k(l)—I—l}) and the k5-PDH instance is (pky, {2}j€[2k(2)]\{k(2)+1}> Hp

and Hg) respectively, where s and 5 are independently sampled from Ay and A7, respectively.
During this step, & meticulously picks the randomness (e.g., vy, aw, ), so that it can efficiently
derive all required encodings in crs and the rest of PK.

2. If Verify(VK, x, 7) = 1 (i.e., all checks passed as specified in Section [4.6), then we show how &
can extract polynomials Vm,d( )s Winid (%), Ymia(z) from the proof 7 based on the k' (1.PKE
and k'@)-PKE assumptions (with &' k'®) to be fixed later).

3. We then argue that if certain properties (to be explained in later paragraphs) hold, not only
are the extracted polynomials constructed from the same set of consistent coefficients, but
this coeflicient set also serves as our consistent wire value assignment for the original circuit.
I.e., the constructed polynomials:

V() = Vio() + Vz(2) + Vi (2),
W(x) = Wio(x) + Wi (z) + Wz (2),
Y (2) = Yio() + Yz(2) + Y7 (2),
satisfy that V(z)W (z)-Y (z) = H(z)t(z) and ), cim ]5’ D2V ()W ()= Yi(z)— Hy(z)t; () =
0, i.e., (I,x,w) € RgaT.

4. In contrast, if one of the properties does not hold, based on Lemma then we utilize the
extracted polynomials from Step [2| above to break either the k(W_-PDH assumption for Hg) or

the k®-PDH assumption for Hg

Construction of PK. Recall that m is the number of sub-provers, d is the maximum number
of multiplication gates in each sub-circuit, d is the number of multiplication gates in Ag. With
ED = (2m—1)2d+3 and k) = w+3d+3 as in Theorem where w := 30 1Zi mia| + 7|, given

the ((2m — 1)2d + 1)-PDH instance (pkl, {1}

PDH inst Ky, { 5 }
instance (pky 2 G€10,... w+3d+3}

where crs is computed as follows:

) under Hg), and (w + 3d + 3)-
§€{0,...,(2m—1)2d+3}

> under Hg), the extractor sets PK = (pky, pksy, crs),

1 ’ 1

° {%,vs(i_l)dvi,k(s) s VW ()| | stV k() } : The extractor
[ ]keIz mid

& samples 7 4, i w ﬁ R}, where t is the plaintext modulus of Hg), and sets 7, = Tiy - T w-

2m—1)d4 1 2m 1)d+1
Let Yip = rip - sV = i, and thus Yiy = Yiw - Yiw = iy - sC™ DL EL For

8VVe need the offset by (2m — 1)d to guarantee that when invoking the EM_-PDH assumption w.r.t. the tuple

1) all other encodings in the crs (denoted as auxiliary input z in Assumption | are efficiently generated

by Z Since the a-relation checks for Vi(z), Wi(z),Y;(x) are replaced by a single check on Zmia(x), we do not need
offsets for Vi, W;,Y; separately as in Rinocchio. However, because H;(s) is multiplied by ~;,, we need the same offset
on Vi(s)W;(s) and Y;(s), so that the batched satisfiability check in fac still evaluates to zero.
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Z € {V,W,Y} and ¢ € {v,w,y}, the extractor & computes Z; (z) = Z;l:o Cik,j2? using the
public structure of the sub-circuits, where (; ;. ; denotes the j-th coefficient of the polynomial
Zi (), and sets these encodings to be equal to:

i—1)d+j5 | ._ 2m+i—2)d+j+1
> (%‘,v'vz‘,k,j)ol =) (i Vi) o s H 2| :

jE{O,...,d} jE{O,...,d} ie[m]ykezi,mid
Yo G wigg)o[sUTVH = Y (ri - wigy) o sV ,
jE{O,...,d} jE{O,..‘,d} iG[mLkGL,mid
> Gy vikg) ols" TP = 3 (i i) 0‘ iR ‘1

i€[m],k€L; mid

With k) > (3m — 1)d + 1, the extractor £ has access to all encodings {1} as part of the

k(W-PDH instance. Notice that we use solid boxes to represent everything that is included in
the final PK, though they might be derived based on initial encodings provided in a k(-PDH
(or kK®-PDH) instance.

b {/Vi,vs(i_l)d%,ﬁ(s) X Vi,ws(i_l)dvvi,n(s) 1 rVi,yS(i_l)?in,n(S)

: By following ex-

1 }ZG [m] ,KELJO

actly the same procedure as above, the extractor £ sets these encodings to be equal to:

2 —2)d+j+1
> (Tz‘,v'vi,n,j)o‘s( 2t ‘1 ;

jE{O,...,d} ie[mLKeIi,io
S (i - wing) o sV ,
e d 1€[m],k€T; o
i
Z (Ti,y'yi,n,j)O‘s@mﬂ 2)d+j+1 ‘1
j€{0,...,d} ie[m}’ﬁezi,io
* s } : With the r; , sampled in previous steps, Vi € |m|, the extractor
{%,y 1) je{(i—1)2d,(i—1)2d+d} iy p p DS, im, y
& sets:

Coed | e— el (2m—1)d+j+1
{ Yoy || = riy o P

With £(1) > (2m — 1)2d + 1, the extractor £ has access to all encoding {1} as part of the
kMW-PDH instance.

je{(i=1)2d,...,(i—1)2d+d} '
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: Similarly to above, the extractor £ samples «; 4, ﬁ R; and

° { A4 hYiyS 1}je{(i_1)2d,(i—1)2d+d}
Vi € [m] sets:

(2m—1)d+j+1
1

{ iy’ LT (i~ Tiy)ols

. {1}: The extractor £ uses the encoding key to encrypt the randomness {a; 5 }.

. { ti(s) 1}i€[m]: The extractor £ computes t;(x) = Zf 0 Ti,jz’ based on the public structure

of the circuit, and sets:
) - . J
{ ti(s) l}ie[m] ) Z T 01
j€{0,...,d} i€[m]

The extractor £ has access to {1} for j € [d] as part of the k(W_-PDH instance, since
kD > d.

° {2,2} _: The extractor £ samples « ﬁ Ry, where g is the plaintext modulus of

Jeld]
Hg), and 2 =ao 2, where {2} is directly given in the k(?)-PDH instance, with
k@ > 4.
d {VCZE(g) [)}Eej-mid‘ The extractor £ samples 7y, 74 ﬁ R;, and sets r, := 7, - 1ry. Let

Yo = Tv, Yo = Tw - 54, and 7y, = ry-§2d_+1. For Z € {V,W,Y} and ¢ € {v,w,y}, the extractor
& computes Zi(z) = Z?:o QT,;ij, k € Zmiq using the public structure of AC and sets these
encodings to be equal to:

> e GolFhi= 3 (o-Gyels), ,

§€{0,..d) i€{0,..d} F€Tmia

where K, = 0, Ky = d+1, Ky = 2d+2. The extractor € has access to {2} ,7€40,...,d}
as part of the k(?)-PDH instance, since k2 > 3d + 2.

o { ey Zi () 2} _: Similarly to above, for (Z,¢) € {(V,v), (W,w), (Y,y)}, the extractor £

EEImid
samples o ﬁ Ry, and for Ky, = 0, Ky = d+1, Ky = 2d + 2, sets the encodings to be equal to:

Z (ag -7 EE]) <>2

j€{07"'7d} Eefmld
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7

{5 G )+ ) A[BGuTi6) + 236 + 0B G) | )
2) i€[m), k€T mig 27 ke
The extractor £ samples a polynomial b(z) € A[z].37, 5 uniformly at random, where A, C R,

is the exception set of the plaintext space of Hg), subject to the constraint that the polynomials:
b(z) - (rv\IJYk(x) + rwxd_ﬂ\llm(x) + ryxz(JH)\I/Zk(a:)) and

b(x) - (ryVi(z) + rwaHW,;(a:) + ’l"y:E2(J+1)YE(SL'))
have a zero coefficient for the monomial 23943 for all i € (m], k € Z; mid, ked.
Set 8 = 5’“(2)*(3””3)6(5), where k) = w + 3d + 3 as set in the beginning. Notice that in our

proof, the polynomial xk(2)_(3‘1+3)b(x) will serve the role of a(x) in Lemma when proving
the consistency for the witness across Viid(x), Whid(x), Ymida(2).

Recall that we have the entangled encodings as defined in Eq. @:

‘I’iz,k(g) =1 ’Yi,vs(ifl)dvz',k(s) P o Zldxv(i)(g) + 1 ’Yz‘,ws(ifl)dWi,k(s) F o Zldxw(i)(g)

2

+ 1 %,ys(i_l)QdK’,k(S) F o Zldxy(i)(g) E

where Zldxu(z‘) (z) := Zjeci (w2’ and Zldxw(i) (z) and dey(i) (x) are defined similarly.

Therefore, £ derives the encodings | 5 (%\If}/k@) + Y UM (5) + ’yy\I/lYkG)) to be equal to:
b b b 9

Z Z B <<<i,v,j 37,080V 1 (s) => °© 2 + (Cz’,w,j <4 %i80 W 1 (s) ’) <>

jed ¢e{v,w,y}

+ <§i,y7j 17iy8 2 () ’) 02)}
= Z Z B . /r'C . <<C_’£,U7j . 3 vi,vs(i_l)d‘/;"k’(s) :) > g”C""] o

jed ¢efv,w,y}
+ (Ei,w,j 19508 IW i (s) => o5t | + <fi,y,j 2 7y80 VY (s) => 0|5t 2) }

s/

where i, = 0, Ky = d + 1, ky = 2d + 2. Similarly, Zp(z) = ZEE&Ei,E,j’xJ , and £ computes the
encoding | B (7o V;4(8) + 1 Wi (5) + 7, Y5(5)) | to be equal to:

D NCRNIVEEIT YD NS L ETEIYS

j'ed Ce{v,w,y} j'ed Ce{v,w,y}

The extractor £ has access to all required {2} as part of the ¥?-PDH instance since
k2 > 3d + 2.
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Therefore, we conclude that all encodings in crs can be successfully constructed by £. By following
the same argument as in [27, Section 5.2], we state that crs generated by £ has a distribution that
is indistinguishable from the one in Dinocchio.

Then, £ sends the crs to A, which returns a proof .

Polynomial extraction. We now utilize the proof = and the &’ (2)_.PKE assumption to extract
polynomials Viig (), Winid(2), Ymia (), H(z), all of degree at most d, where k() = 3d 42 as specified
in later paragraphs. To extract these polynomials, we first argue that the crs given to the adversary
aligns with the view of the adversary in &/?-PKE assumption, and then we invoke the ¥'?-PKE
extractor to recover the polynomial coefficients.

We first parse the proof 7 as in Step [I]in Fig.

e For the tuple (7

following way:

— Given the instance pp of the d-PKE assumption with respect to the encoding scheme
E® such that:

— [E@ () E@) (g
pp : {E (s7),E (as)}je{07...,J}’

a PPT algorithm Z can construct z = crs\pp by utilizing the encodings {2} 0}
]6 [RREE)
and sampling the randomness, including s € Ay, {in,Yiv, Vijws Viy ticim] € Ri, and

A, Qlyy Qs Qyy Yoy Yy Vys B € Ry, uniformly at random (i.e., independently of §). Observe
that this z generated by Z is from the same distribution as the encodings of PK as
described in the previous step.

We treat the prover side as the “non-uniform PPT algorithm A” in the d-PKE assumption,
with input crs := (pp, z)

<{ r¢s™ Zj(s) ,)}kei ) Alocres™ Zals) 9}]55 ) ,Z> ,

where K, = 0,5y = d+1, Ky = 2d + 2. Similarly to above, z can be efficiently generated using
the encodings {Eg) (37), Eg) (87 )}

and randomness sampled by £. Thus, based on

B je{o,...,d} B ~
the (k¢ + d)-PKE assumption, we can extract the polynomial Zmiq(x) of degree at most d for

(Z,¢) € {(V,v), (W,w), (Y,y)}. See also Remark [2.1]

Consistency of wire value assignment. Up to this point, £ has extracted the polynomials:

d ‘ d d
‘_/mid (.T) = Zﬂjl’ju m|d Z m|d Z

j=0 7=0 7=0
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We now argue that if the following three properties hold, then we can extract a witness set
{Ci,k}ie[m],keL- ., s.t. for each sub-circuit, we have Z;miq(x) = Zkezi Ly Cik Zik(x), Zi(x) =
Ziio(%) + Zimid(x), Z € {V,W,Y}, and:

Z 2012 (Vi (2)Wi(2) — Yi(z) — Hy(2)t;(x)) = 0.

1€[m]

On the contrary, if any one of the properties does not hold, we can break either £")-PDH of Hg) or

k(?-PDH of 112,

Roughly speaking, Property 1 guarantees that the extracted polynomials {Zmiq(z)} have the
same set of coefficients w.r.t. their corresponding sub-polynomials. Property 2 then claims that this
consistent set of coefficients serves as our consistent wire-value assignment that satisfies the AC. In
the end, Property 3 ensures that the consistent coefficients also satisfy all sub-circuits. We formally
list the three properties as follows.

Property 1: The polynomial:

U(z) = 1o Vinia(2) 4 702 Winia () + 1,22 D Vg () (30)

belongs to the set U generated by the R,-linear combinations of the polynomials:

{Ui(o) = roW04(0) + rua™ 0 (@) 4 27207, ()}
’ ’ ’ i€[m],k€T; mid

U {U,;(a:) =Ty
Property 2: V(z)-W(x) — Y (x) = H(z) - t(z).
Property 3: 3 e 224 (Vi () Wi(x) = Yi(2)) = Py a0 V2 Hi(w)ti ().
Let V(z) = Vig(x) + Vmia(2), W(2) = Wio(x) + Wmig(2), Y (2) = Yio(x) + Ymia(x), where
Vimid (%), Winid (%), Ymia(z) are the extracted polynomials.
If Property 1 does hold, then U(z) € U, where U(z) is as defined in Eq. (30). Assume that the
coefficients of linear combination w.r.t. U are {c} k}ie[m],keL U {€} }ge7 so that:

U(I) = Z kulk + Z

1€[m),k€L; mid keg
- Zcm (ro @0 (@) + rua ™ Wl >+ryx2<d’“>\v3ik<x>)

w(T) + rwxd_HW,;(a:) + rya:MHYE(x)}E 5 (31)
c

,mid

+Z '(Wk )+ rua W (@) + DT )

e [ S+ Y T ) S @)+ Y ()

ik ke i,k ke
+ 7yt D dpu (@) + ) V()
ik keg
=Ty Vn/qid (z) + 7”wiL’dH : ernid(fv) + 7’yUCQ(dH) 'Yr;id(x) ) (32)



where Z] () represents Y, cgk\IJZZk(S) + Y he7 G2 (). i

Comparing Eq. and Eq. , since the extracted polynomials {Zmid (x)} all have degree
at most d, we claim that Znq4(z) = Zl'nid(:n), for Z € {V, VV,ﬁY}. Le., {c;,} U{¢;} is the set of
consistent coefficients for constructing Viid(z), Wmid(z), and Ymid(z).

If Property 2 holds, then V()W (xz) — Y (x) divides the target polynomial ¢(z) of AC, where
Zio(z) is derived by the verifier based on x and VK. We conclude that these consistent coefficients
(& ket = G hez U{G Hres form a valid wire assignment to all private wires of the aggregation
circuit. Thus, there is a correspondence between the coefficients {c; ;, } U{¢; } extracted here and the
wire assignment {c; ,,} U{¢z} used in the protocol presented in Section s.t., Cig = 027 . and ¢g = E;—C.
With {¢; k }icim) ke, mg» We then construct the polynomials Z; mid(z) = ZkeL L Cik Zi k(x), for
Z € {V,W,Y}, all of degree at most d. Let Z;(z) = Z; jo(x) + Zi mid(x).

Notice that the extracted wire values {¢j}zc7 contain values corresponding to the tuple

<h’ h”1) for each i € [m]. Given that ;gié)..l;{}.;;lencodes zero as checked in Eq. in Fig.

these tuples are all valid (o j,)-relation pairs except with probability Wl*\ (where ¢ is the plaintext
t

modulus of Hg)). To extract the polynomials H;(x) of degree at most d for all i € [m], we invoke the

/(1 ; ; : — @ 5y g j
E'(M-PKE assumption with the challenge instance o := {Eri’h(sﬂ), E”’h(ai’hsj)}je{o,...,(Qm—1+z‘)d+1}’
where ¥’(1) = ((2m — 1+ i)d + 1). Similarly to before, the auxiliary input z := crs \ o can be
generated by Z given pp and 7; 5. Therefore, based on Remark & recovers H;(z) of degree at
most d for all i € [m)].

Finally, if Property 8 also holds in addition to Properties 1 and 2, i.e.,

S D (V) Wie) - Yile) = Y« V2 ()t (x),

i€[m] i€[m)]

where V;(z), W;(x),Y;(x), Hi(z) are all of degree at most d, based on Lemma [7.1| we conclude that
Vi € [m], Vi(x)Wi(z) — Yi(x) = Hi(x)ti(z). This means that the coefficients {c; k }ic[m) rez, g Used
to construct {V; mid, Wi mid, Yimid} are a valid (and consistent) wire-value assignment for Cj.

Reduction to KM-PDH and k®-PDH assumptions. As the final step of our soundness

assumption under Hg) .

At a high level, if Property 1 does not hold, then based on Lemma the extractor can

. .. . 2 . — . .
construct a polynomial containing the monomial term " )+1, whose evaluation on § is given by

the adversary, i.e., our prover side. Following a similar argument as in Rinocchio, this allows us
to extract a valid tuple breaking £(?-PDH assumption under Hg). If Property 2 does not hold,
then the extractor obtains a non-zero polynomial that has § as a root. This implies that 5¢ can
be expressed as a linear combination of lower-degree powers of 5, where d* denotes the highest
degree monomial with a non-zero coefficient in that polynomial. By multiplying both sides of this
linear combination equation by Ek(z)“*‘i*, the extractor derives an expression of 5#@+1 a5 a linear
combination of the monomials 5 with i < k() 4 1, which suffices to break the k(2)-PDH assumption
under Hg). Hence, we again break the k)-PDH assumption under Hg). The case where Property

& does not hold is analogous to Property 2 but w.r.t. Hg).
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1. Property 1: ((w + 3d + 3)-PDH under Hg))

Recall that as shown in the Construction of PK, we sample the polynomial b(z) € Aj[r]<34,3,
satisfying the constraint that the polynomials

b(:c)(rU\IlYk(a;) + rwa;JHIIlm(x) + rwaJ“\IJZk(ac)),

b(2) (ro Vi () + roa®™ Wi (2) + rya? 2V (2)
have a zero coefficient for the term z34+3 for i € m], k € Z; mid, ked.

Let a(x) = xk(m*(:ig*?’)b(x) and w := |U| where U is the set defined in Eq. . Observe that
since k2 = w + 3d + 3, a(z) has degree greater than w — 1. Thus, if Property 1 does not hold,
i.e., U(x) is not in the linear span of U, based on Lemma the polynomial

G(z) = alz) - Ulz) = 2" =Bp(2) . U(x)

. (2
has a non-zero coefficient on the term z*

modulus of Hg). Moreover, notice that all coefficients of G(x) can be directly computed by &€

since b(z) is chosen by € and U(x) is constructed based on Viig(2), Wmid (%), Ymid (z). Denote
by Gicqo,. 1 13drs) the coefficients of G(x) (the degree of G(x) is bounded by k2 4 3d+3).

'+1 with probability 1 — ﬁ, where g is the plaintext
q

From the definition of {~y, Yw, vy} and U(x), it follows that G(5) = B(7uVimid(5) + Y Wmid(5) +
Yy Ymid(5)). Since the linear combination checks in Step 4| in Fig. |12|is satisfied, we then have

terms constructed via {2} - )
F€{0,.. k@ +3d+3}\{k(?) +1}

instance: {2}je{o,...,zk@)}\{k<2>+1}’ from il to break the (w 4 3d + 3)-PDH assumption,

where k() = w + 3d + 3.

which are included in the challenge

2. Property 2: ((w+ 3d + 3)-PDH under Hg))

If Property 2 breaks, we have the non-zero polynomial:

P(z) = V(zx)W(z) = Y(z) — H(z)t(z) = d - at 4 P'(x)
with d* < 2d and 5 as a root since Eq. passes, where a’ € R, is the coefficient of the
monomial term z% with the highest degree. Notice that both_a’ and all coefficients of P’(x)
can be efficiently computed since £ knows V'(z), W(z),Y (z), H(2), (x). Let {p}};cq0,. 2d-1}
denote the coefficients of P’(x), which has degree at most d* — 1. The extractor £ derives:

k(241 —g* N @)1+
A O] T SR A R b

j€{0,...,d*—1}

based on { 5 , which are included in the challenge instance: {2}

}je{k(2)+17c?*,...,k(2)} §€40,... .2k N\ {k@) +1}

assumption under H(Q), where k) = w + 3d + 3.
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3. Property 3: (((2m — 1)2d + 1)-PDH under Hg))

Similarly to above, if Property 8 does not hold, we have the non-zero polynomial:

Fa)= 37 oD (Vi@)Wia) = Yile) = Hi@t(e) = o -2 + F'(a)

i€[m]

'.:1 encodes zero as verified in Step |3| of Fig. where

a’ € Ry is the coefficient of the monomial term z% with the highest degree. The extractor £
derives:

;a// . Sk(1>+1 1 ::§_8k<1>+17d’F/(s)§ _ Z (—f/') o Sk(1>+1fd’+j .

je{0,....d'—1}

based on {}

, which are included in the challenge instance: {1 }

je{kM+1-d’,...k(M} 5€{0,....2k(M N\ {kMD 41}

PDH assumption under 114, where k() = (2m —1)2d + 1.

This completes the soundness proof of our protocol.

8 Evaluation

We demonstrate the practicality of our protocol by evaluating the distributed proof generation time for
encrypted matrix multiplication (MM). We focus on this computation because matrix multiplication
constitutes a fundamental linear-algebraic primitive that underlies both linear transformations in
modern machine learning models [68] and core subroutines in homomorphic encryption schemes [66].
While our protocol applies to arbitrary arithmetic circuits as discussed in Remark we focus
specifically on a large matrix multiplication circuit, which enables precise and interpretable cost
estimates and reflects a representative and practically relevant workload for (F)HE-based systems.
Extending such concrete measurements to fully generic circuits requires further optimization in the
handling of shared wires across the distributed sub-circuits, which we leave for future work.

We begin by describing the problem of MM and then provide a detailed breakdown of the costs
incurred by each operation on both the prover side and verifier side.
Problem description. We consider the BFV scheme [T}, 25] as the underlying fully homomorphic
encryption scheme, which is a RLWE-based encryption scheme over R := Zy[X]/(XP + 1), where
¢’ is the ciphertext modulus, and D, the ring dimension, is a power-of-two. We denote the plaintext
modulus as ¢ and the underlying inputs of the MM algorithm as the matrices A € Rf,) XN and
B e RiYXM. W.lo.g., we set the dimension of A := (a;;) to be D x D, i.e., N =D. If N > D,
we split the matrix into [%1 pieces and repeat our algorithm in a straightforward way. To further
facilitate the FHE operations, we store A in its rotated diagonal form A’, with each row i defined as
(al,i mod D> 42,i+1 mod D> - - - y @D,i+D—1 mod D)-

By taking advantage of the SIMD property of BFV, the#user (who is also the designated verifier

in our system) encrypts each row (i} of A" and each column b; of B as separate ciphertexts, denoted

as ctg»A),ctyB) respectively, for j € [D],j € [M]. Thus, the server (who is also the prover) takes
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Jl
[30, 49], formally presented in Algorithm ﬂ At a high level, the baby-step-giant-step algorithm
(on the plaintext level) works as follows. Recall that each row of the rotated matrix A’ is of

form: EL’;- := (@1 j mod D> 42,j41 mod D» - - - @D, j+D—1mod D)- Lhen, when rt =+/D, Ab is expressed as

Zie[rt] Rot (Zke[rt] (Eij/ . Rot(l_)’7 k- rt)) ,i), where b is one column in the matrix B,j=i+k-rt,
and Rot(Z, y) outputs the vector Z’ which is & rotated y-slots to the left. Thus, it is clear to see that
in addition to D multiplications, which are unavoidable, this algorithm only requires 2v/D rotations
and v D + 1 rotation keys.

Eventually, the server, which is also the prover side of our protocol, outputs the results {resj/ =

as input ctt and {ct!® , evaluates the MM algorithm via baby-step-giant-step
7 Jjel] J'e[M]

;Agj/ } — together with a proof m demonstrating its honest evaluation.
‘e

Algorithm 1 Matrix Multiplication via BSGS

1: procedure matMul {ct(-A)} {ct(.fg)} ek
P 1 oo WY 1 ey St

2 rt < \/T)

3 for j' € [M] do

4: Initialize res;s to encrypt all zeros

5 for j € [rt] do

6 ctg.i? +— BFV.Rot(ctgfg), J - rt,ekyot) > prepare the rt rotated encrypted vectors

7: for j € [rt] do

8: Initialize res; to encrypt all zeros

9: for k € [rt] do > for each baby step, multiply the rotated data vectors with the
rotated diagonal vectors of the encrypted matrix under that small chunk

10: tmp « BFV.EvaI(x,ctyS]i,ctl(;,L‘)), where ¥’ = j + k- rt mod D

11: res’; <— BFV.Eval(+, res’, tmp)

12: for j € [rt — 1] do > rotate and add up all shares under each baby step

13: tmp BFV.Rot(resﬁt_jH, 1, ekot)

14: res;,_; <= BFV.Eval(+,tmp, res;; ) .

15: res; := res} > extract the result of Agj - which is now added up res}

16: return {res; }jic(n]

8.1 Estimations

We first provide the estimated runtime of our protocol, followed by a discussion of the detailed
breakdowns. We run our micro-benchmarks on AWS EC2 c6i.4xlarge, with 16 vCPUs. The
underlying FHE scheme has ring dimension D = 4096, ciphertext modulus ¢ ~ 2°%, and plaintext

9There exists a lot of work improving the runtime of homomorphically evaluating the matrix-to-vector or matrix-
to-matrix multiplication under certain specific settings, e.g., when the matrix dimensions are much smaller than the
ring dimension[70] or when the matrices are sparse [67]. Under the most general case, we use the most efficient known
way of performing matrix multiplication, which adapts a baby-step-giant-step framework, as introduced in [30}, [49].
This method is also used in other FHE algorithms to enhance performance, such as bootstrapping [47, [48]. We refer
readers to the original paper [30} [49] for a correctness proof of this MM algorithm.
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Prover Side Runtime vs m
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Figure 13: Prover side runtime under different numbers of sub-provers m. We set matrix dimensions
to N =D = M = 4096.

space t' = 216, The encoding scheme II; for sub-circuits has ring dimension D; = D = 4096,
q ~ 2'%9_ and plaintext space ¢’. The encoding scheme II, for aggregation circuits has ring dimension
Dy = 16384, Q ~ 2390 and plaintext space ¢. All scheme has more than 128 bits of security based
on the RLWE assumption [3].

The setup phase consists of three components, the interpolation of all sub-polynomials {Zl-k(a:), Z}E },
the encryption of all evaluations w.r.t. the random points s, 5, and the pre-processing for verification
that depends on the structure of the sub-circuits. Based on our microbenchmark, for an original
circuit of size 227 and m = 128, the setup phase takes around 47 hours and can go up to 228 hours
if the original circuit size is over 23'. The bottleneck happens during the polynomial interpolations,
and we leave the improvement for this one-time setup as future work.

We first set N = D = M = 4096 and range the number of sub-provers from {32, 64, 128, 256,
512,1024}. The prover runtime is shown in Fig. from which we observe that m = 128 provides a
better tradeoff between sub-prover runtime and the aggregation overhead. Intuitively, the aggregation
circuit should be slightly smaller than the size of a sub-circuit, so that we distribute the computation
work to as many sub-provers as possible while keeping the overhead of aggregation small. Specifically,
with m = 128, the sub-circuit is of size ~ 22° and the aggregation circuit is of size > 222, which
means that the original circuit size is more than 232. Dinocchio generates a succinct proof of size
11.4 MB in 9.23 hours, and the verification takes less than 16 seconds.

To further demonstrate the scalability of the matrix multiplication A - B, where A € Rf,) xN
and B € RiYXM, we fix m = 128, N = D = 4096, and evaluate our protocol for M € {128,256,
512,1024, 2048, 4096, 8192}. This results in sub-circuits with size ranging from ~ 220 to ~ 226 and
the original circuit is then of size ranging from ~ 227 to ~ 233. The runtimes of the prover side are
shown in Fig. Moreover, in Fig. we show the prover side runtime for N = D ranging from
{4096, 8192, 16384}, with m = 128 sub-provers to balance the overhead of aggregation. [T_U]

The microbenchmarks of the runtimes for each encryption/encoding operation based on the
implementation of Rinocchio [60] under two sets of encoding parameters for II;, I are shown in

10We set 4096 as the smallest parameter since, based on the security and correctness requirement, we have that the
ring dimension D of II; has to be at least 4096. To make full use of all slots in one ciphertext, we make the matrix
dimension aligned with D. For larger N, we simply repeat the procedure, and the runtime increases proportionally.
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Prover Size Runtime vs M
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Figure 14: Prover side runtime under different matrix dimension M. We fix the other matrix
dimensions to be N = D = 4096, and the number of sub-provers to be m = 128.

Fig. [16]

Comparison with prior works. When N = D = 4096, M = 8192 and m = 128, the Rinocchio
circuit, i.e., without the distributed-prover setting, has ~ 233 constraints. The runtime of the prover
thus takes more than 1,740 hours, while our prover side only takes 16.06 hours, which is a 108x
improvement. Notice that we did not directly gain the full 128x improvement because the master
prover incurs an overhead due to aggregation, which asymptotically grows as O(mlogm).

For verifiable matrix multiplication, DataSeal [57] represents one of the state-of-the-art ap-
proaches. However, it requires the user to embed additional redundancy into all inputs during the
encryption phase. As a result, their scheme does not support server-side input privacy, since the
server cannot contribute its own private data. On the other hand, our protocol theoretically supports
such applications. At a high level, the server side, which also serves as our prover side, first commits
to its private inputs via a public commitment. Each sub-circuit then embeds Merkle path proofs of
the private inputs w.r.t. the public commitment. The verifier thus checks the satisfiability of the
circuits by treating the commitment as a public input. We leave the non-trivial implementation of
this Merkle path verification to future work.

Moreover, one recent work [59] also proposes an efficient verifiable matrix-to-vector multiplication
protocol, by utilizing the sumcheck protocol and bridging the gap between rings and fields. We ran
their benchmark with NV = D = 4096 and 16 cores. Their prover requires 20.95 seconds. Thus, if we
directly adapt their scheme for matrix multiplication by setting M = 8192, i.e., recursively invoking
their proof protocol M times on different encrypted data vectors, their protocol produces a proof in
approximately 47.67 hours, about 2.97x slower than Dinocchio. The resulting proof exceeds 2GB in
size, two orders of magnitude larger than ours, and the verification takes over one hour, which is
also two orders of magnitude worse. Note that this comparison reflects a straightforward adaptation
on [59], while optimizations to their protocol may exist for matrix multiplication, but exploring
them lies beyond the scope of this evaluation.
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Figure 15: Prover side runtime under different matrix dimension IN. Notice that the ring dimension
D of TI; varies accordingly so that we always have N = D. We fix the other dimension of matrix B
to be M = 4096, and the number of sub-provers to be m = 64.

Encoding-Encoding | Encoding-Encoding

‘ NTT (us) ‘ Add (us) Mul (us) Dec (us)
I, [ 5309 | 3.02 \ 1111 [ 207.87
I, | 119651 | 67.29 \ 224.68 | 1881.36

Figure 16: The runtime of each operation under parameter sets for I1; and Il with ring dimension
D; = 4096, Dy = 16384 and ciphertext moduli ¢ ~ 2'% and Q ~ 23% respectively.

8.2 Detailed Breakdown

To showcase the validity of our estimations, we describe the procedure of the sub-circuit construction
for m sub-provers and the corresponding aggregation circuit for the FHE algorithm in Algorithm
We also provide concrete details for circuit components and the number of operations the prover
side needs to perform based on the circuits constructed.

The ring circuit of Algorithm[I]is a data-parallel circuit. Hence, as stated in Section each sub-

P; takes M lo.g., that m | M ted col { t(.,B)}
prover P; takes M /m (w.l.o.g., we assume that m | M) encrypted columns 1 ¢ 7 el DA s i)
(4)

of matrix B as its unique public inputs, while {ctj

The main bottleneck in the sub-circuit is proving the rotation step performed on line [6] and
of Algorithm [T} To derive the rotated encrypted ciphertexts, we perform two steps: automorphism
and key switching. The former procedure is realized in three steps. First, we decompose the original
ring element into D coefficients and employ 1 multiplication gate to verify that recombining all D
slots yields the correct ring element. Second, to re-index a coefficient, we multiply it with another
monomial to shift it to the corresponding slot. Third, the shifted coefficients are then added up
into a single rotated ring element. During the key switching procedure, each rotation key is oh,
because originally i want to find the details about decomposition, removed! an encryption of the
rotated secret key under the original secret key, decomposed w.r.t. base t/, where ¢’ is the plaintext
modulus of the (F)HE scheme. Thus, key switching requires 2log, ¢’ ring multiplication gates,
where ¢’ is the ciphertext modulus of the (F)HE scheme. In total, it takes 4v/D (D +logg¢') + 1

} ~are shared among all sub-provers.
jE
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- ->: wires with indices in set J

Figure 17: Illustration of the augmented circuits. The augmented sub-circuit C7 is shown on the
left and the augmented aggregation circuit is shown on the right. W.l.o.g, we assume that the
computation is the multiplication between A € RP*P and B € RP**. Therefore, with m = 2

sub-provers, each sub-prover receives two encrypted columns {ctg-B)} as inputs.

ring multiplication gates to perform the rotation steps on line [6] and
The construction of the aggregation circuit follows from Definition 4.1, where we treat {ctg-A) } D)
as the shared public inputs as discussed in Step [3|of Fig. [l A simple illustration is shown in Fig.

Sub-circuit. We now give the detailed breakdown for each part of the sub-circuit, which is
summarized in Fig.

1. Each ciphertext-to-ciphertext multiplication (i.e., ctg.A) -ctyg) ) in the original HE evaluation
is a tensor product between two ciphertexts in Rg, which needs 4 multiplication gate. In

total, for each sub-prover, with input % vectors and matrix dimension N, we have 4%
multiplication gates.

2. For each encrypted vector, we need 4v/D (D +1logy q') + 1 multiplication gates to derive the
rotated ciphertexts in Algorithm!, and we have M /m such ciphertexts. Thus, in total, we need
(4f(D+logt, q)+1)M

multiplication gates. A detailed construction of rotation is demonstrated
in Fig. . In Fig. [17] we abstract this rotation procedure as a black-box to simplify the
illustration.

. . . D(D+2log,s ¢')+4AN+1) M .. .
In total, each sub-circuit contains |C;| := (4vD(D+2 ngnq JHAN+1) multiplication gates, and
correspondingly 3D + 2M + 2v/Dlog, ¢’ + |C;| wires. Among these, 2(D + M/m) wires carry the

public inputs {ctg-A)} {ct(B)} (notice that each encoding consists of two ring elements), D wires

carry the monomials {X*},c/p) used for the coefficient re-indexing in the rotation procedure as

shown in Fig. and another 2v/Dlog, ¢ wires carry the gadget decomposed rotation keys.
Each sub-prover computes H;(x) as shown in Step [3| of Fig. We present an optimization that
enables an efficient interpolation of H;(x). In particular, we require that |C;| | ¢ — 1, where ¢’ is the
plaintext modulus of Hg). This guarantees the existence of |C;|-th roots of unity in the plaintext
ring Ry . Notice that for C;, we have Vj(x), W;(z),Y;(z), t;(x) € Ry[x] to be polynomials of degree
|C;| with each coefficient in Ry as in Definition Denote the multiplication gates in C; by
{rg1,...,rgc, - Each sub-prover initially holds the evaluations V;(rg;) = c; for all j € [|Cj[], where
¢; x, corresponds to the left input of the multiplication gate indexed by rg;. Similarly for Wi(rgj)
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Figure 18: Breakdown for the sub-circuit and the aggregation circuit. ¢’ is the ciphertext modulus
of the underlying (F)HE scheme and B is the gadget decomposition base chosen for the rotation key,
which is set to ¢/, the plaintext modulus of (F)HE. Notice that |Z; mia| = |Cj, since all inputs of the
sub-circuits are public, i.e., coming from x. Each sub prover needs to perform 3 - |C;| plaintext-to-

to each sub-prover, s.t., each needs to perform |C;| multiplications under H( ) For the aggregation

circuit, we have |Im|d| = 14m + |Cac|- Thus, the master prover performs 7 |Im,d| +2- |CA<;|
) : H

multiplications under H(

and Y;(rg;). To calculate the coefficients of H;(x) = Vi@Wile)-Yi(@) o Pi(z) = Vi(x)W;(x) — Y;(x),

ti(x)
the sub-prover first derives Pi(rg;) = Vi(rg;)Wi(rg;) — Yi(rg;) for all j using |C;| ring multiplications

(and additions). A naive approach is to compute H;(rg;) = I: ((rggj)) ; however, since ;(rg;) = 0 for

all j, this approach fails. Thus, without additional structure on the evaluation points {rg;}, the
prover side needs to interpolate P;(x) via Lagrange interpolation and then perform polynomial long
division by #;(z), incurring a cost of O(|C;|?) ring multiplications.

Instead, since ¢’ — 1 is divisible by [Cil, let {£;};¢(c,) be the |Ci|-th root of unity, we set {rg;}
to be {{;}, and choose {} := p&'}je(c,) to be a multiplicative coset of {¢;}, where p € Zy is

chosen beforehand during setup s.t. ti(ﬁg) = 0 for all j. Similarly, {tz(%)} are also pre-computed
during setup. Now, to compute the coefficients of H;(x), the sub-prover first obtains the evaluations
{Pz(fg)} based on {F;(§;)} via one FF'T, then computes H;({;) = P& since ti(&5) # 0, and finally

5’)
applies an inverse FFT to recover the coefficients of H;(x).
Now, referring to Procedure 3 in Fig. we can see that the runtime of a sub-prover consists
of the following components:

for ¢ € {v,w,y}. Since, for matrix multiplication, all inputs to the sub-circuit multiplication
gates are public with wire indices belonging to Z; jo, we have that |Z; mid| = |Cjl.

2. To derive H;(x), the sub-prover computes first the evaluations of H;(§") which incurs 2|C;|
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Figure 19: Toy example illustrating rotation for the ring element (1 + 2X + 5X?), represented in
vector form as (1,2,5). We denote by (a1, as, as) the ring element a; +as X +a3X?. The monomials
1, X, X? are represented as (1,0,0),(0,1,0),(0,0,1), as shown on the top right of the graph, with
dashed lines indicating the corresponding wires. On the top left, each coefficient of the original
ring element is extracted as a constant polynomial, with their wires being represented in solid lines.
By multiplying these constant coefficients with different monomials, the coefficients get shifted to
different positions in the vector representation, thereby producing rotated polynomials.

ring multiplications, and then two FFTs over Ry [z] to recover the coefficients of H;(x), where

each coefficient lies in Ry with ring dimension D and ¢’ is the plaintext modulus of Hg).

.......... @)

4. To prepare ll £, it performs |Z; mia| = |C;| plaintext-to-encoding multiplications under IT};’.

To summarize, each sub-prover performs two FFTs over Ry [z], together with 5 - |C;| plaintext-
to-encoding multiplications under Hg), |C;| plaintext-to-encoding multiplications under Hg) and
2 - |Cy|log |C;| standard ring multiplications.

Aggregation circuit. For the aggregation circuit, we have the following components:

1. For the evaluation of fac (Definition {4.1)), notice that the public inputs and outputs of

each sub-circuit consist of & wires carrying {ctg.?)}, % wires carrying the multiplication

m
E.A) }, D wires carrying {X"},¢(p;, and another vV Dlogy ¢

wires carrying the gadget decomposed rotation keys. All inputs (or outputs) except the
monomials {X*} are ciphertexts, which contain two ring elements. Therefore, we need

results {resj/}, D wires carrying {ct

<3D + % +2v/Dlog, ¢ ) 3m multiplication gates to reconstruct v;,ol,

i forie
[m]. Finally, it takes 12m multiplication gates to compute all “®” operations when deriving
fac (recall that each ® operation involves 4 ring multiplications).

2. Similarly, it takes 8m multiplication gates to evaluate fa (Definition [4.1)).

Hence, the aggregation circuit contains |Cac| := 9Dm+12M +20m+6v/Dm log, ¢’ multiplication
gates. When counting the total wires, notice that we have 2(D+2M) ring elements for the encrypted
matrices and the output results, D ring elements for the monomials {X*}, and 2v/Dlog, ¢ wires for

the gadget decomposed rotation keys. When reconstructing vl’-J o | :

RYTER 1, we also have 9Dm+

o1



12M wires carrying the sub-polynomials ‘ Vik ‘1,‘ Wik ‘1,‘ Yiw

K for k € Z; jo, which only depend on

the circuit structure. Lastly, each of the remaining 7m inputs to derive fac, fac, h containing 2 ring
elements. In total, the aggregation circuit has 3D + 16M + 14m +9Dm + 2v/Dlog, ¢’ + |Cac| wires.
Referring to Procedure 4, the runtime of the master prover is broken into the following steps:

1. It first computes the outputs of |Cac| multiplication gates via |Cac| ring multiplications.

2. As above, we require that |Cac| | ¢ — 1, where ¢ is the plaintext modulus of Hg). The
coefficients of H(x) are computed via 2|Cac|log|Cac| ring multiplications and two FFTs
over Ry[z]. It further performs 2|Cac| plaintext-to-encoding multiplications under Hg) for

3. We have that |[Zniq| = 14m + |Cac|, where the term 14m accounts for the non-public inputs
of fac, fac, i-e., the sub-proof encodings submitted from the sub-provers. Consequently,

the master prover performs 6 - [Znig| plaintext-to-encoding operations under Hg) to derive
) for ¢ € {v,w,y}.

it performs

|Zmig| plaintext-to-encoding multiplications under Hg).

In total, the master prover evaluates two FFTs over R,[z], together with 7 - |Znid| + 2 - |Cac]
plaintext-to-encoding multiplications under Hg) and 2 - |Cac|log |Cac| + |Cac| ring multiplications.
Verification. On the verifier side, the dominant cost lies in reconstructing Vi,(s), Wi(s), Yio(s)
from the public parameters in VK. Most of the computation depends solely on the circuit structure,
so it can be amortized via a one-time preprocessing as discussed in Section Consequently, the
online cost of deriving Zi,(s) for Z € {V,W,Y} is 3-2(D + 2M) + 3D ring multiplications, where
we have D monomials (each is a single ring element) used in rotations, and D + 2M encodings
{ctg-A)}je[ Dl {ctg.?), res; } jrc(m], each being a pair of ring elements. When executing the procedure
in Fig. the verifier also needs to perform 11 decryptions, 9 scalar multiplications, and 2 ring
multiplications. Therefore, the total work is O(|x|), independent of the number of sub-provers m.

9 Conclusion

We present Dinocchio, a distributed SNARK for circuits over rings. The key technical contribution
is a novel approach for aggregating sub-proofs through an aggregation circuit. Dinocchio achieves
significant performance improvements, while the proof size remains constant, and the online
verification time does not scale with the number of sub-provers. For a circuit with 232 constraints,
when distributing proof generation across m = 128 sub-provers, our protocol produces a succinct
proof of size 11.4 MB in 9.23 hours, while verification completes in under 16 seconds.

While our protocol offers significant advantages, there are a few limitations to note. First, our
evaluation of practicability is currently restricted to data-parallel circuits. For general circuits,
embedding the necessary consistency proofs across sub-circuits may incur substantial overhead.
Second, our base protocol, Rinocchio, treats underlying FHE ciphertexts as plaintexts of the encoding
scheme during proof generation, which limits its scalability to more complex FHE circuits that
involve maintenance operations and bootstrapping. Third, the fundamental linear-only assumption
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underlying Rinocchio and our protocol, Dinocchio, is not post-quantum secure. However, post-
quantum security is not necessary when the goal is to prove ring-friendly operations.

Overcoming the first two limitations is left for future work. Replacing the linear-only assumption
with a post-quantum secure alternative while maintaining the same framework also remains an
open question [I, 22]. Our main theoretical contribution, i.e., using an aggregation circuit and
hierarchically proving the aggregation logic via a master prover, may be of independent interest.
Exploring adaptations of this approach to other ring-arithmetic-friendly ZKP protocols is a promising
direction for future research.
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