
Goshawk: Hunting Memory Corruptions via 
Structure-Aware and Object-Centric Memory 

Operation Synopsis

Yunlong Lyu, Yi Fang, Yiwei Zhang, Qibin Sun, Siqi Ma, 
Elisa Bertino,  Kangjie Lu, and Juanru Li

IEEE S&P 2022

 University of Science and Technology of China, Feiyu Security, Purdue University, 

The University of New South Wales, University of Minnesota, Shanghai Qi Zhi Institute,
G.O.S.S.I.P, Shanghai Jiao Tong University



2

  Design
2

  Evaluation
3

  Conclusion
4

  Motivation
1

Outline



Memory corruption bugs detection routine
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Custom Memory Management Functions
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Structure Definition Structure Memory Management

l2cap_sock_alloc_skb_cb()->bt_skb_send_alloc()->sock_alloc_send_skb()->
sock_alloc_send_pskb()->alloc_skb_with_frags()->alloc_skb()->__alloc_skb()->
napi_skb_cache_get()->kmem_cache_alloc_bulk()->__kmem_cache_alloc_bulk()-
>kmem_cache_alloc()

Too complicated to manage 
its memory.



Complex Custom Memory Management Behaviors
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Feature 1: Multi-object and Structure nested allocation 



Complex Custom Memory Management Behaviors
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Feature 2:  Require Stucture-aware deallocation 
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Feature 3: Follow an Unpaired-use model

info

Complex Custom Memory Management Behaviors
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Objects & Challenges

l2cap_sock_alloc_skb_cb
pool_alloc_page
framebuffer_alloc
framebuffer_release

• Multi-object allocation

• Structure nested allocation

• Structure-aware deallocation

• Unpaired-use model

Custom memory management functions

• Simple memory object

• Naive data flow tracking

• Paired-use model

How to fill the Gap?

Structure-aware and Object-centric Memory Operation Synopsis 

MOS
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MOS: Structure-aware and Object-centric Memory Operation Synopsis 

Object-centric Structure-awareInternal allocation/deallocation

Memory Operation SynopsisMemory managemnt function interface
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Goshawk: MOS-enhanced memory bugs detection system
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Goshawk

1. MM function Identification

1.1 NLP-assisted Classification

1.2 DFA-based Validation

2. MOS generation

2.1 Memory object tracking

3. MOS-enhanced bug detection

3.1 MOS interpretation

3.2 Infeasible paths elimination



MM function Identification
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NLP-assisted Classification

Siamese network training Function classification
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1. Segment and normalize function prototypes. 

2. Convert function prototype into numeric vectors. 

3. Compute the similarity with the reference set.



MM function Identification
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DFA-based Validation

Interprocedural & backward analysis
Official MM function set:

• collected from official documents 

• 32 functions: kmalloc, kfree, malloc, 

free, vmalloc, vfree, etc.

propagated
to RetVal 
or Params?

MM function

Yes

❶

❷

❸

❹



MM function Identification
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DFA-based Validation

Interprocedural & backward analysis

propagated
to RetVal 
or Params?

MM function

Yes

❶

❶

❷
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Official MM function set:

• collected from official documents 

• 32 functions: kmalloc, kfree, malloc, 

free, vmalloc, vfree, etc.



MOS Generation
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Interprocedural & backward analysis
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Collected Data Flows

Merge and abstract



MOS-enhanced memory bugs detection
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Infeasible path eliminationMOS interpretation



MOS-enhanced memory bugs detection
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MOS interpretation

Retreive
Parse

Structural and multipe memory modeling

Skip analyze its body



MOS-enhanced memory bugs detection
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Infeasible paths elimination

Initial report

CodeChecker
 with Z3

collect issue 
paths

cross 
check

Infeasible Path !
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Overall Results

• Identified more than 10,000 custom MM functions

• MM function identification is precise.

• Detected 92 new use-after-free and double-free bugs

• Achieves a low false positive.



Comparison with MallocChecker
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Goshawk vs. MalChk-S:
• under the same experiment setting
• AMD 3990x, 192G RAM
• AD=5, AB=225,000, CTU=100

MalChk-E:
• more extensive experiment setting
• Xeon 4126, 1TG RAM
• AD=10, AB=2,250,000, CTU=20,000

AD: Analysis depth, AB: Analysis breadth, CTU: Cross translations units



Comparison with related works
22

MM function identification:
• Outperforms  by orders of magnitude

• Applicable to different scales codes

Bug detection:
• High coverage

• Less false warnings



Demonstration
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Conclusion
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Download and try Goshawk by visiting https://goshawk.code-analysis.org/

p MOS: a novel concept to enhance memory bug detection

p Goshawk: a easy-to-use bug detection tool

p Found 92 new bugs in Linux/BSD kernels, OpenSSL, Redis, etc.

p Found new bugs in CAIRO, Flite, NASM after our submission!

https://goshawk.code-analysis.org/



