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Abstract. As of November 2021, Bitcoin supports “Taproot” spending policies whose on-
chain format is a single elliptic curve point. A transaction spending the funds associated with
a Taproot policy can be authorized by interpreting the curve point either (a) as a public key
of the Schnorr signature scheme and providing a suitable signature, or (b) as a commitment
to alternative spending conditions and satisfying those.
Since a sufficiently powerful quantum adversary would be able to forge Schnorr signatures,
an upgrade to Bitcoin may, at some point in the future, disable the ability to spend existing
funds via Schnorr signatures in order to prevent the havoc created by leaving a large fraction
of the currency supply prone to theft. However, to avoid irrevocably losing all funds not
migrated in time to (yet to be added) post-quantum signature schemes, it will be desirable for
an upgrade disabling Schnorr signatures to retain the ability to spend funds by interpreting
the curve point in a Taproot policy as a commitment to alternative spending conditions.
This paper justifies such an upgrade strategy by demonstrating the post-quantum security
of Taproot as a commitment scheme. Specifically, it provides concrete upper bounds on the
probability that a quantum adversary making some number of queries to a quantum random
oracle can break the binding or hiding property. Since the bounds follow from powerful
existing results, which enable reasoning as if dealing with a classical adversary, the proofs are
accessible without a background in quantum computing.
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1 Introduction

As of the Taproot upgrade in November 2021 [BIP340; BIP341; BIP342], Bitcoin supports a new
type of spending policy with a compact on-chain representation. Concretely, let G be the generator
of the additively written elliptic curve G = secp256k1 [SEC2] as traditionally used in Bitcoin,
and let H be a specific cryptographic hash function based on SHA256. A Taproot spending policy is
represented by a single group element C = rG + H(rG, m)G, where r is a random scalar and m
describes a set of scripts (i.e., small programs) each specifying a possibly complex spending policy.

The owner of some funds stored under a Taproot policy C can spend them either (a) via a
key-path spend, i.e., by interpreting C as a public key with secret key r + H(rG, m) and providing a
Schnorr signature [Sch91] valid under C, or (b) via a script-path spend, i.e., by interpreting C as a
commitment to m by revealing m and rG, and providing whatever authorization data is necessary
to satisfy one of the scripts described by m. Key-path spends are preferable over script-path spends
whenever possible because they offer efficiency and privacy benefits: the authorization data that
needs to be stored on the blockchain is just a single Schnorr signature, and nothing is revealed
about the set of scripts in m.

Since Schnorr signatures, as well as the legacy ECDSA still supported in non-Taproot policies,
inherently rely on the discrete logarithm (DL) problem, which can be solved in polynomial time
on a quantum computer [Sho94],1 the Bitcoin community is currently debating potential future
upgrades to Bitcoin that add support for post-quantum secure signature schemes [e.g., Bea24; Cor24;
Hei25; Dry25; Lop25a].In an ideal scenario, such an upgrade will happen long before the availability
of a sufficiently large quantum computer so that owners of funds currently secured by DL-based
signatures will have enough time to move their funds to post-quantum secure signature schemes.
Later, but before the quantum threat becomes imminent, another “kill switch” upgrade will be
necessary that disables spending via DL-based signatures, effectively letting the non-upgraded funds
expire to avoid the havoc resulting from leaving them vulnerable to theft.2

For funds stored under a Taproot policy, disabling Schnorr signatures implies disabling key-path
spends. In that situation, script-path spends could come to the rescue. If C = rG + H(rG, m)G,
when interpreted as a commitment, is binding to m against quantum adversaries, then script-path
spends will remain secure in a post-quantum world, and they could allow the recovery of funds that
would otherwise be lost irrevocably.

This observation suggests an upgrade path in which the first upgrade, i.e., the one that adds
support for post-quantum secure signatures, does so by introducing appropriate instructions to
the script language [Cor24]. After this first upgrade has been completed, newly created Taproot
policies would still primarily use Schnorr signatures but could additionally contain recovery scripts
that allow spending securely via post-quantum signatures, keeping the funds accessible even after
the deactivation of Schnorr signatures.

The advantage of such an upgrade path is that the efficiency and privacy benefits of Taproot will
be retained until the kill switch upgrade. This will provide more time for research and development,
allowing for further upgrades that can improve and refine Bitcoin’s post-quantum cryptography
before the kill switch upgrade makes its usage mandatory. Relevant research areas are not limited
to efficiency and flexibility improvements of ordinary post-quantum signatures [e.g. Alk+20; DM20;
ASY22; BTT22; Das+24; Zha+24; Aar+24; RK24; Dra+25; BEL25] but also include alternative
ways of authorizing the spending of funds such as post-quantum zero-knowledge proofs [e.g., Cha+17;
Ben+18; KKW18] and commit-delay-reveal protocols [And+98; BM14; Ruf18; Ste+18; IKS19;
SW23; Dry25], both of which might make it possible to recover even funds not moved to policies
with post-quantum recovery scripts in time by exploiting that secret keys are usually derived
deterministically from a seed [BIP32].

The security of such an upgrade path, which eventually disables key-path spends but leaves
script-path spends enabled, relies on the post-quantum security of the commitment scheme implicit
1 Other parts of the Bitcoin protocol that use cryptography and may be affected by quantum adversaries

include mining [Sat20; LRS19; Coj+19; BS24] and transport encryption on the P2P network [BIP324],
but these are out of the scope of this work.

2 Some believe that it will be preferable to leave the non-upgraded funds vulnerable to theft [e.g., Bea25].
See Lopp [Lop25b] for a summary of the debate, including convincing (as I believe) arguments for letting
the funds expire.
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in Taproot. However, while there has been work towards a formal security analysis of Taproot
in the pre-quantum setting [Poe20; Fou20a; Fou20b], there have been no positive results in the
post-quantum setting thus far.

The purpose of this paper is to justify the retention of script-path spends by quantifying the
post-quantum security of Taproot as a binding and hiding commitment scheme. The security
analysis relies purely on query complexity in the quantum random oracle model, i.e., the cost of an
attack is measured only in the number of evaluations of a cryptographic hash function, otherwise
ignoring running time and space.

Concretely, consider a quantum adversary that performs at most d query rounds, where each
query round provides w evaluations of the hash function in parallel. Any such adversary can break
the binding property no better than with probability O(d3w2/p) and the hiding property no better
than with probability O(d

√
w/p), where p is the order of the group G, i.e., p ≈ 2256 in Bitcoin’s

instantiation G = secp256k1.
These bounds follow almost immediately from a generalized collision bound in Chung, Fehr,

Huang, and Liao’s quantum query complexity framework [Chu+20; Chu+21] and from Ambainis,
Hamburg, and Unruh’s generalized One-Way to Hiding Theorem (O2H) [AHU19], respectively.
Since both existing results enable a style of reasoning similar to that used for classical adversaries,
the derivations of the bounds are accessible without a background in quantum computing.

2 Background

UTXOs and Spending Policies. The Bitcoin blockchain associates each unspent transaction
output (UTXO), representing an amount of unspent funds, with a spending policy. This policy
specifies what authorization data the owner (or the owners) of the funds needs to provide in order to
access, i.e., spend, the funds. For example, the most common spending policy is a signature policy,
which requires the owner of the funds to provide a digital signature on the spending transaction.

Traditionally, spending policies have been stored on the blockchain in the form of small programs
called scripts. A script takes some purported authorization data as input and decides whether the
data satisfies the policy with respect to the transaction. For example, the aforementioned signature
policy is encoded as a script that takes as input an ECDSA signature and consists of instructions
for checking the validity of the signature under a public key of the owner hardcoded in the script.

Bitcoin’s scripting language is expressive enough to implement more advanced policies, which are
fundamental to layer-two applications built on top of Bitcoin’s transaction layer, such as payment
channel networks [e.g., PD16; DW15; Aum+21]. These advanced policies can require, e.g., that a
preimage of a one-way function is revealed as part of the authorization data, or that the funds can
only be spent after some timeout has expired.

Most advanced policies are used to express that multiple users share ownership of some funds.
These policies lock up the funds so that they can, under normal circumstances, only be spent if
all users cooperate. However, if any involved user fails to cooperate, i.e., the user is unavailable
or outright malicious, then, after some timeout, the policy can allow the other users to spend the
funds without involvement of the uncooperative one, e.g., to get their funds back.

Taproot. The Taproot upgrade to Bitcoin in November 2021 [BIP340; BIP341; BIP342] added
the ability to use “BIP340-style” Schnorr signatures [BIP340] for authorizing transactions. The
Schnorr signature scheme [Sch91] offers several advantages over ECDSA used thus far in Bitcoin:
Even though the underlying elliptic curve secp256k1 [SEC2] is kept, Schnorr signatures and public
keys use a more compact encoding, which reduces the on-chain size of transactions, and they
support efficient batch verification [Nac+95; BGR98; Ber+12]. Moreover, they enable much simpler
and more efficient constructions of advanced signing protocols, e.g., multi-signatures [e.g., NRS21;
Nic+20] and threshold signatures [e.g., KG20; Chu+23; Bel+22].

The primary change in Taproot, however, is the addition of a new and more efficient on-chain
spending policy format [BIP341]. A Taproot policy, i.e., the spending policy of a Taproot UTXO, is
represented by just a public key (instead of a script containing instructions and often a hardcoded
public key), which optimizes for the common case of a signature policy as described above. A
transaction spending the UTXO can be authorized with a BIP340-style Schnorr signature [BIP340]
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on the transaction valid under the specified public key, or alternatively, in order to retain the
support for more complex policies, by revealing and satisfying a script3 committed to within the
public key.

Setting up a Taproot Policy (Receiving Funds). Assume that either a single user or a group
of users expects to receive funds. They can create a Taproot policy as a single group element C ∈ G
constructed as

C = rG + H(rG, m)G

for a random scalar r and some root m of a Merkle tree [Mer79; Mer90] committing to a (possibly
empty) set of scripts in its leaves. In other words, C is constructed by additively “tweaking” the
group element rG by the value H(rG, m). Then, the Taproot policy C, suitably encoded in the
form of a payment address [BIP350], can be given out to potential senders.

When multiple users are involved in setting up C, they can generate R = rG without anyone
learning r using the key aggregation algorithm of a suitable Schnorr multi-signature scheme such
as MuSig2 [NRS21; BIP327] (or, if a threshold spending policy is desired, using a distributed key
generation protocol compatible with a Schnorr threshold signature scheme such as FROST [KG20;
Bel+22; Chu+23; RN23; Dha24]). In this case, each involved user needs to compute C = R +
H(R, m)G themselves, ensuring that it is a commitment to the right values m and R before giving
out C to potential senders.

Satisfying a Taproot Policy (Spending Funds). The main cryptographic trick behind Taproot
is that the group element C can serve both as a Schnorr public key and as a commitment to the
Merkle root m. Correspondingly, there are two ways to satisfy a Taproot policy C and authorize a
transaction that spends the funds received on it:

Key-Path Spend. This spending method requires a Schnorr signature on the spending transaction
valid under public key pk = C.
This signature can be created by signing with the tweaked secret key sk = r + H(rG, m)
corresponding to the tweaked public key C = R + H(R, m)G.4 When multiple users have been
involved in setting up C, they can run the signing protocol of the Schnorr multi-signature scheme
(or threshold signature scheme) used for generating R to create a single Schnorr signature
valid under public key C. Similar to the single-user case, the signing protocol needs to support
signing with tweaked keys [BIP327; Dha24].

Script-Path Spend. This spending method requires
– the Merkle root m and the randomness R = rG, plus
– one of the scripts committed to as a leaf s of the Merkle tree together with a Merkle path

that proves that s is a leaf of the tree with root m, plus
– inputs to the script s that satisfy it with respect to the spending transaction.

(Note that revealing r instead of rG would allow everyone to compute sk = r + H(rG, m) and
perform a key-path spend.)

Benefits of Taproot. By committing to the scripts within the public key, Taproot favors key-path
spends. In the case of a key-path spend, the authorization data that needs to be stored on the
blockchain is very compact, namely just a single Schnorr signature.

While this design directly improves the efficiency of single-owner UTXOs with a simple signature
policy, optimizing for key-path spends is equally beneficial for complex multi-user spending policies
as those used by layer-two protocols: as long as all users involved in the spending policy are
cooperative, i.e., available and honest, they can perform a key-path spend by running a Schnorr
multi-signature protocol such as MuSig2 [NRS21] to create a single Schnorr signature valid under
the public key C.
3 Tweaks and improvements to the scripting language are also part of the Taproot upgrade [BIP342], but

these are not relevant to this work.
4 This requires that BIP340-style Schnorr signatures are unforgeable with respect to tweaked keys (also

known as re-randomized keys or blinded keys). which has been shown [ELW23] for the very similar
EdDSA variant [Ber+12] of Schnorr signatures.
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In fact, a Bitcoin node obtaining and verifying the blockchain does not even notice that a
possibly complex multi-user protocol has been used behind the scenes. Only if one of the involved
users is not cooperative, other involved users will need to perform a (less efficient and less private)
script-path spend by revealing the necessary data, including the authorization script. This enhances
privacy and renders multi-user UTXOs as efficient as single-user UTXOs in terms of overhead for
the Bitcoin network, at least in the cooperative case.

3 Security of Taproot

Assume that an honest user has computed a Taproot policy C = R + H(R, m)G from the values R
and m. In this situation, Taproot is supposed to provide two security guarantees to the honest user,
which, while a full formal treatment of Taproot is beyond the scope of this work, can be described
informally as follows.

Theft Resistance. No adversary choosing R and m should be able to spend funds in violation
of the policy, i.e., either by forging a Schnorr signature valid under public key C on some
transaction tx or by opening C to m′ ̸= m. The adversary is given a key-path spend oracle that
outputs Schnorr signatures generated using the tweaked secret key r + H(R, m) for adversarially
chosen transactions tx∗. (If R has been generated with a multi-signature scheme or a threshold
signature scheme, the adversary is instead given a suitable signing oracle simulating the honest
users in a signing session with joint secret key r, tweak H(R, m), and message tx∗.) If the
adversary has queried a signature on tx∗, then tx∗ no longer counts as a valid forgery.

Privacy. Assuming R is chosen randomly by the honest user, no adversary (without knowledge of
R) should be able to learn anything about m. The adversary is given a key-path spend oracle
analogous to the one for theft resistance.

Should the adversary also be given a script-path spend oracle, which would reveal R and m?
No. In theft resistance, it is anyway the adversary who chooses R and m, and in privacy, revealing
R and m would make attacks trivial.

Why do the above informal descriptions treat the Merkle root m simply as an opaque message?
This is a simplified treatment, justified by the well-established fact that a Merkle tree [Mer88;
Mer90] is a binding vector commitment to its input messages (i.e., the scripts) hashed and stored in
its leaves if the underlying hash function is collision-resistant, and this holds even against quantum
adversaries [e.g., Chi+22, Section 6.2]. As a result, if the adversary can open C only to m, and the
user has computed m as the Merkle root for a set of scripts, then the adversary can in turn open
m only to scripts expected by the honest user. Moreover, when it comes to privacy, the Merkle
root will hide some or all of the scripts until they are revealed if they are unpredictable for the
adversary, which honest users can ensure by adding entropy whenever desired.

Post-Quantum Security After Disabling Schnorr Signatures. Crucially for the meaning of
this work, the two security guarantees become considerably simpler assuming that spending via
Schnorr signatures has been disabled in a post-quantum world. As explained below, theft resistance
and privacy then simply reduce to the binding property and the hiding property, respectively, of
Taproot as a commitment scheme. This justifies modeling Taproot as a commitment scheme and
focusing on a formal security analysis of these standard properties of a commitment scheme.

To see why binding and hiding are sufficient, first observe that it is not necessary to provide
the adversary with a key-path spend oracle. While the adversary could have obtained Schnorr
signatures from key-path spends before they were disabled (or from users with old clients that have
not yet been upgraded to stop producing signatures), a quantum adversary can simply compute
discrete logarithms and thus generate any desired signature without an explicit key-path spend
oracle.

With this in mind, privacy is equivalent to keeping m confidential, assuming that R is generated
honestly and m is chosen by the adversary. But this corresponds exactly to the standard notion
of hiding. For theft resistance, observe that, since spending via Schnorr signatures is no longer
possible, the adversary is restricted to forging script-path spends. This reduces to the standard
notion of binding: since the honest user ensures that the policy is of the form C = R + H(R, m)G
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for an expected opening message m, binding implies that no adversary can open C to some different
m′ ̸= m.

4 Preliminaries

Quantum Oracle Algorithms. We work in the quantum random oracle model [Bon+11], i.e., the
adversary is modeled as a quantum oracle algorithm AH that can perform classical and quantum
computations and has classical and quantum oracle access to a random function H (i.e., H can be
queried “in superposition”).

Multiple oracle queries can be performed in parallel. A quantum oracle algorithm AH has query
depth d and query width w if it performs at most d query rounds, each consisting of at most w
parallel queries that may not depend on the results of the queries in the same round (i.e., the total
number of queries is at most d · w.)

The motivation for the distinction between query depth and query width is that, in many cases,
better bounds can be derived against attacks that exploit a parallelism. As phrased by Ambainis,
Hamburg, and Unruh [AHU19], “It’s easy to do 264 hash queries on parallel machines — the Bitcoin
network does this several times a minute — but it would take millennia to do them sequentially.”

See the works underlying this paper [Chu+21; AHU19] for further details on the computational
model, and see a standard textbook [NC10] for an introduction to quantum computation, which is
not necessary to understand this work.

Notation. Given two sets X and Y , we write {X → Y} for the set of all functions from X to Y . For
an (oracle) function H, we write H

[
x′ := y

]
for the “punctured” function such that H

[
x′ := y

]
(x) = y

if x = x′ and H
[
x′ := y

]
(x) = H(x) otherwise.

Given a finite non-empty set X , we write x ←$ X for the operation of sampling x uniformly
at random from X . We write A(y) for the operation of running an algorithm A on input y (with
a uniformly-chosen random tape if A is randomized); we may just write A instead of A() if A
is not given any input. When the algorithm A has boolean output (e.g., when A is a game or a
distinguishing adversary), we may write Pr[A(y)] as a shorthand for Pr[A(y) = true].

Commitment Schemes. We restrict our attention to non-interactive commitment schemes with
canonical opening, i.e., the opening information for a commitment is simply the message and the
randomness used to create it. Since the Taproot commitment scheme can be formalized without a
setup algorithm in the random oracle model, we omit it from the definition. (Alternatively, one can
think of a setup algorithm that outputs the empty string as a commitment key.) This simplifies the
definition to a single algorithm.

Definition 1 (Commitment Scheme). A commitment scheme with message space M and
randomness space R is an algorithm c := Com(m; r) that takes as input a message m ∈ M and
explicit randomness r ∈ R, and outputs a commitment c.

A commitment to a message m is created by choosing r ←$ R uniformly at random and
returning c = Com(m; r). A commitment c = Com(m; r) is opened by revealing the message m
and the randomness r used to create it, and the opening is verified by recomputing Com(m; r) and
checking if it equals c.

5 Taproot as a Commitment Scheme

This section models Taproot as a formal commitment scheme called TwCom for “tweaking com-
mitment”. Compared to the informal descriptions in the previous sections, the model includes a
function φ for encoding the resulting commitment as a bitstring. Modeling the encoding function
explicitly is warranted because the encoding used in Bitcoin is not injective, which, as will become
clear, affects the binding property quantitatively.
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Construction 1 (TwCom). Let G be a group of prime order p = |G| with generator G, let R ⊆ G
be a randomness space, let M ⊆ {0, 1}∗ be a message space, and let φ : G → {0, 1}∗ be a (not
necessarily injective) encoding function. Let H : R×M→ Zp be a cryptographic hash function. The
commitment scheme TwComH[G,R,M, φ] is defined as:

TwComH(m; R)
h := H(R, m)
C := R + hG

c := φ(C)
return c

Bitcoin’s Instantiation. In Bitcoin, this construction is instantiated as follows:

– G = secp256k1, the prime-order short Weierstrass elliptic curve y2 = x3 + 7 over the finite field
Zq = {0, . . . , q − 1} with q = 2256 − 232 − 977, group order p = |G| ≈ 2256, and base point G
defined in [SEC2]

– R = {(x, y) ∈ G \{0G} : y ∈ {0, . . . , q − 1} is even}
– M = {0, 1}256

– H(R, m) = SHA256(t||x(R)||m), for the cryptographic hash function SHA256 [FIPS180-4] and a
constant t ∈ {0, 1}512 defined in [BIP341]

– φ(C) = x(C)

Here, x(P ) denotes the x-only encoding [BIP340] of an elliptic curve point P , which is defined as
the bitstring in {0, 1}256 that represents the x-coordinate of P , most significant bit first, or the
all-zero string 0256 ∈ {0, 1}256 (which is the x-coordinate of no affine point) if P = 0G.5

Since R contains only elliptic curve points R = (x, y) with even y ∈ {0, . . . , q − 1}, a point
R ∈ R can be uniquely represented by (an encoding of) its x-coordinate x(R), and thus the encoding
of the inputs to H as bitstrings is injective.

In practice, users need to know the discrete logarithm r of the randomness R in order to produce
key-path spends. A pair (r, R) with R = rG and R ∈ R can be generated by sampling r ←$ Zp\{0},
computing R := rG, and negating both r and R if the latter has an odd y-coordinate. (By the
negation law, negating a point (x, y) yields −(x, y) = (x,−y). Since q is odd, we have that if
y ∈ {0, . . . , q − 1} is odd, then −y ∈ {0, . . . , q − 1} is even.)

Note that SHA256 is, in principle, vulnerable to length-extension attacks [e.g., Cor+05], but
these do not apply here because whenever the output of SHA256 is revealed, the inputs are also
revealed.

6 Binding

Intuitively, one expects a commitment scheme to be binding if it is not possible for an adversary to
produce a commitment and later be able to open it to two different messages. The “classical-style”
formalization of this property is that it is hard for every adversary to produce a commitment along
with two valid but different openings simultaneously.

However, this notion may be insufficient when dealing with quantum adversaries. Indeed,
Ambainis, Rosmanis, and Unruh [ARU14] construct a commitment scheme for which a quantum
adversary can hold many valid openings in superposition after outputting a commitment, making
it possible to open the commitment to any message chosen later. But since the superposition
5 In fact, Bitcoin’s implementation of x(·) will simply reject the input 0G as invalid and error out instead of

returning 0256. The extended encoding function considered in this work maps 0G to 0256 explicitly. This
avoids the need for error handling in the security definitions and does not constitute a problem because
it will still be possible to prove security for the resulting extended commitment scheme. Furthermore,
note that R = 0G is excluded due to 0G /∈ R, and C := R + hG = 0G will occur only with probability 1/p
in a run of TwCom(m; R) if H is modeled as a (quantum) random oracle.

7



will collapse when producing an opening, doing so is only possible once. In other words, two
valid openings can be produced, but because they cannot be produced simultaneously, the scheme
satisfies the classical-style notion despite contradicting our informal understanding of a binding
commitment.6

Nevertheless, in the case of Taproot, classical-style binding turns out to be sufficient. Since an
honest user who would like to receive funds under a Taproot policy ensures that the commitment
is of the form c = TwCom(m; R) for expected values m and R,7 the “honest opening” (m, R) will
be known to the user when setting up the policy. If, later, an adversary manages to publish a
second, different opening (m′, R′), then the openings (m, R) and (m′, R′) constitute a break of the
classical-style binding property. As a result, classical-style binding is sufficient for Taproot.

Specifically, it turns out to be beneficial to consider a variant of classical-style binding in which
the adversary wins even if the two openings differ only in the randomness but not in the message.
This treatment has the minor benefit of covering the security of OP_INTERNALKEY [BIP349], a
proposed extension to Taproot, which would allow R to be accessed from a script and used as public
key in a signature verification operation (without the need to hardcode R in the script, effectively
saving space). However, the primary reason for this treatment is that it simplifies the security
definition: a commitment scheme Com is binding simply if Com is a collision-resistant function.

Definition 2 (Binding). A commitment scheme Com that uses a cryptographic hash function
H : X → Y is post-quantum collision binding in the quantum random oracle model with error ε if
for all quantum oracle adversaries A with query depth d and query width w,

Pr
[
CBINDA

Com

]
≤ ε(d, w)

where the game CBINDA
Com is defined as:

CBINDA
Com

H←$ {X → Y}
((m0, r0), (m1, r1)) := AH()
c0 := ComH(m0; r0)
c1 := ComH(m1; r1)
return (m0, r0) ̸= (m1, r1) ∧ c0 = c1

The following theorem provides an upper bound for the probability that a quantum adversary
can break the binding property of TwCom in the quantum random oracle model.

Theorem 1 (Binding). The commitment scheme TwComH[G,R,M, φ] is post-quantum collision
binding in the quantum random oracle model with error

ε(d, w) ≤
(

2e(d + 1)w

√
10Γφ

d + 1
p

+ 2
√

p

)2

= O

(
d3w2Γφ

p

)
for p = |G| and Γφ = maxP ′

∣∣{P ∈ G : φ(P ) = φ(P ′)}
∣∣.

Binding of Bitcoin’s Instantiation. What does this imply for Bitcoin’s instantiation of TwCom?
For the encoding function x used in Bitcoin, we have that each image x(P ′) with P ′ ̸= 0G has
exactly two preimages P ′ and −P ′, and thus

Γφ = Γx = max
P ′

∣∣{P ∈ G : x(P ) = x(P ′)}
∣∣ = 2.

6 To overcome this insufficiency, Unruh [Unr16] introduced the notion of “collapse-binding”.
7 This work assumes that an empty set of scripts is represented by an invalid Merkle root, e.g., the empty

bitstring as recommended in the Taproot specification [BIP341], instead of simply setting C = R. If
C = R is used instead, then privacy holds trivially, and I conjecture that theft resistance, which then
corresponds to the preimage resistance of TwCom, can, like collision resistance below, be shown in the
framework by Chung, Fehr, Huang, and Liao [Chu+20; Chu+21], but I have not attempted to do so.
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(This is due to the fact that on a short Weierstrass curve, each element of the underlying finite field
appears either as an x-coordinate of zero or two points P ′ ̸= 0G.)

Tightness. The bound in Theorem 1 is asymptotically tight for constant Γφ in the sense that a
w-parallel variant [Chu+21, p. 2] of the Brassard–Høyer–Tapp algorithm [BHT97; BHT98], which
can evaluate TwCom on w inputs in parallel, finds a collision in TwCom with constant probability
after expected O

(
(p/w2)1/3) w-parallel evaluations.8

6.1 Proof

Theorem 1 follows from a generalized collision-finding bound presented by Chung, Fehr, Huang,
and Liao [Chu+20; Chu+21] as part of their framework for obtaining query bounds in the quantum
random oracle model.

Lemma 1 (Chung, Fehr, Huang, and Liao [Chu+20, Theorem 5.30]). Let H : X → Y be
a quantum random oracle. For every function f : X × Y → Z, the probability ε of any quantum
oracle algorithm with query depth d and query width w outputting x, x′ ∈ X such that x ≠ x′ and
f(x, H(x)) = f(x′, H(x′)) is bounded by

ε ≤

(
2e(d + 1)w

√
10Γ

d + 1
|Y|

+ 2√
|Y|

)2

= O

(
d3w2Γ

|Y|

)
for Γ = maxx̸=x′, y′

∣∣{y ∈ Y : f(x, y) = f(x′, y′)}
∣∣.

Proof of Theorem 1. Recall that our notion of binding is equivalent to the collision resistance
of the commitment algorithm. Thus, Theorem 1 is an immediate consequence of Lemma 1 when
invoked with f : (R×M)× Zp → C defined as

f
(
(R, m), h

)
= φ(R + hG).

Indeed, by the definitions of f and TwCom, we have for all m ∈M and R ∈ R,

f
(
(R, m), H(R, m)

)
= φ(R + H(R, m)G) = TwCom(m; R),

and by the definitions of Γ and Γφ, we have

Γ = max
(R,m)̸=(R′,m′), h′

∣∣{h ∈ Zp : f
(
(R, m), h

)
= f

(
(R′, m′), h′)}∣∣

= max
(R,m)̸=(R′,m′), h′

∣∣{h ∈ Zp : φ(R + hG) = φ(R′ + h′G)}
∣∣

= max
(R,m)̸=(R′,m′)

max
h′

∣∣{h ∈ Zp : φ(R + hG) = φ(R′ + h′G)}
∣∣

= max
(R,m)̸=(R′,m′)

max
P ′

∣∣{P ∈ G : φ(P ) = φ(P ′)}
∣∣

= max
P ′

∣∣{P ∈ G : φ(P ) = φ(P ′)}
∣∣

= Γφ.

7 Hiding

A commitment scheme is hiding if no adversary can distinguish commitments to different messages.
In the notion of hiding considered in this work, the message can depend on the randomness. This
models that users may want to hardcode R (or group elements derived from it) in one of the scripts
committed to in the Merkle root with root m = m(R).9 Formally, a message in the hiding game is
represented as a function m from the randomness space R to the message space M.
8 In a more realistic cost model, which takes into account the actual running time and space, the classical

van Orschoot–Wiener algorithm [OW99] outperforms the Brassard-Høyer–Tapp algorithm [Ber09].
9 The proposed OP_INTERNALKEY extension [BIP349] mentioned in the previous section would make it

unnecessary to hardcode exactly R, but not group elements derived from R.
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Definition 3 (Hiding). A commitment scheme Com that uses a cryptographic hash function
H : X → Y is post-quantum hiding in the quantum random oracle model with error ε if for all
message pairs (m0, m1) ∈ {R →M}2 (which may depend on the randomness) and for all quantum
oracle algorithms A with query depth d and query width w,∣∣∣Pr

[
HIDEA

Com(m0)
]
− Pr

[
HIDEA

Com(m1)
]∣∣∣ ≤ ε(d, w)

where the game HIDEA
Com(mb) is defined as:

HIDEA
Com(mb)

H←$ {X → Y}
r ←$R
c := ComH(mb(r); r)
return AH(c)

The following theorem provides an upper bound for the probability that a post-quantum
adversary can break the hiding property of TwCom in the quantum random oracle model.

Theorem 2 (Hiding). The commitment scheme TwComH[G,R,M, φ] is post-quantum hiding in
the quantum random oracle model with error

ε(d, w) ≤ 4d

√
w

|R|
.

Hiding of Bitcoin’s Instantiation. Recall that Bitcoin’s instantiation uses a restricted ran-
domness space R = {(x, y) ∈ G \{0G} : y ∈ {0, . . . , q − 1} is even}. Since exactly half of the p− 1
points in G \{0G} have an even y-coordinate, we have

|R| = p− 1
2 .

(For every point (x, y) in G \{0G}, its negation −(x, y) = (x,−y) is also in G \{0G}, and since q is
odd, we have that if y is odd, then −y is even, and vice-versa.)

7.1 Proof

The proof of Theorem 2 relies on the generalized One-Way to Hiding Theorem (O2H) due to
Ambainis, Hamburg, and Unruh [AHU19, Theorem 3].10 The following Lemma 2 is an immediate
consequence of their Theorem 3.

Lemma 2 (One-Way to Hiding (O2H) [AHU19, Theorem 3], Simplified). Let S ⊆ X be
a random set, and let c be a random bitstring. Let G, H : X → Y be random functions satisfying
∀x /∈ S. G(x) = H(x). (S, G, H, z may have arbitrary joint distribution.) Let A be a quantum oracle
algorithm with query depth d and query width w. Then there is a quantum oracle algorithm E
outputting a set of at most w elements such that∣∣∣Pr

[
AH(z)

]
− Pr

[
AG(z)

]∣∣∣ ≤ 2d
√

Pr
[
EG(z) ∩ S ̸= ∅

]
.

Proof of Theorem 2. The proof will proceed by a sequence of game hops as defined in Fig. 1.
For each hop, we will show that two games have identical (=) or similar (≈) output distribution.
We will first show that for all b ∈ {0, 1}, we have

HIDEA
TwCom(mb) = GameA

1 (mb) ≈ GameA
2 (mb) = GameA

3 (mb),
10 See Heidler and Unruh [HU25] for a full formalization in the Isabelle theorem prover (except that the

bound in their formalization is worse by a factor of 2).
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HIDEA
TwCom(mb)

H←$ {Zp → {0, 1}∗}

R←$ G
h := H(R, mb(R))
C := R + hG

c := φ(C)

return AH(c)

GameA
1 (mb)

H←$ {Zp → {0, 1}∗}
h′ ←$ Zp

G := H
[
(R, mb(R)) := h′]

R←$ G
h := H(R, mb(R))
C := R + hG

c := φ(C)

return AH(c)

GameA
2 (mb)

H←$ {Zp → {0, 1}∗}
h′ ←$ Zp

G := H
[
(R, mb(R)) := h′]

R←$ G
h := H(R, mb(R))
C := R + hG

c := φ(C)

return AG(c)

GameA
3 (mb)

H←$ {Zp → {0, 1}∗}
h′ ←$ Zp

G←$ {Zp → {0, 1}∗}
R←$ G
h←$ Zp

C := R + hG

c := φ(C)

return AG(c)

Fig. 1. Games for the proof of Theorem 2. Lines in gray indicate changes from the preceding game.

and then we will show

GameA
3 (m0) = GameA

3 (m1).

This will enable us to bound the difference between HIDEA
TwCom(m0) and HIDEA

TwCom(m1) via

HIDEA
TwCom(m0) = GameA

1 (m0) ≈ GameA
2 (m0) = GameA

3 (m0)
= GameA

3 (m1) = GameA
2 (m1) ≈ GameA

1 (m1) = HIDEA
TwCom(m1).

(1)

Fix a quantum oracle algorithm A with query depth d and query width w and fix a message
pair (m0, m1) ∈ {R →M}2. Also fix b ∈ {0, 1}.

HIDEA
TwCom(mb). This is the hiding game from Definition 3 after inlining TwCom.

HIDEA
TwCom(mb) = GameA

1 (mb). The code of GameA
1 (mb) is the result of adding the assignments

of variables h′ and G to HIDEA
TwCom. Since these additional assignments are dead stores, i.e., the

assigned variables are never read in the subsequent code, this change does not influence the return
value of the game, and thus∣∣∣Pr

[
HIDEA

TwCom(mb)
]
− Pr

[
GameA

1 (mb)
]∣∣∣ = 0. (2)

GameA
1 (mb) ≈ GameA

2 (mb). The code of GameA
2 (mb) is like that of GameA

1 (mb) with the difference
that A is given oracle access to the function G := H

[
(R, mb(R)) := h′] instead of H, where h′ ←$ Zp

is freshly sampled. In other words, G is a random function that is identical to H except at position
(R, mb(R)), at which its value has been resampled.

In order to bound the probability that A distinguishes H and G, we apply Lemma 2 instantiated
with S = {(R, mb(R))} and z = c to A. Here, the values R, c, b, H, G have the same distribution
as the values of the corresponding variables in GameA

1 (mb) and GameA
2 (mb); note that the code

assigning these variables is identical in the two games. This yields∣∣∣Pr
[
GameA

1 (mb)
]
− Pr

[
GameA

2 (mb)
]∣∣∣ =

∣∣∣Pr
[
AH(c) in GameA

1
]
− Pr

[
AG(c) in GameA

2
]∣∣∣

≤ 2d
√

Pr
[
EG(c) ∩ S ̸= ∅ in GameE

2 (mb)
]
.

(3)

As will be shown below, when discussing the hop from GameA
2 (mb) to GameA

3 (mb), no quantum
oracle algorithm A can observe the difference between GameA

2 (mb) to GameA
3 (mb). This is true in

particular for E , and thus we have

Pr
[
EG(c) ∩ S ̸= ∅ in GameE

2 (mb)
]

= Pr
[
EG(c) ∩ S ̸= ∅ in GameE

3 (mb)
]
. (4)
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In GameE
3 (mb), the inputs to EG(c), namely G ←$ {Zp → {0, 1}∗} and c = φ(R + hG) with

h←$ Zp, are distributed independently of S = {(R, mb(R))}. Thus EG(c) has no better chance of
outputting a set of size at most w containing the only element (R, mb(R)) of S than guessing w
different values of R ∈ R, i.e.,

Pr
[
EG(c) ∩ S ̸= ∅ in GameE

3 (mb)
]

=
∣∣EG(c)

∣∣
|R|

≤ w

|R|
. (5)

By combining (3)–(5), we get∣∣∣Pr
[
GameA

1 (mb)
]
− Pr

[
GameA

2 (mb)
]∣∣∣ ≤ 2d

√
w

|R|
. (6)

GameA
2 (mb) = GameA

3 (mb). In GameA
2 , the random value H(R, mb(R)) is used only in the assignment

to h. (Recall that AG is not given H but only G, which is identical to H except at position
(R, mb(R)) where the value G(R, mb(R)) has been resampled.) Thus H(R, mb(R)) will be distributed
independently of everything else in the game, and can be replaced by a freshly sampled random
value without changing its distribution. Similarly, G can be replaced by a freshly sampled random
oracle without changing its distribution. As a result, A cannot observe these two changes, and since
they constitute the only differences between GameA

2 (mb) and GameA
3 (mb), we have∣∣∣Pr

[
GameA

2 (mb)
]
− Pr

[
GameA

3 (mb)
]∣∣∣ = 0. (7)

GameA
3 (m0) = GameA

3 (m1). Since GameA
3 (mb) does not access its input mb at all, it is clear that∣∣∣Pr

[
GameA

3 (m0)
]
− Pr

[
GameA

3 (m1)
]∣∣∣ = 0. (8)

Finalizing the proof. We combine the bounds (2) and (6)–(8), following the sequence of hops laid
out in (1). This yields∣∣∣Pr

[
HIDEA

TwCom(m0)
]
− Pr

[
HIDEA

TwCom(m1)
]∣∣∣ ≤ ∣∣∣Pr

[
HIDEA

TwCom(m0)
]
− Pr

[
GameA

3 (m0)
]∣∣∣

+
∣∣∣Pr
[
GameA

3 (m0)
]
− Pr

[
GameA

3 (m1)
]∣∣∣

+
∣∣∣Pr
[
GameA

3 (m1)
]
− Pr

[
HIDEA

TwCom(m1)
]∣∣∣

≤ 4d

√
w

|R|
.
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