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Abstract. Memory-Hard Functions (MHFs) are a cryptographic primi-
tive designed to protect passwords and other low-entropy secrets against
brute-force attacks. The strongest and most natural formalization of
memory-hardness is sustained space complexity (SSC), which measures
how long an evaluator’s memory remains above a given threshold. Ide-
ally, one would like to ensure that any parallel evaluator must sustain
Θ(N) memory for Θ(N) steps, while the function can also be com-
puted in sequential time Θ(N). Unfortunately, this goal is impossible to
achieve. Thus, the appropriate objective is to establish strong tradeoffs
between sustained space complexity and cumulative memory complexity
(CMC), another strong notion of memory hardness. Blocki and Holman
(CRYPTO 2022) achieved strong SSC/CMC tradeoffs in the dynamic
pebbling model, but their construction relied on expensive combinato-
rial graphs, and the pebbling abstraction does not rule out more efficient
attacks in the stronger Parallel Random Oracle Model (PROM).
We address both limitations. We construct a new data-dependent MHF
(dMHF), DEGSample, and prove the first sustained-space versus cumulative-
memory tradeoff directly in the PROM. In the dynamic pebbling model,
DEGSample achieves the same ideal tradeoff as prior work: any dynamic
pebbling strategy either sustains Ω(N) memory for Ω(N) steps or incurs
a maximal CMC penalty Ω(N3−ε). In the PROM, we prove that any
evaluator either sustains Ω(N) memory for Ω(N) steps or incurs a steep
CMC penalty of at least Ω(N2.5−ε). Our analysis introduces a new graph
property, ancestral robustness, and shows that, together with fractional
depth-robustness, it suffices to obtain strong PROM tradeoffs via a natu-
ral dynamization procedure to turn the graph into a dMHF. The PROM
lower bound combines a low-space time–space argument with an extrac-
tion procedure that converts any PROM execution into a cost-equivalent
pebbling of the realized graph.

Keywords: Memory-Hard Functions · Parallel Random Oracle Model
· Sustained-Space Complexity · Cumulative Memory Complexity
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1 Introduction

Memory-Hard Functions (MHFs) are an important cryptographic primitive which
can be used to protect low-entropy secrets, such as user passwords, from brute-
force attacks [Per09,BHZ18,BDK16]. They have also been used to construct
egalitarian proofs-of-work [Lee11,BK16a,BK16b,BS25] which resist attacks us-
ing customized hardware such as Field Programmable Gate Arrays (FPGAs)
or Application Specific Integrated Circuits (ASICs). The strongest and most
natural formalization of memory hardness is sustained space complexity (SSC)
[ABP18]. Ideally, we would like for a MHF to have the property that (1) an
honest party can evaluate the function in sequential time O(N) on a personal
computer, while (2) any parallel algorithm that evaluates the function is forced
to lock up Ω(N) memory for Ω(N) steps. Intuitively, this would ensure that
the evaluation costs for a MHF will be dominated by memory costs which tend
to be egalitarian across different architectures making it difficult for an parallel
attacker to exploit customized hardware (e.g., ASICs) to reduce the amortized
cost of evaluating the function across multiple different inputs (e.g., password
guesses). Such a rigorous Memory-Hardness guarantee can help to ensure that
a brute-force attack is economically infeasible [BHZ18].

Unfortunately, this ideal sustained-space requirement is impossible to achieve.
In particular, if an MHF can be evaluated in sequential time O(N), then there
always exists an alternative evaluation strategy that uses at most O(N/logN)
space [HPV77,BH22]. While this attack significantly reduces the peak memory
usage, it requires exponential running time and is therefore impractical. This
fundamental limitation shows that absolute sustained-space lower bounds are
unattainable. Consequently, a more realistic goal is to establish strong trade-
offs: any algorithm that does not achieve near-maximal sustained space com-
plexity (i.e., that does not lock up Ω(N) memory for Ω(N) rounds) must incur a
substantial cost penalty elsewhere. The objective is not to rule out all low-space
strategies, but to ensure that any such strategy becomes economically infeasible
in practice.

1.1 Background: Memory-Hard Functions

As research on memory-hard functions has progressed, several increasingly strict
measures of memory-hardness have been introduced: space-time complexity (ST),
cumulative memory complexity (CMC) [AS15], and sustained space complex-
ity (SSC) [ABP18]. Intuitively, space-time complexity aims to capture the “full
cost” [Wie04] of an attack by measuring the space-time product i.e., total mem-
ory resources required to run the attack multiplied by the duration of time
those resources are required. However, as Alwen and Serbinenko observed a
function with high space-time complexity may not necessarily have high amor-
tized space-time complexity [AS15]. In particular, the space-time costs for a
parallel attacker to evaluate an MHF f on m distinct inputs is not necessar-
ily m times the space-time complexity of f for a single input. As it turned
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this observation was not merely theoretical and many prominent MHF can-
didates have been shown vulnerable to amortization attacks which allow the
attacker to evaluate the function on multiple inputs at a greatly reduced cost
e.g., see [AB16,AB17,ABP17,BZ17,AGK+18]. These results included amortiza-
tion attacks against Argon2i, the winner of the password hashing competition
[HPM15,pas15].

The notion of cumulative memory complexity (CMC) [AS15] was introduced
as a tool to quantify the amortized space-time complexity of a MHF. In the
context of password hashing it is crucial for the password hashing algorithm
to have high amortized space-time complexity because a brute-force attacker
will need to evaluate the function on many different inputs (password guesses).
Intuitively, cumulative memory complexity measures the product of the average
space usage multiplied by the total running time while space-time complexity
considers the maximum space usage. A bit more formally suppose we run an
algorithm A on an input x and the algorithm terminates after t steps. Let σi

denote the state of our program at time i, and the sequence σ1, . . . , σt denotes the
execution trace of A on input x. The space-time complexity of this execution
trace is t · max1≤i≤t|σi| and the cumulative memory cost is

∑t
i=1|σi|. The s-

sustained space complexity of the trace is
∣∣∣{i : |σi|≥ s

}∣∣∣ i.e., the number of
rounds in which the space usage exceeds our threshold s. Intuitively, a function
f has high space-time complexity if, for any parallel algorithm A(x) evaluating
f(x), the execution trace of A has high cumulative memory cost. We can similarly
define the space-time complexity or s-sustained space complexity for f .

Over the past decade there has been a great deal of progress towards con-
structing MHFs with provably high CMC e.g., [ABP17,ABH17,BHK+19,ACP+17,CT19].
However, while high CMC rules out amortization attacks it does not capture all
of the properties we might desire of an MHF. For example, Scrypt [Per09] is a
memory-hard function which can be evaluated in O(N) sequential steps, and was
proven to have maximum1 possible CMC Ω(N2) in the Parallel Random Oracle
Model (PROM) [ACP+17]. However, for every space parameter s ≥ 2, Scrypt
can be evaluated using at most s space and N2/s time. This is against our initial
intuition for MHFs; we want any evaluation algorithm to necessarily lock up a
large amount of memory for a large amount of time. Indeed, while Scrypt was
intended to be ASIC resistant there are commercial ASIC Scrypt miners[scr25]
for Scrypt based cryptocurrencies such as Litecoin [Ree17] or Dogecoin.

This motivated Alwen et al. [ABP18] to introduce the stronger goal of de-
veloping a MHF with high sustained space-complexity (SSC). Intuitively, the
requirement that a function f have high sustained space-complexity is that any
evaluation algorithm evaluating f needs to have many steps where the memory
usage is high. The s-sustained space complexity of an execution trace measures

1 Ω(N2) is the best possible lower bound for the cumulative memory complexity of an
MHF because we require that the honest evaluates the function in O(N) sequential
steps. Therefore, the honest evaluation algorithm has cumulative memory cost at
most O(N2) as one can fill at most O(N) memory blocks in sequential time O(N).
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the number of steps in which the space usage is at least s i.e.,
∣∣∣{i ∈ [t] : |σi| ≥ s

}∣∣∣.
The goal of designing an MHF with high SSC aligns well with our intuitive goal
for an MHF that any evaluation algorithm sustains Ω(N) space for N steps.
Observe that any execution trace with s-SCC equal to t′ ≤ t has CMC at least∑

i|σi| ≥ s·t′. Thus, the requirement that a MHF have high SSC is even stronger
than the requirement that a MHF have high CMC.

Data-Dependent vs Data Independent MHFs Broadly speaking there are
two types of MHFs: data-independent memory-hard functions (iMHFs) and data-
dependent memory-hard functions (dMHFs). iMHFs offer natural resistance to
many side-channel attacks because the memory access pattern is independent
of the initial input. On the one hand this side-channel resistance makes iMHFs
attractive for applications like password hashing where we would like to protect
sensitive inputs (passwords) against side-channel attacks. On the other hand it
is possible to design dMHFs with stronger memory-hardness guarantees. For ex-
ample, the dMHF Scrypt has cumulative memory complexity Ω(N2) [ACP+17]
while any iMHF has CMC at most O(N2 log logN/logN) [AB16]. In response
to pebbling attacks Argon2id now recommends using a hybrid “id” modes for
password hashing where computation begins in data-independent mode or the
first N/2 rounds of computation before switching over to a data-dependent
mode[BDK16]. The idea is that a side-channel attack will at worst reduce secu-
rity to that of the underlying iMHF and, in the optimistic scenario where there
are no side-channel attacks, hybrid MHF modes can achieve stronger memory
hardness guarantees than iMHFs.

Sustained Space Complexity for iMHFs Alwen et al. [ABP18] gave a theo-
retical construction of an iMHF in which any evaluation algorithm must sustain
Ω(N/logN) space for Ω(N) steps, which is asymptotically optimal (in the space
parameter) due to Hopcroft’s result [HPV77] mentioned above. While the con-
struction of [ABP17] is theoretical, there has been work on developing practical
iMHFs with strong SSC/CMC trade-offs. In particular, Blocki et al. [BHK+19]
constructed a practical iMHF in which any evaluation algorithm either sustains
Ω(N/logN) space for Ω(N) steps, or has CMC ω(N2).

Recall that our ideal goal is design an iMHF which provides the following
SSC/CMC trade-off: any evaluation algorithm either (1) sustains s = Ω(N)
space for Ω(N) steps, or (2) incurs a super-quadratic CMC penalty ω(N2). Un-
fortunately, it is impossible for any iMHF to satisfy this strong SSC/CMC trade-
off. Alwen and Blocki [AB16] gave a general pebbling attack which demonstrated
that any iMHF has CMC at most O(N2 log logN/logN). Because this attack
has CMC at most O(N2 log logN/logN), for any space parameter s there can
be at most O(N2 log logN/(s logN)) rounds where the space usage of the attack
exceeds s. In particular, for any space parameter s = ω

(
(N log logN)/logN

)
the pebbling attack of [AB16] simultaneously has (1) s-sustained space complex-
ity o(N), and (2) has sub-quadratic CMC at most O(N2 log logN/logN).



6 Jeremiah Blocki and Blake Holman

Sustained Space Complexity for dMHFs Observing that the generic peb-
bling attacks of Alwen and Blocki [AB16] only apply to iMHFs, Blocki and Hol-
man [BH22] investigated SCC/CMC trade-offs for dMHFs using the dynamic
pebbling game. They gave a theoretical construction of a dMHF with strong
SSC/CMC tradeoffs in the dynamic pebbling model. In particular, for any con-
stant ε > 0, they proved that any dynamic pebbling strategy will (whp) either
sustain Ω(N) space for Ω(N) steps, or has CMC Ω(N3−ε). The CMC penalty
Ω(N3−ε) for dynamic pebbling strategies with lower sustained space complexity
is essentially maximal. In particular, for any constant c > 0, any dMHF can be
evaluated using at most cN space while incurring CMC cost at most O(N3)
[BH22,LT79].

1.2 SSC/CMC Tradeoffs

As noted earlier, the ideal goal of designing an MHF that forces every evaluation
algorithm to sustain Ω(N) space for Ω(N) steps is unattainable. If an MHF can
be evaluated in sequential time O(N), then there always exists an alternative
evaluation strategy that uses space at most s = O

(
N

logN

)
[HPV77,BH22]. Al-

though this alternative strategy requires exponential time, its s-sustained space
complexity is zero for any s = ω(N/logN) because its memory usage never
exceeds s.

One way to circumvent this barrier is to consider trade-offs between sus-
tained space complexity (SSC) and cumulative memory complexity (CMC). For
example, the classical pebbling attacks of Hopcroft et al. [HPV77] have zero
s = Ω(N)-sustained space complexity, but they incur exponential cumulative
memory cost. This observation suggests a natural relaxation of our ideal goal:
instead of requiring maximal sustained space unconditionally, we can require
that any algorithm failing to sustain Ω(N) memory for Ω(N) rounds must incur
a steep cumulative memory penalty.

Accordingly, we seek an MHF that satisfies the following SSC/CMC trade-
off: any evaluation algorithm either (1) sustains s = Ω(N) space for Ω(N) steps,
or (2) incurs a superquadratic cumulative memory cost ω(N2), asymptotically
exceeding the Θ(N2) CMC of the honest sequential evaluation algorithm.

This goal is impossible for data-independent MHFs (iMHFs). In particular,
any iMHF has CMC at most O(N2/logN) [AB16], and therefore any s-sustained
space lower bound t must satisfy st = O(N2/logN). Alwen et al. [ABP18]
gave a theoretical construction achieving s = Ω(N/logN) sustained space for
Ω(N) steps. While asymptotically optimal for iMHFs, this still falls short of the
stronger goal of achieving sustained space when s = Ω(N).

For data-dependent MHFs (dMHFs), stronger trade-offs become possible.
Nevertheless, even in this setting there are inherent limits: the strongest possi-
ble CMC penalty for algorithms that do not sustain Ω(N) space for Ω(N) steps
is Õ(N3) [LT79,BH22], since there always exists an algorithm that evaluates a
dMHF in time Õ(N2) using space at most O(N/log log logN). Despite this upper
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bound, proving a penalty c(N) ∈ ω(N2) remains highly meaningful: it guaran-
tees that any deviation from maximal sustained space incurs cumulative cost
asymptotically larger than the honest evaluation’s Θ(N2) cost, thereby making
such attacks economically unattractive in practice.
Limitations of [BH22] At first glance, the work of Blocki and Holman [BH22]
appears to nearly resolve the study of SSC/CMC trade-offs for dMHFs by es-
tablishing an essentially maximal CMC penalty of Ω(N3−ε) for any dynamic
pebbling strategy that does not achieve s = Ω(N)-sustained space complexity
Ω(N). However, their results have two important limitations.

First, their asymptotically optimal construction is not suitable for practi-
cal deployment. It relies on expensive combinatorial objects such as ST-robust
graphs [BC21]. To the best of our knowledge, there is only one known con-
struction of ST-robust graphs [BC21], and this construction incorporates over a
thousand copies of other moderately expensive combinatorial primitives, includ-
ing superconcentrators [Pip77] and Grates [Sch83]. While [BH22] also proposed
a more practical dMHF called Dynamic DRSample, its SSC/CMC trade-offs are
substantially weaker. Specifically, they proved a CMC penalty only when the ad-
versary fails to sustain s = Ω(N/logN) space for Ω(N) rounds. In particular, for
space parameters s ∈ [Ω(N/logN), o(N)] (for example, s = N log logN/logN),
no superquadratic CMC penalty was established—even for strategies whose max-
imum space usage is s.

Second, and more fundamentally, all SSC/CMC guarantees in [BH22] are
established solely within the dynamic pebbling model. While this model provides
valuable intuition, it lacks a rigorous reduction to the Parallel Random Oracle
Model (PROM). Consequently, dynamic pebbling lower bounds do not formally
rule out the possibility of more efficient attacks in the PROM.

Pebbling Reductions for MHFs: Alwen and Serbinenko [AS15] provided
a rigorous justification for using the parallel black pebbling game to analyze
data-independent MHFs (iMHFs). In particular, their pebbling reduction shows
that, in the Parallel Random Oracle Model (PROM)2, the cumulative mem-
ory complexity of an iMHF fH

G is tightly characterized by the cumulative peb-
bling cost of its underlying directed acyclic graph G. Moreover, analogous re-
ductions show that stronger measures—such as sustained space complexity (and
the closely related notion of bandwidth-hardness [RD17])—can also be charac-
terized via pebbling on G [ABP18,BRZ18,BLRZ24]. As a result, a substantial
body of work has used pebbling games to design and analyze iMHFs; see, e.g.,
[AB16,ABP17,ABH17,AB17,BLRZ24,BHK+19,RD17,AGK+18].

Unfortunately, no comparable reduction is known for data-dependent MHFs
(dMHFs): there is currently no theorem justifying the dynamic pebbling game as
a sound abstraction for PROM attackers. Indeed, Alwen et al. [ACP+17] identi-
fied concrete barriers to such a reduction by exhibiting a graph-labeling game in
which the best dynamic pebbling strategy is outperformed by a simple PROM
algorithm. More broadly, obtaining rigorous PROM lower bounds for dMHFs is

2 Chen and Tessaro [CT19] extended the pebbling reduction of [AS15] to other ideal-
ized models, including the ideal permutation model and the ideal cipher model.
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notoriously difficult. Alwen et al. [ACP+17] did manage to tightly lower bound
the cumulative memory complexity of Scrypt [Per09] without relying on dy-
namic pebbling, but their proof is technically intricate3 and the techniques do
not appear to extend to stronger metrics such as sustained space complexity.
In particular, we still lack general techniques for proving meaningful SSC/CMC
trade-offs for dMHFs directly in the PROM.

Goals: Ideally, we seek a practical dMHF that achieves the following SSC/CMC
trade-off: any evaluation algorithm either (1) sustains s = Ω(N) space for Ω(N)
rounds, or (2) incurs a superquadratic cumulative memory cost ω(N2). More-
over, we aim to establish this trade-off directly in the PROM, rather than re-
lying on the heuristic dynamic pebbling model, which currently lacks a rigorous
justification.

The Gap: At present, we do not have any practical dMHF construction
that provably achieves the ideal sustained-space guarantee—namely, s = Ω(N)
sustained space for Ω(N) rounds together with a superquadratic CMC penalty
ω(N2)—even in the heuristic dynamic pebbling model. Establishing such a trade-
off remains an open challenge. As we previously noted Blocki and Holman [BH22]
proposed a practical dMHF called Dynamic DRSample, but its SSC/CMC
trade-offs are suboptimal: it guarantees either s = Ω(N/logN)-sustained space
for Ω(N) rounds or cumulative memory complexity Ω(N3/logN), and these
guarantees are established only in the dynamic pebbling model. While the Ω(N3/logN)
CMC penalty is asymptotically strong, the primary objective is to maximize
sustained space complexity. The role of the CMC penalty is largely as a de-
terrent—it should ensure that any algorithm avoiding maximal sustained space
incurs cumulative cost significantly larger than the honest evaluation’s Θ(N2)
baseline.

Crucially, achieving this deterrent effect does not require a Θ(N3) penalty.
A superquadratic bound such as Ω(N2.4) would already suffice to ensure that
any deviation from s = Ω(N) sustained space results in asymptotically higher
cumulative cost. From this perspective, a practical dMHF guaranteeing either
Ω(N) sustained space for Ω(N) rounds or CMC Ω(N2.4) would be preferable to
one offering the incomparable guarantee of Ω(N/logN) sustained space or CMC
Ω(N3) [BH22].

1.3 Our Results

We establish the first SSC/CMC trade-offs in the Parallel Random Oracle Model
for data-dependent memory-hard functions (dMHFs). Our results in the PROM
are as follows:

– We develop a method for generically proving SSC/CC trade-offs for dMHFs
in the PROM for a family of graphs that satisfy a new combinatorial property
called ancestral robustness.

3 By contrast, proving that any dynamic pebbling strategy for Scrypt has cumulative
cost Ω(N2) is comparatively straightforward [ACP+17].
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– We construct a dMHF called DEGSample, that achieves maximal sustained
space parameters: any PROM algorithm either sustains Ω(N) space for Ω(N)
steps or has cumulative complexity Ω(N2.49).

Along the way, we develop new techniques to lower bound the dynamic pebbling
complexity

1.4 Notation and conventions

We begin by outlining some basic notation to be used in this paper. For integers
a ≥ b, we let [a : b] = {a, a+ 1, . . . , b− 1, b} denote the set of integers from a to
b. Similarly, we let [a] := [1 : a] denote the set of all positive integers at most a.

For a distribution D, we let x ∼ D denote that x is a random variable x
sampled according to D. If S is a set, we let x ∼ S denote sampling from the
uniform distribution over S.
Graph Notation: We use G = (V = [N ], E) to denote a directed acyclic
graph G with N nodes. We typically assume that nodes are given in topologi-
cal order i.e., if (i, j) ∈ E then i < j. Given a node v ∈ V we use Parents(v,G) :=
{u : (u, v) ∈ E} to denote the set of parents of node v in G. We use indegree(v,G) =∣∣Parents(v,G)

∣∣ to denote the number of incoming edges and indegree(G) =
maxv indegree(v,G) to denote the maximum indegree of the DAG. Given a sub-
set S ⊆ V of nodes we use G−S to denote the DAG obtained by removing nodes
in the set S and any incident edges. We use depth(v,G) to denote the length of
the longest directed path ending at node v and depth(G) = maxv depth(v,G)
to denote the depth of the graph. Given a subset Z ⊆ V of nodes we use
Ancestors(Z,G) to denote subgraph of G induced by all ancestors of nodes v ∈ Z.
More formally, let AZ,G := {u : ∃v ∈ Z s.t. path(u, v,G) = 1} where the pred-
icate path(u, v,G) = 1 if and only if there is a directed path from u to v in G
then Ancestors(Z,G) = G− (V \AZ,G). When Z = {v} contains a single node v
we will sometimes write Ancestors(v,G) for Ancestors(Z,G).

When we enumerate the vertices of a graph G = (V,E), we will always do
so in topological order (from least to greatest). For example if we say V =
{v1, . . . , vN}, then if j > i then vj is topologically greater than vi. Moreover, if
V = [N ], then the nodes are again sorted topologically i.e., we have j > i for
any directed edge (i, j).

1.5 Background: MHFs and the Parallel Random Oracle Model

Parallel Random Oracle Model (PROM): Computation in the Parallel
Random Oracle Model takes place over rounds. At the beginning of round i −
1 the PROM algorithm A is given an input state σi−1 the PROM algorithm
A(σi−1) performs arbitrary computation before generating an output σi =
(τi,qi) where τi is an arbitrary bit string and qi = [q1i , . . . , q

zi
i ] is a batch of zi

queries to be submitted to the random oracle H in parallel. The answers H(q1) =
[H(q1i ), . . . , H(qzii )] are appended to τi to obtain a new state σi = (τi,H(q1)).
Then the PROM algorithm A resumes computation with state σi = (τi,H(q1))
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and again performs arbitrary computation before generating an output σi+1 =
(τi+1,qi+1). Computation ends at round T if qT = {} in which case the final
output is just τT . The initial state σ0 encodes the initial input x to our PROM
algorithm A on initial input x. We use trace(A,H,X) = (σ1, . . . , σT ) to denote
the execution trace when we run A on input X using the random oracle H.

The space usage of a PROM algorithm A at round i is the bit-length |σi| of
the state σi and the running time is measured based on the number of rounds T
of random oracle queries made by A. Thus, we can define the cumulative memory
cost of a trace as cmc(trace(A,H, x)) =

∑T
i=1|σi|. Similarly, the s-sustained space

complexity of an execution trace is s-ssc(trace(A,H,X))
.
=
∣∣∣{i : |σi| ≥ s

}∣∣∣. An
astute reader will observe that we are ignoring intermediate computation that
occurs in-between rounds when measuring cumulative memory cost or sustained
space complexity. However, this only strengthens the SSC/CMC lower bounds
that we prove in this paper.

iMHFs: An iMHF fH
G can be defined by a random oracle H and a directed

acyclic graph (DAG) G = (V = [N ], E) encoding static data-dependencies. We
typically assume that the nodes are given in topological order i.e., if (u, v) ∈ E
then u < v. Given an input X to our iMHF we can define labels X1, . . . , XN for
each node v ∈ V as follows: for the source node we have X1 = H(1, x) and for
an internal node v > 1 ∈ [N ] with δ incoming edges (u1, v), (u2, v), . . . , (uδ, v),
sorted so that u1 < u2 < . . . < uδ, we have Xv = H(v,Xu1

, Xu2
, . . . , Xuδ

). The
output of the iMHF is fH

G (X) = XN where XN is the label of the final sink node
N .

dMHFs and Dynamic Graphs: The primary distinguishing feature of a
dMHF is that the data-dependencies may be dependent on the input X as well
as the random oracle H e.g., we might define Xv = H(v,Xr(v), Xv−1) where the
incoming edge r(v) = Xv−1 (mod v − 2) + 1 depends on the label Xv−1 and
would not be known in advance. We can instead model a dMHF fH

G using a
distribution G over graphs. We refer to the distribution G as a dynamic graph
and often refer to a sample G ∼ G as a static graph. Once we fix our random
oracle H and our input x we obtain a static sample GH,x from our dynamic
graph G. We call GH,x the ex-post facto (after the fact) graph and we can define
fH
G (x) = fH

GH,x
(x) i.e., the output of fH

G (x) will be the label of the final node in
our ex-post facto pebbling graph GH,x.

Parallel Black Pebbling Game: The parallel black pebbling game is a pow-
erful tool to analyze iMHFs. A pebbling P = (P1, . . . , Pt) of a DAG G = (V,E)
is a sequence of sets Pi ⊆ V where Pi intuitively represents the set of nodes
v ∈ V whose label Xv is currently stored in memory. The rules of the peb-
bling game state that if node v ∈ Pi \ Pi−1 is newly pebbled during round
i then parents(v,G) := {u : (u, v) ∈ E} ⊆ Pi−1 — we implicitly define
P0 = {} so that only source nodes can be pebbled during round 1. The cu-
mulative cost (cc) of a pebbling P = (P1, . . . , Pt) is cc(P ) :=

∑t
i=1|Pi| and the

s-sustained space complexity is s-ssc(P ) :=
∣∣∣{j : |Pj |≥ s

}∣∣∣. We can similarly de-
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fine cc(G) := minP cc(P ) (resp. s-ssc(G) := minP s-ssc(P )) where the minimum
is taken over all legal pebblings P of G.

The usage of the parallel black pebbling game to analyze iMHFs can be rig-
orously justified [AS15,ABP18]. In a bit more detail if AH is a PROM algorithm
then running AH(x) on input x generates a execution trace trace(A,H,X) =
(σ1, . . . , σt) where σi denotes the state of the PROM algorithm after the ith
batch of random oracle queries. Simplifying a bit, the pebbling reductions of
[AS15,ABP18] show that if AH(x) correctly computes fH

G (x) then (whp) one
can find an ex-post facto pebbling P = (P1, . . . , Pt) of G such that (1) P is
legal, and (2) for all i ≤ t we have |Pi|≤ |σi| /(cwordw) where cword is a constant,
and w is the length of a random oracle output i.e., H(x) ∈ {0, 1}w. This result
tightly links the cumulative memory complexity (resp. sustained space complex-
ity) of the function fH

G to the cumulative pebbling complexity (resp. sustained
space complexity) of the graph G.

Remark 1. In a recent breakthrough result Ryan Williams [Wil25] showed that
time T multitape Turing Machines can be simulated with just O(

√
T log T ) space

and that bounded fan-in circuits of size s can be evaluated on any input with
space

√
s·poly(log s). Consider an iMHF fG,H and suppose that the hash function

H : {0, 1}δw+logN → {0, 1}w can be evaluated by a circuit of size O(poly(w))
and there is poly(logN) sized circuit CG which computes the edges of G i.e.,
CG(v) outputs all of the parents u1, . . . , uv of node v. Under these assumptions
there will be a bounded fan-in circuit of size s = O(N(poly(w) + poly(logN))
which computes fG,H . Applying [Wil25] this would imply that fG,H can evalu-
ated with space at most O(

√
Npoly(w) +

√
N logN). In particular, the function

fG,H cannot have high sustained space complexity. On the other hand, by in-
stantiating the graph construction of [ABP18] with an explicit construction of
an extremely depth-robust graph [BCLS22], one can obtain an explicit construc-
tion of a graph G with the property that (1) any pebbling of G requires Ω(N)
rounds with Ω(N/logN) pebbles, and (2) there is poly(logN) sized circuit CG

which computes the edges of G — see [ABP18, Remark 3]. Because G has high
sustained space complexity, the pebbling reductions of [AS15,ABP18] seems to
imply that any PROM algorithm AH computing fG,H has high sustained space
complexity which seemingly contradicts our previous observation that fG,H can-
not have high sustained space complexity. However, upon closer examination,
the pebbling reductions of [AS15,ABP18] are allowed to fail if AH makes ex-
ponentially many queries to the random oracle H. By contrast, the low space
simulations of [Wil25] run in exponential time. While we do not obtain a con-
tradiction, the results of [Wil25] are still quite informative. In particular, the
goal of constructing a MHF fG,H with an absolute guarantee of high sustained
space complexity guarantees appears to be unattainable. This further motivates
the study of SSC/CMC tradeoffs.

Dynamic Pebbling For a dMHF the parents of node v may not be known
until the label Xv−1 has been computed for the first time. Thus, a dynamic
pebbling strategy S for a dynamic graph G must adapt as these dynamic edges
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are revealed, that is, some of the parents of node v may not be revealed until
we place a pebble on node v − 1. We can use S(G) to denote the final pebbling
that is produced when we use the dynamic pebbling strategy S and the sampled
graph is G ∼ G. Unlike iMHFs there is no rigorous justification for analyz-
ing SSC/CMC trade-offs using the dynamic pebbling game. Ideally, a dynamic
pebbling reduction should instead lower bound the SSC/CMC of AH(x) using
the SSC/CC of S(GH,x) where S is the optimal dynamic pebbling strategy for
G. Unfortunately, there is no known dynamic pebbling reduction which shows
this and Alwen et al. [ACP+17] identified several significant technical barriers
to finding such a dynamic pebbling reduction. Thus, proving that a SSC/CMC
trade-off holds for any dynamic pebbling strategy does not necessarily imply
that the same SSC/CMC trade-off holds in the PROM.

Depth-Robustness Depth-robust graphs have proved to be a useful tool to
design and analyze MHFs. A DAG G = ([N ], E) is (e, d)-depth robust if for any
set S ⊆ [N ] of size at most |S|≤ e we have depth(G − S) ≥ d. We say that
G is (e, d, f)-fractionally depth robust [BZ17] if for any set S ⊆ [N ] of size at
most |S|≤ e we have

∣∣∣{v ∈ [N ] \ S : depth(v,G− S) ≥ d
}∣∣∣ ≥ fN i.e., there

are fN nodes that are the endpoint of a directed path of length d in G − S.
Observe that if G is (e, d)-depth robust then for any S ⊆ [N ] of size |S|< e the
remaining graph G − S is still (e − |S|, d)-depth robust. [ABP17] proved that
if G is (e, d)-depth robust then cc(G) > ed i.e., depth-robust graphs must have
high cumulative pebbling complexity.

See Section A for a more formal description of the black pebbling game,
dynamic pebbling game and parallel random oracle model as well as background
on depth-robust graphs and pebbling.

2 Technical Overview

Our results have three primary components, culminating in the first dMHF to be
proven secure with respect to sustained space complexity in the Parallel Random
Oracle Model. We first introduce a generic procedure Dynamize(G,Nchal) (Defini-
tion 1) to transform a static graph G into a dynamic graph G = Dynamize(G,Nchal).
We then identify two useful combinatorial properties for the underlying static
graph G to satisfy: fractional depth-robustness (Definition 6) and ancestral ro-
bustness (Definition 8). Here, ancestral robustness is a new property that we
introduce.

Assuming that G satisfies both properties we can prove strong SSC/CMC
trade-offs in the dynamic pebbling model. In particular, for any dynamic pebble
strategy S the following holds with high probability over the selection of G′ ∼
Dynamize(G,N) either (1) s-ssc

(
S(G′)

)
= Ω(N) for some s = Ω(N), or (2)

cc(S(G′)) = ω(N2). See the overview in Section 2.1 or see Section B for full
details.

Second, we develop techniques to prove SSC/CMC lower bounds directly in
the PROM. We show that if G = Dynamize(G,N) and the underlying graph
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is fractionally depth-robust and ancestrally robust then the dMHF fH
G satisfies

strong SSC/CMC trade-offs. See the overview in Section 2.2 or see Section C for
the full details.

Finally, we show how to construct a static graph G that satisfies both of the
required properties: fractional depth-robustness and ancestral robustness. More
specifically, in Theorem 10, we show that (with high probability) the graphs
output by the randomized algorithm DRSample [ABH17] have high ancestral
robustness. By combining DRSample with a family of fractionally depth-robust
graphs called Grates [Sch83], we obtain a static constant-indegree graph EGSam-
ple (Definition 12) which satisfies both of our required properties. We then pro-
vide the following lower bounds for the corresponding dynamic graph/dMHF
called DEGSample (Definition 13):

– (Corollary 1) In the pebbling model, any dynamic pebbling strategy on
DEGS sustains Ω(N) pebbles for Ω(N) steps or, (with high probability)
incurs CC Ω(N3−ε).

– (Corollary 2) In the PROM, any parallel algorithm evaluating DEGS sus-
tains Ω(wN) memory for Ω(N) or, (with high probability) incurs CMC
Ω(wN2.5−ε). Here, w is the word size for the random oracle H : {0, 1}∗ →
{0, 1}w.

See the overview in Section 2.4 or see Section E and Section D for full details.

2.1 Pebbling SSC/CC Trade-offs via Ancestral Robustness

We introduce a generic procedure Dynamize(G,Nchal) which transforms our static
graph G = ([N ], E) into a dynamic graph with N+Nchal nodes (see Fig. 1 for an
example). The dynamic graph is formed by appending a line graph with Nchal

nodes `1 = N+1, . . . , `Nchal
= N+Nchal to G, adding a directed edge (N, `1) from

the sink node of G to the first node `1 in the line graph, then adding dynamic
edges (r(i), `i) for each i ≤ Nchal. Intuitively, r(i) is picked uniformly at random
from [N ] using randomness from the previous label X`i−1

— for convenience we
define `0 = N + 0 so that `i−1 is well defined when i = 1. In practice, this can
be achieved by setting r(i) = 1+(X`i−1 mod N) since X`i−1 is a random oracle
output and can thus be interpreted as a uniformly random integer between 0
and 2w − 1 — assuming that N = 2n with n ≤ w the value X`i−1

mod N is
uniformly random over the set {0, . . . N − 1}.

Definition 1 (Dynamize). Fix a graph G = ([N ], E) and an integer Nchal ≥
1. The dynamic pebbling graph Dynamize(G,Nchal) consists of the static graph
G′ = ([N +Nchal], E

′) with N +Nchal nodes and static edges E′ = E ∪{(i, i+1) :
N ≤ i < N +Nchal} along with Nchal dynamic edges

EDynamic =
{
(r(1), `1), . . . , (r(Nchal), `Nchal

)
}
,

where `i = N + i denotes the ith node in the line graph node that we append to
G and each r(i) is chosen uniformly at random from the nodes [N ] of G.
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1 2 3 4 5 6 7 8G = ([N ], E) :

9 10 11 12 13 14LineGraph(Nchal) :

Fig. 1. Shown is a sample G′ of the dynamic pebbling graph Dynamize(G =
([N ], E), Nchal). In this case, N = 8 and Nchal = 6. Each node of the bottom line
graph has a dynamic (red, dashed) incoming edge. These dynamic predecessors are
each chosen uniformly at random from [N ]. In this example, if a dynamic pebbling
strategy places a pebble on node 12 for the first time, it will be indicated that they
must also pebble node 7 before placing a pebble on node 13.

Scrypt is a data-dependent memory-hard function that was notably shown
to have maximal cumulative complexity. We note that the dynamic pebbling
graph Gscrypt for Scrypt is equal to Gscrypt = Dynamize(LN , N) where LN =
([N ], {(i, i + 1) : 1 ≤ i < N}) denotes the line graph on N nodes. While Gscrypt
has cumulative pebbling complexity Ω(N2), the dynamic graph does not offer
strong SSC/CMC trade-offs. In particular, there is a dynamic pebbling strategy
S which uses at most s = 2 pebbles and has CMC O(N2).

Our goal, then, is to find a family of constant indegree graphs G with
respect to the parameter N in which any dynamic pebbling strategy S for
Dynamize(G,Nchal) (with high probability) either keeps around Ω(N) pebbles
for Ω(Nchal) steps, or has cumulative complexity ω(N2). We stress that our pri-
mary goal is to achieve maximal sustained space parameters i.e., ensure that
any pebbling strategy either has s = Ω(N)-sustained space complexity Ω(N)
or incurs cumulative complexity ω(N2). The secondary goal is to ensure that
the cumulative memory cost penalty for dynamic pebbling strategies that do
not have maximum sustained space complexity is high enough to ensure that an
attacker would prefer to follow a strategy with maximum sustained space com-
plexity and CMC at most O(N2). We note that for any constant indegree DAG
G and any constant c > 0, Dynamize(G,Nchal) can be pebbled using at most
cN space and with cumulative complexity at most O(N2Nchal) [BH22,LT79],
Thus, if s = Ω(N) we cannot expect to achieve a cumulative complexity penalty
ω(N2Nchal) for dynamic pebbling strategies which do not have s-sustained space
complexity Ω(N). However, we would still like the cumulative pebbling cost
penalty to be as close to N2Nchal as possible.

We show that if G satisfies two combinatorial properties, then Dynamize(G,Nchal)
can achieve near-optimal SSC/CC trade-offs. These two combinatorial properties
are fractional-depth robustness (Definition 6) and a new combinatorial property
called ancestral robustness (Definition 8) that we introduce below.

Recall that a graph G is (e, d, f)-fractionally depth-robust if for any set of
nodes S ⊆ [N ] of size |S|≤ e, the graph G− S contains at least fN nodes with
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depth at least d i.e., for all S ⊆ [N ] with |S|≤ e we have
∣∣{v : depth(v,G− S) ≥ d}

∣∣ ≥
fN . Intuitively, if G is (e, d, f)-fractionally depth-robust and we are challenged
to place a pebble on a uniformly random node starting from an initial pebbling
configuration with at most e pebbles on the graph then, with probability at least
f , it will take at least d pebbling rounds to respond to the challenge. In our con-
structions, we will rely on a family of constant indegree DAGs from [Sch83] that
are (e, d, f)-fractionally depth-robust for e = Ω(N), d = N1−ε and f = Ω(1).

Ancestral Robustness: We say G is (a,C, f ′)-ancestrally robust (Definition 8)
if for every set A ⊆ [N ] of size a, there are f ′N nodes v in the remaining graph
G−A whose ancestors have cumulative complexity at least C:

cc(Ancestors(v,G−A)) ≥ C.

More formally we have
∣∣{v : cc(Ancestors(v,G−A)) ≥ C}

∣∣ ≥ f ′N for every set
A ⊆ [N ] of size |A|≤ a. Intuitively, if G is (a,C, f ′)-ancestrally robust and
we are challenged to place a pebble on a random node in G starting from an
initial pebbling configuration with at most a pebbles on the graph then, with
probability at least f ′, we will incur cumulative pebbling cost at least C to
respond to the challenge.

If G is both (e, d, f)-fractionally depth-robust and (a,C, f ′)-ancestrally ro-
bust, then we show that any dynamic pebbling strategy S for Dynamize(G,Nchal)
satisfies the following trade-off of sustained space and cumulative complexity.

Theorem 1 (Generic Pebbling SSC/CC Trade-off (Informal)). If G =
([N ], E) is (e, d, f)-fractionally depth robust and (a,C, f ′)-ancestrally robust,
then for any pebbling strategy S and except with negligible probability over G′ ∼
Dynamize(G,Nchal), either S(G′) sustains e pebbles for Ω(Nchal) steps:

e-ssc
(
S(G′)

)
=

∣∣∣∣{i : ∣∣S(G′)i
∣∣ ≥ e

}∣∣∣∣ = Ω(Nchal)

or S(G′) has cumulative complexity

cc(S(G′)) =
∑
i

∣∣S(G)i
∣∣ ≥ Ω

(
Nchal ·min {ad,C}

)

To illustrate the power of Theorem 1 suppose that G is (e, d, f)-fractionally
depth robust and (a,C, f ′)-ancestrally robust for e = Ω(N) and d = Ω(N1−ε/2),
a = Ω(N1−ε/2), C = Ω(N2−ε) with f, f ′ > 0 constant — we will show later how
to construct a constant indegree graph G with these properties. Now if we set
Nchal = N , then for any dynamic pebbling strategy S (with high probability)
we either have (1) Ω(N) rounds with at least Ω(N) pebbles on the graph, or (2)
cumulative pebbling cost at least cc(S(G)) = Ω(N3−ε).

We will now explain how these ancestrally/fractionally depth robust graphs
yield dMHFs with strong SSC/CC trade-offs. While we end up with the same
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SSC/CC trade-off as the theoretical construction of [BH22], the proof is quite
different since the properties of ancestral robustness and fractional robustness
are somewhat weaker than the combinatorial property called ST-robustness used
in the theoretical construction of [BH22]. As it turns out, this new dynamic
pebbling proof technique also turns out to be more amenable to adapt to directly
prove SSC/CMC trade-offs in the parallel random oracle model.

Fix a graph G′ =
(
[N ], E

)
that is (e, d, f)-fractionally depth-robust and

(a,C, f ′)-ancestrally robust, with a < e. Let us consider a dynamic pebbling
strategy S for G = Dynamize(G′, 2Nchal). We let P = S(G) = (P1, . . . , PT ) be
the resulting pebbling with G ∼ G. It is convenient to group the last 2Nchal

challenge nodes into consecutive pairs `i = (`1i , `
2
i ) = (N + 2i − 1, N + 2i) for

each i ≤ Nchal. We’ll refer to `i as the ith challenge pair. For b ∈ {1, 2} we let
sb(i)

.
= min{j : `bi − 1 ∈ Pj} denote the first round where we place a pebble on

node `bi−1. Intuitively, the dynamic parent r(2i−2+b) of node `bi = N+2i−2+b is
unknown before round sb(i). Finally, we let tb(i) = min{t : r(2i−2+b) ∈ Psb(i)+t}
denote the time between the round sb(i) where the challenge r(2i − 2 + b), the
dynamic parent of `bi , is revealed and the round where the challenge is answered
by placing a pebble on node r(2i− 2 + b).

For the ith challenge pair, we aim to lower bound the cost of the pebbling
sequence

P i =
(
Ps1(i), . . . , Ps(i)+t1(i), Ps2(i), . . . , Ps2(i)+t2(i)

)
starting when the first challenge r(2i − 1) is discovered and ending when the
second challenge is answered by placing a pebble on node r(2i). If the pebbling
configuration Ps1(i) at the start of the challenge has size at least e, then the
subsequence P i contributes at least 1 to the e-sustained space cost. If this this

is true for Ω(Nchal) indices i, i.e., if
∣∣∣∣{i :

∣∣∣Ps1(i)

∣∣∣ ≥ e}
∣∣∣∣ = Ω(Nchal), then the

e-sustained space cost is Ω(Nchal) and we are immediately done.

However, it is possible that
∣∣∣∣{i :

∣∣∣Ps1(i)

∣∣∣ ≥ e}
∣∣∣∣ = o(Nchal). Thus, we must

consider the more difficult case, where
∣∣∣Ps1(i)

∣∣∣ < e. Because G is (e, d, f)-fractionally

depth-robust and the initial pebbling configuration has at most
∣∣∣Ps1(i)

∣∣∣ < e peb-
bles there are at least fN nodes v such that depth(v,G − Ps1(i) ≥ d. Thus,
Pr[depth(r(2i − 1), G − Ps1(i)) ≥ d] ≥ f where the probability is taken over
the uniformly random selection of the challenge r(2i − 1) ∼ [N ]. Thus, with
probability at least f we will have t1(i) ≥ d i.e., it will take at least d rounds to
respond to the first challenge r(2i− 1).

If t1(i) ≥ d and |Pj |≥ a for each round s1(i) ≤ j ≤ s1(j) + t1(i) then we the
cumulative complexity incurred is at least

cc(P i) =
∑

j∈[s1(i):s2(i)+t2(i)]

∣∣∣P i
j

∣∣∣ ≥ ∑
j∈[s1(i):s1(i)+t1(i)]

∣∣∣P i
j

∣∣∣ ≥ ad.

Otherwise, if |Pj |< a for some round s1(i) ≤ j ≤ s1(j) + t1(i) we can ap-
peal to the (a,C, f ′) ancestral robustness G to argue that with probability
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at least f ′ the pebbling will incur cost cumulative pebbling cost at least
C between round j and s2(i) + t2(i). In particular, we have

∑s2(j)+t2(i)
z=j |Pz|≥

cc
(
Ancestors(r(2i), G− Pj)

)
and because the challenge r(2i) is picked uniformly

at random and not revealed by round j we have Pr[cc
(
Ancestors(r(2i), G− Pj)

)
≥

C] ≥ f ′.
To summarize, we say that the ith challenge pair is costly if P i falls into one

of these categories:

1. High Space:
∣∣∣Ps1(i)

∣∣∣ ≥ e,
2. Medium Space, High Depth: depth(r(2i−1), G−Ps1(i)) ≥ d and a ≤

∣∣Pj

∣∣
for all s1(i) ≤ j ≤ s1(i) + t1(i), or

3. Low Space, High CC: depth(r(2i − 1), G − Ps1(i)) ≥ d and
∣∣Pj

∣∣ < a for
some j ∈ [s1(i), s1(i) + t1(i)] and cc(Ancestors(r(2i), G− Pj)) ≥ C

Let Zi be an indicator random variable indicating whether or not the ith
challenge pair is costly. We can show that for any prior outcomes z1, . . . , zi−1 we
have Pr[Zi = 1|(Z1, . . . , Zi−1) = z1, . . . , zi−1] ≥ ff ′ — see Lemma 5. Intuitively,
if we assume that |Ps1(i)|< e (otherwise we already have Zi = 1) then ff ′

lower bounds the probability of a costly event Zi = 1 since of the event that
depth(r(2i−1), G−Ps1(i)) ≥ d occurs with probability at least f . If depth(r(2i−
1), G− Ps1(i)) ≥ d we can assume wlog that

∣∣Pj

∣∣ < a for some j ∈ [s1(i), s1(i) +
t1(i)] (otherwise we already have Zi = 1 as we are in the Medium Space, High
Depth case) and we have cc(Ancestors(r(2i), G − Pj)) ≥ C with probability f ′.
We can apply concentration bounds to argue that the total number of costly
rounds is Z = Z1 + . . . , ZNchal

≥ ff ′Nchal/2 with high probability.
Thus, either we will have Ω(Nchal) high space challenges i with

∣∣∣Ps1(i)

∣∣∣ ≥ e, or
we will have Ω(Nchal) challenges where the subsequence P i either incurs cumula-
tive cost cc(P i) ≥ ad or cc(P i) ≥ C. In particular, in this case there are Ω(Nchal)
challenges where the subsequence P i incurs cumulative cost at least cc(P i) ≥
min{C, ad} and the total cumulative pebbling cost will be Ω

(
Nchal min{C, ad}

)
.

Theorem 1 follows immediately from these observations.

2.2 SSC/CMC Trade-offs in the Parallel Random Oracle Model

Theorem 1 implies that our dynamic graph G = Dynamize(G,N) will have strong
SSC/CC trade-offs in the dynamic pebbling model provided that the underly-
ing graph G is (a,C, f ′)-ancestral robust and (e, d, f)-fractional depth-robust
for suitable parameters a,C, f ′, e, d and f . However, as we previously noted we
lack rigorous justification for the use of the heuristic dynamic pebbling model
when analyzing SSC/CMC trade-offs. In this section we aim to directly ana-
lyze SSC/CC trade-offs for the dMHF fH

G in the parallel random oracle model
(PROM).

To prove the first SSC/CMC trade-offs for dMHFs in the PROM model we
combine techniques of Alwen et al. [ACP+17] with the notion of an ex-post
facto pebbling [AS15] of an ex-post-facto graph to establish PROM bounds for
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MHFs. Taken individually both of these techniques fail to establish meaningful
SSC/CMC trade-offs, but taken in combination we are able to draw powerful
conclusions.

2.3 Summary of SSC/CMC Trade-offs in the PROM

We again consider an (e, d, f)-fractionally depth robust and (a,C, f ′)-ancestrally
robust graph G = ([N ], E) and its corresponding dynamic graph G = Dynamize(G,Nchal).
Theorem 2 establishes a strong SSC/CMC trade-off for our dMHF construction
Dynamize(G,Nchal) provided that the underlying graph is (e, d, f)-fractionally
depth robust and (a,C, f ′)-ancestrally robust.

Theorem 2 (Generic PROM SSC/CMC Trade-off (Informal)). Fix a
graph G = ([N ], E) that is (e, d, f)-fractionally depth robust and (a,C, f ′)-
ancestrally robust graph G, let G = Dynamize(G,Nchal), and fix any X ∈ {0, 1}w.
For any PROM algorithm A with access to the random oracle H : {0, 1}∗ →
{0, 1}w that computes fG,H on X, one of the following is true except with negli-
gible probability:

1. A sustains Ω(w · e) space for Ω(Nchal) steps. For some s = Ω(we) we have :

s-ssc(trace(A,H,X)) = Ω(Nchal).

2. A has cumulative memory complexity at least

cmc(trace(A,H,X)) =
∑
i

|σi| = Ω̃

(
wNchal ·min

{
ad,

C

a logN

})
.

In Fig. 2, we present a side-by-side comparison of the PROM and the dynamic
pebbling bound described previously. In the PROM analysis, there is an extra
factor of w for the space parameters; this reflects the fact that storing a single
label for a node requires w bits, where w is the “word length” corresponding to
a random oracle H : {0, 1}∗ → {0, 1}w.

2.3.1 Lower Bounding the Number of Rounds Between Challenges A
result of Alwen et al. [ACP+17] allows us to make the following PROM argument
when the underlying static graph G = ([N ], E) in Dynamize(G,N) is (e, d, f)-
fractionally depth robust. Suppose that we are given an initial state σi of size
|σi| < we/2 and then challenged to compute the label Xv of a uniformly random
node v ∈ [N ] where v is sampled after the initial state σi is fixed. Then with
probability at least f −negl(w) it will take A at least d rounds to compute Xv

e.g., see Lemma 21. This is a useful observation, but it is not clear how to use
this observation alone to prove strong SSC/CMC trade-offs.

Given an execution trace trace(A,H,X) we can let si denote the first round
where the label X`i−1 appears as an output to one of the random oracle queries
i.e., the first round where the dynamic edge (r(i), `i = N + i) is revealed. We
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Pebbling vs. PROM Trade-off Comparison

Analysis Model dMHF
Space Sustained
for Ω(N) Steps

CMC Penalty if Lower
Sustained Space

Dynamic Pebbling Generic e Ω (N min {ad,C})

PROM Generic Ω(w · e) Ω
(
Nw ·min

{
ad, C

a logN

})
Dynamic Pebbling

DEGSam-
ple

Ω(N) Ω
(
N3−ε

)
PROM

DEGSam-
ple

Ω(Nw) Ω
(
N2.5−ε

)

Fig. 2. This table contains the (asymptotic) SSC/CMC trade-offs for dMHFs stemming
from the generic dMHF construction Dynamize(G,N), where G is (e, d, f)-fractionally
depth-robust and (a,C, f ′)-ancestrally robust as well as DEGSample. Here, ε > 0 is
a chosen constant. For the rows corresponding to the PROM, w is the “word length,”
the bit-length of the label for a node.

can let ti ≥ 0 denote the time to respond to the challenge i.e., the number of
rounds that pass before the label Xr(i) appears as an input to a random oracle
query in a future round si + ti. Theorem 5 implies that if the execution trace
trace(A,H,X) does not have asymptotically optimal sustained space complexity
then there will be a set B of |B|= Ω(N) challenges i such that ti ≥ d for each
i ∈ B. Once again this observation alone does not imply a that there is a large
cumulative memory cost penalty. In particular, it could be that

∣∣σj

∣∣ is small for
all intermediate rounds j ∈ [si, si+ ti] in which case the contribution

∑si+ti
j=si

∣∣σj

∣∣
to the overall cumulative memory cost might also be smaller. For a bird’s-eye
view of how we prove SSC/CC trade-off lower bounds in the PROM, see Fig. 5.

2.3.2 Ex-Post Facto Pebbling of Ex-Post Facto Graph We also observe
that, given an execution trace trace(A,H,X), in which fH

G (X) is computed cor-
rectly we can extract an ex post facto pebbling P = (P1, . . . , Pt) of the ex post
facto graph GH,X . We can further argue that, except with negligible probabil-
ity, that (1) P is a legal pebbling of GH,X and (2) for all i ∈ [T ] we have
|Pi| ≤ |σi| /(cwordw) for some constant cword > 0. See Theorem 6 for the formal
claim. This argument is very similar to prior pebbling arguments [AS15,ABP18]
except that the final graph GH,X is not fixed a priori. Taken alone this observa-
tion will not allow us to establish strong SSC/CMC trade-offs because GH,X is a
static graph with constant indegree we have cc(GH,X) = O(N2 log logN/logN)
[AB16]. We cannot achieve strong SSC/CMC trade-offs without exploiting dy-
namic edges.

Even if S is an optimal dynamic pebbling strategy for our dynamic graph G
we cannot necessarily conclude that S(GH,x) will be the optimal pebbling for the
static graph GH,x because S does not know GH,x in advance e.g., we may have
cc(S(GH,x))� cc(GH,x). As a concrete example, if GScrypt denotes the dynamic
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pebbling graph underlying Scrypt [Per09] then any graph G in the support of
GScrypt we have cc(GH,x) = O(N1.5) 4 while for any dynamic pebbling strategy
S we will have cc(S(G)) = Ω(N2) with high probability [ACP+17]. Ideally,
we would like to have a dynamic pebbling reduction which lower bounds the
SSC/CMC of a PROM algorithm AH(x) using the the SSC/CC of the best
dynamic pebbling strategy S(GH,x) instead of the SSC/CC of the ex-post facto
graph GH,x. Unfortunately, no such dynamic pebbling reduction is known and
Alwen et al. [ACP+17] identified several significant technical barriers to finding
such a dynamic pebbling reduction.

Lower Bounding The Pebbling Cost of a Constrained Pebbling
Based on the above discussion it may seem pointless to consider ex-post facto
pebblings of the ex-post facto graph. Our key insight is that when the execution
trace trace(A,H,X) has low sustained space complexity we can often impose ad-
ditional constraints on the ex-post facto pebbling by leveraging techniques that
Alwen et al. [ACP+17] used to lower bound the cumulative memory complexity
of Scrypt in the PROM. For example, suppose that the underlying static graph G
in our dynamic graph Dynamize(G,N) is (e, d, f)-fractionally depth robust with
e = Ω(N), d = Ω(N1−ε) and f = Ω(1). Then it will be possible to show that,
except with negligible probability, there will be Ω(N) challenge nodes i ∈ [N ]
where s(i+ 1)− s(i)− 1 ≥ d i.e., at least d intermediate rounds elapse between
the first round s(i) where we place a pebble on node N+i−1 and the first round
s(i+1) where we place a pebble on node N + i. If the underlying graph G is also
(a,C, f ′)-ancestrally robustness then we show that (whp) any legal pebbling of
the ex-post facto graph GH,X that respects the above constraints must have
high cumulative pebbling complexity.

Let B = {i : s(i + 1) − s(i) − 1 ≥ d} denote the challenge nodes where
at least d intermediate pebbling rounds elapse between the first round where
we place a pebble on node N + i − 1 and the first round where we place a
pebble on node N + i. Fixing a challenge i ∈ B observe that if |Pj |≥ a for all
intermediate rounds j ∈ [s(i), S(i+1)−1] then we trivially have

∑s(i+1)−1
j=s(i) |Pj |≥

ad i.e., the cumulative pebbling cost incurred the while advancing pebble from
node N + i − 1 to node N + i for the first time is large. Now if we let D ={
i ∈ B : |Pj |≥ a∀j ∈ [s(i), S(i+ 1)− 1]

}
⊆ B then we trivially have cc(P ) ≥∑

i∈D

∑s(i+1)−1
j=s(i) |Pj |≥ |D|ad. If |D|≥ |B|/2 then we have cc(P ) = Ω(adN) i.e.,

cc(P ) = Ω(N2.5−ε) if a = Ω(
√
N) and d = Ω(N1−ε).

The slightly more challenging case arises when |D|< |B|/2. If i ∈ B \ D
then by definition we have |Pj |< a for some round j ∈ [s(i), S(i + 1) − 1]. Our
key insight here is to leverage (a,C, f ′)-ancestrally robustness of G. We will
be able to argue that for some k = Θ(a logN) (whp) any legal pebbling of
the static ex-post facto graph GH,X must incur cost C between rounds j and
s(i+k)−1 for all i ∈ B \D — see Lemma 6. It follows that

∑s(k)−1
j=s(i) |Pi|≥ C and

4 Lemma 5 in [AS15] shows that any graph that satisfies the property of being a
“sandwich graph” has cc(G) = O(N1.5). Any DAG G in the support of GScrypt

satisfies this property.
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cc(P ) ≥
∑

i∈B\D C/k ≥ |B|C/(2k) = Ω(NC/(a logN)) i.e., cc(P ) = Ω̃(N2.5−ε)

if a =
√
N and C = Ω(N1.5−ε) .

2.3.3 Combining the Techniques to Prove Theorem 2 We would like to
perform a similar case analysis as we did for dynamic pebblings. If |σsi | ≥ we/2
then this challenge contributes to sustained space complexity. Otherwise, with
probability ≈ f we will have ti ≥ d. Thus, far the analysis can be adapted to the
PROM. Next we want to argue that either (1) we have

∣∣σsi+j

∣∣ ≥ aw/2 for all
j ≤ d so that we incur cumulative memory cost at least

∑d
j=1

∣∣σsi+j

∣∣ ≥ daw/2

responding to this one challenge, or (2) we have
∣∣σsi+j

∣∣ < aw/2 for some j ≤ d
and with probability at least f ′− negl(w) we will incur cumulative memory cost
at least Ω(Cw) before round si+1 + ti+1 when we finish responding the next
challenge for node `i+1. Because G is (a,C, f ′)-ancestrally robust, in case 2 it
seems intuitive to expect that given an initial state σsi of size |σsi | < aw/2 and
a uniformly random challenge v ∈ [N ] (selected after σsi is fixed) that with
probability f ′− negl(w) our PROM algorithm A will incur cumulative memory
cost at least Ω(Cw) to compute label Xv. While this conjecture seems plausible,
it does not appear possible to prove the conjecture holds using current PROM
analysis techniques.

However, we can still define s(i) = min{j : `i − 1 ∈ Pj} as the first round
when we place a pebble on node `i − 1 = N + i− 1. In the PROM trace we will
have s(i) = si where si denotes the first round where the label X`i−1 appears
as an output to one of the random oracle queries i.e., the first round where the
challenge r(i) is revealed. We can also define t(i) = min{j : r(i) ∈ Ps(i)+j}
as the time to respond to challenge r(i) by placing a pebbling on node r(i) —
in the PROM trace this will be the first round s(i) + j where the label Xr(i) is
generated as the output to a random oracle query.

Our argument now proceeds as follows: If
∣∣∣σs(i)

∣∣∣ ≥ ew/2 then this challenge

contributes to the sustained space complexity. Otherwise, if
∣∣∣σs(i)

∣∣∣ < ew/2 then
with probability at least f ′ − negl(w) the time to respond to the ith challenge
r(i) is at least t(i) ≥ d. We now consider two subcases when t(i) ≥ d. Subcase 1:
the time to respond to the ith challenge r(i) is at least t(i) ≥ d and

∣∣σi+j

∣∣ ≥ aw/2
for all j ≤ d. In this subcase we incur cumulative memory cost at least daw/2
to respond to this one challenge. Subcase 2: the time to respond to the ith
challenge is at least d, but

∣∣σi+j

∣∣ < aw/2 for some j ≤ d. In this subcase we
have

∣∣Pi+j

∣∣ ≤ a. In this subcase we can argue that the cumulative memory cost
incurred while responding to the next k challenges will be lower bounded by
w · cc

(
Ancestors([N + i+ 1, N + i+ k + 1], G− Pi+j)

)
/2.

It would be tempting to assert that if j < si then Pj (the configuration of the
ex post facto pebbling at time j) and r(i) (the ith challenge) are independent
because the ith r(i) is random and unknown during round j. If this were true
then we could appeal to (a,C, f ′)-ancestral robustness to argue that, except
with probability ≈ (1 − f ′)k, we will have cc

(
Ancestors(r(i+ z), G− Pj)

)
≥ C

for at least one of the next k challenges 1 ≤ z ≤ k. Unfortunately, this intuition
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is incorrect for a subtle, but important, reason. The PROM attacker A can
adapt its behavior after the ith challenge r(i) is revealed in round si and the
definition of the set Pj is dependent on the random oracle queries made in
future rounds after rounds j or si. Therefore, the key analysis task in subcase
2 is to prove that, for a suitable parameter k, the ex-post facto graph GH,X

will (with high probability) satisfy the following property: for all subsets S ⊆
V of size |S|≤ a and all length k intervals [N + j,N + j + k − 1] we have
cc
(
Ancestors([N + j,N + j + k − 1], G− S)

)
≥ C.

Because we cannot assume that our particular set Pj is independent of the
next k challenges we instead union bound over all

(
N
a

)
possible sets subsets S

of size a as well as all i ≤ Nchal. Thus, except with probability
(
N
a

)
(1− f ′)k, we

will have cc
(
Ancestors([N + i,N + i+ k − 1], GH,X − S)

)
≥ C for any i ≤ Nchal

and any subset S of size |S|≤ a — see Lemma 6. To ensure that this property
holds with high probability we need to pick k = Θ(a logN) such that fk ≥
a logN + logNchal. If this property holds then in subcase 2 we can argue that
the cumulative memory cost incurred while responding to the next k challenges
will be Ω(wC). The amortized cost per challenge is Ω(wC/k) leading to a CMC
penalty of Ω(Nw ·min{da,C/k}) for computations that do not have maximum
sustained space complexity.

Equipped with both ex post facto pebblings and the time-space trade-offs
for dynamic edges, we may prove the SSC/CC trade-off for dynamic pebbling
graphs G = Dynamize(G, 2Nchal), where G = ([N ], E) is (e, d, f)-fractionally
depth-robust and (a,C, f ′)-ancestrally robust. Among the Nchal challenges, we
can show that (with high probability) there are at least Nchal

′ = (f − ε′)Nchal

challenge nodes i1, . . . , iNchal
′ in which at least one of the following hold:

1. High Space: The space usage at the start sij of challenge ij is at least∣∣∣σsij

∣∣∣ ≥ cwordwe.
2. Long Time: The time tij A takes to answer challenge ij is at least tij ≥ d.

See Theorem 5 for a more formal statement.
Now we let costly = {i1, . . . , iNchal

′} denote the set of costly challenges and
let Z1 ⊆ costly denote the set Z1 = {j :

∣∣∣σsij

∣∣∣ ≥ cwordwe}. If |Z1|≥ Nchal
′/3

(i.e., the first case holds for at least Nchal
′/3 challenges) then the sustained space

complexity is large. In particular, there are at least |Z1|= Ω(Nchal) rounds where
the space usage is at least cwordwe. Otherwise, if |Z1|< Nchal

′/3 then second case
holds for at least 2Nchal

′/3 rounds. Let Z2 = {j : tij ≥ d∧
∣∣∣σsij+r

∣∣∣ ≥ aw/2∀r ≤
d} denote the subset of of challenge nodes ij for which tij ≥ d and we sustain
space aw/2 while responding to that challenge. Thus, we have

cmc(trace(A,H, x)) =

t∑
i=1

|σi| ≥
∑
i∈Z2

si+d∑
j=si

∣∣σsi+j

∣∣ ≥ ∑
i∈Z2

si+d∑
j=si

aw

2
≥ |Z2|aw

2
.

If |Z2|≥ Nchal
′/3 then the cumulative pebbling cost is cmc(trace(A,H,X)) =

Ω(Nchaldaw). Finally, if |Z1|< Nchal
′/3 and |Z2|< Nchal

′/3 then there are at least
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|Z3|≥ Nchal
′/3 remaining challenges in Z3 = costly\ (Z1∪Z2). For each ij ∈ Z3

we must have tij ≥ d (since ij 6∈ Z1) and
∣∣∣σsij+r

∣∣∣ ≤ aw/2 for some r ≤ d (since
ij 6∈ Z2) i.e., we drop below space aw/2 while responding to this challenge. We
can now find a subset Y ⊆ Z3 of |Y |≥ |Z3|/k challenges such that

∣∣c− c′
∣∣ > k

for all challenges c, c′ ∈ Y i.e., the challenges in Y are well spread apart so that
the intervals [c, c + k] and [c′, c′ + k] do not overlap. Thus, if |Z3|≥ Nchal/3 we
now have

cmc(trace(A,H,X)) ≥
∑
i∈Y

si+k+ti+k∑
j=si+1

∣∣σj

∣∣ ≥∑
i∈Y

si+k+ti+k∑
j=si+1

∣∣Pj

∣∣ cwordw
≥ cwordw|Y | min

S,i:|S|≤a∧i≤Nchal

cc
(
Ancestors([N + i,N + i+ k − 1, G− S)

)
≥ cwordw|Y |C ≥ cwordw

Nchal
′

3k
C = Ω

(
wNchalC

a logN

)
.

If |Z1|≤ Nchal
′/3 then the CMC penalty is at least

cmc(trace(A,H,X)) = Ω

(
Nchalw ·min

{
da,

C

a logN

})
.

Otherwise, if |Z1|≥ Nchal
′/3 = Ω(Nchal) the sustained space-complexity is asymp-

totically optimal.

2.4 Our Construction: Extremely Grate Sample

Now that we know that we can use ancestrally/fractionally robust graphs G to
construct dMHFs fG,Dynamize(G,Nchal) which satisfy strong sustained space/cumu-
lative complexity trade-offs in both the dynamic pebbling model as well as in the
parallel random oracle model, we may proceed in constructing explicit examples
of such dMHFs.

Our static component EGSample(N, ε) has two components:

1. An (N,N1−ε, f(ε))-fractionally depth-robust graph on N nodes called Grates(N, ε)
[Sch83] for any chosen 0 < ε < 1. Here, f ≥ 0 is a constant that depends
only on ε.

2. An (N/m,N2/m, f ′)-ancestrally robust graph DRS on N nodes sampled
from the randomized algorithm DRSample(N) [ABH17] for all m = Ω(log2 N)
sufficiently large, except with negligible probability.

To get the graph EGSample, we first simply take the union of DRSample and
Grates. The problem, however, is that it’s ideal in practice that the graphs
defining our MHFs have indegree two. Union of DRSample and Grates has
indegree three, so we must apply a standard technique called indegree reduc-
tion. See Fig. 3 for a summary of the EGSample construction. Our analy-
sis of DRSample(N) (Definition 14) involves showing that when we sample a
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DRS← DRSample(N)

1 2 3 4

Grates(N, ε)

1 2 3 4

DRS ∪ Grates(N, ε)

1 2 3 4

reduce(DRS ∪ Grates(N, ε))

v1
1 v1

2 v2
1 v2

2 v3
1 v3

2 v4
1 v4

2

Fig. 3. The figure above describes how to construct EGSN , where N = 4. First, we
sample DRS from the randomized algorithm DRSample(N) (see Definition 14). The next
component is Grates (see Theorem 11). We then take their union, which we then prove
(see Theorem 9) has the desired robustness properties. The cross edges of DRSample
are blue and are red for Grates. In their union, we color the edge (1, 3) purple since they
have it in common. Finally, we perform indegree reduction (see Definition 15). Here,
we have kept the color-coding of the edges. For example, the edge (v12 , v

4
2) corresponds

to the edge (1, 4) in Grates.

static graph G ∼ DRSample(N) that the corresponding “metagraph” (Defini-
tion 10) Gm of G is “extremely depth-robust” with high probability. Thus, we
call our (static) construction “Extremely Grate Sample” or “EGSample” because
it combines grates with the extremely depth-robust metagraphs from DRSam-
ple. We will defer the analysis of DRSample(N) to Section 2.5. In the end, we
describe a randomized algorithm EGSample(N, ε) (Definition 12) that, except
with negligible probability, outputs a static graph G that satisfy both (up to
constant factors) (N,N1−ε, f)-fractionally depth-robust and (N/m,N2/m, f ′)-
ancestrally robust.

In Definition 13, we present the randomized algorithm DEGSample(N,Nchal, ε).
This randomized algorithm outputs the dynamic pebbling graph DEGS = Dynamize(EGS, 2Nchal, ε),
where the static graph EGS← EGSample(N, ε) is sampled from EGSample. Nat-
urally, we call the dynamic pebbling graphs output by DEGSample “dynamic
extremely grate sample” or “DEGSample.”

Using Theorem 1, we can easily use our above results for EGSample to prove
strong SSC/CC bounds for DEGSample in the dynamic pebbling model. We will
assume that Nchal = N . Let DEGS← DEGSample(N,N, ε/2) = Dynamize(EGS, 2N).
Since EGS is (Ω(N/m),Ω(N2/m), f)-ancestrally depth-robust (with high prob-
ability) when m = Ω(log2 N) Theorem 9), we can easily choose the most suit-
able assignment for our analysis. For the pebbling analysis, we will consider
m = O

(
Nε/2

)
. Combining Theorem 1 with these robustness properties of

EGSample, we have that except with negligible probability, any dynamic peb-
bling strategy on DEGS either:
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– sustains Ω(N) pebbles for Ω(N) steps, or
– has cumulative complexity N ·min

{
N/m ·N1−ε/2, N2/m

}
= Ω(N3−ε).

This is near-optimal as the CC penalty cannot exceed O(N3) [BH22].
For the PROM SSC/CMC trade-off, we will apply Theorem 2. This time,

however, we will consider DEGS ← DEGSample(N, 2N, ε′/2), where ε′ = 0.99ε,
for example. Observe that ancestral robustness is a monotone property in the
sense that if a graph G is (a′, C, f ′)-ancestrally robust then it is also (a,C, f ′)-
ancestrally robust for any a ≤ a′. Thus, when m = Ω(log2 N) the DAG EGS is
(a,N2/m, f)-ancestrally depth-robust for any a ≤ N/m (with high probability).
In particular, we can set a =

√
N and m = Θ(N ε) and d = N1−ε so that the

CMC penalty is Ω
(
min{Ndaw, NwC

a logN }
)
= Ω

(
N2.5−εw/logN

)
.

2.5 Constructing Ancestrally Robust Graphs

So far, we have shown that if we can find families of highly ancestrally robust
graphs, then we can construct secure dMHFs in both the dynamic pebbling model
as well as the stronger parallel random oracle model. We show that a previous
construction called DRSample [ABH17] satisfies this property. DRSample is a
randomized algorithm which outputs a DAG G← DRSample(N) with N nodes
and maximum indegree 2. Alwen et al. proved that (with high probability) the
DAG G will be (c1N/logN, c2N)-depth robust i.e., for all subsets S containing
at most |S|≤ c1N/logN nodes the graph G− S still contains a directed path of
length d. This immediately implies that cc(G) ≥ c1c2N

2/logN because because
Alwen et al. [ABP17] proved that cc(G) ≥ ed for any (e, d)-depth robust graph
G. While the DRSample [ABH17] construction is not new, we do require a novel
analysis of this construction to establish ancestral robustness as this property is
stronger than depth-robustness.

We show that graphs output from the randomized algorithm DRSample are
almost maximally ancestral robust with high probability. In particular, except
with negligible probability, DRS ← DRSample(N) is (Ω(N/m),Ω(N2/m), f ′)-
ancestrally robust when m = Ω(log2 N) Theorem 10. To show that graphs out-
put from DRSample are ancestrally robust, we consider a combinatorial property
called local expansion [EGS75] (see Definition 9), which quantifies the connectiv-
ity of a single node in relation to the entire graph. Intuitively a node v in G is a δ
local expander if, for all k, every δk-sized set of predecessors A ⊆ [v−k−1 : v−1]
and successors B ⊆ [v : v + k] has an edge from a node in A to a node in B in
G. We say that G is a δ-local expander if every node in G is a δ-local expander.
Using some known facts about local expanders, it is relatively straightforward
to prove that δ-local expansion implies ancestral robustness, although we will
see that this will not suffice for our applications.
Lemma 1 (Local Expander Facts (informal [ABP18])). If G = ([N ], E)
is a δ-local expander for some δ < 1/10, then
1. G is (cN, (1 − c − 10δ)N)-depth robust for all c > 0 (see Definition 11),

meaning it has cumulative complexity c2N2 (see Lemma 2).
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2. For any set S ⊆ [N ], there exists a subset of nodes U of size at most N−2|S|
in G− S such that for every u < v ∈ U there is a path from u to v.

Now, suppose G = ([N ], E) is a δ-local expander with δ < 1/10 and fix
a set S ⊂ [N ] of size at most pN , where 0 < p < 1/2 is some constant to
be chosen later. By Lemma 1, we see that there is a set of (1 − 2p)N nodes
U = {v1, . . . , v(1−2p)N} such that for all i < j ≤ (1−2p)N there is a directed path
from vi to vj . This means that for all j ≤ (1−2p)N we have Ancestors(vj , G−S) ⊃
{v1, . . . , vj−1}. Let Lr = {v(1−2p)N−r+1, . . . , v(1−2p)N} denote the final r nodes
in U and let Fr = {v1, . . . , vr} denote the topologically first r nodes in U . Note
that for each v ∈ Lc′N we have Ancestors(v,G−S) ⊃ F(1−2p)N−c′N . Now we can
argue that the graph H = G −

(
V \ F(1−2p)N−c′N

)
, obtained by removing all

nodes except for those in F(1−2p)N−c′N , is itself depth robust. To see this note
that

∣∣∣V \ F(1−2p)N−c′N

∣∣∣ = N − ((1− 2p)N − c′N) = 2pN + c′N . Recall that the
original graph G is (cN, (1− c−10δ)N)-depth robust and we have only removed
2pN+c′N nodes to obtain the subgraph H. As long as 2pN+c′N ≤ cN/2 we can
still remove up to cN − 2pN − c′N ≥ cN/2 additional nodes from H and there
will still be a directed path of length (1 − c − 10δ)N i.e., for any S′ ⊆ V (H)
of size |S′|≤ cN/2 we have depth(H − S′) ≥ (1 − c − 10δ)N . Because H is
(cN/2, (1 − c − 10δ)N)-depth robust it follows that cc(H) ≥ N2c(1 − c − 10δ).
This implies that for all v ∈ Lc′N we have

cc
(
Ancestors(v,G− S)

)
≥ cc(H) ≥ N2c(1− c− 10δ) = Ω(N2) .

Therefore, as long as we assign p and c′ small enough with respect to our
other chosen parameter c (which is always possible when δ < 1/10), we have
shown that a δ-local expander is an

(
Ω(N),Ω(N2),Ω(1)

)
-ancestrally robust!

Unfortunately, it turns out that δ-local expansion is simply too strong of
a property for DRSample to hold; Indeed, it is impossible to construct a δ-
local expander with maximum indegree O(1). Instead we analyze a graph Gm

called the metagraph (Definition 10) of G← DRSample(N) and argue that (with
high probability) Gm is a δ-local expander when metanode size parameter m =
Ω(log2 N); see Lemma 13 for details. We show that to achieve strong ancestral
robustness, it suffices for the metagraph Gm of G to be a local expander (see
Theorem 3). Together, these results allow us to argue that the original graph is
(a,C, f)-ancestrally robust with a = Ω(N/m), C = Ω(N2/m) and f = Ω(1) in
Theorem 10.

The metagraph Gm has N ′ = N/m nodes, and each node v ∈ V (Gm) corre-
sponds to the interval of nodes [v(m− 1) + 1 : vm] from V (G) = [N ]. See Fig. 4
for more intuition or Definition 10 for the formal definition. There is an edge
(u, v) in Gm if and only if there is an edge in G from a node in the “last part”
of the interval corresponding to u to a node in the “first part” of the interval
corresponding to v (see Definition 10 for a formal definition). Thus, nodes in
Gm may have indegree O(m). The goal is to prove strong combinatorial proper-
ties of the “stronger” Gm and then relate these properties to the sparser G. The
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G

Gm

1 2 3 4 5 6 7 8 9 10 · · · 16 17 18 19 20

M1 M2 M3 M4

Fig. 4. Shown is a graph G = ([20], E) and its metagraph Gm with m = 5. Since
m = 5 we have that Mfirst

1 = {1} and M last
1 = {5}, and similarly for the three remaining

metanodes. Notice that G has two cross edges (5, 16) and (10, 17). The corresponding
metagraph Gm has an edge (M1,M4) because there 10 ∈ M last

1 and 16 ∈ Mfirst
4 . The

other edge, (10, 17) does not induce a meta edge because, while 10 is in the last part
of M2, the node 17 is not in the last part of M4.

authors of [ABH17] used metagraphs to show that DRSample (which is a compo-
nent of our EGSAmple) has cumulative complexity Ω(N2/logN). In particular,
they showed that (with high probability) the metagraph Gm satisfied a weaker
version of δ-local expansion when m = Θ(logN) — the version required that
most (not all) nodes v ∈ V (Gm) satisfy δ-local expansion around that node.
This was enough argue that Gm is (Ω(N/m),Ω(N/m))-depth robust. If Gm is
(Ω(N/m),Ω(N/m))-depth robust, this implies that that G is (Ω(N/m),Ω(N))-
depth robust and therefore cc(G) = Ω

(
N2/m

)
.

Unfortunately, the properties implied by these weak local expanders and the
connections between metagraphs and graphs appear to be insufficient towards
our goal of showing that DRSample (and other graphs) are ancestrally robust.
For this reason, we do not use any prior results on metagraphs and instead
establish tighter relationship between a graph G and it’s metagraph Gm.

We show that when m = Ω(log2 N) that (with high probability) the meta-
graph Gm satisfies δ-local expansion for all nodes in the metagraph. We then
prove the following relationship between Gm and G; see Theorem 8 for a more
detailed statement.

Theorem 3 (Meta local Expansion to Ancestral Robustness (Infor-
mal)). If a metagraph Gm = ([N/m], Em) of a graph G = ([N ], E) is a δ-local
expander with δ < 1/10, then G is (Ω(N/m),Ω(N2/m),Ω(1))-ancestrally robust.

Lemma 11 lays out the three core connections between graphs and their
metagraphs that are used to prove Theorem 3. The most fundamental connection
is that for every set of nodes S ⊆ [N ], there is a unique set S′ ⊆ [N/m] of
metanodes in which G 	 S = Gm 	 S′5 The set S′ is precisely the set of meta
nodes that “overlap” with the nodes in S. With this association, it is therefore
possible to map paths in Gm − S′ to paths in Gm − S. With this granularity,
we can work back and forth between graph and metagraph. Since Gm is a local
expander, by the analysis at the beginning of this section, there are c′N/m nodes
v1, . . . , vc′N/m in Gm	S′ whose ancestors are (Ω(N/m),Ω(N/m))-depth robust

5 here, G 	 S denotes the graphs G, except without any incoming or outgoing edges
of the nodes in S.
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i.e., for all j ≤ c′N/m the graph Ancestors(vj , Gm 	 S′) is (Ω(N/m),Ω(N/m))-
depth robust. By the association in Lemma 11, it follows that for each of these
c′N/m nodes in Gm	S′, there are Ω(m) unique nodes in G−S whose ancestors
are (Ω(N/m),Ω(N))-depth robust. In particular, the node vj in Gm corresponds
to the interval [vj(m−1)+1 : vjm] in V (G) = [N ] and for any x ∈ [vjm−m/5 :
vjm] the graph Ancestors(v,G−S) will be (Ω(N/m),Ω(N))-depth-robust. Thus,
there are Ω(mN/m) total nodes v ∈ V (G− S) such that Ancestors(v,G− S) is
(Ω(N/m),Ω(N))-depth-robust. Finally, by Lemma 2, we have that the ancestors
of these nodes have cumulative complexity cc(Ancestors(v,G−S)) = Ω(N2/m),
proving Theorem 3.

2.6 Analysis of Argon2id

Argon2 [BDK16] was selected the winner of the password hashing competition in
2015[pas15], and has been deployed in cryptographic libraries such as Libsodium
[Den]. Currently, the hybrid mode Argon2id is recommended for password hash-
ing. Oversimplifying slightly (see Remark 2 in Section I) we can view Argon2id
as Dynamize(Argon2iN/2, N/2) where the static graph Argon2iN/2 is sampled us-
ing a priori fixed salt values. Adapting analysis from [BZ17] we show that if m =
Ω(
√
N logN) that the metagraph Gm of Argon2iN/2 is the complete graph (see

Lemma 41). This allows us to immediately apply our prior analysis ( Lemma 12)
to conclude that Argon2iN/2 is (N/(4m), 3N2/(5 · 42m), 1/5)-ancestrally robust.
Blocki and Zhou [BZ17] already proved that (whp) Argon2iN/2 is (e, `N

N3

e3 , f =

O(1))-fractionally depth robust for any e = Ω(N2/3) — see Theorem 15. Thus,
we can immediately apply our main results in Theorem 4 and Theorem 7 to
obtain SSC/CMC tradeoffs in the dynamic pebbling model and in the PROM
(see Theorem 14). In particular, for any constants 2/3 ≤ β < 1 and ε > 0 any
dynamic pebbling strategy will (whp) either (1) sustains Nβ pebbles for Ω(N)
steps or (2) have cumulative pebbling cost penalty Ω(N4.5−3β−ε). Suppose we
set β = 3/4 and ε = 0.05. Then we get (up to polylog factors) that any strategy
sustains N0.75 pebbles for N steps, or incurs CC N2.2. In the PROM model we
have to further constrain β < 5

6 − ε and the cumulative memory cost penalty
Ω
(
N3.25−3β/2−ε/2

)
is a bit lower — see Theorem 13. Again, using the example

of β = 3/4 and ε = 0.05, we see that any PROM algorithm computing the MHF
corresponding to Argon2iDynN either (up to polylog factors) sustains wN0.75

space for N steps, or has cumulative complexity wN2.1. [BH22] previously pre-
sented a SSC/CMC tradeoff for Argon2id in the dynamic pebbling model, but
their analysis had a subtle bug.6 Thus, we give the first non-trivial SSC/CMC
for Argon2id in both the dynamic pebbling model and the PROM.

6 The bug in [BH22] relates to the fact that the static graph of Argon2id is depth-
robust along a curve (e, d(e)), but they implicitly assumed this for values of e outside
of the bounds for which this is true.
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A Helpful Background

We introduce the necessary background on pebbling, graph properties to aid in
pebbling analysis, and finally PROM algorithms.

A.1 Graph Pebbling

We now formally define dynamic pebbling graphs, which are a specific kind of
distribution over DAGs.

Definition 2 (Dynamic Pebbling Graph [BH22]). A dynamic pebbling
graph G is a distribution of DAGs G = ([N ], E) with edges E ⊇ {(i, j) : 1 ≤ i <
j ≤ N}. We say that an edge (i, j) is static if for all DAGs G = (V,E) in the
support of G we have (i, j) ∈ E and we let Estatic ⊆ {(i, j) : 1 ≤ i < j ≤ N}

https://www.password-hashing.net/
https://www.password-hashing.net/
https://www.hashrate.no/c/The_best_Scrypt_miners
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denote the set of all static edges. Some nodes D ⊆ [N ] have dynamic edges,
which are determined by some random variables r(j) for j ∈ D over the set
[j−1]. The dynamic edges of G are Ej

Dynamic = {(r(j), j) | j ∈ D} = E \Estatic.
A node with a dynamic edge is called a dynamic node.

The authors in [BH22] give a more general definition of dynamic pebbling
graphs, where each node can have more than one dynamic edge. Since there are
currently no dMHFs (including those we define in this paper) that take advantage
of this property, we use Definition 2 for simplicity.

procedures for pebbling dynamic graphs are called dynamic pebbling strate-
gies; such a procedure makes decisions what to pebble/unpebble based on out-
comes of the dynamic edges.

Definition 3 (Dynamic Pebbling Strategy [BH22]). A dynamic peb-
bling strategy S is a function that takes as input

1. an integer i ≤ N ,
2. an initial pebbling configuration P i

0 ⊆ [i] with i ∈ P i
0, and

3. a partial graph G≤i+1,

where the partial graph G≤i is the subgraph of G induced by the nodes 1, . . . , i.
The output of S(i, P i

0, G≤i+1) is a legal sequence of pebbling moves P i
1, . . . , P

i
r

that will be used in the next phase to place a pebble on node i+1, so that i+1 ∈
P i
ri ⊆ [i+ 1]. Given G ∼ G, we let S(G) denote the sequence of pebbling moves〈
P 0
1 , . . . , P

0
r0, P

1
1 , . . . , P

N−1
r1 , . . . , PN−1

rN−1

〉
. Here, P i

1, . . . , P
i
ri = S

(
i, P i

0, G≤i+1

)
,

P i
0 = P i−1

ri−1
, and P 0

0 = ∅. We call S(G) a pebbling (for G.)

The constructions in this paper will all fall into the category of what we call
standard dynamic pebbling graphs. A standard dynamic pebbling graph G has
two static components: a graph G = ([N ], E) that is “high cost” in some way
and a line graph LineGraph(Nchal) on Nchal nodes, with an edge connecting the
last node of G to the first node of LineGraph(Nchal). The dynamic nodes of G
consist of the nodes in the line graph, each with an incoming dynamic edge chosen
uniformly at random from [N ], the nodes of G. We let Dynamize(G,Nchal) denote
the standard dynamic pebbling graph for G with a line graph on Nchal nodes,
as we are “making” G dynamic (see Definition 1).7 For j ∈ [Nchal], we let r(j)
denote the node uniformly chosen from [N ] that forms a dynamic edge going to
the jth node (topologically) in the line graph. We call r(j) a “challenge” or “the
jth challenge.” The challenge is sampled and relayed to the pebbling strategy
after the strategy pebbles all static parents of jth line graph node. To pebble
the jth line graph node, the pebbling strategy must also pebble the challenge
node r(j).

Now we formally define the cost metrics we will be using to measure the
memory-hardness of our pebblings.
7 Almost all data-dependent memory-hard functions can be represented as
Dynamize(G,Nchal) for some parameters G and Nchal. A notable exception is Ar-
gon2d/Argon2id [BZ17].
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Definition 4 (Pebbling Complexity). Let G be a dynamic pebbling graph, G
be a graph in the sample space of G, P be the set of legal pebblings of G, and S
be the set of pebbling strategies for G. We define the cumulative complexity
of a

– pebbling P = 〈P1, . . . , PT 〉 ∈ P as cc(P ) =
∑T

i=1|Pi|,
– a sequence of pebbling moves

〈
Pi, . . . , Pj

〉
as cc(P, i, j) =

∑j
k=i|Pk|

– graph G as cc(G) = minP∈P{cc(P )}, and

Likewise, we define the s-sustained space complexity of a

– pebbling P as ssc(P, s) =
∣∣{i | |Pi| ≥ s, i ∈ [T ]}

∣∣,
– graph G as ssc(G, s) = minP∈P{ssc(P, s)}, and

A.2 Graph Properties

we now discuss some graph properties that are key to proving pebbling lower
bounds and constructing MHF. The most fundamental property is depth-robustness.
Intuitively, a graph has high depth-robustness if, even after removing many nodes
from the graph, there is always a long path in the remaining graph.

Definition 5 (Depth-Robustness). A DAG G = ([N ], E) is (e, d)-depth ro-
bust, if for any set S ⊆ [N ] of size at most e, G−S contains a path of length d.

Depth-robustness is useful because high depth-robustness implies high cu-
mulative complexity.

Lemma 2 (Depth-Robustness and Cumulative Complexity [ABP17]).
If a DAG G is (e, d)-depth-robust, then cc(G) > ed.

An idea that we will use heavily is that an (e, d)-depth robust graph is still
depth-robust after removing < e nodes from the graph.

Lemma 3. If G is (e, d)-depth robust, then for any set of nodes S, G − S is
(e−|S| , d)-depth robust.

While depth-robustness says that there is always a path of length d in G −
S, it’s often useful to know that there are many nodes of depth at least d.
This is called fractional depth-robustness. This property will be integral to our
constructions.

Definition 6 (Fractional Depth-Robustness [BZ17]). A DAG G = [N ] is
(e, d, f)-fractionally depth-robust if for any set S ⊆ [N ] of size at most e, G− S
contains at least fN nodes with depth at least d.
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A.3 PROM Algorithms

In this section we’ll overview our notion of PROM algorithms, which is essentially
the same as [ACP+17]. The PROM algorithm A is deterministic (without loss
of generality) and operates in rounds. Let H : {0, 1}u → {0, 1}w be an oracle
for some large u. A state is a pair (τ, s) of data τ and tuple of strings s. On
round 0, A receives an initial state σ0 = ∅, marking the start of round 1. At
the end of round i, A produces an output state σ̄i = (τi,qi). qi = [q1i , . . . , q

zi
i ]

is a batch of zi queries to be made in parallel, and τi can be thought of as the
ending configuration of A at round i. Round i+1 starts when A receives as input
the pair σi = (σ̄i,H(qi)), where H(qi) = [H(q1i ), . . . , H(qzii )]. As in [ACP+17],
we require that A terminates. If A terminates after T queries, then its output
at time T is σ̄T = (τi, ∅), and τi is taken as AH ’s output on input X, denoted
AH(X). The list trace(A,H,X) = (σ1, . . . , σt) is called the trace of A with oracle
access to H on input X. With this definition, we can define cumulative memory
complexity and sustained memory complexity in the PROM, corresponding to
cumulative complexity and sustained space complexity in the pebbling model.

Definition 7 (PROM Algorithm Trace Cost). Let AH be a PROM algo-
rithm with access to an oracle H. Let (σ1, . . . , σt) be the trace of AH on X. The
cumulative memory complexity of AH on X is

cmc(A,H,X) :=
∑

1≤i≤t

|σi| .

The s-sustained memory complexity (SMC) of AH on X is

s-ssc(A,H,X) =
∣∣∣{i ∈ [t] : |σi| ≥ s

}∣∣∣
For a ≤ b ∈ [t], we let

cmc(A,H,X, a, b) =
∑

a≤i≤b

|σi|

and
s-ssc(A,H,X, a, b) =

∣∣∣{i ∈ [a : b] | |σi| ≥ s
}∣∣∣

A.3.1 Computing Memory-Hard Functions Fix a (static) pebbling graph
G′ = ([N ], E). Such graphs G′ (along with an oracles H) define data-independent
memory-hard functions fH

G′(iMHFs) by encoding data dependencies. Each node
has a label; we essentially use the labeling convention of [AS15]. The label for
node 1 is H(X). The label for node v is the hash of v and the labels of its parents:
Xv = H(v‖XParents(v,G′)), where for a set S = {s1, . . . , s`} ⊆ [N ] (si sorted
numerically), XS denotes the concatenation Xs1‖· · · ‖Xs` . Finally, fH

G′(X) =
XN .
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Now we will move on to data-dependent memory-hard functions (dMHFs)
which are defined with respect to dynamic pebbling graphs. When defining
dMHFs, we have to be careful about how we are converting our dynamic pebbling
graphs into functions with respect to oracles H : {0, 1}u → {0, 1}w, because the
dynamic edges are going to be determined by a string s ∼ {0, 1}w. In this paper,
we will only need to consider dynamic pebbling graphs Dynamize(G,Nchal) (see
Definition 1) in which challenge r(i) ∼ [N ] are sample uniformly at random. To
implement this distribution with H, we simply define r(i) as H(Parents(i, G))
mod N .

For a graph G = ([N ], E), let G = Dynamize(G,Nchal). The data-dependent
memory-hard function (dMHF) fH

G is defined as follows. We still have static
labels Xv. The prelabels are defined as prelabS(v) = v‖0‖XParents(v,G) and Xv =
H(prelabS(v)). This 0 after v helps us distinguish static labels from dynamic
labels. If node v as a incoming dynamic edge r(v) drawn uniformly at random
from some set of nodes S = {s1, . . . , s`}, then the dynamic prelabel for a node
v is prelabD (v) = v‖1‖XParents(v,G)‖Xs(Xv mod `)+1

. The dynamic prelabel of v
is Tv = prelabD(v), and the dynamic label of v is H(Tv). Intuitively, we use
the randomness of the label Xv (that was just computed) to figure out which
additional node we need to complete the (dynamic) label of v. If v has no dynamic
incoming edges, then we let prelabD(v) := prelabS(v).

B The Generic Construction and Ancestral Robustness

In this section, we show that the dynamic pebbling graph Dynamize(G, 2Nchal)
satisfies strong sustained space and cumulative complexity trade-offs as long as
the underlying graph G is fractionally depth-robust and satisfies a new property
called ancestral robustness — see definition 8. Later, we will instantiate with a
DAG G that satisfies both properties to obtain a dynamic graph that we call
Extremely Grate Sample (EGSample) — the name is a reference to the combi-
natorial constructions used to build G: extremely depth-robust graphs [ABP18]
and Grates [Sch83]. In particular, EGSample exhibits near optimal sustained
space/cumulative complexity trade-offs: any pebbling strategy sustains Ω(N)
space for Ω(N) steps or has cumulative complexity Ω(N3−ε).

Definition 8 (Ancestral Robustness). A graph G on N nodes is (e, C, f)-
Ancestrally Robust if for any set S of size at most e, there exist fN nodes
whose ancestors in G − S have cumulative complexity at least C. That is, for
any set S ⊆ V (G) of size at most |S|≤ e, we have∣∣∣∣{v : cc

(
Ancestors(v,G− S)

)
≥ C

}∣∣∣∣ ≥ fN .

We will prove the following sustained space/cumulative complexity trade-off
for Dynamize(G, 2Nchal).
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Theorem 4 (Generic SSC/CC Trade-offs via Robustness Properties).
Fix any dynamic pebbling strategy S and any graph G = ([N ], E) that is (e, d, f)-
fractionally depth-robust and (e′, C, f ′)-ancestrally robust and let (P1, . . . , Pt) =
S(G′) denote the actual pebbling of a graph G′ ∼ Dynamize(G, 2Nchal)) sampled
from the dynamic edge distribution. Then for any constants 0 < p, ε < 1 and
0 < pUnlucky := ff ′, with probability at least 1−exp(−2ε2Nchal), over the selection
of G′ ∼ Dynamize(G,Nchal)), we either have

cc(S(G′)) =

t∑
i=1

|Pi|≥ (1− p)(pUnlucky − ε)min
{
e′dNchal, CNchal

}
, or

∣∣∣{i : |Pi|≥ e
}∣∣∣ ≥ p(pUnlucky − ε)Nchal .

Towards proving Theorem 4 fix a graph G on N nodes that is (e, d, f)-
fractionally depth-robust and (e′, C, f ′)-ancestrally robust. Recall that Dynamize(G, 2Nchal)
consists of G followed by a line graph with 2Nchal nodes. Let `j denote the jth
node in the line graph. We will partition the 2Nchal nodes into Nchal “challenge
pairs.” The ith “challenge pair” is to pebble the dynamic parents r1(i) and r2(i)
of nodes `2i+1 and `2i+2, respectively where r1(i) and r2(i) are sampled uniformly
at random from V (G). In this section we’ll show that any pebbling strategy for
Dynamize(G, 2Nchal) either sustains e pebbles for Ω(Nchal) steps or has CC at
least Ω(min

{
e′dN,C

}
), assuming f and f ′ are constants.

A pebbling strategy S must answer Nchal challenge pairs. The first phase of
the ith challenge pair starts on round s1(i), the step in which the static parents
of r1(i) are first pebbled (equivalently, when the dynamic edge (r1(i), `2i+1) is
revealed). If

∣∣∣Ps1(i)

∣∣∣ ≥ e, then we can count this step towards the e-sustained

space complexity. On the other hand, suppose
∣∣∣Ps1(i)

∣∣∣ < e. Then by fractional
depth robustness, the depth of r1(i) in G − Ps1(i) is at least d with probability
at least f . This means that, with probability at least f , the number of rounds
t1(i) to pebble r1(i) is at least d. If the pebbling strategy S maintains at least
e′ pebbles on the graph during these t1(i) ≥ d rounds, then the strategy incurs
cumulatively complexity at least e′d during the first phase.

The second phase starts on the round s2(i), the first step in which all static
parent of `2i+2 are pebbled (equivalently, the step in which r2(i) is revealed).
The goal of this phase is punish strategies that fail to keep at least e′ pebbles
on the graph for the duration of phase one. Let j be a step during phase one
in which

∣∣Pj

∣∣ < e′. Since G is (e′, C, f ′)-ancestrally robust, pebbling r2(i) incurs
CC at least C with probability at least f ′.

More specifically, for G′ ∼ Dynamize(G, 2Nchal), we’ll say that S is lucky on
challenge i if either

1. P has less than e pebbles on the graph at time s1(i) but the depth of r1(i)
in G− Ps1(i) is less than d or
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2. the depth of r1(i) in G−Ps1(i) is at least d, there is a step j ∈ [s1(i) : s1(i)+

t1(i)] during phase one in which
∣∣Pj

∣∣ < e′, and the cumulative complexity of
the ancestors of r2(i) in G− Pj is less than C.

Let Luckyi be the indicator random variable for the event that S is lucky on
challenge i. if Luckyi = 0 we will say S is unlucky. We’ll show that getting lucky
isn’t too likely. There’s one small technicality we must address, however. The
random variable Luckyi may be dependent on the outcomes of the prior events
Lucky1, . . . , Luckyi−1. Fortunately, we can still bound the conditional probability
of Luckyi = 1 given any prior outcome of Lucky1, . . . , Luckyi−1. In particular,
Pr[Luckyi | Lucky1 = b1, . . . , Luckyi−1 = bi−1] ≤ punlucky := ff ′ for any prior
outcomes b1, . . . , bi−1 ∈ {0, 1} — see Lemma 4. Then we can use a Hoeffding-
type bound (see Lemma 39) to account for the dependence and lower bound the
number of times S is unlucky:

∑
i(1 − Luckyi) ≥ (punlucky − ε)Nchal with high

probability.
We now proceed in bounding the probability that S is lucky.

Lemma 4 (Lucky Challenge Probability). Fix any b1, . . . , bi−1 ∈ {0, 1}.
Then [Pr[Luckyi = 0 | Lucky1 = b1, . . . , Luckyi−1 = bi−1] ≥ punlucky := ff’.

Proof. We have that Luckyi = 0 if at least one of the following holds

1. High Space:
∣∣∣Ps1(i) ≥ e

∣∣∣.
2. Medium Space, Long Time: depth(r1(i), G−Ps1(i)) ≥ d and

∣∣Pj

∣∣ ≥ e′ for
all j ∈ [s1(i) : s1(i) + t1(i)].

3. Low Space, High CC: There is some j ∈ [s1(i) : s1(i) + t1(i)] in which∣∣Pj

∣∣ < e′ and cc(Ancestors(r2(i), G−
∣∣Pj

∣∣)) ≥ C.

We’ll use the fact that r1(i) and r2(i) are both drawn independently and uni-
formly at random from G.

If
∣∣∣Ps(i)

∣∣∣ < e, then by fractional depth robustness, an f -fraction of nodes in
the remainder of G have depth d. Then r1(i) has depth at least d with probability
at least f . Suppose this is the case. Then either the space usage of P is above
e′ for all of phase one (in which case we have Luckyi = 0 by case 2), or there is
some index j ∈ [s1(i) : s1(i) + t1(i)] in which

∣∣Pj

∣∣ < e′. If the latter holds, then
by the ancestral depth-robustness of G, then the ancestors of r2(i) in G− Pj is
at least C with probability at least f ′. So, the probability that 1), 2), or 3) hold
is at least ff ′.

Now we’d like to understand how costly it is to be unlucky. Fortunately, this
is straightforward due to the definition of Luckyi. If the depth of r1(i) is at least
d, then P incurs cumulative complexity e′d as long as it sustains e′ pebbles for
all of the t(i) ≥ d steps. Otherwise, if there is some j ∈ [s1(i) : s1(i) + t(i)] in
phase one in which

∣∣Pj

∣∣ < e′, then P incurs CC at least C.
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Lemma 5 (The Cost of Being Unlucky). If Luckyi = 0, then either
∣∣∣Ps1(i)

∣∣∣ ≥
e or

cc(P, s1(i), s2(i) + t2(i)) =
∑

s1(i)≤j≤s2(i)+t2(i)

∣∣Pj

∣∣ ≥ min
{
e′d,C

}
.

Proof. We have that Luckyi = 0 if at least one of the following holds

1. High Space:
∣∣∣Ps1(i) ≥ e

∣∣∣.
2. Medium Space, Long Time: depth(r1(i), G−Ps1(i)) ≥ d and

∣∣Pj

∣∣ ≥ e′ for
all j ∈ [s1(i) : s1(i) + t1(i)].

3. Low Space, High CC: There is some j ∈ [s1(i) : s1(i) + t1(i)] in which∣∣Pj

∣∣ < e′ and cc(Ancestors(r2(i), G− Pj)) ≥ C.

We’ll use the fact that r1(i) and r2(i) are both drawn independently and uni-
formly at random from G.

If
∣∣∣Ps(i)

∣∣∣ < e, then by fractional depth robustness, an f -fraction of nodes in
the remainder of G have depth d. Then r1(i) has depth at least d with probability
at least f . Suppose this is the case. Then either the space usage of P is above
e′ for all of phase one (in which case we have Luckyi = 0 by case 2), or there is
some index j ∈ [s1(i) : s1(i) + t1(i)] in which

∣∣Pj

∣∣ < e′. If the latter holds, then
by the ancestral depth-robustness of G, then the ancestors of r2(i) in G− Pj is
at least C with probability at least f ′. So, the probability that 1), 2), or 3) hold
is at least ff ′.

Now that we know that with constant probability, P either has a large amount
of pebbles on the graph or incurs high CC, we just need to bound cost of all
Nchal challenges.

We can now combine prove Theorem 4, the SSC/CC trade-off for EGS.

Proof of Theorem 4. Recall that G = ([N ], E) is (e, d, f)-fractionally depth-
robust (Definition 6) and (e′, C, f ′)-ancestrally robust (Definition 8). Let N ′ =
(pUnlucky − ε)Nchal, where pUnlucky is defined with respect to G as in Lemma 4.
By Lemma 4 and Lemma 39, with probability at least exp

(
−2ε2Nchal

)
, there

are distinct challenges i1, . . . , iN ′ ∈ [Nchal] in which Luckyij = 0. If there are at
least pN ′ challenges ij such that

∣∣∣S(G′)s(ij)

∣∣∣ ≥ e then we are done. Otherwise, by
Lemma 5 there are at least (1−p)N ′ challenges in which S(G′) incurs CC at least
min

{
e′dNchal, CNchal

}
, meaning cc(S(G′)) ≥ (1 − p)N ′ min

{
e′dNchal, CNchal

}
.

C Generic Trade-offs in the Parallel Random Oracle
Model

Fix some dynamic pebbling graph G = Dynamize(G,Nchal), where G = ([N ], E).
Previously, we showed that if G satisfies strong fractional depth robustness and
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ancestral robustness properties, then any dynamic pebbling strategy for G either
has high sustained space complexity or must pay a large cumulative complexity
penalty of ω(N2). In this section, we show that any algorithm A evaluating fH

G
with respect to a random oracle H : {0, 1}u → {0, 1}w must either have high
sustained space complexity or have cumulative memory complexity ω(N2w) (see
Section A.3 for formal definitions of PROM algorithms and their complexity).
Our proof is divided into two separate parts, which later come together to prove
the trade-off. These two results are straightforward generalizations of the Scrypt
analysis in [ACP+17] and the pebbling reduction in [AS15], which we include in
?? for completeness. Alone, neither of these techniques are sufficient to analyze
SSC/CMC trade-offs for dMHFs. To obtain these lower bounds, show how to
combine the two techniques as to take advantage of the ancestral robustness
underlying fH

G .
First, we show that if G is (e, d, f)-fractionally depth robust and A utilizes

less than cwordew space when a challenge is issued, then with probability roughly
f (over the choice of H), A must take d steps to respond to the challenge. This
observation follows PROM analysis from [ACP+17], and, thus fair aligns with
our dynamic pebbling analysis in Section B. Now, we would like to be able to
say that if G is (a,C, f ′)-ancestrally robust and A takes d steps to respond to a
challenge, then A either sustains cwordwa memory for d steps or, with probability
≈ f ′, incurs cumulative memory cost at least cwordwC to respond to the next
challenge. This is challenging because we cannot make any direct inferences
about the CMC incurred by A during those steps because the state σi of A does
not necessarily correspond to a fixed set of pebbles; The idea of a challenge being
“hard” cannot be directly defined as in Section B. Instead, we show that we can
use the trace trace(A,H,X) of A to extract a cost-equivalent “ex post facto”
(static) pebbling P of the “ex post facto” static graph GH,X , the sample from G
that is fixed when H and X are fixed. With this result, we can show that, with
high probability over the choice of H, A will eventually incur a CMC penalty of
cwordwC no matter what its configuration was when it dropped below a space.

Before we formally prove these two claims relating the robustness properties
of G to the cost of a PROM algorithm A evaluating fGH, we setup some famil-
iar notation and definitions. Let `1, . . . , `Nchal

denote the last Nchal nodes of G,
ordered topologically. These nodes are those with dynamic neighbors in G.

Recall that we are concerned with the trace of A with respect to an oracle
H on input X:

trace(A,H,X) = [(H(q1), σ1), (H(q2), σ2), . . . , (H(qT ), σT )],

where σi = (τi,q
i+1) for all i < T . The space usage of AH on X at time i is |σi|.

Here, qi is the parallel query made at time i; at step i + 1, A is given σi and
H(qi).

In previous sections, for a dynamic pebbling strategy, we defined r(i), s(i),
and t(i) to denote the ith challenge node, the step in which r(i) is discovered, and
the number of steps it took to pebble r(i) after it was discovered, respectively.
In this section, we will carefully define analogous values ri, si, and ti for the
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Theorem 7
Algorithm A, evaluating fDynamize(G,Nchal),H , either
sustains Ω(we) space for Ω(N) steps, or has cu-
mulative complexity Ω

(
N/k · wmin {kad,C}

)
.

Concentration
bound over

Ω(N/k) intervals

Lemma 7
There exist Ω(N/k),

intervals Ij of consecutive
“hard challenges” each of

size 2k. After answering all
challenges in Ij , A either

incurs CMC Ω(wkad),
CMC Ω(wC) or sustains
Ω(we) space for k/2 steps.

Theorem 5
If the space usage of A
before some challenge
c is we then A takes

at least d steps to an-
swer the challenge with
probability at least f .

If the time required for A
to respond to challenge
c is at least d, then upon
answering the challenge,
A either incurs CMC
Ω(wad) or there is a

step in which A’s space
usage falls below O(wa).

If while answering challenge
c, A’s space usage drops

below O(wa), then A
incurs CMC Ω(wC)
upon answering the

next k challenges in Ij .

Lemma 6
Except with negligi-
ble probability, if S

is the result of draw-
ing k nodes at random
from G, Ancestors(S,G)
has (pebbling) cumu-
lative complexity C.

Theorem 6
Ex-post-facto

pebblings of ex-
post-facto graphs

Fig. 5. This tree shows the structure of our proof of Theorem 7. In particular, we
consider a PROM algorithm A evaluating the memory-hard function fDynamize(G,Nchal)

on some input X, where G = ([N ], E) is an (e, d, f)-fractionally depth-robust and
(a,C, f ′)-ancestrally robust DAG. Here, f, f ′ > 0 are constants. If a node in the tree
does not have a reference, then the corresponding statement is proven directly in the
proof of Theorem 4.
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evaluation algorithm AH on X. Formally, we define ri, si, and, ti to be the
following implicit functions of A, H, and X:

– ri is the node in G chosen uniformly using the randomness of H on prelabS(`i).
More formally, ri = 1 +

(
H(prelabS(`i)) mod N

)
.

– si = j if j is the first step in which A queries the static prelabel of `i or
equivalently, the step in which ri is discovered. That is, j is the smallest
integer such that prelabS(`i) ∈ qj and si =∞ if no such integer exists.

– ti is the time it takes A to answer the challenge ri. In our case, if si, si+1 <∞
then ti = si+1−si−1 for i ∈ [Nchal−1] and tNchal

= T −sNchal
−1. Otherwise,

ti =∞.

Our proof has two main parts. First, we show that PROM algorithms that
evaluate fH

G satisfy the required time-space trade-off. In particular, if the space
usage at s(i) is at most e, then it takes at least d steps to compute the label for
node r(i).

Theorem 5. Let A be any q-query PROM machine with input X and let G =
Dynamize(G,Nchal) for some (e, d, f)-fractionally depth-robust, constant indegree
graph G on N nodes. Assume AH on X outputs fH

G (X) with probability χ, where
the probability is taken over the choice of H : {0, 1}δw → {0, 1}w. There exists a
constant cword ≥ 0 such that for any ε > 0 and q ≥ 2, with probability at least

χ− pDyn(N,Nchal, q, w, ε) := χ− 2N2 + δq(Nchal
3N + 1)

2w
− e−2ε2Nchal

the following hold:

1. intervals [sk : sk + tk] are disjoint and finite for all 1 ≤ k ≤ Nchal, and
2. there exist indices i1, . . . , i(f−ε)N such that each j, either∣∣∣σsij

∣∣∣ ≥ e · cwordw , or tij ≥ d .

Second, we show that an algorithm that drops below some space-threshold
a must (with at constant probability) recompute the labels for a large portion
of nodes in G, incurring high CMC. For this part, we show that we can extract
a corresponding “after-the-fact” (static) pebbling of the (static) graph that is
fixed when the oracle H is fixed. If A fails to compute P , then P is just a legal
pebbling sequence. If A correctly computes P , then with high probability, P is
in fact a legal pebbling.

Theorem 6 (Algorithms to After-the-Fact Pebblings). Fix any input X
for an algorithm AH and let G be a dynamic pebbling graph and H : {0, 1}∗ →
{0, 1}w be chosen uniformly at random. Except with probability at most pEPF(N,w) =
1+q+q2

2w over the choice of H, there exists a sequence P = (P0, . . . , PT ), obtained
from trace(A,H,X) in which the following hold:
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1. P is a legal pebbling sequence for GH,X (the graph static obtained from G
when H is fixed) with P0 = ∅,

2. For all i ∈ [T ], a node v ∈ Pi is pebbled for the first time in P (for all j < i,
v 6∈ Pj) if and only if the label of node v is generated for the first time at time
i in AH ’s computation (prelabD(v) ∈ qi but prelabD(v) 6∈ qj for all j < i).

3. For each i ∈ [T ], cwordw ·|Pi| ≤|σi|.
4. If AH succeeds in outputting fH

G (X), then P is a legal pebbling of GH,X . In
particular, PT contains the sink of GH,X .

The proof of Theorem 6 is in Appendix G. An important consequence of
Theorem 6 is that we can “link up” pebbling configurations from the ex post facto
pebblings P from Theorem 6 and the states from trace(A,H,X) from Theorem 5.
In particular, the times s(i)/si in which the ith challenge is issued in the dynamic
pebbling/PROM evaluation are equal. In fact we have that s(i) = si, r(i) = ri
and t(i) = ti for all i ∈ [Nchal].

Now that we have shown that we can map the trace of the evaluation al-
gorithm A to a cost-equivalent static pebbling of the ex-post-facto graph, we
want to take advantage of the ancestral robustness of G to show that if A is
sufficiently low space for some consecutive challenges i1, . . . , ik, then A must in-
cur CMC Ω(wC). The idea is that for sufficiently high choices of k, except with
negligible probability, the ancestors of i1, . . . , ik in G− S for all sets of size S.

Lemma 6. Fix any (e, C, f)-ancestrally robust graph G = (V = [N ], E) on N
nodes and sample k nodes i1, . . . ik uniformly at random from [N ] and let LOWCC
denote the event that there exists a subset S ⊆ [N ] of size |S|≤ e such that
cc
(
Ancestors (I,G− S)

)
< C where I = {i1, . . . ik}. The probability of the event

LOWCC is at most Pr[LOWCC] ≤ plowCC(N, e, f, k) := exp (e logN − fk).

Proof. Fix a set S ⊆ [N ] of size e and for each j ≤ k let BS,j denote the event that
cc
(
Ancestors

(
{ij}, G− S

))
< C. Let BS :=

⋂k
j=1 BS,j and note that if BS does

not occur then there exists some j ≤ k for which BS,j does not occur and it imme-
diately follows that cc

(
Ancestors (I,G− S)

)
≥ cc

(
Ancestors

(
{ij}, G− S

))
≥

C. Thus, it suffices to upper bound the probability of the event BS and union
bound over all subsets |S|≤ e

Because G is (e, C, f)-ancestrally robust it follows that for each j ≤ k we
have Pr[BS,j ] = Prij∼[N ][cc

(
Ancestors

(
{ij}, G− S

))
< C] ≤ 1− f . The events

B1, . . . Bk are independent since we pick i1, . . . , ik independently. Thus, the prob-
ability of the event BS :=

⋂k
j=1 BS,j is at most

Pr[BS ] =
k∏

j=1

Pr[BS,j ] ≤ (1− f)k ≤ exp (−fk)

Observe that if S′ ⊆ S and the event BS occurs, that the event BS′ will also
occur. Thus, it is sufficient to union bound over all

(
N
e

)
≤ Ne = exp (e logN)

subsets S ⊆ [N ] with size exactly |S|= e. We have Pr[∃S : BS ∧ |S|= e] ≤
exp (e logN − fk).
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Lemma 6 is useful because it allows us to bound the cumulative complexity
of pebbling the challenges issued by k of the Nchal challenge nodes in G. It
shows that for any fixed set of k challenges, if the pebbling P extracted from
trace(A,H,X) has less than e pebbles before these challenges are issued, then,
with high probability, P will incur CC at least C before answering each challenge.
This implies that AH also incurs this high CC penalty. Still, this is not enough
for our applications. We need Lemma 6 to hold for every possible interval of
length k, so that the next k challenges are “hard” no matter when the adversary
drops below the predetermined space threshold.

Lemma 7. Fix any (e, C, f)-ancestrally robust graph G = (V = [N ], E) on N
nodes, k > 0, and let G = Dynamize(G,Nchal). Consider GG,X for some uniformly
chosen oracle H and fixed string X. With probability at most

(Nchal − k)plowCC(N, e, f, k) ≤ exp (e logN + logNchal − fk)

over the choice of H, for every j ∈ [Nchal − k] and set S ⊆ [N ] of size at most
e, the interval Ij = [j : j + k] satisfies cc(Ancestors(Ij , G− S)) ≥ C.

Proof. Define the event LOWCC as in Lemma 6. We need to bound the probability
LOWCC occurs not just for a single set of k nodes, but rather for all k-length
contiguous intervals of the Nchal challenge nodes in the line graph of G. By the
union bound, the probability that every Ij satisfies LOWCC is at most (Nchal −
k) Pr[LOWCC] ≤ (Nchal − k)plowCC(N, e, f, k) ≤ exp (e logN + logNchal − fk) by
Lemma 6.

Putting these two theorems together, we obtain the following security bounds
for dMHFs in the parallel random oracle model.

Theorem 7 (SSC/CMC Trade-offs in the Parallel Random Oracle Model).
Define pDyn from Theorem 5, pEPF from Theorem 6, plowCC from Lemma 6, let

G be an (e, d, f)-fractionally depth-robust and (a,C, f ′)-ancestrally robust graph
on N nodes. Now define any constant 0 < ε < 1 and integer Nchal := Nchal(N) ≥
2. Lastly, fix a q-query PROM algorithm AH with oracle access to H that succeeds
in computing fH

G on some input X with probability χ over the choice of H with
trace trace(A,H,X) = (σ1, . . . , σT ).

Then with probability at least

χ− pROM = χ−O

(
qNchal

2N

2w
−Nchal exp(−a logN)

)

(over the choice of H), both of the following hold:

1. AH correctly computes fH
G on X.

2. AH either sustains cwordw · e space for f−ε
2 Nchal steps:

cwordw · e-ssc(A,H,X) =
∣∣∣{|σi| : i ∈ [T ]

}∣∣∣ ≥ f − ε

2
Nchal
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or

cmc(A,H,X) =
∑
i∈[T ]

|σi| ≥ cwordw · (f − ε)Nchal min

{
ad/2,

f ′C

4a logN

}
where

pROM := pROM(N,Nchal, q, e, f
′, a, w, ε)

:= pDyn(N,Nchal, q, w, ε)− pEPF(N,w)−Nchal · plowCC(N, e, f ′, 2a logN)

Proof. Let (σ1, . . . , σT ) = trace(A,H,X), where H is chosen uniformly at ran-
dom. We define our “interval length” to be k = 2a logN

f ′ . Let G′ = GH and
`1, . . . , `Nchal

denote the last Nchal nodes of G′ consisting of the underlying line
graph. For N ′ = (f − ε)Nchal Theorem 5 implies that with probability pDyn, at
least χ − pDyn(G,Nchal, w), AH successfully computes fH

G (X), and there exist
nodes costly =

{
`i1 , . . . , `iN′

}
(sorted topologically with respect to j ∈ [N ′])

such that for all v ∈ costly, the memory usage of AH at the start of challenge
v is large (|σsv | ≥ e · cwordw) or AH takes a long time to answer the challenge
(tv ≥ d). Furthermore by Theorem 6, except with probability at most pEPF, there
exists a pebbling P = [P1, . . . , PT ] such that v ∈ Pi for the first time if and only
if prelabD(v) is first seen as an input to H on round i, and |σi| ≥ cwordw|Pi| for
all i ∈ [T ].

Suppose there are less than N ′/2 nodes v ∈ costly for which
∣∣∣σs`v

∣∣∣ ≥ cwordwe

(otherwise we are done because the sustained space complexity is sufficiently
high). Let costly′ ⊆ costly be the set of nodes v = `ij in which the space usage at
time sv is less than cwordwe. This means that

∣∣∣Ps(v)

∣∣∣ < e as well. Let N ′
k := N ′

2k .
Define intervals I1, . . . , IN ′

k
, where Ij = {`im : (j−1)k+1 ≤ m ≤ jk}. We further

split each interval Ij into two equally sized intervals I1j and I2j . The interval I1j
has the first half (topologically) of the challenges and I2j has the second half. We
let first(Ibj ) denote the step sv, where v first node of Ibj . Similarly, we last(Ibj )

denote the step before the last node of Ibj is pebbled.
We now have two cases for each j ∈ [N ′

k]. Either |σm| ≥ cwordwa for all
first(I1j ) ≤ m ≤ last(I2j ), or there is a step m in which |σm| < cwordwa. In the
first case, we know that

cmc(A,H,X, first(I1j ), last(I
1
j )) =

∑
first(I1

j )≤m≤last(I1
j )

|σm|

≥ cwordw · adk.

Otherwise, if |σm| < cwordwa, then

cmc(A,H,X, first(I1j ), last(I
2
j )) ≥ cmc(A,H,X, first(I1j ), last(I

1
j ))

≥ min
|S|<a

cwordw · cc(Ancestors(Ij , G′ − S), G′).
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By Lemma 7, cc(Ancestors(Ij , G′−S,G′)) ≥ C for all j with probability at least
1−NchalplowCC(N, a, f ′, k) over the choice of H. Then

cmc(A,H,X, first(I1j ), last(I
2
j )) ≥ min {adk,C} .

Summing over all N ′
k intervals, if the above events occur, then the CMC of AH

on X is at least

cmc(A,H,X) ≥ cwordw ·N ′
k min {adk,C}

= cwordw ·
(f − ε)Nchal

2k
min {adk,C}

= cwordw · (f − ε)Nchal/2 ·min
{
ad,C/k

}
= cwordw · (f − ε)Nchal min

{
ad/2,

f ′C

4a logN

}

D How to Construct Ancestrally Robust Graphs

In Section B, we showed that ancestrally robust graphs can be used to construct
dynamic pebbling graphs with high sustained space and cumulative complexity
trade-offs. In this section, we will give sufficient conditions for a graph to be
ancestrally robust. In particular, to construct an ancestrally robust graph, it
suffices to find a graph that satisfies a property called local expansion. Intuitively,
a node v in a graph G is a δ-local expander if there are δk edges between the k
proceeding nodes of (and including) v and the k succeeding nodes of v for every
k > 0 in which the intervals both exist.

Definition 9 (Local Expansion [ABP18]). Let Iv(k) = [k − v − 1 : v] ∩ [N ]
and I?v (k) = [v + 1 : v + k] ∩ [N ]. For any δ > 0, a node v of G = ([N ], E) is a
δ-local expander if for any 1 ≤ k ≤ min v,N − v, A ⊆ Iv(k), and B ⊆ I?v (k)
each of size at least |A|, |B|≥ δk, we have

A×B ∩ E 6= ∅.

We say that G is a δ-local expander if every node in G is a δ-local expander.

In some sense, local expansion is too strong of a requirement. For practical
memory-hard functions, we need our graphs to have constant in-degree [BH22].
However, if a graph G = ([N ], E) is a δ-local expander, then G has CC Ω(N2)

[EGS75]. Every constant indegree graph has CC at most O
(

N log logN
logN

)
, so there

are no constant indegree δ-local expanders, which is necessary for the construc-
tion of practical MHFs. Fortunately, we show that it suffices for a graph related
to G, called its metagraph, to be a δ-local expander instead. This is a much easier
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requirement, and we’ll show in Section E that practical graphs already satisfy
this property.

The metagraph Gm = ([N ′], Em) of a graph G = ([N ], E), where N ′ =
bN/mc is defined as follows. Each node v ∈ [N ′] of G corresponds to the interval
I?v (m) := [(v − 1)m + 1 : vm]. Thus, we call these nodes metanodes. The first
m/5 nodes of I?v (m) is the first part of v and the last m/5 nodes are called the
last part of v. The edge set Em consists of edges (u, v), where there is an edge
in G from some node in the last part of u to a node in the first part of v.

Definition 10 (Metagraph [ABH17]). Let G = ([N ], E) be a graph on N
nodes, m ∈ [N ] and N ′ = bN/mc. The metagraph Gm = ([N ′], Em) of G is
defined as follows. The ith metanode of Gm represents the nodes Mi = [(i −
1)m+1 : im] in G. We denote the “first part” of the meta-node i, with respect to
an implicit parameter, as MF

i =
[
(i− 1)m+ 1 : d(i− 1 + 1/5)me

]
. The last part

of i is ML
i =

[
b(i+ 1− 1/5)m+ 1c : im

]
. The edgeset Em for Gm is defined as

follows. We have for all i < j ∈ [N ′], (i, j) ∈ Em if E ∩M last
i ×Mfirst

j 6= ∅ and
graphs Mi ∩G and Mj ∩G both contain the line graphs on m nodes. 8

We will prove the following relationship between the ancestral robustness of
a graph, and the local expansion of its metagraph.

Theorem 8 (Meta Local Expansion to Ancestral Robustness). For a
graph G on N nodes and m ≥ 0, if Gm is a δ-local expander, then G is(

pN/m, 3δDRA
2N

2

5m
,
4f

5

)
-ancestrally robust

for all 0 < p, f < 1 satisfying 0 < 2p+ f ≤ 1− 10δ, with δDRA := δDRA(f, p, δ) =
(1− 10δ − 2p− f)/2

To prove Theorem 8, we first show that δ-local expanders are ancestrally
robust. In fact, we show the stronger property, that the corresponding ancestors
are depth-robust (see Lemma 10). Theorem 8 is then implied by Lemma 12,
which states that if a meta graph Gm satisfies this stronger ancestral property,
then the original graph G is ancestrally robust.

D.1 Depth-Robustness of Ancestors of Local Expander Nodes

Recall that δ-local expanders G([N ], E) are (Ω(N),Ω(N))-depth robust. We will
show an even stronger property of δ-local expanders. If we remove pN nodes,
there are still fN remaining nodes whose ancestors are (Ω(N),Ω(N))-depth
robust. This is useful because, as we will later see, this property is transferable
from metagraphs to their original graphs.
8 [ABH17] also defined the notion of metagraphs while implicitly assuming that G was

a supergraph of the line graph on N nodes. For our analysis, we will need to define
metagraphs for graphs without this property (See Lemma 11).
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These δ-local expanders satisfy strong depth-robustness properties for all
reasonable choices of the e parameter. This property is called ε-extreme depth-
robustness.

Definition 11 (Extreme Depth-Robustness [ABP18]). A graph G = ([N ], E)
is ε-extremely depth-robust for ε > 0 if for any e+d ≤ N(1−ε), G is (e, d)-depth
robust.

As Lemma 8 asserts, local expansion implies extreme depth-robustness.

Lemma 8 (Local Expansion to Extreme Depth-Robustness [ABP18]).
Any δ-local expander is 10δ-extremely depth-robust.

While Lemma 8 is not directly stated in [ABP18] it is implicit in their proof
of Theorem 3. One useful property of ε-extreme depth-robust graphs is that any
moderately large subgraph H of G (e.g., containing more than εN nodes) will
itself be highly depth-robust (e.g., (e, d) depth-robust with e = d = (|H|−εN)/2)
and consequently have high CC (e.g., cc(H) ≥ (|H|−εN)2/4). To supplement
this fact, we also will also show that if you remove e nodes from a local expander,
there are at least N − 2e leftover nodes that are all connected to each other.
Lemma 9 follows immediately from results of [ABP18]. We include the proof in
Appendix H for the sake of completeness.

Lemma 9 ([ABP18]). If a graph G = ([N ], E) is a δ-local expander with
δ < 1/6, then for any set S, the graph G−S contains a a set of nodes C ⊆ [N ]−S
of size at least N − 2|S|, with a path from u to v in G ∩ C for all u < v ∈ C.

Using Lemma 9 and Lemma 8, we can show that, even upon removing many
nodes from the graph, there are still many nodes whose ancestors are highly
depth-robust.

Lemma 10 (Local Expansion to Depth-Robust Ancestors). Let G be a
δ-local expander on N ′ nodes with δ < 1/10. Then for any set S of size at
most pN ′, there are fN ′ nodes v in G − S such that Ancestors (v,G− S) is
(δDRAN

′, δDRAN
′)-depth robust for any constants 0 < f, p < 1 satisfying 0 <

2p+ f ≤ 1− 10δ and δDRA = δDRA(p, f, δ) := (1− 10δ − 2p− f)/2.

Proof. Fix any subset S ⊆ [N ′] of size at most pN ′. By Lemma 9, G−S contains
a directed path of length (1−2p)N ′. That means that the last fN ′ nodes of this
directed path have at least (1−2p−f)N ′ ancestors. Let L′ denote the set of these
final fN ′ nodes. If v ∈ L′ then Ancestors(v,G − S) has at least (1 − 2p − f)N ′

nodes. We claim that any sufficiently large subgraph of G must be depth-robust.
By Lemma 8, we know that G is 10δ-extremely depth-robust, meaning that for
any constant α > 0 the graph G is

(
(α+ 2p+ f)N ′, βN ′)-depth-robust with

β = (1 − 10δ − 2p − f − α). Thus, Ancestors(v,G − S) is (αN ′, βN ′)-depth
robust. The quantity αβ is maximized when α = (1 − 10δ − 2p − f)/2 so that
α = β.
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D.2 Metagraph Local Expansion Implies Ancestral Robustness

In this section we show that the if a metagraph Gm satisfies ancestor depth-
robustness properties as stated in Lemma 10, then G is ancestrally robust. From
the above results, this shows that if Gm is a local expander, then G is ancestrally
robust.

For these proofs, we define a new operator “	” between graphs G and sets
S as G 	 S. The difference between “−” and “	” is only that “−” removes
the nodes in S while “	” simply removes all incoming and outgoing edges of
S. This operation will be convenient in connecting properties of G− S with its
metagraph Gm, because it preserves the m-length intervals in G corresponding
to each metanode. We first prove some basic facts about the relationship between
G and Gm. Lastly, we define toMetam(v) denote the meta node corresponding
to v (v ∈ [(v − 1)m+ 1 : vm].

Lemma 11 (Meta Properties). Let G = ([N ], E) be a graph and Gm =
([N ′], E) be its metagraph.

1. For any set S ⊆ [N ], (G	 S)m = Gm 	 toMetam(S).
2. For any path from node u to node v in Gm of length d, there is a path

of length 3md/5 from the first node in the interval Mu to every node in
Mmid

v ∪M last
v .

3. If Ancestors(v,Gm) is (e, d)-depth robust, then Ancestors(u,G) is (e, 3md/5)-
depth robust for every u ∈M last

v .

Proof.

1. From Definition 10, we know that if an interval Mv does not contain a line
graph on m nodes, then toMetam(v) has no incoming or outgoing edges
in Gm. Thus, for every node v in S, toMetam(v) will have no incoming or
outgoing edges in (G 	 S)m. Furthermore, if there is an edge (u, v) in Gm

with u, v 6∈ toMetam(S), then Mv and Mu form line graphs in G 	 S and
there is an edge from some node in M last

u to some node in Mfirst
v . Thus, (u, v)

is an edge in (G	 S)m, meaning that (G	 S)m = Gm − toMetam(S).
2. Let u = u0 → u1 → . . . → ud = v be a path of length d in Gm. Then from

Definition 10, we see that Mui forms a line graph in G for all 0 ≤ i ≤ d and
for every 0 ≤ i < d, there exists a nodes outi ∈ M last

ui
and ini+1 ∈ Mfirst

ui+1

such that (outi, ini+1) is an edge in G. Since ini+1 and outi+1 correspond
to the same metanode in Gm, there is also a path from ini+1 to outi+1. In
G, any path from ini to outi has length at least 3m/5, as the path must
go through every node in Mmid

ui+1
. Then there is a path that intersects every

node out0, in1, out1, in2, . . . , ind of length at least
∑

1≤i<d

∣∣Mmid
ui

∣∣ = 3(d −
1)m/5. Additionally, there’s a path from the first node of Mu to out0, which
contributes additional length of least 4m/5. Thus, there is a path of length
3md/5 from the first node in the interval Mu to w.

3. Fix a metanode v ∈ [N ′] in which Ancestors(v,Gm) is (e, d)-depth robust, a
node w ∈Mmid

v ∪M last
v , a set S ⊆ Ancestors(w,G) of size at most e, and let

S′ = toMetam(N). To prove the depth-robustness of the ancestors of w, we’ll
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use the previous two properties of Gm to prove that there is always a length
3md/5 path in Ancestors(w,G)− S. By the given (e, d)-depth robustness of
Ancestors(v,Gm), there’s a u-v path of length at least d in Gm−S′ and thus
in Gm 	 S′. By Item 1, Gm 	 S′ is the m-metagraph for G 	 S. Then by
Item 2, there is a path of length at least 3md/5 from the first node of Mfirst

u

to w. Thus, Ancestors(w,G− S) is (e, 3md/5)-depth robust.

Now we show that if a metagraph Gm of a graph G = ([N ], E) has this
ancestor depth-robustness property, then G is ancestrally depth-robust.

Lemma 12 (Meta Depth-Robust Ancestors to Ancestral Robustness).
Let G be a graph on N nodes. For m < N , let N ′ = bN ′/mc. If every set A of
size at most a, the graph Gm − A has at least fN ′ nodes v whose ancestors in
Gm −A are (e, d)-depth robust, then G is (a, 3med/5, 4f/5)-ancestrally robust.

Proof. Let A′ = toMetam(A), and fix 0 < f < 1. By Item 1 of Lemma 11,
(G 	 A)m = Gm 	 A′. Since

∣∣A′
∣∣ ≤ |A|, there are at least fN ′ metanodes

whose ancestors are (e, d)-depth robust in Gm − A′. By Item 3 in Lemma 11,
it follows that there are 4fN ′m/5 = 4fN/5 nodes in G 	 A (and thus G − A)
whose ancestors are (e, 3md/5)-depth robust, meaning G is (e, 3emd/5, 4f/5)-
ancestrally robust.

Now we can prove Theorem 8, concluding that if Gm is a local expander,
then G is ancestrally robust.

Proof of Theorem 8. Let N ′ = bN/mc. Since Gm is a δ-local expander, it follows
from Lemma 10 that for constants p, f > 0 satisfying 2p + f ≤ 1 − 10δ and
any set S ⊆ [N ], of size at most pN ′, Gm − toMetam(S) has at least fN ′

nodes v1, . . . , vfN ′ in Gm whose ancestors Ancestors(vj , Gm − toMetam(S)) are
(δDRAN

′, δDRAN
′)-depth robust, where δDRA = δDRA(p, f, δ) defined in Lemma 10.

Thus, by Lemma 12, G is
(

pN ′,3δDRA
2
N2

5m , 4f/5

)
-ancestrally robust.

E EGSample: Towards Practical Sustained Space and
Cumulative Complexity Trade-offs

From Theorem 4, we know that if we can find constant indegree, fraction-
ally depth robust, and ancestrally robust graphs, then we can construct a dy-
namic pebbling graph (and thus dMHF) with high sustained space and cu-
mulative complexity trade-offs. Then Theorem 8 shows that it suffices to find
a graph whose metagraph is a local expander. In this section we will show
that graphs output by the randomized algorithm called DRSample [ABH17]
already satisfies this property with high probability. Alwen et al. [ABH17] in-
troduced DRSample(N) and proved that with high probability a randomly sam-
pled graph DRS ∼ DRSample(N) is

(
Ω
(
N/logN

)
,Ω(N)

)
-depth-robust. We
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will show that DRS is (asymptotically) (N/m,N2/m, f)-ancestrally robust for
all m = Ω(log2 m). To do this we just need the following bounds on the edge
distribution of DRSample.

It is unknown whether DRSample satisfies the required fractional depth-
robustness; however, we show that another graph family called Grates [Sch83]
does. It turns out that we can combine these graphs to retain both properties
without increasing the indegree. We take the union of Grates and DRSample G
and reduce the resulting graph’s indegree using somewhat standard techniques
to obtain reduce(G), which is an indegree two, ancestrally robust and fractionally
depth-robust graph with high probability.

Definition 12 (Extremely Grate Sample). Define the randomized algo-
rithm DRSample from Definition 14, the graph family Grates from Theorem 11,
and reduce from Definition 15. For N ≥ 2 and 0 < ε < 1, the randomized
algorithm EGSample(N, ε) is the result of sampling DRS ← DRSample(N) and
returning reduce(DRS ∪ Grates(N, ε)), an indegree two graph on 2N nodes.

Theorem 9 (The Robustness of EGSample). For any constants 0 < p, f, c <
1 satisfying ε′ := 1−2p−5f/12−

√
20c/9 ≥ 0. There exists constants γ1, γ2 ≥ 0

such that for all integers N ≥ 2 and m := m(N), G← EGSample(N, ε) is

(pN/m, cN2/m, f)-ancestrally robust

and
(γ1N, γ2N

1−ε, γ1)-fractionally depth-robust,

except with probability at most pDAR(N,m, p, c, f) ≤ 21N2e−
ε′m

2500 log N , where pDAR
is defined explicitly in Theorem 10.

Furthermore, G has 3N nodes and indegree(G) = 2

Definition 13 (Dynamic Extremely Grate Sample). Dynamic Extremely
Grate Sample (DEGSample) is the randomized algorithm which samples
from the distribution DEGSample(N,Nchal, ε), defined by first sampling EGS ←
EGSample(N, ε) and then outputting Dynamize(EGS, 2Nchal).

Now we know that, with high probability, dynamic pebbling graphs output by
DEGSample satisfy our required robustness properties (Theorem 9), it follows
from our generic pebbling trade-off (Theorem 4) that any pebbling strategy
either sustains Ω(N) pebbles for Ω(Nchal) steps, or has cumulative complexity
at least Ω(N3−ε).

Corollary 1 (DEGSample Pebbling SSC/CC Trade-off). Fix any dy-
namic pebbling strategy S along with constants < γ1, γ2, p, c, f, ε > 0, where γ1
and γ2 depend only on ε. Then for all N sufficiently large and Nchal =

2N
fγ1−ε/2 ,

with probability at least 1 − pDAR(N,m, p, c, f) over the choice of DEGS ∼
DEGSample(N,Nchal, ε/2), either

cc(S(DEGS)) ≥ γ2fN
3−ε
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or
γ1N -ssc(S(DEGS)) ≥ N.

The function pDAR is from Theorem 10 and is negligible in m when m =
Ω(log2 N).

Again, from the robustness of EGSample Theorem 9, we may apply Theo-
rem 7. To avoid dealing with the extra 1/logN factor as seen in Theorem 7,
we simply pick the parameter ε in DEGSample(N,Nchal, ε) to be slightly smaller
than needed, absorbing these subpolynomial factors.

Corollary 2 (DEGSample SSC/CC Trade-off in the Parallel Random
Oracle Model). Define DEGSample from Definition 13. For some constants
α1, α2, α3, ϕ1, ϕ2, ϕ3, ε1, ε2 > 0 such that for all sufficiently large N , Nchal =

2N
(ϕ1−ε2)

, and m = N1/2+ε1/2, the following hold. Fix any q-query PROM algo-
rithm AH with trace trace(A,H,X) = (σ1, . . . , σT ) on input X that succeeds in
computing fH

DEGS, where DEGS ← DEGSample(N,Nchal, 0.99ε1/2). Then, except
with probability

pDEGS(N,α, ϕ, ε) = O

(
qN4 + q2

2w
+ exp(−

√
N)

)
.

both of the following hold:

1. AH correctly computes fH
DEGS on X.

2. AH either sustains cwordϕ1w ·N space for (ϕ3 − ε)Nchal steps:

cwordϕ1w ·N -ssc(A,H,X) =
∣∣∣{|σi| : i ∈ [T ]

}∣∣∣ ≥ N

or
cmc(A,H,X) =

∑
i∈[T ]

|σi| ≥ cwordw ·N2.5−ε1 .

E.1 DRSample is Ancestrally Robust

For the rest of this section, we mainly focus on the analysis of DRSample be-
fore combining DRSample and Grates. We will analyze DRSample via its edge
distribution.

Definition 14 (DRSample [ABH17]). For an integer N > 0, DRSample(N)
is a randomized algorithm which outputs an indegree two (static) graph G =(
[N ], E

)
such that

E =
{
(i, i+ 1) : i ∈ [N − 1]

}
∪
{
(r(i), i) : i ∈ [2 : N ]

}
,

where for u < v − 1 we have

Pr[r(v) = u] ≥ 1

(v − u) log v
.
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As in Theorem 8, to show that a graph DRS ∼ DRSample(N) sampled from
DRSample is ancestrally robust, it suffices to show that a metagraph DRSm of
DRS is a δ-local expander with high probability. We show that for any constant
δ > 0 and m := m(N) = Ω(log2 N), the metagraph DRSm is a δ-local expander
except with negligible probability in N . The proof is similar to that of [ABH17],
so it is left to Section H.

Lemma 13 (Meta-DRSample Local Expansion). Let G← DRSample(N).
For any constant δ > 0, Gm is a δ-local expander except with probability at most

pLE(N,m, δ) := exp

(
2 logN + 3− mδ2

25 logN

)

By straightforwardly applying Theorem 8 and Lemma 13, we obtain the
following bound on the ancestral robustness of DRSample.

Theorem 10 (Ancestral Robustness of DRSample). Fix constants 0 <
p, f, c < 1 satisfying 1− 2p− 5f/4−

√
20c/3 > 0 and let DRS← DRSample(N).

With probability at most

pDAR(N,m, p, c, f) := pLE

(
N,m,

1− 2p− 5f/4−
√

20c/3

10

)
,

DRS is (pN/m, cN2/m, f)-ancestrally robust, where pLE is defined in Lemma 13.

Proof. By Theorem 8, for DRS to be (pN/m, cN2/m, f)-ancestrally robust, it
suffices for DRSm to be a δ-local expander with δ =

1−2p−5f/4−
√

20c/3
10 . We have

that δ > 0 whenever the inequality in the theorem statement is satisfied, so
δ > 0 for all such assignments p, f , and c. Finally, from Lemma 13, DRS is
(pN/m, cN2/m, f)-ancestrally robust with probability at least 1− pLE(N,m, δ).

E.2 Combining DRSample and Grates

Now that we have shown that DRSample is ancestrally robust with high proba-
bility. All that is left is to combine the properties of DRSample and grates. The
grates construction is a family of (Ω(N),Ω(N1−ε))-depth robust graphs.

Theorem 11 (Grates [Sch83]). For every N ≥ 2 and 0 < ε < 1, there
exists a graph Grates(N, ε) on N nodes that is (γN, γ′N1−ε) depth-robust and
has indegree two.

Grates was not shown to have the fractional depth-robust that we need, but
we prove a folklore claim that shows that if our graph is (γN, γ′N1−ε)-depth
robust, it is (γN/2, γ′, γ/2)-fractionally depth robust.
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Lemma 14 (Depth-robustness to Fractional Depth-robustness). If G =
([N ], E) is (e, d)-depth robust with e > d, then G is

(
e/2, d, e

2N

)
-fractionally

depth-robust.

Proof. Let S be a set of size e/2. Let V = ∅, and consider the procedure where
we find a path u1, . . . , ud in G−S−V , and then add V ← V ∪{ud}. Such a path
must exist for e/2 executions of the procedure (by normal depth robustness), so
there are at least e/2 nodes of depth at least d in G− S.

Now that we have two graphs that have all of the necessary combinato-
rial properties, we’d like to combine them. Intuitively, we could simply sample
DRS ← DRSample(N) and let EGS be DRS ∪ Grates(N, ε). The problem is that
some nodes would have indegree more than three, while in practice it’s important
for them to have indegree at most two. A standard technique for addressing this
problem is indegree reduction. For example, in [ABP17], they show that one can
reduce the indegree from some constant δ to two, roughly by replacing each node
v with a line graph v1 → v2 . . . , having an incoming edge to vi corresponding to
the ith parent of v in G. We define a similar process for indegree reduction, and
show that it preserves ancestral robustness and depth-robustness.

Definition 15 (Indegree Reduction). Let G = (V = [N ], E) be a supergraph
of LineGraph(N) with indegree δ+1. The graph reduce(G) = (VRed = [δN ], ERed)
is an indegree two graph defined by

– For i ∈ [N ] and k ∈ δ, let vik = δ(i− 1) + k. The vertex set VRed of size δN
and consists of nodes vi1, v

i
2, . . . , v

i
δ for every i ∈ V .

– The edge set ERed contains the edges of the line graph LineGraph(δN) as
well as the following non-line graph edges. For each node i ∈ V with (non-
predecessor) parents j1, . . . , jk ∈ V \{i− 1}, E′ contains (vjδ , vi1), . . . , (v

j
δ , v

i
k).

Showing that the reduced version of a graph retains depth-robustness is a
straightforward application of the definition of indegree reduction and depth-
robustness.

Lemma 15 (Reduced Depth Robustness). If a graph G([N ], E) with inde-
gree δ is (e, d)-depth robust, then G′ = reduce(G) is (e, δd)-depth robust.

Proof. Let S ⊆ [δN ] of size at most e. Define S ⊆ [N ] such that S′ =
{
s | for some j, the node vsj ∈ S

}
.

By construction
∣∣S′
∣∣ ≤ e. By the (e, d)-depth robustness of G, there exists a path

s = s1 → s2 → . . . sd = t in G − S′. We show that there is a length δd path
P from vs1 to vtδ in reduce(G) − S. By Definition 15, the path P contains the
intervals vs

i

1 → vs
i

2 → · · · → vs
i

δ for i ∈ [d]. Likewise, the path P also contains
the edges vs

j

δ → vs
j+1

1 for each j ∈ [d − 1], connecting the d intervals. Since S
contains no nodes in the path, the path P is contained in reduce(G)− S.

The next property of reduced graph is more challenging. We want to show
that for any graph G, cc(reduce(G)) = Ω(cc(G)). This will help us show later



54 Jeremiah Blocki and Blake Holman

that G a and reduce(G) satisfy ancestral robustness with similar parameters.
We prove this lemma by providing a mapping from pebblings of reduce(G) to
pebblings of G.

Theorem 12 (Indegree Reduction Preserves Cumulative Complexity).
For any DAG G, cc(reduce(G)) ≥ cc(G)/δ.

Proof. Let P ′ be a CC-minimizing pebbling for reduce(G). Our goal is to con-
struct a similar cost pebbling P for G. The main hurdle is the fact that to place
a pebble on node v ∈ V , we need to have pebbles on Parents(v,G); for P ′ to
place a pebble on any node vjk, there need not be a pebble on all intervals corre-
sponding to each parent in Parents (v,G). Therefore, we will keep around these
pebbles to insure that P is legal. To aid in our proof, we define orig(vjk) to be
the node j ∈ G. We let

parent?
(
vjk, reduce(G)

)
= Parents

{
vjk, reduce(G)

}
\
{
vjk−1

}
denote the incoming edge to vjk which corresponds to some u ∈ Parents(j,G).
Similarly, we let Parents?

(
j, reduce(G)

)
=
⋃

i∈[δ] parent
?
(
vjk, reduce(G)

)
.

The pebbling P = (P1, . . . , PT ) is constructed as follows:

1. P1 := orig(P ′
1).

2. For i > 1, let

P add
i :=

{
j ∈ orig

(
P ′
i \ P ′

i−1

)
| Parents(j,G) ⊆ Pi−1

}
denote the nodes in G corresponding to the pebbled nodes pebbled by P ′ in
round i, except for those that are still illegal to pebble in G. This happens
when P ′ has placed a pebble on some vjk with k < δ, but hasn’t yet placed
a pebble on vjδ .

3. For i > 1, let

P del
i :=

{
j | vj1, . . . , v

j
δ 6∈ P ′

i

}
\ orig

(
Parents(P ′

i , reduce(G))
)

denote the nodes in G which are no longer needed. The nodes that correspond
to P del

i in reduce(G) have no pebbles on them; the nodes of P del
i also contain

nodes that are no longer needed in G because they are no longer the parents
of nodes corresponding to the pebbled nodes of P ′

i .
4. Pi =

(
Pi−1 ∪ P add

i

)
\ P del.

Let us prove the legality of P . The first step is legal since the nodes in P ′
1 have

no parents by the legality of P ′. Now suppose P is legal for steps 1, . . . , i−1; we
will now analyze the transition from Pi−1 to Pi. Since removing pebbles is always
legal, we just need to make sure Pi−1 → Pi−1 ∪P add

i is legal. Furthermore, since
Pi−1 contains all nodes whose parents are in P add

i , we just need to show that
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every node P add
i \ orig(P ′

i ) will be pebbled in P before it is used (as a parent) to
place a pebble on a node.

The challenge is that a node vjk ∈ P ′
i \P ′

i−1 could be added in round i, but in
P we do not have a pebble on j nor would it be legal add this pebble in round i.
For example, suppose j has parents p1, p2, p3 ∈ [N ], and the edges (vpi

δ , vji ) are
in G′. It could be the case that vp1

δ was pebbled so that vj1 could be pebbled,
but vp3

δ isn’t pebbled until many round later. During this time between when
vj1 and vp3

δ are pebbled in P ′, we cannot have a pebble on j in P because it is
possible that we may not have had any pebbles on the parent p3 ∈ [N ] of j.
However, when P ′ eventually pebbles vj3, there must have been pebbles on all
parents vpi

δ of j at some point during the pebbling. That is why in P , we always
keep around pebbles that correspond to the parents of those nodes j if we have
not finished pebbling the interval vj1, . . . , v

j
δ .

More generally, Pi−1 → Pi is legal since for j to be used to pebble a node
in Pi, it must be the case that vjδ is pebbled in P ′

i−1. For vjδ to be pebbled in
P ′
i−1, all of its ancestors must have been pebbled while there was still a pebble

on some node in {vj1, . . . , v
j
δ}.

Lemma 16. Fix a node j ∈ V . If vjδ ∈ P ′
i , then v ∈ Pi and is a legal placement

from the pebbling configuration Pi−1.

Proof. Let p =
∣∣Parents(j,G)

∣∣. For k ∈ [p], let tk ≤ i − 1 denote the latest time
step prior to round i in which there was a pebble on parent?

(
vjk, reduce(G)

)
;

these must exist due to the legality of P ′. Furthermore, since vjδ is eventually peb-
bled, it must be the case that for all mink tk ≤ i′ ≤ maxk tk, a node in reduce(G)
corresponding to v was pebbled in P ′; that is, Pi′ ∩{vj1, . . . , v

j
δ} 6= ∅. By the con-

struction of P , this means that pebbles remained on each orig

(
parent?

(
vjk, reduce(G)

))
between time tk and i−1. Since Parents(v,G) = orig

(
Parents?

(
vjk, reduce(G))

))
,

it follows that placing a pebble on node j from the pebbling configuration Pi

is a legal pebbling move. Finally, since vjδ ∈ Pi, it follows that j ∈ P add
i and

j 6∈ P del
i .

Now we know that each step of P = (P1, . . . , PT ) is legal. Finally, P is indeed
a pebbling since if s is a sink of G, vsδ is a sink in reduce(G). Since every sink of
reduce(G) is in P ′

T , every sink of G is in PT .
Finally, we must analyze the cumulative complexity. By construction, the

time complexity of P and P ′ is the same. However,
∣∣P ′

i

∣∣ could be as much as
δ|Pi| since we also keep around the parents of nodes in P ′. Thus, cc(P ) ≤ δcc(P ′).

Now that we know that indegree reduction preserves CC, it is straightforward
to show that it also preserves ancestral robustness. The ideas are similar to the
proof of Lemma 11, but are made easier by the fact that δ is a constant.
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Corollary 3 (Indegree Reduction Preserves Ancestral Robustness). If
a graph G is (a,C, f)-ancestrally robust, then reduce(G) is (a,C/δ, f/δ)-ancestrally
robust

Proof. Let G = (V,E) be an (a,C, f)-ancestrally robust graph, G′ = (V ′, E′) =
reduce(G), and A′ be a set of vertices of G′ with size at most a. We want to
show that there are δfN nodes in G′ − A′ whose ancestors have cumulative
complexity at least C. Let A = orig(A′). We will use some notation and ideas
from Lemma 11. First, notice that reduce(G	 A) is a supergraph of G′ − A′ =
reduce(G) − A′. Since |A| ≤ a, it follows that there are fN nodes j in G − A
whose ancestors have cumulative complexity at least C. Next, we want to exam-
ine Ancestors(vjδ , G′−A′). Notice again that reduce(G	A	V \Ancestors(j,G−A))

is a supergraph of G′ 	 A′ ∩ Ancestors(vjδ). By Theorem 12, it follows that
cc(Ancestors(vjδ , G

′ − A′)) ≥ cc(Ancestors(j,G − A))/δ ≥ C/δ. Thus, G′ is
(a,C/δ, f/δ)-ancestrally robust.

By applying Corollary 3, Lemma 15 and Lemma 14 to Theorem 10 and
Theorem 11. We are able to prove Theorem 9.

Proof of Theorem 9. Notice that indegree(DRS ∪ Grates(N, ε)) = 3. By Corol-
lary 3, for EGS to be (pN/m, c′N2/m, f ′)-ancestrally robust, it suffices for DRS∪
Grates(N, ε) to be (pN/m, cN2m, f)-ancestrally robust for f = 2f ′ and c =
2c′. By Theorem 10 that DRS is (pN/m, cN2/m, f) with probability at least
1− pDAR(N,m, p, δc, δf). By Theorem 10, when p, c, and f are fixed and satisfy
δ =

1−2p−5f/12−
√

20c/9
10 ≥ 0, we have pDAR(N,m, p, δc, δf) ≤ 21N2 exp( δm

2500 ).
By Theorem 11, we know that Grates(N, ε) (and thus DRS ∪ Grates(N, ε))

is (γN, γ′N1−ε)-fractionally depth robust. By Lemma 15 EGS = reduce(DRS ∪
Grates) is also

(
γN, γ′N1−ε

)
-fractionally depth-robust. Finally, by Lemma 14,

EGS is (γN/2, γ′N1−ε, γN1−ε/2δ)-fractionally depth-robust.
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F Fractional Depth-Robustness in the PROM

In this section we review the techniques from [ACP+17] that we need for our
PROM proofs. For the rest of this section, assume G = Dynamize(G,Nchal) for
some (e, d, f)-fractionally depth-robust graph G on N nodes. We will assume that
every node in G has a unique set parents. That is, for all u 6= v ∈ [N ] we have
Parents(u) 6= Parents(v). We will be using the notation and definitions related to
computing MHFs in the parallel random oracle model from Section A.3. While
we will think of random oracles as accepting an arbitrarily large input, we will
fix some u sufficiently large, and sample random oracles H : {0, 1}u → {0, 1}w.

In [ACP+17], the authors show that Scrypt, defined by

Scrypt = Dynamize(LineGraph(N), Nchal)
9

has maximal Ω(wNNchal) CMC in the in the parallel random oracle model. An
integral component in the proof of this result is a time-space trade-off lower
bound for low space adversaries evaluating Scrypt. Suppose A is an algorithm
with oracle access to H : {0, 1}∗ → {0, 1}w evaluating fS,H on X. It is shown
that if A has only allocated |σsi | = O(we) space at start of the ith challenge,
then with probability about 1/2, A must spend Ω(N/e) steps to answer the
challenge (submit the prelabel to the ith challenge to H). Intuitively, this means
the naive strategy of storing the prelabel for every N/eth node in the first half
of S is optimal in minimizing space-time complexity.

We are interested in reproving this result as to take advantage of fractional
depth-robustness. From this perspective, we see that LineGraph(N), the first
half of Scrypt, is (e,N/e, 1/2)-fractionally depth-robust, and we saw that if the
algorithms state has significantly less than we bits, then the time to answer the
challenge is at least N/e with probability about 1/2. In general, we will show
that if G is (e, d, f)-fractionally depth-robust, then an evaluation algorithm with
significantly less than we space allocated at the start of a challenge must spend
at least d steps to answer the challenge an f -fraction of the time.

This extension only requires minor changes to the original proof. In fact,
in the last subsection of Section 2 of [ACP+17], they describe how one would
generalize their proof to our setting, where if the algorithm’s state is sufficiently
small, an f -fraction of the remaining nodes have depth d. This result was only
described and not formally proven in [ACP+17] because they were concerned
only with CMC(rather than SSC) and Scrypt already has maximal CC. First,
we prove this trade-off for the “single challenge” case, where the evaluation
algorithm is given the uniformly random challenge node, for intuition. Then we
focus on the more general case, where the ith challenge is generated by the
randomness of the corresponding prelabel.

F.0.1 Single-Challenge Trade-off Given an arbitrary starting state σ0, ran-
dom oracle H : {0, 1}u → {0, 1}w, and random challenge c ∼ [N ], we will
9 Scrypt is canonically defined with Nchal = N . We use the Nchal for the ease of analysis.
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consider a PROM algorithm AH on inputs c and X ∈ {0, 1}u, which outputs
the label Xc = H(prelabD(Xc)) for node c in G. Let trace(A,H, σ0, X, c) =
(σ1, . . . , σT ) denote the trace of AH on inputs X and c. We want to show that
if |σ0| is significantly less than w · e, then with probability at least f , T ≥ d.

Let us describe some useful notation; we use the same notation as in the
analogous proofs in [ACP+17]. The variable πic describes the first time during
the execution of AH(σ0, c,X) that Xi appears as either an input or output of
H. If Xi first appears as an input to H in round k (meaning Xc ∈ qk) then we
let πic = k. If Xi is first seen as a response of a query containing Parents(i) in
round k (meaning Parents(i) ∈ qk and Xc ∈ H(qk)), then we let πic = k + 1/2.
Otherwise, if Xi was never queried or appeared as an output from an input not
equal to Parents(i), then we let πic =∞. Note that tc = πcc.

Let βi = minc πic denote the first time in which Xi is seen across all challenges
(all choices of c ∈ [N ]). If βi is an integer, then we say i is blue (as in it came
out of the blue because it was submitted as a query by A without ever querying
the labels of i’s predecessors). Let B be the set of blue nodes.

We’ll make use of the following information-theoretic guarantee.

Lemma 17 (Predicting Outputs [ACP+17]). Let P be an algorithm that
has oracle access to a random oracle H : D → R and outputs pairs (x1, y1), . . . , (xp, yp)
that have never been queried to H. The probability that H(xi) = yi for all i ∈ [p]
is at most |R|−p.

At a high level, we want to construct a predictor P , which, given an input
state σ0 and a short hint, can predict the output of p ≤ |B| points. Lemma 17
says that if P can predict many points, then |σ0| is large.

The predictor works as follows. The input is σ0 of size M . For the hint, we
fix p ≤|B| blue indices. The hint consists of, for each of the p blue nodes, 1) the
challenge it is first seen in (logN bits), 2) the round within that challenge it is
first seen as an input to H (log q bits), and 3) its position in the query at that
round (log δ bits). This hint is of size p(2 logN + log δ + log q). The predictor
runs A with initial state σ0 on every challenge in parallel, and aims to fill out a
table of every node and it’s label. For every query in round k across all queries
batches from every challenge, P 1) records on the table every one of the p blue
nodes that appear as an input, 2) uses the table to answer every possible query,
and 3) answers the rest of the queries using H.

Lemma 18. If p ≤|B|, then P successfully predicts the output of H on p points.

These points need to be distinct for P to win the game in Lemma 17. However,
collisions between the Xi only happen with probability at most N2

2w+1 . The next
lemma shows that for almost all oracles, the set of blue nodes isn’t too large.

Lemma 19. Given adversary A, there exists a set of random oracles good
such that PrH [H 6∈ good] ≤ qN32−w, and for every H ∈ good, every M ,
and every initial state σ0 of A of size at most M bits, |B| ≤ p − 1, where
p = d (M+1)

w−2 logN−log δ−log q + 1e
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Proof. Following [ACP+17], we observe that if |B| > p− 1, then either there’s a
collision among the Xi or P successfully wins the prediction game in Lemma 17.
By the birthday bound, |collision| ≤ hn22−w/2.

Let predictable denote the set of oracles in which P succeeds on for all values
of M and p ∈ [2 : N ].

Let Mp be the largest input length that yields that particular p. There are
2Mp+1 initial states of size at most Mp. Since by Lemma 17 each state-hint
pair, P succeeds with probability at most 2−pw, it follows that there are at most
h2Mp+1+p(2 logN+log δ+log q−w) oracles in which P succeeds on with some hint. By
our definition of p, the quantity is at most h22 logN+log δ+log q−w = hδqN22−w.
This bounds, for a single p, the number of state (of size at most Mp) and hint
(of size p(2 logN + log δ + log q)), the number of oracles in predictable. Union
bounding over all p, we get that |predictable| ≤ hδ(N − 1)N2δq2−w.

Now we show that blue nodes act similarly to pebbles.

Lemma 20. For all i, ti ≥ depth(i, G ∩B ∩ Ancestors(i)) + 1.

Proof. If i is blue, then ti ≥ 0 by definition. Now suppose otherwise.
For the base case, suppose depth(i, G∩B∩Ancestors(i)) = 0. Then the parents

of i are all blue. For each j ∈ Parents(i), Xj is used to as an input to the query
in which Xi is seen for the first time (as a response). Thus, βj < βi− 1/2 for all
j.

There is some j ∈ Parents(i) with depth one less than that of i. This means
βj < βi since Xj must be used as an input to the query that yields Xi. Since
both i and j are not blue by our assumption, βj ≤ βi − 1. So, ti = πii ≥ dβie ≥
depth(i, G ∩B ∩ Ancestors(i)) + 1

Putting it all together, we have that if p < e, then the depth of the challenge
node c in the graph G∩B∩Ancestors(c,G) is at least d with probability at least
f .

Lemma 21 (Single-Challenge Trade-off). Let G = ([N ], E) be an (e, d, f)-
fractionally depth-robust graph such that every node has distinct parents. There
exists a set of random oracles good such that PrH [h 6∈ good] ≤ qN32−w, and for
every h ∈ good, the following holds: for every memory size M and every input
state σ0 of length at most M , either p ≥ e or with probability at least f , tj ≥ d.

F.0.2 Multi-Challenge Trade-off In the last section, we had an algorithm
AH with some existing state. We picked the challenge c ∼ [N ] and asked AH

to return the label for node c. If the state of AH had size at most e, then with
probability approximately f , AH took at least d steps to respond. In this section
we will prove a similar bound, except that the challenges will be issued in the
way that is standard for data-dependent memory-hard functions. In particular,
AH will be computing the function fH

G , where G = Dynamize(G,Nchal). Here,
G = Dynamize(G,Nchal), where G = ([N ], E) is some (e, d, f)-fractionally robust
graph. For this section, we let D =

{
`1, . . . , `Nchal

}
be the set of Nchal dynamic
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nodes (the last Nchal nodes of G). Furthermore, we let R(x) = x mod N . This
is a shorthand for describing the dynamic predecessor to a node. The answer
to the ith challenge (the dynamic prelabel to `i)is equal to H(`i−1‖0‖lab(`i−1))
mod N . The algorithm AH succeeds in computing fH

G if it outputs the label for
node `Nchal

.
Let us first more explicitly review our notation for pre-labeling/labeling,

which essentially follows [ABH17].

– For a node i, if Parents(i,G) = ∅ then prelabS(i) = i‖0‖X. Otherwise,
prelabS(i) = i‖0‖XParents(i,G) and Xi := lab(i) = H(prelabS(i)). Here, XS

for a set of nodes S is the concatenation of the labels Xi for i ∈ S in lexico-
graphic order.

– The pre-label for a node v is Tv = v‖1‖Xv−1‖XR(Xv), and Sv = h(Tv), so
Sv is the true (dynamic) label for node v.

– For a particular oracle H we will refer to XH
i , SH

i , and TH
i when they are

computed with respect to the oracle H. This will be excluded when the
context is clear.

– We let sk denote the first step of the kth challenge (the step after the
prelabS(X`k) is sent to the oracle to compute X`k). tk is defined as before: tk
is the number of steps between sk and the step that T`k is sent to the oracle.

For our result, we simulate A on a series of oracles, one for each challenge.
Initially we run A on a random oracle H0. Once A sends prelabS(`1) to the
oracle, we pick a random challenge c and construct the new oracle H1, which is
equivalent to H0, except H1(prelabS(`1)) is defined such that R(XH1

`1
) = c, and

we repeat this for each i ∈ [Nchal]. As long as these challenges are answered in the
correct order, the execution of AH0(X) and AH1(X) is identical until the step
in which prelabS(`1) is sent to H. We repeat this for all i ∈ [Nchal]. Once a query
containing prelabS(`1) is submitted to H, our predictor P can work similarly as
before. Repeating the application of this predictor for each challenge in [Nchal],
we achieve a trade-off for every challenge. Now we will go through the proof in
more detail. To do this, we first need some more rigorous definitions of what we
described above, leveraged directly from [ACP+17]. First, we describe the “bad”
events. Intuitively, as long as certain bad events do not occur, our lower bound
will hold.

– ChangeMod(S, j) returns the value S′ such that bS/Nc = bS′/Nc and R(S′) =
j+1. If N is not a power of two, then it’s possible for this value to be larger
than 2w. We say that ChangeMod fails on these values.

– The oracle H0 is chosen uniformly at random. For j ≥ 1 and challenges cj ,
the oracle Hj is equal to Hj−1, except X

Hj

`j
= ChangeMod

(
X

Hj−1

`j
, cj

)
. In

other words, The oracle Hj has the challenge cj embedded in the output of
the static label for node `j .

– RoundingProbk is the set of random oracles H for which the value of at least
one of SH

0 , . . . , SH
k is greater than b2w/Nc · N − 1. These are the values in

which ChangeMod fails. This can happen when N is not a power of two.
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– collision∗k is the set of all H where there is at least one collision among X,
XHk

1 , . . . , XHk

N , and Tv for v ∈ D for j ∈ [k]. We let

collisionk = RoundingProbmin{k,Nchal−1} ∪ collision∗k

– For every k, if Hk 6∈ collisionk, we let Hk,j be an oracle equal to Hk at every
point except Hk,j(T

Hk,j

`k−1
) = ChangeMod(S

Hk−1,j
`k−1

, j).
– The set predictable again consists of all random oracles for which there exists

an input state σsk of size mk (for which 1 ≤ p ≤ N), and a hint of length
log q + pk log(NNtotalδq), such that the (updated construction of) predictor
P correctly outputs pk distinct values among XH

i for all nodes i without
querying them.

– WrongOrderk is the set of oracles H such that there exists j1 and j2 such
that j1 < j2 ≤ k and, in the run of AH , query TH

j2
occurs, while query TH

j1

does not occur before query TH
j2

.

The predictor P functions similarly as before. The predictor P takes as input
σsk , and the same hint as before with a few differences. First, G has an additional
Nchal nodes (which may come out of the blue). For this reason, let Ntotal =
N +Nchal. The new hint consists of p strings each containing:
1. logNtotal bits to describe which node is blue,
2. logN bits to describe which challenge the node is first blue in,
3. log q bits to describe which query the node is blue in, and
4. log δ bits to describe the position of the blue node within the query.

Now, there is a final log q bits to determine which query contains the query
whose output is the challenge (the predictor changes this output to simulate A
on all challenges). The differences are:10

1. We give the predictor an additional log q hint to know which of the queries
in qsk is X`k .

2. pk is now

pk = d
∣∣σsk

∣∣+ 1 + log q

w − log(NNtotalδq)
e

due to the hint changes.

Then, P simulates A on input σsk with oracles Hk,1, . . . , Hk,N , recording blue
nodes as usual.

We will spend the rest of the section proving Theorem 5, which says that with
high probability, the space-time trade-off holds for A on∼ fNchal challenges. This
is a weaker version (but generalized from line graphs to fractionally depth-robust
graphs) of Theorem 5 in [ACP+17].

While proving Theorem 5, we match the claims/definitions to the ones in
[ACP+17] when applicable. The first step is establish a claim analogous to the
predictor argument in Lemma 21.
10 In [ACP+17], they needed an additional bit of hint. This is because in their setting

they computed Tj as Tj = X`j ⊕ XR(X`j
). Since we adopt the label convention of

[AS15] we don’t need this extra hint.
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Lemma 22 (Lemma 1). Fix any challenge k ∈ [Nchal] and assume Hk−1 6∈
collisionk−1∪predictable. Let sk > 0 be the step after X

Hk−1

k is sent to the oracle.

Recall that challenge k is hard if either pk = d
∣∣∣σsk

∣∣∣+log q+1

w−logN−Ntotal−log δ−log q e ≥ e or
tk ≥ d. Then

Pr[k is hard] ≥ f.

Proof. If pk ≥ e then k is already hard, so assume pk < e. By employing the
predictor P defined above on A with σsk as described above, we get the bound
corresponding to Lemma 21.

The next lemma says that if there are no label collisions and the challenges
are answered in the correct order, then A runs identically between the oracles
H0, . . . , HNchal

. The proof is identical to that of [ACP+17].

Lemma 23 (Claim 9). If for every 0 ≤ j ≤ n, Hj 6∈ collisionj ∪WrongOrderj,
then for every k and i ≤ k, T

HNchal
i = THk

i , and the execution of AHNchal is
identical to the execution of AHk until the query Tk is first made, which happens
later than when query T

HNchal

k−1 = THk

k−1 is first made.

We now define the events that ensure Theorem 5 holds, and show that this
is the case.

Definition 16 (Definition 7). Let E1 be the event that there are at least
H ≥ Nchal(f − ε) hard challenges. Let E2 be the event that Hk 6∈ collisionk ∪
WrongOrderk for every k and AHNchal queries T

HNchal

Nchal
. Let Eq be the event that

AHNchal makes no more than q total queries

Lemma 24 (Claim 11). If E1 ∩ E2 ∩ Eq, then there are at least (f − ε)Nchal

indices `j such that:

1. The intervals [sk : sk + tk] for k ∈ [Nchal] are disjoint.
2. There are (f − ε)Nchal challenges ij such that either pj ≥ e or tj ≥ d.

Proof. If E2 holds, then A answers every challenge in order (so the intervals are
disjoint), and each of the ti and si are finite. By E1, there are (f − ε)Nchal hard
challenges, and for every hard challenge i, either pi ≥ d or ti ≥ d.

The next Lemma follows from [ACP+17] because we are using the same hint,
except with one fewer bit.

Lemma 25 (Claim 12). For every k ∈ [Nchal],∣∣σsk

∣∣ ≥ pk · (w − logN − logN − log q − log δ − 1)/3

Next, we want to bound the probability that we pick a challenge ck that
causes a collision or causes Hk−1 to be in predictable.
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Definition 17 (Bad Challenge). The challenge ck is bad if Hk−1 ∈ collisionk−1∪
predictable. We let E3 be the event that the number of challenges that are hard
or bad is at least (f − ε)N . Let E4 be the event that for every 0 ≤ k < Nchal,
Hk 6∈ predictable.

E2∩E4 means that no challenge is bad, so if E2∩E3∩E4 hold then E1 holds
as well. The following Lemmas can are lifted almost exactly from [ACP+17],
as their proofs are 1) invariant to the proportion of oracles satisfying the given
property 2)

The next Lemma will allow us to focus our analysis on HNchal
rather than Hk

for every k ∈ [Nchal]. Namely if some Hk has a collision or is in the wrong order,
then so is HNchal

. The proof follows exactly as in [ACP+17].

Lemma 26 (Claim 14). Given adversary A, if Hk ∈ collisionk ∪WrongOrderk
for some 0 ≤ k < Nchal, then Hk+1 ∈ collisionk+1 ∪ WrongOrderk+1 and so
HNchal

∈ collisionNchal
∪WrongOrderNchal

Next we bound the number of oracles which have collisions. This proof is
different than that of [ACP+17] because of the fact that used a different labeling
rule [ABP18]. The result is just that there are fewer collisions. We let h denote
the number of oracles H : {0, 1}u → {0, 1}w for some u ≥ δw + logN + 1.

Lemma 27 (Claim 15).
∣∣∣collision∗Nchal

∣∣∣ ≤ h ·
(
2N
2

)
2−w

Proof. By our labeling convention of G, prelabS(i) 6= prelabS(j) for all i 6= j ∈
[N ]. So, prelabD(i) 6= prelabD(j) for all i 6= j ∈ D. Thus, there are at most
h
(
N+|D|

2

)
2−w ≥ h

(
2N
2

)
oracles in collision∗Nchal

.

The next lemma bounds the number of oracles where ChangeMod doesn’t
work. It follow exactly as in [ACP+17]. The idea is that for every k, there are
at most N − 1 possible outputs which fail, and there are Nchal challenges.

Lemma 28 (Claim 16).
∣∣∣RoundingProbNchal−1 \ collision

∗
Nchal

∣∣∣ ≤ hNchal(N−1)2−w

This lemma bounds the number of oracles in which A makes at most q queries
but AHNchal does not query TH

Nchal
, assuming there are no label collisions. Pr[Eq]−

χq is the probability that A fails (so A didn’t query TNchal
), so we just need to

focus on the number of oracles in which AHNchal succeeds yet doesn’t query TNchal
.

The trick from [ACP+17] is to notice that if α are the answers to AH ’s queries,
then the output of A depends only on α. That means that for any α, only oracles
that have H(TNchal

) equal to this fixed output is just h2−w.

Lemma 29 (Claim 17). Given adversary A, the number of oracles H 6∈
collision∗Nchal

such that Eq holds and AHNchal does not query TH
Nchal

is no more
than h(Pr[Eq] − χq + 2−w), where χq is the probability (for a uniform H) that
AH is successful and makes no more than q queries.
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Lemma 30 bounds the number of oracles in which A makes at most q queries,
a challenge is answered in the wrong order, but there are no collisions among
the labels. The proof follows [ACP+17] exactly, except there are Nchal challenges
instead of N .

Lemma 30 (Claim 18). Given adversary A, the number of oracles H such that
Eq holds and H ∈WrongOrderNchal

\ collision∗Nchal
is no more than hqNNchal2

−w

Lemma 31 (Claim 19). Pr[Ē3] ≤ e−2ε2Nchal

Proof. Let yk be the indicator random variable of challenge k being hard. If
Hk ∈ collisionk−1 ∪predictable then yk is bad. Otherwise, by Lemma 22, if p < e,
then k is hard with probability at least f , and if p ≥ e then k is always hard,
regardless of the results of the previous rounds. Therefore, for any b1, . . . , bNchal

∈
{0, 1},

Pr
ck
[yk = 1 | ∀j ∈ [k − 1], yj = bj ] ≥ f.

By applying Lemma 39, there are at least (f − ε)Nchal hard challenges, except
with probability at most e−2ε2Nchal

To finish the proof of Theorem 5, we will first upper bound the size of Ē4,
the set of oracles such that for every 0 ≤ k < Nchal hk 6∈ predictable.

Lemma 32.
Pr[Ē4] ≤ δNchal

3Nq2−w

Proof. Like the single challenge argument, we get that

h · 2(Mp+1+log q)+p(logN+logNchal+log δ+log q−w) ≤ 2logN+logNchal+log q+log δ−w.

By the definition of p an Mp. There are Nchal possible values of p, so

|predictable| ≤ hNchal2
logN+logN2+log δ+log q−w = hδNchal

2Nq2−w.

Union bounding over all Nchal oracles Hk, we have that

Pr[Ē4] ≤ δNchal
3Nq2−w.

Now we will complete the proof of Theorem 5. We have

Pr[E2 ∩ Eq ∩ E3 ∩ E4] ≥ Pr[Eq]− Pr[Ē2 ∩ Eq]− Pr[Ē3]− Pr[Ē4]

≥ χq −

((
2N

2

)
+Nchal(N − 1) + δNchal

3Nq

)
2−w − e−2ε2Nchal

≥ χq −
(
2N2 +NchalN + δNchal

3Nq
)
2−w − e−2ε2Nchal

≥ χq −
2N2 + δq(Nchal

3N + 1)

2w
− e−2ε2Nchal
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To get Theorem 5, see that

Pr[(E2 ∩ Eq ∩ E3 ∩ E4) ∪ Eq] ≥ χ− 2N2 + δq(Nchal
3N + 1)

2w
− e−2ε2Nchal

since Pr[Eq] + χq ≥ χ.. Thus, we let

pDyn(N,Nchal, w, ε) :=
2N2 + δq(Nchal

3N + 1)

2w
− e−2ε2Nchal

G After-the-Fact Pebblings of After-the-Fact Graphs

In this section, we will show that the iMHF pebbling reduction from [AS15] also
works for after-the-fact dynamic graphs. In particular, we want to show that if
A computes fH

G on X, then we can extract a CC-equivalent legal pebbling of the
graph GH , the (static) graph that is fixed when H is fixed. It’s also important
that we ensure that the timestep in which each Xi and Tj are queried for the first
time is preserved in P . That way, inferences made about the the size of memory
state at some timestep j will have consequences in our after-the-fact pebbling in
this section. These proofs work via the following information theoretic result.

Throughout this section, fix any dynamic pebbling graph G on N nodes and
any input X. We will be choosing H : {0, 1}∗ → {0, 1}w uniformly at random.
When H is fixed, so is a static graph GH,X in the support of G. In particular,
GH,X is the graph obtained by fixing each dynamic edge according to their labels
(which is defined by X and H). Recall that prelabS(v) is the prelabel of the static
nodes of v, while prelabD(v) is the (true) prelabel of v, including nodes from
dynamic edges. We will say that an algorithm AH computes fG,H if A makes the
query to the prelabel fo the final node in G. For concreteness, let guess denote the
event that AH outputs fG,H(X) without querying this prelabel. By Lemma 17
in the prior section, we see that Pr[guess] ≤ 2−w. Let us now proceed to the
main argument.

We define the ex post facto pebbling sequence P = (P0, . . . , Pt) := extract(A,H,X,G)
of G from the trace of AH on input X. First, we let P0 = ∅. For i ≥ 1, we define
the set Pi as follows with respect to the ith query batch qi:

1. Initialize Pi = Pi−1

2. For each y ∈ qi, if y = prelabD(v) then add v ∈ Pi.
3. The node v ∈ [N ] is called necessary if there exists a qj with j > i con-

taining a correct oracle call with v as an input-node (a query contains the
label of v) but there is no qk with i < k < j containing a correct oracle call
for v. Remove all v ∈ Pi which are not necessary.

It’s important to keep in mind that P (along with its space usage and time t)
is a function of H. So, when we argue about the probability P satisfies some
property, we are really “counting” the number of oracles H in which the corre-
sponding pebbling extract(A,H,X,G) satisfies the property. We show that with
high probability (over H), P is legal using the following information-theoretic
result.
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Lemma 33 ([ABP18] ). Let B = (b1, . . . , bu) be a sequence of random bits.
Let P be a randomized procedure which gets a hint h ∈ H, and can adaptively
query any of the bits of B by submitting an index i and receiving bi. At the end
of the execution, P outputs a subset S ⊆ [u] of |S| = k indices which were not
previously queried, along with guesses for all of the bits

{
bi | i ∈ S

}
. Then the

probability (over the choice of B and randomness of P ) that these exists some
h ∈ H for which P (h) outputs all correct guesses is at most |H|

2k
.

The idea is that an illegal pebbling move is witnessed by a query to H. So if
AH on X produces such an illegal move, then there is a log q hint that allows a
predictor to output an pair (x,H(x)) without querying x. By Lemma 33, only
a q

2w fractions of oracles can have this property. 11

Lemma 34 (After-the-Fact Pebbling Legality). Fix an input X to H :
{0, 1}∗ → {0, 1}w, an algorithm AH , and a dynamic pebbling graph G. The
pebbling P = [P0 = ∅, P1, . . . , PT ] := extract(A,H,X,G) is a legal sequence of
pebbling moves for GH,X with probability at least 1− q

2w over the choice of H.

Proof. We will construct a predictor that can guess the output of H on an
input it hasn’t queried if P has an illegal move (a node v is placed without it’s
neighbors already being pebbled). The predictor P takes as a hint the index
i′ ∈ [q] of the first oracle call to v causing the illegal pebble placement. Suppose
that this query takes place during round i (because A is parallel it is possible
that i < i′). Because we place a new pebble on node v the value of query i′ is
prelab(v). In particular, we have prelab(v) ∈ qi but because it is illegal to place
a pebble on node v there must some parent node w such that w 6∈ Pi−1 even
though (w, v) ∈ E(GH,X). We first note that prelab(w) 6∈

⋃
j<i qj i.e., the query

prelab(w) is never submitted to the random oracle. Suppose for contradiction
that the query prelab(w) had been previously submitted and let j < i be the last
round where prelab(w) ∈ qj before round i. In this case we would have placed a
pebble on node w during round j i.e., w ∈ Pj and node w would be necessary
during every intermediate round j′ such that j < j′ < i. Thus, we would still
have a pebble on node w during round Pi−1. Contradiction!

Our extractor P simulates A keeping track of the total number of random
oracle queries made so far. This allows the extractor to identify the round i when
i′th query to the random oracle is submitted. In rounds j < i the extractor P
simply forwards the random oracle queries qj to the random oracle and passes
the answer back to A to continue the simulation. Instead of submitting qi to
the random oracle the extractor uses the hint i′ to locate the query prelab(v)
and then parses this query to extract the label of node w i.e., H(prelab(w)).
Now the extractor P can use the honest evaluation algorithm to generate labels
11 For the exact claim, we prove that for any fixed graph G, P is a legal pebbling sequence

starting from P0 = ∅. Even if AH is computing some other function, we can still
show that we can extract a legal pebbling sequence, even if it is just [P0 = ∅]. This
way, our claims will be true even if AH fails to compute fG,H on X. When AH

does succeed in computing fG,H(X), then we will be able make inferences about the
runtime via our extracted pebbling.
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in GH,X in topological order until it recovers prelab(w) — because v appears
after w in topological order we can generate prelab(w) without submitting the
query prelab(v). Finally, the extractor outputs the pair (prelab(w),H(prelab(w)))
without querying the random oracle H at this point.

If there is an illegal placement, then there’s a hint of length log q for which
the extractor P succeeds. By Lemma 33, there exists such a hint with probability
at most q

2w .

From the definition of our after-the-fact pebbling, we see that if the label for
some node v is seen as an output for the first time at some step i, then v ∈ Pi.
This allows up to make inferences about the ith step in the pebbling and the ith
query in the algorithm it is extracted from.

Lemma 35 (After-the-Fact Pebbling vs. Algorithm Steps). If the after-
the-fact pebbling sequence P is legal for some PROM algorithm AH and graph
G, then a pebble is placed node v for the first time in step i (v ∈ Pi and v 6∈ Pj

for all j < i) if and only if the prelabel of v is first seen as an input in to the ith
query to the oracle.

Now we show that the size of the ith pebbling step Pi lower bounds the size
of the algorithm’s state at time i.

Lemma 36 (After-the-Fact Pebbling cost Equivalence). For i ∈ [t], let
mi = |σi| be the bit-length of the state σi. Then for any λ ≥ 0:

Pr

[
∀i ∈ [t] : |Pi| ≤

mi + λ

w − 2 log q

]
≥ 1− 2−λ

Proof. We proceed as in [AS15]. Oracle queries which cause a node v ∈ Pi to be
necessary are critical queries. Suppose there are C ≤|Pi| critical calls. As before,
we will construct a predictor that simulates AH on σi to predict the output of
nodes that come out of the blue. The only difference between this predictor and
the one in the previous section is that we are doing this for every step i instead
of just every challenge, and there is no need to run A on multiple inputs at
once. This is because we’ve fixed the graph once we’ve fixed H. The hint of the
predictor are indices J = {j1, . . . , jC} in increasing order and K = {k1, . . . , kC}
of critical queries made by A and the indices k` where the prelabel of the node
corresponding to the critical query j`, so the hint is of size 2C log q. While the
predictor is simulating A, we say that a query is correct if it is a critical query
or if the query consists of prelabD(v) for a node v, and a correct call for each
parent of v has been made. The predictor keeps a cumulative table of node-label
pairs as they become known, and does the following for each ` ∈ [2C] (in order):

– Find the `th smallest element of J ∪K
– If ` ∈ K, simulate A until query ` − 1. For each of A’s query, the predictor

uses the table when possible, and querying H otherwise. If a query is of the
form prelabD(v) for some v, record the pair (v, prelabD(v)).
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– If ` ∈ J , then examine query j`. Since j` > k`, the prelabel prelab(v) for the
correponding node v is already recorded. Record and output (prelab(v), Xv).

Now, the predictor can correctly output guesses for the labels of the nodes in Pi

given the correct hint.
The number of possible hints for C nodes is 22C log q, so by Lemma 33, the

probability that |Pi| ≥ mi+λ
w−2 log q is at most

2mi+2|Pi| log q−|Pi|w ≤ 2mi−
mi+λ

w−2 log q (w−2 log q) = 2−λ

Proof. (of Theorem 6) Theorem 6 follows directly from Lemma 34, Lemma 35
and Lemma 36. We set λ = w and define pEPF(q) =

1+q+q2

2w as our upper bound
the probability of a bad event that |Pi| > mi+λ

w−2 log q for some round i or that the
ex-post facto pebbling sequence is illegal. We note that the extra 1/2w comes
from the event guess, the event that AH guesses fG,H(X) without querying the
prelabel of the final node.

H Local Expansion of DRSample’s Metagraph

Proof of Lemma 9. We first recall from prior works the notion of a good-node
with respect to a set S. Lemma 37 shows that there are always at least N − 2|S|
good nodes (with respect to S); Lemma 38 says that if G is a δ-local expander
(with δ < 1/6), then the set of good nodes are all connected. Putting it all
together, we get that a δ-local expander satisfies the properties in the theorem
statement.

Definition 18 (Good Node [ABP18], [EGS75]). Let G = ([N ], E) be a
metagraph of some directed graph G and S ⊆ [N ]. A node v ∈ [N ] is c-good for
some constant c > 0 if

– for all r ∈ [v],
∣∣Ir(v) ∩ S

∣∣ ≤ cr and
– for all r ∈ [m− v + 1],

∣∣I∗r (v) ∩ S
∣∣ ≤ cr.

Lemma 37 ([ABP18]). Let G = ([N ], E) be a DAG and fix S ⊆ V and
0 < c < 1. There are at least N− 1+c

1−c |S| c-good nodes with respect to S in G−S.

We want 0 < 1+c
1−c ≤ 1/2, so pick c = 1/3.

Lemma 38 ([ABP18]). Fix a DAG G = ([N ], E) and constant c > 0. If G
is a δ-local expander with δ < min

{
c/2, 1/4

}
. Then for any set S ⊆ [N ], the

graph G − S contains a directed path through all nodes in G which are c-good
with respect to S.
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Proof of Lemma 13. Fix k ∈ [N ], v ∈
[
N/m

]
, A ⊆ Iv(k), and B ⊆ I∗v (k). Let

G = ([N ], E) ∼ DRSample(N). Then, referring to the graph distribution in
Definition 14,

Pr
G

[
A×B ∩ Em = ∅

]
≤
(
1− |B|

5k logN

)m|A|/5

≤ exp

(
−m|A| ·|B|
25k logN

)

Now we want to union bound the above probability over all possible subsets.
We only need to consider subsets of size δk, as they are the smallest subsets we
need to consider for δ-local expansion. By Stirling’s approximation

(
k

δk

)
≤

exp
(
δk log 1

δ + (1− δ)k log 1
1−δ

)
2πe−1

√
δ(1− δ)k

.

Simplifying, we see that δ log 1
δ + (1 − δ) log 1

1−δ ≤ 1. Thus,
(
k
δk

)
≤ ek−1√

δ(1−δ)k
.

So, the probability that this expansion property doesn’t hold for some subsets
of I∗v (k) and Iv(k) of size at least δk is at most

(
k

δk

)2

exp

(
−m|A| ·|B|
25k logN

)
≤

exp
(
2k − m|A|·|B|

25k logN

)
δ(1− δ)k

= exp

(
2k − m|A| ·|B|

25k logN
− log δ(1− δ)k

)
≤ exp

(
2k − mδ2k

25 logN
− log k + 1

)

Now, union bounding over k ∈ [bN/mc], v is a δ-local expander, except with
probability at most

N

m
· exp

(
− mδ2

25 logN
+ 3

)
≤ exp

(
logN − mδ2

25 logN
+ 3

)

Union bounding over all N/m nodes, we have that Gm is a δ-local expander,
except with probability at most

pLE(N,m, δ) := exp

(
2 logN + 3− mδ2

25 logN

)
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Lemma 39 ([ACP+17] Claim 7). If V1, . . . , VQ are binary random variables
such that for any 0 ≤ i ≤ Q and any values of v1, . . . , vi ∈ {0, 1},

Pr[Vi+1 | V1 = v1, . . . , Vi = vi] ≥ ρ,

then for any ε > 0, with probability at least 1− e−2ε2Q,∑
i∈[Q]

Vi ≥ Q(ρ− ε).

I Sustained Space/Cumulative Complexity Trade-offs for
Argon2id

Argon2id [BDK16] is a widely deployed data-dependent memory-hard function.
Here, we briefly show how we can apply our techniques to prove an SSC/CC
lower bound for Argon2id.

The static portion of Argon2id is called Argon2i; Argon2i itself is used as a
data-independent memory-hard function.

Definition 19 (Argon2i Graph [BH22,?]). The underlying DAG G = ([N ], E) ∼
Argon2iN for Argon2i is sampled from a graph distribution Argon2iN with the
following properties:

– G has N nodes and is a supergraph of LineGraph(N),
– Every node v > 2 has an additional parent parent?(v) ∈ [v−2] that is sampled

from a distribution such that

Pr[parent?(v) = u] = Pr
x∼[M ]

v(1− x2

M2

)
∈ (u− 1, u]


for some M � N .

A useful fact is that Argon2i’s edge distribution is very close to uniform.

Lemma 40 (Claim 5 of [BZ17]). Let G ∼ Argon2i. For all v ∈ [N ] and all
u ∈ [v − 2] we have

Pr[parent?(v) = u] ≥ 1

4N
.

We will analyze Argon2iDynN = Dynamize(Argon2iN , N).

Remark 2. An astute reader may note that the definition of Argon2id is not com-
pletely equivalent to Argon2iDynN . The static portions of the graph is identical
in both cases, but the dynamic edge distribution is slightly different. Specif-
ically, for each node v > N in Dynamize(Argon2iN , N) includes a dynamic
edge (parent?(v), v) where parent?(v) ∈ [N ] is selected uniformly at random
from [N ]. By contrast, in Argon2id the dynamic edge (parent?(v), v) will pick
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parent?(v) from a non-uniform distribution over [v − 2]. In particular, for each
node u ∈ [v − 2] we have

Pr[parent?(v) = u] = Pr
x∼[M ]

v(1− x2

M2

)
∈ (u− 1, u]

 ,

this is the same edge distribution for Argon2i except that the edge (parent?(v), v)
is dynamic when v > N . Thus, while the distribution is non-uniform by Lemma
40 we still have Pr[parent?(v) = u] ≥ 1

4(2N) ≥
1

8N . Thus, up to a small change in
constant factors, all of our analysis for Argon2iDynN also applies to Argon2id.
This includes our dynamic pebbling analysis and our PROM analysis.

We obtain the following sustained space/cumulative complexity trade-offs for
Argon2id.

Theorem 13 (Argon2id Pebbling Bound). Fix any dynamic pebbling strat-
egy S and constants 2/3 < β < 1 and 0 < ε < 1/2. Suppose G′ ∼ Argon2i satis-
fies the fractional depth-robustness of Theorem 15 and the ancestral robustness
of Lemma 42, which happens with probability at least 1− o(1/N). Then except,
except with negligible probability over the choice of G ∼ Dynamize(G′, N), S(G)
either sustains e = Nβ pebbles for Ω(N) steps, or has cumulative complexity at
least Ω

(
N4.5−3β−ε

)
.

Let us look at a concrete bound via Theorem 13. Suppose we set β = 3/4
and ε = 0.05. Then we get (up to polylog factors) that any strategy sustains
N0.75 pebbles for N steps, or incurs CC N2.2.

Theorem 14 (Argon2id PROM Bound). Fix a graph G′ = ([N ], E) with
the fractional-depth/ancestral robustness properties of Argon2i as defined in The-
orem 15 and Lemma 42, respectively. Let A be a PROM algorithm that succeeds
with probability χ on f := fDynamize(G′,N), where H : {0, 1}∗ → {0, 1}w is a ran-
dom oracle. Fix any constants 0 < ε < 1/2 and 2/3 < β < 5/6−ε. With probabil-
ity at least χ−exp

(
−Ω(N)

)
over the choice of H, A either sustains Ω

(
wNβ

)
for

Ω(N) steps incurs cumulative memory complexity at least Ω
(
N3.25−3β/2−ε/2

)
Again, using the example of β = 3/4 and ε = 0.05, we see that any PROM al-

gorithm computing the MHF corresponding to Argon2iDynN either (up to poly-
log factors) sustains wN0.75 space for N steps, or has cumulative complexity
wN2.1.

Let us now prove Theorem 13 and Theorem 14. The main task is to show
Argon2i is ancestrally robust for suitably chosen parameters, as prior work has
already bounded Argon2i’s fractional depth-robustness.
Theorem 15 (Fractional Depth-Robustness of Argon2i [BZ17]). Let
G ∼ Argon2iN . For some `N = polylog−1(N) and constants 0 < ε, f, c < 1,
except with probability 1− o(1/N), G is(

e, `N
N3

e3
, f

)
-fractionally depth robust
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for all e ≥ cN2/3.
Since the edge distribution of Argon2i is close to uniform, it is straightforward

to show that, except with negligible probability, the ω(
√
N)-metagraph Gm of

Argon2i is the complete graph. The probability upper bound exp
(
− m2

200N + 2 logN
)

from Lemma 41 exceeds 1 if m ≤
√
N . However, if m ≥

√
200N(λ+ 2 logN)

then Lemma 41 implies that the meta graph Gm of G = Argon2idN ∩ [N ] is
complete except with probability exp (−λ). In particular, for m = Ω(

√
N logN)

the meta graph Gm will be complete with probability 1− o(1/N).
Lemma 41 (Metagraph of Argon2i). Fix m < N and sample G ∼ Argon2iN .
Except with probability at most exp

(
− m2

200N + 2 logN
)

the meta graph Gm of G
is the complete graph on N/m nodes.
Proof. We need to show that for each v ∈ [N/m] there is an edge from some node
in M last

u to Mfirst
v in G for all u ≤ v−2. The probability metanodes u and v are not

connected is at most
(
1− m

40N

)m/5 ≤ exp
(
− m2

200N

)
. Thus the probability that

Gm is complete is at least 1−
(
N
2

)
exp

(
− m2

200N

)
≥ 1−exp

(
− m2

200N + 2 logN
)

.

Note that if G ∼ Argon2iDynN then the subgraph G ∩ [N ] induced by the
first N nodes is distributed identically to Argon2i. Thus, Lemma 41 also applies
if we sample G ∼ Argon2iDynN and then take the meta-graph Gm of G ∩ [N ].
Now we can easily bound the ancestral robustness of Argon2i.

If we pick m = Ω(
√
N logN) then the the meta-graph Gm will be the com-

plete graph on N/m nodes with high probability 1− o(1/N).
Lemma 42 (The Ancestral Robustness of Argon2i). Fix any constant
0 < ε < 1/2. Sample G′ ∼ Argon2iDynN and let G = G ∩ [N ]. Then, there exist

constants 0 < c, c′, f < 1 such that, except with probability O

(
exp

(
−N2ε

201

))
, G

is
(
cN1/2−ε, c′N3/2−ε, f

)
-ancestrally robust.

Proof. By Lemma 41 the meta-graph Gm of G will be complete except with prob-
ability exp

(
− m2

200N + 2 logN
)

. If we set m ≥ N1/2+ε then − m2

200N + 2 logN =

−N2ε

200 + 2 logN . For suitably large N , we have −N2ε

200 + 2 logN ≤ −N2ε

201 . Thus,
Gm will be complete except with probability exp

(
−N2ε

201

)
.

Observe that if Gm is the complete graph on N ′ = N/m nodes then for every
set A ⊆ V (Gm) of |A|≤ N ′/4 nodes we can find a set B ⊆ V (Gm) \ A of size
|B|= N ′/4 such that for every node v ∈ B the graph H = Ancestors(v,Gm −A)
is (N ′/4, N ′/4)-depth robust. In particular, we can take B to be the topo-
logically last N ′/4 nodes in Gm − A and then for every v ∈ B the graph
H = Ancestors(v,Gm−A) is a complete graph with at least N ′−|A|−|B|≥ N ′/2
nodes. Thus, H is certainly (N ′/4, N ′/4)-depth robust. Thus, we can simply ap-
ply Lemma 12 to conclude that G is (N/(4m), 3N2/(5 · 42m), 1/5)-ancestrally
robust. Lemma 42 now follows by plugging in m = Θ

(
N1/2+ε

)
.
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We may now apply Theorem 4 and Theorem 7 to prove the main results of
this section.

Proof of Theorem 13. Sample G′ ∼ Argon2iDynN and let G = G ∩ [N ]. By
Lemma 42 the graph G is

(
cN1/2−ε, c′N3/2−ε, f

)
-ancestrally robust except with

probability O

(
exp

(
−N2ε

201

))
and by Theorem 15 the graph G is

(
e, `N

N3

e3 , f
)

-fractionally depth robust

except with probability o(1/N) for some poly-logarithmic term `N .
Assuming that G is ancestrally robust and fractionally depth robust we can

apply Theorem 4 to conclude that for any dynamic pebbling strategy, except
with negligible probability exp

(
−Ω(N)

)
, we will either have

∣∣{i : |Pi|≥ e}
∣∣ =

Ω(N) rounds where the space usage exceeds e, or incur cumulative pebbling
cost penalty at least

Ω

min

{
N1/2−ε · `N

N3

e3
·N,N3/2−εN

} = Ω

(
min

{
N4.5−ε−3β · `N , N2.5−ε

})
.

Since β > 2/3, it follows that Ω
(
min

{
N4.5−ε−3β , N2.5−ε

})
= Ω

(
N4.5−ε−3β

)
.

Thus, the cumulative complexity penalty is at least Ω(`NN4.5−ε−3β). By union-
bounds we can conclude that, except with probability o(1/N), G is both

(
cN1/2−ε, c′N3/2−ε, f

)
-

ancestrally robust and
(
e, `N

N3

e3 , f
)

-fractionally depth robust. Similarly, the fail-
ure probability for Theorem 4 is at most exp

(
−Ω(N)

)
. Finally, we can remove

the polylog factors from the fractional depth-robustness of Argon2i by replacing
ε with some ε′ < ε, which differs by any small constant.

Proof of Theorem 14. From Theorem 7, we see that the sustained space param-
eter is Ω(we) with e = Nβ . The cumulative complexity parameter is (up to
at most log factors) N min

{
a′d,C/a

}
, where a′ = N1/2−ε, d = N3−3β , and

C = N3/2−ε. With these parameters, we do not achieve a good bound. Re-
call, though, that if G is (a′, C, f)-ancestrally robust, then it is also (a,C, f)-
ancestrally robust for a < a′. Let a = Nα−ε for some 0 < α < 1/2. Then our
cumulative memory complexity penalty (up to log factors of N and factors of w)
is min

{
N4+α−ε−3β , N2.5−α

}
. Then the best assignment is for α = 3/2−ε−3β

2 .
Since α < 1/2, this is valid for β ≤ 5/6 − ε/3. Thus, the CC penalty is
Ω̃ (Nad) = Ω̃

(
N4−3β−α−ε

)
= Ω̃

(
N3.25−3β/2−ε/2

)
as long as 0 < ε, α, β < 1,

α < 1/2− ε, and β ≤ 5/6− ε/3. As in the proof of Theorem 13, we can without
loss of generality remove the log factors in this bound by adjust ε to be slightly
smaller.

J Comparing the Overhead for DEGSample with [BH22]

DEGSample achieves the best known sustained space/cumulative complexity in
the dynamic pebbling model, matching the theoretical construction of [BH22],



74 Jeremiah Blocki and Blake Holman

which we will call STSample — see Corollary 1. In this section we compare the
overhead of both constructions and argue that overhead for STSample is at least
1, 000 times higher.

The primary static subgraph of STSample satisfies an expensive combina-
torial property called “ST-Robustness” introduced in [BCLS22]. A DAG G is
c-maximally ST-robust if there are disjoint sets of nodes I (inputs) and O (out-
puts) of size |I|= |O|= n such that for every subset S ⊆ V (G) of |S|≤ cn nodes
that we could delete from G the graph G−S contains a subgraph H containing
at least |I ∩ V (G)|≥ n − |S| input nodes, at least |O ∩ V (G)|≥ n − |S| output
nodes and for every pair s ∈ I ∩ V (H) and t ∈ O ∩ V (H) the graph H contains
a directed path from s to t. If c = 1 then the graph is said to be maximally ST-
robust. We note that the STSample construction of [BH22] relies on a maximally
ST-robust graph with c = 1. Blocki et al. [BCLS22] provided the only known
construction STN of a maximally ST-Robust graph with N input nodes and N
output nodes, constant indegree and at most O(N) nodes overall. However, the
hidden constants are quite large as their construction relies on numerous copies
of combinatorial objects such as superconcentrators[Pip77] and a family {HN}
of (e = cN, d = N2/3)-depth robust graph with constant indegree constructed
by [Sch83]. By contrast, DEGSample only uses a single copy of HN and this is
the only component in the construction that is even moderately expensive.

We will compare DEGSample and STSample by lower bounding the num-
ber of copies of HN that are required. The construction of [BCLS22] relies on a
gadget MN which contains three separate copies of HN — see [BCLS22, Con-
struction 15]. The gadget MN is proven to be c′-maximally ST-robustness with
c′ = 9c/80 where c is the constant from the underyling (e = cN, d = N2/3)-
depth robust graph HN . Finally, Blocki et al. [BCLS22] bootstrap from the
c′-maximally ST-robust MN to obtain a maximally robust graph using d1/c′e
copies of MN — see [BCLS22, Construction 18]. Thus, the total number of copies
of HN is at least 3×

(
80
9c

)
where the constant c comes from the construction of

HN is [Sch83]. While c is not explicitly computed in [Sch83] we can lowerbound
c = 1

8f(1/3) ≥ 0.026 where f(ε) = 2
1−ε log2

(
2

1−ε

)
— see the last line of the

proof of [Sch83, Theorem A] as well as the first Corollary. Thus, [BCLS22, Con-
struction 18] uses at least 1, 025 copies of HN and this is likely a significant
underestimate!
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