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1. Bctyn

Ha nignpuemcreax (HegepxasHux cyb'ektax) y 2026 poui KC3I (Komnnekcha Cucrtema 3axucry
IHdbopmauii) nepexogutb Ha Mogens npodinis besnekn i AsTopusauito 6esneku Cucrem 3axucty (AC3)
BignosigHo po lMoctanosn KMV Ne 712 Big 18 vepsHa 2025 poky.

2. HopmaTtuBHO-npaBoBa bOa3a
(HIMA)

* Nocranosa KMY Ne 712 Big 18.06.2025 («[Mopsigok po3poberts Ta 3aTBepaeHHs npodinis
besnekn...» Ta «[Mopsgok aBTopusauii...» ).

+ 3akoH Ykpaiumn «[Mpo cypoycrpiii i ctatyc cyaais>» |(Ne 1402-VIII sig 02.06.2016).
* 3akoH Ykpaiin «[po 3axuct incdopmauii B iHchopmaLiliHO-KOMYHiKaLiliHUX cucTemax>.
+ 3akoH Ykpaiin «lpo ocHoBHi 3acagu 3abe3neveHHsn Kibepbe3snekn YkpaiHn».

* HopmartueHi pokymentn T3l (HA T3l 3.6-004-21, 3.6-005-21, 3.6-006-24 Towo).

3. OcHoBHI Tnun npodpinie
be3nekn

+ Ba3osuii npodine — 3aTBepaKyeThCa AaminicTpauieto Jepxcnen3ss'szky (Hakasom).

* Tany3sesuii npodinb — po3pobseTLCS rany3eBuM OpraHoM, NorogXyetses 3 Jepxcneu3ss’asky
Ta 3aTBEPLKYETLCS HAKa30M/pilleHHsIM Bi4NOBIL4HOrO OpraHy.

* Uinbosuii npodins 6esnekmn (LLMB) — ingnsigyanbHuii Ans KOHKPETHOT CUCTEMU NiANPUEMCTBA.
Came Ha iioro ocHoBi CTBOPIOETLCSA /MogepHisyeTbes K33l.


https://zakon.rada.gov.ua/laws/show/1402-19

4., dopmMmaT 3aTBepa KeHHsA Ta
NPUAHATTS Ha NIAMNPUEMCTBI

Ons uinsoBoro npodinto Beanekn Ha NigNPUEMCTBI (BNacHUK/poO3NOpsgHUK CMCTEMU) 3aTBEPLIKEHHS
BiAOYBaETLCA BHYTPILWIHIM OpraHi3auiiiHo-po3nopsiag4MM LOKYMEHTOM:

* Hakasom kepiBHuka nignpuemcrtsa (AnpekTopa, reHepajbHOrO 4UPEKTOpa TOLWO).

* ABo pilleHHsAM ynoBHOBaXkeHoro oprany ynpasininis (gns TOB, AT Towo — npotokosnom 360pis
3aCHOBHUKIB/HarnsfoBoOI pagu, SiKLWO Le nepesbadeHo cTaTyTom).

LlinboBnii npodbine po3pobnsieTbest Ha ocHosi 6asosoro (abo ranyseBoro, siKLLO €) 3 ypaxyBaHHAM:
* PesynbTaTiB OLiHKM pU3KKIB.

e OcobnnsocTeil cuctemn.

* HopmaTusrux gokymentis T3l (HJ T3l 3.6-004-21, 3.6-005-21, 3.6-006-24 Towo).

5. [lpouec (kopoTko)

ObcTexxeHHs1 cucTemMun Ta OLIHKA PU3UKIB.
PopmysatHs LINB (cykynHicTb 3axogis 3axucTy).
3aTBepaKeHHsS BHYTPILIHIM HAKa30M KepiBHUKA MignpueMCTBa.

HokymenTyBanHs (nonituka 6esnekun iHdopmauii Towo).

Gk L=

BnpoBag)xeHHs1 3axofiB, OUiHKA BifgNOBILHOCTI.

LinboBuii npocbink He NoTpebye 30BHIlWHLOrO 3aTBEpAXKeHHS [lepKcneuss'sizky ans 38M4yaliHux nignpu-
emcts (Ha BigMmiHy Big basosux/ranysesux). Bit € ocHOBOW0 Anst feknapyBaHHs /aBTopr3auii BiANOBIAHOCTI
CUCTEMMN 3aXUCTY.

6. CTpyKTypa KOHCTPYKTOPCbLKOI

AOKYMeHTaLll

B Vkpaini ctpyktypa Ta "wabnonn" gns umx OKYMEHTIB YiTKO perjiamMeHTOBaHi Aep)KaBHUMU CTaHAap-
tamu (ACTVY). Ockinskun pospobnsitotses IT-npogykTu (mecengxep, VPN, ALLCK), cnig onupatucs Ha
ACTYVY ISO/IEC 15408 (3aranbHi kpuTepii) Ta CTaHAApPTU Ha KOHCTPYKTOPCHKY AOKYMEHTaLjto.

Ocb TnnoBi cTpykTypu (LWabnoHn) ANst KOXKHOTO 3 LUX JOKYMEHTIB:

6.1. 3aBpaHHsa 3 Ge3sneku (Security Target, ST)

Perynioetbes: CTY ISO/IEC 15408-1 ([opaTok B). Lle ronosHuMii JOKYMEHT f/151 KOHKPETHOTO NPOAYKTY
(Hanpuknag, synrc/chat), siKnii NOSAETHCS HA EKCMEPTUIY.

Twnosa cTpykTypa:



Bcryn po 36 (ST Introduction)
* lpeHTudikauis 3asaanns 3 6esnekn Ta O6'ekTa ouintosanus (00).

* Ornsig OO (npusHadeHHsi, OCHOBHI hyHKLT).

. Onuc O6’ekta ouivoBanusa (TOE Description)

* ApxiTekTypa, (i3nyHi Ta NOFiYHI MEXi NPOAYKTY.

. Cepeposuue 6esnekn OO0 (TOE Security Environment)

* Mpunywenns (wopo 6e3nekn cepepoBMLa, A€ NPaLOE NPOAYKT).

* 3arpo3u (wo came Moxe nopyluntu besneky).

* [oniTukn Ge3nekn opraisauii.
Lini 6e3nekn (Security Objectives)

* Llini 6esnekn ans camoro OO (npoaykTy).

* Uini 6e3nekn gns cepegosua (wo mae 3abesneqntn OC abo agminicTpatop).
Bumoru 6e3nekun IT (IT Security Requirements)

* OynkuyionansHi Bumoru besnekn OO (SFR) — came crogn mannsitecst kontponi AC-2, SC-8
TOWO 3 12_%.exXx.

* Bumorn gosipu go 6esneku OO (SAR) (Hanpuknag, pisni EAL).
3sepena cneundikauis 00 (TOE Summary Specification)
* Onuc dyHkuiin 6esnekn OO (sik came NPoOZYKT peanisye KOXHY BUMOTY).
* 3axoau osipu.
O6rpyHTyBaHHs (Rationale)

» [loBeaeHHs TOro, WO BUMOMM NEpPEKPUBatOTL 3arpo3u, a yHKLil BUKOHYIOTL BUMOIH.

6.2. Tpodinb 3axucty (Protection Profile, PP)

Perynioetbcs: ACTY ISO/IEC 15408-1 (Jogmatok A). CTpykTypa malixe igeHTndHa "3agaHHio 3
6esneku ane MNpodinb 3axuCTy NUWETHCA He 151 KOHKPETHOro MPOAYKTY, a AJs KJacy MpoayKTiB
(nanpuknag, "Bumorun o BilicbkoBux mecengxepis").

Twunosa cTpykTypa:

1.

Bcryn go N3 (PP Introduction)

2. Onuc 00 (TOE Description)

3. Cepeposuuwie 6esnekn OO0 (TOE Security Environment)
4.
5
6
7

Llini 6eanekn (Security Objectives)

. Bumornu 6e3nekn IT (IT Security Requirements)
. 3ayBaxkeHHs won0 3actocysanHs (Application Notes) — cneuyudivnuin gns M3 posgin.

. ObrpyntyBanusa (Rationale) (TyT Hemae "3BegeHol cneundikanii 60 Hemae KOHKpPeTHOI peani-

3auii NpoayKTy).



6.3.

TexHiuHi ymou (TVY) Ha nporpamHuii
NPOAYKT

Perynioetbcs: TOCT 2.114-95, COY-H MMM 01.120-090:2005 (gns M3) abo ACTVY-H 1.3:2015. Lle

6a30Buii TEXHIYHUA JOKYMEHT MIANPUEMCTBA, 33 SKUM BUMYCKAETHCS MPOJYKT.

Twunosa ctpyktypa TV:

1. Cdpepa 3acrocysaHHs ([MpusHaueHHs npogyKkTy).

2. HopmartusHi nocunanusa (OCTY, HI T3, skumn Bu kepyBanucs).

3. TexHi4Hi BUMoru:

OcHoBHi napameTpu Ta xapakTepuctukun (yHkuioHan).
Bumorun go HagiiHocTi.

Bumoru fo incpopmauiiiHoi 6esneku (TyT 3a3BuHaii ife nocunanHs Ha Bawe "3aBaaHHs 3
Ge3nekn abo KOPOTKO MEPENiHyOTLCS KIOHOBI BUMOTN).

Bumoru fo nporpamHoi Ta anapaTHoi CyMiCHOCTI (cMCTeMHi BUMOrK).
KomnnekTHicTb.

MapkyBaHHs Ta nakyBaHHs (SIKwo € isnyHi HOCIT 41 KOpobkoBi Bepcii).

4. Bumorn 6e3neku (OxopoHa npaui 415 agMiHICTpaTOpiB/KOPUCTYBaYiB — CTaHAAPTHWA po3gin).

o

Mpasuna npuiimanns (Mopsgok nposefeHHs BuNpobyBaHb: NpUliManbHO-34aBaNbHUX, Nepiogu-

YHUX).

© © N o

6.4.

MeTtoaun koHTposto (BUnNpobyBaHb) (Sk came TecTyeTbCst NPOAYKT i NepeBipsieTbCs Besneka).
TpaHcnopTyBaHHsa Ta 36epiraHHs.
BkasiBkn won0 ekcnayarauii.

FapanTii po3pobHuka (BMpobHMKa).

FanyseBuii npodinb be3snekn (pns
[lep>XaBHUX OpraHis Ta cdep)

Peryntoetsesa: HI T3I 3.6-006-24. Po3pobnsieTbes anst nesHoi chepu (Hanpuknag, eHepretuka, baHku,
CyZoBa Bnaja) Ha ocHoBi 6a3oBoro npodito.

Twunosa cTpykTypa:

1. Beryn:

Meta Ta cdpepa aii npodinto.

MocnnanHs Ha 6asoBmMiA npodisb besnekn.

2. Onuc ranysesux ocobamsocreii:

Cneuundpika 0bpobku iHcbopmauii B ranysi.
CneundiuHi 3arpo3m Ta pusuku.

Bu3sHayeHHs 3auikaBNeHUX CTOPIH.

3. Mepenik 3axofiB 3axucry:

3axoau, Bubpani 3 6azosoro npodinto.



» [opatkosi (nocuneni) 3axoan, HeobXigHi Ans ranysi.
4. HanawrtysaHHus 3axopis (Tailoring):
* 3HayeHHs NapaMeTpiB 3ax0AiB 3axXUCTy, cneyundidHi Ansa ranysi.

* BkasiBku W00 BNpOBag)KEHHS.

6.5. UinboBuii npocpinb 6e3nekn (AN KOHKPETHOI
Aep>XaBHOI iHpopMaLiiHOT cucTemn)
Peryntoetbes: HI T31 3.6-006-24. Pospobnsietbes Ha ocHoBi ranysesoro (abo 6a3oBoro) npodinto ans
KOHKPETHOI CUCTEMMU, 5IKa CTBOPIOETLCS Ta MPOXOAUTbL EKCNEPTU3Y B AEPIKCEKTOPI.
Twnosa cTpykTypa:
1. 3aranbHi BigomocrTi:
* Mpu3Hadennsi Ta mexi incopmauiiinoi cucremu (I1C).
» XapakTtepuctuka obpobsitoBaHol iHopMaLii Ta KPUTUHHOCTI NPOLECIB.
2. OuiHka pu3ukis:
* Pesynbratn ouinkm pusukis I1C.
* ObrpyHTYyBaHHS HeobXigHOCTI cneuundivHNX 3axoAiB.
3. Cneuundikauin 3axoais 3axucry:

* MNepenik BubpaHux 3axofis 3axucTy (BKIHOYHO 3i 3HAYEHHAMMN BCIX NapaMeTpiB, NPU3HAYeHNX
ans uiei kornkpetroi 1C).

» ObrpyHTyBaHHs BUbpaHux 3axoais (tailoring rationale).
4. OpraHi3auinHi Ta TexHiYHi BUMOru:

* Bumoru po cepenoBuia pyHKLiOHYBaHHS.

* Bumoru po nepcoHany.

Ons nponyktie cTeoptoeTecs TVY. B posgini "3. Texniuni Bumorn" gogaetscsa nyHkT "Bumorn wogo
TEXHIYHOro 3axucty iHopmauii fe BkasyeTbes: "lporpaMHuii KOMMNIEKC Ma€e BIAMNOBIAATH BAMOram
3aBgaHHus 3 be3nekn 365.12345678.001". A Bxe came 3aBaaHHs 3 be3nekn reHepyeTbecs 3 . ex paiinis,
ae fetanbHo posnucytotbest Bei konTponu (AC, SC, AU Towo), maTpuui goctyny i kpunTorpadis.

7. 3aBpaHHA 3 be3nekn ANS
I T-npoaykTIB

Huxu4e HaBegeHo cTpykTypy 3aBaaHb 3 besnekn (Security Targets) anst po3spobneHnx npogyKTis, 3rigHo
3 ranysesumu npodinamm L2.



7.1. 3aBpaHHs 3 6e3nekun gns ERP/1
KomyHikaTop

Mpu3nayvenHs: 3abesneyerHst KOHIAEHUIAHOCTI, LiNICHOCTI NOBILOMIEHb Ta YNpaBiHHS CeCisiMu B
MeceHgxepi 3 nigTpumkoto E2EE, ecbemepHnx noBigomieHb Ta 3axucTy NyLw-noBifoOMIIEHb.
MogaynbHa cTpyktypa npodinto:

* synrc/chat (apo mecenpxxepa): Hackpizne wudpysanis (SC-8), wudpysanHs ictopii Ha
npuctpoi (SC-28), kepyBaHHs napanensHumn cecismu (AC-10), echemepHi/3HnKato4i NoBigOMAEHHS
(MP-6), 6iometpuyna asrenTudikauis (IA-5) Ta 3axuct mobinsHux npuctpois (AC-19).

+ synrc/ldap (Cnyx0a katanoris): |lgentudikauis kopucrtysadis (IA-2, I1A-4), kepyBaHHsa gocTy-
nom go katasnory (AC-2, AC-3, AC-6) Ta peectpauis nogii (AU-2).

* synrc/ns (Cepsep imen): Besnedne pospistens imen DNSSEC (SC-20, SC-21, SC-22), 3axuct
i DoS (SC-5) Ta 3axuct mex mepexi (SC-7).

+ synrc/ca (PKI indpactpykrypa): IHdpacTpykTypa Bigkputux katouis (SC-17, SC-12), undposi
nignucy Ta mitkn Yacy TSP (AU-10), anapathe Bukonanusi 8 HSM (SC-49, SC-51, IA-7).

* synrc/kvs (CxoBuwe Key-Value): 3axuct iHdopmauii y cTani cnokoto (SC-28), pesepshe
konitosatHsi (CP-9) Ta aygut Tpansakuii (AU-2).

7.2. 3aBpaHHs 3 6e3snekn ana ERP/1 JokymeHTu
Mpu3sHadvenHs: 3abesnederHHs KOHMIAEHUIHOCTI, LiNICHOCTI Ta rapaHTOBaHO! AOCTaBKW NOBIAOMIEHD
(MHS X.420 / STANAG 4406) 3 nigrpumkoto rpudpysantsi, S/MIME Ta HecnpoctoBHOCTI.
MDyHKUiOHAMIbHI BUMOrN Ta KOMMOHEHTU:

+ 3axuct nepepadyi Ta E2EE: KondigeHuiiinicts nepegayi yepes CMS / S/MIME (SC-8) Ta
windbpyBaHHs NKUCTiB y cTaHi cnokoto (SC-28).

* M'pudbyBanHs Ta aTpubyTn 6e3nekn: MapkysaHHs cyb'extia/ob'extie (AC-16) Ta noHMXeEHHs
rpudy TaemHocti (MP-8).

* Hecnpoctoshicts Ta ELLM: [okasu noxomxeHHs Ta pgoctasku nosigomnens (AU-10).
» Cysopa asTteHTudikauis: Migrpumka cmapt-kaptok Ta PKI Credentials (IA-2, 1A-5).

* Mexaniam koutponto pgocryny (ABAC): Reference Monitor (AC-25) Ta nepeeipka nositnk
poctyny (AC-3).

* BisHec-npouecn ta mapwpytusauis (BPMN): Vnpaeninusa notokamn 3a BPMN (AC-4),
obmexertst 3miHn cxem (CM-5) Ta norysaHHs Tpansuuiii ctanis (AU-12).

7.3. 3aBpaHHs 3 be3neku gna ERP/1 VPN CA
PKI

Mpu3HavenHns: 3abesnedvenns besnekn VPN-npogykTis (tunctl) Ta komnnekcHoi iHdpacTpykTypu
BigkpuToro kntoda (CA, OCSP, TSP, LDAP).
PyHKUiOHa/IbHI BUMOrN Ta KOMMOHEHTM:

* VPN Ta mepexesuit aoctyn: LLindpysanHs TyHenis, MoxansictTs npumycosoro pospusy (AC-
17), zabopona Split Tunneling (SC-7), po3spus HeaktusHux ceciii (SC-10) Ta saxuct nicns
BcTaHoBneHHs (SC-23).



* Indppactpykrypa PKI: Bunyck/Bigknnkanus ceptudpikatis (SC-17), npotokoan CMP/EST (SC-
12), aBrenTudikauis mTLS (IA-5), sukopuctanis HSM gna CA/OCSP/TSP (SC-49, SC-51,
IAT).

» Karanor ta lgentudikauis: Migtpumka MFA, keanicikosaHux ceptucpikatis Ta EUDI Wallet
(IA-2), ynpaeninns LDAP (IA-4, AC-2, AC-3).

* Kpunrorpadiynuii 3axuct: 3axuct ganux 8 pyci (SC-8) Ta 6a3 gaHux kaTanoris y CTaHi Crokoto
(SC-28).

8. lepapxia npodinis besnekn

BignosigHo go [3akony Vkpaitu «Tlpo cygoyctpiii i ctatyc cygais», ctattsa 17 «Cucrema cygoycTpotos:
1. CypoycTpiii bygyeTbca 3a NpuHLMNaMN TEPUTOPIANLHOCTI, crewianisayii Ta iIHCTaHUIAHOCTI.
2. HaiiBuwum cygom y cuctemi cypoyctpoto € Bepxoshuii Cyg.
3. Cucremy cygoyctpoto cknagatoTs: 1) micuesi cyau; 2) anensuiiini cygu; 3) Bepxosruii Cya.
Ha 6asi uboro Br3HaveHo TakcoHOMIto npodinie besnekn 3a signosigHummu OID:
+ 1.2.804.3.1.2.1 — basoswii npodinb besnekn (L1)
+ 1.2.804.3.1.2.2 — lanyzeenii npodins besnekn (L2)
+ 1.2.804.3.1.2.3 — Linbosuii npocpinb 6e3nekn suwnx cyais (L3)
— 1.2.804.3.1.2.3.1 — Besnuka ManaTta BepxosHoro Cyay

1.2.804.3.1.2.3.2 — Kacauiiihnii agmiHiCTpaTuBHUIA Cyq,

1.2.804.3.1.2.3.3 — Kacauiiituii rocnogapcokuii cyg

1.2.804.3.1.2.3.4 — KacauiiiHnii KpuMiHaneHWii cyg,

1.2.804.3.1.2.3.5 — KacauiitHuii unBinbHWMii cyg,

+ 1.2.804.3.1.2.4 — LlinsoBnii npodink besnekn suwmx cneuianizosannx cygis (L3)

1.2.804.3.1.2.4.1 — Buwnii cya 3 nuTaHb iHTENEKTYaNbHOI BNIACHOCTI

1.2.804.3.1.2.4.2 — Buwuii aHTUKOpynuiliHniA cyn

1.2.804.3.1.2.4.3 — Cneuiani3oBaHunii OKPYy>XHWA agMiHICTPaTUBHUI Cya

1.2.804.3.1.2.4.4 — CneujanizoBaHuii anensiuiiHuii agMiHiCTpaTUBHWIA cyq

+ 1.2.804.3.1.2.5 — Linvosnii npodins cyais (L3)
— 1.2.804.3.1.2.5.1 — Uinboenii npodine besnekn micuesux cygis (L4)
— 1.2.804.3.1.2.5.2 — Llinboenii npodinb besnek anensuiinux cygis (L4)

+ 1.2.804.3.1.2.6 — LlinsoBuii npocpinb besnekn opranis Ta yctaHoB y cuctemi npasocyans (L3)
— 1.2.804.3.1.2.6.1 — ACA (L4)

1.2.804.3.1.2.6.2 — TV ACA, ponomixHi ycraHosu (L4)

1.2.804.3.1.2.6.3 — Paga cyagis Vkpainu (L4)

1.2.804.3.1.2.6.4 — BPI (L4)

1.2.804.3.1.2.6.5 — BKKCY (L4)

1.2.804.3.1.2.6.6 — HaujonanbHa wkona cyagis Vkpaitn (L4)


https://zakon.rada.gov.ua/laws/show/1402-19

~ 1.2.804.3.1.2.6.7 — P[] Ta TPME (L4)
— 1.2.804.3.1.2.6.8 — Cnyxba cygosoi oxoporu (L4)

Akwo y Bac gepkasHa cuctema, 06'ekt Kll 4m cneuyucbivna ranyss — nopsiiok Moxe BifpisHATUCS
(norogenHs /3aTBepoxents 3 [epxcnen3s'ssky abo ranysesnm opraHom). Pekomenayto 3BepHyTUCS
no sigainy T3l abo cneuianizoBaHol opraHisauil 415 KOHKPETHOT CUCTEMMU.

9. [anyseBuii Nnpodisib be3nekwn
(L2)

Ueii npodinb poswmptoe 6azsosuit (L1) gogaTkoBumu BUMOramu, siki aganToBaHo Ans cneuudikm
Cy4acHux MobisibHMX NMpUCTPOIB, baraTodakTOpHO! aBTeHTUIKaLiT Ta BUKOPUCTAHHS cepTUdikoBaHUX
anapaTHux 3acobis kpuntorpadiyHoro saxucry (K3lI).

MotuBauin Bnbopy 40[aTKOBUX 3ax04iB 3aXUCTY:
1. CyuqacHi mobinbHi ekocuctemn (Apple iPhone, Face ID, Passkeys):

e TA-5(12), IA-5(17): 3abe3neyenHsi HagiiiHOCTi BioMmeTpukyn Ta 3axucT Big cnyditry (ysara
no ekpata Face ID).

* IA-2(12): Nigtpumka PIV Credentials Ta TexHonorii Passkeys (FIDO2) ansi 6esnaponbHoro
AOCTYy.

* AC-7(2), AC-19(4): BignosigHictb nonitukam MDM (obmexeHHst ans 3acekpedeHoi iHdop-
MaLii, CTUPaHHS NPUCTPOLO MICNs HeBAANMX Cnpob Bxoady).

2. Anapartni kpuntorpadiuxi mogyni (IIT Caiicpep, Astop MK K3I, HSM):

e TA-5(11), TA-5(15): lNigTpumka anapaTHUX TOKEHIB Ta BUKOPUCTAHHS BUKIIOYHO cepTudi-
KOBaHUX YNOBHOBa)KEHUM OPraHOM MPOAYKTIB.

e TA-7: Crpora aBTeHTUiKaLis CaMOro KpunTorpagiyHoro Mogyns.

* SC-49, SC-51: lNpumycose anapaTHe 3abe3neqeHHs BIKOHaHHS Ta anapaTHWA 3axucT (3ano-
BiraHHs BUTArYBaHHIO KIIOYIB).

* SC-12, SC-17, SC-28(1): KpunTorpadiyHe ynpasaitHa katodamu, PKl-ceptudpikatn ta
LWNPPYBAHHSA JAHWX Y CTaHi CMOKOH.

3. Cyani (poborta Ha HoyTGyKax):

* AC-19(1), AC-19(2): KoHTponb AocTyny Ansi NOPTaTUBHUX Ta MEPCOHANIbLHUX NPUCTPOIB
30epiraHHsa gaHmx.

* MP-6: 3HuweHHs iHdopMmauii Ha Hocisix (nigTpumka Remote Wipe / Activation Lock).
4. BipeokoHdpepeHuii:
* SC-44: EkpanoBaHi kamepm (3axMCT Bif HECAHKLIOHOBAHOIO BifAEOCMNOCTEPEIKEHHS).

* SC-15 (ycnagkoBaHo 3 bazsosoro L1): 3axucTt cnisibHux ob4mcntoBanbHUX NPUCTPOIB Ta
3acobis BK3.

5. EnekTpoHHWIA A,OKYMEHTOODir:

* AU-10, AU-10(5): HecnpocToBHicTb Ta BMKOpUCTaHHsS UudpoOBUX MIZNWUCIB ANst rapaHTil
aBTOPCTBa LOKYMEHTIB.

e SI-7: 3abesneyerHs uinicHOCTI iHbopMauil Ta NPoOrpamMHOro 3abesneqeHHs.



6. CnyxboBa Ta TaemHa incdopmauis (Martepianu cnpas):

e AC-15, AC-16: ABTOMaTN30BaHe MapKyBaHHS JOKYMEHTIB Ta yrnpasJiHHs aTpubyTamn bes-
nekn (Classification & Labeling).

* MP-8(4): besneyHe 3HmxeHHsi KaTeropil besneku gns Taemuol indopmauii (Downgrading).

* PE-22: MapKyBaHHs KOMMOHEHTIB Ta obnagHaHHA, fe obpobistoTbCs 3acekpeyeHi AaHi.



10. Knacwu (cimelicTBa) 3axofis

3axXUCTy

Vi 3axogu 3axucty indopmauii 8 K33l 3rpynosai y Bignosigri knacu (cimelictsa), siki 0xon0Th

pi3Hi

acnekTu iHdopmaLiiiHoi besneku:

AC (Ynpasninnua goctynom): Lleli knac 3ocepefxyeTbcsi Ha obmexxeHHi gocTyny Ao iHdop-
MaLiiHNX CUCTeM, pecypciB Ta PyHKUili fnle A aBTOPU30OBAHUX KOPUCTYBadiB, nporpam i
NpUCTPOIB.

AT (OG6i3HanicTb Ta HaBuaHHA): Lleii knac cnpsiMoBaHmii Ha 3abe3nedeHHs HaEXHOroO PiBHS
3HaHb NEepCcoHany WOoAO 3arpo3 iHdopmMauiiiHii besneui Ta ixHix 0boB'A3kiB y uili cdepi.

AU (Ayaut 1a nig3sitHictb): Lleii knac 3abesneqye MOX/INBICTb BIACTEXEHHs fiii y cucTemi,
reHepyBaHHs, 3aXMCT Ta aHani3 3anucie ayauTy AJ1s BUSIBIEHHS MOPYLUEHb NOAITUKK De3neku.

CA (OuiHtoBaHHus, aBTOpM3auin Ta moHiTopuHr): Lleii knac pernamenTye npouecu nepesipku
ePeKTUBHOCTI 3aX04iB 3axUCTy, aBTOpM3auii cmcteM Ta X 6e3nepepBHOrO MOHITOPUHTY.

CM (Ynpasninns koHdirypauieto): Lleii knac rapaHTye cTBOpeHHsl Ta nigTpumaHHs 6a30Bux
HaNaWTyBaHb CUCTEMU, @ TAKOXK CTPOruii KOHTPOJIb 33 3MiHAMU B anapaTHOMY Ta NporpaMHOMYy
3abe3neyeHHi.

CP (MnanysaHHs 6e3nepepsHoi poboTu): Lieit knac onucye 3axoamn ans BifHOBNEHHS DYHKLiO-
HyBaHHs iHdbopMaLiiiHOT cucTeMn Ta 3abesnevenHs i besnepebiiiHol poboTn y pasi Hag3BMYaHNX
cnTyauii.

IA (lpenTudikauin Ta asrenTudikayis): Lleii knac signosigae 3a ogHo3HauHe po3nisHaBaHHS
KOpUCTyBa4iB abo NPMCTPOIB Ta NiATBEPAXKEHHS IXHLOT CMPABXXHOCTI Nepes, HafaHHAM JOCTyny A0
cucremu.

IR (PearyBaHHs Ha iHumaeHTn): Lleli knac Bu3Havae npouesypu BUSIBAEHHS, aHaNi3y, Jokaiisauii
Ta YCYHEHHS! HAaCNigKIB iHUMAEHTIB iHhbopMaLiiiHOT be3neku.
MA (TexniuHe obcnyrosyBanHs): Lleli knac peryntoe npouecy nnaHoBOro Ta no3anjaaHoBOro

TEXHIYHOro 0BC/IyroByBaHHSI KOMMOHEHTIB cucTeMu Ans 3anobiraHHs 360siM.

MP (3axwucr Hociis iHdopmauii): Lleii knac cnpsimosanuii Ha be3nedHe 36epiranHs, TpaHcnop-
TYBaHHS, BUKOPUCTAHHSA Ta 3HULLEHHS SK LUNPOBUX, TaK | NanepoBux HOCiiB iHdopmauii.

PE (®Pi3n4Hnin 3axncT Ta 3aXxUCT HaBKONMLWIHBLOrO cepeaoBuwla): Lleii knac oxonntoe 3axo-
AN KOHTposto hiznyHoro gocTtyny fo ob’ekTiB opraHisauil Ta 3axucTy obnafHaHHA Bif 3arpos
HaBKOJIMLLIHBOIrO CEPEOBMLLA.

PL (NnanyBanHs): Lleii knac pernameHTye po3pobky, LOKYMEHTYBaHHS Ta PErysipHE OHOBJIEHHS
NAaHiB 3axXnCTy iHcpopMauil, apxiTekTypmu besnekn Ta NpUBaTHOCTI.

PS (Be3neka nepconany): Lleii knac BCTaHOB/OE BUMOTM 40 NEPEBIPKM, HAJAHHS NOBHOBAXKEHb
Ta 3BiIJIbHEHHSI NepCoHasly 3 MeTOK MIHIMI3aUil pU3mnKiB iHCallAepCbKUX 3arpos.

RA (Ouinka pu3sukis): Leli knac 3abesnedye cucrematuynuii nigxis Ao BUSIBAEHHS, aHanily Ta
pearyBaHHsi Ha pU3MKuK, NoB'sA3aHi 3 0bpobkoto iHdopmaLii Ta YHKLIOHYBaHHSIM CUCTEMU.

SA (NMpupbanus cuctem Ta nocnyr): Lleii knac 3ocepeyetbes Ha iHTerpauii BuMor Geaneku
Ha BCiX eTanax XXUTTEBOrO LUKy po3pobkun Ta 3akynisni I T-npogykTie 4n nocnyr.

SC (3axuct cucrem ta komyHikauii): Lleii knac oxonntoe mexaniamn 3axucty iHdopmadii nig
Yac Ti nepeaayi Mepexxamm 38'A3Ky, KpUNTOrpadpiyHnii 3axXnUCT Ta 301U KPUTUYHUX KOMTOHEHTIB.

SI (UinicHicte cuctemu Ta indopmauii): Leii knac cnpsmosaHuii Ha 3aXUCT CUCTEMU Bif, LWKi-
OJINBOTO KOZY, BUSIBJIEHHS! BPa3anWBOCTeN Ta 3anobiraHHs HECAHKLiOHOBAaHUM 3MiHaM iHdopmaLil.



* SR (YnpaBnivHa pusukamu B naHutory nocradanhs): Lleli knac BctaHoBioe BUMOrn ans
BUSIB/JIEHHSI Ta MiHIMi3aLiT 3arpos, Lo BUHUKaIOTL Yepe3 30BHILWHIX NOCTavyalbHUKIB NPOAYKTIB Ta
nocnyr.

* PM (Ynpasninus nporpamamn): Leli knac BusHayae 3aranbHoopraHisadiiii 3axoan ans ede-
KTUBHOMO YMpaBJliHHA nporpamamMu iHcbopMauiiiHol 6e3nekn Ta NPMBaATHOCTI Ha PiBHI BCbOro
nignpuemMcTBaa.

* PT (O6pobka nepcoHanbHux gaHux Ta npo3sopictsb): Lleli knac dokycyeTbes Ha AOTPUMaHHI
3aKOHOJABCTBA LUIOAO 3aXMCTY MEPCOHANbHUX JAaHUX, OTPUMAHHI 3rogn Ta 3abesnedeHHi npas
cyb'ekTiB paHux.



11. MaTpuusa goctyny Ta posiei

11

(ABAC/RBAC)

.1. CwuctemMHi Ta noacbki poi

R-SYS: Cucremunii npouec (Machine-to-Machine) — Astomatnui cepeicn (OCSP-pecnonaep,
CRL-reHepaTop).
KonTtponi: SC, 1A

R-OPR: Onepatop peectpauii — [paBa Ha reHepauito 3anuTie Ha cepTudikaTu, nepesipky
JOKYMEHTIB NiANNCHUKIB.

KonTponi: AC, IA

R-ADM: ApgmidictpaTtop 0e3neku — [loBHWII KOHTPO/Ib Hag KOHIrypaLi€ld CMCTEM 3aXUCTY,
ane 6es goctyny o bisHec-gaHux.
Kontponi: AC, IA, AU

R-AUD: Ayautop — lNpaBo Ha 4nTaHHs XXypHais nogiii Ta koHdirypauiii (Read-Only).
KonTtponi: AU, AC

2. TloniTukn ynpasniHHA 4OCTYNOM

POL-01: BaratodakTopHa asrenTudikauis (MFA) obos’sizkosa ans R-ADM.
POL-02: R-OPR moxe cTBoptoBaTy 3anuTu siniie B Mexxax cBoei nokaui (Location-based ABAC).

POL-03: Joctyn po cuctem kepyBaHHs kntodamu sumarae 'lMpasuna geox oci6’ (Dual Control /
Split Knowledge).



12. Knacudpikauiis
IHpoOpMaLIMHUX MacuBIB

* D-INT: Cnyxb6oBa iHcopmauiiss — BHyTpiwHi Hakasu, KoHdirypauiiiti daiinm, xypHanu ayguty.
Bnaue: Conf: medium, Int: high, Avail: high
Kontponi: AC, AU, CM

* D-PUB: Ny6ni4nHa indopmauis — [JaHi, poskpuTTs sikux He Hece pusmkie (nybaidni ceptudpi-
katu, CRL, nonitukun LUCK).
Brane: Conf: low, Int: high, Avail: high
KonTponi: SI, CP

* D-BKP: Pe3sepsHi konii (Backups) — CHanwotu 6a3 ganux, obpasu BM, apxisn cygosux
LOKYMEHTIB.
Brane: Conf: high, Int: high, Avail: high
KonTponi: CP, MP, PE, SC

* D-CRT: EnekTtpoHHi cygosi cnpaBu — MaTepianu cygoBux npoBafykKeHb, YXBaiu, PilLeHHS,
foKasn (B T.4. 3 0OMEXeHUM JOCTYNoM).
Brane: Conf: high, Int: high, Avail: high
KonTponi: AC, SC, SI, CP

* D-PII: Nepconanbhi gani — MacnopThi gani, PHOKIIM, agpecu nignucHukis.
Bnaune: Conf: high, Int: high, Avail: medium
KonTtponi: SC, AC, PE, AU

* D-KEY: Kniwouosa indopmauiss — OcobucTi kntoui LICK, cecilini kntoui wudpysaHHs, naposni
aAMiHiCTpaTopiB.
Braune: Conf: high, Int: high, Avail: high
KonTponi: SC, PE, MP, IA



13. AnapaTHe 3abe3ne4yeHHs
(HW Inventory)

13.1. Network

* HW-NET-01: MapwpyTtusatopu Ta komytatopu sigpa
KonTponi: SC, CM, PE

* HW-NET-02: Mixmepexesi ekpann (Firewalls, IDS/IPS)
KonTponi: SC, AU, CM

13.2. Endpoints
* HW-END-01: Poboui cTaHuii onepatopis / agmiHicTtpaTopis
KonTtponi: PE, AC, SI

« HW-END-02: Mob6inbHi npuctpoi
Kontponi: AC, SC, MP

13.3. Kazi
* HW-KZI-01: AnapartHi kpuntomogyni (HSM / Ipspga)
KonTponi: PE, MP, SC, IA

* HW-KZI-02: 3axuweHi Hocii knto4oBoi iHdopmauii (e-Tokenn, Cmapr-kaptu)
KonTtponi: MP, PE, 1A

13.4. Servers
* HW-SRV-01: ®i3nuni cepsepu (On-Premise)
KonTtponi: PE, CP, CM

* HW-SRV-02: BiptyanbHi mawunm / Tinepsizopn
KonTtponi: SC, CM, SI

13.5. Storage

* HW-STG-01: Cucremn 36epiranua pganux (C34, SAN, NAS)
KonTtponi: PE, MP, CP

* HW-STG-02: Crpiukosi 6i6niotekun (Tape Libraries) gnsa ocnaiin 6exanis
KoHTtponi: PE, MP



14. MepexeBa TONoNOrIl Ta
30HYBaHHS

* Z-INT: Buytpiwnsa mepexa — Cepeepu 6a3 gaHux, BHYTpiWHi noptanu, pobodi craHuii onepa-
TOpIB.
KonTtponi: SC, AC, PE

* Z-AIR: I3onboBane cepeposuwe (Air-gapped) — Odnaiin-Byson LICK (Kopenesuii LCK),
di3nyHO BiAKIIOYEHWIi Big Mepex nepefadi AaHUX.
KonTtponi: PE, MP, AC, CM

* Z-DMZ: Oeminitapusosana 3oHa (DMZ) — Cepsepu, goctynti 3 inteprety (Web, OCSP,
CRL endpoints).
KonTtponi: SC, AU, AC

* Z-MGT: Mepexa ynpasninua (OOB Management) — Buginenunii VLAN gns agminictpysa-
Hust (SSH, IPMI) 6e3 npsimoro goctyny 3 iHLWUX Mepex.
KonTponi: 1A, AC, SC, AU



15. KputudHictb
Oi3Hec-npoueciB

* P-AUDIT: JloryBaHHsi Ta MOHITOpPUHr — 3anuc nofiii b6esnekn y LeHTPani30BaHE CXOBULLE
(SIEM).
KpnTtuynicts: high, RTO: 24 rog, RPO: 0 rog
KonTponi: AU, CP

* P-BKP: Pe3sepsHe konitoBaHHs Ta BigHoBNeHHs — [lpouec cTBopeHHs, Bepudikauii Ta besne-
4yHoOro 3bepiraHHs bekanis.
Kputnunicts: critical, RTO: 24 roa, RPO: 0 rog
KouTponi: CP, MP, SI

* P-ISSUE: Bugaua ceptudikatis — [Mpouec 0bpobku CSR Ta dopmysaHHs mignucaHoro cepTu-
cikaTa.
KpuTtuynicts: high, RTO: 4 rog, RPO: 1 rog
KonTtponi: CP, SI

* P-DOC: Enektponuunin gokymentoobir (Cygosi cnpasu) — Ob6pobka, 30epiranHs Ta obir
€JIEKTPOHHUX CYLOBUX LOKYMEHTIB, YXBaJl, pilleHb.
Kputnynicte: high, RTO: 8 rog, RPO: 2 rog
KonTponi: SI, AC, CP, AU

* P-OCSP: ®opmysanHa OCSP-signosigein — Haganus iHdopmauii npo cratyc ceptudikaTa
B peasibHOMYy 4aci.
Kputuynicts: critical, RTO: 0 rog, RPO: 0 rog
KonTponi: CP, SC

* P-ROOT: UepemoHis reHepauii kopeHeBoro knwo4a — PigkicHuii, ane rinepkpntunynnii
ocbnaiiH-npouec.
Kputnynicts: critical, RTO: 72 rog, RPO: 0 rog
KonTponi: PE, AC, PS, AU



16. [lporpamHe 3abe3ne4yeHHs
(Software Inventory)

16.1. Os
* SYS-0S-01: Cepsepni OC (Linux, Windows Server)
KonTponi: CM, SI, AC

* SYS-0S-02: Knientcbki OC (Windows 11)
KonTponi: CM, SI, AC

16.2. App
* SYS-APP-01: Mporpamui komnnekeu LUCK (Caiicep, 11T)
KonTponi: SI, SC, AU, CP

* SYS-APP-02: Cuctemu moHitoputry ta norysavus (SIEM, Zabbix)
KonTtponi: AU, IR

16.3. Infrastructure

* SYS-INF-01: Cucremu pesepsHoro konitosavus (Veeam, Bacula)
KonTponi: CP, CM, SC, AU

16.4. Db
» SYS-DB-01: Pensuinini CYB[, (PostgreSQL, Oracle)
Kontponi: SC, AC, AU, CP

* SYS-DB-02: NoSQL ra kewi (Redis, MongoDB)
KonTponi: SC, AC, AU

16.5. Middleware

* SYS-MW-01: Beb6-cepsepu Ta 6anancysanbhukn (Nginx, HAProxy)
KonTponi: SC, CM, AU

* SYS-MW-02: Cepsicu katanorie (Active Directory, FreelPA)
KonTtponi: 1A, AC, SC



17. TakcoHOMIsa Ta KapTa

17.

PU3UNKIB

1. OnepauiiHi cuctemn

17.1.1 Windows

R-OS-W-01: Bpasnusocrti Active Directory (Advanced) — Ataku Kerberoasting, AS-REP
Roasting, Pass-the-Hash, Golden/Silver Ticket, DCSync, DCShadow.
KonTponi: AC, IA, SC

R-OS-W-02: 3noexusania WMI ta PowerShell — Bukopucranis Windows Management
Instrumentation Ta Fileless-meTogie anst BUKOHaHHS KOAY Ta MEPCUCTEHTHOCTI.
KonTponi: SI, SC, CM

R-OS-W-03: BpasnusocrTi Ha pisHi sgpa (Ring 0) — ExcnnyaTauis BpasnueocTeii CTOPOHHiX
apaiisepis (BYOVD) ans obxogy EDR ta PatchGuard.
KonTtponi: SI, CM

R-OS-W-04: Maninynsiuis mapkepamu goctyny — Token Stealing, maHinynsuisi npusinesmu
(SeDebugPrivilege, SelmpersonatePrivilege) ans eckanauji.
KonTponi: AC, AU

R-OS-W-05: HekopekTtHi go3sonn NTFS / Share — OtpumanHs goctyny go daiinis vepes
nomunku B HanawTysanHsax ACL abo 3annwkosi npasa (Orphaned SIDs).
KonTponi: AC, CM

17.1.2 Linux

17.

R-OS-L-01: NMigsuuwenns npusineis (Kernel & SUID) — EkcnnyaTtauis nokanbHux Bpasau-
Bocteli agpa (Dirty COW, Dirty Pipe), SUID-6iHapHrukis Ta Capabilities.
KonTtponi: AC, SI

R-0S-L-02: Breua 3 konTeiitepis (Container Escape) — lNpopug izonsuii Docker/Kubernetes
depes 3n0BXMBaHHsA npoctopamu imeH (Namespaces), cgroups, abo coketom Docker.
KonTtponi: SC, CM

R-OS-L-03: 3noBxusanua eBPF — Bukopucranus Extended Berkeley Packet Filter gns npu-
XOBAHOIO MOHITOPUHIY Ta MaHINyAaLUil CUCTEMHUMMN BUKJINKAMMU.
KonTponi: AU, SI

R-OS-L-04: In’ekuii amHamiuHux Gidniotek — MNepexonnenns Buknunkie vepes LD PRELOAD
abo mavinynsuis RPATH/RUNPATH gns BukoHaHHS WKignnBeoro kogy.
KonTtponi: SI, CM

R-0OS-L-05: Bpasnusocti PAM — HekopekTHa kondirypauis Pluggable Authentication Modules,
o fo3eonsie obxig asTeHTuUdikauii.
KonTponi: 1A, AC

2. |IHdopacTpykTypa

R-INF-01: Exkcnnyatauis Baseboard Management Controller (BMC) — Komnpowmertaliis
intepcpeiicis IPMI, iDRAC, iLO gns noeHoro koHTposito Hag cepeepom no3a mexamu OC.
KonTtponi: AC, SC



17.

17.

R-INF-02: Bpasnusocti Firmware / UEFI Bootkits — BnposagxeHHs wkigineoro kogy
(Bootkits) Ha piBHi MaTepuHcbkol nnaTu abo KOHTpPONEpiB ANs NepCUCTeHLl.
KonTtponi: SI, SA

R-INF-03: Araku Ha mikpoapxitektypy CPU — Cnekynstusre BukonanHs (Spectre, Meltdown)
Ta MaHINynsuil 3 Kelem A5 eKCTpaKuil KpunToktodiB 3 iHwux BM.
KonTponi: SI, SC

R-INF-04: Araku Cold Boot & Rowhammer — QizuyHnii 3pi3 nam'saTi nicns nepesaBaHTaxe-
Husi (Cold Boot) abo smina biTie nam'siTi cycigHix komipok (Rowhammer).
KonTponi: PE, SI

R-INF-05: Bigmosa guckosux macusis (SAN/NAS) — CnnxpoHHa BigMOBa MHOXXMHU ANCKIB
(Split-brain B knacrepax), kopynuisi MeTagaHux akaoBuUx CUCTEM.
KonTponi: CP, SI

R-INF-06: Enekrpomarnithe sunpomintoBants (TEMPEST) — lMepexonnenHs gaHnx wns-
XOM aHanizy nobivHux enekTpoMarHiTHUX BUNPOMIHIOBaHbL Bij MOHITOpiB abo kabenis.

KonTponi: PE, SC

R-INF-07: BigmoBa iHxeHepHux cucrtem xuttesabesnedennss — CunxponHa sigmosa Kb
(UPS), ansenb-reHepaTopis, cuctem Huinepis abo yCTaHOBOK ra3soBOMO MOXEKOraciHHs.
KonTponi: PE, CP

3. Mepexa

R-NET-01: BGP Hijacking & Route Leaks — ligmita aHoHcis aBToHoMHux cuctem (AS) ans
nepexoruieHHs abo Blackholing Tpadiky.
KonTponi: SC, SI

R-NET-02: Atakn na npotokonm 2-ro pisus (L2) — VLAN Hopping, ARP Spoofing, MAC
Flooding, ataku Ha STP (Spanning Tree Protocol) ans nepexonnenns tpaciky 8 LAN.
KonTtponi: SC, AC

R-NET-03: Bpasnusocrti IPSec / VPN — Atakun na ysrogxenusi IKE, downgrade aTak Ha
anroputmu wudppysatHs, Butik IKE PSK (Pre-Shared Keys).
KonTponi: SC, IA

R-NET-04: Mepexese BucHaxeHHs pecypcis — CknagHi DDoS ataku pisHs gogatkis (Slowloris),
TCP SYN Flood, atakn amnnidikauii yepez DNS, NTP, Memcached.
KonTponi: SC, IR

R-NET-05: Komnpomertauis Wi-Fi indpactpyktypu — Ataku KRACK, PMKID ekcdinbtpa-
uis (WPA2/WPA3), Evil Twin (niapobHi Touku goctyny).
KonTponi: SC, IA

R-NET-06: Bpasnusocti npotokony DNSSEC — Migpobka signosigeii DNS (DNS Spoofing),
obxig sanigauit DNSSEC uepe3s nomunku koHdirypauii 30H.
KonTtponi: SC, SI

R-NET-07: Bigkputi inTepdeiicn ynpasninnus — Ekcnnyatauis spasnusocteii 8 SNMPv1/v2,
Telnet, HeaBTeHTudikoBaHux REST API Ha rpaHnyHomy obnagHaHHi.
KonTponi: CM, AC, SC

4. TlepcoHan

R-PER-01: Spear Phishing & Whaling — LlinsoBuii diwmtr Ha kntoHvosux ocib (agminictpaTtopis
LICK) 3 BrKOpUCTaHHSM BUCOKOKOHTEKCTYaNlbHUX MOBILOMIIEHD.
KonTponi: AT, IR, SI



* R-PER-02: Watering Hole Attacks — KomnpomeTauisi npocinbHux Beb-pecypcis, siki 4acto
BIABIAYE LiNIbOBA ayauTOPpis, Os 3apaXKeHHs TX poboumnx CTaHuii.
KonTponi: SI, AT

* R-PER-03: Incaigepcbkuii cabotax Ta ekcdinbrpauis — Ceigoma wkoga, norivxi 6ombu,
Kpagi>KKka KOMepLiiiHOT TaeMHULI abo NpuBaTHMX KJOYiB aBTOPM30BaHMMM CNiBpobiTHNKaMK.
KonTtponi: PS, AU, AC

* R-PER-04: 3noBxunBaHHs KOrHiTUBHUMN ynepeaxxeHusammn — Metoan npetekctinry (Pretexti-
ng), Baiting Ta Tailgating ans oTpumants disnynoro goctyny go ductux 3o (Clean Rooms).
KonTponi: AT, PE, PS

* R-PER-05: KomnpomeTtauis 06nikosux ganux (Credential Stuffing) — Bukopucranus cnos-
HUKIB Ta BUKpageHux 6a3 naponis, ekcniyaTauisi SIBULLA NOBTOPHOTO BUKOPUCTAHHSI Naposis.
KonTtponi: 1A, AT

17.5. CuHxpoHizauis

* R-SYNC-01: Cran ronnteu (Race Condition) — EkcnnyaTauis HeogHo4acHOCTI focTyny Ao
CMiNBHUX PECYpPCiB, IO LO3BOJISIE HECAHKLIOHOBAHY 3MiHy CTaHy abo obxig nepesipok.
KonTponi: SI, SA

* R-SYNC-02: Time-of-Check to Time-of-Use (TOCTOU) — Maninynsuis ganumun (Hanpu-
knag, ¢aiiJoBMMU NOCUNAHHSAMMI) MiXK MOMEHTOM TX MEPEBIpKM Ta (haKTUYHUM BUKOPUCTAHHAM
CUCTEMOIO.

KonTponi: SI, AC

* R-SYNC-03: Oecunxponisauis vacy (NTP Spoofing) — Migmina signosigeii NTP ans scysy
CUCTEMHOrO Hacy, Lo NpU3BOAUTL 4O Bajifauil npocTpoyeHnx ceptudikaTis abo BiAMOBU aBTEH-
Tndpikauir.

KonTponi: SC, AU, SI

* R-SYNC-04: Split-Brain y knactepax — BTpaTa 38's13ky MiX By3/aMn Knactepa 3 HaCTYMHOIO
He3anexHo Mogudikauiero ganux (NOpyLIEHHsS KOHCUCTEHTHOCTI Bas faHux).
KonTponi: CP, SI

* R-SYNC-05: 3arpumku pennikauii (Replication Lag) — ExcnayaTauis 4acosoro BikHa fo-
cTyny fo 3actapinux gaHux Ha Read-pennikax CYB/] nepep ix oCTaTOYHUM OHOBIEHHSAM.
KonTponi: SI, SC

17.6. Kpuntorpadia ta K3l

17.6.1 1T

* R-KZI-1IT-01: Komnpomertauia NMAK «Tpaga» — Pisndnuii abo norivHuii goctyn go mepe-
»eBoro wudpaTtopa abo KpunToMoaysns.
KonTponi: PE, SC, AC

* R-KZI-11T-02: Ekcrpakuis kntouvis 3 HKI (e-TokeH) — Cnpobu anapaTHoro 34mTyBaHHs
3aKpUTOrO KJIKOYa 33 AOMNOMOrol MIKPOCKOMIB abo XiMi4HOrO TpaBeHHS.
KonTponi: PE, SC

* R-KZI-11T-03: Bpa3snusocti ASN.1 napcepis — lNepenosHeHHsi bydepa abo DoS npu 0bpobui
cneundivHmx abo 3noBmucHux ctpykTyp X.509 ta CMS indpactpykrypoto LICK.
KonTponi: SI, SA



17.6.2 Cipher

* R-KZI-CIP-01: Bpasnusocrti kpuntobioniotek (4 CTY) — Momunkn npu nporpamtiii peani-
3ayii anroputmie (Kanuna, Kynuna), moxnusicts atak Tuny Padding Oracle.
KonTponi: SA, SI

* R-KZI-CIP-02: HepgocrtaTthsa eHntponina F'BY — leHepauis nepegbadyBaHux kito4is vepes npo-
6aemun 3 anapaTtHum abo nporpamHuM resepatopom ncesgosunagkosux ducen (PRNG).
KonTponi: SC

* R-KZI-CIP-03: Brparta abo nepexonnernHus PIN-kogis — Butik aytentudikauiiinux napame-
Tpie agmiHictpaTtopis HSM uepes keiinorepu abo nnede-cepdiHr.
KonTtponi: IA, AT, PE

17.6.3 Author

* R-KZI-AUT-01: ®isuyHa gectpykuis HociiB « ABTop» — BusegeHHs 3 nagy saxuieHmx
cmapt-kapT (CryptoCard) 4epes enektpocTaTuyHi po3psign abo MexaHidHe NOLUKOAKEHHS.
KonTtponi: PE, MP

* R-KZI-AUT-02: Bpasnusocti CCID ppaiiBepis — EkcnnyaTauis gpaiiBepis TOKeHiB A5 eCKa-
naui’ NnpuBiNeiB y xocT-onepauiliHiii cuctemi.
KonTponi: SI, CM

* R-KZI-AUT-03: NMigmina ceciiin PKCS#11 — Araku nocepegHuka (Man-in-the-Middle) Ha
iHTepdpeiic Mix nporpamuum 3abesnedentsm LLCK ta mogynem HSM.
KonTtponi: SC, SI

17.6.4 3aranbHi

* R-CRY-01: Mocr-kBanTosi 3arpo3n (SNDL) — Store Now, Decrypt Later ataku Ha acume-
TPUYHY KpunTorpadito 3 orsiy Ha PO3BUTOK KBaHTOBUX obuucnens (anroputm LLlopa).
Kontponi: SC, RA, SA

* R-CRY-02: Araku ctopoHHimun kasanamwm (Side-Channel) — [udepeHuianshuii ananis enep-
rocnoxusatHs (DPA), TalimiHr-aTaku, eNekTpoMarHiTHI BUMPOMIHIOBAHHS Ha npoueci windpysaH-
Hsl.

KonTponi: SC, PE, SA

* R-CRY-03: Ataku BHeceHHs nomunok (Fault Injection) — Anapathe BHecenHs 36oie (Gli-
tching, Voltage Drop) ans nponycky iHCTpyKLUiii aBTeHTudpikawii abo nepesipkn nignucy.
KonTponi: PE, SI, SC
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