ERP/1: MNMianpnemctBo

ApxiTtektypa LIO/J]

HacTtaHoBM cucTtemMmHoOro apxitekropa
ANs NnpoekTyBaHHsA knacTtepis O/

Bepcis cucremn:
Knacrep:
HAomen:
Heiimcneiicu:
KomnoHeHTn:

[arta Bunycky:

2024.6.15

synrc-control-plane (arm64)

1 (erp.uno)

6 npocTopie (infra, telemetry, security, services, apps, ai)
20 cepsici

04 nunua 2026

2026 © Zen Crypted — Cuctemu EnexktponHoro VpsaysaHHs



3MICT

3MICT

[L lIcTopis BnpoBag)xeHb B opraHax cektopy 0e3neku|

2 Opkectpauisa Erlang-knacrepis y Kubernete

|2.1 Ounamiunnii nowyk Hoa (Peer Discovery)| . . . . . . . . . .. . ... ...
|2.2 [MopTtw Ta gucTpubyuis wepes TLS| . . . . . . . . ... ..
[2.37 Helm 7a Service Mesh (Istio)] . . . . . . . . .. . . .. ...

3 [lloniTnkn IHpacTpyKTYpHOro po3ropTaHHsA

3.1 [lonituka Biptyanizauii (Proxmox VE)| . . . . . . . . ... o
3.2 [loniTuka opkecTpaLji khacTepa (Kubespray)[. . . . . . .. ..
3.3 Tllonituka gocrasku gogatkie (ArgoCD)| . . . . . . . . ...
3.4 Tlonituka kepyBaHHst Helm-giarpamamn| . . . . . . . . . . oL

[3.5 Tonituka kepysannst DNS (synrc/ns). . . . . . . . . . . . ...

3.6 TloniTuka ba3oBux obpasis koHTeiiHepie (Alpine Linux)| . . . . . . ... .. ... ... ... ...

|4  MokomnoneHTHe po3roptaHHsa IKC ta Cnyxb6 ERP/1 yepe3 Helm|

4.1 Tlaketn npuknaguux npogyktis IKC ERP/1| . . . . .. ... ..o
4.2 Taketn iHdpacTpyktypHux cnyxb ERP/1 (SLUB)[. . . . . . . .. ... ... ... .. ... ...
4.3 CneundikaLisi IHPPACTPYKTYPU Ta CEPBICIBl . . . v v v v v v v e et e e e e e e

[4.4 " Ananiz meta-cxemn Kubernetes Ta MiHIMaibHUA Habip o§ eKTiB| ...................
441 Bukopuctanns StatefulSet (STS) ans Mnesia/KVS| . . . . . . .. .. ... ... .. ...

4.4.2  Koudgirypauis HorizontalPodAutoscaler (HPA)| . . . . . .. .. ... ... ... ... ..
4.5 lepapxisi koHirypauii (values.yaml) . . . . ..o
4.6 BignosigHicts penosutopiie GitHub, ArgoCD ta Helm| . . . . . .. . . ... ... ... ... ..

5 Mogenb acunxponHoro ETL-npouecunry 4epr Ha 0a3i KVS|
[5.1 KomnoHeHTu 4epru: Bopkepu, Kypcopu Ta KoHTekcTu| . . . . . . . . . . ... ... ... ...,

|§_.2 Cneundikauis ctpyktyp gavux (Erlang)l . . . . . . ... oo
5.3 Anropntm ETL-UUKAY BOPKEPA| . .« .« .« o o o o o e e

[6  MpakTnyHi keiticn Ta aHani3 sigmos (Post-Mortem)|
6.1 Kevic 1: Bigbutta macosanoi DDoS-atakm Ha Beb-mopTas peectpisl. . . . . . . . . . . . .. ...
0.2 Keiic 2: Posginenns mepexi (Split-Brain) 8 Mnesia knactepi| . . . . . . .. ... ... ... ...

[7__DopaTtok. lHcTpykuis posroptanua Ha Ubuntu 24.04 LTS
E.l Kpok 1. Kondirypauist Ta 3anyck DNS-cepsepa synrc/nsl . . . . . . . .. ... ... ... ... .
|7.2 Kpok 2. HanawTyBaHHs BIETXBHIBaLI,I'I'z Eroxmox YE] ........................
7.3  Kpok 3. Bcranosnennsi Kubernetes 3a gonomoroto Kubesprayl . . . . . . .. ... .. ... ...
7.4 Kpok 4. CteopeHHs Ta obcnyrosyeaHHa Helm-penosutopito| . . . . . . . . . . .. .. ... ...
[7.5 Kpok 5. Hanawtysanns snacHoro Docker Registry] . . . . . . ... ... ... ... .......
@ Kpok 5a. 3bipka obpasis gogatkis Ha 6a3i Alpine Linux (Dockerfile)f . . . . . .. ... ... ...
[7.7 Kpok 6. Hanawtysanus GitOps goctasku qepe3s ArgoCD| . . . . . . . . . . .. . . ... .....

I8 TecrtoBi nuTaHHs Ta 3aBaaHHs|

—

O~N~NOo o1 oo B P OLWOWWWNDN NN -

©O© © O



1

AxoTauis

TexHivnuii 6atonpint LIO.

lcTOpisi BNpoBaa>XeHb B OpraHax ce-
KTOpy Oe3nekwu

KomnoHeHTn Ta apxiTekTypHi pilwenHs naatpopmu « ERP/1» ycniwHo npoiiwan eTanu npoekTyBaHHsI, po3ropTaHHs
Ta TPUBaNOi NPOMMCAOBOI anpobauii y AepxaBHuUX iHopMaLiliHuX CUCTeMax OpraHie cekTopy besnekn Ta obopoHu
VKpaiHu:

2.

EP3 (Egunuii peectp 36poi HauioHansHoi noniyii Vkpain) — BefeHHs A03BiNLHOT cucteMu, 0bAiK LUBINBHOT
36poi, iHTerpauis 3 kabiHeTaMn rpomagsi.

CYC3U3 (Cucrema ynpaeniHHs cunamm Ta 3acobamu umsinbHOro 3axucty [epxasHol ciyxbu Ykpainu 3
HaZ3BNYAHUX CUTYyaLlili) — KOOpAMHALIN YeproBux 3MiH, ONepaTUBHE PEaryBaHHs, MOHITOPUHI pecypCiB.

€IC MBC (€guHa iHdopmaiiina cuctema MinicTepcTBa BHYTpILHIX cnpaB) — iHTerpauiliHa WwuHa Ta obmiH
JaHVMU MK BilOMYUMW PEECTPaMU.

®MN MTP3 (PyHkuioHanbHa NiACUCTEMA MaTepiaibHO-TEXHIYHOTO Ta pecypcHoro 3abesnedvennss MBC) —
aBTOMaTwm3auis norictukn, obaiky TML Ta gep>xaBHOro 3amMoBneHHs.

F'CLU, MBC (lonoBHuii cepsicHuii LeHTp) — oNTUMI3auis vepr, 0bik NOCBIAYEHb BOAiSt Ta TPAHCMOPTHUX
3acobis.

OpkecTtpauisa Erlang-knactepie y Kubern

[ns npomMncnoBoro posropTaHHs Ta aBTOMaTWYHOrO MacliTabyeaHHs (autoscaling) Hog GekeHay B XMapHux Ta
NIOKaNbHNX CEPEefOBNLLAX 3aCTOCOBYETLCS KOHTeliHepu3aLis Ha 6a3i Docker Ta opkectpauisi 8 Kubernetes.

2.1. Awunamivnuin nowyk Hog (Peer Discovery)

Ockinbku Erlang-By3nu BumaratoTb nocTiiiHoT 38'si3HOCTI Anst nobyaosu posnogineHoro knactepa Mnesia, Bukopu-
cToByeTbest bibnioteka libcluster 3 DNS-nowykom yepes headless cepsicu Kubernetes:

config :libcluster ,
topologies: |
k8s erp: [
strategy: Cluster.Strategy.Kubernetes.DNS,
config: |
service: "erp—backend-headless",

]

application _name: "erp"

]
]



2.2. Tloptn Ta ancrtpundyuisa yepes TLS

[Ons Ge3neku posnogineHa B3aemopgin Hog Erlang 3gilicHioeTbes depes wundpposannii TLS-kanan. dna uyboro
HaNALITOBYETLCS reHepaLis cepTudikaTiB A5 KOXHOT HOAW MPU CTapTi KOHTEHepa Ta NMPOKUAAIOTLCSA HACTYMHI
nopTu:

* 4369 — nopt cnyx6u epmd (Erlang Port Mapper Daemon);
* 9100-9115 — piana3oH NopTiB 45 MiXKHOLOBOT AUCTPMDYLT.

2.3. Helm Ta Service Mesh (Istio)

[Ons cnpowerHs posropTanHs pospobneni Helm-giarpamu (Helm Charts), siki mictste onucn StatefulSet ans 6a3
aanux (Mnesia) ta Deployment gns bescraTycosux cepsepis ceciii. Istio Service Mesh inTerpyetbca ans ToHkoro
HanawTyBaHHs Tpadiky (Traffic Splitting), moniToputry 3atpumok (Telemetry) Ta B3aemuoi mTLS asTopusauii
Mi>XK KNIEHTCbKUMU CepBicamum.

3. [loniTnkun iHppacTpyKTYypHOro po3-
ropTaHHs

[ns 3abe3neverHs BUCOKOI AOCTYMHOCTI, NepebadyBaHOCTI Ta aBTOMaTU3aLil oHoBneHb nnaTdopmu «ERP/1»
BMPOBAJPKEHO CYBOPI NOMITUKM po3ropTaHHs Ha 6asi konuenuii GitOps Ta nigxoay «lndpactpykrypa sik kog» (laC).
TexHonoriYHMii CTEK CNPOEKTOBAHMI 33 NPUHLMMNOM MIHIMABHOT KiJIBKOCTI PyXOMUX H4aCTUH Ta MAKCUMasbHOI
aBTOHOMHOCTI.

3.1. TloniTuka BipTyanizauii (Proxmox VE)

Vci obuucntoBansHi pecypcn nnatdopmu posropTtatoTbcst Ha basi rinepsisopa Proxmox VE 3 goTpumaHHsM Takux
BUMOT:

* MinimanicTndHuin osepxegn: BipTyanbHi MalwHM CTBOPIOIOTLCS BUKJIOYHO 3a TexHonorieto Thin Provisi-
oning (LVM-Thin abo ZFS) ans ekOHOMHOro CNOXXWBaHHSI AUCKOBOrO MPOCTOPY Ta MIATPUMKU LUBULKNAX
3HIMKIB.

» DeknapatuBHictb Ta wabnoHu: BnposagxeHo BukopucTaHHs HeaMmiHHux wabnoHis OC Ubuntu LTS 3
nigrpumkoto Cloud-Init gns aBTomaTuyHOro HanawTyBaHHs Mepexi, SSH-kaKO4IB Ta cucTeMHUX napameTpis.

* Pe3sepsyBaHHs Ta mepexi: Hoan kepyBaHHs Ta HOAW JaHUX PO3MOAINAIOTLCS MO Pi3HUX i3UYHUX CepBepax
Proxmox (aHTu-adbiniti nonitukmn). Mepexesa TONosorisi i30/10€THCS 33 ONOMOIOLO BipTyabHUX MOCTIB
(Linux Bridges) Ta VLAN.

3.2. TloniTuka opkecTtpauii knactepa (Kubespray)

CrBopeHHsi, KoHirypyBaHHs Ta oHossieHHst Bepcili Kubernetes-knacTepis BukoHyeTbcst 3a gonomoroto Kubespray:

* MinimanbHuidA Habip nnariHis: BukntoyatoTbes cTOpoHHI xMapHi iHTerpauii. BukopucTtoBytoTbest cTaHgapTHi
KOMIMOHEHTN: containerd sik KOHTEHEPHE CEPeAOBMLLE BUKOHAHHS, iHTerpauis 3 systemd Ta NOKabHi
[NCKOBI CXOBULLIA.



* Kontponb Bepciit: Kondirypauiiini inseHtapi Ansible (hosts.yaml) ta 3minni knactepa (group vars) 36epi-
ratTbCs y ueHTpanbHomy Git-penosuTtopii iHppacTpyKTypu.

* Mepexesi nonituku: Bukopuctosyetbcst Calico CNI 3 aktusosanum NetworkPolicies ans isonauii mikpo-
cepBiciB y mexax npoctopis imen Kubernetes.

3.3. Tlonituka poctasku gopatkis (ArgoCD)

BnposagxxeHo mogens Pull-based GitOps ans ynpasniHHsa cTaHOM JOAATKIB:

* EgnHe pxxepeno ictuHn: MXKogHa 3MmiHa KOHIrypauii 4 Kogy He BHOCUTBLCS B KacTep BPYyYHYy 4Yepes
kubectl. Yci pecypcn Kubernetes geknapytotbes B Git.

* Opeiid kondirypauiin (Configuration Drift): ArgoCD 3pilicHioe besnepepsHuii MOHITOPUHF CTaHy KiacTe-
pa. VY pasi BusieneHHs posbixkHocTeli Mix Git Ta KNacTepoM aBTOMATUYHO iHILIKOETHCA NPOLIEC CUHXPOHI3aLi
(Self-Healing) abo HagcunaeTbes cnosiweHHs.

+ OeknapaTtuBHe kepyBaHH:A AopaTkamu: BukopucrosyeTbcs cTpykTypa pecypcis Tuny Application gns
onucy 38's3ky Mix Git-peno3mTopiem Ta UiSbOBUM NMPOCTOPOM iMEH.

3.4. [lonitnka kepyBaHHsi Helm-giarpamamn

Vci komnoHeHTn nnaTtcopmun nakyroTecs y Helm-giarpamu Ta 36epiratotbcs y npuBaTHOMY penosnTopil:

» Kanenpapte BepcioHyBaHHs (3a npuHumnnom N20): 3amicTb knacndHoro SemVer BUKOPUCTOBYETHCA
dopmaT Bepciii X.Y.Z, ge X — KiJIbKICTb «HOBUX POKiB», $IKi 3yCTPiB MPOAYKT 3 MOMEHTY CTBOPEHHS,
Y — HOoMep Mmicausi penisy, a Z — AeHb penisy abo nopsiakoBMiA HOMep 30ipkn B MexXax LbOro Micsius.
Bukopuctanhs Terie latest 3abopoHeHo.

* JlokanbHe cxoBuwie: Helm-giarpamu 36epiratotscs y BnacHomy saxuwerHomy HTTP/OCI-penosutopii, wo
rapaHTye aBTOHOMHICTb JOCTaBKMN Y 3aKPUTUX KOHTypax be3 goctyny Ao rnobasibHOI Mepexi.

3.5. Monitnka kepyBaHua DNS (synrc/ns)
Hagirauis Ta pe3onsiHr iMeH BcepeanHi iHPPACTPYKTYpy BUKOHYETHCS 3a LOMOMOrOK BIACHOMO JIEFKOBaroro
DNS-cepeepa synrc/ns:

+ AstoHomHicTb: DNS-cepeep Hanucannii Ha Erlang/Elixir, iHTerpyetbcs besnocepeHso B MEpPexXeBUii KOHTYP
Ta npautoe 3 MiHiManbHuM Brukopuctanism RAM (go 20 MB).

» OeknapatusHi 30Hu: Yci 3anucu goMeHHux 3o0H 36epiratotecs y surnsagi JSSON-caiinis y Git-penosuTopii
Ta aBTOMATN4YHO OHOBJIIOIOTLCS npu 3MiHi IP-agpec 4n gogasaHHi HOBMX cepsBiciB.

3.6. [loniTuka 6a3oBux obpasis koHTeliHepiB (Alpine Li-
nux)

3 MeToto MiHiMi3aLii BeKTOpa aTak, EKOHOMIT JUCKOBOrO NPOCTOPY Ta MiABULLEHHS WBUAKOCTI MacwTabyBaHHs
(cold start) Hog y Kubernetes, gns nobygosu Docker-konTelinepis BEAM-gogaTkis i€ nonituka BUKOpUCTaHHS
nerkoBaroro 6asosoro obpasy Alpine Linux (Bepcii alpine:3.20):

* MinimanbHuin 06csar obpasis: Bukopuctanus Alpine Linux 3amicTb noBHOBaXkHUX ANCTPUOYTMBIB Ha KLITanT
Ubuntu Server go3sonsie 3meHwnTn po3mip 6asosoro wapy obpasy 3 ~80 MB go ~5-8 MB.



4.

Be3sneka: Bazoeuii 06pas MiCTUTL MiHIMaNbHY KibKICTb YTUAIT Ta BiGNIOTEK, WO 3HMXKYE BPA3/IMBICTL CMCTE-
mu nepeg, CVE-3arposamu. 3abopoHeHo BCTaHOBNEHHSI KOMMINSITOPIB YN NAKETHUX MeHekepis (Hanpuknag,
apk) y ciHanbHUX NPOgyKTOBMX obpasax.

Cratnyna ninkoska: Yci NIF-6ibniotekn Ha C/Rust, siki 3aBaHTaxytoTbest Erlang-gogatkamu, komnunioto-
Tbest nig 6ibnioteky musl C, Bbygosany B Alpine.

[lokomnoHeHTHe po3ropTaHHsa IKC
Ta Cny6 ERP/1 yepes Helm

[ns 3abe3neyeHHst MOAYNLHOCTI Ta FHYHYKOCTI KEPYBaHHS iHPPACTPYKTYPOLO, KOXKEH MPUKAAAHUA NPOAYKT eKoCU-
ctemun IKC ERP/1 Ta koxHa cknagosa yactuia Cnyx6 GesneuHoro 38’a3ky (SLUB) ERP /1 nocrasnsitoTscs
sk okpemi HesanexHi Helm-giarpamu. e no3sonsie posroptatu nuiwe HeobxigHi MOAYAI 3a71€XHO Bif NPU3HAYEHHS
KOHKPETHOro KOHTYpY (Hanpuknaz, OKPemMo OCBITHili KOHTYp 41 MeAUHHUI CEPBIC).

4.1. Tlaketn npuknagHux npoayktis IKC ERP/1

Vci 10 npuknagHux npoayktis IKC matoTs BnacHi Helm-giarpamu:

lms-education (Ocsita) — aBTOMaTn30BaHe posropTaHHst LMS-cepsicy, cepsiciB niaHyBaHHs 3aHATb Ta
iHTepdpeiicie iHTerpauii 3 €AEBO.

h17-health (3gopos’s)) — MIC-cepsicu, wo nigTpumytots HL7 FHIR API Ta agantepu cunxpoHisauii 3
eHealth.

crm-documents ([dokymeHTn) — cnyxba enekTpoHHOrO [OKYMeHTOObiry Ta cxoBuw, cbaiiis, WO TiCHO
B3aemogie 3 pywiem BPE.

acc-accounting (O6nik) — cepsicn ByxranTepii, po3paxyHKy 3apniaT Ta Kagposoro obiiky 3 NiATPUMKOLO
Mnesia.

wms-warehouse (Cknag) — cnyxba agpecroro 36epiravis TMLL Ta norictuuanux onepauii.
cart-registers (Peectpu) — low-code pywili peectpis, wo MicTuTh iHTepdelicu nigkntodeHHs go Tpembitu.

ai-generation (lcToTHicTb) — cepBic cemaHTU4HOro aHanisy Ta iHdepeHcy nokanbHux LLM 3 nigTpumkoto
npokuganis GPU (NVIDIA CUDA).

olap-analytics (AHanituka) — aHanituine DWH-cxoeuwe Ha 6asi DuckDB/MonetDB.
pm-projects ([Mpoektn) — nokanbHa cucrtema ynpaeniHus 3agadamu (Jira-alternative) ta Wiki-cepsep.

itsm-incidents (Service Desk) — gucneruep iHumgenTis Ta SLA-koHTponep.

4.2. TlakeTtn iHdpacTpykTypHux cnyx6 ERP/1 (SLUB)

Cnyxbn komyHikauiii Ta 6esnekn (SLUB) 3abesneuytots poboTy TpaHCnopTHOro Ta KpuntorpadiyHOro KOHTypy
nnatdopmu:

ns-dns — nerkosaruii nokansHuii DNS-cepeep ansi aBTOHOMHOroO pe30BIiHTY IMEH.

ca-pki — loOKanbHUIi LUEHTP cepTudikauii ans sunycky katodis X.500.



* vpn-wireguard — VPN-wn03 gns 3axmucrty Mi>KHOAOBMX KaHasiB 3B'A3KY.

* ldap-directory — iepapxiyHuii peecTp KOpMCTYBayiB Ta opraHisauiii 3 nigTpumkoro ABAC.

* ias-auth — cnyxba igeHTndikauii, aBTeHTUdikauii Ta nepesipku cratycis ceptudikartis (OCSP).

* chat-messenger — BucokonpogyktusHuin WebSocket 6pokep peansHoro yacy.

* mail-delivery — MOLWITOBMI CepBep AN ACUHXPOHHOIO TPAHCMOPTY OiLifiHOT KOPeCNoHAEH L.

* rest-bpe — REST API wnio3 gns kepyBaHHsi bisHec-npouecamu Ha 6asi pywis BPE.

* abac-clearance — Go-cepBep A/ aBTOpM3aLil, NepeBipku AOMNYCKiB Ta 360py ayAuT-/I0riB AOCTYnYy.
* mach-ivr — cueHapHwii pywiii ctaHis Tenedonii Ta aToiHdopmatopa (IVR).

* bpe-engine — BPMN-pywiii 6isHec-npouecis nnatcopmu.

* kvs-database — BbygoBaHe cxoBue gaHux Ha 6asi CYB/ KVS.

* nitro-portal — Beb-nopTan peHAepUHry iHTepdeiiciB.

* n2o-server — WebSocket-cepsep gogpatkis.

» faiss-search — BeKTOpHWIT NOWYKOBWIA PyLili AN iHTENEKTYaNbHUX CEPBICIB LUTYYHOTO iHTENEKTY.
* prometheus — 30ip Ta 30epexeHHs1 4aCOBUX PsIAIB METPUK LOAATKIB.

* grafana — Bi3yanisauis meTpuk Ta nobygosa onepaTuBHUX JALOOPAIB MOHITOPUHTY.

* otel-collector — OpenTelemetry wnto3 36opy yHichikoBaHMX METPMK, JIOTIB Ta TpacyBaHb.

4.3. Cneuudpikauisi iHppaCcTpyKTypu Ta cepBiciB

Onsi koopauHauil MikpocepBiciB NpuBeLeMo MOBHY crieuundikauilo NopTiB, MPOTOKOIB Ta TUNy 30epeXKeHHst CTaHy
(statefulness) komnoHenTis nnatdbopmun (Taba. [1).

4.4. AuHani3z meta-cxemun Kubernetes Ta miHiManbHW Ha-
. y .
Oip 00’eKTIB

[ns 3abesnedeHHs xutTesoro uukny nnatgopmu B Kubernetes BukopnctoByeTscst cTporo obmexxeHnii MiHiManbHWid
Habip 0b6'ekTiB MeTa-cxemm API. Lleii MiHIMYyM € onTuMasbHUM 415t i30/1bOBAHUX KOHTYPIB | CKNAJAETLCS 3:

* Namespace — i3onsiyis pecypcis nnatcopmu.

» ConfigMap 1a Secret — peknapaTtusHe koHirypyBaHHs Ta 36epexeHHst kito4is/cepTudikaTis.

* Service — noriyHa mapupyTn3auis Tpadiky Ta BHYTpiwHiA DNS-pesonsinr.

* Ingress — 30BHiWHIli gocTyn no BebuHTepdeiicie Yepes Ingress-koHTponep.

* Deployment — posropraHns Stateless-mikpocepsicis.

+ StatefulSet (STS) — ynpasninusa Stateful-nogamu CYB/[], Ta cuctem MoHiTopuHry.

* PersistentVolumeClaim (PVC) — guHamiuHe BugineHHs AMCKOBOro MpocTopy.

* HorizontalPodAutoscaler (HPA) — guHamiyHe macliTabyBaHHS MOAIB Mif, HABAHTaXKEHHSIM.



KomnonenT Namespace | MpusnaseHns Mopt | Cran
IHdbpacTpykTypHi cnyxbmn
ns-nameserver core DNS-cepeep possony imeH 53:8101 €
vpn-wireguard core VPN-wnto3 Mi>kHoBoBOro 3B's13Ky 51820:8102 €
ca-authority security Jlokanbhuii PKI Ta Bunyck kntodis 8201 €
ldap-directory security ABAC-gupekTopis Kopuctyeadis 389:8202 €
abac-clearance security MaHgaTtu Ta ayguT norie gocrtyny 8203 €
ias-authorization | security ABTeHTuUdikaLis KOpUCTyBadis 8204 €
kvs-database database Posnoginene cxosnwe KVS 8301 (S
bpe-workflow database Pywiin npouecis BPMN 8302 €
rest-openapi web BPE REST API wnto3 8303 Hema
mach-ivr web Tenecbonis Ta  aBToiHcbopmaTop | 8509 Hema
(IVR)
nitro-portal web Beb-inTepdpeiic penaeputry (nitro) 8510 Hema
n2o-server web WebSocket-cepeep gogaTtkis (n20) 8511 Hema
prometheus telemetry | MoniTopuHr Ta 36ip MeTpuk 8401 €
grafana telemetry Bisyanizauis Ta gawbopan metpuk 8402 Hema
open-telemetry telemetry | OpenTelemetry wnto3s 36opy OTLP 8404:8405:8406 | Hema
MpuknagHi incbopmauiiHo-komyHikauiinni cuctemn (IKC)
cart-registers erp Low-code pywiin gepxasHux peectpis | 8501 (S
hl7-health erp MIC-cepsicn Ta FHIR API (eHealth) | 8502 €
crm-documents erp EnekTpoHHuii foKyMeHTOOBIr 8503 €
acc-accounting erp Byxrantepcbknii Ta kagposuii obnik | 8504 €
wms-warehouse erp Cknag agpecHoro 36epiranis TML, 8505 €
lms-education erp LMS-cepsicu Ta inTerpauis 3 €JE- | 8506 €
BO
chat-messenger erp WebSocket bpokep peanbHoro dacy 8507 €
mail-delivery erp MowToBuiA cepsep TpaHcmopTy 8508 €
olap-analytics erp DuckDB/MonetDB cxoBuue 8512 €
itsm-incidents erp Ouncnetyep iHungenTie Ta SLA 8513 €
pm-projects erp VYnpaBniHHa 3agadvamu Ta amMctamu 8514 €
Cepsicu wryyHoro intenekty (Al & GPU)
ai-generation ai Incbeperc LLM 8601 Hema
faiss-search ai BekTopHuii nowyk Ta LLI-cepsicn 8602 Hema

Tabn. 1: Cneundpikauis iHppacTpyKTypu Ta TUMIB PO3rOpTaHHS KOMMOHEHTIB

4.4.1. BwukopuctanHsa StatefulSet (STS) ana Mnesia/KVS

Ona posnoginenoi CYB/1 Mnesia ta KVS Bkpaii Baxxnuso 3bepiratu ctabinbHuil Mepexesuii igeHTudikatop xocra
Npw nepesanycky Ta cTabinbHuUli 38'A30K 3 ioro guckoBum cxosuwem. StatefulSet rapanTye yHikasbHi iMeHa Hog
(kvs-database-0, kvs-database-1) Ta iX NoCNifOBHMI 3aMycK i 3ynuHKY, o 3anobirae BUHUKHEHHIO aBapiliHux
ctanis Split-Brain.

4.4.2. Kondirypauis HorizontalPodAutoscaler (HPA)

[na amopTu3auii piskux cTpnbKiB KOPUCTYBaLbKOI aKTUBHOCTI Ha piBHi BebnopTanis 3actocoByeTbcss HPA. Huxxue
HaBEAEHO MiHIMaNbHUIA NPUKAAA HaNaWTyBaHHS aBTO-MaclTabyBaHHs Ans cepeicy crm-documents Ha basi
BukopuctanHs CPU:

apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: crm—documents—hpa
namespace: erp
spec:



scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: crm—-documents
minReplicas: 2
maxReplicas: 10
metrics:
— type: Resource
resource:
name: cpu
target:
type: Utilization
averageUtilization: 75

4.5. lepapxis koHdirypauii (values.yaml)

[ns cnpolueHHs afiMiHICTpyBaHHS BUKOPUCTOBYETbCA napagurma Umbrella-chart, sikuii 06'eanye BCi nigkoMnoHeHTH
yepes 3anexHocTi. [pruknag HanawTyBaHHs daiiny values.yaml:

global:
domain: erp.uno
environment: production
tls:
enabled: true
secretName: erp-tls—cert

crm—documents:
enabled: true
replicaCount: 2
resources:

limits:
cpu: 1000m
memory: 2Gi
bpe:
engine: enabled
ca—pki:
enabled: true
storage:
size: 10Gi

storageClass: local —path

4.6. BiagnosigHictb peno3sutopiiB GitHub, ArgoCD Ta
Helm

[ns 3abesnederHs nposopocTi aBToMmaTmsosaHol goctaeku GitOps-npouecom ArgoCD, Huxue HasegeHo Tabanuto
BignosigHocTi BuxigHux GitHub-penosutopiie kopy fopatkie Ta Hase BignosigHux ArgoCD-gopatkie / Helm-
KOMMOHEHTIB:



GitHub penosuropiii Dopatok ArgoCD / Helm-komnonent
synrc/ns ns-dns
synrc/ca ca-pki
zencrypted/vpn vpn-wireguard
synrc/ldap ldap-directory
zencrypted/ias ias-auth
synrc/chat chat-messenger
erpuno/mail mail-delivery
synrc/rest rest-bpe
zencrypted/clearance | abac-clearance
synrc/mach mach-ivr
synrc/bpe bpe-engine
synrc/kvs kvs-database
synrc/nitro nitro-portal
synrc/n2o n2o-server
synrc/faiss faiss-search
prom/prometheus prometheus
grafana/grafana grafana
otel/otel-collector otel-collector
erpuno/edu Ims-education
erpuno/health hl7-health
erpuno/crm crm-documents
erpuno/acc acc-accounting
erpuno/warehouse wms-warehouse
erpuno/cart cart-registers
erpuno/ai ai-generation
erpuno/olap olap-analytics
erpuno/pm pm-projects
erpuno/itsm itsm-incidents

Tabn. 2: Tabnuus signosigHocTi peno3mTopiie Ta komnoxeHTie GitOps

5. Moagenb acuHxpoHHoro ETL-npouecunHry
yepr Ha 6a3i KVS

V' BUCOKOHABAaHTaXKEHNX JEPXKAaBHWX CMCTeMax TpaH3akuiiiHa obpobka peansHoro uvacy (OLTP) eigokpemnena
Bi4 aHaniTu4Hoi 0bpobku Ta nobygosu 3sitie (OLAP). [ns usoro B apxitektypi ERP/1 peanizosaHo mogenb
acunxpoHHoro ETL (Extract, Transform, Load) npouecunry TpaHsakuiiiHnx norig Ha 0asi depr BOygoBaHoro
cxosuwa KVS.

5.1. KomnoHeHTn 4yeprun: Bopkepu, Kypcopn Tta KoH-
TEKCTWU

Mpouec acnHxpoHHOT 0BpobKM Ba3yeETHCS HA TPLOX CYTHOCTSX:
* AcnHxpoHHunii Bopkep — izonsoBaHuii BEAM-npouec, o BUKOHYE LukaidHy 0bpobKy noBigOMEHb Y Yepsi.

» Kypcop (Cursor) — zanuc y cxoeuwi KVS, sikuii ikcye igeHTndikaTop ocTaHHbOI ycnilwHo obpobneHoi
TpaH3aKuii 415 KOHKpPEeTHOro Bopkepa. Lle 3abe3neyye cemaHTWKy [OCTaBKM <«LOHAiMEHLIE OAMH Pasy
(At-least-once).

* KonTtekcr (Context) — cTpykTypa faHux Bopkepa, o 30epirae napameTpu 3'egHaHHs 3 yinsosoto B/,



CeCiiini kntodi, nimitu naketie (batch size) Ta notouHuii crat.

5.2. Cneuudpikauis cTpykTyp pgaHux (Erlang)

Mogent 4epr Ta Kypcopis onucyetbcst Takumu Erlang-sanucamu:

—record (kvs _cursor, {

id,
last _read id,
updated at

})-

—record (etl context, {
worker id,
stream _id,
cursor ,
batch size = 100,
target db,
transform _fun

1)

5.3. Anroputm ETL-unkny Bopkepa

ACI/IHXPOHHI/IM BOKEP NMpauUro€ 3a TakKnm LI,I/IKJ'Ii‘-IHI/IM AJITOPUTMOM!

1. Extract (BunyuenHs) — Bopkep 34uTye yeprosy nopuito 3anucis 3 KVS-cTpimy, nounHatoum 3 nosuyii
last_read_id, 36epexeHol B Kypcopi.

2. Transform (Tpaxccopmauis) — otpumani cupi 6iHapHi gani poskogosytotscs 3 ASN.1 DER, nepesipsitoTbes
Ha wyinichicTs (nignuc KEM) Ta npueogsaTthes fo pensiyiiiHoro abo CTOBNHYUKOBOrO BUTNSAY.

3. Load (3aBaHTaxeHHsn) — TpaHcopMoBaHuii nakeT 3anucyetbes B aHanitnide OLAP-cxosnwe (DuckDB)
yepes weugki NIF-noptu. Micna ycniwHoro 3anucy kypcop Bopkepa oHoetoeTbes B KVS B Mexkax ogHiel
TpaH3aku;ii.

Mpuknag miHimansHoi peanizauii ETL-uukny na Erlang:
—module(etl worker).

—export ([ process loop/1]).

process loop(Context) —>

Cursor = Context#etl context.cursor,
Lastld = Cursorf#tkvs cursor.last read id,
Streamld = Context#etl context.stream_id,

Limit = Context#etl context.batch size,
case kvs:get range(Streamld, Lastld, Limit) of
[l —>
timer:sleep (1000),
process loop(Context);

Records —>
Transformed = [ (Contextf#tetl context.transform fun)(R) || R <- Records ],
case load to olap(Context#etl context.target db, Transformed) of
ok —>

LastRecord = lists:last(Records),



NewlLastld = element (2, LastRecord),

NewCursor = Cursor#kvs cursor{
last read id = Newlastld,
updated at = erlang:system time(second)

}
kvs:put(NewCursor),
process loop(Contextfetl context{cursor = NewCursor});
{error, Reason} —>
logger:error ("ETL Load failed: “p", [Reason]),
timer:sleep (5000),
process loop(Context)
end
end.

6. [lpakTu4yHi kelicn Ta aHani3 BiAMOB
(Post-Mortem)

6.1. Keiic 1: Bipountta macosaHol DDoS-ataku Ha Beb-
nopTaJsl PeeECTpIB

Onuc iHymnpenTy: Nig Yac 3anycky oHoBaeHOro kabiHeTy BnacHuka 36poi cuctema 3asHana HTTP-dpnygy obcsirom

o 150,000 3anuTiB 3a cekyHAy, WO NPU3BEIO 4O BUYEPNaHHs Nyny 3'€4HaHb Ha piBHi Beb-cepeepiB.

* Ananiz Bigmosu: bazoswnii nimit TCP akuentopis 6ys scraHoenenuii y 25,000. lMpouecu-o6pobHukm
610kyBann nyn Mnesia yepes NoBisibHI KJIEHTCBKI 3anuTu.

* Bupiwenna: Obmexennsi weugkocti (Rate Limiting) nepeneceHo Ha piseHb Istio Ingress Gateway. Myn
akuenTopie 36inbwwerno go 200,000, a napcunr exigHux JSON-naketis nepeknageHo 3 Elixir-inTepnpeTtaTtopa
Ha C99 NIF napcepu, wo 3uu3nno HasanTaxeHHs Ha CPU 3 95% go 12%.

6.2. Kelic 2: Po3ginenHsa mepexi (Split-Brain) B Mnesia
Knacrtepi

Onwuc iHymaenTy: BHacnigok aBapii Ha KOMyTaTopi faTaueHTPY BUHUKIIO PO3AIJIEHHS MEPEXi Mi>K OCHOBHUMM
HOZAMMU KNACTepa, Lo MPU3BESIO 4O NapasiefbHOro 3anucy gaHux y pisHi rinku Mnesia.

* AHani3 sigmoBu: BumkHena aBTomatuyHa pekoHcunsiyis Mnesia npussena go po3xogykeHHs cTaHy Tabanub
TpaH3aKUiii.

* BupiwenHns: HanawTtoesaHo obpobHuk nogiii mnesia_down. BnposamxeHo ckpunT aBTOMaTUYHOroO 31u-
TTa rinok (reconciliation) Ha OCHOBI 4acoOBMX MITOK TpaH3aKUiii Ta NepenifkAtOYeHHs PO3LiNeHNX HOA 3
nepesanyckom penikauii 6e3 BTpaTn faHUX KOpUCTyBaYiB.



7. JHopaTok. |[HCTpyKLUis po3ropTaHHS
Ha Ubuntu 24.04 LTS

YV LbOMY 40AATKY HaBELEHO MOKPOKOBY IHCTPYKLiIO ANt MiHIManicTU4HOro posroptants nnatcopmu ERP/1 Ha
Ubuntu 24.04 LTS 3 BUKOPUCTaHHAM 3aTBEPAXKEHOTO CTEKY.

7.1. Kpok 1. KoHdirypauisi Ta 3anyck DNS-cepsepa synrc/ns

DNS-cepsep posropTtaeTbcst sik iHdpacTpykTypHuii By304 (IP: 10.0.0.5) ans 3abe3neyeHHs NOKaIbHOTO PO3B A3aHHS
iMeH AOMEHy erp.uno.

1. BcraHoBiTb cepegnoBuile BukoHanHs Erlang ta Elixir:

sudo apt update

sudo apt install -y erlang-dev elixir git

2. KnoHyiiTe peno3uTopiii Ta NigroTyiiTe NpoeKT:

git clone https://github.com/synrc/ns.git /opt/synrc—ns
cd /opt/synrc—ns

mix deps.get

3. CrBopiTb KOHGIrypauiiHuii paitn 30Hn priv/erp.zone.config:

{ttl, 3600}.

{soa, "erp.uno", "nsl.erp.uno", "admin.erp.uno", 2026070101, 86400, 7200, 604800, 300}.

{ns, "erp.uno", "nsl.erp.uno"}.

{a, "nsl.erp.uno", "10.0.0.5"}.

{a, "k8s-control.erp.uno", "10.0.0.10"}.
{a, "k8s-workerl.erp.uno", "10.0.0.11"}.
{a, "charts.erp.uno", "10.0.0.5"}.

{a, "argocd.erp.uno", "10.0.0.10"}.

4. Bigpegaryiite config/config.exs, BkazaBwm wnax 4o ¢aiiNly 30HM Ta HANALWITYBABLUU NMPOCIYXOBYBaHHS Ha
ctangaptHomy nopti DNS:

import Config
config :ns,
servers: |
[{:name, :inet dns}, {:address, 7c"0.0.0.0"}, {:port, 53}, {:family, :inet}]
]

zones: “c"priv/erp.zone.config"

5. 3anyctite DNS-cepBep B iHTEpaKTWBHIii KOHCONI:

sudo iex =S mix

7.2. Kpok 2. HanawTtyBaHHsa BipTyani3dauyii y Proxmox
VE

1. 3aBaHTaxTe odiuiinuii obpas Ubuntu 24.04 Cloud-Image Ha xocTi Proxmox:



wget https://cloud-images.ubuntu.com/noble/current/noble-server—cloudimg-amd64.img

2. Creopitb wabnoH siptyansHoi mawuxu (VM ID: 9000):

gm create 9000 ——memory 2048 ——cores 2 ——name u24-cloud ——net0 virtio ,bridge=vmbr0
gm importdisk 9000 noble-server —cloudimg-amd64.img local —lvm

gm set 9000 —-scsihw virtio—-scsi ——scsiO local —=lvm:vm-9000-disk -0
gm set 9000 —-ide2 local-lvm:cloudinit

gm set 9000 ——boot ¢ ——bootdisk scsi0

gm set 9000 ——serial0 socket ——vga serial0

gm template 9000

3. CTBOpiTb ABI HOAW KIAacTepa LWASIXOM KJIOHYBaHHS LWIabioHy:
gm clone 9000 100 ——name k8s—control
gm clone 9000 101 ——name k8s—workerl

Yepes internsuiiine Cloud-Init mento BkaxiTs IP-agpecn Hog (10.0.0.10/24 1a 10.0.0.11/24), a ik DNS-cepsep
3apganTe |IP naworo DNS 10.0.0.5.

7.3. Kpok 3. BctavoBnennsa Kubernetes 3a gonomoroto
Kubespray

1. BcraHoBiTs 3anexHocTi Ansible Ha MawunHi ynpaBaiHHs:

sudo apt install -y python3-pip python3-venv git
python3 -m venv venv

source venv/bin/activate

pip install ansible

2. Knonyiite Kubespray ta BcTaHoBiTL BUMOrHY:

git clone https://github.com/kubernetes—sigs/kubespray. git
cd kubespray
pip install —r requirements. txt

3. CreopiTb haiin iHBeHTapto inventory/mycluster/hosts.yaml:

all:
hosts:
k8s—control:
ansible host: 10.0.0.10
ip: 10.0.0.10
access ip: 10.0.0.10
k8s—workerl:
ansible host: 10.0.0.11
ip: 10.0.0.11
access _ip: 10.0.0.11
children:
kube control plane:
hosts:

k8s—control:
kube node:
hosts:
k8s—control :



k8s—workerl :
etcd:
hosts:
k8s—control:
k8s cluster:
children:
kube control plane:
kube node:
4. 3anycTiTb BCTaHOBJIEHHS KnacTepa 3a gonomoroto Ansible Playbook:

ansible —playbook —i inventory/mycluster/hosts.yaml ——become ——become-user=root cluster.yml

7.4. Kpok 4. CtBopeHHsa Ta obcnyrosyBaHHss Helm-peno3uTopito

[ns 30epexkeHHst aBTOHOMHOCTI PO3ropTaEMo MiHiManictuyHmii Helm-cepeep Ha 6asi Nginx Ha iHdpacTpykTypHOMY
xocTi (10.0.0.5):

1. Bcranosite Nginx Ta cTBOpiTE KaTasor ans giarpam:

sudo apt install -y nginx

sudo mkdir —p /var/www/helm

2. HanawrTyiite BipTyansHuii xoct Nginx ansi gomeHy charts.erp.uno Ta nepesanycriTe Cay»x0y.
3. VBiiigiTs fo katanory 3 Bawum Helm-vaptom gogatky ERP/1 Ta ynakyiiTe iioro:

helm package ./erp—backend ——destination /var/www/helm/

4. 3reHepyiiTe iHAEKC Peno3nTopito:

helm repo index /var/www/helm/ ——url http://charts.erp.uno/

7.5. Kpok 5. HanawTtyBaHHa BnacHoro Docker Registry
[nst 36epexeHHs obpasis KoHTeliHepiB Ha iHbpacTpykTypHOMY XocTi (10.0.0.5) po3ropTaeTscs JOKaNbHUI PEECTp
obpasie registry.erp.uno.

1. BcTaHoBiTb iHCTpyMeHTapiii docker.io Ta 3anyCTiTb CEPBIC peecTpy:

sudo apt update
sudo apt install -y docker.io
sudo docker run -d —p 5000:5000 ——restart=always ——name registry registry:2

2. HanawrTyiite Nginx sik peBepc-npokci gns fomeHy registry.erp.uno 3 SSL-cepTudikatamu, 3reHepoBaHuMy
JIoKanbHUM ca-pki:

server {
listen 443 ssl;
server _name registry.erp.uno;

ssl _certificate /etc/nginx/certs/registry.crt;
ss|l _certificate key /etc/nginx/certs/registry.key;

location / {



proxy pass http://localhost:5000;

proxy set header Host S$host;

proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header X-Forwarded-Proto S$scheme;

}

3. 36epiTb NokanbHUii 0bpas pgogaTky Ha 6asi Alpine Linux, gopaiiTe Ter Ta BignpasTe /oro 4o BJIACHOMO PEECTPY:

docker build -t registry.erp.uno/erpuno/crm-documents:1.0.0
docker push registry.erp.uno/erpuno/crm—documents:1.0.0

7.6. Kpok 5a. 30ipka obpasiB gogatkiB Ha 6a3i Alpine
Linux (Dockerfile)

[nsa 3abesneverns crabinsHoi pobot BEAM-penisie y minimanictuinomy otodenHi Alpine Linux BukopuctoByeThCst
Takuli baratoetantuii (multi-stage) Dockerfile:

FROM alpine:3.20 AS builder
RUN apk add —-—-no-cache erlang-dev elixir git build-base
WORKDIR /opt/app

RUN mix local.hex ——force && \
mix local.rebar ——force

ENV MIX_ ENV=prod

COPY mix.exs mix.lock ./

COPY config ./config

RUN mix deps.get ——only prod && mix deps.compile

COPY lib ./lib
RUN mix release

FROM alpine:3.20

RUN apk add —--no-cache openssl ncurses—libs libstdc++
WORKDIR /opt/app

COPY ——from=builder /opt/app/ build/prod/rel/erp system ./
ENV PORT=8080

CMD ["./bin/erp system", "start"]



7.7. Kpok 6. HanawTtyBaHHsi GitOps pgoctaBku 4epes
ArgoCD

1. BcTaHoBiTh KNiEHTCbKUN IHCTpYMeHTapili kubectl Ha Kepytodili HOAI Ta NIAKOYITH KacTep:

mkdir —p 7 /.kube
sudo cp /etc/kubernetes/admin.conf 7 /.kube/config
sudo chown $(id -u):$(id -g) ~/.kube/config

2. Bcranosite ArgoCD:

kubectl create namespace argocd
kubectl apply —n argocd —f https://raw.githubusercontent.com/argoproj/argo—cd/stable/manif

3. CreopiTb dhaiin KoHdirypauii gogaTky GitOps erp-app.yaml ans BigCTEXEHHs iHPPACTPYKTYPHOTO PENO3UTOPItO
helm/:

apiVersion: argoproj.io/vlalphal
kind: Application
metadata:

name: erp-uno

namespace: argocd

spec:
project: default
source:
repoURL: 'http://git.erp.uno/erpuno/erp.uno.git’
path: helm
targetRevision: HEAD
helm:

valueFiles:
- values.yaml
destination:

server: '"https://kubernetes.default.svc’
namespace: erp
syncPolicy:

automated:
prune: true
selfHeal: true
createNamespace: true

4. HanawrTyiite Ingress-mapuipyTusauito gns goctyny ao naveni ynpasninis ArgoCD 3a agpecoto argocd. erp.uno
(dbaiin argocd-ingress.yaml):

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: argocd-server—ingress
namespace: argocd
annotations:

nginx.ingress.kubernetes.io/ssl—redirect: "true"
nginx.ingress.kubernetes.io/backend-protocol: "HTTPS"
spec:
ingressClassName: nginx
rules:

— host: argocd.erp.uno



http:

tls:

paths:
- path: /
pathType: Prefix
backend :
service:
name: argocd-server
port:
number: 443
hosts:

— argocd.erp.uno
secretName: argocd-server—tls

5. PosropHite gopatok Ta Ingress 8 ArgoCD:

kubectl apply —f erp—app.yaml
kubectl apply —f argocd-ingress.yaml

ArgoCD asTomaTu4HO BUSIBUTL 3MiHU B Git-peno3mTopii, OHOBUTL pecypcun y KnacTepi Ta posropHe nnaTtdopmy
«ERP/1» y npoctopi imeH erp.

8.

TecToOBI NUTAHHSA Ta 3aBAAHHS

SAki fepkaBHi iHpopMaLiiiHi cuctemu YkpaiHn BUKOPUCTOBYIOTL komnoHenTu ERP /17
OnunwiTte MexaHiam nobynoen Erlang-knacrepa scepeanti Kubernetes 6e3 dikcosanux IP-agpec Hog,

SAki nepesarn pae BukopucTaHHsi nerkosaroro DNS-cepeepa synrc/ns y nopisHsiHHI 3 knacudHum Bl-
ND/CoreDNS B 3akputux koHTypax?

Ski nepesaru Ta cTpykTypy MatoTb Helm-giarpamu gns npuknagiux npogyktis (IKC) Ta incpacTpykTypHux
cnyx6 (SLUB) nnatdpopmu ERP/17

Onuwits mogens acuuxpoHHoro ETL-npouecutry yepr 3 BUKOPMCTaHHSIM KYPCOPIB Ta KOHTEKCTIB Ha 6asi
cxosuwa KVS.

Aki pusnku Hece sisuwe Split-Brain gns posnogineroi CYB/[ Mnesia Ta sik ix MiHiMisyBaTu?

MpakTnyHe 3aBgaHHa: Hanuwits koHdirypauiiinuii aiin 3oHu synrc/ns y HaTueHomy cpopmari Erlang
Terms ana obcnyroeByBaHHst Tpbox Hog 6a3m gaHux Mnesia Ta oaHiei Hogn ArgoCD.

MpakTtuyne 3asganHa: Hanuwite Ha Erlang dynkuito iHiuianisauil koHTekcTy Bopkepa #etl_context{} 3
MEPBUHHUM 34MTyBaHHsAM Kypcopa 3 KVS.
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